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RESUMEN

Comprender el funcionamiento de cada uno de los dispositivos que hacen parte de
las nuevas tecnologias es vital en la comprension de el funcionamiento de las
comunicaciones y la manera de coémo mejorarlas y adaptarlas a cada necesidad en

particular.

La Universidad Nacional Abierta y a Distancia en convenio con la plataforma Cisco,
nos brinda la oportunidad de sumergirnos en el mundo de las redes y adquirir
conocimientos y destrezas que conllevan al aprendizaje de la respectiva
configuracién, conexion y disefio de redes, mediante los mdédulos CCNA1

Introduccién a redes y CCNA2 Principios basicos de Routing and Switching.
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INTRODUCCION

El continuo avance de las comunicaciones y de los medios de informacién nos
conduce a la necesidad de adquirir nuevas destrezas en el desarrollo e
implementacion de diversas topologias de redes, y la respectiva configuracion de

sus dispositivos.configuracion y.

La continua capacitacion y adquisicion de fortalezas son la base primordial en el
conocimiento de nuevas tecnologias y su respectiva implementacion vy
configuracion. El aprovechamiento de los conocimientos adquiridos en la
plataforma Cisco son de suma importancia en la complementacion de los estudios

gue se realizaron en la UNAD en el area de Ingenieria Electronica.

El presente trabajo muestra la manera como el estudiante aplica los conocimientos
adquiridos en el curso Disefio e implementacion de soluciones integradas LAN —
WAN; comenzando por el reconocimiento de cada uno de los elementos que
componen una red, los tipos de redes y la manera como dichos dispositivos deben

ser configurados para un optimo funcionamiento
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OBJETIVOS

OBJETIVO GENERAL

Aplicar los conocimientos adquiridos en el Diplomado De Profundizacion CISCO,
dando solucién a un problema que se nos plantea y poniendo en practica los
conocimientos que adquirimos durante los casos de estudio CCNA-1 y CCNA-2 ,

integrando la implementacion de redes LAN y WAN mediante Packet Tracer.
OBJETIVOS ESPECIFICOS

e Realizar la conexion y respectiva configuracion de Routers y Switches
en una red, mediante la aplicacion de comandos del IOS de Cisco.

e |dentificar los conceptos principales y protocolos de enrutamiento,
reconociendo las diversas caracteristicas de cada topologia.

e Adquirir y aplicar los conocimientos principales del programa
Packet tracert y Smart Lab en la configuracion de redes de
comunicaciones, implementando comandos de la plataforma
CISCO.

e Comprobar la adecuada configuracion de cada dispositivo en la

red mediante instrucciones ping y tracert.

e Implementar en el disefio de la red de acuerdo a los lineamientos del
problema presentado.
¢ Realizar el reconocimiento de Vla, la respectiva configuracion,

direccionamiento de red y mascara de direccionamiento.
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Caso de estudio

2.1 Especificaciones

2.1.1 Descripcion general de la prueba de habilidades

La evaluacién denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, la cual busca
identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado y a través de la cual se pondra a prueba los
niveles de comprension y solucion de problemas relacionados con diversos

aspectos de Networking.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar
las tareas asignadas en cada uno de los escenarios propuestos, acompafiado de
los respectivos procesos de documentacion de la solucion, correspondientes al
registro de la configuracion de cada uno de los dispositivos, la descripcion detallada
del paso a paso de cada una de las etapas realizadas durante su desarrollo, el
registro de los procesos de verificacion de conectividad mediante el uso de

comandos ping, traceroute, show ip route, entre otros.

La prueba de habilidades podra ser desarrollada en el Laboratorio SmartLab o
mediante el uso de herramientas de Simulacion (Puede ser Packet Tracer o
GNS3). El estudiante es libre de escoger bajo qué mediacion tecnoldgica resolvera
cada escenario. No obstante, es importante mencionar que aquellos estudiantes
gue hagan uso del laboratorio SmartLab se les considerara un estimulo
adicional a la hora de evaluar el informe, teniendo en cuenta que su trabajo

fue realizado sobre equipos reales y con ello sera la oportunidad poner a
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prueba las habilidades y competencias adquiridas durante el diplomado.
Adicionalmente, es importante considerar, que esta actividad puede ser realizada
en varias sesiones sobre este entorno, teniendo en cuenta que disponen de casi 15

dias para su desarrollo.

Finalmente, el informe deberd cumplir con las normas ICONTEC para la
presentacion de trabajos escritos, teniendo en cuenta que este documento debera
ser entregado al final del curso en el Repositorio Institucional, acorde con los
lineamientos institucionales para grado. Proceso que les serd socializado al

finalizar el curso.

Es muy importante mencionar que esta actividad es de caracter INDIVIDUAL. El
informe debera estar acompanado de las respectivas evidencias de configuracion
de los dispositivos, las cuales generaran veracidad al trabajo realizado. El informe
debera ser entregado en el espacio creado para tal fin en el Campus Virtual
de la UNAD.
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2.1.2 Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

VLAN Direccionamiento Nombre

Internet 30 192.168.30.0/24 Administracién
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

B/IMANGA

192.168.99.3
192.168.99.2

Figura 1: Topologia de la red
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Logical | Back | [Root] |New Clusterl |Mo'-:e Object” Set Tiled Ba

4

<

Tionms 2,37 101 | Risime o rmciemal i av ;emmrnen ool lain mecn s il el

Figura 2: Disefio de red en Packet Tracert

Se configuran claves para la seguridad asi:
Configurar la encriptacion de contrasefias.
Asigne class como la contrasefia del modo EXEC privilegiado.

Asigne cisco como la contrasefia de consola y la contrasefia de
vty.

Configurar la encriptacion de contrasefas.
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2.2.1 Configuracion direccionamiento IP

Configurar el direccionamiento IP acorde con la topologia de red para cada

uno de los dispositivos que forman parte del escenario.
Figura 3: Configuracién direccionamiento Internet PC
¥ Internet PC - m} hs

Physical Config Desktop Programming Attributes

IF Configuration
IP Configuration
O DHcp (®) static
IP Address [208. 165,200,230 |
Subnet Mask [255.255,255.248 |
Defailt Gateway [209.165.200.225 |
DINS Server || |
IPvS Configuration
O pHce O Auto Config @ static
[Pv6 Address | | | |
Lirk Local Address |FEs0::201:C7FF:FECB:ES4D |
IPvE Gateway | |
[Py DNS Server [ |

[ Top

Figura 4: Configuracién direccionamiento Web Server

B Web Server — [} ps

Physical Config Services Desktop Programming Attributes

[P Configuration

IP Configuration

O DHCP @ Static

1P Address [10.10.10.10 | |
Subnet Mask [255.255.255.0 | ]
Default Gateway [10.10.10.1 |

DMS Server || |

IPv6 Configuration

O DHcP O Auto Config @) static

IPv6 Address | | |

Link Local Address |FE80: 1 260:47FF:FEDE: 1C48

IPvG Gateway |

IPVE DNS Server [

[ Tap L

Figura 5: Configuracién direccionamiento Router R1
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¥ R - 0O

Physicl Config  CLI  Atiributes

105 Command Line Interface

RBoutergconf t

Enter configuration commands, one per line. End with CHIL/Z.
Bouter (config) thostname R1

RBliconfig) genakle secret class

Bliconfig)gline con 0

Rliconfig-line) g¢pass cisco

Rliconfig-line) ¢login

Bl {config-line) $line wty O 4

Bl {config-line) §pass cisco

Bl {config-line) §login

RBliconfig-line) fexit

Bliconfig)fservice password-encryption

RBliconfig) gint

% Incomplete command.

Bl {config)#int s0/0/0

Bliconfig-if) #description Connection to R2

Bl (config-if) #ip address 172.31.21.1 255.255.255.
Bl {config-if) #¢clock rate 128000

Rl iconfig-if) ¢no shutdown

[

5

[

Figura 6: Configuracién direccionamiento Router R2

¥ o —

b

Physical Config CLI Atfributes

105 Command Line Interface

= ndnd 4 ol N e Il B4
SLINE-5-CHRMNEED: Interface Seriall/s0/1, changed state to up

SLINEPROTO-5-UPFDOWN: Line protocol on Interface Seriallyf0/1,
changed state to up

B2 {config-if) #int gl/0
B2 {config-if) #description Internet
B2 {config-if) #description Connectic to ISInternet
; = - . . . ———
2 {config-if) §description Connection to ISP
2 {config-if) §ip add 205_.165.200.225 255.255.255.248
2 {config-if) $int glsl
2 |config-if)#ip add 10.10.10.1 255_255.255.0
B2 {config-if) #no shutdown
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2.2.2 Configuraciéon Protocolo de enrutamiento OSPFv2

Configurar el protocolo de enrutamiento OSPFv2 baj
TABLA 1. OSPFv2 area 0

o los siguientes criterios:

Configuration Item or Task

Specification

Router ID R1

1.1.1.1

Router ID R2

2.2.2.2

Router ID R3

3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales
en

128 Kb/s

Ajustar el costo en la métrica de S0/0 a

7500

¥ Oroe\JEsKIopLrobot ] e — [} |
. B R - ] X
Physical Config CLI Attributes
105 Command Line Interface
Password: A~
Rlgconf t
& Enter configuration commands, one per line. End with CHNTL/Z.

Rl{config) $router ospf 1
Rl {config-router) #router—id 1.1.1.1
Rli{config-router) $172.31.21.0 0.0.0.3 area 0 I
% Invalid input detected at '~' marker.
Rl {config-router) #network 172_31.21 .0 0.0.0.3 area 0
Rl {config-router) #network 152.1€2.30.0 0.0.0.255 area 0
Rliconfig-router) fnetwork 132.1&5.40.0 0.0.¢ area 0
Rli{config-router) network 132.1€5.200.0 0.0.0.255 area 0
Rl {config-router) §passive-interface gl/1.30
Rl {config-router) §passive-interface gl/1.40
Rl {config-router) #passive-interface gls/1.200

g Rl {config-router) fexit

\ 4'I Rl {config)#int s0/0/0
Rl {config-if) fexit

R1 Rl{config) $router ospf 1
Rl (config-router) fexit
Rliconfig)#int s0/0/0
Rl {config-if) #bandwidth 123
Rl {config-if) #ip ospf cost 7500
R1{config-if)g v
Ctrl+F6 to exit CLI focus l Copy Paste
[ 7op
Py — T e
Time: 02:33:47 | |Power Cyde Devioes”FastForwardTlme Realtime

- - - -

V= s wme ¢

| 1941 2901 2911 | 81910X B19HGW 829 1240

£

=l

o o aasa (N a8

= A= A= A= A=~ AR= = AR -
A e An Ex s s b

= | (e | (| (=T [T
e T T T

4321 | Generlc Generic 1841 | 2620XM

>

Figura 7: Configuracién Protocolo de enrutamiento OSPFv2
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-":-BRE

cket Tracer 4

ig

i |

O Tep

-

= =2

154 | |Power Cyde Devloes”Fast Forward T|me| Realtime

— ] >0
Phyysical Config CLT Attributes
1
105 Command Line Interface I
~ |
&LINK-S5-CHANGED: Interface Serialds0/1l, changed state to up ]
SLINEPROTO-S5-UPDOWN: Line protocol on Interface Seriald/0/1,
changed state to up
User Access Verification
Password:
RZzen
Password:
R2gconf ¢t
Enter configuration commands, one per line. End with CNTL/Z.
RZ (config) router ospf 1
RZ (config-router) frouter—-id 2.2.2.2
RZ (config-router) #network 172.31.21.0 0.0.0.3 area 0O
RZ (config-router) g
02:43:06: *0SPF-5-RDJCHE: Process 1, Nbr 1.1.1.1 on Serial
from LOADING to FULL, Loading Done
RZ (config-router) #network 172.31.23.0 0.0.0.2 area 0O
R2 (config-router) #network 10.10.10.0 0.0.0.255 area 0
22 (config-router) g v
Cirl +F6 to exit CLI focus Copy Paste

A L A L L G G GGG

Figura 8: Configuracién Protocolo de enrutamiento OSPFv2 en R2

Logical

€

Back (B R3 - m} bd

—[C{QE E J Physical Config CLI Attributes

105 Command Line Interface

Riren ~
Password:

R3gconf terminal

Enter configuration cormands, one per line. End with
R3(config) &

3 (config) frouter ospf 1
R3 (config-router) grouter-id 3.3.3.3
R3(config-router) fnetwork 172.31.23.0 0.0.0.3 area

R3(config-router) §
02:5€:41: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Seria.
from LOADING to FULL, Loading Done

R3 (config-router) gnetwork 172.31.23.0 0.0.0.3 area 0
B3 (config-router)#no network 172.31.23.0 0.0.0.3 area 0
R3(config-router) §

03:02:24: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Seriald/o/1
from FULL to DOWN, Neighbor Down: Interface down or detached

R3(config-router) gnetwork 172 .31.23.0 0.0.0.3 area 0

R3 (config-router) §

03:02:-41: %0SPF-5-ADJCHG: Process 1, Nbr 2.2 .2.2 on Serial0/0/1
from LORDING to FULL, Loading Done

R3(config-router) gnetwork 152.168.4.0 0.0.3.255 area 0
23 (config-router) g v

Cirl+F6 to exit CLI focus Copy Paste

Time: 03:04:37 | [PowerCye [ ] Top

| 1941 | | 2901 | | 2911  81910X BI9HGW _ E29 | | 1240 | 4321 | (Gereric Generic/ | 1841 | |2520)

< >

1041

Figura 9: Configuracién Protocolo de enrutamiento OSPFv2 en R3
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Logical Back (®@ R3 = [m] x

—LD-. Physical  Config =~ CLI  Attributes

105 Command Line Interface

B3 (config-router) érouter-id 3.3 3 3 ~
B3 (config-router)gnetwork 172.31.23.0 0.0.0.3 area 0

B2 (config-router) §

02:56:41: $0SPF-5-ADJCHG: Drocess 1, Nbr 2.2.2.2 on Serial0/0/1
from LOADING to FULL, Loading Done

R3{config-rouser) gneswork 172.31.23.0 0.0.0.3 area 0
R3 {config-router) #no network 172.31.23.0 0.0.0.3 area O
R2{config-router)

03:02:24: %OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/1
from FULL to DOWN, Neighbor Down: Interface down or detached

B3 (config-router)gnetwork 172.31.23.0 0.0.0.3 area 0
R3 (config-router) §

03:02:41: $0SPF-5-ADJCHG: Process 1, Wbr 2.2.2.2 on Serial0/0/1
from LORDING to FULL, Loading Done

-

R3{config-router)$network 152.1€8.4.0 0.0_
B2 {config-router)gpassive—interface lod I

B2 {config-router) fpassive—interface L
R3{config-rouser) gpassive-interface log

R3{config-router)gexit
R2i{config) #int sO/0/0

R3{config-if) ghandwidth 123
B3 (config-if) § N

Cirl+F6 to exit CLI focus Copy Paste

<

Time: 03:09:42 Power Cye [] Top

QZ = ; S GGG GGG GGG

‘ 19. 2901 | 2911 | 81910x S19HGW 829 | 1240 | | 4321 | (Generc Generic | 1841 | 262004

< >

m g ‘j 1941

@] - = il

Figura 10: Configuracién Protocolo de enrutamiento OSPFv2 en R3 ancho banda 128

2.2.3 Verificar informacion de OSPF
2.2.3.1 Visualizar tablas de enrutamiento y routers conectados por

T

B R = O x

Physical  Config ~ CLI  Attributes

105 Command Line Interface

Password: =

_/j
’ Rlg#show ip protocols
2rne 'C

Routing Protocol is "ospf 1
Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

_/". /"ﬁ Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
R2 Maximum path: 4

Routing for Networks:
172.31.21.0 0.0.0.3 area 0
152.169.30.0 0.0.0.255 area 0
152.169.40.0 0.0.0.255 area 0
152.169.200.0 0.0.0.255 area 0

Passive Interface(s):
GigabitEthernet0/1. 30
GigabitEthernetl/1. 40
GigabitEthernet0/1. 200

Routing Information Sources:
._.i Bateway Distance Last Update
1.1.1.1 110 00:01:10
110 00:01:09
3.3.3.3 110 00:01:05
Distance: (default is 110)
——More——

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

OSPFv2
Figura 11:Visualizar tablas de enrutamiento y routers conectados por OSPFv2 en R1
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105 Command Line Interface

Routing Iufocmation Sources: o
Gateway Distance Last Update
1.1.1.1 110 o0:oL:lo

. 2 110 00:01:0%
\ 3.3.3.3 110 00:01:0%
— Distance: {(default is 110}

|

Rlgshow ip route ospf

R2 10.0.0.0/24 is subnetted, 1 subnets
o 10.10.10.0 [110/75011 wia 172.31.21.2, 00:04:23,
Serial0/0/0

31.0.0/1€ is variably subnetted, 3 submets, 2 masks

o 1 .0 [1l0/82811 wia 172.31. 00:04:23,
Serial0/0/0
152.168.4.0/32 is subnetted, 1 subnets
o 152.168.4.1 [110/8282] wia 172.31.21.2
Serial0/0/0
152.168.5.0/32 is subnetted, 1 subnets
| o 152.1€8.5.1 [110/8282] wia 172.31.21.2
| Serial0/0/0
I 2 is subnetted, l subnets
53 o 110782821 wia 172.31.21.2
Serial0/0/0
n1g v
Ctrl+F6 to exit CLI focus Copy Paste
j— | DTDD B

U
U
Figura 12:Visualizar tablas de enrutamiento y routers conectados por OSPFv2 en R1

L - O XL
Physical Config CLI Attributes i
105 Command Line Interface Ll
Serial0/0/0 ~
192.1€28.€.0/32 is subnetted, 1 subnets
o 152 . 1le2.6.1 [l10/2282] wia 172.31.2 00:04:23,

Serialdys0/0
Rléshow ip ospf interface

Serialds0/0 is up, line protocol is up

Internet address is 1 31.21.1/30, Area 0

Process ID 1, Router ID 1.1.1.1, MNetwork Type POINT-TO-POINT,
Cost: 7500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No kackup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, I
Retransmit 5

Hello due in 00:00:04

Index 1/1, £lood gueue length O

Wext 0x0{0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Weighbor Count is 1 , Adjacent neighbor count is 1

Zdjacent with neighbor 2
Suppress hello for 0 neighbor(s)
21y v

Ctrl+F6 to exit CLI focus Copy Paste

O Tep

Figura 12a:Visualizar costo interface ip_ospf
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User Access Verification
Password:
R2ren

Password:
R2#show ip ospf neighbor

Neighbor ID Pri  State
Interface
3.3.3.3 o FULL/ -
Serial0/0/0
1.1.1.1 0 FULL; - 00:00:35 172.31.21.1
Serial0s0/1
Rz w
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
< - STEY
Time: 03:11:57 | ‘insr Cydle Devices”FastForward'ﬁmEl Realtime
EQZ-/ e & NG IGAGAG NG IG GGG NG
| 1941 | | 2001 | | 2011 | @1910x/ BioHGwW | 629 | | 1240 | | 4321 | Generic Generlc | 1841 | 262004 .
< >
s o i seva (N Al

Figura 13:Visualizar tablas de enrutamiento y routers conectados por OSPFv2 en R2

PR - o X
AR L1
n [Root] @ Physical Config CLI  Attributes

10S Command Line Interface

i

Tassword: -
R2#show ip protocols
D Routing Protocol is "ospf 1"
= Cutgoing update filter list for all imterfaces is not set
Incoming update filter list for all interfaces is not set
I”EmE%K Router ID 2.2.2.2
\ Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: &

Routing for Networks:
172.31.21.0 0.0.0.3 area 0

172.81.23.0 0.0.0.3 azea 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernet0/1
Routing Information Scurces:
Gateway Distance Last Update
1.1.1.1 110 00:23:28
1 2.z.2.2 110
3.2.2.3 110 H
Distance: (default is 110}
RZgshow ip route ospf ]

-

-'—-‘1 132.1€8.4.0/32 is subnetted, 1 subnets
o 152.1€8.4.1 [110/782] via 172.31.23.2, 01:02:2%, Seriald/0/0
1 192 _1€8.5 0/32 is subnetted, 1 subnets
o 152.1€8.5.1 [110/782] via 172.31.23.2, 01:02:23, Seriald/0/0
192 1€2_.€.0/32 is subnetted, 1 subnets
D o 152.1€8.6.1 [110/782] via 172.31.23.2, 01:02:23, Serial0/0/0
2
7 nzg w
Crl+F6 to exit CLI focus Copy Paste

Figura 13a:Visualizar tablas de enrutamiento y routers conectados por OSPFv2 en R2
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Logical Back [Root] Physical ~ Config  CLI  Attributes t
o J 105 Command Line Interface
Ji. o -
D Neighbor ID Pri  State Dead Time Address
; Interface
= 3.3.3.3 o FULL, - 00:00:30
PCU‘ Serialt/o/0
1111 o FULL/ - 0:35
\ ”' Serialo o/l
_',4 R2¢show ip ospf interface
Serial0/0/1 is up, line provocol is up
R2 W Internet address is 172.31.21.2/30, Azea 0
Process ID 1, Router ID , Network Type PBOINT-TG-EOINT,
|coss: 7800
pu— Transmit Delay is L sec, State FOINT-TO-BCINT, Friocrity O
e Ho designated router on this network
Ho backup designated router on this network
RL Timer intervals configured, Hells 10, Dead 40, Wait 40,
R Retransmit §
Hello due in 00:00:01
Index 1/1, floed quene length 0
Hext 0x0(0)/0x0(0)
-—— Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 mses
1 53 Heighbor Count is 1 , Adjaceat neighbor count is 1
2djacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
D Internet address is 172.31.23.1/30, Area 0
y = Process ID 1, Router ID , Netwozrk Type POINT-TO-DOINT,
e Cost: 781
FC1 pc2 Transmit Delay is 1 sec, State POINT-TO-BGINT, Drioricy O
Ho designated zouter on this network
< No backup designated router on this network
Time: 03:13:29 | ‘Puwar Cyde DEuicEs”FastFurward'ﬁmEl _“More—- hd
DB . }’/ a .‘}r .‘_}( .A_; o (o (S (| (S Crl+F6 to exit CLI focus Copy Paste
» 5 5 [ (]
1001 | | 2001 | | 2001 | lsoi0x muoGw | 820 | | 1240 | | e321

=1 1K

e

Physical

R2

Config L Attributes

105 Command Line Interface

e

R1

Serial0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID

Cost: 781
Transmit Delay is 1 seec, State POINT-TO-BOINT,
No designated router on this network
No backup designated router om this network

Timsr intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit S
Hello due in 00:00:01
Index 2/3, flood gueue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is L
Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Rdjacent with neighbor 3.3.3.3
Suppress helle for 0 neighbor(s)
CigabitEthernet0d/l is up, line protocol is up
Internet address is 10.10.10.1/24, Area 0
Process ID 1, Router ID , Network Type BROADCAST

Transmit Delay is 1 see, State WAITING,
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40,

Retransmit 5

Mo Hellos

Index /3, flood gueue lengsh 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is L
Last flood scan time is 0 msec, 0 msec
Neighbor Count is 0, Rdjacent neighbor count is 0
Suppress hello for 0 neighbor(s)

R2#

Rzg

Priorivy 1

Wait 40,

(Passive interface)

maximum is

, Network Type POINT-TO-DOINT,

Priority 0O

Cost:

21 03:15:14 | Power Cyde Devices |E

Cirl+F6 to exit CLI focus

Copy

Figura 14b:Visualizar interface OSPFv2 en R2 y costo 7500
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Physical Config CLI Attributes
105 Command Line Interface
E3ren ~
Password:
R3fshow ip protocols I
Routing Protocol is "ospf 1™
2 Cutgoing update filter list for all interfaces is not set
‘ Incoming update filter list for all interfaces is not set
Bouter ID 2.3.3.3
'. Number of areas in this router is 1. 1 normal 0 stub O nssa
Maximum path: 4
Routing for MNetworks:
1 1.22.0 0.0.0.2 area 0
1 le2. 4.0 0_.0.3.255 area 0
Passive Interface(s):
Loopback4
Loopkacks
Loopbacké
RBouting Information Sources:
| Fateway Distance Last Update
i l.1.1.1 110 0o: 2
2 2 110 a0z
3 z.3.3.3 110 0o
Distance: (default is 110)
R3g v
Ctrl+F6 to exit CLI focus Copy Paste

- OTop

Figura 14c:Visualizar tablas de enrutamiento y routers conectados por OSPFv2 en R3

<

2.2.3.2 Visualizar lista resumida de interfaces por OSPF en donde se

ilustre el costo de cada interface

-—-0

Time: 03:13:29 |

Power Cyde DevlcEsHFast Forward 'ﬁmal

» !
1941 2901 | | z811

<

81910X BISHGW | 829 | 1240 | | 4321

27

Physical | Config  CLI | Attrbutes
108 Command Line Interface
~
Neighbor ID Pri  State Address
Interface
3333 o s -
Serialo/0/0
1111 o FULLs - 00:00:35
Serialo/o/l
Rz¢show ip ospf interface
Serial0/0/1 is up, line protocol is up
Internet sddress is 17 2/30, Ares 0
Process ID 1, Rouser ID Network Type BOINT-TG-EOINT,
Cost: 7500
Transmit Delay is L sec, Stats FOINT-TO-POINT, Priority O
Yo designated router on this metwork
Vo backup designated router on this netwerk
Timer intervals configured, Helle 10, Dead 40, Wait 40,
Retzansmit §
Hello due in 00:00:01
Index 1/1, flood queue length O
Yext 09 /020 (0)
Last flood scan length is 1, mawimm is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is L , hdjacent neighbor count is L
Adjacent with neighbor 1.1.1.1
Suppress hellc for 0 neighboz(s)
Serial0/0/0 is up, line pretocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router I 2, Network Type BOINI-TO-EOINT,
Cost: 781
Transmit Delay is 1 sec, State POINT-TO-BOINT, Priority O
Vo designated router om this metwork
Mo backup designated rouser on this network
--More-- | v
CHrl+F6 to exit CLT focus Copy Paste

Oop

- 8 B B @
Figura 15: Lista resumida de interfaces por OSPF



Physical Config =~ CLI  Attributes

105 Command Line Interface

Serial0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Rrea 0
Process ID 1, Rouser ID 2.2.2.2, Network Type POINT-TG-POINT,
Cost: 781
Transmit Delay is 1 sec, State DOINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due in 00:00:01
Index 2/2, flood gueue length 0
Wext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor(s)
GigabitEthernetl/l is up, line protocol is up

Internet address is 10.10.10.1/24, Area 0
e .
& Process ID 1, Router ID 2.2.2.2, Network Type BROADCAST, Cost:
1
R1 Transmit Delay is 1 sec, State WAITING, Priority 1l

No designated router on this network
Mo backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Mo Hellos (Passive interface)
Index 3/3, flood gueue length O
Next 0xz0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
R2g
R2g

= 03:15:14 | Power Cycle Devices |E Cirl+76 to exit CLI focus Copy Past=

Figura 15.a: Lista resumida de interfaces por OSPF
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2.2.3.3 Visualizar el OSPF Process ID, Router ID, Address
summarizations, Routing Networks, and passive interfaces

configuradas en cada router.

. BRr — O »

Physical Config CLI Attributes

105 Command Line Interface

Password: A
Rldéshow ip protocols

Routing Protococl is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bouter ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximm path: 4
Bouting for Networks:
172.21.21.0 0.0.0.2 area 0
132168 .30.0 0.0_0_255 area 0
152.1€5.40.0 0.0.0.255 area 0O
152 _168_200.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernet0/1_30
FigabitEthernet0/1_40
GigakitEthernet0/1.200
Routing Information Sources:
i Fateway Distance Last Update
1.1.1.1 11a 00:-00:57
53 z.2.2.2 110 00:00:57
3.3.3.3 110 00:00:5¢
Distance: (default is 110)
--More—- | b

-

MO

Ctrl+F6 to exit CLI focus Copy Paste

— OTop |-

Figura 16a: OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en R1
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Physical Config CLI Attributes

105 Command Line Interface

RZren

Dassword:
D R2gshow ip protocols ]
—

Routing Protocol is "ospf 1"

Cutgoing update filter list for all interfaces is not set

\ Incoming update filter list for all interfaces is not set

Router ID 2 2

Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4

Routing for Networks:
1 a
— Passiwve Interface(s):
| 5 CigabitEthernetl/L
Routing Information Sources:
R1 Cateway Distance Last Update
1.1.1.1 110 [1]0)
2 2 110 oa
3.3.3.3 110 oo:-z
Distance: (default is 110}

-—-0-

Rz v

Ctrl+4F6 to exit CLI focus Copy Paste

g [J7op

e
lyde Demces”Fast Forward T|me| Realtime -

Figu1l“a 16b: OSPF Process ID, Router ID, Address summarilzations,
Routing Networks, and passive interfaces configuradas en R2

¥ R3 — O x

Physical Config CLI Attributes

105 Command Line Interface

Riren ~
Password:
R3¢show ip protocols

Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.3.3.3
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 area 0
152.1€2.4.0 0.0.23.255 area 0
Passive Interface(s):

N

Loopkback4
Loopbacks
Loopbacke
Routing Information Sources:
L | Cateway Distance Last Update
i 1.1.1.1 110 00:20:02
110 ao
3 3.2.3.3 110 o0
Distance: (default is 110}
EEL] e
Ctrl+F6 to exit CLI focus Copy Faste

- ™OTop

Figura 16.c: OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en R3
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Back 105 Command Line Interface

23 (config-if)#int lod

R3(config-if)
$LINE-S5-CHRNGED: Interface LoopbackS, changed state to up

%LINEPROTO-5-UPDOWN - Line protocol on Interface Loopbacks,
changed state to up

R3(config-ifi#int lo€

R3({config-if)#
SLINE-5-CHANGED: Interface Loopbacké, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackég,
changed state to up

B2 (config-if) gexit

R3(config) ¢ip route 0.0.0.0 0.0.0.0 s0/0/1

g#Default route without gateway, if not a point-to-point
interface, may impact performance

23 (config) g hd
Ctrl+4F6 to exit CLI focus Copy Paste
———— [Jop
wer Cyde D
'Ll * /A F-A - FaFEEm el EE Ea FE EE F=Emli

Figura 16d: OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en R3

192| 168 192.168.4.0

192| 1638 192,168.5.0

192| 168 192.168.6.0

= i=Ri=Ni=]

=R i=Ni=Ni=

= E=N=N=]

=R i=Ri=Ni=]

=2 E=11=Ni=)

[ I e

=== =]

(=1 =N =]

=R i=Ri=Ni=]

=2 E=11=Ni=)

= E=N=N=]

=N i=Ri=Ni=]

=R E=2i=Ni=]

=N i=Ni=Ni=]

=R E=Ni=Ni=]
= E=N=N=]

192| 168

192.168.4.0/22

Tabla 2 .Sumarizacion
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2.2.4 Configurar VLANSs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches

acorde a la topologia de red establecida.
. -
L - O x b

Physical Config CL Attributes

105 Command Line Interface

A
]
User Access Verification
Password:
Sl=en
Fassword:
Slgconf t
Enter configuration commands, one per line. End with CNTL/Z.
S1iconfig)dvlan 20
s1¢ —vlan)#name administracion
s1¢ 40
s1¢ mercadeo
s1¢ zo00
s1¢ mantenimiento t
51 (config-vlan)gexit
Sliconfig)dint vlan 200
51¢ —if)g
*LINK-S-CHANGED: Interface V1an200, changed State To up
51lconfig-if) #ip address 152.165.2 255. Q
S1(config-if) g v
Ctrl+F6 to exit CLI focus Copy Paste
er
[ Top

P

n36 | |Pcwer Cydcle DeviclesHFEst Forward Time

el e e v e e e e e e e e

1 -«
mco g o z

Realtime

Physical = Config = CLI | Atiributes i
105 Command Line Interface [t
] 0

Sliconfig-if)#switchport trunk natiwve vlan 1

51l (config-if)#int £0/24

51l (config-if) #switchport mode trunk

Sliconfig-if)#

SLINEFROTO-5-UPDOWN: Line protoccl on Interface FastEthernet0/24,

changed state to down

SLINEPROTO-5-UPDOWN: Line protococl on Interface FastEthernet0/24,
changed state to up

S1{config-if)#switchport trunk native wvlan 1
Sli{config-if)#int range £a0/1-2, £al/4-23 gl/l-2

% Invalid input detected at '~' marker.
Sliconfig-if)#int range fals1-2, £al/4-23 gl/1l-2
% Invalid input detected at '~' marker.

Sl{config—if)#int range £a0/1-2, £al/4-23, gl/l-2

interface range not validated - command rejected

51 {config) #int range fal/1-2, fal/4-23

Sl {config-if-range)# ha
Ctrl+F6 to exit CLI focus Copy Paste

O Top

——

ir Cyde Devioes”Fast Forward Time

e

Realtime

===
Ll e Bl B

Figura 17b: configuracion Vlan para S1
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105 Command Line I

s

nterface

=TT
Sl{config)#int vlan 200
Sl{config-if)#

%LINE-5-CHANGED:

TTETIT =TT

Interface Vlian200,

Sliconfig-if)#ip address 152.1€2.200.2
Sliconfig-if)#no shutdown
Sli{config-if) fexit

Sliconfig)#ip default-gateway L152.1€8
Sliconfig)#int £0/3

Sliconfig-if) #switchport mode trunk

Sliconfig-if)#
$LINEPROTO-5-UPDOWN: Line protocol on
changed state to down

$LINEPROTCO-5-UPDOWN: Line protocol on
changed state to up

changed state to up

255.255.255.0

Z00.1

Interface FastEthernetd/3,

Interface FastEthernetds3,

$LINEPROTCO-5-UPDOWN: Line protocol on Interface V1an200, changed
state to up
Sl{config-if)#switchport trunk natiwve vlan 1
Sl{config-if) #int £0/24
Sl{config-if)#switchport mode trunk
Ctrl+F6 to exit CLI focus Copy Past
[J1op
i
:50:28 | |Power Cyde Devices”Fast Forward T|me| Realtime
!-/.Q = o () (] () (R () (R ) (R R (S
L L L L L L L L L L L L
:I 1941 | | 2901 | | 2911  81910%  S19HGW | 629 | | 1240 | | 4321 | Generlc Generlc | 1841 | 262044 <
£ >
o e B A

Figura 17c: configuracion Vlan para S1
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toptrobotfinalicisco andre.okt — O x I

B — ] >
Physical Config CLI Attributes
al 10S Command Line Interface | 140430
TTTTTOTIT -
S3gconf © o
5 Enter configuration commands, one per line. End with CHTL/Z . L -

= S3(config)#vlan 30
S3{config-vlan)]gname administracion

53 (config-vlan) #vlan 40

53 (config-vlan) #name mercadeo

53 (config-vlan) #vlan 200

53 (config-vlan) #name mantenimiento

53 (config-vlan) genit

S3({config) #int wvlan 200

S3(config-if)g

%LINK-5—-CHRNGED: Interface V1an200, changed state to up

&LINEPROTO-S5-UPDOWN: Line protocol on Interface V1an2dd, changed
state to up

S3({config-if)#ip address 152_168.200.3 255_255.255.0
S3(config-if)#no shutdown

S3{config—if) gexit B
S3(config) #ip default-gateway LS2.1€5.200.1
S3(config) #int £al/2

§3(config-if) #switchport mode trunk #.\
§3({config-if) #switchport trunk natiwve wvlan 1
S3({config-if) #int range fad/2, fald/4-24 W
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
— —
01:15:12 | |iner Cycle DevlcesHFast Forward Tlma| Realtime

IEsve G G G GGG G GGG

1] 1941 2901 2911 | 81910%/ S19HGW | 629 1240 4321 | Generlc| Generic' | 1841 | | 26200M)

Figura 17d: configuracion Vlan para S3

2.2.5 En el Switch 3 deshabilitar DNS lookup

p ¥ orgeh\Desktop\robot.final andre.pkt = O x
n L - ] 4

Physical Config CLI Attributes

Logical Back
105 Command Line Interface
TIME=S=T ImTErTT TITTT TUTT TETITE T OUD -
o

—[ SLINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/1,

changed state to up

SLINK-5-CHANGED: Interface FastEthernet(/2, changed state to up

SLINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/3,

changed state to up

Switchren

Switchgconf t©

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname 53

52 (config) f#enable secret class

53 (config)#line con 0

52 {config-line) #pass cisco

S3 (config-line) #login

53 {config-line)#line wty 0 4

5% {config-line) #pass cisco

S32 (config-line) #login

52 (config-line) fexit

S3 (config) #service password-encryptio

53 {config)#$no ip domain-lockup| >

Cirl+F6 to exit CLI focus Paste

[ Top
L Ty
B L)
Time: 00:29:55 | |iner CydeDevioes”FastFnrwardTlme| Realtime

=S g‘, ;{ S = = = = = = = = = = = =
j = We e M B s B i e e s s s s

| 1941 | | 2901 | | 2911 | S1910X BIGHGW | 829 1240 | | 4321 | Generlc Generic| | 1841 | 2620 .
—_— - ~

Figura 18: en Switch 3 deshabilitar DNS lookup
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2.2.6 Asignar direcciones IP a los Switches acorde a los lineamientos

Se configura la direccion ip como lo solicita la topologia y segtn el
direccionamiento de la

vlan;

En el grafico no coincide la direccidon 192.168.99.3 con lo que solicita la
tabla que seria

192.168.200.3

VLAN Direccionamiento Nombre
| 30 192.168.30.0/24 Administracion
| 40 192.168.40.0/24 Mercadeo
| 200 192.168.200.0/24 Mantenimiento

209.165.200.230

BOGOTA LoO | webserver

172.31.21.0/30 ; 172.31.23.0/30

MEDELLIN

"R3

Fo/0 BIMANGA
Foi4 | 802-1Q |

192.168.99.3

192.168.99.2[%

Figura 19.tabla direcciones IP PARA LAS vLAN
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Physical Config CLI Attributes

I0S Command Line Interface

S5l {config)g#int vlan 200
Sliconfig-if)$
3LINE-S5-CHRNGED: Interface V1an200, changed state to up
S5l {(config-if)¢ip address 192 _1€8.200.2 255.255.255.0
Sli{config-if)#no shutdown

S5l ({config-if) gexic

Sliconfig)#ip default-gateway 152.1£3.200.1
Sliconfig)gint £0/3

Sli{config-if)#switchport mode trunk

Sliconfig-if)$
3 LINEPROTO-5—UPDOWN :
changed state to down

Line protocol on Interface FastEthernet0(/3,

% LINEPROTO-5—UDDOWN :
changed state to up

Line protocol on Interface FastEthernetd/3,

®LINEPROTO-5-UPDOWN: Line protocol on Interface V1anZ00D, changed

state to up

S5l {config-if) ¢switchport trunk native wlan 1

Sli{config-if)#int £0/24

51 (config-if) #switchport mode trunk

Ctrl+F6 to exit CLT focus Copy Past
[1Top

e

:50:28 | |inEr Cyde DEVICES”FaSt Farward TImE|

Realtime

] P4 L RA-T- -0 O
L i L L e Lo L i L L3 L L LN
:l 1941 | 2001 | | 2011 | s1g10x S19HGw 829 1220 | | 4321 | Generic Generic | 1841 | |262mM4 )
< >
o e O ah.
et Tracer - ChUsers\ioraelDeskiopirobot.finalicisco andre. okt —
= — O
Physical Config CLI Attributes
al 105 Command Line Interface
FasSsSWoTd™r
S§3gcont t© 3
Y Enter configuration commands, one per line. End with CNTL/Z. L .
= 53 (config)#vlan 30 =
52 ({config-vlan) #name administracion
52 {config-vlan)#vlan 40
53 (config-vlan) #name mercadeo
53 (config-wvlan) #vlan 200 x
S3{config-vlan) fname mantenimiento
53 (config-vlan) gexit
52 {config) #int wlan 200 O E
S3{config-ifl g ' B
$LINE-5-CHANGED: Interface V1an200, changed state to up .
SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed
state to up
53 (config-if)l#ip address 152 _1&8_200_.3 255 255 _255.0
53 (config-if)#no shutdown
53 (config-if) gexit 5=
53 {config) #ip default—gateway 132.165.200.1
S3(config) gint £a0/3
S2{config-if) #switchport mode trunk
S3{config-if)#switchport trunk native wlan 1
53 (config-if)#int range £fals2, fals4-24
Ctrl+F6 to exit CLI focus Copy 5
[ Top
— —
01:15:12 | |Power Cyde Devioes”Fast Forward Tlme|
| (| (| (| (| (e (e [ (S (T (| (=R
T P LY Y rrrrrrrrerer
111941 | 2901 | | 2911 | 81910x/ S19HGW | G629 1240 | | 4321 | Genericl Generc | 1841 | | 2620XM|

Figura 21.Direcciones IP a s S3 acorde a los lineamientos
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2.2.7 Desactivar todas las interfaces que no sean utilizadas en el

esquema de red.
1 4

~

Back | Physial Config  CLI  Attributes

10S Command Line Interface

Sl(config-if)gswitchport trunk native vian 1l
Sl (config-if)gint £0/24
Sl (config-if)¢switchport mode trunk

Sl(config-if)3
SLINEPROTC-5-UPDCWN: Line protocol on Interface FastZthernet0/24,
changed state to down

SLINEPROTO-5-UPDOWN: Line protoccl on Interface FastZthernet(/24,
changed state to up

Sl(config-if)g¢switchport trunk native vlan 1
Sl(config-if)#int range £fald/1-2, £a0/4-23 gl/1-2

% Invalid input detected at '~' marker.

Sl (config-if)#int range f£al/1-2, £a0/4-23 gl/1-2

% Invalid input detected at '~' marker.

Sliconfig-if)gint range fal/1-2, f£a0/4-23, gl/l-2

interf e

Sl (conf t range fa0/1-2, fa0/4-23

Sl (conffig- nge) §shutdown

Cl+F6 mm M

[ 7op

D s d

Cyde Devioeslkast Forward Tmel Realtime E Pa

Figura 22a: Desactivar todas las interfaces que no sean utilizadas en el
esquema de red. Desde R1

| Physical Config CLI Attributes

105 Command Line Interface

administratively down ~
SLINE-S-CHANGED: Interface FastZthernet0/E, changed state to
administracively down
&LINK-5-CHANGED: Interface FastEthernet0/%, changed state to
administracively down
%LINK-5-CHANCED: Interface FastEthernetd/10, changed state to
administratively down
5LINE-5-CHANGED: Interface FastEItherneti/ll, changed state to
administratively down
3LINE-5-CHANGED: I Fastith t0/12, ch d state to
administratively down
SLINE-S5-CHANGED: Interface FastZthernet0/13, changed state to
administracively down
SLINE-5-CHANGED: Interface FastEthernet0/l4, changed state to
administracively down
SLINK-5-CHANGED: Interface FastEthernet0/15, changed state to w
Ctrl+F6 to exit CLI focus Copy Paste
O Top
E————
ower Cyde Dewoes”Fast Forward 'ﬁme‘ Realtime
‘e
. e (e () (e (| () ) T T ([ ([ (S
L e A A s e s e e Aw s,
:l 1941 | | 2901 | | 2911 | S1910x/ MI9HGW | 829 | | 1240 | | 4321  |Generlc Generic | 1841 | | 2620004|
—_ < >

Figura 22b: Desactivar todas las interfaces que no sean utilizadas en el
esquema de red. Desde R1
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® s ' - o x|

Fhuysical Config L Attributes |
105 Command Line Interface
SHLCCRTSSOT & ~
Encer configuracion cormands, one per line. End wich CHTL/Z.
Switch (config) #hostname 53
E3{configldine Lads3
¥ i{config-if) #switchport mode tzunk
E3{config-if)#swicchport crunk nacive wlanm 1
Bl {config-if) #int zange FZ, fald/4=24
E3iconfig-if-range) iswicchporc =ode access
El{config=-if-range) #int fadsl
E3jconfig-ifidswicchport mode access
Ed{config=if) gswitchport access wvlian 40
3 I {config=if)f#int range £ 4 {
1 3 (config-if-range) PRshuTdsun
S3iconfig-if-ranges) feshundaun
§ Invalid input decected at "°" mazkes.
S3iconfig-if-zange) fahundown
SLINK-5-CHANGED: Inte:zface Fa theznecd/2, changed STATE T
administratively down W
Ctrl+F6 to exit CLI foous Copy Paste
7o
™% '

Figura 23a: Desactivar todas las interfaces que no sean utilizadas en el
esquemadered.DesdeR3
¥ 53 - O K

Physical Config CLI Attributes

105 Command Line Interface
(conflg—1f—range5§sﬁu:down

~
$LINE-5-CHRNGED: Interface FastEthernetl/2, changed state to
administratively down
$LINE-5-CHRNGED: Interface FastEthernetl/4, changed state to
administratively down
$LINE-5-CHRNGED: Interface FastEthernetls5, changed state to
administratively down
$LINE-5-CHRNGED: Interface FastEthernetl/€, changed state to
administratively down
$LINE-5-CHRNGED: Interface FastEthernet0/7, changed state to
administratively down
%LINE-5-CHARNGED: Interface FastEthernetls3, changed state to
administratively down
$LINE-5-CHARNGED: Interface FastEthernetls3%, changed state to
administratively down
$LINE-5-CHRNGED: Interface FastEthernetd/10, changed state to
administratively down W

Ctrl+F6 to exit CLI focus Copy Faste

[ Top

Figura 23b: Desactivar todas las interfaces que no sean utilizadas en el
esquema de red. Desde R3
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2.2.8 Implement DHCP and NAT for IPv4

2.2.8.1 Configurar R1 como servidor DHCP para las VLANs 30 y 40.
2.2.8.2 Reservar las primeras 30 direcciones IP de las VLAN 30 y 40
para configuraciones estaticas.

Physical Config CLI Attributes

105 Command Line Interface

—
‘&; *LINK-5-CHANGED: Interface Seriald/0/0, changed state to up

A
InternedPc
\ %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet(/0, changed state to up
— 7
- %LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0,
changed state to up
R2

00:00:10: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0l/s0/0
from LOADING to FULL, Loading Done

User Rcocoess Verification

Password:
Password:
Rl=en

..._...-’ Password:

Rlgconf ¢
1 53 Enter configuration cormands, one per line. End with CNTL/Z.

Rliconfig) #ip dhcp excluded-address 152.1€2.30.1 152.1€8.30.30

Rliconfig) #ip dheop excluded-address 152.1€2.40.1 152.1€8.40.20

Bl {config) g

g Ctrl+F6 to exit CLI focus Copy Paste
2
PC1
D Top B
st Forward T|me|

b (e (5 a 5 ) 5 5 5 5 ) [ 0
P e T T T e T T T | T |
1

]
2901 | | 2911 | @1910K BIGHGW | 629 1240 | | 4321 | Generlc| Generic | 1841 | |2520MM| | 2621XM | 2811

Figura 24. Configurar R1 como servidor DHCP para las VLANs 30 y 40.
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2.2.9 Configurar DHCP pool para VLAN 30

Configurar DHCP pool para VLAN 30 Name: ADMINISTRACION
DNS-SERVER:10.10.10.11

Domain-Name: ccha-unad.com
Establecer default gateway.

Physical Config CLI Attributes

D 105 Command Line Interface
— Password: .
’ ! Password:
InternempPc
‘ Rl=en
Password:
= Rlgconf ©
"-" Enter configuration commands, one per line. End with CNTIL/Z.
Bl {config) #ip dhcp excluded-address 152 _.1€8.30.1 152 _1€8.30_30
RZ2 Rli{config)#ip dhep excluded-address 152 _1§ 2 £ _30

Rli{config)#ip dhcp pool RDMINISTRARCICON
Rl {dhcp-config) &7
default-router Default routers

dns—-server Set name server

exit Exit from DHCP pool configuration mode
network Network number and mask

no Negate a command or set its defaults
option Raw DHCP options

Bl (dhep-config) #dns-server 10.10.10.11 _
. Rl i{dhcp—config) #domain—name ccocna-—unad.com
*—="m -

53

% Invalid input detected at marker.

Rl {dhcp-config) #default-router 15%2.1€2.30.1 ]

Rl {dhcp-config) dnetwork 19%2.1e8.30.0 255.255.255.0

Rl (dhcp-config) g v

Ctrl+F6 to exit CLI focus Copy Paste

|:|T|::-|:u E_

=2 ==l el e e e e e = =
m e e s L L L L i e
319108 BIGHGW | BID 1240 4321 | Generlc Generlc | 1841 | 2620MM  2621%M | 2811

Figura 25a: Configurar DHCP pool para VLAN 30
Packet tracer no acepta el comando del Domain-Name
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2.2.10 Configurar DHCP pool para VLAN 40

Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com
Establecer default gateway.

L — O
Physical Config CLI Attributes
D 105 Command Line Interface
-—-Ji -~
Internei.ﬂc
\
—
L
/ R2 User Reocess Verification
Password:
Rl=en
Fassword:
Blgconf t©

e ~

Enter configuration commands,
Bl {config) §ip dhcp pool MERCADED

Rl i{dhcp-config) #dns-server 10.10.10.11

Bl (dhcp-config) fdomain-name ccna-unad.com

% Inwvalid input detected at "*'

one per lime. E

- ——

marker.

1 53
Bl (dhcp-config) #default-router 15%2_.1€5.40.1
Bl {dhcp-config) gnetwork 152 _1€2.40.0 255.255.255.0
Rl{dhcp—ccnfig?ﬂ
Cirl+F6 to exit CLI focus Copy Paste
[1Tep
m
e | e | e | e | | e | | | [ | | | (e
"N Ble Bl IR i\ \ \ m e Bl
a11 81910 J19HGEW B9 1240 4321 Generic  Generic 1841 2020 262 1NM 2811
1941
[l C (L 7| W tar

Figura 25b: Configurar DHCP pool para VLAN 40

Packet tracer no acepta el comando del Domain-Name
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2.2.15 Configurar NAT en R2 para permitir que los host puedan salir a internet

2.2.15.1 Secreabase local con 1 usuario en R2

nombre de usuario: usuariored
clave cisco: 12345

nivel de privilegio: 15

[ = = S > Rt A PR LRIE B S PR LT AR T PR R

Fr - | X 5

Physical Config CLI Attributes

105 Command Line Interface ]

Press RETURM to get started.

User Access Verification H
Password:

Ri=en

Password:

RZgconf ¢

Enter configuration commands, one per line. End with CNTL/Z.
B2 (config) fuser usuariored priwvilege 15 secret ciscol234b E
22 (config) g v

Cirl+F6 to exit CLI focus Copy Paste
[ Top

Figura 26: Configurar NAT en R2 para permitir que los host puedan salir a
internet, Se crea base local con 1 usuario en R2
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2.2.11.2 Se crea NAT estatica al servidor Web con la direccién de
entrada global 209.165.200.229 que corresponde al grafico. Y se asignan las
interfaces de salida y entrada a la NAT estatica

I

¥ Rz - O X E

.

L_Ip

Physical Config CLI Attributes

D 105 Command Line Interface
---fH
Interne%c

\

User Rccess Verification

\

R2 Password:

Riren

Password:

Rigconf t

Enter configuration commands, one per line. End with CNTL/Z.
B2 (config) #user usuariored priwvilege 15 secret ciscol2345

B2 ({config) #ip nat inside source static 10.10.10.10 20%.1€5_200_22%
B2 {config)#int gl/0

R2 (config-if) #ip net outside

& |
..—-.- % Invalid input detected at "' marker.

53 R2 (config-if) #ip nat outside
B2 (config-if)#int glsL

R2 (config-if)4ip nat inside
B2 (config-if)§ W

Ctrl +6 to exit CLI focus Copy Paste

[ Top £

| &R SR SRR SorE | SR | SR | S| SOER | (SOER | SR
e le e e e e e e e e Bl

Figura 27. Se crea NAT estatica al servidor Web con la direccién de entrada global
209.165.200.229 que corresponde al grafico. Y se asignan las interfaces de salida
y entrada a la NAT estatica
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2.2.16 Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2

1

¥Rz

=

Physical Config CLI Attributes

D 105 Command Line Interface
—_— 1ldp LLDP interface subcormands ~
’ mac-address Manually set interface MAC address
ternehc meu Set the interface Maximum Transmission Unit (MIU)
no Negate a command or set its defaults
\ FEpos pppoe interface subcommands
priority-group Assign a priority group to an interface
service-policy Configure QoS Service Dolicy
— shusdown Shutdown the selected interface
R2 speed Configure speed operation.
standby HSRP interface configuration commands
tx-ring-limit Configure PR level transmit ring limit

onfig-if)g
{config-if) gend

RZE
%5¥YS-5-CONFIG_I: Configured from console by console

R2gcof T

% Invalid input detected at '"~' marker.

R2fconf t

ter configuration cormands, one per line. End with CNTL
onfig) gaccess-list 1 permit 192 _1€8_30._
onfig) faccess-list 1 permit 152.185.40.0
{config) g

Ctrl+F6 to exit CLI focus Copy Paste

[ 7op

n| (=
"L

xl meHGw | 629 1240 | | 4321 | Generlc (Generc | 1841 | 26200 | 2621XM4

Figura 28. Configuracidn listas de acceso de tipo estandar
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2.2.17 Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde
R1 o R3 hacia R2.

e Y e} e v a1 M .

¥ Rz - m] X

Physical  Config  CLI | Attrbutes

105 Command Line Interface

Press RETURN to get started.

\ User Access Verification

r' "= | passwora:
1

ter configuration commands, cne per line. Ens
onfig) #ip access-list standard MANTTO

onfig-std-nacl)

Cirl+F6 to exit CLI focus

et B B R et et R Bt B B
81910% BI9HGW | 629 | | 1240 | | 4321 | Generic (Generic | 1841 | |2620M| 262004 | 2811

1941 (2901 | 291

2620%M

e H A o = 8 B M § O

Figura 29a. Configuracion listas de acceso de tipo estandar

2 | oy R | D | JEL U Daukgruunu 1 viewp

¥R - ] x

~

Physical Config CLI Attributes

o 105 Command Line Interface

User Zccess Verification

Password:

Rzren
AN —
N Rztcons ©
nter configuration commands, one per lime.
config)$ip access-list standard MANITO
config-std-nacl)gpermit 172.31.21.1 0.0_
config-std-nacl) fexit
config)#line woy 0 4
config-line) faccess—class
% Incomplete command.
config-line) faccess—class MITO in
B2 (config-line) §

Cirl+F6 to exit CLI focus Copy Paste

[ Top

W . ot B B b et
2901 | | 2911 | 81910X B819HGW | 829 1240 | | 4321 | Generic Generc 1841 | | 26204) 2621XM 2811

2620%M

Figura 29b. Configuracion listas de acceso de tipo estandar
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Figura 30.Confirmamos con telnet

R — [m] X

Physical Config CLI Attributes

105 Command Line Interface

User Rcocess Verification

Password:

RIregisco

Translating "cisco"...domain server (255.255.255.3255)

% Unknown command or computer name, or unable to find computer
address

RIzen
Password:
R2fexit

[Connection to 172_.31.21.2 closed by foreign host]

Rlftelnet 172.31.21.2
Trying 172.31.21.2 ...Cpen

User RAcress Verification

Password:

RiIven

Password:

rzg| hd

Ctrl+F6 to exit CLI focus Copy Paste

|| DTop

Figura.31 R1 se conecta a R2 con telnet

B I - - o x

.

Physical Config CLI Attributes

105 Command Line Interface

"

Password:

Rlren

Password:

Rlg#telnet 172.31.21.2

Trying 172.31.21.2 .. .Cpen

User Recess Verification

Password:

R2roisco

Translating "cisco"...domain server (255.255.255.258)

% Unknown command or computer name, or unable to find computer

address

Rixen

Password:

Ri2gexit

[Connection to 172.31.21.2 closed by foreign hostl

Rlg#telnet 172.31.21.2

Trying 172.31.21.2 .. .Cpen

w
Cirl+F6 to exit CLI focus Copy Paste
[ Top

| (| (o (T (| | (| (e (| (| (=
s e s s e s 8 9 e e e
81910 BIOHGW | B39 | | 1240 | | 4321 | Generlc \Ganeric/ | 1841 | 2620M| |26218M| | 2811
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2.2.18 Verificar procesos de comunicaciéon y re direccionamiento de trafico en

los routers mediante el uso de Ping y Traceroute.
B Web Server - O X

Physical Config Services Desktop Programming Attributes

mmand Line 1.0

[J1op

Figura 32. Ping de web server
¥ Internet PC - [m} K

Physical Config  Desktop  Programming  Attributes

Command Prompt

h’."‘:r- U I

R2
\,\ Wigh Sarver

A
5
R3
fr
mat
Hinimum
|
=
RCC

Copper Straight-Through

Figura 33. Ping de Internet Pc
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B Web Server - O *

Physical Config Services Desktop Programming Attributes

ommand Prompt

iand Line 1.0

with

ault Fateway

[ 7op

Figura 34 ping de Web Server a
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2.3 Lista de configuraciones finales de los dispositivos

Configuracién final de R1

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption

!

hostname R1

|

|

!

enable secret 5 $1$mMERr$9cTjUIEqNGurQiFU.ZeCil
!

!

ip dhcp excluded-address 192.168.30.1 192.168.30.30
ip dhcp excluded-address 192.168.40.1 192.168.40.30
!

ip dhcp pool ADMINISTRACION

network 192.168.30.0 255.255.255.0

default-router 192.168.30.1

dns-server 10.10.10.11

ip dhcp pool MERCADEO

network 192.168.40.0 255.255.255.0

default-router 192.168.40.1

dns-server 10.10.10.11

|
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!

no ip cef

no ipvé6 cef

!

!

!

!

license udi pid CISCO1941/K9 sn FTX1524W9N7
!

!

!

!

spanning-tree mode pvst

!

!

!

!

!

!

interface GigabitEthernet0/0

no ip address
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duplex auto

speed auto

!

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface GigabitEthernet0/1.30
description administracion LAN
encapsulation dot1Q 30

ip address 192.168.30.1 255.255.255.0
!

interface GigabitEthernet0/1.40
description mercadeo LAN
encapsulation dot1Q 40

ip address 192.168.40.1 255.255.255.0
!

interface GigabitEthernet0/1.200
description mantenimiento LAN
encapsulation dot1Q 200

ip address 192.168.200.1 255.255.255.0
!

interface Serial0/0/0

description Connection to R2
bandwidth 128

ip address 172.31.21.1 255.255.255.252
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ip ospf cost 7500

clock rate 128000

!

interface Serial0/0/1

no ip address

clock rate 2000000
shutdown

!

interface FastEthernet0/1/0
switchport mode access
switchport nonegotiate

!

interface FastEthernet0/1/1
switchport mode access
switchport nonegotiate

!

interface FastEthernet0/1/2
switchport mode access
switchport nonegotiate

!

interface FastEthernet0/1/3
switchport mode access
switchport nonegotiate

!

interface Vlanl

no ip address

shutdown
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router ospf 1

router-id 1.1.1.1
log-adjacency-changes
passive-interface GigabitEthernet0/1.30
passive-interface GigabitEthernet0/1.40
passive-interface GigabitEthernet0/1.200
network 172.31.21.0 0.0.0.3 area 0
network 192.168.30.0 0.0.0.255 area 0
network 192.168.40.0 0.0.0.255 area O
network 192.168.200.0 0.0.0.255 area 0
!

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0/0

!

ip flow-export version 9

|

|

|

!

!

!

I

line con O

password 7 0822455D0A16

login

!

line aux O
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line vty 0 4

password 7 0822455D0A16
login

!

!

!

end

Configuracién final R2

!

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

!

hostname R2

|

|

!

enable secret 5 $1$mERr$9cTjUIEQNGurQiFU.ZeCil
|

|
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no ip cef
no ipvé6 cef
!

!

!

username usuariored privilege 15 secret 5
$1SMERr$WvpWON5HghRrgnrwXCUUL.

!
!
license udi pid CISCO1941/K9 sn FTX152453UA
!
!

!
!
spanning-tree mode pvst
!
!
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|
interface GigabitEthernet0/0

description connection to ISP

ip address 209.165.200.225 255.255.255.248
ip nat outside

duplex auto

speed auto

!

interface GigabitEthernet0/1

description Connection to Web Server
ip address 10.10.10.1 255.255.255.0

ip nat inside

duplex auto

speed auto

!

interface Serial0/0/0

description connection to R3

bandwidth 128

ip address 172.31.23.1 255.255.255.252
clock rate 2000000

!

interface Serial0/0/1

description connection to R1

bandwidth 128

ip address 172.31.21.2 255.255.255.252
ip ospf cost 7500
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interface FastEthernet0/1/0
switchport mode access

switchport nonegotiate

!

interface FastEthernet0/1/1
switchport mode access

switchport nonegotiate

!

interface FastEthernet0/1/2
switchport mode access
switchport nonegotiate

!

interface FastEthernet0/1/3
switchport mode access

switchport nonegotiate

!

interface Vlanl

no ip address

shutdown

!

router ospf 1

router-id 2.2.2.2
log-adjacency-changes
passive-interface GigabitEthernet0/1
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.255 area O
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ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

ip nat inside source list 1 pool INTERNET
ip nat inside source static 10.10.10.10 209.165.200.229
ip classless

ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0

!

ip flow-export version 9

|

I

access-list 1 permit 192.168.30.0 0.0.0.255
access-list 1 permit 192.168.40.0 0.0.0.255
access-list 1 permit 192.168.4.0 0.0.3.255
ip access-list standard MANTTO

permit host 172.31.21.1

!
!

line con O

password 7 0822455D0A16
login

!

line aux O
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line vty 0 4
access-class MTTO in
password 7 0822455D0A16

login

Configuracién final R3
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
!
hostname R3
|
|
I
enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCil
|
|
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no ip cef

no ipvé6 cef

!

!

!

!

license udi pid CISCO1941/K9 sn FTX15248M20
!

!

!

!

no ip domain-lookup
!

!

spanning-tree mode pvst
!

!

!

!

!

!

interface Loopback4

60



ip address 192.168.4.1 255.255.255.0
!

interface Loopback5

ip address 192.168.5.1 255.255.255.0
!

interface Loopback6

ip address 192.168.6.1 255.255.255.0
!

interface GigabitEthernet0/0

no ip address

duplex auto

speed auto

shutdown

!

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

bandwidth 128

no ip address

clock rate 2000000

shutdown

!

interface Serial0/0/1
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description connection to R2

ip address 172.31.23.2 255.255.255.252
!

interface Vlanl

no ip address

shutdown

!

router ospf 1

router-id 3.3.3.3
log-adjacency-changes
passive-interface Loopback4
passive-interface Loopback5
passive-interface Loopback6
network 172.31.23.0 0.0.0.3 area 0
network 192.168.4.0 0.0.3.255 area O
!

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0/1

!

ip flow-export version 9

|

|

I

no cdp run

|

|
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|
!
line con O

password 7 0822455D0A16

login
!
line aux O
!
line vty 0 4

password 7 0822455D0A16

login
!
!
!
end

Configuracién final S1

!
version 12.2
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
!
hostname S1
!
enable secret 5 $1$mMERr$9cTjUIEqNGurQiFU.ZeCil
!
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spanning-tree mode pvst

spanning-tree extend system-id

I

interface FastEthernet0/1
switchport access vlan 30
switchport mode access
I

interface FastEthernet0/2
switchport mode access
shutdown

I

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
switchport mode access
shutdown

I

interface FastEthernet0/5
switchport mode access
shutdown

I

interface FastEthernet0/6

switchport mode access
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shutdown

!

interface FastEthernet0/7
switchport mode access
shutdown

!

interface FastEthernet0/8
switchport mode access
shutdown

!

interface FastEthernet0/9
switchport mode access
shutdown

!

interface FastEthernet0/10
switchport mode access
shutdown

!

interface FastEthernet0/11
switchport mode access
shutdown

!

interface FastEthernet0/12
switchport mode access
shutdown

|

interface FastEthernet0/13
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switchport mode access
shutdown

!

interface FastEthernet0/14
switchport mode access
shutdown

!

interface FastEthernet0/15
switchport mode access
shutdown

!

interface FastEthernet0/16
switchport mode access
shutdown

!

interface FastEthernet0/17
switchport mode access
shutdown

!

interface FastEthernet0/18
switchport mode access
shutdown

!

interface FastEthernet0/19
switchport mode access

shutdown
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interface FastEthernet0/20
switchport mode access
shutdown

!

interface FastEthernet0/21
switchport mode access
shutdown

!

interface FastEthernet0/22
switchport mode access
shutdown

!

interface FastEthernet0/23
switchport mode access
shutdown

!

interface FastEthernet0/24
switchport mode trunk

!

interface GigabitEthernet0/1
!

interface GigabitEthernet0/2
!

interface Vlanl

no ip address

shutdown
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interface VIan200
mac-address 00d0.9737.1201
ip address 192.168.200.2 255.255.255.0
!

ip default-gateway 192.168.200.1
!

!

|

!

line con O

password 7 0822455D0A16
login

!

line vty 0 4

password 7 0822455D0A16
login

line vty 5 15

login

|

|

|

end
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Configuracién final S3

|
version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

!

hostname S3

!

enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCil
|

|

|

|

!

spanning-tree mode pvst

spanning-tree extend system-id

!

interface FastEthernet0/1

!

interface FastEthernet0/2

shutdown

!

interface FastEthernet0/3

switchport mode trunk
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I

interface FastEthernet0/4
shutdown

I

interface FastEthernet0/5
shutdown

I

interface FastEthernet0/6
shutdown

I

interface FastEthernet0/7
shutdown

!

interface FastEthernet0/8
shutdown

!

interface FastEthernet0/9
shutdown

!

interface FastEthernet0/10
shutdown

I

interface FastEthernet0/11
shutdown

I

interface FastEthernet0/12

shutdown
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I

interface FastEthernet0/13
shutdown

I

interface FastEthernet0/14
shutdown

I

interface FastEthernet0/15
shutdown

I

interface FastEthernet0/16
shutdown

!

interface FastEthernet0/17
shutdown

!

interface FastEthernet0/18
shutdown

!

interface FastEthernet0/19
shutdown

I

interface FastEthernet0/20
shutdown

I

interface FastEthernet0/21

shutdown
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|
interface FastEthernet0/22
shutdown
!
interface FastEthernet0/23
shutdown
!
interface FastEthernet0/24
shutdown
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlanl
no ip address
shutdown
!
interface VIan200
mac-address 00d0.58cc.c901
ip address 192.168.200.3 255.255.255.0
!
ip default-gateway 192.168.200.1
|
|
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line con O

password 7 0822455D0A16
login

!

line vty 0 4

password 7 0822455D0A16
login

line vty 5 15

login

|

!

!

end
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CONCLUSIONES

El aprendizaje basado en proyectos en el cual se basa la UNAD va de la
mano con el aprendizaje teorico-practico que imparte la plataforma CISCO;
brindandonos una gran experiencia y adquisicién de conocimientos basicos

en el disefio e implementacién de redes.

El diplomado me aporto conocimientos sumamente importantes en mi carrera
como ingeniero Electrénico, abriendo las puertas a nuevas y grandes

oportunidades en el &mbito laboral y esecialmente en el personal.

Los médulos vistde los médulos os en este diplomado son de extensa
aplicacion en el desarrollo y disefio de redes; en nuestro caso realizamos la
implementacion en el disefio de una actividad que se nos presento y
aplicamos adecuadamente todos los conocimientos que adquirimos en el
curso CCNA-1y CCNA-2 , integrando la implementacion de redes LAN y
WAN mediante Packet Tracer.

Se observo un adecuado aprendizaje de los comandos que se aprendieron en
el diplomado y se obtuvieron conceptos mucho mas claros del disefio de una

red; practicando en Packet Tracert.
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