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RESUMEN

Identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado y a través de la cual se pondra a prueba los niveles de
comprension y solucion de problemas relacionados con diversos aspectos de configuracion
de redes Cisco. En la configuracién de switches y routers, empleando configuraciones de

topologias mas utilizadas.

Palabras Claves: Cisco, Switches, Routers, Topologia, Redes, Configuracion

Abstract

Identify the degree of development of skills and abilities that were acquired throughout the
course and through which the levels of comprehension and solution of problems related to
various aspects of configuration of Cisco networks will be tested. In the configuration of

switchs and routers, using most used topology configurations.
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INTROD

Con la presente actividad consolidamos los conocimientos aprendidos en la
configuracion de VLANs, OSPFv2, DHCPv4 y ACL en switches y routers, disefiar e
implementar NAT dinamicas y estaticas, listas de acceso bajo los protocolos IPv4.

Realizamos ejercicios de configuracion de redes utilizando distintas topologias con la

herramienta Packet Tracert.
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Planteamient

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el administrador
de lared, el cual debera configurar e interconectar entre si cada uno de los dispositivos que
forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman parte de la
topologia de red.

Topologia de red

VLAN Direccionamiento Nombre
30 172.16.30.0/24 Docentes
40 172.16.40.0/24 | Administrativos
150 172.16.150.0/24 Soporte

Internet

209-1“-200-230,: 209.165.200.224/29

b S L 00 | webServer
R2 10.10.10.10/32

172.31.23.0130

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lob 192.168.6.0/24

192.168.99.2
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figurar el direccionamiento IP acorde con latopologia de red para cada uno

de los dispositivos que forman parte del escenario

CONFIGURACION TOPOLOGIA SOLICITADA

Dispositivo Interface Red Rangos

Router 1 S0/0/0 dce 172.31.21.1/30 172.31.21.0/30
GO0/0 192.168.99.1/24 192.168.99.0/24

Router 2 S0/0/0 172.31.23.1/30 172.31.23.0/30
S0/0/1 172.31.21.2.30 172.31.21.0/30
GO0/0 209.165.200.224/29 | 209.165.200.248/29
GO0/1 10.10.10.11./29 10.10.10.10/29

Router 3 S0/0/1 172.31.23.2/30 172.31.23.0/30
Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Switche 1 Vian 192.168.99.2/24

Switche 2 Vian 192.168.99.3/24

Vian Vlan 30 192.168.30.0/24

Vian Vlan 40 192.168.40.0/24

Vian Vian 150 192.168.150.0/24

Server GO0/0 209.165.200.230/24

PC-A FAO0/6 192.168.30.31/24 192.168.30.0

PC-B FA0/18 192.168.40.54/24 192.168.40.0

Pc Internet FAO/1 209.165.200.230/29 | 209.165.200.225
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TOPOLOGIA

# Cisco Packet Tracer - C:\Users\alex\Desktop\GRADO\ TrabajoGrado' TrabajaGr...

File Edit Options View Tools Extensions Help

S‘.“|§i§iﬂﬂ‘,@,@,@

- O X

=

Logical [R.oot] |New Cluster| |M-:ve Object”SetTlled Eadoground| |h"|ewport||Environment: 01:06:00|

—[ s E K
PCPT
Internet PC
. o Server-FT
e T

Server Web

~

<
Time: 01:37:496 | Power Cycdle Devices |Fast Forward T|me|

Realtime

et nhed ARV AL

E :
m Copper Straight-Through
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las configuraciones de routers y se reinician

Physical Config CLI Attributes

105 Command Line Interface

System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (fcl) -
Technical Support: http://www._cisco.com/techsupport

Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISC01541/E9 platform with 524288 Fbytes of main memory

Main memory is configured to €4/-1(0On-board/DIMMO) bit mode with
ECC disabled

Readonly ROMMON initialized

program load complete, entry point: 0x80803000, size: 0Oxlb340
program load complete, entry point: 0x80803000, size: 0xlb340

I0S Image Load Test
Digitally Signed Release Software

program load complete, entry point: 0x81l000000, size: 0x2bbleSs I
Self decompressing the image -

#gdgsgdad [OK]
Smart Init is enabled
smart init is sizing iomem

TYDE MEMORY_REQ
HWIC Slot O 0200200000 Onboard devices &
buffer pools 0:01Z8F000 hd
Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Borrar la configuracion de los switches y las bases de datos de la vian
L — O X

Physical Config CLI Attributes

105 Command Line Interface

sLINE-5-CHANGED: Interface FastEthernet0/€, changed state to up A

$LINEPROTO-5-UBDCWN: Line protocol on Interface FastEthernet(/€,
changed state to up

Switchrenable

Switchferase start

Erasing the nvram filesystem will remowve all configuration files!
Continue? [confirm]

[CK]

Erase of nvram: complete

%5¥S-7-WV_BLOCE_INIT: Initialized the geomestry of nvram
Switch#erase startup-config

Erasing the nvram filesystem will remove all configuration files!
Continue? [confirm]

[OK]

Erase of nvram: complete

%5YS5-7-NV_BLOCE_INIT: Initialized the geometry of nvram
Switchidelete wlan.dat

Delete filename [vlan.dat]?

Delete flash:/vlan.dat? [confirm]

%3Error deleting flash:/vlan.dat (No such file or directory)

Switohs v

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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Physical Config CLI Attributes
105 Command Line Interface
Switch Ports Model SW Version 5W ~
Image
* 1 2€ W5-C23&0-24TT 1z.2 C235&e0-

Cisco IOS Software, C25€0 Software (C25€0-LAMBRSE-M), Version
12 .2(25)F¥, RELERSE SOFIWARE (£fcl)

Copyright (o) 1586-2005 by Cisco Systems, Inc.

Compiled Wed 12-0Oct-05 22:05 by pt_team

Fress BETURN to get started!

$LINE-5-CHANGED: Interface FastEthernetds/3, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/3,
changed state to up

&£LINE-S5-CHANGED: Interface FastEthernetl/&, changed state to up

&LINEPROTO-5-UPDOWN : Line protocol on Interface FastEthernetlsg,
changed state to up

Cirl4F6 to exit CLI focus Copy Paste

[ Tep

Se inicia el switche

Se verifica que las bases de datos no se encuentren en el flash, solo se encuentra el

sistema operativo y ya no estan la vian
® 5 — O X

Physical Config CLI Attributes

105 Command Line Interface
Compiled Wed 12-0ct-05 22:05 by pt_team A

Press RETURN to get started!

%LINE-5-CHANGED: Interface FastEthernet(/3, changed state to up

$LINEFPRCTO-5-UPDOWN: Line protocol on Interface FastEthermet0/3,
changed state to up

3LINE-5-CHANGED: Interface FastEthernet(/€, changed state to up
$LINEPRCTO-5-UPDOWN: Line protocol on Interface FastEthernmetO/€,

changed state to up

Switchrenable
Switchgdir flash:
Directory of f£lash:/

1 -—rw-— 4414521 <no date> c2%€0-lanbase-mz.
122-25.FX.bin

€401€384 bytes total (53601463 bytes free)
Switchi W

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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B Internet PC

Physcal  Config  Desktop  Programming  Aftributes

1P Configuration

O oHep ® static

1P Address [209.165.200.230 |
Subnet Mask [255.255.255.298 |
Defait Gateway [209.165.200.225 |
DNS Server [0.0.0.0 |

IPY6 Configuration

O pHCP (O Auto Config @ static

IPv6 Address [ |71 |

Link Local Address Fe80::208:8€FF FECEEDS |

[PV Gateway [ |
\

[PvG DNS Server [

O Top

Se configura el router 1

Desactivar lookup DNS y configuracion del router con su direccion IP, passorwd y su
interfaz serial

L — O X

Physical Config CLI Attributes

105 Command Line Interface

Routergconfig terminal A~
Enter configuration commands, one per line. End with CNTL/Z.
Router{config) no ip domain

% Incomplete command.

Router (config) #no ip domain-lookup

Router (config) ghostname R1

Rliconfig) #enable secret class

Rliconfig) #line con O

Rli{config-line) §pass cisco

Bl{config-line)#login

Rl{config-line)#line vty O 4

Rl{config-line) §pass cisco

Bl{config-line)#login

Bl{config-line) fexit

Rliconfig) #service password-encryption

Rliconfig) §banner motd faccesso no autorizados
Rliconfig) ¢interface s0/0/0
Rli{config-if)#description connection to R2
Rli{config-if)#ip address 172.1€.12.1 255.255.255.252
Rliconfig-if)f#clock rate 122000

This command applies only to DCE interfaces
Rliconfig-if)#no shutdown

SLINE-5-CHRNGED: Interface Seriall/0/0, changed state to down
Rl{config-if) g v

Ctrl+F6 to exit CLI focus Copy Paste

[ 7op
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Physical Config CLI Attributes

105 Command Line Interface

fouter (config) #no ip domain-lookup o
Router (config) $hostname RL

Rl (config)#enable secret class

21(config)#line con 0

21{config-line) §pass cisco

2l (config-line) #login

Rl(config-line) #line vty O &

21(config-line) #pass cisco

21 (config-line) §login

2l (config-line) fexit

Rl (configl#service password-encryption

21 (config) #banner motd $accesso no sutorizado$

21 {config) #interface s0/0/0

1 (config-if) #description connection to RZ

2l (config-if) #ip address 172.1€.12.1 255.255.2§5.282
Rl (config-if) #clock rate 128000

This command applies only to DCE interfaces

21 (config-if]$no shutdown

SLINK-5-CHANGED: Interface Seriall/0/0, changed state to down
R1(config-if) #ip route O 0 s 0

% Invalid input detected at '*' marker.

Rl (config-if)# hd

Ctrl+F8 to exit CLI focus Copy Paste

[ Top

Configuracion del route 2, configuracion de password, nombre del router R2, activicacion
interfaz serial 0/0/0

B R - o X

Physical Config CLI Attributes

105 Command Line Interface

Routerrenable o
Routergconfig termina

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fconfig terminal

%Invalid hex wvalue

Router (config) $no ip domain-lookup

Router (config) $hostname R2

R2iconfig) $enable secret class

R2iconfig)#line com 0

R2 (config-line)#pass cisco

R2 (config-line) #login

R2{config-line)#line vty 0 4

RZ (config-line)#pass cisco

RZ{config-line)#login

RZ {config-line) fexit

R2Z {config)g#service password-encryption

RZ {config) fbanner motd $accesc no autorizado$

R2 {config)#interface s0/0/0

R2{config-if) #¢description connection to R1
R2{config-if)#ip address 172.18.12.2 255.255.2585.282
R2 {config-if) #no shutdown

RZ{config-if)#
3LINK-5-CHANGED: Interface Seriald/0/0, changed state to up

Ctrl+F6 to exit CLI focus Copy Paste

[ 7op
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puerto serial 1

® - O x
Physical Config CLI Attributes
105 Command Line Interface
RZ (config-line)fpass cisco ~

RZ (config-line)#login

RZ (config-line) fexit

B2 (config) §service password-encryption

B2 (config) #banner motd faccesc no autorizado$

B2 (config) #interface s0/0/0

B2 (config-if)fdescription comnection to Rl

RZ (config-if)#ip address 172.1€.12.2 255.255.255.252
RZ (config-if)$#no shutdown

B2 (config-if)#
&LINE-5-CHANGED: Interface Seriald/0/0, changed state to up

&LINEFROTO-5-UPDOWN: Line protocol on Interface Seriallso/0,
changed state to up

B2 (config-if)$

B2 (config-if)finterface s0/0/1

B2 (config-if)fdescription comnection to R3

B2 (config-if)$#ip address 172.1€.22.1 255.255.255.252
B2 (config-if)fclock rate 122000

RZ (config-if)f#no shutdown

SLINE-5-CHRNGED: Interface Seriald/0/1, changed state to down
RZ {config-if)# h

Ctrl+F6 to exit CLI focus Copy Faste

[ Top

Activacion del interfaz gigabit
R — O *

i

Physical Config CLI Attributes

105 Command Line Interface
%LINE-5-CHRNGED: Interface Seriald/0/0, changed state to up ~

$LINEPRCTO-5-UPDOWN: Line protocol on Interface Serialdys0/0,
changed state to up

R2 (config-if)#

RZ (config-if)d#interface s0/0/1

RZ (config-if)d#description connection to R3
RZ(config-if)$#ip address 172_.16.23.1 255.255.255.252
BZ ({config-if)#clock rate 122000

B2 (config-if)#no shutdown

SLINE-S5-CHANGED: Interface Seriall/0/1, changed state to down
B2 {config-if)#interface gl/0

RZ {config-if)f#description connection to R3

B2 {config-if)$ip address 205_1€5.200.225 255.255.255.248

R2 (config-if)#no shutdown

R2 (config-if)$§
%LINE-5-CHRNGED: Interface FigabitEthernet0,0, changed state to
up

$LINEFROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernetl/0, changed state to up

Ctrl+F6 to exit CLI focus Caopy Paste

[ 7op




que packer tracer no soporta este tipo de

Attributes

Physical Config CLI

105 Command Line Interface

O X

B2 (config-if) #interface gl/0

B2 (config-if) #description connection to R3

RZ {config-if)#ip address 205.165.200.225 255.255.255.2458
RZ {config-if) #no shutdown

RZ (config-if) ¢

up

5LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernetd/0, changed state to up

B2 (config-if) ¢interface gl/1

B2 (config-if) #ip address 10.10.10.1 255.255.255.0
R2 {config-if) #no shutdown

R2 {config-if)#

up

3LINEPROTO-5-UPDOWN : Line protocol on Interface
GigabitEthernetd/l, changed state to up

B2 (config-if) #description connection Wek Serwver
23 (config-if) 2

&LINE-5-CHRNGED: Interface GigabitEthernetl/0, changed state to

&LINE-5-CHANGED: Interface GigabitEthernetl/1l, changed state to

Ctrl+F6 to exit CLI focus Copy

[ 7Top

Paste

En el servidor

Server Web

Physical  Config Services  Desktop Programming Attributes

TP Configuration

() DHep @ Static

IP Address [10.10.10.10 |
Subnet Mask |255.255.255.0 |
Default Gateway [10.10.10.1 |
DN Server [0.0.00 |
TPv6 Configuration

() DHep () Auto Config @) Static

1Pv6 Address [

Il

Link Local Address |FE80::200:BFF FEEC:082

IPus Gateway [

IPy5 DNS Server [

O Top

Urap
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i6n del router 3, conlas mismas configuraciones de los router anteriores
B R3 — m| X

Physical Config CLI Attributes

105 Command Line Interface

Press RETURN to get started!

Routerrenable

Routerfconfig terminal

Enter configuration commands, one per line. End with CNTIL/Z.
Router (config)fno ip domain-lookup
Router (config)#hostname R3

R3 (config) fenable secret class
R3{config)$line con 0

R3 (config-line)#pass cisco
R2(config-line) #login

RZ (config-line)#line vty 0 4
RZ(config-line)fpass cisco

B2 {config-line)#login

R3 (config-line)fexit

R3 (config)#service password-encrytion

% Invalid input detected at '~' marker.
R3 (config) §service password-encryption

%3 [config) #banner motd $acceso no autorizados
B3 (config)# e

Ctrl+F6 to exit CLI focus Copy Paste

O Tep

Configuracion de las lookbackp

¥ R2 - [m] X

Physical Config CLI Attributes

105 Command Line Interface

R3(configi#line con O A
R3(config-line)gpass cisco

R3{config-line)#login

R2(config-line)#line vty 0 4

R3(config-line) #pass cisco

R3(config-line)f#login

R3({config-line)fexit

R2{config)#service password-encrytion

% Invalid input detected at '*' marker.

R3{config)#service password-encryption
R2{config)fbanner motd $acceso no autorizado?
R3(config)#interface s0/0/1

R3(config-if) $description connection to RZ
R3({config-if) #ip address 172.1€.23.2 255.255.255.252
R2{config-if) #no shutdown

R3(config-if)#
SLINE-5-CHRNGED: Interface Seriald/0/1, changed state to up

B2 {config-if) ¢
SLINEPROTCO-5-UPDOWN: Line protocol on Interface Serialds0s1,
changed state to up

Ctrl+F6 to exit CLI focus Copy Paste

O Tap
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105 Command Line Interface

R3(config-if)$§ ~
$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/1,
changed state to up

° ®
°®
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Physical Config CLI Attributes

R3{config-if)ginterface lod

R3{config-if) g
S$LINE-5-CHANGED: Interface Loopbackd, changed state to up

S LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4,
changed state to up

R2{config-if)#ip address 152.1€2.4.1 255.255.255.0
R3{config-if) #no shutdown
R3{config-if)#interface lod

R3(config-ifig
$LINE-5-CHANGED: Interface LoopbackS, changed state to up

%LINEPROTO-5-UFDOWN: Line protocol on Interface Loopbacks,
changed state to up

R3{config-if)#ip address 152.1€2.5.1 255.255.255.0
R3 (config-if)#no shutdown
B3 {config-if)g v

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Configuracion del switche 1

L3 - [m] X

Physical Config CLI Attributes

105 Command Line Interface

Switch>enable

Switchf#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)$no ip domain-lookup

Switchiconfig)#hostname 51

Sliconfig)#enable secret class

Sliconfig)§line con O

Sliconfig-line) $pass cisco

S5li{config-line) $login

5l{config-line)t#line wty 0 4

Sl{config-line) pass cisco

S1l{config-line)#login

Sl{config-line) $service password-encryption

S1{config)$banner motd Sacceso no autorizados

S1i{config)# R

Ctrl+F6 to exit CLI focus Copy Paste

[ 7Tap




idn'switche 3

Physical Config CLI Attributes

105 Command Line Interface

% Invalid imput detected at '~' markez.
53{config)#pass cisco

% Invalid input detected at '~' markez.
53{config)#login line vty 0 4

% Invalid imput detected at '~' mazkez.
S23{config) #pass cisco

% Invalid imput detected at '~' mazkez.

52 (config)$line con 0

S2(config-line)fpass cisco

52 ({config-line)$login

S3(config-line)#line vty 0 4
S3(config-line)fpass cisco

52 ({config-line)$login

53 (config-line)fexit

S3(config)$service password-encryption
S53(config) tbanner motd %acceso no autorizado%
S3iconfigl#

Ctrl+F6 to exit CLI focus

[17ep

Copy

Paste
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figurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
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Configuration ltem or Task Specification
Router ID R1 1111
Router ID R2 2222
Router ID R3 3.333
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces 128 Kb/s
seriales en
Ajustar el costo en la métrica de S0/0 a 7500

OSPFv2 area 0




y

o A

acer no soporta los comandos

- O
Physical Config CLI Attributes
105 Command Line Interface
~
Rli{config-if) §router ospf 0
% Invalid input detected at '~' marker.
Rl{config-if) fexit
Rl (config) #router ospf 0
% Invalid input detected at '~' marker.
Rl (config) #router ospf 1
Rli{config-router)frouter-id 1.1.1.1
Rli{config-router)fnetwork 172_.1€.12.0.0.0.0.3 area 0
% Invalid input detected at '~' marker.
Rli{config-router)fnetwork 172_.1€.12.0.0.0.0.3 area 0
% Invalid input detected at '~' marker.
Rli{config-router) fnetwork 172_.1€.30.0.0.0.0.3 area 0
% Invalid input detected at '~' marker.
Rl {config-router) g h
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
B R - O X
Physical Config CLI Attributes
105 Command Line Interface
% Invalid input detected at '~' marker. .
Rl (config-if) #exit
Rl (config)#router ospf O
% Invalid input detected at "~' marker.
Bl {config)frouter ospf 1
Rli{config-router) frouter-id 1.1.1.1
Rl {config-router) $network 172_.1€.12.0.0.0.0.2 area 0
% Invalid input detected at '~' marker.
Rl {config-router) $network 172_.1€.12.0.0.0.0.2 area 0
% Invalid input detected at '~' marker.
Rl {config-router) gnetwork 172_.1€.30.0.0.0.0.2 area 0
% Invalid input detected at '~' marker.
Rl {config-router) §passive-interface gl/1.30
Rl {config-router) §passive-interface gl/1.40
Rl {config-router) §passive-interface gl/1.150
Rl {config-router)$ A
Ctrl+F6 to exit CLI focus Copy Paste
O 7op
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informacién de OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2
+Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

Packet Tracer no soporta este comando
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~
accesso no autorisado
User Access Verification
Password:
Rlrconfig terminal
% Inwvalid input detected at '*' marker.
Rlrenable
Password:
Rlfconfig terminal
Enter configuration commands, one per linme. End with CHIL/Z.
Rl (config) #router ospf 1
Bl (config-router) fauto-cost reference-bandwitch 1000
% Inwvalid input detected at '*' marker.
Rl (config-router) s| W
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
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Password:
Rlr*config terminal
% Invalid input detected at '"' marker.
Rlxenable
Password:
Rlgconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) ¢router ospf 1
Rl {config-router) fauto-cost reference-bandwitch 1000
% Invalid input detected at '"' marker.
Bl {config-router) fexit
Rl (config) ¢interface s0/0/0
Rl i{config-if) §bandwitch 128
% Invalid input detected at '"' marker.
Rl {config-if) $bandwidth 128
Rli{config-if) #ip ospf cost 7500
Rl {config-if) g hd
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
®R2 - O x
Physical Config CLI Attributes
105 Command Line Interface
acceso no autorizado -~

User Rcocess Verification
Password:

RZrenable
Password:
RZgrouter ospf 1

% Invalid input detected at '~"' marker.

RZgconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
RZ (config) frouter ospf 1

R2 (config-router) #router-id 2.2.2.2

B2 (config-router)$#172.16.12.0.0.0.0.3 area 0O

% Invalid input detected at '~"' marker.

RZ (config-router) #network 10.10.10.0.0.0.0.255 area 0

% Invalid input detected at '*' marker.

RZ (config-router) g e

Cirl+F6 to exit CLI focus Copy Paste

[ Top
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% Invalid input detected at '*' marker. s

RZgconfig terminal

Enter configuration commands, one per line. End with CNIL/Z.
RZ (config)#router ospf 1
config-router) §router-id
RZ ({config-router)§172.1€.12.0.0.0.0.3 area 0

% Invalid input detected at '~' marker.

=

{config-router) gnetwork 10.10.10.0.0.0.0

area 0
% Invalid input detected at "' marker.

RZ{config-router) §passive-interface gl /1l
RZ {config-router) fauto-cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is comsistent across
all routers.
{config-router) ginterface s0/0/0
config-if) §bandwidth 128
config-if) #interface s0/0/1
config-if) #bandwidth 1282
config-if) #ip ospf cost 7500
{config-if)# hd

Ctrl+F6 to exit CLI focus Copy Paste
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Rienable -
Password:
R3gconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
R3 [config) grouter ospf 1
R3 (config-router) frouter-id 2.3.3.3
R3 (config-router) fnetwork 172.1€.23.0.0.0.0.3 area 0
% Inwvalid input detected at '~' marker.
B3 |config-router) fpassive-interface lod
B3 [config-router) fpassive-interface 1loS
R3(config-router) fpassive-interface loé
R3 (config-router) #auto-cost reference-banwidth 1000
% Invalid input detected at '"' marker.
R3 (config-router) gexit
R3 (config)$# interface s0/0/1
R3 (config-if) §bandwitch 128
% Invalid input detected at '~' marker.
R3 (config-if) g#bandwidth 128
B3 [config-if) g hd
Cirl+F6 to exit CLI focus Copy Paste
[ 7op

* Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Comando para visualizar OSPF
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% Invalid input detected at '~' marker.

R2Z (config-router) #passive-interface gl /1l
R2 (config-router) #auto-cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.
R2 (config-router) #interface s0/0/0
R2 (config-if) §bandwidth 128
R2 (config-if)g#interface s0/0/1
B2 {config-if) #bandwidth 128
R2 (config-if)gip ospf cost 7500
RZ (config-if)§
B2 {config-if)#
B2 {config-if) gexit
RZ (config) gexit
R2#
%5Y¥YS5-5-CONFIG_I: Configured from console by console

R2gshow ip ospf mneig

R2gshow ip ospf neighbor

RIg v

Ctrl+F6 to exit CLI focus Copy Paste
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RZ (config-router) #auto—cost reference-bandwidth 1000 ~
% OS5PF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.
RZ {config-router) #interface s0/0/0
B2 (config-if) §bandwidth 128
RZ (config-if)#interface s0/0/1
B2 (config-if)#bandwidth 128
R2 (config-if)§ip ospf cost 7500
R2 {config-if)§
R2 {config-if)§
B2 (config-if) fexit
RZ (config) fexit
R2g
%5YS-5-CONFI&_I: Configured from consocle by conscle

R2gshow ip ospf neig
RZgshow ip ospf neighbor
R2gshow ip ospf interface brief

% Invalid input detected at '""' marker.

R2% &7
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
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R2gshow ip ospf neighbor
R2gshow ip ospf interface brief
% Invalid input detected at "' marker.
Rigshow ip ospf interface
R2gshow ip protocols
Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
Humber of areas in this router is 0. 0 normal 0 stuk 0 nssa
Maximum path: 4
Routing for Networks:
Passive Interface(s):
GigabitEthernetds1
Routing Informatiom Sources:
Fateway Distance Last Update
Distance: (default is 110}
R2g e
Ctrl+F6 to exit CLI focus Copy Paste
[ Top




Abierta y a Distancia

‘ I 4 ) Universidad Nacional

figurar VLANS, Puertos troncale&uertos de acceso, encapsulamiento,
r-VLAN Routing y Seguridad en los Switches acorde alatopologiade red
establecida.

Creacion de las vlan
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acceso no autorizado
User Access Verification
Password:

Sl enable

Password:

Sl#config terminal

Enter configuration cormands, one per line. End with CNTL/Z.
51{config)gvlan 30

51{config-vlan) gname docentes

51{config-vlan)gvlan 40

51{config-vlan)gname administrativos

51{config-vlan)gvlan 150

S1{config-vlan) #soporte

% Inwvalid input detected at '*' marker.

S1{config-vlan) gname scporte
51 (config-vlan) g v

Cirl+F6 to exit CLI focus Copy Paste

O 7ep

Asignacion de la IP y puerta de enlace al vlan soporte

® 5 - O X
Physial ~ Config  CLI  Attributes
105 Command Line Interface
~
Slfconfig terminal
Enter configuration commands, one per line. ZEnd with CNTL/Z.
51 {config)#interface wvlan 150
51 {config-if)#
SLINE-S-CHRENGED: Interface V1anl50, changed state to up
Sliconfig-if)#ip address 152.1885.93.2 255.255.255.0
51 {config-if)#no shutdown
51 {config-if)f#exit
Sliconfig)#ip default-gateway 1592.1€2.55.1
S5liconfig) #interface £0/3
Sl i{config-if)#switchport mode trunk
Sliconfig-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/3,
changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/3,
changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl50, changed
state to up
51(config-if)g b
Ctrl+F6 to exit CLI focus Copy Paste
[ Top

Configurar puertos de acceso al vian
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51 {config-if)#no shutdown ~

S5liconfig-if) gexit

Sliconfig)#ip default-gateway 192.1€5.33.1
51 (config) ¢interface £0/3
Sliconfig-if)#switchport mode trunk

Sl {config-if)§
$LINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/s3,
changed state to down

$LINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/s3,
changed state to up

%LINEFROTO-5-UPDOWN: Line protocol on Interface Vlanl5d, changed
state to up

Sliconfig-if)#switchport trunk native wvlan 1
Sliconfig-if)g#interface £0/5

Sliconfig-if)#switchport mode trunk

Sliconfig-if)#switchport trunk native wvlan 1
Sliconfig-if)g#interface range fal/1-2, fal/f4, fal/fe-24, gl/l-2
interface range not validated - command rejected

S5liconfig) #interface range fal/1-2, £a0s4, false-24
Sliconfig-if-range)#switchport mode access

Sl {config-if-range)# b

Cirl+F6 to exit CLI focus Copy Paste

[ 1op

Asignar puerto a la vlan 30 de docentes y apagar los puertos que no se usen
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S1|config-if) fswitchport mode trunk =

Sl{config-if)§
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/3,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to up

LLINEPROTO-S5-UPDOWN: Line protocol on Interface V1anlS0, changed
state to up

Sliconfig-if) #switchport trunk native wlan 1
S5li{config-if)ginterface £0/5

Sliconfig-if) #switchport mode trunk

51 (config-if) #switchport trunk natiwe wlan 1

Sl{config-if) finterface range £al/1-2, £a0/4, fa0/E-24, gl/l-2
interface range not validated - command rejected
S1{config)¢interface range fal/l-2, £ad/4, fal/&-24
Sl{config-if-range)#switchport mode access
Sliconfig-if-range)#interface fal/€

S5li{config-if) g¢switchport mode access

Sliconfig-if) géswitchport access vlan 30

Sliconfig-if) ginterface range f£al/s1-2, fal/4, fal/7-24
S1{config-if-range) #shutdown| v

Ctrl+F6 to exit CLI focus Copy Paste
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%LINE-5-CHRNGED: Interface FastEthernet(/17, changed state to
administratively down

%LINE-5-CHRNGED: Interface FastEthernet(/18, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernet0/13, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernet0/20, changed state to
administratively down

3LINE-5-CHRNGED: Interface FastEthernetl/2l, changed state to
administratively down

3LINE-5-CHRNGED: Interface FastEthernetl/22, changed state to
administratively down

3LINE-5-CHARNGED: Interface FastEthernetl/23, changed state to
administratively down

%LINE-5-CHARNGED: Interface FastEthernetl/24, changed state to
administratively down

Sl{config-if-range)$ v

Ctrl+F6 to exit CLI focus Copy Paste
O7ep

Crear la base de datos de las vilan, asignar laip y la puerta de enlace
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User ARccess Verification

Password:

S3renable

Password:

53gconfig terminal

Enter configuration cormands, one per line. End with CNTL/Z.
S2{configl$

53 (config)#vlan 30

53 {config-vlan) #name docentes

52 (config-vlan) tvlan 40

53 (config-vlan) iname administratiwvos

53 (config-vlan) dvlan 150

52 (config-vlan) #name soporte

53 (config-vlan) fexit

53 (config) ¢interface vlan 150

52 (config-if)#

&LINK-5-CHANGED: Interface Vlanl50, changed state to up
SLINEPROTO-S5-UPDOWN: Line protocol on Interface V1lanl50, changed
state to up

S3(config-if)# e
Ctrl+F6 to exit CLI focus Copy Paste
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S3renable

Password:

S3gconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.

S53(config) g

S3{config) #vlan 30

S2(config-vlan) #name docentes

53 (config-vlan)évlan 40

53 (config-vlan) $name administrativos
53 (config-vlan)évlan 150
S3(config-vlan) #name soporte

53 (config-vlan) fexit

53 (config) #interface wlan 150

53 {config-if)#

$LINE-5-CHANGED: Interface V1anl50, changed state to up

LLINEPROTO-5-UPDOWN: Line protocol on Interface VlanlS0, changed
state to up

53 (config-if)fip address 152.1€8.55.3 255.255.255.0
52 {config-if)f#no shutdown

53 (config-if)fexit

53 (config) #ip default-gateway 152.1£5.35.1

53 (config) g hd
Ctrl+F6 to exit CLI focus Copy Paste
O1op
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53 (config-vlan) §name docentes

53 {config-vlan) #vlan 40

53 (config-vlan) #name administratiwvos

53 (config-vlan) #vlan 150

53 (config-vlan) §name soporte

53 (config-vlan) gexit

53 (config) #interface wvlan 150

53 (config-if) ¢

2LINE-S-CHRNGED: Interface Vlanl50, changed state to up

LLINEPROTO-5-UPDOWN: Line protocol on Interface VlanlS50, changed
state to up

53 (config-if) #ip address 192 .1£8.53%.3 255.255.255.0
53 (config-if) §no shutdown

53 (config-if) fexit

53 (config) §ip default-gateway 132_.1€2.53.1

532 (config) $interface £al/3

53 (config-if) §switchport mode trunk

52 (config-if) #switchport trunk native wlan 1

53 ({config-if) #interface range f£al/s1-2, fal/4-24, gl/sfl-2
interface range not validated - command rejected
53 (config) #interface range fal/l-2, fal/f4-24

53 (config-if-range) #§switchport mode access

53 (config-if-range) g

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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puerto a la vlan 40 y se gan los puertos
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53 (contig-vlan) $name soporte o
53 {config-vlan) fexit

53 (config) #interface vlan 150

S3{config-if) ¢

SLINK-S-CHANGED: Interface VlanlS0, changed state to up

SLINEDROTO-5-UPDCWN: Line protocol on Interface VlanlS0, changed
state to up

53 {config-if)#ip address 192.1€8.55.3 255.255.255.0
53 (config-if)#no shutdown

53 {config-if) fexic

53(config) #ip default-gateway 152.168.95.1

53 (config) #interface fan/3

53 {config-if) #switchport mode trunk

53{config-if) #switchport trunk native vlan 1

S3{config-if)#interface range fa0/1-2, fa0/4-24, gl/1-2

interface range not validated - command rejected
S3{config)#interface range fad/1-2, £a0/4-24

53 (config-if-range) #switchport mode access

53({config-if-range) finterface £a0/16

S3{config-if) #switchport mode access

S3{config-if) #switchport access vlan 40

S3{config-if) #interface range £a0/1-2, £a0/4-17,£a0/15-24

53 {config-if-range) $shutdown v

Ctrl+F6 to exit CLI focus Copy paste

[ Top
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SLINE-5-CHRNGED: Interface FastZthernet(/1&, changed state to
administratively down

3LINE-5-CHRENGED: Interface FastEthernetl/17, changed state to
administratively down

&LINE-5-CHANGED: Interface FastEthernetd/s13, changed state to
administratively down

3LINE-5-CHARNGED: Interface FastEthernetd/20, changed state to
administratively down

&LINE-5-CHANGED: Interface FastEthernetd/s/21, changed state to
administratively down

3LINE-5-CHRNGED: Interface FastEthernetl/22, changed state to
administratively down

$LINE-5-CHANGED: Interface FastEthernetd/23, changed state to
administratively down

%LINE-5-CHRNGED: Interface FastEthernetl/24, changed state to
administratively down
53 (config-if-range) § v

Cirl+F8 to exit CLI focus Copy Paste

[ Top
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53 (config-vlian) #vian 150 -
S3(config-vlan)#name soporte

§3 (config-vlan) fexit

53 (config) ¢interface vlan 150

$3 (config-if) ¢

SLINK-5-CHANGED: Interface V1anl50, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanlsd, changed
state to up

S3(config-if) #ip address 152.168.59.3 255.255.255.0
53 (config-if) #no shutdown

53 (config-if) gexit

S3(config) #ip default-gateway 152.1€8.85.1

§3 (config) ¢interface fad/3

S3(config-if) fswitchport mode trunk

53 (config-if) #switchport trunk native vlan 1

S3(config-if) finterface range f£al/1-2, £a0/4-24, gl/1-2

interface range not validated - command rejected

S3(config) ¢interface range f£a0/1-2, fa0/4-24

$3(config-if-range) #switchport mode access

53 (config-if-range)#interface fa0/18

$3(config-if) fswitchport mode access

S3 (config-if) gswitchport aceess vlan 40

S3(config-if) § V

Cirl+F6 to exit CLI focus Copy Paste

[ Top

Encapsulamiento de las vian
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Usez Access Verificaciom o
Password:

Rlrensble
Dassword:

R1g

Bl#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
2l(config)#interface gd/l.30

R1({config-subif] fdescription docentes lan

21 {config-subif) gencapsulation dotlg

% Incomplete command.

21 [config-subif) fencapsulation dotlg 20

21{config-subif] §ip address 172.1£.30.1 255.255.255.0

21 {config-subif] ginterface gi/1.40

Rl {config-subif] jdescription administrativos

21 [config-subif) fencapsulation dotlg 40

R1{config-subif] §ip address 172.1£.40.1 255.255.255.0
21{config-subif] ginterface gi/1.150

R1({config-subif] jdescription soporte

21 [config-subif] fencapsulation dotlg 150

21{config-subif] §ip address 172.1£.150.1 255.255.255.0
21(config-subif] ginterface g0/l

R1{config-if)#no shucdown| b

Ctrl+F6 to exit CLI focus Copy Paste
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RAl{config-if)#
SLINE-5-CHANGED: Interface GigabitEthernetd/l, changed state to

up

3LINEPROTO-5-UBDOWN: Line protocol on Interface
CigabitEthernet0/l, changed state to up

3LINK-S—CHANGED: Interface GigabitEthernetO/1.30, changed state
to up

3LINEPROTO-5-UPDOWN: Lime protocol on Interface
CigabitEthernet0/1.30, changed state to up

3LINK-S—CHANGED: Interface GigabitEthernet0/l.40, changed state
to up

RLINEPROTO-5-UPDOWN: Line protoccl on Interface
GigabitEthernet0/1.40, changsd state to up

$LINK-5—CHANGED: Interface GCigabitEthernet0O/l.150, changed state
to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1.150, changed state to up

Ctrl+4F6 to exit CLI focus Copy Paste

[ op
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%LINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to down

SLINE-5-CHANGED: Interface FastEthernetl/3, changed state to up
3LINEPROTO-5-TUPDOWN: Line protocol on Interface FastEthernet(/3,
changed state to up

Switch>enable

Switchgconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)$no ip domanin-lookup

% Invalid input detected at '"' marker.

Switch(configl#no ip domain-lookup

Switch(config)fhostname S3

53 (config)#enable secret class

53 (config)lgcon 0

% Invalid input detected at '~' marker.

v
£ig s
Ctrl+F6 to exit CLI focus Copy Paste
[ 7ep
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51 (config-if) dno shutdown =
S1(config-if]gexit

51(config) #ip default-gateway 1592.1€8.33.1

Sl{config) #interface £0/3

S1{config-if)#switchport mode trunk

Sl{config-if)$
%LINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to up

%LINEPROTC-5-UPDOWN: Line protocol on Interface Vl1anl5d, changed
state to up

S1(config-if] #switchport trunk native wvlam 1
S1(config-if) #interface £0/5

51(config-if) #switchpors mode trunk

S1(config-if) #switchport trunk native wvlam 1
Sl{config-if)$interface range fad/1l-2, f£a0/4, f£a0l/€-24, gl/l-2
interface range not validated - command rejected

Sl(config) #interface range £al/1-2, fa0/4, £al/é-24
S1(config-if-range] #switchport mode access

51 (config-if-range)# hd
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
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53 (config-vian)gvlan 150 =
$3(config-vlan) fname soporte

53 (config-vlan)fexit

S3{config) ¢interface vlan 150

53 (config-if) #

SLINK-S-CHANGED: Interface V1anl50, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl5d, changed
state to up

S3|config-if) #ip address 192.1€8.99.3 255.255.255.0
53 (config-if) #éno shusdown

S3(config-if) gexit

53 (config) #ip default-gateway 152.163.593.1

53 (config) #interface fa0/3

S3 (config-if) #switchport mode trunk

S3(config-if) gswitchport trunk native vlan 1

S3|config-if) finterface range fal/1-2, fa0/4-24, gl/l-2

interface range not validated - command rejected

S3(config) #interface range £a0/1-2, £a0/4-24

53 (config-if-range)#switchport mode access
S3|config-if-range)#interface £a0/18

53 (config-if) #switchport mode access

S3(config-if) gswitchport access vlan 40

S3(config-if) & e

Cirl+F6 to exit CLI focus Copy Paste
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S1(config-if) gswitchport mode trunk

Sl{config-if)§
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/3,
changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface VlanlS50, changed
state to up

S1{config-if) gswitchport trunk native vlan 1
Sl{config-if)ginterface £0/5

S1(config-if)gswitchport mode trunk

S1(config-if)gswitchport trunk native vlan 1
S1{config-if)ginterface range £a0/1-2, fad/4, £ad/é-24, gl/l-2
interface range not validated - command rejected
Sl{config)#interface range fad/1-2, fals4, £a0/E-24
S1{config-if-range)#svitchport mode access
S1(config-if-range)#interface £a0/€

S1(config-if)gswitchport mode access

S1{config-if) éswitchport access vlan 30

S1{config-if) ¢interface range f£a0/l-2, fa0/4, £a0/7-24
S1{config-if-range)

Cirl+4F6 to exit CLI focus Copy Paste

[ Top
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53 (contig-vlan) $name soporte
53 {config-vlan) fexit

53 (config) #interface vlan 150

S3{config-if) ¢

SLINK-S-CHANGED: Interface VlanlS0, changed state to up

SLINEDROTO-5-UPDCWN: Line protocol on Interface VlanlS0, changed
state to up

53 {config-if)#ip address 192.1€8.55.3 255.255.255.0
53 (config-if)#no shutdown

53 {config-if) fexic

53(config) #ip default-gateway 152.168.95.1

53 (config) #interface fan/3

53 {config-if) #switchport mode trunk

53{config-if) #switchport trunk native vlan 1
S3{config-if)#interface range fa0/1-2, fa0/4-24, gl/1-2
interface range not validated - command rejected
S3{config)#interface range fad/1-2, £a0/4-24

53 (config-if-range) #switchport mode access
53({config-if-range) finterface £a0/16

S3{config-if) #switchport mode access

S3{config-if) #switchport access vlan 40

S3{config-if) #interface range £a0/1-2, £a0/4-17,£a0/15-24
53 {config-if-range) $shutdown

Ctrl+F6 to exit CLI focus Copy paste

[ Top
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7.- Implementar DHCP y NAT para IPv4

B Rz - o x

Physical Config CLr Attributes

105 Command Line Interface

acceso no autorizado
User Aeocess Verification

Password:
Password:

RiI=enable

Password:

R2#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
RZ (config) fuser webserver privilege 15 secret ciscol2345
R2(config) g¢ip http server

% Invalid input detected at '~' marker.

R2 (config) 8] o

Ctrl+F6 to exit CLI focus Copy Paste

[OTep

Configuracion de las interfaces estéticas de salida y entrada
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105 Command Line Interface

acceso no autorizado
User Access Verification

Password:
Password:

B2 enable

Password:

R2gconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) fuser webserver privilege 15 secret ciscol2345

R2 {config)#ip http server

% Invalid input detected at '~' marker.

RZ(config)#ip nat inside source static 10.10.10.10 205.1€5.200.225

R2 (config) #interface g0/0

R2{config-if) #ip nat cutside

R2 (config-if) #interface g/l

R2{config-if)#ip nat inside

22 (config-if)# hd

Ctrl+F6 to exit CLI focus Copy Paste

O Top
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RZ(config) fuser webserver privilege 15 secret ciscolZlds

R2(config) #ip http server

% Invalid input detected at '~' marker.

R2(config) #ip nat inside source static 10.10.10.10 208.165.200.235

R2(config) ¢interface gi/fod

RZ(config-if) #ip nat outside

R2(config-if) #interface gi/l

R2({config-if) #ip nat inside

R2(config-if)] fend

Rzt

%5YS-5-CONFIG_I: Configured from conscle by console

R2config terminal

Enter configuration commands, one per line. End with CNTL/Z.

R2(config) gaccess-list 1 permit 192 168.30.0.0.0.0. 255

% Invalid input detected at '~' marker.

R2(config)access-list 1 permit 192.168.30.0.0.0.0.255

% Invalid input detected at '~' marker.

B2 (config) §

Ctrl+F6 to exit CLI focus Copy Paste
[ Top
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8.- Configurar R1 como servidor DHCP paralas VLANs 30y 40.

B R

Physical Config CLI Attributes

105 Command Line Interface

accessoc no autorizado

User Reocess Verification

Password:

Rlrenable

Password:

Rlgconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl {config) f#ip dhep excluded-address 152 _1€2.30.1 152_1€2.30.30
Rl{config) §ip dhep excluded-address 152 _1€2.40.1 152_1€2.40.30
Rliconfig) #ip dhcp pool ACCT

Rl (dhcp-config) #dns-server 10.10.10.11

Rl (dhcp-config) #domain-name ccna-sba.com

% Invalid input detected at '~' marker.

Rl {dhcp-config) f#default-router 152_1€2.30.1
Rl {dhcp-config) #network 152.1€2.30.0 255.255.255.0

Rl (dhcp-config)# i
Cirl+F6 to exit CLI focus Copy Paste
[ Top
L - O X

Physical Config CLI Attributes

105 Command Line Interface

accesso no autorizado ~
User Rocess Verification
Password:

Rlxenable

Password:

Rlgconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rliconfig)fip dhcp excluded-address 192.1€2.30.1 152.1€2.30.30
Rliconfig)fip dhcp excluded-address 192.1€2.40.1 152 .1€2.40.30
Rl (config) #ip dhcp pool ACCT

Rl (dhcp-config) #dns-server 10.10.10.11

Rl (dhcp-config) #domain-name ccna-sba.com

% Invalid input detected at '~' marker.

Rl {dhcp-config) §default-router 1592 .1€2.30.1

Rl {dhcp-config) §network 152 _1€23.30.0 255.255.255.0

Rl (dhcp-config) #ip dhcp pool administrativos

Rl (dhcp-config) #dns-server 10.10.10.11

Rl {dhcp-config) §default-router 1592 .1€2.40.1

Rl (dhcp-config) §network 152 _1€2.40.0 255.255.255.0

21 (dhcp-consig) g hd

Ctrl+F6 to exit CLI focus Copy Paste
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% Invalid input detected at '*' marker.
R2 ({config) #access-list 1 permit 152.1€2.30.0.0.0.0_.255
% Invalid input detected at '*' marker.

R2 (config) §ip nat pool Intermet 209.165.200.255 205.1€5.200.228 netmask
255.255.255.248

%Pocl Internet mask 255.255.255.248 too small; should be at least 0.0.0.0
%5tart and end addresses on different subnets

B2 ({config) #ip nat inside sources list 1

% Invalid input detected at '*' marker.
RZ (config) #ip nat inside sources list 1 pool Internet

% Invalid input detected at '~' marker.

B2 ({config) #ip nat inside source list 1 pool Internet
RZ (config) #delete wlan.dat

& Invalid input detected at '"' marker.

R2 (config) § hd

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Verifica la configuracion dhcp

¥ pc-a - [m] kY

Physicsl  Config  Desktop  Programming  Attributes

TP Configuration

(®) DHCP () static DHCP failed. APIPA is being used.
IP Address 169.254.129.73

Subnet Mask 255.255.0.0

Default Gateway 0.0.00

DNS Server 0.0.0.0

TPv6 Configuration

) pHCP () Auto Config @ static

IPy6 Address [ ][ |

Link Local Address |Fesosi202: 167F FEOBIB 148 |

IPv6 Gateway [ |
|

IPv6 DS Server [
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Physical  Config ~ Desktop  Programming  Attributes

IP Configuration

@ DHCP () Static DHCP failed. APIPA is being used.

P Address 169.254.117. 184

Subnet Mask 255,255.0.0

Default Gatenay 0.0.0.0

DNS Server 0.0.0.0

Ipv6 Configuration

O pHeP O Auto Config @® static

1Pv6 Address [ 17
Link Local Address |Fes0::200:57FF FECE: 7588

TPV6 Gateway [

1Pv6 DNS Server [

[ Tep
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- Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para

configuraciones estaticas.
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105 Command Line Interface
Fress RETURN to get stacted. =

accesso  no autorizado
User ARccess Verification
Password:

Rlrenable
Dassword:

Rlfconfig terminal

EZnter configuration commands, one per line. End with CNTL/Z.
Rl(config) #ip dhep excluded-address 152.1€8.30.1 152.1&8.30.30
Al(config) $ip dhep excluded-address 192.168.40.1 152.1€8.40.30
R1(config) # ha

Cirl+F6 to exit CLI focus Copy Paste

[op

Name: DOCENTES

Configurar DHCP pool DNS-Server: 10.10.10.11 Domain-Name:
para VLAN 30 ccna-unad.com Establecer default
gateway.

Name: ADMINISTRATIVOS

Configurar DHCP pool | DNS-Server: 10.10.10.11 Domain-Name:
para VLAN 40 ccna-unad.com Establecer default
gateway.
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acceso no autcorizado
User Leocess Verification

Password:
Password:

Rlrenable

Password:

Rlfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
B2 (config) fuser webserver privilege 15 secret ciscoll34s

B2 (config) #ip http server

% Invalid input detected at '~' marker.

B2 (config) #ip nat inside source static 10.10.10.10 205.1€5.200.225

B2 (config) #interface gl/s0

B2 (config-if) #ip nat outside

B2 (config-if) ¢interface gl/l

B2 (config-if) #ip nat inside

B2 {config-if) ¢ hd

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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?detipo estandar a su criterio en para
desde R1 o R3 hacia R2.

B R - O x
Physical Config CLI Attributes
105 Command Line Interface
N
acceso no autorizado
User Reccess Verification
Password:
R2renable
Password:
R2gip access-list standard
% Invalid input detected at '"' marker.
R2gconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #ip access-list standard RARdministrador
RZ {config-std-nacl) g w
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
B R — O x
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105 Command Line Interface
L]
accesc no autorizado
User Rccess Verification
Password:
R2renable
Password:
R2gip access-list standard
% Invalid input detected at '*' marker.
R2gconfig terminal
Enter configuration commands, one per line. End with CHNTL/Z.
B2 {config)#ip access-list standard ZRdministrador
R2 ({config-std-nacl) §permit host 172.1€.12.1
B2 {config-std-nacl) fexit
RZ (config) #telnet vty 0 4
% Invalid input detected at '*' marker.
RZ (config) #line wty O 4
B2 {config-line)$#access-class administrador in
R2 (config-line) h
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
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administratively down down

Vlanl unassigned YES MNVEEM
administratively down down

Rlgtelnet 172.06.12.1

Trying 172.6.12.1 ...

% Connection timed out; remote host not responding
Rlgtelnet 172.06.12.1

Trying 172.6.12.1 ...

% Connection timed out; remote host not responding
Rlgtelnet 172.1€.12.1

Trying 172.1€.12.1 ...Openaccesso no autorizado

User AZccess Verification

Password:
Password:
Password:
Rlzenable
Password:
Rlg
Rlgexit

[Connection to 172.1€.12.1 closed by foreign host]
nigl

Cirl+F6 to exit CLI focus Copy Paste
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pnfigurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en pararestringir o permitir trafico desde R1 o R3 hacia R2.

¥ r2 - [} b

Physical Config CLI Attributes

105 Command Line Interface

acceso no autorizado
User Rccess Verification
Password:

RZ>xenable

Password:
RZ¢config terminal

nter configuration commands, one per line. End with CNTL/Z.
config)#access-1list 101 permit tcp any host 205.1€5.200.22% eg www
config) faccess—1list 101 permit icmp any any echo-reply

config) ginterface gl/0

config-if) §ip access—group 101 in

config-if)finterface s0/0/0

config-if) §ip access—group 101 out

config-if) $¢interface s0/0/1

config-if) §ip access—group 101 out

config-if) ¢interface gl/1

config-if) fip access-group 101 out

config-if) ¢ v

Ctrl+F6 to exit CLI focus Copy Paste

[J7op

Se verifica que los acl funcionen correctamente

Pings inalcanzables

B Intemet PC - [m] x

Physical  Config =~ Desktop  Programming  Attributes
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erificar procesos de comunicacion y Re direccionamiento de tréfico en los

routers mediante el uso de Ping y Traceroute.

Se realizan verificacion con el comando ping par algunas conexiones

® R - [m] X
Physical ~ Config  CLI  Attributes
105 Command Line Interface
~
SLINE-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINEPROTO-S-UPDOWN: Line protocol on Interface Seriald/0/0,
changed state to up
accessc no autorizado
User Access Verification
Password:
Rlrenable
Password:
Rl#ping 172.16.12.2
Type escape sequence to abort.
Sending §, 100-byte ICMP Echos to 172.1€.12.2, timecut is 2
seconds :
terey
Success rate is 100 percent (5/5), round-trip min/avg/max =
1/1e/77 ms
R1g v
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
®R2 - [m] X
Physical Config CLI Attributes
105 Command Line Interface
~
3LINE-5-CHANGED: Interface Serial(d/0/l, changed state to up
3LINEPROCTO-5-UPDOWN: Line protocol on Interface Serialds0/1,
changed state to up
acceso no autorizado
User Rccess Verification
Password:
R2=enable
Password:
R2#ping 172.16.23.2
Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.23.2, timecut is 2
seconds:
rreet
Success rate is 100 percent (5/5), round-trip min/avg/maz = L/2/€
ms
nog| v
Ctrl+F5 to exit CLI focus Copy Paste
O Top

Equipo de internet al puerto de enlace
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B Internet PC

physicll  Config  Deskiop  Programming  Attributes

mand Prompt

Pinging

[JTop

Del servidor web al puerto de enlace

B Server Web - [m] %

Physical Config Services Desktop Programming Attributes

ommand Prompt

Minimm . Maximum = Ims, Av

[ Top
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? Internet PC

physical  Config  Desktop  Programming  Attributes

< > | URL |http://208.165.200.228 Go

Cisco Packet Tracer

‘Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

[ Top
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CONCLUSIONES

Aprendimos los conceptos béasicos de configuracion de lo router y switches para la
configuracion de redes Lan o Wan, aplicando las distintas formas de configuracion como son
la VLAN, NAT realizando con IP estaticas o dindmicas, segun las necesidades o
requerimientos de la red, estamos en la capacidad de saber instalar y configuracion una red.
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