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Resumen

En este trabajo el objetivo es demostrar las habilidades practicas adquiridas durante el transcurso
del diplomado de profundizacion CCNA vy a través de la cual se demuestran los niveles de
comprension y solucion de problemas relacionados con diversos aspectos de configuracion de
redes Cisco. En la configuracion de switches y routers, empleando configuraciones de topologias

mas utilizadas.



Introduccion

La Universidad Nacional Abierta y a Distancia UNAD y CISCO Networking Academy mediante
el diplomado Disefio e implementacion de soluciones integradas LAN —~WAN nos ayuda a reforzar
conocimiento para crear redes LAN simples, realizar configuraciones basicas de routers y
switches, implementar esquemas de direccionamiento IP, configurar routers y switches, resolver
problemas de RIPv1, de RIPv2, de OSPF, de LAN virtuales y de routing entre VLAN en redes
IPv4 e IPv6. Por medio de la prueba de habilidades précticas y la herramienta de simulacién
Packet Tracer, desarrollada por CISCO para disefiar e implementar una red vamos a poner en
practica los temas vistos durante el desarrollo del curso de acuerdo a los protocolos y estandares

vistos en cada actividad



Objetivos

Objetivo General

Resolver la prueba  de habilidades propuesta en el diplomado disefio e implementacion de
soluciones integradas LAN / WAN, aplicando los conocimientos adquiridos en el transcurso del

desarrollo de los modulos vistos en el curso.

Obijetivos Especificos

e Configurar el direccionamiento IP
e Configurar el protocolo de enrutamiento OSPFv2
e Verificar informacion de OSPF

e Configurar VLANS, puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches

e deshabilitar DNS lookup

e Asignar direcciones IP a los Switches
e Implementar DHCP y NAT para IPv4
e Reservar direcciones IP

e Configurar NAT en un router

e Configurar listas de acceso de tipo estandar

e Verificar procesos de comunicacion y redireccionamiento de trafico en los routers



Evaluacion — Prueba de habilidades practicas CCNA

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los

dispositivos que forman parte del escenario

Recursos necesarios:

* Cisco Packet Tracer Student v7.1.1
* 3 Routers

* 2 Switches

*3 PCs

Topologia de red:

VLAN Direccionamiento Nombre
I nternet 30 192.168.30.0/24 Administracién
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

o=

209.165.200.230 ) 209.165.200.224/29
FO/0 .

BOGOTA

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

192.168.99.2

llustracion 1 Topologia de red.
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llustracion 2. Configuracion del direccionamiento IP acorde con la topologia de red.

1.1  Inicializar dispositivos

Se debe borrar las configuraciones de inicio y luego reiniciar los dispositivos, también borrar el

startup-config en todos los Switches y las bases de datos de las VLANS.

L - | X

Physical Config CLI Attributes

105 Command Line Interface

Router>en ~
Routerferase startup-config

Erasing the nvram filesystem will remove all configuration files!
Continue? [confirm]

[CK]

Erase of nvram: complete

%5¥5-7-NV_BLCCE INIT: Initialized the geometry of nvram
Routerfreload

Proceed with reload? [confirm]

System Bootstrap, Version 12.1(3r)T2, RELEASE SCFIWARE (fcl)
Copyright (c) 2000 by cisco Systems, Inc.

Initializing memory for ECC

C2800 processor with 524288 Ebytes of main memory
Main memory is configured to 64 bit mode with ECC enabled

Readonly RCMMON initialized

program load complete, entry point: 0xB000£000, size: OxcB40
program load complete, entry point: 0x8000£000, size: 0xXc940

program load complete, entry point: 0x8000£000, size: 0x3edl338
Self decompressing the image :

llustracion 3. Borrado de configuraciones y reinicio de router R1.



¥ R2 - a X

Physical Config CLI Attributes

I0S Command Line Interface

e LUl L=
nttp://www.cisco.com/wwl/export/crypto/tool/stgrg. html

If yvou require further assistance please contact us by sending
emalil to

exporti@cisco. com.

cisco 2811 (MPCE860) processor (revision 0x200) with 60416K/5120K
bytes of memory

Processor board ID JADOS1S0MTZ (4292891485)

M860 processor: part number 0, mask 49

FastEthernet,/IEEE 802.3 interface(s)

Low-speed serial (sync/async) network interface (s)

239K bytes of non-wvolatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

Cisco I05 Software, 2800 Software (CZ2800NMM-AZDVIPSERVICESES-M),
Version 12.4(15)T1, RELEARSE SCFIWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copvright (o) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt_rel team

i
2

——— Sy=stem Configuration Dialog —-——

Would you like to enter the initial configuration dialog? [ves/
nol: | A4

llustracion 4. Borrado de configuraciones y reinicio de router R2.
¥ R3 - O X

Physical Config CLI Attributes

105 Command Line Interface

Router>en ~
Routerferase startup-config

Erasing the nvram filesystem will remove all configuration files!
Continue? [confirm]

[OK]

Erase of nvram: complete

%5Y5-T-NV_BLOCE_INIT: Initialized the geometry of nvram
Routerfreload

Proceed with reload? [confirm]

System Bootstrap, Version 12.1(3r)T2, RELEASE SOFIWARE (fcl)
Copyright (c) 2000 by ecisco System=, Inc.

Initializing memory for ECC

C2800 processor with 524288 Kbytes of main memory

Main memory is configured to 64 bit mode with ECC enabled

Beadonly ROMMON initialized

program load complete, entry point: O0x8000£f000, =ize: 0OxcH40
program load complete, entry point: O0x8000f000, size: 0xcB940
program load complete, entry point: O0xB000f£000, size: 0x3edl338
Self decompressing the image

FEEREEERRREE R RS v

llustracion 5. Borrado de configuraciones y reinicio de router R3.



L& - O X

Physical Config CLI Attributes

105 Command Line Interface

SWILLUIOR

Switch#reload

Proceed with reload? [confirm]

C2960 Boot Loader (C2960-HBOOT-M) Version 12.2(25r)FX, RELEASE
SOFTWARRE (fc4)

Cisco W5-C2960-24TT (RC32300) processor (revision CO0) with 21038K
bytes of memory.

2960-24TT starting...

Base ethernet MAC Address: 0060.2F36.5518

¥modem file system is available.

Initializing Flash...

flashfs[0]: 1 files, 0 directories

flashfs[0]: 0 orphaned files, 0 orphaned directories
flashf=[0]: Total bytez: &401&384

flashfs[0]: Bytes used: 4414921

flashf=[0]: Bytes available: 59601463

flashf=[0]: flashf=s fack took 1 seconds.

...done Initializing Flash.

Boot Sector Filesystem (bs:) installed, fsid: 3

Parameter EBlock Filesystem (pb:) installed, f=id: 4

Loading "flash:/c23g0-lanbase-mz.122-25.FX.bin"...
FEEREEREEEREREH v

llustracion 6. Borrado de configuraciones y reinicio de switch S1.
¥ g3 - O X

Physical Config CLI Attributes

105 Command Line Interface

Switch>ren fa
Switch#erase startup-config
Erazing the nvram filesystem will remove all configuration files!
Continue? [confirm]
[CK]
Erazse of nvram: complete
$5Y5-7T-NV_BLOCK INIT: Initialized the geometry of nvram
Switch#
Switch#reload
Proceed with reload? [confirm]
C2960 Boot Loader (C2960-HBCOT-M) Version 12.2(25r)FX, RELEASE
SOFTWARE (fc4)
Cisco W5-C2960-24TT (RC32300) processor (revision CO) with 21038K
bytes of memory.
2960-24TT s=starting...
Base ethernet MAC Address: 0010.113B.987D
Xmodem file system is awvailable.
Initializing Flash...
flashfs[0]: 1 files, 0 directories
flashfs[0]: 0 orphaned files, 0 orphaned directories
flashfs[0]: Total bytes: 64016384
flashfs[0]: Bytes used: 4414921
flashfs[0]: Bytes available: 59601463
flashfs[0]: flashfs fsck toock 1 seconds.
a I

TN =1

llustracion 7. Borrado de configuraciones y reinicio de switch S3.



1.2  Establecer la configuracién basica del dispositivo

Configurar la PC de Internet:
B Internet PC - O et

Physical Config Desktop Programming Attributes

guration

1P Configuration

O phHep @ static

IF Address [209.165.200.230 |
Subnet Mask [255.255.255.248 |
Default Gatewiay |209.165.200.225 |

llustracion 8. Configuracion bésica Internet PC.

Configurar R1:

L - ] X

Physical Config CLI Attributes

I0S Command Line Interface

Router (contig) ¥

Router (config)#no ip domain-lookup
Router (config) #host R1

Rl (config) #enable secret class

Rl (config)#$

Rl (config)#$

Rl (config)#

Rl (config) #line console O

Rl (config-line)#pass cisco

Rl (config-line)#login

Rl (config-line)#exit

R1 (config)#

Rl (config)#line vty 0 4

Rl (config-line)#pass cisco

Rl (config-line)#login

Rl (config-line)#$exit

Rl (config)#

Rl (config) #service password-

Rl (config) #service password-encryption
Rl (config) #banner motd #El acceso no autorizado esta prohibido '#
Rl (config)#

Rl (config)#int =30

% Invalid input detected at '"' marker.

Rl (config) #int =0/0

%Invalid interface type and number
Rl (config)#int =0/0/0

Rl (config-if)#

Rl (config-if)#

Rl (config-if)#

Rl (config-if) #description R1-R2

Rl (config-if) #ip address 172.31.21.1 255.255.255.252
Rl (config-if) #clock rate 128000

R1 (config-if)#

Rl (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Rl (config-if) #no shutdown

Rl (config-if)#

Rl (config-if) #exit

Rl (config) #ip route 0.0.0.0 0.0.0.0 s0

% Invalid input detected at '"' marker.

R1 (config)#
Rl (config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

[lustracion 9. Configuracion basica para R1.




Configurar R2:
®Pr - O

Physical Config CLI Attributes

I0S Command Line Interface

Router>en

Routerfconf t

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) #no ip domain-lookup
Router (config)#

Router (config)#

Router (config)#

Router (config)#

Router (config) #

Router (config) #

Router (config) #

Router (config) #

Router (config) #

Router (config) #host R2

E2 (config) #enable secret class

R2 (config)#

R2 (config) #line console 0

B2 (config-line) #pass cisco

B2 (config-line)#

B2 (config-line)#login

E2 (config-line) #exit

B2 (config) #line vty O 4

E2 (config-line) #pass cisco

E2 (config-line) #login

E2 (config-line) #exit

B2 (config)#

R2 (config) #service password

R2 (config) #service password-encryption
R2 (config)#banner motd #El1 acceso no autorizado esta prohibido!
R2 (config) #ip http server

~

EIN L% T R

% Invalid input detected at '™' marker.

B2 (config)#

B2 (config)#

B2 (config)#

B2 (config)#

R2 (config) #int s0/0/1

R? (config-if)#

E? (config-if) #description RZ-R1
E? (config-if) #ip address 172.

llustracion 10. Configuracidn béasica para R2.



¥ r2 - O X

Physical Config CL1 Attributes

105 Command Line Interface

R2 (config-if) #int =0/0/0

R2 (config-if)#

E2 (config-if) #descrip

R2 (config-if) #description R2-R3

R2 (config-if) #ip address 172.31.23.1 255.255.255.252
R2 (config-if) #clock rate 128000

This command applies only to DCE interfaces

R2 (config-if)#

R2 (config-if) #no shutdown

3LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2 (config-if)#int £0/0

R2 (config-if) #descri

R2 (config-if) #description R2-Internet

R2 (config-if)#

R2 (config-if)#

R2 (config-if)#ip address 209.165.200.225 255.255.255.248

R2 (config-if)#

R2 (config-if) #no shut

R2 (config-if) #no shutdown

R2 (config-if)#
$LINKE-5-CHANGED: Interface FastEthernet0/0, changed state to up

:(LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/0,
changed state to up

R2 (config-if)#

R2 (config-if)#

R2 (config-if)#

R2 (config-if)#

R2 (config-if)#

R2 (config-if)#

R2 (config-if)#

R2 (config-if)#

R2 (config-if) #int £0/1

R2 (config-if)#

R2 (config-if) #descrip

R2 (config-if) #descriprion R2-Web Server
R2 (config-if)#

R2 (config-if)#

R2 (config-if)#ip address 10.10.10.1 255.255.255.0
R2 (config-if) #no shutd

R2 (config-if) #no shutdown

R2 (config-if)#
$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

:(LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/1,
changed state to up W

llustracion 11. Continuacion configuracion basica para R2.

Configurar Web Server:

B Web Server - O X

Physical Config Services Desktop Programming Attributes

1P Configuration

O pHep ® static

IP Address [10.10.20.10 |

Subnet Mask [255.255.255.0 |

Default Gateway [10.10.20.1 |
:

llustracion 12. Configuracién basica Web Server.Configurar R3.




B R3 - O

Physical Config CLI Attributes

105 Command Line Interface

RoOrer lconrIgr -

Router (config) #host R3

R3 (config) #

R3 (config)#enable secret class

R3 (config)#line console O

R3 (config-line)#$pass cisco

R3 (config-line)#login

R3 (config-line)fexit

R3 (config)#line vty 0 4

R3 (config-line) #pass cisco

R3 (config-line) #login

R3 (config-line) #exit

R3 (config) #service passw

RE3 (config) #service password-encryption
R3 (config)#banner motd #¥E1 acceso no autorizado esta prohibido!#
R3 (config) #int =0/0/

-~

% Imvalid input detected at "™' marker.

R3 (config) #

B3 {config)#int =0/0/1

R3 (config-if) $descrip)

R3 (config-if)#description R3-R2

B3 (config-if)#ip address 172.31.23.2 255.255.255,252
E3 (config-if)#$

R3 (config-if)#$

R3 (config-if) #no shut

R3 (config-if)#
$LINK-5-CHANGED: Interface Serial0d/0/1, changed state To up

R3 (config-if)#int lo4

E3 (config-if)#$
:LINKE-S5-CHANGED: Interface Loopback4, changed state to up

£LINEPRCTC-S5-UPDCWH: Line protocol on Interface Loopbackd,
changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/1,
changed state to up

R3 (config-if)#

R3 (config-if)#

R3 (config-if)#

R3 (config-if)#

R3 (config-if)#int 1o 4

B3 (config-if)#ip add 1%2.168.4.1 255.255.255.0
R3 (config-if)#$no shut

R3 (config-if)#

E3 (config-if)#$

o = i 2l

llustracion 13. Configuracién basica R3.
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Physical Config CLI Attributes

10S Command Line Interface

R3 (config-if) #int 105 ~

R3 (config-if)#
LLINE-5-CHAMGED: Interface LoopbackS5, changed state to up

FLINEPRCTC-S5-UPDOWN: Line protocol on Interface Loopback5S,
changed state to up

R3(config-if) #ip add 192.168.5.1 255.255.255.0
R3 (config-if)#

R3(config-if) #no shut

R3(config-if) #int 1lo6

R3(config-if)#
$LINK-5-CHANGED: Interface Loopback6, changed state to up

FLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbacké,
changed state To up

R3|(config-if) $#ip add 192.168.6.1 255.255.255.0
R3 (config-if) #no shut

R3(config-if) #exit

R3(config) #ip route 0.0.0.0 0.0.0.0 =0/0/

% Invalid input detected at '"' marker.

R3 (config)#$

R3 (config) #ip route 0.0.0.0 0.0.0.0 =0/0/1

R3 (config) #

R3 (config)#$

R3 (config) #exit

R3#

$5Y5-5-CONFIG I: Configured from console by console V]

llustracion 14. Continuacion configuracion basica R3.

Configurar S1.

Ly — a X
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Switch>en

Switch#conf t©

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)#no ip domain-lookup

Switch (config) #host 51

51 (config)#enable secret class

51 (config)#line console 0

51 (config-line)#

51 (config-line) #pass cisco

51 (config-line)#login

51 (config-line) fexit

51 (config)#line vty 0 4

51 (config-line) #pass cisco

51 ({config-line)#login

51 (config-line) fexitc

51 (config) #service passwor

51 (config)#service password-encryption

51 (config)#banner motd #E1 acceso no autorizado esta prohibido!#
51 (config)fexit

51%

$5Y5-5-CONFIG_I: Configured from console by console

llustracion 15. Configuracién béasica S1.
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CINEFRULIU-o-UFPDUNN . LCLIIE PIOLOCUL Ul INOLEIId0E T CECIErnecy —
changed state to up

L)

Switch»en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) #host 53

53 (config) #enable secret class

53 (config) #line console 0

53 (config-line) #pass cisco

53 (config-line) #login

53 (config-line) $#exit

53 (config) #line vty O 4

53 (config-line) #pass cisco

53 (config-line) #login

53 (config-line) $exit

53 {config) #

53 (config) #zervice passw

53 (config) #service password-encryption

53 (config) #banner motd #E1 acceso no autorizado esta prohibido!#
53 (config) #exic

53%

$(5Y5-5-CONFIG I: Configured from consocle by console
, -

llustracion 16. Configuracion basica S3.
Con el comando ping se prueba la conectividad entre dispositivos de red:
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ol

Rix

Rix>

Rix

Rlx

Rl

Rix

Rix>

Rix

Rl

Rix

Rix>
Rixen
Password:
R1#
Rifping 172.31.21.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/3
ms

llustracion 17. Ping R1-R2
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~

El acceso no autorizado esta prohibido!

User Lcocess Verification

Password:

Password:

Rdren

Password:

RZ2#ping 172.31.23.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.23.2, timeout is 2

seconds:

1y

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/5

ms

R23 v
llustracion 18. Ping R2-R3
¥ Internet PC - | X

Physical Config Desktop Programming Attributes

ymmand P

timed o
timed

llustracion 19. Ping Internet PC-Default Gateway



2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en 128 Kb/s

Ajustar el costo en la métrica de S0/0 a 7500
Tabla 1. Configuracién OSPV area 0

Configurar OSPFv2 en R1:

¥ Ry — O ®

Rt
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R1# ~
Rlfconf t
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #router ospf 1
Rl (config-router) #router-id 1.1.1.1
Rl (config-router) #network 172.31.21.0 0.0.0.3 area O
Rl (config-router) #
Rl (config-router) #
Rl (config-router) #network 192.168.30.0 0.0.0.255 area 0O
Rl (config-router) #
Rl (config-router) #network 192.168.40.0 0.0.0.255 area 0
Rl (config-router) #
Rl (config-router) #network 192.168.200.0 0.0.0.255 area 0
Rl (config-router)#
Rl (config-router)$network 192.168.99.0 0.0.0.255 area 0
Rl (config-router)#
Rl (config-router)#
Rl (config-router)$#passive-interface default
Rl (config-router)#
Rl (config-router)$auto-cost reference-band
Rl (config-router)$auto-cost reference-bandwidth 1000
% O5PF: Reference bandwidth is changed.
Flease ensure reference bandwidth is consistent across
all routers.
Rl (config-router) #fexit
Rl (config) #int =0/0/0
Rl (config-if) #bandw
Rl (config-if) #bandwidth 128
Rl (config-if) #ip ospf cost 7500
Rl (config-if)#exit
Rl (config)# v

[lustracion 20. Configurar OSPFv2 en R1.



Configurar OSPFv2 en R2:
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RZ (config) frouter ospf 1
R2 (config-router)#router-id 2.2.2.2
RZ (config-router) #network 172.31.21.0 0.0.0.3 area O
RZ (config-router) #
R2 (config-router)#network 172.31.23.0 0.0.0.3 area 0
RZ (config-router)#
R2 (config-router)#
RZ (config-router) #network 10.10.10.0 0.0.0.255 area 0
RZ (config-router)#
R2 (config-router) $passive-interface £0/1
RZ (config-router) #
R2 (config-router) $auto-cost reference-band
RZ (config-router) #auto-cost reference-bandwidch 1000
% OSPF: Reference bandwidth is changed.
Flease ensure reference bandwidth is consistent across
all routers.
RZ (config-router) #
RZ (config-router) #
RZ (config-router)#
R2 (config-router) #exit
R2 {config) #int =0/0/1
RZ (config-if) #bandw
R2 {config-if)#bandwidth 128
RZ (config-if) #int =s0/0/0
R2 (config-if) #bandw
R2 (config-if)#bandwidth 128
RZ (config-if) #ip ospf cost 7500
RZ (config-if)#exit
R2 (config) §|

llustracion 21. Configurar OSPFv2 en R2.

Configurar OSPFv2 en R3.:

Con la calculadora IP online se encuentra la Wildcard

DIRECCION IP

1192 |168| | 4 | | 0 |

MASCARA DE SUBRED

255.255.252.0 | |22 v| [fffffc00 v

decimal bits hexadecimal

RESULTADOS PARA 192.168.4.0
RED: 192.168.4.0/22
BROADCAST: 192.168.7.255
WILDCARD: (0.0.3.255
RANGO DE HOSTS: 192.168.4.1 - 192.168.7.254
TIPO:  |P Publica - Clase B

llustracion 22. Calculadora IP - Wildcard
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R3 (config) #router ospf 1 ~
R3 (config-router)#

R3 (config-router)#router-id 3.3.3.3

R3 (config-router)$network 172.31.23.0 0.0.0.3 area 0

R3 (config-router)#network 192.168.

01:27:44: 30SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Seriald/0/1
from LOADING to FULL, Loading Done

R3 (config-router)#network 1%2.168.4.0 0.0.3.255 area 0
R3 (config-router) #passiv
R3 (config-router)#passive-interface lo4
R3 (config-router)#
R3 (config-router)#passive-interface lob
R3 (config-router)#
R3 (config-router)#passive-interface lo
% Incomplete command.
R3 (config-router)#
R3 (config-router)#
R3 (config-router)#passive-interface loé
R3 (config-router)#
R3 (config-router)#auto-cost referen
R3 (config-router) $auto-cost reference-bandwidth 1000
% 0OS5PF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.
E3 (config-router) fexit
R3 (config) #int =0/0/1
E3 (config-if)#band
R3 (config-if)#bandwidth 128
E3 (config-if)$exit
R3 [config) | W

llustracion 23. Configurar OSPFv2 en R3.

2.1 Verificar informacion de OSPF

2.1.1 Visualizar tablas de enrutamiento y routers conectados por OSPFv2
LN - | X

i
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Rl (config) #exit ~
R1%
$5Y5-5-CONFIG_I: Configured from conscle by console

Rl#shor ip ospf neig
% Invalid input detected at '"~' marker.

R1#
R1#
Rlfshor ip ospf neig
Rl#show ip ospf neig

Neighbor ID Pri State Dead Time Address

Interface

2.2.2.2 4] FULL/ - 00:00:31 172.31.21.2
Serial0/0/0

R1%

R1%| v

llustracion 24. Tablas de enrutamiento R1 conectado por OSPFv2.
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01:28:50: $0SPF-5-ADJCHG: Process 1, Nbr 3.3.3.3% on Seriald/o0/0
from LOADING to FULL, Loading Done
01:58:49: $05PF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Seriald/0/1
from LOADING to FULL, Loading Done
El acceso no autorizado esta prohibido!
User Access Verification
Password:
R2>en
Password:
R2#zhow ip ospf neig
Neighbor ID Pri State Dead Time Address
Interface
3.3.3.3 ] FULL/ - 00:00:37 172.31.23.2
Seriald/0/0
1.1.1.1 1] FULL/ - 00:00:34 172.31.21.1
Serialo/o/1
R24| v

[lustracién 25. Tablas de enrutamiento R2 conectado por OSPFv2.
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~
Press RETUEN to get started.
El acceso no autorizado esta prohibido!
User Access Verification
Password:
R3r»en
Fassword:
R3#show ip ospf neig
Heighbor ID Pri State Dead Time Address
Interface
2.2.2.2 1] FULL/ - 00:00:37 172.31.23.1
Serial0d/0/1
R3] v

llustracion 26. Tablas de enrutamiento R3 conectado por OSPFv2.



2.1.2 Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface.
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Rl#show ip ospf interface

5eriald/0/0 is up, line protocol is up
Internet address i=s 172.31.21.1/30, Rrea O
Process ID 1, Router ID 1.1.1.1, Hetwork Type POINT-TC-PCINT,
Cost: 7500
Transmit Delay is 1 sec, State PCINT-TC-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due in 00:00:03
Index 1/1, flood gqueue length 0O
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maxXimum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count i=s 1 , Adjacent neighbor count is 1
hdjacent with neighbor 2.2.2.2
Suppress hello for 0 neighbor(s)
R1#

[lustracion 27. Lista resumida de interfaces por OSPF R1.
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R2#show ip ospf interface -~

S5eriald/0/1 is up, line protocol is up

Internet address i=s 172.31.21.2/30, Area 0

Process ID 1, Router ID 2.2.2.2, Network Type POINT-TC-PCINT,
Cost: 647

Transmit Delay is 1 sec, State PCINT-TC-PCINT, Priority O

No designated router on this network

Ho backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due in 00:00:07

Index 1/1, flood gueue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maxXimum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 1.1.1.1

Suppress hello for 0 neighbor(s)
5erial0/0/0 is up, line protocol is up

Internet address is 172.31.23.1/30, Area 0

Process ID 1, Router ID 2.2.2.2, Hetwork Type PCOINTI-TC-POINT,
Cost: 7500

Transmit Delay is 1 sec, State POINT-TCO-PCOINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

—-More-—

llustracion 28. Lista resumida de interfaces por OSPF R2.
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Password:
R3ren
Password:
R3#show ip ospf interface
S5eriald/0/1 is up, line protocol is up

Internet address is 172.31.23.2/30, Area 0

Process ID 1, Router ID 3.3.3.3, Hetwork Type POINT-TC-POINT,
Cost: 647

Transmit Delay is 1 sec, 5State POINI-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due in 00:00:07

Index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length i=s 1, maximom is 1

Last flood scan time is 0 msec, maximuom is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 2.2.2.2

Suppress hello for 0 neighbor(s)
Loopback4 is up, line protocol is up

Internet address is 192.168.4.1/24, RArea 0

Process ID 1, Router ID 3.3.3.3, Network Type LOCPBACEK, Cost: O

Loopback interface is treated as a stub Host
Loopbacks is up, line protocol is up

Internet address is 192.168.5.1/24, Area 0

--More-- | hd

[lustracion 29. Lista resumida de interfaces por OSPF R3.

2.1.3 Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, y passive interfaces configuradas en cada router
LN - o X
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Suppress hello for 0 neighbor(s) ~
Rl#show ip protocols

Routing Protocol i=s "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
152.168.30.0 0.0.0.255 area 0
152.168.40.0 0.0.0.255 area 0
152.168.200.0 0.0.0.255 area 0
152.168.99.0 0.0.0.255 area 0
Passive Interface(s):
Vlanl
FastEthernet0/0
FastEthernet0/1
Serial0n/o/1
Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:09:46
2.2.2.2 110 00:17:56
—--More-- A

llustracion 30. Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, y passive interfaces configuradas en R1.
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24 ~
R2#show ip protocols
Routing Protocol is "ospf 1"
Outgoing update filter 1list for all interfaces i= not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximuam path: 4
Routing for MNetworks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 ©.0.0.255 area 0
Passive Interface(s):
FastEthernetl/1
Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:10:53
2.2.2.2 110 00:15:03
3.3.3.3 110 00:18:08
Distance: (default iz 110) I
r2#| v

llustracion 31. Visualizar el OSPF Process 1D, Router ID, Address summarizations, Routing
Networks, y passive interfaces configuradas en R2.
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R3# A
R3#
R3#show ip protocols

Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.3.3.3
Humber of areas in this router is 1. 1 normal O stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 area 0
192.168.4.0 0.0.3.255 area 0
Passive Interface(s):

Loopbackd

Loopbacks

Loopbacke

Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:11:46
2.2.2.2 110 00:19:56
3.3.3.3 110 00:19:00

Distance: (default i= 110)

R34 v

llustracion 32. Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, y passive interfaces configuradas en R3.



3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
InterVLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

4. En el Switch 3 deshabilitar DNS lookup
5. Asignar direcciones IP a los Switches acorde a los lineamientos.
6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Configurar S1y S3:

L] - O x
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VLEN Name Status Ports ~
1 default active Fa0/1, Fa0/2, Fa0/3,
Fa0/4
Fa0/5, Fa0/6, Fa0/7,
Fa0/8
FaD/9, Fa0/10,
Fa0/11, Fa0/12
FaD/13, Fa0/14,
Fa0/15, Fa0/16
Fad/17, Fa0/18,
Fa0/1%, Fa0/20
Fad/21, Fa0/22,
Fa0/23, Fal/24
Gigd/1, Gigd/2
30 Administracion active .
40 Mercadeo active
o Mantenimiento active V]
llustracion 33. Crear VLANS S1
¥ s3 — a X
Fhysical Config CLI Attributes
10S Command Line Interface
-~
VLAN Name Status Ports
1 default active Fa0/1, Fa0/2,
Fa0/4, Fa0/5
Fa0/&, Fa0/7,
Fad/3, Fa0/3
Fa0/10, Fa0/11,
Fa0/12, Fa0/13
Fa0/14, FaO/15,
Fal/16, Fa0/17
Fa0/18, Fa0/19,
Fa0/20, Fa0/21
FalO/22, FaO/23,
Fa0/24, Gig0/1
Gigo/2
30 Administracion active
40 Mercadeo active
200 Mantenimientol active o

llustracion 34. Crear VLANSs S3



Asignar la direccion IPv4 de Capa 3 a la VLAN de Administracion. Asignar el cdefault-gateway,
asignar FO/1 a la VLAN 30, asignar FO/1 a la VLAN 40 utilizar VLAN 1 como la VLAN nativa,
configurar los otros puertos como puertos de acceso, Apagar todos los puertos no utilizados.
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51 (config) #int wvlan 99 S
51 (config-if) #ip address 192.168.99.2 255.255.255.0
51 (config-if) #no shut

51 (config-if) #exit

51 (config) #

51 (config) #ip default-gat

51 (config) #ip default-gateway 192.168.30.1

51 (config) #int £0/2

51 (config-if) #exic

51 (config) #int £0/3

51 (config-if) #

51 (config-if)#

51 (config-if) #

51 (config-if) #switchport mode trunk

51 (config-if)#
:(LINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernetd/3,
changed state to down

$(LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed =state to up

SLINEPROCTC-5-UPDOWN: Line protocol on Interface V1an9%, changed
state to up

51 (config-if) #switchport trunk native wvlan 1
51 (config-if) #exic

51 (config)#int £0/4

51 (config-if) #switchport mode trunk

51 (config-if) #switchport trunk native vlan 1
51 (config-if) #exic

51 (config) #

51 (config) #int range f£0O/

~

% Invalid input detected at '"' marker.
51 (config)#1
% Invalid input detected at '"' marker.

51 (config) #int range £0/1-2
51 (config-if-range) # W

llustracion 35. Configuracion VLANs S1.
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53 (config) #int wlan 99

53 (config-if) #=

% Ambiguous command: "s"

53 (config-if)#ip addres=s 192.168.99.3 255.255.255.0
53 (config-if) #no shutdown

53 (config-if) #exit

53 ({config) #ip defult-gateway 192.168.40.1

o~

% Invalid input detected at "' marker.

53 (confiqg) #

53 (config) #ip default-gat

53 ({config) #ip default-gateway 192.168.40.1

53 (config) #int £0/3

53 (config-if) #switchport mode trunk

53 (config-if) #switchport trunk native wvlan 1

53 (config-if) #int range fO,/1-2, f0/4-24, go0/1-2
53 (config-if-range) #switchport mode access

53 (config-if-range) #shut

tLINE-5-CHLNGED: Interface FastEthernet(/2, changed state to
administratively down

$LINE-5-CHLNGED: Interface FastEthernet0/4, changed state to
administratively down

$LINE-S5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

:LINE-5-CHLNGED: Interface FastEthernet(/&, changed state to
administratively down

$LINE-S5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

$LINE-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

:LINE-5-CHLNGED: Interface FastEthernet(/3, changed state to
administratively down

$LINE-S5-CHANGED: Interface FastEthernet0/10, changed =state to
administratively down

LLINE-S5-CHLNGED: Interface FastEthernet(/1l, changed state to
administratively down

tLINE-5-CHLNGED: Interface FastEthernet(/12, changed state to
administratively down

llustracion 36. Configuracion VLANs S3.
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SLINK-5-CHANGED: InterTface Fasthkthernetl/1V, changed =tate to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

LLINK-S5-CHAMNGED: Interface FastEthernet(/139, changed =tate to
administratively down

LLINE-S5-CHANGED: Interface FastEthernet(/20, changed state to
administratively down

2LINK-S5-CHANGED: Interface FastEthernet(/21, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(/23, changed state to
administracively down

$LINK-S5-CHANGED: Interface FastEthernet0/24, changed state to
administratively down

ELINK-5-CHANGED: Interface GigabitEthernet(/1, changed state to
administratively down

2LINK-5-CHANGED: Interface GigabitEthernet0/2, changed =tate to
administratively down

53 (config-if-range) #

$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to
administratively dowj

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/1,
changed state to down

53 (config-if-range) #

53 (config-if-range) #exit
53 (config) #int £0/1

53 (config-if) #no shut

53 (config-if)#
2LINK-5-CHANGED: Interface FastEthernet(/1l, changed state to up

:LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetc0/1,
changed state to up

53 (config-if) #switchport mode access

53 (config-if) #switchport access vlan 40
53 (config-if) #exit

53 (config) #

[lustracion 37. Continuacion configuracion VLANS S3.



53%conf t©

Enter configuration commands, one per line. End with CNTL/Z.

53 (config) #no ip domain-lookup

53 (config) #

53 (config) § v

llustracion 38. Deshabilitar DNS lookup en S3

Configura R1:

Configurar 802.1Q interface 30, 49, 99, 200 en FO0/0, activar interface FO/0.

B Ry - O b

A
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- - —r - - -
R1(config) #int £0/0.30 ~
Rl (config-subif)#description Administracion LAN

Rl (config-subif) #encapsulation dotlg 30

Rl (config-subif)$ip address 192.168.30.1 255.255.255.0
Rl (config-=subif) fexit

Rl (config)#int £0/0.40

Rl (config-subif)#description Mercadeo LAN

Rl {config-=subif) #

Rl (config-subif) #encapsulation dotlg 40

Rl (config-subif)$ip address 192.168.40.1 255,255.255.0
Rl (config-=subif)#

Rl (config-=subif) fexit

Rl (config)#int £0/0.200

Rl (config-subif)#description Mantenimientol LAN

Rl (config-=subif)#

Rl {config-subif) #

Rl (config-subif) #encapsulation dotlg 200

Rl (config-subif)$ip address 192.168.200.1 255.255.255.0
Rl ({config-subif) fexit

Rl (config)#int £0/0.99

Rl (config-subif)#description Mantenimiento LAN

Rl (config-subif) #encapsulation dotlg 99

Rl (config-subif)$ip address 192.168.99.1 255,255.255.0
Rl {config-subif)fexit

Rl (config) #int £0/0

Rl (config-if)#no shutdown

Rl (config-if)#
$LINE-5-CHANGED: Interface FastEthernetd/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0d/0,
changed state to up

$LINK-5-CHANGED: Interface FastEthernetd/0.30, changed state to
up

$LINEPRCTC-5-UPDCWN: Line protocol on Interface
FastEthernec0/0.30, changed state To up

3LINE-5-CHANGED: Interface FastEthernetd/0.40, changed state to
up

$LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.40, changed state to up

$LINK-5-CHANGED: Interface FastEthernet0/0.99, changed state to
up

$LINEPRCTC-5-UPDCWN: Line protocol on Interface
FastEthernet0/0.99, changed state to up

llustracion 39. Configuracion 802.1Q en R1.



Con el comando ping se prueba la conectividad entre dispositivos de red:

Ly - O X
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SIICONIIg-IL-rangefFonac =~

51 (config-if-range)¥exit

51 (config) #exit

S51%

$5Y5-5-CONFIG I: Configured from console by console

S1#ping 192.168.99.1

Iype escape seguence To abort.

Sending 5, 100-byte ICHMP Echos to 192.162.99.1, timeout is 2

seconds:

L

Success rate is B0 percent (4/5), round-trip min/avg/max =

0/10/43 m=

51%ping 192.168.30.1

Type escape Sequence to abort.

Sending 5, 100-byte ICHMP Echos to 192.168.30.1, timeout is 2

seconds:

L1

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/3

ms

514 v
llustracion 40. Ping S1 con R1 VLAN 99 y R1 VLAN 30.
¥ 53 — O X
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B ~

S53%ping 192.168.993.1

Type escape =Sequence to abort.

Sending 5, 100-byte ICMP Echos to 19%2.168.99.1, timeout is 2

seconds:

B

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/1

ms

S3#ping 192.168.40.1

Type escape sSeguence to abort.

Sending 5, 100-byte ICHP Echos to 192.16%8.40.1, timeout i=s 2

seconds:

L1

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/1

ms

533 v

[lustracion 41. Ping S3 con R1 VLAN 99 y R1 VLAN 40.



7. Implementar DHCP y NAT para IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para configuraciones

estaticas.

Configurar DHCP en R1:

Reservar las primeras 30 direcciones IP en la VLAN
y configurar DHCP para la VLAN 30 y VLAN 40.

30y VLAN 40 para configuraciones estaticas

¥ R1 — O X
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Enter configuration commands, one per line. End with CNTL/Z. 2

Rl (config)#
Rl (config)#

Rl (config) #ip dhcp pool ADMINISTRACTION
Rl (dhcp-config) #dns-server 10.10.10.11
Rl (dhcp-config) #domain-name ccna-unad.com

~

% Inmvalid input detected at """ marker.

Rl (dhcp-config) #domain-name ccnaunad.com

~

% Inmvalid input detected at """ marker.

Rl (dhcp-config) #
Rl (dhcp-config) #default-router 192.168.30.1
Rl (dhcp-config) #

Rl (dhcp-config) fexit

Rl (config) #ip dhcp pool MERCADEO

El (dhcp-config) #dns-server 10.10.10.11

Rl (dhcp-config) #default-router 192.168.40.1
Rl (dhcp-config) #network 192.168.40.0 255.255.
Rl (dncp-config) §

Rl (dhcp-config) #network 192.168.30.0 255.255.2

Rl (config) #ip dhcp excluded-address 192.168.30.1 1%92.168.30.30

Rl (config) #ip dhcp excluded-address 182.168.40.1 182.16%8.40.30

llustracion 42. Configurar DHCP en R1.




10. Configurar NAT en R2 para permitir que los host puedan salir a internet.

¥ Rr2 - O X
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R2 (config) #ip nat inside source static 10.10.10.10 ~
209.165.200.229

R2 (config) #

R2 (config) #

R2 (config) #int nat out

% Invalid input detected at '"' marker.

R2 (config) #
R2 (config) #int nat outside

% Invalid input detected at '"~' marker.
R2 (config) #exist
% Invalid input detected at '"' marker.

R2 (config) #

R2 (config) #

R2 (config) #

R2 (config) #

R2 (config) #ip nat inside source static 10.10.10.10
Z209.165.200.229

RZ (config) #int g0/0

%$Invalid interface type and number

R2 (config) #int £0/0

R2Z (config-if) #ip nat outside

RZ (config-if) #int £0/1

E2 (config-if) #ip nat inside

R2 (config-if)# v

llustracion 43. Configurar NAT en R2.

¥ r2 - a X
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R2 (config)# ~
R2 (config)#access-list 1 permit 192.168.30.0 0.0.0.255

R2 (config)#

RZ (config) #access-list 1 permit 182.1
R2 (config)#

RZ (config) #access-list 1 permit 192.168.4.0 0.0.3.255

RZ (config)#

RZ (config)#

RZ2 (config)#

RZ2 (config)#

R2 (config)#

R2 (config)#

R2 (config)#

R2 (config)#

R2 (config)#

R2 (config)#

RZ (config)#

B2 (config) #

RZ (config)#

RZ2 (config)#

R2 (config)#

R2 (config)#

RZ (config)#ip nat pool INTERNET 208.165.200.225 209.165.200.228
netmask 255.255.255.248

RZ (config)#ip nat inside source list 1 pool INTERNET

RZ (config) 4| v

o

&

8.40.0 0.0.0.285

[lustracion 44. Continuacion configurar NAT en R2.



11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir tréfico desde R1 o R3 hacia R2.

L0 - O X
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R2 (config) #int £0/0 ~
R2 (config-if) #ip nat outszide

R2 (config-if) #int f0/1

R2 (config-if)#ip nat inside

R2 (config-if) #exit

R2 (config) $access-list 1 permit 192.168.30.0 0.0.0.255

R2 (config) #

R2 (config) #access-1list 1 permit 192.168.40.0 0.0.0.255

R2 (config) #

RZ (config) #access-1ist 1 permit 192.168.4.0 0.0.3.255

R2 (config) #ip nat pool INTERNET 209.165.200.225 209.165.200.228
netmask 255.255.255.248

R2 (config) #ip nat inside spurce list 1 pool INTERNET

R2 (config) #ip access-list standard ADMIN-UNAD

R2 (config-std-nacl)#permit host 172.31.21.1

R2 (config-std-nacl)fexit

R2 (config) #line vty O 4

R2 (config-line) #access-class ADMIN-UNAD in

R2 (config-line) #exit

R2 (config) 4 v

llustracion 45. Configurar el acceso a las lineas VTY en R2.

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

¥ R2 - O X
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R2 (config) #ip nat inside =zource list 1 pool INTERNET ~
R2 (config) #ip access-list standard ADMIN-UNAD

R2 (config-std-nacl) #permit host 172.31.21.1

E2 (config-std-nacl) fexit

R2 (config)#line vty 0 4

RZ (config-line) #access-class ADMIN-UNAD in

E2 (config-line) #exit

R2 (config)$#

R2 (config) #

RZ (config) #

R2 (config)$#

R2 (config)$#

R2 (config)$

R2 (config)#access-list 100 permit tcp any host 209.165.200.229 eg
W

R2 (config) $access-1i=st 100 permit icmp any any echo-reply

R2 (config) #int £0/0

R2 (config-if)#ip access-group 100 in

E2 (config-if)#exit

R2 (config) v

llustracion 46. Configuracion ACL extendida en R2.



13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.

¥ Internet PC - O X

Physical Config Desktop Programming Attributes

Command Prompf

llustracion 47. Ping PC a PC-Ay PC-C.

LY - | X
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Rl#telnet 172.31.
Trying 172.31.21.

1.2 -~

2
2 ...0penEl acceso no autorizado esta prohibido!

User Access Verification

Fassword:
Fassword:
R2> (You have open connections) [confirm]

[Connection to 172.31.21.2 closed by foreign host]
Rl#ping 209.165.200.230

Iype escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.165.200.230, timeout is 2
seconds:

Success rate is 0 percent (0/5)

R1% v

llustracion 48. Ping R1 a Internet PC.



& r1

]
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Rlfcopy running-config startup-config
Destination filenmame [startup-config]?
Building configuration. ..
[OK]
Rlftelnet 172.31
Trying 172.31.21 ...CpenlUnauthorized Access is Prohibited!
User Rccess Verification
Password:
R2>en
Password:
R2gexitc
[Connection to 17 closed by foreign hostl
Rlg#ping 209.1&5
Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 205.1€5.200.230, timeout is 2 seconds:
Y
Success rate is 100 percent /5), round-trip min/avg/max = 1/4/17 ms
Rlgtraceroute 1 leg.230.31
Type escape seguence to abort.
Tracing the route to 152 _1&8.30.31
1 1%2_.168.30.31 1 msec 0 msec 0 msec
R1§
Copy Paste
Ilustracion 49. Traceroute entre R1y PC-A
& Rr1 O
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.OpenUnauthorized Access is Prchibited!
User RAccess Verification
Password:
RZ=en
Password:
R2gexit
[Connection to 1 closed by foreign host]
Rlgping 205.165.
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 205.1l€5 220, timeout is 2 seconds:
Y
Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/17 ms
Rlftracerocute 1%Z.1€8.30.31
Type escape sequence to abort.
Tracing the route to 1%Z_.1€28.30.31
1 1 .l€2.30.31 1l msec 0 msec 0 msec
Rlgtraceroute 13%2_1€5_.40_.31
Type escape seguence to abort.
Tracing the route to 132 _1€8.40_31
1 -1€3_.40.31 1l msec 3 msec 3 msec
Rlg
Copy Paste

llustracion 50. Traceroute entre R1y PC-C.




& R2 — O X
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B e S
Destination filename [startup-configl? 2
Building configuratiom. ..

[OK
R2fconfig t
Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #access-list 100 permit tcp any host 209.165.200.22% eg www
onfig)#access-list 100 permit icmp any any echo-reply
onfig)#int s0/1
onfig-if)#ip access-group 100 out
onfig-if)#int s0/0
onfig-if) #ip access-group 100 out
onfig-if) gexit
onfig)#int £0/1
onfig-if) #ip access-group 100 out
onfig-if) gexit
onfig)$int £0/0
onfig-if) #ip access-group 100 in
onfig-if) fexit
onfig) fexit
¥S-5-CONFIG I: Configured from console by conscle
RZftraceroute 152 163 _30_31
Type escape sequence to abortc.
Tracing the route to 192.1€8.30.31
1l72.231.21.1 1l msec 0 msec 2 msec
192.168.30.31 O msec 1 msec 1 msec
W
Copy Paste
.z
llustracion 51. Traceroute entre R2 y PC-A.
R — m] P
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22 (config) #access-list 100 permit icmp any any echo-reply ()
RZ {config) #int sO/1
R2 (config-if) #ip access-group 100 out
RZ £)gint s0/0
Rz )#ip access—group 100 out
RZ Jfexit
R £0/1
RZ (config-if)#ip access-group 100 out
B2 (config-if) gexit
B2 {config) #int £0/0
B2 (config-if)#ip access-group 100 in
B2 (config-if)fexit
B2 (config) fexit
R2#
%5YS-5-CONFI&_I: Configured from console by console
R2Z#traceroute 152.1€3.30.31
Type escape seguence to abort.
Tracing the route to 192.1€8.30.31
1 172.21.21.1 1l msec 0 msec 2 msec
2 152 1€8_.30.31 0 msec 1 msec 1 msec
R2gtraceroute 152.1€2.40.31
Type escape sequence to abort.
Tracing the route to 152.1€2.40.31
1 17z2.21.21.1 1 msec 0 msec 0 msec
2 192.168.40.31 1 msec 1 msec 1 msec
R2g v
Copy Paste

llustracion 52. Traceroute entre R2 y PC-C.
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Press RETURN to get started.
Tnauthorized Rccess is Prohibkited!
User Access Verification
Password:
Riren
Password:
RIgtracerocute 152.1€28.30.31
Type escape seguence to abort.
Tracing the route to 13%2_1€38.30.31
1 172.31 -1 1 msec 1 msec 0 msec
2 1l72.31.21.1 2 msec 1l msec 2 msec
3 192 _1€8_.30.31 1 msec 1 msec Z msec
RIg
Copy Paste
[lustracion 53. Traceroute entre R3y PC-A
# R3 — m]
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Unauthorized Rccess is Prchibkbited!
User Rcocess Verificaticn
Password:
R3zen
Password:
R3ftracercute 1592.1€2.30.31
Type escape seguence to abort.
Tracing the route to 152.1€3.30.31
1 1l72.21.23.1 1l msec 1l msec 0 msec
2 172.31.21.1 2 msec 1 msec 2 msec
3 19 le2.20.21 1l msec 1l msec 2 msec
Rigtraceroute 152.1€2.40.31
Type escape seguence to abort.
Tracing the route to 152.1€38.40.31
1 3l.23.1 4 msec 0 msec 0 msec
2 21.21.1 2 msec 2 msec 2 msec
2 1532.1€8.40.31 2 msec 2 msec 2 msec
R3g
Copy Paste

llustracion 54. Traceroute entre R3y PC-C.




Conclusiones

En el desarrollo del trabajo se evidencia la importancia que juegan las telecomunicaciones en
cualquier entorno y adquirimos conocimientos de redes en cada actividad planteada durante el
curso “Network Fundamentals” donde comprendimos los conceptos basicos y el disefio e
implementacion de subredes y ”Routing Protocols and Concepts” aprendiendo la configuracion y
solucion de problemas de protocolos de enrutamiento obteniendo un crecimiento personal y

profesional para asi tener mejores oportunidades en el mundo de las telecomunicaciones.
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