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INTRODUCCION

En el presente documento se desarrolla la prueba final del diplomado de redes a través de la
plataforma de simulacion Packet Tracer, alli se trataran lo diferentes temas vistos desde la Introduccién
a Networking y Routing & Switching (CCNA1 y CCNAZ2), cuyo principal objetivo es abarcar los
conceptos mas basicos de red, con el fin de desarrollar las diferentes aptitudes que se requieren para
disefiar, implementar y poner en marcha redes pequefias con gran variedad de aplicaciones en el
contexto en el que haga necesario.

Por lo tanto, a continuacidon se observaran cada uno de los pasos desarrollados; de acuerdo a la
prueba de habilidades implementada en una Empresa de Tecnologia que posee tres sucursales,
donde se asume el rol de administrador de la red y con la informacion presentada por el ejercicio, se
pone en marcha el trabajo de configuracién de cada uno de los dispositivos.
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Descripcién del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Bogota,
Medellin y Bucaramanga, en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde
con los lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

Topologia de red

VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

209.165.200.230 . 209.165.200.224/29
FO/0 4

BOGOTA

172.31.21.0/30

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

BIMANGA

192.168.99.3

192.168.99.2
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del escenario

Armamos la topologia de red segun el caso de estudio:

¥ Cisco Packet Tracer - C:\Users\David\Dropbox\DIPLOMADO CISCO\Routing and Switching_Practica Final.pkt - X
File Edit Options View Tools Extensions Help

Back [Root] INew Cluster| [ove Object] Set Tiled Background Viewport Environment: 09:00:00
~

G =]
Interget PC

Server-PT
Web Server

1941
1441 2 \
8
2960424TT 2960f24TT =
PC-PT PC-PT
PC-A PC-C
1=
@ 2
>
| B350 0511 | e
- (S}
<
>
Copper Straight-Through
0 g e & N £ P DK p : P =
? =
®Rr1 - [m] X
ar
LRl Physical  Config Attributes B
105 Command Line Interface ~
~
Router>erase e
Router>erase st
Router>en ot
Routergera
Routergerase st x
Routergerase startup-config
Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
A

[OK]
Erase of nvram: complete

$SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
Routergreload @ -
Proceed with reload? [confirm]

System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport N
Copyright (c) 2010 by cisco Systems, Inc. -
Total memory size = 512 MB - On-board = $12 MB, DIMM0 = 0 MB
CISCO1941/K9 platform with 524288 Kbytes of main memory B
Main memory is configured to €4/-1(On-board/DIMM0) bit mode with ECC disabled

Readonly ROMMON initialized e

program load complete, entry point: 0x80803000, size: 0x1b340
program load complete, entry point: 0x80803000, size: 0x1b340

105 Image Load Test
Digitally Signed Release Software

program load complete, entry point: 0x81000000, size: Ox2bblcS3
Self decompressing the image :

[OK]
Smart Init is enabled -
= e
% smart init is sizing iomem v 3
Lioho Copy Paste Realtime
>
OTop <

Copper StraightThrough
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Physical  Config  CLI  Attributes

10S Command Line Interface

Router>en
Routerser

Routergerase s

Routergerase startup-config

Erasing the nvram filesystem will remove all configuration files!
[OK:

Erase of nvram: complete

$SYS-7-NV_BLOCK_INIT: Initvialized the geometry of nvram
Routersreload

Proceed with reload? [confirm]

System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = $12 MB, DIMMO =
CISCO1541/KS platform with 524288 Kbytes of main memory
Main memory is configured to €4/-1(On-board/DIMMO) bit mode with ECC disabled

Continue? [confirm]

(£el)

o MB

Readonly ROMMON initialized

0x1b340
0x1b340

size:
size:

entry point:
entry point:

0230803000,
0280803000,

program load complete,
program load complete,

I0S Image Load Test
Digitally Signed Release Software

program load complete, entry point:
Self decompressing the image

0281000000, size: Ox2bblcSs

[OK]

Smart Init is enabled
smart init is sizing iomem

MEMORY RE
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Environment: 07:00:00

~

X [

Q

[ 7op

Copy

Paste

<

Physical

=
it
Q

D

Attributes

Config  CUI

10S Command Line Interface

Routergerase s
Routergerase startup-config

Erasing the nvram filesystem will remove all configuration files!
[OK]

Erase of nvram: complete

$SYS-7-NV_BLOCK_INIT: Initialized the gecmetry of nvram
Routergre

Routergreload

Proceed with reload? [confirm]

System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO =
CISCO1541/KS platform with 524288 Kbytes of main memory
Main memory is configured to €4/-1(On-board/DIMMO) bit mode with ECC disabled

Continue? [confirm]

(£cl1)

0 MB

Readonly ROMMON initialized

0x21b340
0x1b340

siz

02280803000,
0280803000,

program load complete,
program load complete,

entry point:
entry point:

I0S Image Load Test

Digitally Signed Release Software
program load complete, entry point:
Self decompressing the image

0281000000, size: Ox2bblcS8

[OK]

Smart Init is enabled
smart init is sizing iomem

TYPE MEMORY REQ

Time: 26

>4

C|ow

Copy

Paste

Realtime

Borramos configuracién inicial en todos los switches y quitamos la base de datos de las VLAN

Copper Straight-Through

gue traen por defecto:

&)
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Logical Back [Root] INew Cluster| [Miove Object] Set Tiled Background Viewport Environment: 13:30:00
~

1A
g ®st - o X —
Physical Config = CLI  Attributes N
105 Command Line Interface x
witchgdelete vIan.dat ~
Delete filename ([vlan.dat]? O

Delete flash:/vlan.dat? [confirm]
$Error deleting flash:/vlan.dat (No such file or directory)

Switch#reload
Proceed with reload? [confirm]
C29€0 Boot Loader (C25€0-HBOOT-M) Version 12.2(25r)FX, RELEASE SOFTWARE (£c4) x

Cisco WS-C29€0-24TT (RC32300) processor (revision CO) with 21039K bytes of memory.
29€0-24TT starting...

Base ethernet MAC Address: 000D.BDAS.0032
Xmodem file system is available.

Initializing Flash...

flashfs[0]: 1 files, 0 directories

flashfs(0]: O files, 0 direct
£lashfs[0]: Total bytes: €4016384

flashfs[0]: Bytes used: 4414321

flashfs[0]: Bytes available: 53€014€3
flashfs([0]: flashfs fsck took 1 seconds.
-..done Initializing Flash.

Boot Sector Filesystem (bs:) installed, f£sid: 3
Parameter Block Filesystem (pb:) installed, fsid: 4

v
Copy Paste
J;] Oop
<
/ < >3
.~ Copper StraightThrough
O 3 g q ~ e o p =
® Cisco P t Trace David\Dropbox\DIP D R Practica F (&

Logical Back [Root] |ﬁew Cluster| [Move Objec| Set Tiled Background Viewport Environment: 18:30:00
~

Wiﬁ ¥ 53 - m] X |

Physical  Config  CUI  Attributes

X [

105 Command Line Interface

Ethernet0/3, changed state to up

$LINEPROTO-S-UPDOWN: Line protocol on Interface Fas

Switch»en

Switchgdelt . T
Switchgdelete vlan.dat
Delete filename [vlan.dat]? ¥
Delete flash:/vlan.dat? [confirm] N
$Error deleting flash:/vlan.dat (No such file or directory)

Switchgreload

Proceed with reload? [confirm]

C29€0 Boot Loader (C29€0-HBOOT-M) Version 12.2(25r)FX, RELEASE SOFIWARE (fc4)
Cisco WS-C29€0-24TT (RC32300) processor (revision CO) with 21039K bytes of memory.
2960-24TT starting. ..

Base ethernet MAC Address: 000C.85BC.3398

Xmodem file system is available.

Initializing Flash...

flashfs [0 1 files, 0 directories
flashfs[0 0 files, 0 d. tories
£flashfs (0 Total bytes: €401€384
flashfs[0]: Bytes used: 44149521
£lashfs (0 Bytes available: 59€014€3
£lashfs[0]: flashfs fsck took 1 seconds. v

< Copy Paste

Time: 26:15:3 ime

3 QD Oop

Copper StraightThrough

Configuramos direccionamiento IP en la NIC de la PC de Internet:
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Physicl  Config  Desktop  Attributes  Software/Services

1P Configuration

1P Configuration ~
O DHCP @ Sstatic

1P Address [209.165.200.230 | ® -
Subnet Mask [255.255.255.248 ] A
Default Gateway [209.165.200.225 ] -
DNS Server [ | B

1Pv6 Configuration

O DHecP QO Auto Config @ Static
1Pv6 Address [ J7]
Link Local Address ‘FEBO: 1202:17FF:FE92:77

|
]
1PV6 Gateway [ |
|

1PV6 DNS Server [

< | >
Time: 50:19:55 I |Power Cyde Devio:s”?asl Forw{‘
SIS |7 0w
>
(= | <
/ < >
Copper Straight-Through
O 7 g & \ g &8 g p .' =

Configuracion de R1,R2 y R3 de acuerdo a parametros iniciales, basicamente lo que se hace
es: Desabilitar DNS lookup, nomenclatura del dispositivo, encriptar contrasefias, definir
contrasefas de acceso a consola, asignar direccionamiento IP en capa 3, activar la interface:

® Ri - m] X

\

i i i
Logical Enycal 1 Confg At ent: 10:00:00

105 Command Line Interface

Routeren
Routergconf ter

Routerfconf terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #no ip

Router (config) #no ip do

Router {config) $no ip domain-lookup

Router (config) #hostname R1

Rl({config) fenable ser

Rl(config)genable sec

Rl(config) fenable secret class

R1(config)#line con 0 . v
Rl{config-line)#pass cisco
R1(config-line) ¢login A
Rl{config-line)#line vty 0 4 N
Rl(config-line)#pass cisco
Rl({config-line)¢login
R1(config-line)gexit
Rl({config) ¢service
Rl(config) #service pass
Rl{config)#service password-encryption &
Rl(config)¢banner motd 3$Unauthorized Access is Prohibited!$
Rl({config) #int s0/0/0

Rl(config-if)gdesc

Rl{conf £) ¢description conn

R1(co: £) ¢description Connetion to R2

Rl({con£ £)#ip address 172.31.21.1 255.255.255.252

R1(confi £)gclock rate 128000
Rl({config-if)#no shut
Rl(config-if)$no shutdown

ALINK-5-CHANGED: Interface Serial0/0/0, changed state to down
< R1(config-if) g

U Copy Paste Realtime

e ]
[ 7op <

| ;
Copper StraightThrough
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¥ R2 - [m] X

Physical  Config  CLI  Attributes

10S Command Line Interface

RZ (config-line) $pass cisco =
R2 (config-line)#login

R2(config-line)$line vty 0 4

R2 (config-line)#pass cisco

R2 (config-line) $login |
R2 (config-line) gexit

R2(config) #service pass

R2 (config) #service password-encryption
R2(config) #ip http server

v

—

% Invalid input detected at '~' marker.

R2 (config) #banner motd #Unauthorized Access is Prohibited!s
R2 (config) ¢int s0/0/1

R2 (config-if)#descrip Connection to RL

R2(config-if) $ip add 172.31.21.2 255.255.255.252

R2 (config-if)$no shu |
R2 (config-if)#no shutdown

R2(config-if)#
SLINK-S-CHANGED: Interface Serial0/0/1, changed state to up

- state to up

R2 (config-if) ¢int s0/0/0

R2 (config-if) #descrip Connection to R3
R2(config-if) ¢ip add 172.31.23.1 255.255.255.252

R2 (config-if) #clock rate 128000

R2 (config-if) #no shu

1 R2 (config-if) $no shutdown

3LINK-S-CHANGED: Interface Serial0/0/0, changed state to down

JB2icenziomins ¥

—

507 p. m.

ESP
26/05/2018

Physical Config c Attributes

10S Command Line Interface

RZ (config) #service password-encryption ~
R2(config) $ip http server

% Invalid input detected at '~' marker.

R2 (config) $banner motd g#Unauthorized Access is Prohibited!#
R2 (config) ¢int s0/0/1

R2 (config-if)¢descrip Connection to RL

R2(config-if)¢ip add 172.31.21.2 255.255.255.252

R2 (config-if)$no shu

R2 (config-if)#no shutdown

R2 (config-if)$
SLINK-S-CHANGED: Interface Serial0/0/1, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface Serial/0/1, changed state to up

R2(config-if)gint s0/0/0

R2 (config-if) $descrip Connection to R3
R2(config-if) $ip add 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000
R2(config-if)$no shu

R2(config-if)$no shutdown

S LINK_S_CHANGED:
2 (config-if) #int g0/0
2 (config-if) ¢descrip Connection to ISP
2 (config-if) #ip add 209.1€5.200.225 255.255.255.248
2 (config-if) #no shutdown

S 10/0/0, changed state to down

R2(config-if)#
$LINK-S-CHANGED: Interface GigabitZthernet0/0, changed state to up

o p.m.
D% EP s T
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e Roatl Yo | P S r— s oot o
® R - o x [
3
Physical Config CL Attributes -
10S Command Line Interface ]
o3 |4
SLINEPROTO-S-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up S

R2(config-if)gint 50/0/0
R2 (config-if)$descrip Connection to R3 b
R2 (config-if) #ip add 172.31.23.1 255.255.255.252
R2(config-if)gclock rate 128000
R2(config-if)#no shu

R2(config-if)#no shutdown

ALINK-5-CHANGS

L

Interface Serial0/0/0, changed state to down

R2(config-if)gint g0/0 =
R2 (config-if) $descrip Connection to ISP
R2(config-if) #ip add 209.165.200.225 255.255.255.248 |

R2(config-if)#no shutdown

R2 (configmif)s i
I ED: Gigab: 0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Gigabi:

thernet0/0, changed state to up

R2 (config-if)#int g0/l
R2(config-if)#ip add 10.10.10.1 255.255.255.0
R2(config-if)#no shu

R2 (config-if)#no shutdown

R2(config-if)¢
SLINK-S-CHANGED: Inverface GigabitZthernet0/l, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface GigabitZIthernetd/l, changed state to up

R2 (config-if)#description Connection to Web Server
R2 (config-if)$ =

Copy. Paste

o B N

Logica' Back [Root] INew Cluster| |Miove Object] Set Tiled Background Viewport Environment: 16:00:00
’
1 A E ® . ) o

Physical  Config  Services  Desktop  Attrbutes  Software/Services

Interface FastEthernetd -

1P Configuration

O pHer @ static hd
1P Address [10.10.10.10 ] i
Subnet Mask [255.255.255.0 ] .
Default Gateway [10.10.10.1 ] B

DNS Server [ ]

1Pv6 Configuration

O DHcP O Aute Config @ Static
1Pv6 Address [ /]
Link Local Address [Fes0::2€0:B0FF:FEB2:69A7

1Pv6 Gateway [

1PV6 DNS Server [

<

Time: 00:33:33 [ |Powev Cyde Deviceslhs(Fom‘t‘

J=fme A O
:;ﬂu — - <

< >

Copper Cross-Over
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physical  Config  CLI  Attributes

Logical
10S Command Line Interface

243856K bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

Routersen

Routergconf ter

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)#no ip d

Router (config) #no ip domain . .

Router (config) #no ip domain-lockup

Router (config) ghost R3

R3(config) genable se

R3(config) enable secret class

R3(config)#line con 0

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#line vty O 4

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)gexit

R3(config) #servi

R3(config) #service pass

R3(config) ¢service password-encryption

R3(config) $banner motd $Unauthorized Access is Prohibited!!s
TORTIgTEIAT SU/07T

R3(config-if) #descrip Connection to

R3(config-if)#ip add 172.31.23

R3(config-if)$no shut

R3(config-if) $no shutdown

B

< R3(config-if)$

] 3LINK-5-CHANGE
Time: 00:46:06

- ;’5 -[ $LINZPROTO-S-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
-’ v

Copy Paste «

: Interface Serial0/0/1, changed state to up
Realtime

Physical  Config  CLI  Attributes

Logical
10 Command Line Interface o)

3LINEPROTO-S-UPDOWN: Line protocol on Interface Loopbacks, changed state to down @ =
3 (config) #int s0/0/1 =
R3(config-if)gno ip add 192.1€8.4.1 255.255.255.0
R3 (config-if) gint lod x
3 (config-if)$
SLINEPROTO-S-UPDOWN: Line protocol on Interface Loopback4, changed state to up

R3(config-if)$ip add 192.1€8.4.1 255.255.255.0
R3 (config-if) $no shutdown
R3(config-if)gint 1los

R3(config-if)#
SLINK-S-CHANGED: Interface LoopbackS, changed state to up

LLINEPROTO-S-UPDOWN: Line protocol on Interface LoopbackS, changed state to up

g-if)$ip add 152.1€8.5.1 255.255.255.0
g-if)#no shut

R3(config-if)#no shutdown

R3(config-if) #int lo€

R3(config-if)#

$LINK-S-CHAN Interface Loopbacké, changed state to up

$LINEPROTO-S_UPDOWN: Line protocol on L , changed state to up

3(config-if) #ip add 152.1€8.€.1
3(config-if)#no shut

< | 3(config-if)$no shutdown

3 (config-if) exit
R3(config) #ip route 0. -0 0.0.0.0 s0/0/1

$Default route without gateway, if not a poil P , may impact

R3(config)$ —

Copy Paste 4

549 p. m.
260572018 B

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0O

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3




lll'lllll "%
cI1sco. Cisco Networking Academy Mind Wide Open” | IN. .

Universidad Nacional

Abierta y a Distancia

Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en
Ajustar el costo en la métrica de S0/0 a

128 Kb/s
7500

Verificar informaciéon de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks, and
passive interfaces configuradas en cada router.

7. B ,

Logical Back [Roof] New( Physical Config  CLI  Attributes
105 Command Line Interface &
1 - -
= = d Access is Prohibited! —
PPt
Interget PC User Access Verification
o Password: x
(5= —_
Rl>en ~
ng Server-PT Password: 4
Web Server Password:
Password:
= p . Rlgconf ter ® -
"‘,,-—~ L ’-‘ Rlgconf terminal
3 1542 Enter configuration commands, one per line. End with CNTL/Z. :
1441 73 TTCONE1g) SEOUCEE OSPE T N
R1(config-router)grouter-id 1.1.1.1
RI(config-router) #network 172.
Rl(config-router) gnetwork 152. =
R1(config-router) $network 192.1€8. 0.0.0.255 area 0
— R1(config-router) gnetwork 192.1€8.200.0 0.0.0.255 area 0 I
296024 TT 2960}24TT R1(config-router)$pass b
RI(config-router) fpassive-interface g0/0.30
R1(config-router)#passive-interface go.
R1(config-router) #passive-interface g0/0.2(
RI(config-router) fexit
RL(config) $int s0/0/0
Rl(config-if) $band
ot ot R1(config-if) ¢bandwidth 128
PC-A PC-C RL(config-if) $ip ospf cost 7500
e v

<

Copy

Time: 03:31:27 | [Power cyde Devices][Fast Forward Time|

yImEwe mEEE
L |

FEE =

:|:|Tnp

Paste

Realtime

<

Copper Cross-Over

Q § £

<

)\

.“», -

194
R2 Server-PT
Web Server

%)

2960§24TT

R2gconf term

Enter configuration commands, one per line.
ZTcontig) $roucer ospT T

R2 (config-router) grouter-id 2.2.2.2
2 (config-router) $netwotk 172. 1.0 0.0.0.3 area 0

End with CNTL/Z.

P Invalid input detected at '~' marker.
R2 (config-router)gnetwork 172.31.21.0 0.0.0.3 area 0

2 (config-router) $network 172.31.2.0 0.0.0.3 area 0

3:39:16: $OSPF-S-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 fr
2 (config-router) $network 172.31.23.0 0.0.0.3 area 0

2 (config-router) gnetwork 172.31.23.0 0 3 area 0

R2 (config-router) gnetwork 10.10.10.0 0.0.0.255 area 0

2 (config-router) ¢pass

R2 (config-router) gpassive-interface g0/l

2 (config-router) #int 50/0/1

2 (config-if) ¢band

R2 (config-if) gbandwidth 128

2 (config-if) $int $0/0/0

2 (config-if) $bandwidth 128

2 (config-if) $int 50/0/1

2 (config-if) $ip ospf cost 7500

TAN: T e IR 2

Copy

Time: 03:51:33 | [Power cycle Devices|[Fast Forward Time|

= we £
S

A& 5=

O Top

Paste

I

‘ Physical  Config  CLI  Attrbutes
4 g 105 Command Line Interface
’ Password: >
e =l
Interfet PC R2>en
Password:

e

i

Copper Cross-Over
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Logical Back [Root] INew Cluster | [Move Objec! Set Tiled Viewport. i 07:00:00

® R3 - O X ~
WiLEJ g Physical QI Attributes

Config
pdPT
P W 105 Command Line Interface
Tsex Access Verification ~
=i
™ = Password:
194"
R2 Server-PT R3ven
Web Server Passwozd:
R3tcont term .
= Enter configuration commands, one per line. End with CNIL/Z
."“-», 3 (config) frouter ospE 1
ToaT B3 (config-router) #router-id 3.3.3.3
1441 k3 (config-: x 172.31.23.0 0.0.0.3 o %
e g-zouter)#network 172.31.23.0 0.0.0.3 area

R3 (config-router) gnetwork

4:07:35: $OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0d/0/1
erom LOADING to FULL, Loadinetwork
B Incomplete command.
R3 (config-router) gnetwork 152.1€8.4.0 0.0.0.255 area 0 [
R3 (config-router) #pas &l
3 (config-router) #passive-interface lod
R3 (config-router) #passive-interface 1oS
R3 (config-router) #passive-interface lo€
R3 (config-router) gexit
R3(config) #¢int s0/0/1
R3 (config-if) $band

R3 (config-if) gbandwidth 128
TITeenTTgoIIE v
Copy Paste
< 5 1’
O7op Realtime
<
>

Copper Cross-Over

Logical Back [Root] jew Cluster| [iove Object] set Viewport i 19:30:00
< L — ] X
14
= g Physical  Config  CLI  Attributes [
PGPT
Inter§et PC 10S Command Line Interface El
AR
—_—
194
R2 Server-PT Q
Web Server]
04:07:35: $0SPF-5-ADJCHG: Process 1, Nbr 3.3.3.3 on Serial0/0/0 from LOADING te FULL,
Loading Done ® -
i‘-;,f 5 ized Access is Prohibited!
1441 13;‘ User Access Verification oy
Password:
£
R2>en
Password:
R2#show ip os %_
R2gshow ip ospf nei
R2gshow ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
3.3.3.3 o FULL/ - 00:00:39 172.31.23.2 Serialo/0/0
1.1.1.1 0 FULL/ - 00:00:37 172.31.21.1 Seriald/0/1
r2g| v
o —
. )
Time: 04:13:53 I [power cydle Devices| Fest Forward Time| 7o Be
3 ;3 = g ae = T T
; )\ A v\
7 /
<

< >
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® R2 o
I Physical Config  CLI  Attributes
10S Command Line Interface
Serial0/0/1 is up, line protocol is up
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No backup designated router on this network
imer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
o e T e e
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Serial0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:02
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor(s)
Internet address is 10.10.10.1/24, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type BROADCAST, Cost: 1
No designated router on this network
--More-- | v
Copy Paste

® Rz o X
Physical Config a1 Attributes
10S Command Line Interface
En) ~
22
22
22
Regshow ip protocols
Routing Protocol is "ospf 1%
Outgoing update filter list for all interfaces is mot set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernet0/1
Routing Information Scurces:
Gatevay Distance Last Update
i 110 a0:08
2.2.222 110
3.3.33 110
< Distance: (default is 110)
Time:
Rz v
>I= G| [

a Distancia
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Logical [Root] e Cluster] [ove Object SetTiled Background Viewport Enviranment: 09:00:00
|
A ¥ r2 - o x
S,
Physicd  Config  CUI  Atwbutes
10S Command Line Interface
g — Cutgoing update filter list for all interfaces is not set "
Incoming update filter list for all interfaces is not set
184 Server-p| Router 1D 2.2.2.2
R2 Web Serv Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Mazimum path: 4
Bouting for Wetworks: r
~
= & 172.31.31.0 0.0.0.2 azea o
L 172131.23.0 0.0.0.3 area 0
1941 ast 10.10.10.0 0.0.0.255 azea o
Passive Incerface(s):
GigabitZthernetd/l
Routing Informstion Sources
Gateway Distance Last Update
— 11011 110 00:08:47
22222 110 00:10:33
296042417 298082411 3.3.3.3 110 00:07:27
Distance: (default is 110)
23show ip route ospL
192.168.4.0/32 is subnetted, 1 submets
152.1€8.4.1 [L10/782] via 172.31.23.2, 00:1l:41, Serialo/0/0
Rt e 152.168.30.0 [110/7501] vwia 172.31.21.1, 00:25:2¢, Serialo/o/1
= roc 152.168.40.0 [110/7501] via 172.31.21.1, 00:25:2¢, Serial0/o/1
152.1€6.200.0 [1L0/7501] via 172.31.21.1, 00:25:2¢, Seriald/0/1
2t v
< -
Copy Paste
Time: 04:20:43 | |Puwer Cyde DEV\ESHﬁSt Forward T\mel
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Logical

14W

Server-p|
Web Servi

¥R

INew Cluster| |Move Object] SetTiled Background Viewport Environment: 13:00:00
1

Physical  Config ~ CLI  Attributes

105 Command Line Interface

o X

interface SerialQ o/l

descripricon Conmection To R1
banavidth 128

ip address 172.31.21.2 255.255.285.252
ip ospf cosT 7500

interface Vlanl
ne ip address
shutdown

i

[oucer ospz L
zouter-id 2.2.2.2
log-adjacency-changes

P: 1
network 172.31.21.0 0.0.0.% area 0

network 172.31.23.0 0.0.0.3 area 0

network 10.10.10.0 0.0.0.255 area 0
i

ip classless

ip route 0.0.0.0 0.0.0.0 GigabitSthernst0/0
'

ip flow-expert version 3

'

——Moze——

Time: 04:24:50 | ‘PowerCvdeDEV\cEsHﬁstFurward'ﬁmE

Copy

Paste

Copper Cross-Over

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.
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SLINEPROTO-!

Switch>en
Switchgconf
Switchgconf

ALINK-5-CHANGE!

Press RITURN to get starsed!

SLINK-5-CHANGED: Interface Fastithernet0/l, changed state to up

$LINEPROTO-S-UPDOWN: Line protocol on Interface FastEIthernet0/l,

: Interface FastEthernet0/3, changed state to up

-UPDOWN: Line protocol on Interface FastZIthernet0/3,

ter
terminal

Enter configuration commands, one per line. End with CNTL/Z.

changed state to up

changed state to up

Switch(config)#no ip domain-lookup
Switch(config) $host S1

Sl(config) $enable secer

S1(config) $enable secre

Sl(config) genable secret class

Sl(config)#line con 0

Sl(config-line)gpass cisco

S1(config-line)#login

Sl(config-line)#line vty 0 4

Sl(config-line)gpass cisco

Sl(config-line)#login

Sl(config-line)gservi pass

S1(config-line)gservice pass

< S1(config-line)gservice password

S1(config-line)$service password-encryption

S1(config) $banner motd sUnauthorized Access is Prohibited!!3

S1(config)#| v

Copy Paste

5:55 p. m.
26/05/2018

Lo  physcal | Config | CU | Attributes

10S Command Line Interface

Press RETURN to get started!

SLINK-5-CHANGED: Interface FastEthernet0/l, changed state to up x

$LINEPROTO-S-UPDOWN: Line protocol on Interface FastIthernet0/l, changed state to up

SLINK-S-CHANGED: Interface FastEthernet(/3, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to up ® -

Switch>en |
Switch#conf ter
Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#no ip domain-lookup B
Switch(config) #host S3 Yo

S3(config) genable se

S3(config)genable secret class =
S3(config)#line con 0 R

S3(config-line)#pass cisco
S3(config-line)#login

S3(config-line)$line voy 0 4

S3(config-line)#pass cisco

S3(config-line) $login

S3(config-line) gexit

S3(config) ¢service passw

S3(config) $service password-encryption

S3(config) $banner motd $Unauthorized Access is Prohibited!!$
S3(config) g = J

Copy Paste
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1AM

g e

zssvfﬂ’r

L

33
>3

pdeT
Interget PC

Web Se

2960}24TT

Server-PT

Eew Cluster| [Move Objectf Set Tiled Background Viewport Environment: 16:30:00
~

s

Physcal  Config CUI  Atwbutes

10S Command Line Interface

= o

X

rver

Unauthorized Access is Prohibited!!
User Access Verification
Password:

Sl@en

Password:

Slgconf term

Slgconf terminal

Enter configuration commands, one per line.

1(config-vlan)#name Administracion
1(config-vlan)$vlan 40
1(config-vlan) $name Mercadeo

1(config-vlan)#vlan 200
1(config-vlan) gname Mantenimiento

End with CNTL/Z.

Time: 01:27:09 | |in:r Cyde Devimsu’-ast Forward Tunel

Copy Paste

B

INey

PT

P
Interget PC

2960f24TT

83
e

<

2960f24TT

Server-FT|
Web Serve|

Time: 01:33:33 I |iner Cyde Devims"ﬁs! Forward Time|

Copper Cross-Over

CI  Attributes

105 Command Line Interface

d Access is Prohibited!!

User Access Verification
Password:

Slen
Password:
Slgconf term
Slgconf terminal

Enter configuration commands, one per line.
S1(config)gvlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)gvlan 40
Sl(config-vlan)#name Mercadeo
S1(config-vlan)$vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan) gexit

TTESTYTITYINY

1 (config-if)g
b LINK-5-CHANG!

: Interface V1an30, changed state to up

add 18,

1€8.30.2 255.255.255.0

k1 (config-if) sip

51 (config-if)gno shuc

i1 (config-if)$no shutdown

1 (config-if) gexic

1 (config) $ip def

k51 (config) #ip default-gateway 152.1€3.30.1
oTT

End with CNTL/Z.

O 7op
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Sl(config-if)$ip add 152.1€8.30.2 255.255.255.0 ~ I
Sl{config-if)#no shut }
S1(config-if)#no shutdown |
Sl(config-if)gexit [
S1(config)#ip def
S1(contig) #ip default-gatevay 192.168.30.1 4
T
L(conzig-is) sevicen
EL (Gontig-1) sewisenpors mods srunk :
L(contig-ins
PLINEPROTO-5-UPDOWN: Line protocol on Interface] FastEthernet0/3, changed state to down
| LINEPROTO-S-UPDORN: Line protocol on Interfacd FastSthernevo/s, changed state to up 1
PLINEPROTO-5-UPDOWN: Line protocol on Interface] Vlian30, changed state to up -
1(config-if) ¢switchport trunk native vlan 1 |
L(contigois) sins 2024
[ contig-iey sswischport mode srunk
1 (config-if) $switchport trunk native vlan 1 4
T{eeR P TIT¥Ine Targe TR07Z, Ta07T, TR, qu/i-
interface range not validated - command rejected
Sl(config)#int range £a0/2, £a0/4-23, gl/1-2
interface range not validaved - comand rejected
Sl{config) $int range fa0/2, fa0/4-23, gl/1-2 ?
,orma
57
Sl(config) $int range fa0/2, fa0/4-23, gl/1-2
interfaca range mot validaved - command rejected
S1(contig) sint rangs 2
Ethernet IEEE 802.3 v
Copy Paste
OTop
>
Copper Cross-Over
= E! P3 i g —~ & = A o : 6 p. =
L - [m} X
Physical  Config  CLI Attributes
10S Command Line Interface
ST(contio- D) Fevivaipors crant mavive vian 1 =
Sl{config-if)gint £0/24
S1(config-if)#switchport mode trunk J
S1(config-1£)sswitehport trunk navive vian 1
Sl{config-if)$int range fa0/2, fa0/4, fa0/€-23, gl/1-2
interface range not validated - command rejected ‘
Sliconfiq) #int range fa0/2, fa0/4-23, gi/i-a
interface range not validated - command rejected
S1(sontig) it zange f20/2, £a0/423, gl/12 2
-
S1icontig)sine ange £a0/2, £20/4-23, gl/l-2
interface range not validated - command rejected
S1(config)$int range ? q
Sthernet =22 802.3 R
FastEthernet FastEthernet IEEE 802.3 -
Gigabitsshernet 202.32
Vien
S1l(config)$int range fa0/1-2, fa0/4, fa0/€-24, gl/1-2
interfaca range not validated - comand rejected
Sl{config)#int range £a0/2 , f£a0/4 , f£a0/5-23 , gl/l-2 L
interface range not validated - command rejected
S1(conig)fims range f20/2, £a0/4, £a0/5-23, gi/1-2
interface range not validated - command rejected
Sl{config)#int range £a0/5-23, gl/l-2
Zance o valideved = command zeiecsd
51 (config) ¢int range fa0/2, fa0/4, £a0/5-23, g0/1-2
k1 (config-if-range) #swit
L. (contig-1t_range) ssvizchport mo
1 (config-if-range) $switchport mode acc|
ange) sowtochport made access
Sl({config-if-range)$# v
Copy Paste
O
>
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7 R ~
Vien Vlen interface
Sl(config)#int range fa0/l-2, fa0/4, fa0/€-24, gl/1-2
interface range not validated - command rejected
S1(config)#int range £a0/2 , £a0/4 , £a0/5-23 , gl/1-2
interface range not validated - command rejected
Sl(config)#int range fa0/2, fa0/4, £a0/5-23, gl/1-2
interface range not validated - command rejected
S1(config)#int range £a0/5-23, gl/l-2
interface range not validated - command rejected
Sl(config)#int range £a0/2, £a0/4, £a0/5-23, g0/1-2
S1(config-if-range)$swit
S1(config-if-range) #switchport mo
S1(config-if-range)#switchport mode acc
S1{config-if-range)¢switchport mode access
ST(con: Tange) Fint
S1(config-if)gswit
S1(config-if) #switchpors mode
51(config-if)$switchport mode ace
S1(config-if)#switchport mode access
S1(config-if)gswitchport access vlan 30
S1(config-if)#int range £a0/2, fa0/4, £a0/5-23, g0/1-2|
51(config-if-range) $shut
S1(config-if-range) $shutdown
SLINK-S-CHANGED: Interface FastZthernet0/2, changed state to administratively down
SLINK-S-CHANGED: Interface FastIthernet(/4, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/S, changed state to administratively down
SLINK-S-CHANGED: Inverface FastIthernet(/€, changed state to administratively down Y
<
= Copy Paste
Time: 02:13:42 | [Power Cycle Devices|[Fast Forwar]
Otop

Copper Cross-Over

Physical Config cu Attributes

il

10S Command Line Interface

User Access Verification
Password:

S3ven
Password:
S3gconf ter

S3gconf terminal
Znter £: <

one per line.
[53 (contig) #vian 30

End with CNTL/Z.

53 (config-vlan) ¢name
53 (config-vlan)$vlan
S3 (config-vlan) $name
53 (config-vlan) $vlan
S3 (config-vlan) ¢name

Administracion
40

Mercadeo

200
Mantenimiento

TTCCHTTY-UISNT¥ENTT
S3(config) ¢vlan 30
S3(config-vlan)gexit

S3(config-if) ¢
$LINK-5-CHANGED

$LINEPROT( 2

Interface Vlan30,

S3(config) ¢int vlan 30

changed state to up

Line tocol on T

V1an30, changed state to up

S3(config-if)#ip add 192.1€8.30.3 255.255.255.0
S3(config-if)¢no shut
S3(config-if)$no shutdown

S3(config-if) gexit
S3(config) ¢ip def

Copy

Paste
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Tcontig) #vian 30 = 1
S3(config-vlan) fexit —

$2(cenfig)#int vlan 30
S3(config-if) g x

SLINK-5-CHANGED: Interface Vlan30, changed state to up

SLINEPROTO-5-UPDOWN: Line protocel on Interface Vlan30, changed state to up

Q

fa(config-if)gip add 192.168.30.3 255.255.255.0
3 tconfig-if) no shut

3 tconfig-if) #no shutdown

F3 (config-1f) gexic

3 iconsigisip des

3 (config) #ip default-gateway 152.1€8.30.1
F2iconsig) #int £a0/3

F3 (config-if) swic B
3 (config-if) gswitchpors m

3 (config-if) #switchport mode tr

3 tconfig-if) #switchport mode trunk

F3 tconfig-1f) 8switchport trunk native vlan 1
fa(config-if)gint range fao/1-2, fa0/4-24, go/1-2
3 (config-if-range) tswit

F3 (congig-if-range) ¢switchport mod

F3 tconfig-iz-range) #switchport mode ace

F3 (config-if-range) ¢switchport mode access

T T
S3 (config-if) #swit

§3 (config-if) #switchport ac
53 (config-if)#switchport mode
S3 (config-if) gswitchport mode add v j

Copy Paste

Time: 02:

tealtime

Copper Cross-Over

Logical 13:30:00

—l Physical  Config  CLI  Attributes

108 Command Line Interface

53 (config-if-range) #switchport mod [
3 (config-if-range)#switchport mode acc
53 (config-if-range) #switchport mode access x
53 (config-if-range)#int £a0/1
3 (config-if) gswit
§3 (config-if) #switchport ac
53 (config-if) #switchport mode
53 (config-if) gswitchport mode add
3 (config-if) #switchport mode ac )
§3 (config-if) #switchport mode access
53 (config-if) #switchport access vlan 40
53 (config-if) gint ra

ToRIIgoII)Pint Tangs IaU/T, TEU/E . S0/ T .
3 (config-if-range) #shut
3 (config-if-range) #shutdown

O

$LINE-3-CEANGED: Interface FastEthernetd/2, changed state to administrasively down

[35: = &=} 1

changed state to administratively down

$LINE-3-CEANGED: Interface FastEthernetd/S, changed state to administrasively down

[35: = &=} €

changed state to administratively down

$LINE-3-CEANGED: Interface FastEthernetd/7, changed state to administrasively down

sLT i = 8, changed state to administratively dewn
SLINK-S-CHANGED: Interface FastEvhernes0/3, changed state to administrasively down . __E
< J &)
— Copy Paste
ek lealtime
< >
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Rlfconf term ~
Enter configuration commands, one per line. End with CNTL/Z. x
L Aginc 5070 20

R1(config-subif) #descri
R1 (config-subif) #¢description Ac Q
R1(config-subif) #description Acc

21 (config-subif) #description Accounting LAN
R1(config-subif) fencaps

R1(config-subif) ¢encapsulation dotlqg 30
R1(config-subif)$ip add 152.1€8.30.1 255.255.255.0 .
R1(config-subif)#no description Accounting LAN ey
R1(config-subif) ¢description Administracion LAN

R1(config-subif)#int g0/0.40
21 (config-subif) ¢description Mercadeo LAN =
R1(config-subif) fencap

R1(config-subif) gencapsulation do

21 (config-subif) gencapsulation dotlQ 40
R1(config-subif)$192.1€8.40.1 255.255.255.0

3 Invalid input detected at '~' marker.

R1(config-subif)$ip add 192.1€8.40.1 255.255.255.0
R1(config-subif)#int g0/0.200

R1(config-subif) #description Mantenimiento LAN
R1(config-subif) ¢encapsulation dotlQ 200
R1(config-subif)$ip add 152.1€8.200.1 255.255.255
R1(config-subif) #int g0/0

R1(config-if)$no shut

e R1(config-if)gno shutdown

Time: 02:56:13 | [power cyde Devices]Fast /¢

Copy Paste Itime
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e Building configuraticn

,r, Current configurarion @ 2224 bytes 5

EQNCurQiTU. 2eCi 1

e | e
> .’-\ﬁﬂ. } 07 4 copy Paste
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5. Asignar direcciones IP a los Switches acorde a los lineamientos.
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Q
@

Back [Root] INew Cluster| [viove Gbject] Set Tiied Background Viewport Environment: 01:30:00

105 Command Line Interface:

~
interface GigabitZchernes0/l
switehport mode access
shutdovn
= interface GigabitZchernes0/2
% switchport mode access
o musdom %
interface Vlanl
no ip address IS
shuzdevn -
fo ! | I =
2960}24TT mac-address 000d.bdas.0001 ol
ip address 152.168.30.2 285.255.255.0
p default-gatevay 152.1€3.30.1
g banner ot ~Cinauthorised Aocess is Prohibited!isC
PC-PT '
PC-A '
line con 0
—-More—- v
< Copy. Paste 22
Time: 05:35:30 | [Pomer Cyce Devies| Fast Forward Time| Realtime
O e
>
Copper Cross-Over
] g & p P =

®s3 - o X =
I Physica Config CLI  Attributes e
105 Command Line Interface X
Svitohpore meds access ~
shutdown Q
inverface GigabitEcherneso/l
e ® -
%7 E—
1441 interface GigsbitZthernet0/2 %
switehport mede access
shutdown
" &
interface Vianl
no ip address
shusasim [
TTmI0
mac-address 000c.85bc.3301
ip sddress 152.168.30.3 255.255.255.0
o defsulc-gateway 152.162.30.1
pC-PT banner motd ~CUnauchorized Access is Prohibited!!~C
PC-A -
% line con 0
[ password 7 spoale
Time: 05:33:20 | [power cyce Devices][Fest Forward Time| legin v Realtime
copy Paste
<
>

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
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physical  Config  CLI  Attributes

10S Command Line Interface
W -

interface FastZthernet0/18
switchport mode access
shutdown

'

interface FastZthernet0/1S
switchport mode access
shutdown

i

interface FastZthernes0/20
switchport mode access
shutdown

:

interface FastEthernet(/2Zl
switchport mode access
shutdown

:

interface FastZthernet(/
switchport mode access
shutdown

|

interface FastZthernet0/23
switchport mode access
shutdown

i

interface FastZthernes0 /24
switchport mode trunmk

i

interface GigabitEthernes0/1
switchport mode access
shutdown

:

interface GigabitEthernet0/2
switchport mode access i
shutdown

T w

Copy Paste

e

A

E
[

¥ 53 - o X

105 Command Line Interface

™  bhysial | Config | CUI | Attributes
|
q

nterface FastEthernet/17
switchport mode access
shutdown .

—_

nterface FastEthernetd/18
switchpors mode access
shutdown x

nterface FastEthernet0/13
switchport mode access
shutdown

nterface FastEthernetd/20 @® -
switchport mode access
shuzdown

nterface FastEthernet0/21
switchport mode access
shutdown L.

nterface FastEthernes0/22
switchport mode access
shutdown

nterface FastEthernet0/23
switchpert mode access
shurdown

nterface FastEthernet0/Z4
switchport mode access
shusdown

nterface GigabitEthernst0/l ¥, )
J LL
>

e | shutdown
'

. ciqabise . © Realtime
i Zigabi 2

Copy Paste

O7op

4
4

7. Implement DHCP and NAT for IPv4, configurar R1 como servidor DHCP para las VLANs 30y
40. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.
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Logical Back INew Cluster| Iave Obiect Set Tiled Viewnort. 11:30:

WiLEJ ® Ri

Physical Config CL Attributes

— o X

In:epr]:t-rpc 10S Command Line Interface

=

&

194!
22 Server-PT

Unauthorized Access is Prohibited!
Web Server

User Access Verification

Password:

Rlven
Password:
Rlgconf term
Rlfconf terminal
Enter configuration commands, one per line.
Rl(config) $ip dh
R1(config) #ip dhep excl
Rl(config)#ip dhcp excluded-address 192.168.30.
Rl(config) #ip dhep excluded-address 192.1€8.40.1 19
Rl(config)#no ip dhcp excluded-address 192.1€8.30.1 152.1€8.
R1(config) #no ip dhcp excluded-address 152.1€8.40.1 152.1€8.
Rl (config) #1ip dhcp excluded-address 152.1€8.30.

fig)$ip dhcp excluded-address 192_168.40.

d with CNTL/Z.

.20

R1({confi
Rl(config)§|

Copy

Paste

Copper Cross-Over

]
®]
»

Name:

Configurar DHCP pool para VLAN 30 ADMINISTRACION
DNS-Server:

10.10.10.11

Domain-Name: ccna-
unad.com Establecer default
gateway.

[New Clusterl Ivove Obiect| ‘Set Tiled Backaround Viewport
® g

Q Physill  Config  CLL | Atributes

PT

Environment:

1941
Rl(config)#ip dhep excluded-address 152.168.30.1 192.1€3.30.30 L
Rl(config)#ip dhep excluded-address 152.168.40.1 152.1€3.40.30

e e 105 Command Line Interface 1=
e 7
Paseword: X
Rltcont term
Rltcon terminal
ServerPT Enter configuration commands, cne per line. End with CNTL/Z. Q
Web Server Rl(config)sip dn
Rl(config) #ip dhcp excl
Rl(config)#ip dhcp excluded-address 192.1€8.30.1 192.1€8.30.20 . 1
i Rl(config)#ip dhcp excluded-address 152.1€8.40.1 192.163.40.20
Rl(config)#no ip dhcp excluded-address 152.1¢3.30.1 152.169.30.20
Rl{config)#no ip dhcp excluded-address 192.163.40.1 192.1€8.40.20 %

Rl {conig) fip dhe &
: 20 iconzigiain an
= —— g RL(contig) $1p dacp pool ADMINISTRACTON 3
RL(dhep-contig) $ans sezver 10.10.10.11 =
4 b
295042417 . Gl R1{dhcp-config) $domain-name ccna-unad.com
S Invalid inpus devected av '~ mazker.
RL(dhep-contig) tdes
RL(dhop-contig) tdefauls-rouser 152.168.30.1
b4 g DSLHOL 2.2 o
= — 2L s ¥ 152 168 300 2 C
" roc RI(ahcp-contig) ¢
Copy Paste
Time: 04:53:37 | [power cyde Devices][Fest Forward Time| —‘ Ot me
_‘!DD[Z| Xl 755 vAl|v4
7 / e ©
“
< >
Copper Cross-Over
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Name: MERCADEO
Configurar DHCP pool para VLAN 40 DNS-Server: 10.10.10.11
Domain-Name: ccna-
unad.com Establecer default
gateway.

Back [Root] INew Cluster| [Miove Object| Set Tiled Background Viewport Environment: 21:00:00
~

pdPT
Interget .
B R - o X x
=

Physical  Config  CUI  Attributes

194
10 Command Line Interface
Rl(config)#ip dhcp excluded-address 152.1€8.40.1 152.1€8.40.20 7 ® -

Rl(config)#no ip dhcp excluded-address 192.1€8.30.1 192.168.30.20
Rl(config)$no ip dhcp excluded-address 192.1€8.40.1 152
Rl(config) #ip dhcp excluded-address 152.1€8.30.1 152.1€8.30.30

R1(config)#ip dhcp excluded-address 152.168.40.1 152.13.40.30 .
Rl(config)#ip dhc
Rl(config)#ip dhcp po n
Rl(config)#ip dhcp pool ADMINISTRACION L
R1(dhcp-config) ¢dns-server 10.10.10.11

===== |Rl(dhcp-config) ¢domain-name com {
& &
2960f24TT .
% Invalid input detected at '~' marker
Rl (dhcp-config) ¢def
Rl(dhcp-config) ¢default-router 152.1€8.30.

R1 (dhcp-config) ¢network 152.1€8.30.0 255, zss 255.0

1441

‘ [RI(dhcp-config) #ip dhcp Pool MERCADEO
PC-PT 21 (dhcp-config) ¢dns-server 10.10.10.11
PC-A 21 (dhep: ) -com

% Invalid input detected at '~' marker

21 (dhcp-config) #defaulv-router 192.1€8.40.1

21 (dncp-config) tnecwork 152.163.40.0 255.255.255.0
hx Tahcpconfigit vl L __ Realtime
< 5 Copy Paste
- <
O 7op >
=] g C @ R q =

. T 'm
ar Attributes

Physical  Confi
_ogical Back [Root] INew Cluster 9 o
10S Command Line Interface
~
|
———
Server-PT Unauthorized Access is Prohibited! Q
Web Server
User Access Verification
- p (4]
l"“-,,—~ L ’-'. Password:
1441 29 R2>en %
Password: -
R2gconf term 3
Enter configuration commands, one per line. End with CNTL/Z. =
R2 (config) guser webuser privilege 15 secret ciscol2345
J—— R2{config) #ip http server )
2960f24TT - &
296Q241T % Invalid input detected at '~' marker
R2 (config) #ip nat inside source static 10.10.10.10 209.1€5.200.229%
R2 (config) #int g0/0
R2 (config-if) #ip nat ou
R2 (config-if) #ip nat outside
= e R2(config-if) #int g0/1
PC-A PC-C R2 (config-if) #ip nat inside
R2 (config-if) 4| v =
(7
Copy Paste 0=
Time: 05:13:09 | [Power Cyde Devices| Fasx Forward Time e
[ - Oop
<
z Al 2|5z A

Copper Cross-Over

9. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o
permitir trafico desde R1 o R3 hacia R2.
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Physical  Config  CUL | Attributes

105 Command Line Interface —

Unauthorized Access is Prohibited!

User Access Verification

Passuozd: <
o
L R2ven
1941 Passvord: i
E R3 R22 .
R22 B
R2¢
R2#ip access-1i &

nEiq)2ip a
onfig) #ip access-list so

- c R2#ip access-list standard ADMIN-MERC

2960k24TT 2960f24TT % Invalid input devected at '~' marker. &
R2gcont term
Enter configuration commands, one per line. ZInd with CNTL/Z.

. : onfig)#ip access-1ist standard ADMIN-MANT
PCPT PCPT onfig-std-nacl) permic host 172.31.21.1
PC-A pC-C al v
Copy Paste
<
Time: 06:11:52 I Ew«cydebe«n:es [Fast Forward Time | e
= O

Copper Cross-Over

7 D) o ESP

11:02 p. m.
26/05/2018

PRI

{ X - o x

Lo B 30:00

Physical  Config ~ CLI  Attributes A
Physical  Cont O Attributes
h‘ i i 5 10S Command Line Interface
i 105 Command Line Interface 7

R2ven
Password

Unauthorized Access is Prohibited!! R2#ip access-list scandard ADMIN-MERC

User Access Verification % Invalid input detected at '~' marker.
Password: R2gcont term

Enter configuration commands, cne per line. End with CNTL/Z.
R3ven R2(config) #ip ace

=
ip access-1i Q
X

10. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

VT hesaz iz

R2 (config-std-nacl)?

vassuczd, R2(config) #ip access-list st

R3gshow ip int brief R2(config) #ip access-list standard ADMIN-MANT B
Interface I5-Address OK? Method Status B e e 21

GigabitSthernes0/0  unassigned S unset admini ively dowi |52 (oones g

GigabitZtherneso/l  unassigned YES unsec administravively dowl | || gorecognised comeand i
Serial0/0/0 unassigned YES unset 1y do et o o &<
Serialo/o/1 172.31.23.2  YES manual up e i

Zoopbacks; 192168, 421 YES manuel up. R2 (config-std-nacl) #denied?

Loopbacks 152.1€6.5.1  YES manual up ¥ Oareioamised oseia

Loopbacke 152.1€6.6.1  YES manual up A DT

Vlanl unassigned YES unset administratively dowl |G-

32

(o2

faltime

Copper Cross-Over
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- ®R3 - o X
Logical Back Root] INew Cluster]
> Physcal | Config  CLI  Atiributes :
_} L2558 Q 105 Command Line Interface
pdpT A
il b Unsuthorized Access is Prohibited!!
User Access Verification
f— ~
¢ Password:
5 Server-PT
R2 7 >
Web Server Ry
Password:
R3gshow ip inc brief v
= Interzace Tp-pddress OK? Method Status Protocel
[ 5 GigabicEcherneso/0  unassigned adminiscracively dovn down |
1387 1941 GigabitZthernetd/l unassigned administratively down down 09
R3 Serial0/0/0 nabaigred i et Eatival y)dowi - dim
Serialo/o/1 172.31.23.2 up wp
Loopbackd 1s2.1€8.4.1 w up
Loopbacks 152.1€8.5.1 wp up
= g Loopbacke 1s2.1€s.€.1 up up
Vianl unassigned YES unset administratively dewn down
2960§24TT 2960§24TT R3gconf term
Enter configuration commands, one per line. End with CNTL/Z.
3lconsios
3 (config) faccess-1ist 101 permit tep any any
R3(config) faccess-list 101 permit icmp any any
[ereereTst v
F A F 7
PC-PT PC-PT Copy Paste
PC-A PC-C
[ <
< >
Z
7 Copper Cross-Over

Physcal  Config  CUL | Attrbutes ~
g 10S Command Line Interface
Gl _ >
e WA Bress RETURN to get starsed =l
b1 X
194! Q
R2 Serl
Web
=zl -
¥ 4 1941 3
1441 ]
R3 Unauthorized Access is Prohibited!
User Access Verificavion B
o _ E Passvord:
2960f24TT 2960f24TT Sosen L
Passvord
R22cens termi
Znter configurstion commands, one per line. Snd with CNIL/Z.
22 (config) sace
R2(config) gacc
= ==, 22 (config)saccessoiis 101 peres Sny Dost 205 165300255 g e
PCPT: PR ERIEETn E e - ~ . v
PC-A pc-c
Copy Paste
J’J‘
<
Time: 06:40:50 | [pomer Cyde Devices|[Fast Forward ime| O laltime
5 | = —
dIuFwe A SRS
i SIS ©
<
< >
Copper Cross Over
=) 1 ® O P =

11. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers mediante el
uso de Ping y Traceroute.

CUT

&
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Physcal  Config LI | Attributes
10 Command Line Interface Viewport Environment: 03:30:00
el ~

Risping 172.31.23.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.1, timeout is 2 seconds:

Success rate is 100 percent (5/5),

round-trip min/avg/max = 1/6/30 ms

R12ping 172.31.21.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2 seconds:

e
Success rate is 100 percent (5/§), round-trip min/avg/max = 1/5/22 ms @

Ri¢ping 10.10.10.1
3
\

Type escape sequence to abort.

Sending §, l00-byte ICMP EZchos to 10.10.10.1, timecut is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/€/22 ms B
L

Rlzping 205.1€5.200.225

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.1€5.200.225, timecut is 2 seconds:

(5/5), round-trip min/avg/max = 1/15/51 ms

Success rate is 100 percent

Rlgcracercute 209.1€5.200.225
Type escape sequence to abort. v

Copy. Paste

<

nme:sx:zs:sal o| [17op

3;‘3-}.. } = /,,/ VZ

Copper Cross-Over

Logical Back [Root] INew Cluster| [Vove Object] Set Tled Background Viewport Environment: 10:30:00
A
R
14
\ - O X =
Physical  Config  CLI  Attributes
105 Command Line Interface x
R2¢ping 192.168.30.1 ~ Q
IType escape sequence to abore
il e R )
e Lasy
{ ¢ﬁ success rate is 100 percent (5/5), round-trip min/avg/mgx = 1/5/22 ms
»
a1 R22ping 192.1€8.40.1 .
[Type escape sequence to aborc
sending 5, 100-byte ICMP Echos to 192.168.40.1, timeout [is 2 seconds =
success rate is 100 percent (5/5), round-trip min/avg/mgx = 1/€/22 ms i
2960f24TT] b=
R2¢ping 192.1€2.200.1
fType escape sequence o aborc.
g sending 5, 100-byte ICMP Echos to 192.1€5.200.1, vimeouj is 2 seconds:
i
2 success rate is 100 percent (5/5), round-trip min/avg/mgx = 1/1/3 ms
PC-PT
PC-A R2#traceroute 192.1€3.200.1
frvpe escape sequence to abore.
ITracing the route to 152.1€8.200.1
< 1 172.31.21.1 0 msec 4 msec O msec
ez v
Copy Paste
Ovop >
Copper Cross-Over
2 ) o -
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Logical

1AM

<

C box\DIPLOMAD Routing = o
o S + - 3
B R - o X
Back [Root] iew Cluster]
Physicl  Config  CU  Attrbutes 3
10S Command Line Interface -
v v Sending T, [00-Eyte TGMF ToRos To 192.165.30.1, timesat = 2 secondst ~1 | Bl
Interfet PC o P
Success rate is 100 percent (5/3), round-trip min/avg/msk = 2/12/50 ms X
.’;,.’ —_ R3gping 152.1€2.40.1
194! oy Type escape sequence to abort k
R2 5% -] £ & >
Web Server ??r:cf?nq S, 100-byte ICMP Echos to 192.1€8.40.1, timeout ks 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/mek = 2/7/24 ms b -
g [R3¢ping 152.1€8.200.1 -
1441 1948 ™
R3 Type escape sequence to abort.
Sending 5, 100-byte ICHMP Zchos to 152.168.200.1, timeout|is 2 seconds:
Success rate is 100 percent (5/3), round-trip min/avg/mak = 2/14/€3 ms
R3gcraceroute 152.168.40.1
Type escape sequence to abort.
Tracing the route to 152.168.40.1
1 172.31.23.1 O msec  lmsec 0 msec
2 172.31.21.1  1msec 2 msec 1 msec
Lot v
Copy Paste
O 7op a
Time: 31:30:59 | [Power Cyde Devices| Fast Forward Time|
Realtime
va|l@l4l” A
<

IIdmfwe
C_———

Copper Cross-Over
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CONCLUSIONES

e Gracias al desarrollo de la prueba de habilidades se logré profundizar en los respectivos
conocimientos y conceptos que se adquirieron duran te el Diplomado en Redes CISCO CCNA
(Routing & Switching).

e La plataforma Cisco Packet Tracer proporciona diversas herramientas que sirven para simular
los diferentes escenarios propuestos en los laboratorios, cabe destacar que se presentaron
inconvenientes en las diversas pruebas de laboratorio donde se generaban errores de conexion
y/o de envio de paquetes entre dispositivos, se revisaba la configuracién que exigia el ejercicio
pero todo estaba de acuerdo a lo propuesto, gracias a una breve investigacién en la Wiki de
Cisco encontramos que estos errores depende de las versiones o actualizaciones de la
plataforma, para ello se hicieron pruebas con diferentes versiones y se procedia a simular la
misma configuracion en las diferentes versiones de la plataforma, en versiones anteriores corrio
sin ningun problema, en versiones posteriores presento error.

e Para realizar las configuraciones de los diferentes dispositivos es indispensable conocer los
comandos mas relevantes de otra forma es complejo tratar de desarrollar la guia propuesta en
esta prueba de habilidades.

e Es importante que se anexe a la prueba de habilidades una sesidén con configuracion en IPv6,
ya que hoy en dia se debe migrar a este protocolo, porque las direcciones publicas en IPv4
estan practicamente agotadas.
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