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INTRODUCCION

En el presente informe se ponen en préactica los conceptos y conocimientos
adquiridos del contenido de CCNA1 Y CCNA 2.

En el primer escenario se configuran VLANS en los switches, se asignan los puertos
de acceso correspondientes y se deshabilitan todas las interfaces que no se utilizan,
ademas se configura el direccionamiento ip correspondiente de los Routers,
switches y equipos de la red, se habilita el routing a través del protocolo RIPv2 , se
crean listas de acceso para permitir una red especifica y se realiza NAT con
sobrecarga para que los equipos de la red tengan salida a internet, también se
genera direccionamiento DHCP ipv4 e ipv6.

En el segundo escenario se tiene una red con tres sucursales, es necesario
interconectar los routers entre si y para esto se configura direccionamiento IP
correspondiente, se deshabilitan puertos no utilizados, los routers se comunican
entre si, a través del protocolo OSPFv2, también se establecen anchos de banda y
métricas para los enlaces seriales, se genera direccionamiento DHCP ipv4 con
pools de direcciones reservadas, el router central se configura con NAT para permitir
qgue los equipos de la red tengan salida a internet y en los routers adyacentes se
crean listas de acceso para permitir y bloquear trafico especifico.



Escenario 1
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PC-PT Laptop-PT

Laptop-PT
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pres=rpow 8 )
PC-PT

Server-PT

PC1 L aptopo Laptopl taaziooz;;.-r t:zttgﬁé? O Server0
Tabla de direccionamiento
El . - Méascara Gateway
administrador | INterfaces | Direccion IP de predetermin
subred ado
ISP S0/0/0 200.123.211.1 | 255.255.255.0 N/D
Se0/0/0 200.123.211.2| 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 | N/D
Se0/1/1 10.0.0.5 255.255.255.252 | N/D
Fa0/0,100 192.168.20.1 | 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 | 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 | N/D
Se0/0/1 10.0.0.9 255.255.255.252 | N/D




192.168.30.1 | 255.255.255.0 N/D
=3 Fao/0 2001:db8:130: | /64 N/D
:9C0:80F:301
Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 | N/D
SW2 VLAN 100 N/D N/D N/D
VLAN 200 N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla de asignacién de VLAN y de puertos
Dispositiv | VLAN Nombre Interfaz
0
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESKTOPS Fa0/4-5
SW3 1 - Todas las interfaces
Tabla de enlaces troncales
Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100

Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar
NAT, servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la
configuracion de direcciones IP, las VLAN, los enlaces troncales y las
subinterfaces. Todas las pruebas de alcance deben realizarse a travées de
ping Unicamente.




Descripcion de las actividades
SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir con la tabla 1.

Creacion de VLANS en S2 y asignaciéon de puertos: se configura la vlan 100 y
200 de acuerdo a la tabla de VLANS de la siguiente manera:

S2>en

S2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S2(config)#vlan 100

S2(config-vlan)#name LAPTOPS
S2(config-vlan)#exit

S2(config)#vlan 200

S2(config-vlan)#name DESKTOPS
S2(config-vlan)#exit

S2(config)#interface range fa0/2 - 3
S2(config-if-range)# switchport mode trunk
S2(config-if-range)#switchport trunk native vian 100
S2(config-if-range)#no shutdown
S2(config-if-range)#exit

S2(config)#interface range fa0/4 — 5
S2(config-if-range)#port access vlan 200
S2(config-if-range)#no shutdown
S2(config-if-range)#exit

Asignacion de enlace troncal en fa0/1

Se habilita el Puerto faO/1 como troncal para que permita la transmisién de datos de
las VLANS

S2(config)#interface fa0/1

S2(config-if)#switchport mode trunk



105 Command Line Interface

Fal/3 1,100,200 ~
S2gshow wvlan
Status Ports
1 defaultc actiwve Fad/€, Fal/7,
FaO/8, Fad/s
Fad/s10, Fadf11,
Fal/12, Fal/l3
Fad/1l4, Fad/ls,
Fal/le, Fal/s17
Fads1l8, Fadsls,
Fad/s20, Fal/2l
FaOs22, Fadf23,
Fal/24, Gigl/1
Gigo/2
100 LAPTOPS actiwve
200 DESETOPS active FaOs4, Fald/5
1002 fddi-default active
1003 token-ring-default actiwve
1004 fddinet-default active
1005 trnet-default actiwve
VLAW Type SZID MTU Parent RingMo BridgeMNo S5tp BrdghMode
Transl Trans2 oo
Ctrl+F6 to exit CLI focus Copy Paste
llustracion 1
105 Command Line Interface
__________________________________________ -
S2#
52¢
S2#
52%
SZ¢show interface trunk
Port Hode Encapsulation Status Native wlan
Fal/1 on 802 .1g trunking 1
Fal/2 on 202.1lg trunking 1ad
Fal/3 on 202.1g trunking 100
Dort Vlans allowed on trunk
Fal/1 1-1005
Fal/2 1-100%
Fal/3 1-1005
Port Wlans allowed and active in management domain
Fal/1
Fail/2
Fal/3
Dort
pruned
Fao/1
Fal/2
Fal/2 1,100,200
sz v

llustracion 2

e Los puertos de red que no se utilizan se deben deshabilitar.
Se deshabilita el rango de puertos del S2 que no se utilizan:

S2(config)#interface range fa0/6 - 22, g0/1 - 2
S2(config-if-range)#shutdown



e Lainformacién de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

Configuracién direccionamiento de R1, R2 Y R3
Configuracién ISP

Se configura y habilita la interfaz Loopback 0 del router ISP para utilizarlo como
conexion de internet.

ISP(config)#interface 100

ISP (config-if)#
%LINK-5-CHANGED: Interface LoopbackO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state
to up

ISP(config-if)#ip address 192.31.7.1 255.255.255.0
ISP (config-if)y#no shutdown

ISP(config-if)#end

Configuracién IP R1, R2 Y R3: Se configuran y habilitan las interfaces de los
routers de acuerdo a la tabla de direccionamiento.

R1:

R1(config)#interface s0/0/0
R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#

R1(config-if)#exit

R1(config)#interface s0/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R1(config-if)#exit

R1(config)#inetrface s0/1/1

R1(config)#interface s0/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down



R2:

R2(config)#interface s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
R2(config-if)#exit

R2(config)#interface s0/0/

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changedstate to up

R2(config)#interface s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

R2(config)#interface fa0/0.100
R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#interface fa0/0.200
R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#exit

R2(config)#interface fa0/0

R2(config-if)#no shutdown

R3

R3>en

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#unicast routing-ipv6

R3(config)#ipv6 unicast-routing

R3(config)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console
R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.



R3(config)#interface fa0/0
R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64

R3(config-if)#no shutdown

R3(config)#interface s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
R3(config-if)#interface s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changedstate to up

R3(config-if)#ip address 10.0.0.10 255.255.255.252

R3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed

State to up

R3#Show run
ISP
ISPg#show ip interface brief
Interface IP-Address COE? Method Status
Protocol
FastEthernetl/0 unassigned YES unset
administratively down down
FastEthernetl/1 unassigned YES unset
administratively down down
Seriald/sO0s0 200.123.211.1 YES manual up
ug
Serialld/ors1 unassigned YES unset
administratively down down
Loopbackd 152 _.321.7.1 YES manual up
ug
Wlanl unassigned YES unset
administratively down down

' llustracion 3
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BEl=en
Rlgshow ip interface brief

Interface IF-Lddress OE? Method Status
Protocol

FastEthernetl,/0 unassigned YES unset
administratively down down

FastEthernet(l/1 unassigned YES unset
administratively down down

Seriald o/ 0 200.123_.211 .2 YES manual up
up

Seriald 0s1 unassigned YES unset
administratively down down

Serialdsls0 la.0.0.1 YES manual up
up

Serialidfls1 1la.0.0.5 YES manual up
up

Vlianl unassigned YES unset

administratively down down
llustracion 4

B2fshow ip interface brief

Interface IP-Rddress OF? Method Status
Protocol

FastEthernetd,/0 unassigned YES unset up
up

FastEthernetd,/0_100 152 . 1€28_.20.1 YES manual up
up

FastEthernetl,/0_200 152 123 _21.1 YES manual up
up

FastEthernetl/1 unassigned YES unset
administratively down down

Seriald/ 0 0 1a.0.0_.2 YES manual up
up

Seriald/sofl 1la.0.0.%5 YES manual up
up

Vlanl unassigned YES unset

administratively down down

moaal

llustracion 5
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Ei=en
BE3fshow ip interface brief
Interface IP-RAddress OE? Method Status
Protocol
FastEthernetl/0 152 _168_.30.1 ¥ES manual up
ug
FastEthernetl/1 unassigned YES unset
administratively down down
Serial0y/O0/0 10.0.0.& ¥ES manual up
ug
Serial0yjo/1 1a.0.0.10a YES manual up
ug
Vlanl unassigned ¥YES unset
adr?nistratively down down

llustracion 6

e Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop3l, PC30y PC31
deben obtener informaciéon IPv4 del servidor DHCP.
IF Configuration

(®) DHCP (O static

IF Address 192.168.21.2

Subnet Mask 255.255.255.0

Default Gateway 192.1658.21.1

DMS Server 200,123, 211.1
llustracion 7

e R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4
publica. Asegurese de que todos los terminales pueden comunicarse
con Internet publica (haga ping a la direccion ISP) y la lista de acceso
estandar se llama INSIDE-DEVS.

Creacion de ACL:

Mediante el comando Access-list en configuracién global se crea una lista de control de
acceso nombrada para que permita una red especifica con su respectiva Wildcard.

R1(config)#ip access-list standard INSIDE-DEVS
R1(config-std-nacl)#permit 192.168.20.0 0.0.1.255

R1(config-std-nacl)#end

Configuracién NAT Overload

La NAT con sobrecarga permite utilizar una dnica direccién IP puablica para dar salida a
internet a los equipos de la red a través de varios puertos.

R1(config)#nat inside source list 1 interface serial 0/0/0 overload
R1(config)#interface s0/1/0

12



R2(config-if)#ip nat inside
R1(config)#interface s0/0/0
R2(config-if)#ip nat outside

e R1 debe tener una ruta estatica predeterminada al ISP que se
configurd yque incluye esa ruta en el dominio RIPv2.
Configuracion de protocolo RIPv2 en R1 y ruta estética

La ruta estética se crea como Gateway de ultimo recurso para que todos los paquetes de
los que no se conozca su destino salgan a través de una interfaz especifica o el siguiente
salto.

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.1

R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#network 200.123.211.0
R1(config-router)#network 10.0.0.1

R1(config-router)#network 10.0.0.5

R1(config-router)#end

Rlgshow ip route
Codes: C - connected, 5 - static, I - IGRP, B - RIP, M - mobkile,

B - BGP

I - EIGRP, EX - EIGRP external, © - OSPF, IZ - OSFF inter
area

N1 - OS5PF NS55R extermal type 1, N2 - OS5PF NS55R external
type 2

El - OS5PF external type 1, EZ - O5PF external type 2, E -
EGE

i - I5-I5, Ll - IS-I5 lewvel-l, L2 - IS-IS lewel-2Z, ia -
I5-I5 inter area

* — candidate default, U - per—user static route, o — CODR

P - periodic downloaded static route

Gateway of last resort is mot set

10.0.0.0/30 is subnetted, 3 subnets

c 10.0.0.0 is directly connected, Serialds1/0

c 10.0.0.4 is directly connected, Seriald/f1/1

=) lo.0.0.8 [120/1]1 wia 10.0.0.2, 00:00:12, Seriald/Ll/ 0

=) 1%2.21.7.0/24 [120/1]1 wia 200.123.211.1, 00:00:08,

Serialld/ 0/0

=) 152.1€8.20.0/24 [120/1] wia 10.0.0.2, 00:00:12, Seriald/l/s0

=) 152.1€8.21.0/24 [120/1] wia 10.0.0.2, 00:00:12, Seriald/l/s0

c 200.123.211.0/24 is directly connected, Serizll/0/ 0
llustracion 8
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e R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

Configuracién de direccionamiento DHCP en R2

Se excluyen las dos primeras direcciones del pool ya que se configuraron en la
interfaz del router y se crean los pool correspondientes a cada red.

R2(config)#ip dhcp excluded-address 192.168.20.1
R2(config)#ip dhcp excluded-address 192.168.21.1
R2(config)#ip dhcp pool fa0/0.100
R2(dhcp-config)#network 192.168.20.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)#dns-server 200.123.211.1
R2(dhcp-config)#exit

R2(config)#ip dhcp pool fa0/0.200
R2(dhcp-config)#network 192.168.21.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.21.1
R2(dhcp-config)#dns-server 200.123.211.1

R2(dhcp-config)#

e R2 debe, ademéas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

Tabla de enrutamiento de R2

Rigshow ip route
Codes: C - connected, 5 - static, I - IGRPF, B - RIF, M - mobile,

B - BGEP

D - EIGRP, EX - EIGRP external, © - O05PF, IL - OS5PF inter
area

N1 - OS5PF M552 external type 1, N2 - O5PF NS55R external
type 2

E1l - O5PF external type 1, EZ - O5PF external type 2, E -
EGE

i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 lewel-2, ia -
IS5-1IS inter area

¥ — pandidate default, U - per-user static route, o - QDR

P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/30 is subnetted, 2 subnets

10.0.0.0 is directly connected, Seriald,d,0

13.0.0.8 is directly connected, Seriald/s0s1
152 .1€8.20.0/24 is directly connected, FastEthernetd/0.100
152 .1€2.21.0/24 is directly connected, FastEthernetd/0.200

aooaonn

llustracion 9
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e La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de
Laptop31, de PC30 y obligacioén de configurados PC31 simultdneas
(dual-stack). Las direcciones se deben configurar mediante DHCP y
DHCPvV6.

e La interfaz FastEthernet 0/0 del R3 también deben tener direcciones
IPv4 e IPv6 configuradas (dual- stack).

Configuracién de direccionamiento IPv4 e IPv6 en R3

Se crean los pools de direccionamiento DHCP para ipv4 e ipv6 excluyendo
la primera direccién para utilizarla en la interfaz del router como Gateway
para la red.
R3(config)#ip dhcp excluded-address 192.168.30.1
R3(config)#ip dhcp pool datos30
R3(dhcp-config)#network 192.168.30.0 255.255.255.0
R3(dhcp-config)#default-router 192.168.30.1
R3(dhcp-config)#dns-server 200.123.211.1
R3(dhcp-config)#exit
R3(config-if)#ipv6 dhcp pool cisco
R3(config-dhcpv6)#prefix-delegation pool cisco
R3(config-dhcpv6)#exit
R3(config)#ipv6 general-prefix cisco 2001:db8:130::9¢0:80f:300/64
R3(config)#ipv6 local pool cisco 2001:db8:130::9¢0:80f:310/40 64
R3(config)#interface fa0/0
R3(config-if)#ipv6 dhcp server cisco
R3(config-if)#end
R3#

e R1, R2y R3 intercambian informacion de routing mediante RIP version 2.
Configuracién de enrutamiento RIPv2 en R1, R2 y R3

Se configura RIPv2 y se especifican las redes que se anunciaran a través de este
protocolo.

R1#conf t

R1(config)#router rip
R1(config-router)#version 2
R1(config-router)#network 200.123.211.0
R1(config-router)#network 10.0.0.1
R1(config-router)#network 10.0.0.5
R1(config-router)#end

R2(config)#router rip
R2(config-router)#version 2
R2(config-router)#no auto-summary

15



R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0
R2(config-router)#network 10.0.0.2
R2(config-router)#network 10.0.0.9
R2(config-router)#end
R3(config)#router rip
R3(config-router)#version 2
R3(config-router)#network 192.168.30.0
R3(config-router)#network 10.0.0.6
R3(config-router)#network 10.0.0.10
R3(config-router)#end

e En las tablas de enrutamiento se pueden verificar las redes adyacentes
agregadas mediante el protocolo RIPv2.

Tabla de enrutamiento R1

Blg¢show ip route A
Codes: T - connected, 5 - static, I - IFEP, B - RIF, M - mobkile,
B - BEP

D - EIGREP, EX - EIGRF external, © - OSPF, IR - OS5FF inter
area

N1 — OQSPF NS554& external type 1, N2 - OS5PF NS55& external
type 2

El1 - OSPF external type 1, EZ - OS5PF external type 2, E -
EGP

i - I5-I5, L1 - I5-IS lewvel-1l, L2 - I5-I5 level-Z, ia -
I5-I5 inter area

¥ — pandidate default, U - per—-user static route, o - ODR

P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/30 is subnetted, 2 subnets

C 10.0.0.0 is directly connected, Seriald/s1/0
c 10.0.0.4 is directly connected, Serialds1/1
=] 10.0.0.8 [120/1] wia 10.0.0_.2, 00:00:1le, Seriald/S1/0
[120/1] wia 10.0.0.€, 00:00:14, Seriald/S1l/1
=] 1%2.31.7.0/24 [120/1] wia 200.123_211.1, 00:00:20,
Serizlo/s0/0
=] 1%2.1e2.20.0/24 [120/1]1 wia 10.0.0.2, 00:00:1%, Seriald/s1l/0
2 192.1€2.21.0/24 [120/1] wia 10.0.0.2, 00:00:16, Seriald/l/0 R

llustracion 10

=3 l0.0.0.8 [120/1] wia 10.0.0.Z, 00:00:11, Serialdys1l/0
[120/1] wia 10.0.0.€, 00:00:13, Seriall/s/1/1

= 1s2_31.7.0/24 [120/1] wia 200.123.211.1, 00:00:20,

Seriald/s0/s0

= 152 1e2.20.0/24 [120/1] wia 10.0.0._ 00:00:11, Seriald/s1l/s0

= 152 1e2.21.0/24 [120/1] wia 10.0.0._ 00:00:11, Seriald/s1l/s0
= 152 _1&68_30.0,/24 [120/1] wia 10.0.0.&, 00:00:13, Seriall/s/1/1
C 200.123.211.0/24 is directly connected, Serialdys0/0

llustracion 11
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Tabla de enrutamiento R2

D - EIGRP, EX - EIGRP extermal, O - OSPF, IL - OSPF inter ~

area

N1 - OSPF NS5A external type 1, N2 - OSPF NSS4 external
type 2

El - OSPF external type 1, EZ - OS5PF extermal type 2, E -
EGE

i - I5-I5, Ll - I5-IS level-l, LZ - IS-IS lewel-Z, ia -
I5-I5 inter area

¥ — pandidate default, U - per—-user static route, o — QDR

P — periodic downloaded static route

Fateway of last resort is not set

19.0.0.0/30 is subnetted, 3 subnets

C 10.0.0.0 is directly connected, Serialdys0/0
=] 10.0.0.4 [120/1] wia 10.0.0.1, Of d:18, Serialoso/s0
[120/1] wia 10.0.0_.10, 00:00:17, Serialdsos1
C 10.0.0.8 is directly connected, Seriald/0/1
=] 1%2.31.7.0/24 [120/2] wia 10.0.0.1, 00:00:18, Serial0ys0/0
C 152.1€2.20.0/24 is directly connected, FastEthernet0/0.100
C 152.1€8.21.0/24 is directly connected, FastEthernet0/0.200
=] 1%2.1€2.30.0/24 [120/1] wia 10.0.0.10, 00:00:17, Serialls0/1
=} 200.123.211.0/24 [120/1] wia 10.0.0.1, 00:00:18, Seriall/0/0
B2 bl

llustracion 12

Tabla de enrutamiento R3

Ritshow ip route ~
Codes: © - connected, 5 — static, I - IGRF, R — BIP, M - mobkile,
B - BEP

D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter
area

N1 - OSPF NS5A external type 1, N2 - O5PF NS53R external
type 2

El - O5PF external type 1, E2 - O5PF external type 2, E -
EGP

i - I5-I5, Ll - IS-IS lewel-l, LZ - I5-I5 level-2, ia -
I5-I5 inter area

¥ - pandidate default, U - per-user static route, o - CDR

P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/20 is subnetted, 2 subnets
10.0.0.0 [120/1] wia 10.0.0.5, 00:00:08, Serial0s0s0
[120/1] wia 10.0.0.%, 00:00:0¢€, Seriald/0/1
10.0.0.4 is directly connected, Serial0/s0/0
10.0.0.8 is directly connected, Serial0/ 071
15z. 0724 [120/2] wia 10.0.0.5, 00:00:08, Serialdysas0
18z. 0724 [120/1] wia 10.0.0.5, 00:00:0&8, Serialds0s1
152_1€8.21.0/24 [120/1] wia 10.0.0.5, 00:-00:08, Seriblﬂfﬂfl
1%2.168_.30.0/24 is directly connected, FastEthernetl/0 W

Es)

O™ a»an

llustracion 13

e Verifique la conectividad. Todos los terminales deben poder hacer ping
entre si y a la direccion IP del ISP. Los terminales bajo el R3 deberian
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poder hacer IPv6-ping entre ellos y el servidor.

Verificacion de conectividad

Equipos de las VLAN 100 Y 200 tienen conectividad con ISP

® La ptop21

Physical Config Desktop Programming Attributes

llustracion 14

Physical Config Desktop Programming Attributes

llustracion 15
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Ping Ipv6 entre equipos bajo R3, Laptop a Server 0
L7 Server()
Physical Config Services Desktop Programming Attributes

Command Prompt

Packet Tracer E Command Line 1.0

llustracion 16

¥ Laptop31

Physical Config Desktop Programming Attributes

Command Prompt

ed 4
round trip times in milli

']

Minimm = Oms, Maximam = 45ms, hwve

llustracion 17
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Conectividad de equipos bajo R3 con el ISP

[ — -

Physical Config Desktop Programming Attributes

time=:
time
time=2m
time=cms

nd trip tim

Minimum = 2Zms, Maximum = 2ms

llustracion 18
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogotd y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

lnternet VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion

192.168.40.0/24 Mercadeo

192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
192.168.99.2

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

Configuracion IP R3

Se configura el direccionamiento de las interfaces de acuerdo a la tabla de direcciones para
R1, R2 Y R3 mediante el comando ip address y activando las interfaces.
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R3(config)#interface s0/0/1
R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R3(config-if)#
R3(config-if)#interface lo4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#interface 105

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#interface 106

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#

R2

R2(config)#interface s0/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
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R2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

interface f0/0

R2(config-if)#ip address 209.165.200.225 255.255.255.248

R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

R2(config-if)#interface s0/0/1
R2(config-if)#ip address 172.31.21.1 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2(config-if)#interface 100

R2(config-if)#
%LINK-5-CHANGED: Interface LoopbackO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state
to up

R2(config)#int o0

R2(config-if)#ip address 10.10.10.11 255.255.255.255
R2(config)#interface s0/0/1

R2(config-if)#ip address 172.31.21.1 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#

R1

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int s0/0/0

R1(config-if)#ip address 172.31.21.2 255.255.255.252
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up
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R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface fa0/0.40

R1(config-subif)#encapsulation dot1Q 40

R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface fa0/0.30

R1(config-subif)#encapsulation dot1Q 30

R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#exit

R1(config)#interface fa0/0

R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.40, changed state to up
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e Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0O

Configuracion OSPFv2 para &area 0, cada router con su respectivo ID y la
especificacion de las redes a anunciar.

Configuration Item or Task Specification

R1>en
R1#conf t

R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 192.168.20.0 0.0.0.255
area 0

R1(config-router)#network 192.168.30.0 0.0.0.255
area 0

R1(config-router)#network 172.31.21.0 0.0.0.3
Router ID R1 area 0

Router ID R2 5555

R2(config)#router ospf 1
R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 172.31.21.0 0.0.0.3
area 0

R2(config-router)#

01:35:17: %OSPF-5-ADJCHG: Process 1, Nbr
1.1.1.1 on Serial0/0/1 from LOADING to FULL,
Loading Done

R2(config-router)#network 172.31.23.0 0.0.0.3
area 0

R2(config-router)#network 209.165.200.224
0.0.0.7 area O

R2(config-router)#network 10.10.10.10 0.0.0.0
area 0
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Router ID R3

R3#conf t

Enter configuration commands, one per line. End
with CNTL/Z.

R3(config)#router ospf 1
R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.255
area 0

R3(config-router)#

01:38:58: %OSPF-5-ADJCHG: Process 1, Nbr

5.5.5.5 on Serial0/0/1 from LOADING to FULL,
Loading Done

R3(config-router)#network 192.168.4.0 0.0.0.255
area 0
R3(config-router)#network 192.168.5.0 0.0.0.255
area 0
R3(config-router)#network 192.168.6.0 0.0.0.255
area 0

Configurar todas las
interfaces LAN como pasivas

R1>en

R1#conft

Enter configuration commands, one per line. End
with CNTL/Z.

R1(config)#router ospf 1
R1(config-router)#passive-interface fa0/1

R2>en

R2#conf t

Enter configuration commands, one per line. End
with CNTL/Z.

R2(config)#router ospf 1
R2(config-router)#passive-interface fa0/1
R3(config)#router ospf 1
R3(config-router)#passive-interface fa0/0
R3(config-router)#passive-interface fa0/1
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Establecer el ancho de banda
para enlaces seriales en

R1#conft

Enter configuration commands, one per line. End
with CNTL/Z.

R1(config)#interface s0/0/0
R1(config-if)#bandwidth 256
R1(config-if)#ip ospf cost 9500
R1(config-if)#

R2#conf t

Enter configuration commands, one per line. End
with CNTL/Z.

R2(config)#interface s0/0/0
R2(config-if)#bandwidth 256
R2(config-if)#exit
R2(config)#interface s0/0/1

R2(config-if)#bandwidth 256
R2(config-if)#

R3>en
R3#conf t

Enter configuration commands, one per line. End
with CNTL/Z.

R3(config)#interface s0/0/1

R3(config-if)#bandwidth 256
R3(config-if)#end

Ajustar el costo en la métrica
de S0/0 a

R1(config-if)#ip ospf cost 9500
R2(config-if)#ip ospf cost 9500
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Verificar informacion de OSPF

¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Tabla de enrutamiento R1

Blgshow ip route ospf
10.0.0.0/32 is subnetted, 1 subnets

o 1d0.19.10.10 [110,/5%501] +via 172.31.21.1, 00:07:22, Seriald/0/0
172.31.0.0/30 is submnetted, 2 subnets

] 172.21.23.0 [1l1l0/1%000] +ia 172.31_.21.1, 00:05:44, Serial0 070
152 _.168.4_.0/32 is subnetted, 1 subnets

o 152 .168.4.1 [110,/15001] wia 172.321.21.1, 00:05:44, Serialdys0s0
152 _.162.5.0/32 is subnetted, 1 subnets

] 1%2_.1€83.5.1 [110/1%001] +ia 172.31.21.1, 00:05:44, Serial0 070
152 .168.6.0/32 is subnetted, 1 subnets

o 152 . 168.6.1 [110,/15001] wia 172.321.21.1, 00:05:44, Serialdys0s0
20%_.165.200.0/25% is subnetted, 1 subnets

] 209.1€5.200.224 [110/9501] wia 172.31.21.1, 00:07:22, Serialdysosa

llustracion 19
Tabla de enrutamiento R2

RIg

B2fshow ip route ospf
152 . 168.4_0/32 is subnetted, 1 subnets

] 132 .1e8.4.1 [110/5501]1 wia 172.31.23.2, 00:0&£:04, Serialo/s0/s0
152 .168.5.0/32 is subnetted, 1 subnets

] 1%2.1€8.5.1 [11l3/5501] wia 172.31.23.2, 00:0£:04, Seriald/ 070
152 . 162.6.0/32 is subnetted, 1 subnets

] 132 .1e8.¢6.1 [1l1l0/5501]1 wia 172.31.23.2, 00:0&£:04, Serial0/s0/s0

] 132.1€2.20.0 [1l1l0/3591] wia 172.31.21.2, 00:05:25, Serial0/0/1

] 152 .1€8.30.0 [110/351] wia 172.31.21.2, 00:05:25, Seriald 071

llustracion 20
Tabla de enrutamiento R3

ket

B3fshow ip route ospf
10.0.0.0/32 is subnetted, 1 subnets

o 10.10.19.10 [1l10/35%1] +wia 172.31.232.1, 00:05:00, Serialds0/1
172.31.0.0/30 is subnetted, 2 subnets

] 172.31.21.0 [1l1l0/780] wwia 172.31.23.1, 00:05:00, Seriald /0/1

] 1%2.1€8.20.0 [llO0/781] wia 172.31.23_.1, 00:05:00, Seriald/s/0/1

o 1%2.1€2.230.0 [llo/781] wia 172.31.23.1, 00:05:00, Seriald/0/1
205.165.200.0,/25% is subnetted, 1 subnets

] 20%9.1€5.200.224 [110/35%1] wia 172.31.23.1, 00:05:00, Serialdyso/1

llustracion 21
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e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el

costo de cada interface.

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

Visualizacion detallada de

interfaces OSPF, Process

ID, Router

summarizations, routing networks e interfaces pasivas

Rl=en
Rl#¢show ip protocols

Routing Protocol is "ospf 1"
Cutgoing update filter lis
Incoming update filter lis
Bouter ID 1.1.1.1
Humber of areas
MHaximum path: 4
Routing for Wetworks:

182.1€8.20.0
192.1€8.30.0
172.31.21.0 0.0.0.3 area
Passive Interface(s):
FastEthernet0/1

Routing Information Source
Fateway Distance
1.1.1.1 11a
5.5.5.5 11a
g.a.g.8 11a

Distance: (default is 110}

t for all interfaces is not set
t for all interfaces is not set

in this router is 1.

0.0.0.255 area
0.0.0.255 area

o]

=

1l normal 0 stubk 0 nssa

a
a

Last Update
00:14:-30
00:14:2%
00:14:30

llustracion 22

B2gshow ip protocols

Bouting Protocol is "ospf 1"
Cutgoing update filter list
Incoming update filter list
Bouter ID 5.5.5.5
Number of areas
Maximum path: 4
Bouting for WNetworks:

172.31.21.0 0.0.0.3 area 0O
172.31.23.0 0.0.0.3 area 0O
20%.1€5.200.224 0.0.0.7
10.10.10.0 0.0.0.0 area 0
Passive Interface(s):
FastEthernetd/1
Bouting Information Sources:

Fateway Distance
1.1.1.1 110
5.5.5.5 110
g.8.8.8 110
Distance: {(default is 110)

for all interfaces is
for all interfaces is not set

in this router is 1.

area

not set

1l normal 0 stubk 0 nssa

Last Update
00:-14:1¢
00:14:1%
00:14:17

llustracion 23

29

ID,



Routing Protocol is "ospf 1
Cutgoing update £filter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bouter ID 8.83.8_8
Number of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximm path: 4
Bouting for Networks:
172.31.23.0 0.0.0.255 area 0
152.1€2.4.0 0.0.0.255 area 0
1%2.1€8.5.0 0.0.0.255 area 0
1%32.1€8.6€.0 0.0.0.255 area 0
Passive Interface(s):
FastEthernet0/0
FastEthernetl/1
Bouting Information Sources:

Fateway Distance Last Update

1.1.1.1 11ad 00:15:27

5.5.5.5 11ad 00:-15:28

g.e8.8.8 11ad 00:-15:28
Distance: (default is 110}

llustracion 24

e Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Configuracién de VLANS y encapsulamiento

Se realiza la creacion de las VLANS vy la asignacion de los puertos a ellas, ademas se
especifican los puertos troncales para permitir la transmisién y comunicacion de datos entre
las VLANS existentes.

Vlans S1

S1>en

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#exit
S1(config)#interface fO/1
S1(config-if)#S1port mode access
S1(config-if)y#S1port access vian 30
S1(config-if)#exit
S1(config)#interface f0/24
S1(config-if)#S1port mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to down
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to up

S1(config-if)#exit
S1(config)#interface f0/3
S1(config-if)#S1port mode trunk

S1(config-if)#exit
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

Vlans S3

S3>en

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 40

S3(config-vlan)#name Mercadeo

S3(config-vlan)#exit

S3(config)#interface f0/1

S3(config-if)#switchport mode access
S3(config-if)#switchport access vian 40

S3(config-if)#exit

S3(config)#interface f0/3

S3(config-if)#switchport mode trunk

S3(config)#vlan 99

S3(config-vlan)#interface vlan 99

S3(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to
up
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Vlans de s1

Slg¢show vlan

VLEN Name Status Ports

1 default active Fad/2, Fals4, Fal/5, Fal/f€
Fad/7, Fals8, Fals5, Fad/l0
Fal/s11, Fal/12, Fald/13, Fal/14
Fal/15, Fal/l€, Fad/17, Fal/1a
Fal/1%, Fal/20, Fad/fZl, Fal/22
Fal/23, Giglsl, Gigd/s2

30 RAdministracion active Fal/1

55 VLANOOSS active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTUO Parent Ringllo BridgelNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - a a
30 enet 100030 1500 - - - - - a a
55 enet 1000939 lso0 - - - - - o o
1002 £ddi 101002 lso0 - - - - - o o

Slg¢show interface trunk

Port Mode Encapsulation Status Native wvlan
Fal/3 on 202.1g trunking 1

Fal/24 on 202.1g trunking 1

Port Vlans allowed on trunk

Fal/3 1-100%

Fal/24 1-1005

Fort Vlans allowed and active in management domain

Fal/3 1,30,5%

Fad/24 1,30,5%

Fort Vlans in spanning tree forwarding state and not pruned
Fal/3 1,30,5%

Fad/24 1,30,5%

llustracion 25
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Vlans de s3
S3gshow vlan

VLAN MName Status Ports

1 default actiwve Fad/2, Fal/4, Fal/s5, False
Fald/s7, Falfg, Fal/S%, Fal/l0
Fald/1l1, Fal/12, Fal/1l3, Fal/l4
Fal0/l5, Fal/le, Fal/fl7, Fal/lE
Fal/1l5, Fal/s20, Falys21, Falys22
Fa0/s23, Fal/24, Gigld/sl, Gigl/s2

40 HMercadeo active Fal/sl

a5 VLANOOSS active

1302 fddi-default actiwve

1303 token-ring-default actiwve

1304 fddinet-default actiwve

1305 trnet-default actiwve

VLAN Type SLID MTT Parent RingNo BridgelNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - a a
40 enet 100040 1500 - - - - - a a
95 enet 10005% 1500 - - - - - a a
1002 £dd4i 101002 1500 - - - - - a a

S3¢show interface trunk

Port Hode Encapsulation Status Natiwve wlan
Fal/3 on 202 . 1g trunking 1

Port Vlans allowed on trunk

Fal/3 1-1005

Port Vlans allowed and active in management domain

Fal/3 1,40,595

Port Wlans in spanning tree forwarding state and not pruned
Fal/ 32 1l,40,59

llustracion 26

Switch 3 deshabilitar DNS lookup

S3(config)#no ip domain-lookup
S3(config)#

Asignacion de direcciones IP para S1y S3

S1(config)#vlan 99

S1(config-vlan)#interface vlian 99

S1(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to
up

S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)y#end

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown
S3(config-if)#exit

S3(config)#

Desactivacion de interfaces no utilizadas en S1Y S3

S1
S1(config-if)#interface range f0/2, f0/4 - 23
S1(config-if-range)#shutdown

S3

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface range f0/2, f0/4 - 24
S3(config-if-range)#shutdown

Configuracion de R1 como servidor DHCP para las VLANs 30y 40.

Se reservan las primeras 30 direcciones para configuracion estatica y se nombran
los pools para cada VLAN, especificando la red, el Gateway y el servidor DNS.

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#domain name ccna-unad.com
R1(dhcp-config)#exit

R1(config)#ip dhcp pool MERCADEO
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#dns-server 10.10.10.11

34



R1(dhcp-config)#domain-name ccnaunad.com

Verificacion de concesion DHCP en los equipos de la VLAN 30y 40

C

C:h>ipconfig

FastEthernetl Connection: (default port)

llustracion 27

Configurar DHCP pool para
VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para
VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configuracion de NAT en R2 para permitir que los host puedan salir a internet

R1(config)#ip route 0.0.0.0 0.0.0.0 172.31.21.1

R1(config)#

R2(config)#ip route 0.0.0.0 0.0.0.0 172.31.21.2

R2(config)#end

R2(config)#ip nat inside source static 209.165.200.230 172.31.21.1

R2(config)#int s0/0/1
R2(config-if)#ip nat outside
R2(config-if)#int f0/0
R2(config-if)#ip nat inside
R2(config-if)#end

R2#
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Creacion de ACL estandar

Restriccion de trafico para la red 192.168.40.0 hacia el R2, en la siguiente ilustracion se
observa que un paguete de tipo ICMP enviado desde el PC-C hacia el router falla ya que lo
restringe la ACL.

R1(config)#access-list 1 deny 192.168.40.0 0.0.0.255
R1(config)#access-list 1 permit any

R1(config)#int sO/0/0

R1(config-if)#ip access-group 1 out

R1(config-if)#exit

Fire LastStatus Source Destination Type Color Time(sec) Periodic MNum Ed
& Successful PC-A Router? ICMP . 0,000 M 0 (e
o Failed PC-C Router2 ICMP . 0,000 M 1 =

llustracion 28

Restriccion de trafico para la red 192.168.5.0 DE R3 hacia el R2

R3(config)#access-list 1 deny 192.168.5.0 0.0.0.255
R3(config)#access-list 1 permit any

R3(config)#int s0/0/1

R3(config-if)#ip access-group 1 out
R3(config-if)#exit

ACL Extendidas para restriccion de trafico ICMP

ACL Extendida para bloquear trafico ICMP de la VLAN 30 de R1

R1(config)#ip access-list extended ICMP

R1(config-ext-nacl)#deny icmp 192.168.30.0 0.0.0.15 host 192.168.30.1
R1(config-ext-nacl)#permit tcp any any

R1(config-ext-nacl)#int f0/0.30

R1(config-subif)#ip access-group ICMP in

Rlgshow access—-list
Standard IP access list 1

20 permit any (54 matchles))

Extended IFP access list ICHMF
10 deny icmp 1%2.1€2.30.0 0.0.0.15 host 192.1€2.30.1
20 permit tcp any any (10 matchies))

llustracion 29
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e La ACL bloquea el trafico ICMP por eso el ping no responde, pero permite
el trafico web y es posible visualizar la pagina web del servidor.

Web Browser

http://172.31.21.1|

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copvrights

llustracion 30

Co\>ping 172.31.21.1

¥ from 152 &3 _30_1: unreachable .
from 19: G 21 = unreachable
from C - unreachable .

v from 152 .1¢ -1 unreachable .

Ping statisti

Packets:

s
Sent 1, ivred a, = 4 (l00% loss),

llustracion 31

- Como se observa en las imagenes anteriores, R1 no permite que la red
192.168.30.0 genere trafico ICMP a través de él, pero si permite trafico
HTTP.

ACL para restringir trafico ICMP desde interfaz Lo6 del R3

R3(config)#ip access-list extended ICMP
R3(config-ext-nacl)#deny icmp any host 209.165.200.230
R3(config-ext-nacl)#permit tcp any any

R3(config)#int o6

R3(config-if)#ip access-group ICMP in

R3(config-if)#end
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Verificacion de conectividad entre routers

Se verifica la conectividad entre R1, R2 y R3 haciendo uso del comando ping y traceroute

Comunicaciéon R1con R2Y R3

Rl>ping 172.31.21.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31_.21.1, timeout is 2
seconds :

Success rate is 100 percent (5/5), round-trip minfavg/max = 2/3/6
ms

Bleping 172.31.23.2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.23.2, timeout is 2
seconds :

Success rate is 100 percent (5/5), round-trip min/favg/max = 2,/4/7

llustracion 32

Rl=traceroute 172.31.23.2
Type escape seguence to abort.
Tracing the route to 172.31.23.2

1 172.31.21.1 £ msec 4 msec 4 msec
2 172.31.23.2 0 msec 2 msec msec
Bl>traceroute 172.31_.21_.1
Type escape seguence to abort.
Tracing the route to 172.31.21.1

F X

(i}

1 172.31.21.1 5 msec 0 msec 0 msec
2 172.31.21.1 0 msec 2 msec 1l msec
Bl=

llustracion 33
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Comunicaciéon de R3con R2 Y R1

R3zping 172.31.21.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31.21.1 seconds :

[

timeocut is

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/3/6 ms

R3zping 172.31.23.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31.23.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 3/4/7 ms

R3>traceroute 172.31_.21_.1
Type escape seguence to abort.
Tracing the route to 172.31.21_.1

1 172.31.23.1 2 msec 2 msec 2 msec
Rirtraceroute 172.31.21.2
Type escape seguence to abort
Tracing the route to 172.31.21_.2
1 172.31.23.1 1 msec 0 msec 3 msec
2 172.31.21.2 0 msec 1 msec % msec
Riztraceroute 172.31.23.1
Type escape seguence to abort.
Tracing the route to 172.31.23_.1
1 172.31.23.1 5 msec 4 msec 4 msec

llustracion 34
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CONCLUSIONES

La implementacion de Vlan's en los switches y deshabilitar los puertos no
utilizados aumenta considerablemente la seguridad de la red.

RIPv2 es un protocolo de enrutamiento sencillo de implementar el cual
permite anunciar las redes definidas en los routers, sin embargo es
necesario configurarle interfaces pasivas para reducir el consumo de ancho
de banda en la red y hacerla mas segura.

La creacion de NATS con sobrecarga facilita la utilizacion de las direcciones
IP publicas asignadas por el ISP ya que permite usar una Unica direccion
con multiples puertos.

Las listas de control de acceso son utiles si se desea restringir trafico de
redes o hosts especificos, ya sea general o por protocolos.

Un router con IPv6 habilitado es capaz de entregar direccionamiento DHCP
dual stack.

Al momento de configurar una sub interfaz de router para diferentes VLAN’s
es necesario configurar el encapsulamiento de acuerdo al nimero de la
VLAN correspondiente, de lo contrario el enrutamiento no funcionara.

El protocolo de enrutamiento OSPFv2 se debe configurar por areas para

permitir que varios routers se reconozcan entre si como vecinos y
compartan informacion de sus redes internas.
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