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INTRODUCCION

Por medio del presente informe, se realiza la entrega de la prueba de habilidades
CCNA, como trabajo final del diplomado de profundizacién Cisco Disefio e
Implementacion de Soluciones Integradas LAN / WAN.

Los escenarios propuestos se desarrollaran en el software Packet Tracer, donde
pondran en practica tematicas vistas en las anteriores actividades, entre ellas se
realizara direccionamiento IP segun la topologia de cada escenario propuesto en
esta practica de habilidades, también se configuraran protocolos de
enrutamiento OSPFv2 y la visualizacion de los mismos, se realizaran
configuracion de VLANs, puertos troncales, puertos de acceso,
encapsulamiento, inter-VLAN e implementacién de seguridad en switches, se
deshabilitaran DNS, se realizara la configuracion de router como servidores
DHCP en las respetivas VLANSs y se realizaran configuraciones NAT en router.
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1. ESCENARIO 1

1.1

v .
PC-PT Laptop-PT

PC1 Laptop0 Laptopl

Topologia De Red

Laptop-PT

Laptop-PT
Laptop30

Laptop-PT
Laptop31

et
i
PC-PT
PC31

Server-PT
Server0

1.2. Tabla de direccionamiento

El . ., Méascara de Gateway

adminis 'nterfaces Direccion subred predetermin

trador IP ado

ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D

R1 Se0/1/0 | 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D

R? Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D

192.168.30.1 255.255.255.0 N/D
na Fa0l0 1 5001:db8:130::9C0:| /64 N/D
80F:301

Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D

SW2 VLAN 100 | N/D N/D N/D
VLAN 200 N/D N/D N/D

SW3 VLAN1 N/D N/D N/D

PC20 NIC DHCP DHCP DHCP

PC21 NIC DHCP DHCP DHCP

PC30 NIC DHCP DHCP DHCP
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PC31 NIC DHCP DHCP DHCP

Laptop20 | NIC DHCP DHCP DHCP

Laptop21 NIC DHCP DHCP DHCP

Laptop30 NIC DHCP DHCP DHCP

Laptop31 | NIC DHCP DHCP DHCP
Situacién

En esta actividad, demostrara y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping unicamente.

Descripcién de las actividades

*+ SW1 VLANY las asignaciones de puertos de VLAN deben cumplir con la
tabla 1.

* Los puertos de red que no se utilizan se deben deshabilitar.

« Lainformacién de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

* Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30y PC31
deben obtener informacion IPv4 del servidor DHCP.

* R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4 publica.
Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a la direccion ISP) y la lista de acceso estandar se llama
INSIDE-DEVS.

* R1 debe tener una ruta estatica predeterminada al ISP que se configuré y
gue incluye esa ruta en el dominio RIPv2.

* R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

* R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

» EIl Servidor0 es so6lo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

* La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de
PC30 y obligacion de configurados PC31 simultdneas (dual-stack). Las
direcciones se deben configurar mediante DHCP y DHCPV6.

* Lainterfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e
IPv6 configuradas (dual- stack).

* R1, R2 y R3 intercambian informacion de routing mediante RIP version 2.

* R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.

» Verifique la conectividad. Todos los terminales deben poder hacer ping
entre si y a la direccion IP del ISP. Los terminales bajo el R3 deberian poder
hacer IPv6-ping entre ellos y el servidor.
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1.3. Desarrollo de las actividades escenario 1

Configuracién de Router R1

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#no ip domain-lookup

R1(config)#enable secret cisco12345

R1(config)#line con O

R1(config-line)#password ciscoconpass
R1(config-line)#login

R1(config-line)#logging synchronous

R1(config-line)#exit

R1(config)#line vty 0 4

R1(config-line)#password ciscovtypass
R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#banner motd #Unautorized access prohibited!#

R1(config)#

Configuracién de Router R2

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#no ip domain-lookup
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R2(config)#enable secret cisco12345
R2(config)#line con 0
R2(config-line)#password ciscoconpass
R2(config-line)#login
R2(config-line)#logging synchronous
R2R2(config-line)#exit

R2(config)#line vty 0 4
R2(config-line)#password ciscovtypass
R2R2(config-line)#login
R2(config-line)#exit

R2(config)#service password-encryption
R2(config)#banner motd #Unautorized access prohibited!#

R2(config)#

Configuracién de Router R3
Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3
R3(config)#no ip domain-lookup
R3(config)#enable secret cisc012345
R3R3(config)#line con 0
R3R3(config-line)#password ciscoconpass
R3(config-line)#login
R3(config-line)#logging synchronous
R3(config-line)#exit

R3(config)#line vty 0 4
R3(config-line)#password ciscovtypass

R3(config-line)#login
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R3(config-line)#exit
R3(config)#service password-encryption
R3(config)#banner motd #Unautorized access prohibited!#

R3(config)#

Configuracién de SW2

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW2
SW2(config)#no ip domain-lookup
SW2(config)#enable secret cisco12345
SW2(config)#line con 0
SW2(config-line)#password ciscoconpass
SW2(config-line)#login
SW2(config-line)#logging synchronous
SW2(config-line)#exit

SW2(config)#line vty 0 4
SW2(config-line)#ciscovtypass

A

% Invalid input detected at "' marker.
SW2(config-line)#password ciscovtypass
SW2(config-line)#login
SW2(config-line)#logging synchronous
SW2(config-line)#exit
SW2(config)#service password-encryption
SW2(config)#banner motd #Unautorized access prohibited!#
SW2(config)#
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Configuracién de SW3

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW3

SW3 (config)#no ip domain-lookup

SW3 (config)#enable secret cisc012345
SW3 (config)#line con 0

SW3 (config-line)#password ciscoconpass
SW3 (config-line)#login

SW3 (config-line)#logging synchronous
SW3 (config-line)#exit

SW3 (config)#line vty 0 4
SW3(config-line)#password ciscovtypass
SW3(config-line)#login
SW2(config-line)#logging synchronous
SW2(config-line)#eit

A

% Invalid input detected at ' marker.
SW3(config-line)#exit
SW3(config)#service password-encryption

SW3(config)#banner motd #Unautorized access prohibited!#

SW3(config)#
1.4. Tabla de asignacién de VLAN y de puertos
Dispositivo VLAN Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS | Fa0/4-5
SW3 1 - Todas las interfaces
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1.5. Tabla de enlaces troncales
Dispositivo local Interfaz local | Dispositivo remoto
Sw2 Fa0/2-3 100

Configuraciéon VLAN SW2
SW2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOS
SW2(config-vlan)#vlan 200
SW2(config-vlan)#DESTOPS

A

% Invalid input detected at "' marker.
SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#

Configuracién de interfaz SW2
SW2(config)#int range f0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#exit

SW2(config)#int range f0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#exit

SW2(config)#

Configuracién Troncal

SW2(config)#int range f0/2-3
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SW2(config-if-range)#switchport mode trunk
SW2(config-if-range)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2,
changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to up

SW2(config-if-range)#

Configuracién ISP Interfaz

Router(config)#int s0/0/0

Router(config-if)#ip address 200.123.211.1 255.255.255.0
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down

Configuracién R1 Interfaz S0/0/0

R1(config)#int s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
R1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

R1(config-if)#exit

Configuracion R1 Interfaz S0/1/0
R1(config)#int sO/1/0
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R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down

Configuracion Interfaz R1 S0/1/1

R1(config)#int sO/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down

Configuracién Interfaz R2 S0/0/0

R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Configuracion Interfaz R2 S0/0/1

R2(config)#int s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252

R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

Configuracién Interfaz R2 FO/0 100

R2(config)#int f0/0.100

R2(config-subif)#encap dotlqg 100

R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#no shutdown
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Configuracion Interfaz R2 FO/0 200

R2(config)#int 0/0.200

R2(config-subif)#encap dotlq 200

R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

R2(config)#

Configuracion Interfaz R3 S0/0/0

R3(config)#int sO/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

Configuracién Interfaz R3 S0/0/1

R3(config)#int s0/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown

Configuracion Interfaz R3 F0/0

R3(config)#int f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shutdown
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2. ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades
de Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador
de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

2.1. Topologia De Red

VLAN Direccionamiento Nombre
Internet ropr

30 192.168.30.0/24 Ad ion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3

2.2. Configurar el direccionamiento IP acorde con la topologia de
red para cada uno de los dispositivos que forman parte del
escenario.
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2 >

PC-Internet ~ -~ Server-FT
"“q\ -~ Web Server

Configuracién R1

Enable

Configure terminal

Hostname Bogota

Interface Serial0/0/0

ip address 172.31.21.0 255.255.0.0

Configuracién R2

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#description Connection to R1
Router(config-if)#ip address 172.31.21.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#int s0/0/1

Router(config-if)#description Connection
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Router(config-if)#

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/1

Router(config-if)#description connection to R
Router(config-if)#description connection to R3
Router(config-if)#ip address 172.31.23.1

% Incomplete command.

Router(config-if)#ip address 172.31.23.1 255.255.255.252
Router(config-if)#clock rate 128000

This command applies only to DCE interfaces
Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#exit

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Miami

Miami(config)#

Configuracién R3

Enable

Configure terminal

Hostname BuenosAires

int loop4

ip address 192.168.4.1 255.255.255.0
no shutdown

int loop5
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ip address 192.168.5.1 255.255.255.0
no shutdown

int loop4

ip address 192.168.6.1 255.255.255.0
no shutdown

int serial0/0/0

ip address 172.31.21.1 255.255.255.252
no shutdown

int serial0/0/1

ip address 172.31.23.2 255.255.255.252

no shutdown

2.3. Configurar el protocolo de enrutamiento OSPFv2 bajo los
siguientes criterios:
OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.11
Router ID R2
5.5.5.5
Router ID R3
8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de SO0/0 a 9500

Configuracién protocolos de enrutamiento OSPF R1
Enable

Configure terminal

Router ospf 1

Router-id 1.1.1.1

Network 192.168.99.0 0.0.0.255 area O

Network 172.31.21.0 0.0.0.3 area 0

Int sO/0/0
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Bandwidth 256
Ip ospf cost 9500
Int sO/0/1
Bandwidth 256

Configuracién protocolos de enrutamiento OSPF R2
Enable

Configure terminal

Router ospf 1

Router-id 5.5.5.5

Network 209.165.200.224 0.0.0.7 area O
Network 172.31.21.0 0.0.0.3 area O
Network 10.10.10.10 0.0.0.3 area 0

Int sO/0/0

Bandwidth 256

Ip ospf cost 9500

Int sO/0/1

Bandwidth 256

Configuracién protocolos de enrutamiento OSPF R3
Enable

Configure terminal

Router ospf 1

Router-id 8.8.8.8

Network 172.31.23.0 0.0.0.3 area 0

Network 192.168.4.0 0.0.0.255 area O

Network 192.168.5.0 0.0.0.255 area 0

Network 192.168.6.0 0.0.0.255 area 0

Int sO/0/0
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Bandwidth 256
Ip ospf cost 9500
Int sO/0/1
Bandwidth 256

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

Show ip route

Buenoshiresgshow ip route
Codes: C - connected, 5 - statiec, I - IGRE, R - RIP, M — mobkile, B - BGPE
D - EIZRF, EX - EIGRP external, O - O5PF, I& - O5FF inter area
N1 - OS5BF HS55Z external type 1, HZ - O5PF N55R externzl type 2
El1 - OS5PF external type 1, EZ - OS5PF externsl type 2, E - EEP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-Z, ia - I5-I5 inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Fateway of last resort is not set

172.31.0.0/30 is subnetted, 1 subnets

c 172.31.23.0 is directly connected, Serial0 0/1
c 152 .168.4.0/24 is directly connected, Loopback4

c 152 .168.5.0/24 is directly connected, Loopbacks

c 152 .1e8.e8.0/24 is directly connected, Loopbacke
Buenoshires

Miamifshow ip route
Codes: C - connected, 5 - static, I - IGRF, R - RIP, M - mokile, B - BEP
DD — EIGRP, EX - EIGRP extermzl, O - O5PF, IZ — 0O5PF inter area
W1l - OS5PF WS55A externasl type 1, WZ - 0O5PF NS5A external type 2
El1 - O5PF external type 1, EZ — O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-IS5 lewel-Z, ia — IE-I5 inter area
* — pandidate default, U - per-user static route, o - CODR
P - periodic downloaded static route

Fateway of last resocrt is not set

10.0.0.0/32 is subnetted, 1 subnets

c 10.10.10.10 is directly connected, Loopback(
172.31_.0.0/30 is subnetted, 1 subnets
c 172.31.21.0 is directly connected, Seriald/ 070

Mizmig]
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Miamixen
Miamifshow ip ospf interface

Seri=ld/s0/0 is up, line protocol is up
Internet address is 172_.31_.21.1/30, Zrez 0O
Process ID 1, Router ID 5.5.5.5, Network Type BOINT-TO-BOINT, Cost: 5500
Transmit Delay is 1 sec, State BOINT-TO-POINT, Pricrity O
Ho designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:01
Index 1/1, £flood gueues length O
Hext 0x0(0)/0x0(0)
Last flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximm is 0 msec
Suppress hello for 0 neighbor({s)
Loopkbackl is up, line protocol is up
Internet address is 10.10.10.10/32, RArea 0O
Process ID 1, Router ID 5.5.5.5, Wetwork Type LOOPBACE, Cost: 1
Loopback interface is treated as a stubk Host
Miamif

2.4. Configurar VLANSs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a latopologia de red establecida.

Configuracion de VLANSs
Vlan 30

Name Administracion
Vlan 40

Name Mercadeo

Vlan 200

Name Mantenimiento

Fal/s2]
30 2dministracion actiwve
40 Hercadec actiwve
200 Mantenimiento actiwve
1002 £ddi-default act/ unsup
1003 token—-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet—-default act/unsup
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Enable

Configure terminal

Interface range fa0/1 — 24

Switchport mode Access

Switchport port-security

Switchport port-security maximum 2
Switchport port-security violation shutdown

Switchport port-security mac-address sticky

Switchishow port—-security interface £al/1

Port Security : Enakled
Bort Status : Secure—up
Vioclation Mode : Shutdown
2ging Time : 0 mins
2ging Type : Absclute

SecureStatic Address Zging : Disabkled
Maximim MAC Addresses :
Total MAC Addresses
Configured MAC Addresses
Sticky MAC Addresses :
Last Source Address:Vlan : 0000.0000.0000:0
Security Vioclation Count i |

[ o I e Y

Crrd + o

Enable

Configure terminal

Interface range fa0/1 — 24

Switchport mode Access

Switchport port-security

Switchport port-security maximum 2
Switchport port-security violation shutdown

Switchport port-security mac-address sticky
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L DL
§5¥5-5-CONFIG I: Configured from consocle by console
show port—-security interface £al/f1

Port Security : Enakled
Port Status : Secure-up
Viglation Mode : Shutdown
2ging Time : 0 mins
2ging Type : Bbhsclute

SecureStatic Address Bging : Disasbled
Maximam M2C Addresses :

&
Total MAC Addresses a
Configured MAC Addresses a
Sticky MAC Rddresses - a
Last Source Address:Vlan - 0000_0000_0000:-0
Security Wiclation Count i |

Switchi|

Configuraciones basicas en S3

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#

Configuraciones basicas en S1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#

Configuracion de Router R1 — Bogota

Bogota>en

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#enable secret cisco12345

Bogota(config)#line con O
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Bogota(config-line)#password ciscoconpass
Bogota(config-line)#login
Bogota(config-line)#logging synchronous
Bogota(config-line)#exit

Bogota(config)#line vty 0 4
Bogota(config-line)#password ciscovtypass
Bogota(config-line)#login
Bogota(config-line)#logging synchronous
Bogota(config-line)#exit
Bogota(config)#service password-encryption
Bogota(config)#banner motd #Unautorized access prohibited!#

Bogota(config)#

Configuracién de Router R2 — Miami
Miami>en

Miami#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Miami(config)#enable secret cisco12345
Miami(config)#line con O
Miami(config-line)#password ciscoconpass
Miami(config-line)#login
Miami(config-line)#logging synchronous
Miami(config-line)#exit

Miami(config)#line vty 0 4
Miami(config-line)#password ciscovtypass
Miami(config-line)#login
Miami(config-line)#logging synchronous
Miami(config-line)#exit

Miami(config)#service password-encryption
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Miami(config)#banner motd #Unautorized access prohibited!#
Miami(config)#
Miami(config)#

Configuracién de Router R3 — BuenosAires
BuenosAires>en

BuenosAires#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BuenosAires(config)#enable secret cisco12345
BuenosAires(config)#line con 0
BuenosAires(config-line)#password cisconpass
BuenosAires(config-line)#login
BuenosAires(config-line)#logging synchronous
BuenosAires(config-line)#exit

BuenosAires(config)#line vty 0 4
BuenosAires(config-line)#password ciscovtypass
BuenosAires(config-line)#login
BuenosAires(config-line)#logging synchronous
BuenosAires(config-line)#exit

BuenosAires(config)#service password-encryption
BuenosAires(config)#banner motd #Unautorized access prohibited!#

BuenosAires(config)#

2.5. En el Switch 3 deshabilitar DNS lookup

S3(config)#no ip domain-lookup
S3(config)#



ol I Il I I
CISCO. Cisco Networking Academy’ Mind Wide Open

2.6. Asignar direcciones IP a los Switches acorde a los
lineamientos.

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#

S3(config)#ip default-gateway 192.168.99.1
S3(config)#

2.7. Desactivar todas las interfaces que no sean utilizadas en el
esquema de red

S1(config)#interface range fa0/1-2, fa0/4-23
S1(config-if-range)#switchport mode access
S1(config-if-range)#switchport access vlan 30
S1(config-if-range)#int range fa0/2, fa0/4-23
S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface  FastEthernet0/2, changed state to
administratively down

%LINK-5-CHANGED: Interface  FastEthernetO/4, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernetO/5, changed state to
administratively down

%LINK-5-CHANGED: Interface  FastEthernet0/6, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernetO/7, changed state to
administratively down

%LINK-5-CHANGED: Interface  FastEthernet0/8, changed state to
administratively down
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%LINK-5-CHANGED: Interface  FastEthernet0/9, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

S1(config-if-range)#
S1#
%SYS-5-CONFIG_I: Configured from console by console
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S3>en

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface range fa0/1-2, fa0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#switchport access vlan 40
S3(config-if-range)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan30, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan40, changed state
to up

interface range fa0/2, fa0/4-24
S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface  FastEthernet0/2, changed state to
administratively down

%LINK-5-CHANGED: Interface  FastEthernet0/4, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

%LINK-5-CHANGED: Interface  FastEthernetO/7, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down
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%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to
administratively down

S3(config-if-range)#

2.8. Implement DHCP and NAT for IPv4

Miami(config)#ip nat inside source static 10.10.10.10 209.165.200.229
Miami(config)#int f0/0

Miami(config-if)#ip nat outside

Miami(config-if)#exit

Miami(config)#int fO/1

Miami(config-if)#ip nat inside
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Miami(config-if)#

Miami(config-if)#exit

Miami(config)#access-list 1 permit 192.168.30.0 0.0.0.255
Miami(config)#access-list 1 permit 192.168.40.0 0.0.0.255
Miami(config)#access-list 1 permit 192.168.4.0 0.0.3.255

Miami(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.229
netmask 255.255.255.248

2.9. Configurar R1 como servidor DHCP para las VLANs 30y 40.

Bogota>en

Password:

Bogota#en

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#ip dhcp pool ADMINISTRACION
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#domain-name ccna-unad.com

A

% Invalid input detected at "' marker.
Bogota(dhcp-config)#

Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#

Bogota(dhcp-config)#ip dhcp pool MERCADEO
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#domain-name ccna-unad.com
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
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Bogota(dhcp-config)#

2.10. Reservar las primeras 30 direcciones IP de las VLAN 30y 40
para configuraciones estéticas.

Bogota>en

Password:

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
Bogota(config)#ip dhcp pool ADMINISTRACION
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#domain-name ccna-unad.com
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#

Bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
Bogota(config)#ip dhcp pool MERCADEO
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#domain-name ccna-unad.com
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#

2.11. Configurar NAT en R2 para permitir que los hosts puedan
salir a internet

Miami>en
Password:

Miami#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
Miami(config)#access-list 1 permit 192.168.30.0 0.0.0.255
Miami(config)#access-list 1 permit 192.168.40.0 0.0.0.255
Miami(config)#ip nat pool internet 209.165.200.225 209.165.200.228
% Incomplete command.

Miami(config)#ip nat pool internet 209.165.200.225 209.165.200.228 netmask
255.255.255.248

Miami(config)#ip nat inside source list 1 pool internet
Miami(config)#ip nat inside source static 10.10.10.10 209.165.200.229
Miami(config)#

2.12. Configurar al menos dos listas de acceso de tipo estandar a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia
R2.

Miami(config)#access-list 1 permit 192.168.30.0 0.0.0.255
Miami(config)#access-list 1 permit 192.168.40.0 0.0.0.255
Miami(config)#

2.13. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde
R1 o R3 hacia R2.

Miami(config)#access-list 101 permit tcp any host 209.165.200.229 eq www

Miami(config)#access-list 101 permit icmp any any echo-reply

2.14. Verificar procesos de comunicacion y redireccionamiento de
trafico en los routers mediante el uso de Ping y Traceroute.
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CONCLUSION

Con el desarrollo de la practica de habilidades CCNA se logré aplicar
conocimientos obtenidos en el desarrollo del Diplomado de Profundizacion Cisco
(Disefio e Implementacion de Soluciones Integradas Lan / Wan.

Por medio de esta practica se realizaron configuraciones de direccionamiento IP
segun la topologia de red propuesta para el escenario, se configuro protocolos
de enrutamiento OSPFv2 bajo los criterios propuestos para la practica, se
utilizaron comandos para la visualizacion de tablas de enrutamiento y router,
para visualizar listas de interfaces por OSPF y para visualizar el OSPF.

Con la préactica de habilidades también se logro realizar la configuracion de
VLANS, puertos troncales, puertos de acceso, encapsulamiento, inter-VLAN e
implementar seguridad en switches segun la topologia propuesta para el
escenario, se deshabilitaron DNS por medio del comando no ip domain-lookup,
se realizé la asignacion de direcciones ip a los switches, se configuraron los
router como servidores DHCP en las VLANs 30 y 40, para las cuales se
realizaron reservas de direcciones IP.

También se logré configurar NAT en el router, se configuraron listas de acceso
tipo estar y tipo extendido para el trafico entre routers.
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