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INTRODUCCION

En este diplomado se pretende como futuros ingenieros en las diferentes areas de
sistemas, electrénica, telecomunicaciones, programadores, etc. Conocer las
diferentes herramientas que ofrece el curso de profundizacion en cisco.

Los beneficios que ofrece la capa de transporte para garantizar un servicio
establecen de interconexion de las redes y sus dispositivos.

Las herramientas administrativas que ofrece cisco para la solucion de los problemas
como administradores de una red, los aspectos fundamentales para mantener el
rendimiento de una red.
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DESARROLLO

ESCENARIO 1

TABLA DE DIRECCIONAMIENTO

Viind Wide Ope

El Mascara de Gateway
administrador Interfaces Direccién IP subred predeterminado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D

Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
192.168.30.1 255.255.255.0 N/D
Fa0/0
R3 2001:db8:130::9C0:80F:301 | /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
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CONFIGURACIONES ESCENARIO 1

CONFIGURACION BASICA R1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#no ip domain-lookup

R1(config)#enable secret class

R1(config)#line con 0

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption

R1(config)#banner motd $ Acceso no autorizado o prohibido! $
R1(config)#

CONFIGURACION BASICA R2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#no ip domain-lookup

R2(config)#enable secret class

R2(config)#line con 0

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption

R2(config)#banner motd $ Acceso no autorizado o prohibido! $
R2(config)#

CONFIGURACION BASICA R3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#no ip domain-lookup

R3(config)#enable secret class

R3(config)#line con 0

R3(config-line)#password cisco

R3(config-line)#login
R3(config-line)#exit
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R3(config)#service password-encryption
R3(config)#banner motd $ Acceso no autorizado o prohibido! $
R3(config)#

CONFIGURACION BASICA SW2

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW2

SW2(config)#no ip domain-lookup

SW2(config)#enable secret class

SW2(config)#line con 0

SW2(config-line)#password cisco
SW2(config-line)#login

SW2(config-line)#exit

SW2(config)#service password-encryption
SW2(config)#banner motd $ Solo personal autorizado! $
SW2(config)#

CONFIGURACION BASICA SW3

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW3

SW3(config)#no ip domain-lookup

SW3(config)#enable secret class

SW3(config)#line con 0

SW3(config-line)#password cisco
SW3(config-line)#login

SW3(config-line)#exit

SW3(config)#service password-encryption
SW3(config)#banner motd $ Solo personal autorizado! $
SW3(config)#

TABLA DE VLAN Y PUERTOS

Dispositivo| VLAN Nombre Interf
az
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces
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TABLA DE ENLACES TRONCALES

Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100

VLAN SW 2

SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#vlan 200
SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#

VLAN PUERTOS SW2 F0/2-3 Y F0/4-5

SW2(config)#int range f0/2-3 SW2(config-if-
range)#switchport mode access SW2(config-if-
range)#switchport access vlan 100 SW2(config-
if-range)#exit SW2(config)#int range f0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#exit SW2(config)#

VLAN TRONCAL SW2

SW2(config)#int range f0/2-3
SW2(config-if-range)#switchport mode trunk

SW2(config-if-range)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2,
changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to up
SW2(config-if-range)#

INTERFACE S0/0/0 ISP

Router(config)#int s0/0/0
Router(config-if)#ip address 200.123.211.1 255.255.255.0
Router(config-if)#no shutdown
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%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#

INTERFACE S0/0/0 -R1

R1(config)#int s0/0/0
R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
up

R1(config-if)#exit

INTERFACE S0/1/0 -R1

R1(config)#int s0/1/0
R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R1(config-if)#exit

INTERFACE S0/1/1 -R1

R1(config)#int s0/1/1
R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
R1(config-if)#

INTERFACE S0/0/0 —-R2

R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R2(config-if)#exit
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INTERFACE S0/0/1 —R2

R2(config)#int s0/0/1
R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2(config-if)#exit

INTERFACE S0/0/0 —-R3

R3(config)#int s0/0/0
R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R3(config-if)#exit
INTERFACE S0/0/1 -R3

R3(config)#int s0/0/1
R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#exit

INTERFACE FO0/0 -R3

R3(config)#int f0/0
R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shutdown
R3(config-if)#
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INTERFACE F0/0.100 —R2

R2(config)#int f0/0.100

R2(config-subif)#encap dotlq 100

R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

INTERFACE F0/0.200 —R2

R2(config)#int f0/0.200

R2(config-subif)#encap dotlq 200

R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

R2(config)#

10
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DESARROLLO ESCENARIO 2

Escenario 2: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogot4d y Buenos Aires, en donde el estudiante serd el
administrador de la red, el cual deber& configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

l VLAN Direccionamiento Nombre

nte rnet 30 192.168.20.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3
192.168.99.2

11
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CONFIGURACION BASICA R1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA

BOGOTA(config)#no ip domain-lookup
BOGOTA(config)#enable secret class

BOGOTA(config)#line con 0

BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd $ Acceso no autorizado o prohibido!! $
BOGOTA(config)#

I ouscdr
€D AaBbCcDi » AaBbCc » AaBbCc » AaBbCc e AaBbCc - AaBbCc ‘%

) Elg‘t Reemplazar
Tex.. 7 BodyTex.. Bullet Body T BulletHi.. fBulletin.. 7 Bulletle.. T Bulletle. - Cambiar _
T actilos~ || k¢ Seleccionar =
Estilos = i
EETENEETEN m
40 | 192.168.40.0/24 | Mercadeo l

200 192.168.204
¥ poGoTa — O x

Physical Config CLI Attributes

105 Command Line Interface
T TTETINSTU - TUCC, CUSIgTUTE

30 solo personal autorizado

User Reocess Verification

Password:

Lod 192.168 Bogotarcisco

Lo5 192.168 Translating "cisco™

Lob 192.168 % Unknown command or computer name, or unable to find computer
ﬁrﬂs address

Bogotarenakle

Password:

Password:

Bogotagenakble

Bogotagconf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota (config) #hostname Bogota

Bogota (config) éno ip domain-lookup

Bogota (config) #enable secret class

Bogota (config) §line con O

Bogota (config-line) §password cisco

Bogota (config-line) #login

Bogota (config-line) #line wvoy 0 4

Bogota (config-line) §password cisco

Bogota(config-line) #login

Bogota(config-line) fexit

Bogota (config) §service password-encryption

Bogota (config) gbanner motd $solo persomnal autorizado$

Bogota (config) # b

de red para ca Copy Paste

siguientes crif
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CONFIGURACION BASICA R2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MIAMI

MIAMI(config)# no ip domain-lookup

MIAMI(config)#enable secret class

MIAMI(config)#line con 0

MIAMI(config-line)#password cisco
MIAMI(config-line)#login

MIAMI(config-line)#exit

MIAMI(config)#service password-encryption
MIAMI(config)#banner motd $ Acceso no autorizado o prohibido!! $
MIAMI(config)#

Ful.. I DUy ru.. I DUy ru.. Il DUUY 18X, || DUUY IEXL.,.  DUleL Do I DUNEL M, I DUNEL T, I DUNEL 12, I DUNEL 12, | o e N
v v v v v T astilos = || ki Seleccionar T
Estilos £l Edicion

R g In

192,168 (B pAMI - [} b
Physical Config CLI Attributes
105 Command Line Interface
TTTe U rEDDN . DUPIITS T SOUrESS IU I IO IO
GigabitEthernetl/l, sourced by 0010_11BX&_T71BE0 ~
%IP-4-DUPRDDR: Duplicate address 10.10.10.10 on
GigabitEthernetl/l, sourced by 0010_11BX&_T71BE0
$LINEPRCTO-5-UPDCOWN: Line protocol on Interface Serialds0/1,
changed state to up
Lod 192.1 00:00:10: %0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Seriald/0/1
from LORDING to FULL, Loading Done
LoS 192.1 . g
personal no autorizado
Lo6 192.1
Buenos Aires User Access Verification
Password:
192.168.99.3
Miami=enable
Password:
Miamigenable
Miamigconf t
Enter configuration commands, one per line. End with CNTL/Z.
VLAN 40 Miami (config) $hostname Miami
Miami (config) #no ip domain-lookup
Miami (config) #enable secret class
Miami {config)$#line con O
Miami (config-line) #password cisco
Miami (config-line)#login
Miami (config-line)fexit
Miami (config) #service password-encryption
Miami (config) #§banner motd $solo personal autorizado$
Miami (config) g hd
Copy Paste
’
yIPacorde conlatopologia de red para
)
itamiento OSPFv2 bajo los siguientes c¢] [1T»
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CONFIGURACION BASICA R3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUENOSAIRES
BUENOSAIRES(config)#no ip domain-lookup
BUENOSAIRES(config)#enable secret class
BUENOSAIRES(config)#line con 0
BUENOSAIRES(config-line)#password cisco
BUENOSAIRES(config-line)#login
BUENOSAIRES(config-line)#exit
BUENOSAIRES(config)#service password-encryption

BUENOSAIRES(config)#banner motd $ Acceso no autorizado o prohibido!! $
BUENOSAIRES(config)#

AAULLLY AdUDLLLY AdUDLLLY AdUDGLLL AdUDLLLI ® AdUDLL 8 AdUULL  # AdUbel ® AdUbul - AdUel in 4 Reemplazar
T Lac

[[4=-||

Body For... TBodyFo.. TBodyFo.. TBodyTex. TBodyTex. BulletBody TEBulletHi. TBulletln.. TBulletle.. TBulletle. - Cambiar .
T estilos * || b3 Seleccionar *
afo la Estilos s Edicidn

ELI- T S C I S & S S R N = S . S SRS LR B (- N T

' ' — ' = == ' j ¥ BUENOS AIRES — [} b4
res, en donde el estudiante sera el administrador de |

» s cada uno de los dispositivos que forman partg Physical  Config Ol Attributes
lecidos para el direccionamiento IP, protocolos de enry 105 Command Line Interface
:opologia de red. ~

VLAN I
Internet * personal no autorizado

User Rcecess Verification

Password:
Password:

Buenoskiresren

Password:

Buenoskiresgenakble

Buenoskiresgconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Buenoshires(config) #hostname Buenoshires
Buenoshires(config)#no ip domain-lookup
Buenoskires(config) #enakle secret class
Buenoshkires(config)#line con 0

Lo4 Buenosiires (config-line) #password cisco
LoS Buencoshkires (config-line)#login

Lo€ BuenosRires (config-line)#line wty 0 4
Buenoskires{config-line) #password cisco
Buenoshires(config-line)#login
Buenoskires(config-line) fexit

Buenos Aires

192.168.99.3 Buenoshires (config) #service password-encryption
Buenoshires (config) #banner motd $solo personal autorizado$
Buenoshires (config)$ L
Copy Paste
[ Top

14
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CONFIGURACION BASICA S1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#no ip domain-lookup

S1(config)#enable secret class

S1(config)#line con 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd $ Solo personal autorizado!! $
S1(config)#

CONFIGURACION BASICA S3

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#enable secret class

S3(config)#line con 0

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd $ Solo personal autorizado!! $
S3(config)#

2. Configurar el protocolo de enrutamiento OSPFv2 bajo
los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1.1.1.1
Router ID R2

5.5.5.5
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

15
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Verificar informacion de OSPF

BOGOTA(config)#router ospf 1
BOGOTA(config-router)#router-id 1.1.1.1
BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area 0
BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.40.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.200.0 0.0.0.255 area 0
BOGOTA(config-router)#

BOGOTA(config-router)#passive-interface f0/0.30
BOGOTA(config-router)#passive-interface f0/0.40
BOGOTA(config-router)#passive-interface
f0/0.200 BOGOTA(config-router)#

BOGOTA(config)#int s0/0/0
BOGOTA(config-if)#bandwidth 256
BOGOTA(config-if)#ip ospf cost 9500
BOGOTA(config-if)#

Bogota (config-router) frouter—id 1.1.1.1
Bogota (config-router) #fno router—-id 1.1.1.
Bogota (config—router) frouter—3id 1.1.1.1
Bogota {config-router) fnetwork 172 _321_21 .0 0

% ITmwvalid input detected at """ marker._

Bogota (config-router) gnetwork 172.31.21.0 0.0.0.32 area 0
Bogota ({config-router) fnetwork 152 .12 _20.0 0.0_.0_.255 area 0
Bogota (config-router) gnetwork 1532 1€5.40.0 0.0.0.255 area 0
Bogota {config-router) fnetwork 152 _ 128 _Z00_.0 0_0_.0_255 area 0
Bogota (config-—router) fexit

Bogota (config) grouter osf£ 1

% Imvalid input detected at "' marker._

Bogota (config) frouter ospf 1

Bogota (config-—router) fpassive—interface gl/s/0.320
Bogota (config-—router) #

Bogotaf

%55Y5-5—C0NFI=_ I: Configured from console by console
O 0.0.0_.255 area 00 O0.0.0.255 area

% Imvalid input detected at """ marker.

Bogotagcont t©

Enter configuration commands, one per line. End with CHTL/Z.
Bogota (config) frouter ospf 1

Bogota (config-—router) fpassive—interface gl/s/0.40

Bogota (config-router) §passive—interface gldys/0.200

Bogota (config-router) gexitc

Bogota{config) g#int s0,,0,0

Bogota (config—if) fbandwidth 25&

Bogota (config—if) #ip ospf cost S500

Bogota (config—-if) ¢

16
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MIAMI(config)#router ospf 1 MIAMI(config-
router)#router-id 5.5.5.5 MIAMI(config-router)#network
172.31.21.0 0.0.0.3 area 0 MIAMI(config-router)#

00:16:21: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/1/0
from LOADING to FULL, Loading Done

MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area 0
MIAMI(config-router)#network 10.10.10.0 0.0.0.255 area 0
MIAMI(config-router)#
MIAMI(config-router)#passive-interface f0/1
MIAMI(config-router)#exit

MIAMI(config)#int s0/1/1

MIAMI(config-if)#bandwidth 256

MIAMI(config-if)#ip ospf cost 9500

MIAMI(config-if)#

Miami>=enakle

Password:

Miamifconf t

Enter configuration commands, one per line. End with CHTIL/Z.
HMHiami {config) #conf aspf 1

~

% Invalid input detected at '*' marker.

Hiami {config) #router ospf 1

Miami {config-router) #router—-id 5.5.5.5

Miami {config-router) #network 172.31.21.0 0.0.0.3 area 0

Hiami {config-router) £

02:04:52: %05PF-5-ADJCHE: Process 1, Nbr 1.1.1.1 on Seriald /01 from LOADINE to FULL, Loading Done

Hiami {config-router) #network 172.31.23.0 0.0.0.3 area 0
HMHiami {config-router) #network 10_.10.10.0 0.0.0_.255 area

& Incomplete command.

MHiami {config-router) f#network 10_.10.10.0 0_.0.0_.255 area 0
Hiami {config-router) #

Miami (config-router) #passive—-interface gl/s0

MHiami {config-router) #int s0,/0/50

Hiami (config-if) gbandwidth 25&

Miami (config-if)gip ospf cost 3500

Miami {config-if)#

Miami {config-if) g
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BUENOSAIRES(config)#router ospf 1 BUENOSAIRES(config-
router)#router-id 8.8.8.8 BUENOSAIRES(config-router)#network
172.31.23.0 0.0.0.3 area 0 BUENOSAIRES(config-router)#

00:25:00: %0OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/0
from LOADING to FULL, Loading Done

BUENOSAIRES(config-router)#network 192.168.4.0 0.0.3.255 area
0 BUENOSAIRES(config-router)#passive-interface lo4
BUENOSAIRES(config-router)#passive-interface lo5
BUENOSAIRES(config-router)#passive-interface 106
BUENOSAIRES(config-router)#exit BUENOSAIRES(config)#int
s0/0/0 BUENOSAIRES(config-if)#bandwidth 256
BUENOSAIRES(config-if)#ip ospf cost 9500
BUENOSAIRES(config-if)#

Personal DO AuSorTizade
Usez Access Verzificarion

Fasawcord
Fassvcrd

BuencsAires cont =
& Invalid Sfnput detsected at '"' mazher.

Buencaliizes ‘snable

Passwcra:

Passverd

Buencsiicestoons =

Enser configurasion commands, one per line End wvith ONTL/S
Buencsilires (configlsrouter ospf 1

Bustcasldictes (config-coutes) froutez-Ld &£ 5 .0.8

Busncaiizes (config-zouters) fnetwozk 172.31.23.0 0.0.0.% azea 0
Busncaiizes iconfigrzoutes) s
Busncaiizex canfigerouter) tnetwozk L1532.1€0.4.0 0.0. 3. 358 azea 0

Buenceidires | config-router) spassive-interface lod
§ Invalid inpus desected at '~' marker

Busticadizes config-zoutes) fpassive-intesface lod
Buancalizes config routers) fpassive~interface lof
Busnceiizes configrrouter) fpasaiverinterface lcd
Ruenceadiresiconfig-router)gexic

BuencsAires (configlsims £0/0/1)

BuenosAices (config-iT! sbandwidsh 25¢€

Busncsilires (config-Lfisp ospf coan S800

$ Axbigutus cosmand: “p Oapf coat SE00°
Busncaldizes iconfig-ifidip capf cocat 5200
Buencalizes iconfig ifit
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Visualizar tablas de enrutamiento y routers conectados por OSPFv2

MIAMIffishow ip ospf neighbor

Neighbor ID Pri State Dead Time Address
Interface

1.1.1.1 0 FULL/
Serial0/1/0

8.8.8.8 0 FULL/
Serial0/1/1

MIAMI#|

00:00:34 172.31.21.1

00:00:31 172.31.23.2

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

NIAMIgshow ip ospf interface

FastEthernet0/1l is up, line protocol is up
Internet address is 10.10.10.10/24, Area O
Process ID 1, Router ID 5.5.5.5, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer interwals conficgured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos {Passiwve interface)
Index 171, flood cqueue length 0
Next 0x0(0)/0x0{0)}
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighboris)
Seriall0f1l/1l is up, line protocol is up
Internet address is 17Z.31.23.1/30, Area O
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 39500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5§
Hello due in 00:00:00
Index 2/2, flood cqueus length 0
Next 0x0(0)/0x0{0)
Last flood scan length is 1, maximuam is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 8.8.8.8
Suppress hello for 0 neighbor(s)
Seriald/1/0 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:089
Index 373, flood cqueue length 0
Next 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighboris)
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Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router

router ospf 1

router-id 5.5.5.5
log-adjacency-changes
passive-inter face FastEthernet(0/1
network 172.31.21.0 0.0.0.3 area 0
network 17Z2.31.23.0 0.0.0.3 area 0

network 10.10.10.0 0.0.0.255 area 0O
1

3. Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde alatopologia de red establecida.

S1(config)# S1(config)#int f0/3 S1(config-
ify#switchport mode trunk S1(config-
if)#switchport trunk native vlan 1
S1(config-if)#

S1(config)#int f0/24 S1(config-
if)#switchport mode trunk S1(config-
if)#switchport trunk native vlan 1
S1(config-if)#no shutdown S1(config-if)#

S1(config)#int range fa0/1-2, fa0/4-24
S1(config-if-range)#switchport mode
access S1(config-if-range)#

S1(config)#int f0/1 S1(config-
if)#switchport mode access S1(config-
if)#switchport access vian 30 S1(config-
if)#int range fa0/1-2, fa0/4-24
S1(config-if-range)#shutdown

S1(config)#int vian
200 S1(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up

S1(config-if)#ip address 192.168.99.2
255.255.255.0 S1(config-if)#
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S3t#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRACION
S3(config-vlan)#vlan 40

S3(config-vlan)#name MERCADEO

S3(config-vlan)#vlan 200

S3(config-vlan)#name MANTENIMIENTO
S3(config-vilan)#exit

S3(config)#

S3(config)#int vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#

S3(config)#ip default-gateway 192.168.99.1
S3(config)#
S3#

S3(config)#int f0/3
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#

S3(config)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#

S3(config)#int f0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#shutdown

BOGOTA(config)#int f0/0.30
BOGOTA(config-subif)#description accounting LAN
BOGOTA(config-subif)#encapsulation dot1q 30
BOGOTA(config-subif)#ip address 192.168.30.1 255.255.255.0
BOGOTA(config-subif)#

BOGOTA(config)#int f0/0.40
BOGOTA(config-subif)#description accounting LAN
BOGOTA(config-subif)#encapsulation dotlq 40
BOGOTA(config-subif)#ip address 192.168.40.1 255.255.255.0
BOGOTA(config-subif)#

BOGOTA(config)#int f0/0.200
BOGOTA(config-subif)#description accounting LAN
BOGOTA(config-subif)#encapsulation dotlq 200
BOGOTA(config-subif)#ip address 192.168.200.1 255.255.255.0
BOGOTA(config-subif)#
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4. En el Switch 3 deshabilitar DNS lookup

S3(config)#no ip domain-lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

S1(config-if)#ip address 192.168.99.2
255.255.255.0 S1(config-if)#

S3(config-if)#ip address 192.168.99.3
255.255.255.0 S3(config-if)#

S3(config)#ip default-gateway
192.168.99.1 S3(config)#

6. Desactivar todas las interfaces que no sean utilizadas en
el esquema de red.

S1(config-if)#int range fa0/1-2, fa0/4-
24 S1(config-if-range)#shutdown

S3(config-if)#int range fa0/1-2, fa0/4-
24 S3(config-if-range)#shutdown

7. Implement DHCP and NAT for IPv4

MIAMI(config)#user webuser privilege 15 secret cisco12345
MIAMI(config)#ip nat inside source static 10.10.10.10
209.165.200.229 MIAMI(config)#int f0/0
MIAMI(config-if)#ip nat

outside MIAMI(config-if)#exit

MIAMI(config)#int f0/1

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#

MIAMI(config-if)#exit

MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255
MIAMI(config)#ip nat pool INTERNET 209.165.200.225
209.165.200.229 netmask 255.255.255.248
MIAMI(config)#
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8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

BOGOTA(config)#ip dhcp pool ADMINISTRACION
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#default-router 192.168.30.1
BOGOTA(dhcp-config)#network 192.168.30.0
255.255.255.0 BOGOTA(dhcp-config)#

BOGOTA(config)#ip dhcp pool MERCADEO
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#default-router 192.168.40.1
BOGOTA(dhcp-config)#network 192.168.40.0
255.255.255.0 BOGOTA(dhcp-config)#

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40
para configuraciones estaticas.

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip dhcp excluded-address 192.168.30.1
192.168.30.30 BOGOTA(config)#ip dhcp excluded-address
192.168.30.1 192.168.40.30 BOGOTA(config)#

10.Configurar NAT en R2 para permitir que los host puedan salir
ainternet

MIAMI(config)#int f0/0
MIAMI(config-if)#ip nat
outside MIAMI(config-if)#exit
MIAMI(config)#int f0/1
MIAMI(config-if)#ip nat inside
MIAMI(config-if)#

11.Configurar al menos dos listas de acceso de tipo estandar a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255

MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255
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MIAMI(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.229

netmask 255.255.255.248

MIAMI(config)#ip access-list standard ADMIN
MIAMI(config-std-nacl)#permit host 172.31.21.1
MIAMI(config-std-nacl)#exit MIAMI(config)#line
vty 0 4 MIAMI(config-line)#access-class ADMIN in
MIAMI(config-line)#

12.Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde

R1 o R3 hacia R2.

MIAMI(config)#access-list 100 permit tcp any host 209.165.200.229 eq www

MIAMI(config)#access-list 100 permit icmp any any echo-reply

en los routers mediante el uso de Ping y Traceroute.

MIAMIffshow access-lists
Standard IP access list 1
10 permit 192.168.30.0 0.0.0.2Z55
20 permit 192.168.40.0 0.0.0.Z55
30 permit 192.168.4.0 0.0.3.255
Standard IP access list ADMIN
10 permit host 172.31.2Z1.1
Extended IP access list 100
10 permit tcp any host Z09.165.200.229 eqgq wuw
Z0 permit icmp any any echo-reply

BOGOTAg#ping 203.165.200.230

Type escape sequence to abort.
Sending 5, 100-byte ICHMP Echos to Z09.165.Z00.230, timeout is 2
seconds:

Success rate is 80 percent (4/5), round-trip minfavg/max = 1/5/18
ns

BOGOTA$
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13.Verificar procesos de comunicacion y redireccionamiento de trafico
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CONCLUSIONES

e EIl protocolo OSPF (Open Shortest Path First) es un protocolo de routing de
estado de enlace desarrollado como reemplazo del protocolo de routing vector
distancia RIP.

e OSPF es un protocolo de enrutamiento sin clase que utiliza el concepto de areas
para realizar la escalabilidad.

e NAT tiene muchos usos, pero el principal es conservar las direcciones IPv4
publicas. Esto se logra al permitir que las redes utilicen direcciones IPv4
privadas internamente y al proporcionar la traduccidon a una direccién publica
solo cuando sea necesario. Los routers conectan una red a otra red.

e El router es responsable de la entrega de paquetes a traves de distintas redes.
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