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RESUMEN

En trabajo se realiza con el proposito de ejecutar de una forma practica los
conocimientos adquiridos a lo largo del Diplomado De Profundizacion CISCO
(Disefio e Implementacion de soluciones integradas LAN/WAN), aportando al
estudiante las habilidades necesarias en el manejo de redes, enfrentandolo a dos
escenarios, en donde para cada uno de ellos debe construir su topologia.

En el escenario 1 se desarrolla los conocimientos en cuanto a la configuracion de
los equipos descritos en una topologia y en una tabla la cual contiene el
direccionamiento de cada uno de ellos, asi como los servicios DHCP, RIPv2,
enlaces troncales y la implementacion de NAT.

En cuanto al escenario 2, se evalla las competencias en la implementacion del
enrutamiento por OSPFv2, habilitar y deshabilitar DNS, al igual que NAT y VLAN.
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INTRODUCCION

Hoy en dia el procesamiento de datos y la administracién de los mismos, generan
que las empresas busquen y capaciten al personal idoneo para ser mas
competitivos en el mercado.

La certificacion de Cisco CNNA, ofrece las herramientas para el aprendizaje en
disefio y soporte de redes, otorgando las habilidades necesarias, para que el
personal se desempefie en este campo.

Por tanto, el siguiente informe, recoge la informacion obtenida a través del
desarrollo de dos ejercicios practicos entregados y en este se hacen las
observaciones, especificaciones técnicas, las limitaciones y las conclusiones
surgidas tras el desarrollo, andlisis y comprension de las actividades propuestas,
para alcanzar la certificacion en el diplomado de profundizacién Cisco (Disefio e
implementacion de soluciones integradas LAN/WAN).
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DESCRIPCION GENERAL DE LA PRUEBA DE HABILIDADES

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca
identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado. Lo esencial es poner a prueba los niveles de
comprension y solucion de problemas relacionados con diversos aspectos de
Networking.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar
las tareas asignadas en cada uno de los dos (2) escenarios propuestos,
acompafado de los respectivos procesos de documentaciéon de la solucion,
correspondientes al registro de la configuracion de cada uno de los dispositivos, la
descripcion detallada del paso a paso de cada una de las etapas realizadas
durante su desarrollo, el registro de los procesos de verificacion de conectividad
mediante el uso de comandos ping, traceroute, show ip route, entre otros.

Teniendo en cuenta que la Prueba de habilidades esta conformada por dos (2)
escenarios, el estudiante debera realizar el proceso de configuracién de usando
cualquiera de las siguientes herramientas: Packet Tracer o GNS3.
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Escenario 1

Figura 1. Topologia Planteada

»
PC-PT Laptop-PT Laptop-PT
Laptop0 Laptop1l

Server-PT

Laptop-PT  Laptop-pT  PC31 il

Laptop31 Laptop30

Tabla 1. Tabla de Direccionamiento Escenario 1

ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
Rt Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
192.168.30.1 255.255.255.0 N/D

Fa0/0
R3 2001:db8:130::9C0:80F:301 164 N/D
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
Sw2 VLAN 100 N/D N/D N/D
VLAN 200 N/D N/D N/D
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SW3 VLAN1 N/D N/D N/D

PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP

Tabla de asignacion de VLAN y de puertos

Tabla 2. Asignacion de vlan y de puertos Escenario 1

Dispositivo | VLAN Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Tabla 3. Enlaces troncales del Escenario 1

Dispositivo local | Interfaz local | Dispositivo remoto

SW2 Fa0/2-3 100

Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping unicamente.
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Descripcion de las actividades

Se realiza la conexion de la topologia planteada para el escenario 1 en el
simulador packet tracer, con los cables correspondientes para cada dispositivo.

Figura 2. Conexion de Topologia Escenario 1

/’-‘ik-—J‘-——.’lmr-

;/é;;,

PC31
Laptop31 Laptop30

Serverd

Laptopd Laptop1

1. SW1VLANYy las asignaciones de puertos de VLAN deben cumplir con la
tabla 1.

En el Switch 2 se crean las interface vlans:

SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#exit
SW2(config)#

SW2(config)#vlan 200
SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#exit

Se asignan los puertos a las Vlan en SW2:
SW2(config)#interface range Fa0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#no shutdown
SW2(config-if-range)#exit

SW2(config)#interface range Fa0/4-5
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SW2(config-if-range)#switchport mode access

SW2(config-if-range)#switchport access vian 200

SW2(config-if-range)#no shutdown

SW2(config-if-range)#exit

Mediante el commando show vlan se muestran las vlan configuradas en el switch
2 conforme a la table 1:

Figura 3. VLAN configuradas en el switch 2

T capp
L™ S5W2

Physical Config CLI Attributes

105 Command Line Interface

SW2gshow wvlan &)
VLAN MName Status Borts
1 default actiwve Fadysl, FalO/f&, Fad/s7, Fadyse

Fad/s%3, Fal/10, Fal/s1l, Fal/s12
Fad/s1l3, Fal/l4, Fal/l5, Fal/le
FadQ/s1l7, Fal/fls, Fal/l5%, Fal/20

Fal,/21, Falys22, Fal/23, Fal/s24
100 LAFTOPS actiwve FalO,/2, Fal/3
200 DESTOPS actiwve FalOs4, Fal/5
1002 fddi-default actiwve
10032 token-ring-default actiwve
1004 fddinet-default actiwve
1005 trnet-default actiwve

2. SW3 VLAN y las asignaciones de puertos de VLAN deben cumplir con la
tabla 1

En el Switch 3 se creala vlan 1

SW3(config)#vlan 1
SW3(config-vlan)#exit

Se asignan los puertos a la vlan:

SW3(config)#interface range Fa0/2-6
SW3(config-if-range)#switchport mode access
SW3(config-if-range)#switchport access vian 1
SW3(config-if-range)#no shutdown
SW3(config-if-range)#exit
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En la figura 4 se muestra la vlan configurada en el Switch 3 y los puertos
asociados a ellas:

Figura 4. VLAN configurada en el switch 3

Attributes

Physical Config CLI

105 Command Line Interface

T eI

SHigshow vlan

VLAY Name Status Forts

1 default activwre FaOy/1l, Fal/2, Fal/3, Fal/4
Fal/5, Falfe, Fal/7, Fad/s8
Fal/%, Fa0s10, Fal/fll, FaO/l2
Fal/13, Fals14, Fal/l5, Fal/le
Fal/17, Fads12, Fal0/1%, Fal/20
Fal/21, Fad/22, Fal/23, Fal/24

1002 fddi-default active

1003 token-ring-default actiwve

1004 fddinet-default active

1005 trnet-default active

3. Los puertos de red que no se utilizan se deben deshabilitar.

En el Switch SW2: Como los puertos del 1 al 5 se encuentran ocupados por los
equipos conectados, entonces se deshabilita los puertos del 6 — 24.

SW2(config)#interface range Fa0/6-24
SW2(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to administratively
down

En el Switch SW3: Al igual que el switch 2, los puertos que se encuentran
ocupados para los equipos son del 1 al 6, por tanto, se toma el rango 7 — 24 para
deshabilitarlos.

SW3(config)#interface range Fa0/7-24
SW3(config-if-range)#shutdown

18



%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to administratively
down

Ahora se configure la interface truncal en el switch 2:

SW2(config)#interface f0/1
SW2(config-if)#switchport mode trunk

SW2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to up.

Figura 5. Interfaces troncales en el switch 2

SWZg

SHW2Zfshow interface trunk

Port Hode Encapsulation Status Hatiwve wlan
“Taﬂfl on Sud _1g trunking 1 |

Port Vlans allowed on trunk

Fadys1 1-1005

Port Vlans allowed and active in management domain

Fadys1 1,10a0,200

Port Vlans in spanning tree forwarding state and not pruned

Fadys1 1,100,200

SwWig W

El mismo proceso se realiza en el switch 3, configurando la interface truncal:

SW3(config)#interface fO/1
SW3(config-ify#switchport mode trunk

SW3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to down
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to up

SW3(config-if)#end

SW3#
%SYS-5-CONFIG_I: Configured from console by console

Figura 6. Interfaces troncales en el switch 3

SW3gshow interface trunk

Dort Mode Encapsulation Status MNatiwve wlan

IFa-:I_fl on 202 .1qg trunking 1 |

Port Vlans allowed on trunk

Fald/1l 1-1005

DPort Vlans allowed and actiwve in management domain

FalO/1 1

DPort Wlans in spanning tree forwarding state and not pruned

FalO/1 1

SW3g W

4. La informacién de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

Configuracién del Router R1:
e Interface S0/0/0:
Router(config)#interface s0/0/0
Router(config-if)#ip address 200.123.211.2 255.255.255.0
Router(config-if)#no shutdown
e Interface S0/1/0:
R1(config)#interface S0/1/0
R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown
e Interface S0/1/1:

R1(config)#interface s0/1/1
R1(config-if)#ip address 10.0.0.5 255.255.255.252
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R1(config-if)#no shutdown

Configuracién del Router R2:
e Interface S0/0/0:

R2(config)#interface s0/0/0
R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shutdown

e Interface S0/0/1:

R2(config)#interface s0/0/1
R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shutdown

Configuracion de la interface Fa0/0.100 en el Router 2:

R2(config)#interface Fa0/0.100
R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

Configuracion de la interface Fa0/0.200 en el Router 2:

R2(config)#interface Fa0/0.200
R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#interface Fa0/0

R2(config-if)#no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Configuracién del Router R3:

e |Interface Fa 0/0:

R3(config)#interface f0/0
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R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#exit

e Interface S0/0/0:
R3(config)#interface s0/0/0
R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown
e Interface S0/0/1:
R3(config)#interface s0/0/1
R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown
Configuracién del Router ISP:
e Interfaz S0/0/O:
Router(config)#hostname ISP
ISP(config)#interface s0/0/0
ISP (config-if)#ip address 200.123.211.1 255.255.255.0
ISP (config-if)y#no shutdown

En la figura 3 se muestra la topologia totalmente conectada con los parametros
para cada uno:

Figura 7. Topologia Escenario 1 Conectada

s J ]
Laptop31 PC31 Serverd

Laptop0 Laptopi
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5. Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30y PC31
deben obtener informacién IPv4 del servidor DHCP.

Configuracion del direccionamiento de DHCP:

En el Router 2:

R2(config)#ip dhcp pool vian100
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)#exit

R2(config)#ip dhcp pool vlan200
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.21.1
R2(dhcp-config)#

En el Router 3:

R3(config)#ip dhcp pool vlanl
R3(dhcp-config)#network 192.168.30.1 255.255.255.0
R3(dhcp-config)#default-router 192.168.30.1
R3(dhcp-config)#exit

R3(config)#

R3(config)#interface Fa0/0

R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#

R3(config)#ipv6 dhcp pool vlanl
R3(config-dhcpv6)#dns-server 2001:DB8:130::
R3(config-dhcpv6)#exit
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Figura 8. Direccionamiento DHCP en PCO

Physical Config Desktop Programming Attributes

ifiguration

IF Configuration

(®) DHCP () static DHCP request successful,
IP Address 192.158.21.3

Subnet Mask 255.255.255.0

Default Gateway 192.168.21.1

DMS Server 0.0.0.0

Figura 9. Direccionamiento DHCP en PC1

Physical Config Desktop Programming Attributes
IP Configuration
(®) DHCP () Static DHCP request successful.
IP Address 192.168.21.2
Subnet Mask 255.255.255.0
Default Gateway 192.168.21.1
DMNS Server 0.0.0.0

Figura 10. Direccionamiento DHCP en Laptop0

B Laptopl

Physical Config Desktop Programming Attributes

IP Configuration

IP Configuration

(®) DHCP () Static DHCP request successful.
IP Address 192,168.20.3

Subnet Mask 255..255.255.0

Default Gateway 152, 168.20.1

DNS Server
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Figura 11. Direccionamiento DHCP en Laptopl

C? Laptopl

Physical Config Desktop Programming Attributes
figuration
IP Configuration
(®) DHCP () static DHCP reguest successful.
IP Address 192.168.20.2
Subnet Mask 295..255.255.0
Default Gateway 192.168.20.1
DMS Server 0.0.0.0

Figura 12. Direccionamiento DHCP en Laptop31

Physical Config Desktop Programming Attributes

IP Configuration

(®) DHCP () static DHCP request successful,
IP Address 192,168.30.2

Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1

DMNS Server 0.0.0.0

Physical Config Desktop Programming Attributes

IP Configuration

(®) DHCP () Static DHCP request successful.
IP Address 192.168.30.3

Subnet Mask 253.255.255.0

Default Gateway 192.168.30.1

DNS Server 0.0.0.0
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Figura 14. Direccionamiento DHCP en la PC31

Physical Config Desktop Programming Attributes

P Configuration

IP Configuration

(® DHCP () Static DHCP request successful,
IP Address 192,168.30.4

Subnet Mask

Default Gateway

DNS Server

Figura 15. Figura 5. Direccionamiento DHCP en la PC20

£ pC2

Physical Config Desktop Programming Attributes

[P Configuration

IF Configuration

(®) DHCP () Static DHCP request successful,
IP Address 192.168.30.5

Subnet Mask

Default Gateway

DMS Server

TPwE Canfimiration

6. R1 debe realizar una NAT con sobrecarga sobre una direccién IPv4 publica.
Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a la direccion ISP) y la lista de acceso estandar se llama
INSIDE-DEVS.

R1(config)#interface s0/1/1
R1(config-if)#ip nat inside
R1(config-if)#exit
R1(config)#interface s0/1/0
R1(config-if)#ip nat inside
R1(config-if)#exit
R1(config)#interface s0/0/0
R1(config-if)#ip nat outside
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R1(config-if)#exit

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask
255.255.255.0

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.255.255.255

R1(config)#ip nat inside source list 1 interface s0/0/0 overload

R1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#network 10.0.0.0

R1(config-router)#exit

Figura 16. Comando show ip nat stadistics

Blgshow ip nat
% Incomplete command.
Rlgshow ip nat 7
statistics Translation statistics
translations Translation entries
Blgshow ip nat statistics
Total translations: 1 (1 static, 0 dynamic, 1 extended)
Cutside Interfaces: Serialld, 0,0
Inside Interfaces: Serialld/ 1/ 0
Hits: 0 Misses: 0
Expired translatiomns: O
Dynamic mappings:
218

Seriald/1l/1

r

7. R1 debe tener una ruta estatica predeterminada al ISP que se configuré y
gue incluye esa ruta en el dominio RIPv2.

R1(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R1(config)#ip dhcp pool INSIDE-DEVS
R1(dhcp-config)#network 192.168.20.1 255.255.255.0
R1(dhcp-config)#network 192.168.21.1 255.255.255.0
R1(dhcp-config)#default-router 192.168.1.1
R1(dhcp-config)#dns-server 0.0.0.0
R1(dhcp-config)#exit
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8. R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns-server 0.0.0.0
R2(dhcp-config)#exit

9. R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

R2(config)#interface vlan 100

R2(config-if)#ip address 192.168.20.1 255.255.255.0
% 192.168.20.0 overlaps with FastEthernet0/0.100
R2(config-if)#exit

R2(config)#

R2(config)#interface vlan 200

R2(config-if)#ip address 192.168.21.1 255.255.255.0
% 192.168.21.0 overlaps with FastEthernet0/0.200
R2(config-if)#

R2(config)#ip dhcp pool vilan_100
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)#ip dhcp pool vlan_200
R2(dhcp-config)#default-router 192.168.21.1%DHCPD-4-PING_CONFLICT: DHCP
address conflict: server pinged 192.168.20.1

N

% Invalid input detected at "' marker.
R2(dhcp-config)#network192.168.21.1 255.255.255.0
N

% Invalid input detected at "' marker.

R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.21.1
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10.EIl ServidorO es sélo un servidor IPv6 y solo debe ser accesibles para los

dispositivos en R3 (ping).

Figura 17. Ping de Server0 a Laptop30

[
e

Physical Canfig Desktop Programming Attributes Physical Config

Desktop

Services Programming Attributes

Command Prompt

[P Configuration

IP Configuration

() pHep

IP Address
Subnet Mask.
Default Gateway
DNS Server

IPv6 Configuration
O pHeP

IPv6 Address

Link Local Address
IPv6 Gateway

IPvE DNS Server

[0.0.0.0

[2.0.0.0

(O Auto Config (@) Static
\ ] |
[ ] \
\
|

FE80::210:11FF:FE24:8733

11.La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de

PC30 y obligacion de configurados PC3

1 simultaneas (dual-stack). Las

direcciones se deben configurar mediante DHCP y DHCPV6.

Figura 18. DHCP en el PC30

Fle Edit Options View Tools Extensions Help
L] E::El@. ENENERY J D =
Portal Logical Back [Root] |New Cluster| [Move Objec ||SetTIed Bad«;rnund” Viewport
L
&
- —r
Fg— 9
4 A
/ R1 \\ ISP
= C.: =
P
_ ' — .l
/s R2 /ti"f
Port Link IF Address IPVE deress MAC Addreas
FastEthernetl up 192.168.30.4/24 <not set> 00DO.FF47 .EB40
Bluetooth Down <NSB> <SR 0010.11C0 . 9072
Cateway: 192.168.30.1
DNS Server: <not set>
Line Mumber: <not set>
Physical Location: Intercity, Home City, Corporate Dffice
T

29



12.La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e
IPv6 configuradas (dual- stack).

R3(config)#ipv6 unicast-routing

R3(config)#interface Fa0/0

R3(config-if)#ipv6 enable

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130:9C0:80F:301/64
% Incomplete command.

R3(config-if)#ipv6 address 2001:db8:130:9C0:80F:301/64
% Incomplete command.

R3(config-if)#ipv6 address 2001:db8:130:9C0:80F::301/64
R3(config-if)#no shutdown

R3(config-if)#

R3(config)#ip dhcp pool vian_1

R3(dhcp-config)#network 192.168.30.1 255.255.255.0
R3(dhcp-config)#default-router 192.169.30.1
R3(dhcp-config)#ipv6 dhcp pool vian_1
R3(config-dhcpv6)#dns-server 2001:db8:130::
R3(config-dhcpv6)#

R3(config-dhcpv6)#

13.R1, R2 y R3 intercambian informacién de routing mediante RIP version 2.

Configuracién en el R2

R2(config)#router rip
R2(config-router)#version 2
R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.8
R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0
R2(config-router)#network 192.168.30.0
R2(config-router)#network 200.123.211.0
R2(config-router)#
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Figura 19. Version 2 routing RIP en R2

Physical Config CLI Attributes

105 Command Line Interface

HZ [CONEIg) PeRlT
azg ~
%5¥5-5-CONFIE I: Configured from conscle by conscle
RZ#¢show ip route
Codes: T - connected, 5§ - static, I - IGRPF, R - RIP, M - mokile, E - EGP

0 - EIZRP, EX — EIGZREP external, O - O5PF, IR - OS5PF inter area

N1 - OQS5PF M55SR external type 1, N2 - O5SPF NS55R external type 2

E1l - OS5PF external type 1, EZ - OSPF external type 2, E - EGP

i - I5-I5, L1 - IS5-IS lewel-1, L2 - IS5-I5 lewel-Z, ia — I5-IS5 inter area

¥ - pandidate default, U - per-user static route, o — CDR

P - periocdic downloaded static route
Cateway of last resort is 10.0.0.1 to network 0.0.0.0

10.0.0.0/20 is subnetted, 2 subnets
c 10.0.0.0 is directly connected, Seriald/0/0
B l0.0.0.4 [120/1] wia 10.0.0.1, 00:00:12, Serial0/0/0
[120/1] wia 10.0.0.10, 00:00:13, Serialdys0/1

C 10.0.0.8 is directly connected, Serialls0/1
cC 152.1€8.20.0/24 is directly connected, FastEthermet0/0.100
c 152.1€8.21.0/24 is directly connected, FastEthermet0/0.200
B* 0.0.0.0/0 [120/1] wia 10.0.0.1, 00:00:13, Serialds0/0
rzg| v

Configuracién en el R3:

R3(config)#

R3(config)#router rip
R3(config-router)#version 2
R3(config-router)#network 10.0.0.4
R3(config-router)#network 10.0.0.8
R3(config-router)#network 192.168.20.0
R3(config-router)#network 192.168.21.0
R3(config-router)#network 192.168.30.0
R3(config-router)#network 200.123.211.0
R3(config-router)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console
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Figura 20. Version 2 routing RIP en R3

Physical Config CL1 Attributes

105 Command Line Interface

R3¢
R2g¢show ip route
Codes: C — connected, 5 - static, I - IGRF, B - RIF, M - mokile, B - BGP
0 - EIGRP, EX - EIGREP external, © - O5PF, I& - OQS5PF inter area
N1 - OS5PF NS5 external type 1, N2 - O5PF NS55A external type 2
El - OSPF external type 1, EZ - 0O5PF extermal type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 lewvel-2, ia - I5-I5 inter area
* - rcandidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Fateway of last resort is 10.0.0.5 to network 0.0.0.0
10.0.0.0/30 is subnetted, 3 subnets

R 10.0.0.0 [120/1] wia 10.0.0.5, 0Q0:00:27, Seriald/0/0
[120/1] wia 10.0.0.5, 00:00:1%, Serial0s0/1

c 10.0.0.4 is directly connected, Serialds0/0

c 13.0.0.8 is directly connected, Serialds0/1

=] 152 _1€5.20_0/24 [120/1] wia 10.0.0.%, 00:00:1%, Serialdsa/sl
B 152 . 1€8.21_.0/24 [120/1] wia 10.0.0.%, 00:00:1%, Serialo/so0/1
cC 152 .1€8.30.0/24 is directly connected, FastEthernetl/,0

B* O.0.0.0/0 [120/1] wia 10.0.0.5, 00:00:27, Serial0/s0/0

Configuracién en el Router R1:

R1(config)#router rip

R1(config-router)#version 2
R1(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config)#router rip

R1(config-router)#network 10.0.0.4
R1(config-router)#network 10.0.0.0
R1(config-router)#default-information originate
R1(config-router)#exit
R1(config-router)#network 200.123.211.0
R1(config-router)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console
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Figura 21. Version 2 routing RIP en R1

Physical Config CLI Attributes
105 Command Line Interface

=18
Rlgshow ip route G
Codes: C - connected, 5 - static, I - IEZRPF, R - RIP, M - mobkile, B - BGP

D - EIGRP, EX - EIGRP extermal, © - OSPF, IR - OSEF inter area

N1 - 0QS5PF NS55& external type 1, N2 - 0O5PF NS55Z external type 2

El - OSPF extermal type 1, EZ - OSPF external type 2, E - EGP

i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 lewel-2, ia - I5-I5 inter area

* — candidate default, U - per-user static route, o — ODR

P - periodic downloaded static route
Fateway of last resort is 0.0.0.0 to network 0.0.0.0

10.0.0.0/30 is subnetted, 3 subnets

10.0.0.0 is directly connected, Serialds/l/0
c 10.0.0.4 is directly connected, Seriald/1l/1
R lo.0.0.8 10.0.0.2, 00:00:13, Seriald/l/0

00:00:10, Serialds1l/1

= 00:00:13, Seriald/1ls0
=] via 10.0. 00:00:12, Seriald/l/0
=] wia 10.0. 00:00:-10, Seriald/1/1
C 200.123.211.0/24 is directly connected, Serial0/0/0
g% 0.0.0.0/0 is directly connected, Serialls0/s0
R1g W

14.R1, R2 y R3 deben saber sobre las rutas de cada

predeterminada desde R1.

Figura 22. Comando show ip protocols en R1

uno

y

Elg

BElgshow ip protocols

Routing Protocol is "rip"
Sending updates ewvery 30 seconds,

Inwvalid after 180 seconds, hold

Zutomatic network summarisation
Maximum path: 4
Bouting for Networks:
1l0.0.0.0
200.123.211.0
Passiwve Interface(s):
Routing Information Sources:

Fateway Distance
10.0.0.2 1z0
l0.0.0.¢ lz0
Distance: (default is 120}
BElg

Cutgoing update filter list for

Incoming update filter list for

Bedistributing: rip

Default wversion control: send wersiom 2,
Interface Send BRecw
Serialld/1l/1 2 2
Seriald/s1l/0 2 2
Seriald/0/0 2 2

next due in 22 seconds
down 180,

flushed after 240

all interfaces is not set
all interfaces is not set

receive 2

Triggered RIP Eey-chain

is in effect

Last Update
00:-00:-20
Oo:00:zoz
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Figura 23.

Comando show ip protocols en R2

RZgshow
Bouting

ip protocols
Protocol is "rip"
Sending
Invalid
Cutgoing update
Incoming update
Redistributing:
Default wersion
Interface
Seriald/ 071
Seriald/sor 0
FastEthernetl/ 0.
FastEthernetl/0.
futomatic network
path: 4
for Wetworks:
10.0.0.0
152.1e8.20.0
1%2.1e8.21.0
152.1e8.30.0
200.123.211.0
Passiwve Interface(s):
Bouting Information Sources:
Cateway
1d.0.0.1
10.0.0.10
{default is 120)

after 180 seconds,
filter list
filter list
rip
control: send

Send

100
200

[ ST X

Haximum
Routing

Distance:
22g

updates every 30 seconds,
hold down 180,
for all interfaces is not set
for all interfaces is not set

summarization

Distance

next due in 21 seconds

flushed after 240

receive
Triggered BRIF

wersion 2,

Recw Eey—-chain

X L A R

is in effect

Last Update
da:00:1%5
00:00:13

120
120

Figura 24.

Comando show ip protocols en R3

=
BE3gshow
Routing

ip protocols
Protocol is "rip"™
Sending
Invalid after 180 seconds,

Cutgoing update filter list for

Incoming update filter list for

Redistributing: rip

Default wersion control: send
Interface Send
Serial0ys0/0 2 2
Serial0s0 1 2 2

FastEthernetl/0
Automatic network summarization
Maximum path: 4
Routing for Networks:

10.0.0.0
192 .188.
1&8.
1&8.

a.a
20.0
21.0
192.1€8.30.0
200.123.211.0
Passive Interface(s):

Routing Information Sources:

updates every 30 seconds,
hold down 180,

version 2,
Recw

next due in 17 seconds
flushed after 240
all interfaces is not set
all interfaces is not set

receive 2

Triggered RIP EHey-chain

is in effect

Cateway Distance Last Update
1l0.0.0.5 120 00:00:15
1l0.0.0.5 120 00:00:07
Distance: (default is 120)
R3¢
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15.Verifigue la conectividad. Todos los terminales deben poder hacer ping
entre si y a la direccion IP del ISP. Los terminales bajo el R3 deberian

poder hacer IPv6-ping entre ellos y el servidor.

e Ping de PCO a ISP:

Figura 25. Ping de PCO a ISP

Physical Config Desktop Programming Attributes

Command Prompt

et Tracer Command Line 1.0
z11.1

trip tim

= Zms, Maximum =

e Ping de R1alSP:

Figura 26. Ping de Router R1 al Router ISP

o

Rlgping 200.123.211.1

Type escape seguence to abort.
Sending 5, 100-kyte ICMP Echos to 200.123_.211.1, timecut is 2

seconds :

Success rate is 100 percent (5/5), round-trip min/fawvg/max = 1/2/5

ms
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e Ping de R2 a ISP:

Figura 27. Ping de Router R2 al Router ISP

Rig
RZ¢ping 200.123_211.1

Type escape seguence to abort.

Sending 5, l100-byte ICHMP Echos to 200.123_211.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/awvg/max =
2/8/32 ms

nz g v

e Ping de PCO a LaptopO:

Figura 28. Ping de la PCO a Laptop0

¥

%

Physical Config ~ Desktop Programming  Attributes Physical ~ Config Desktop  Programming ~ Attributes

[Command Prompt

JIP (

IP Configuration
(® DHCP () static
IP Address

Subnet Mask.

Default Gateway

DNS Server

IPv6 Configuration
O pHep O Auto Config (@) Static

IPv6 Address | | / |

IPvE Gateway |

|
Lirk Local Address |Fes0::208:F 37 FE3C:6E86 |
|
|

16 DNS Server [

[ Top [ Top
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e Ping de PC20 a Server0:

Figura 29. Ping de PC20 a Server0

e

| Physical Config Services Desktop Programming Attributes

IP Configuration

O oHep @ static

IP Address [ |
Subnet Mask [ |
Default Gateway [0.0.00 |
DNS Server [0.0.00 |

IPv6 Configuration
O pHep (O Auto Config (@) Static

IPv6 Address | | i |

IPvE Gateway |

|
Link Local Address [Feaniia10: 11FFiFE24:8733 |
|
|

IPv6 DNS Server [

| [ Tep

e Ping de Laptop31 a PC31:

Figura 30. Ping de Laptop31 a PC31

Physical Config Desktop Programming Attributes

Physical ~ Config = Desktop  Programming  Attributes

nt 4,
Approximate round trip time
Minimum

[1oe
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IP Configuration
@) DHCP

1P Address

Subnet Mask

Default Gateway
DNS Server 0.0.0.0

IPv6 Configuration

(®) DHCP (O Auto Config (O Static

1Pv6 Address

Link Local Address | |FEa0::290:CFF:FEAB: 190C |
| |

IPvE Gateway

IPvE DNS Server




Escenario 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
qgue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

Figura 31. Topologia planteada para el Escenario 2

VLAN Direccionamiento Nombre

Internet

30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mar imi

172.31.21.0/30

Lo4 192.168.4.0/24
LoS5 192.168.5.0/24
Lo6 192.168.6.0/24

FO/0 Buenos Aires
Foi24 802.1Q

e — 192.168.99.3

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

Primero se realiza la topologia del escenario:
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Figura 32. Conexion Topologia Escenario 2
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Configuracion PC de Internet:
IP Address: 209.165.200.230

Subnet Mask: 255.255.255.248
Defaulf Gateway: 209.165.200.225

Figura 33. Configuracidn direccion IP pc Internet

Physical Config Desktop Programrming Attributes

P Configuration

IF Configuration

O pHep ® static

IP Address | 209. 165,200,230 |
Subnet Mask | 255.255.255.248 |
Default Gateway | 208. 165.200.225 |
DNS Server [0.0.0.0 |
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Configuracion PC — A: Dado que PC — A pertenece a la Vlan 30 la cual pertenece
alared 192.168.30.0/24 se configura asi:

IP Address: 192.168.30.5
Subnet Mask: 255.255.255.0
Defaulf Gateway: 192.168.30.1
DNS Server: 10.10.10.11

Figura 34. Configuracién direccion IP PC — A

Physical Config Desktop Programming Attributes

[IF Configuration

IP Configuration

O pHep ® Static

1P Address [ 192.168.30.5 |
Subnet Mask | 255.255.255.0 |
Default Gateway [ 192.168.30.1 |
DNS Server [10.10.10.11] |

Configuracion PC — C: Dado que PC — C pertenece a la Vlan 30 la cual pertenece
alared 192.168.40.0/24 se configura asi:

IP Address: 192.168.40.5
Subnet Mask: 255.255.255.0
Defaulf Gateway: 192.168.40.1
DNS Server: 10.10.10.11

Figura 35. Configuracién direccion IP PC - C

Physical Config Desktop Programming Attributes

[P Configuration
IP Configuration
O DHce @® static
IP Address [ 192. 168.40.5 |
Subnet Mask [255.255.255.0 |
Default Gateway [ 192,168,401 |
DNS Server [10.10.10.11 |
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Configuracion Web Server:
IP Address: 10.10.10.10

Subnet Mask: 255.255.255.0
Defaulf Gateway: 10.10.10.1

Figura 36. Configuracidn direccion IP en Web Server

¥ Web Server

Physical Config Services Desktop Programming Attributes

[P Configuration

IP Configuration

() DHeP (@) Static

IP Address [10.10.10.10 |
Subnet Mask | 255.255,255.0 |
Default Gateway [10.10.10.1 |
DNS Server 0.0.0.0 |

Configuracién del R1:

Router(config)#hostname R1
R1(config)#interface s0/0/1

R1(config-if)#no ip address
R1(config-if)#clock rate 128000
R1(config-if)#exit

R1(config)#interface s0/0/0
R1(config-if)#description BOGOTA
R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

This command applies only to DCE interfaces
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up
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00:22:28: %OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/0 from LOADING to
FULL, Loading Done

Configuracién del R2:

Router(config)#hostname R2

R2(config)#interface s0/0/1

R2(config-if)#no ip address

R2(config-if)#

00:27:10: %0OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from FULL to
DOWN, Neighbor Down: Interface down or detached

R2(config-if)#exit

R2(config)#

R2(config)#interface g0/0

R2(config-if)#description INTERNET

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#duplex auto

R2(config-if)#speed auto

R2(config-if)#exit

R2(config)#interface g0/1

R2(config-if)#description CONEXION WEBSERVER
R2(config-if)#ip address 10.10.10.1 255.255.255.0
R2(config-if)#duplex auto

R2(config-if)#speed auto

R2(config-if)#exit

R2(config)#interface s0/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#exit

R2(config)#interface s0/0/1

R2(config-if)#description MIAMI

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#

00:32:17: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

R2(config-if)#exit
R2(config)#interface g0/0
R2(config-if)#¥no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

R2(config-if)#exit
R2(config)#interface g0/1
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

R2(config-if)#exit
R2(config)#
R2(config)#interface s0/0/0
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R2(config-if)#exit

R2(config)#interface

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

% Incomplete command.
R2(config)#interface s0/0/1
R2(config-if)#no shutdown

Configuracién del R3:

Router(config)#hostname R3
R3(config)#interface g0/1

%lInvalid interface type and number
R3(config)#

R3(config)#

R3(config)#interface s0/0/0
R3(config-if)#no ip address
R3(config-if)#clock rate 128000
R3(config-if)#shutdown
R3(config-if)#exit
R3(config)#interface s0/0/1
R3(config-if)#ip address 172.31.23.2 255.255.255.252
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R3(config-if)#description BUENOS AIRES
R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#interface lo4

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#ixit

N

% Invalid input detected at ' marker.
R3(config-if)#exit

R3(config)#interface lo5

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#exit

R3(config)#interface lo6

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#exit

R3(config)#

Configuracién S1.:

S1(config)#no ip domain-lookup

Configuracién S3:

S3#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.

S3(config)#no ip domain-lookup
S3(config)#

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Tabla 4. Configuracion OSPFv2 Area 0 Escenario 2

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5555
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Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Configuracién del R1:

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#network 172.30.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.3 area 0
R1(config-router)#network 192.168.40.0 0.0.0.3 area 0
R1(config-router)#network 192.168.200.0 0.0.0.3 area 0
R1(config)#interface s0/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

R1(config-if)#exit

R1(config)#router ospf 1

R1(config-router)#auto-cost refere

% Incomplete command.

R1(config-router)#auto-cost reference-bandwidth 9500
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R1(config-router)#

Configuracién de R2:

R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5

R2(config-router)#network 172.31.21.0 0.0.0.3 area O
R2(config-router)#network 172.31.21.0 0.0.0.3 area O

01:10:49: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

R2(config-router)#network 172.31.23.0 0.0.0.3 area O
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#auto-cost reference-bandwidth 9500

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R2(config-router)#interface s0/0/0

45




R2(config-if)#bandwidth 256
R2(config-if)#exit
R2(config)#

Configuracién de R3:

R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8

R3(config-router)#network 172.31.23.0 0.0.0.3 area O

R3(config-router)#

01:15:23: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from
LOADING to FULL, Loading Done

R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface lo5
R3(config-router)#

R3(config-router)#passive-interface lo6
R3(config-router)#auto-cost reference-bandwidth 9500
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R3(config-router)#exit

R3(config)#interface s0/0/1

R3(config-if)#bandwidth 256

R3(config-if)#exit

R3(config)#

Verificar informaciéon de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
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Figura 37. Verificacion OSPF en Router 1

Physical Config CLI Attributes

105 Command Line Interface

Rlgshow ip protocols )

Routing Protocol is "ospf 1"

Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:

172.31.21.0 0.0.0.3 area 0

172.30.21.0 0.0.0.3 area 0

152.1€8.30.0 0.0.0.255 area 0

152.1€8.40.0 0.0.0.255 area 0

152.1€8.55.0 0.0.0.255 area 0

152.1€8.30.0 0.0.0.3 area O

152.1€5.40.0 0.0.0.3 area O

152.1€2.200.0 0.0.0.3 area 0
Routing Information Sources:

Fateway Distance Last Update

1.1.1.1 110 00:05:08

2.2.2.2 110 00:15:42

5.5.5.5 110 00:04:33

g8.8.8.8 110 00:03:2%9
Distance: (default is 110)

Figura 38. Verificacion OSPF en Router 2

Physical Config CLI Attributes

105 Command Line Interface

ma ¥
%5¥Y5-5-CONFIG I: Configured from console by console ~
Rl
R2#¢show ip protocols
Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
IRCU.T:E:E ID 5.5.5.5 I
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.2 area 0
10.10.10.0 0.0.0.255 area 0
Bouting Information Sources:
Distance Last Update
110 O00:-10:-44
2 110 00:17:20
5.5.5 110 OD:08:11
g.8.8 110 00:05:07
Distance: {(default is 110)
B2 W
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Figura 39. Verificacion OSPF en Router 3

Physical Config CLI Attributes

105 Command Line Interface

R3g ~
E3g¢show ip protocols

Bouting Protocol is "ospf 1™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
LZouter 1D 5.3 35 ]
Number of areas in this router is 1. 1 normal 0 stub 0 nssa

Maximum path: 4

Bouting for Networks:
172.31.23.0 0.0.0.3 area 0
152_162.4.0 0.0.3.255 area 0O

Passive Interfacel(s):

Loopback4d
Loopbacks
Loopbacké
Bouting Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:20:05
2.2.2.2 110 00:26:41
5.5.5.5 110 00:15:32
3.8.8.8 110 00:-14:28
Distance: (default is 110)

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface.

Figura 40. Costo Interfaces por OSPF de R1

Physical Config CLI Attributes
105 Command Line Interface
Ll

Rl=enable
Rlg
Rlgshow ip ospf interface
Seriald/0/0 is up, line protocol is up

Internet address is 172.31.21.1,/30, Area 0

, Router ID 1.1.1.1, Network Type BOINI-TO-POINT,
| Cost: 55 I

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit &

Hello due in 00:00:04

Index 1/1, flood gueue length 0O

Hext 0x04{0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighkor Count is 1 , ARdjacent neighbor count is 1

RBdjacent with neighbor 5.5.5.5

Suppress hello for 0 neighbor(s)

Rlg w
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Figura 41. Costo Interfaces por OSPF de R2

Physical Config CLI Attributes

105 Command Line Interface

RZgshow ip ospf interface

Serialld/0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0
1, Router ID 5.5.5.5, Network Type POINT-TO-POINT,

—

Cost: 55
Transmit Delay is 1 sec, S5tate POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,

Retransmit 5

Hello due in 00:00:03

Index 171, £flood gueue length O

Wext 0x=0{0)/0:20(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , ARdjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1

Suppress hello for 0 neighbor(s)

Seriald/0 /0 is up, line protocol is up
Internet address is 172.31.23.1/30, Rrea 0
Process ID 1, Router ID 5.5.5.5, Network Type BOINT-TO-POINT,

Cost: €152
Transmit Delay is 1 sec, State BOINT-TO-POINT, FPrioricy 0
No designated router on this network
No backup designated router on this network

Figura 42. Costo Interfaces por OSPF de R3

Physical Config CLI Attributes

105 Command Line Interface

R3fshow ip ospf interface

Seriald/0/1 is up, line protocol is up
Internet address is 172.31.23_2/30, RArea 0
Frocess ID 1, Router ID 8.8.8.8, Metwork Type BOINT-TO-POINT,
[ 5152 I
Transmit Delay is 1 sec, State POINT-TO-BOINT, Priority O
Ho designated router on this network
Ho backup designated router on this network

Hello due in 00:00:05
Index 171, flood gueue length O
Hext 0x0{0) /0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 nmeighbor(s)
Loopback4 is up, line protocol is up
Internet address is 192.1€5.4.1/24, Rrea 0
Process ID 1, Router ID 8.2.3.8, Metwork Type LOOPBACE, Cost:
Loopback interface is treated as a stubk Host
Loopback5 is up, line protocol is up
Internet address is 192.1€8.5.1/24, RArea 0
Process ID 1, Router ID 8_.2.8.8, Metwork Type LOOPBACE, Cost:
Loopback interface is treated as a stub Host
Loopbackeé is up, line protocol is up
Internet address is 192.168.€.1/24, RArea 0

Timer interwvals configured, Hello 10, Dead 40, Wait 40, BRetransmit 5

1

1
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e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

Visualizacion en el Router 1:

Figura 43. Procesos ID con OSPF en R1

Rlg
Rlgshow ip route ospf
10.0.0.0/24 is subnetted, 1 subnets
] 10.10.10.0 [110,/5%555] wia 172.31.21.2, 00:45:00, Serial0sas0
172.31.0.0/30 is subnetted, 2 subnets
] 172.31.23.0 [110/15€52] wia 172.31.21.2, 00:4%:10, Serialdyso,/0
152 .1€28.4.0/32 is subnetted, 1 subnets
] 1s2.1€2.4.1 [110/15€53] wia 172.31.21.2, 00:45:25, Serialdyso,/0
152 .18 .5.0/32 is subnetted, 1 subnets
] 1s2.1€28.5.1 [110/15€53] wia 172.31.21.2, 00:45:25, Serialdyso,/0
152 .1€8.6.0/32 is subnetted, 1 subnets
] 1s2.1€28.€.1 [110/15€53] wia 172.31.21.2, 00:45:25, Serialdyso,/0
Figura 44. Vecinos de OSPF en R1
Neighkor ID Pri State Dead Time Lddress Interface
5.5.5.5 a FUOLLS - 00:-:00:33 172.31.21.2
Serialdysa 0
Rl# W

Visualizacion en el Router 2:
Figura 45. Procesos ID con OSPF en R2

HEg
R2gshow ip route ospf
152 1€2.4_0/32 is subnetted, 1 subnets

] 152 1e8.4.1 [110/€153] wia 172.31.23_.2, 00:50:2%, Seriald/ 0,0
152 . 1€2.5.0/32 is subnetted, 1 subnets

] 1592 . 1&8.5.1 [110/€153] wia 172.31.23_.2, 00:50:2%, Seriald/ 0,0
192,168 . 6.0/32 is subnetted, 1 subnets

] 132 . 1le8.6.1 [l1l0/€153] wia 172.21.23.2, 00:50:2%, Seriald 0 0
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Figura 46. Vecinos de OSPF en R2

Neighkbor ID Eri State Dead Time Zddress Interface

1.1.1.1 a FULLS, - 00:00:31 172.21.21.1 Serialdys0/1

g.8.8.8 a FULLS - 00:00:-32 172.31.23.2 Serialdys0f0

RIg L

Visualizacién en el Router 3:

Figura 47. Procesos ID con OSPF en R3

R3g
R3gshow ip route ospt
13.0.0.0/24 is subnetted, 1 subnets

] 10.10.10.0 [110/€247] wia 172.31.23.1, 00:52:45, Serialds0/1
172.31.0.0/30 is subnetted, 2 subnets
vl 172.31.21.0 [110/15€52] wia 172.31.23.1, 00:52Z:45, Serialosos1

Figura 48. Vecinos de OSPF en R3

R3gshow ip ospf neighbor

Neighbor ID Fri State Dead Time Rddress Interface
5.5.5.5 a FOLLS - 00:00:30 172.31.23.1 Serialosos1
R3g "]

3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.

Configuracién Switch 1:

Switch(config)#hostname S1
S1(config)#

S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
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S1(config)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit

S1(config)#interface vlan 200
S1(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to
up

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config)#interface Fa0/3

S1(config-if)#switchport mode trunk

S1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to
up

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#interface Fa0/24

S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#interface range Fa0/1-2
S1(config-if-range)#exit

S1(config)#interface range Fa0/1-2, Fa0/4-23
S1(config-if-range)#exit

S1(config)#interface range Fa0/1-2, Fa0/4-23
S1(config-if-range)#switchport mode access
S1(config-if-range)#exit

S1(config)#interface Fa0/6

S1(config-if)#switchport access vlan 30
S1(config-if)#interface range Fa0/1-2, Fa0/4-5, Fa0/7-23
S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down
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%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively
down
%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively
down

Configuracién Switch 3:

Switch(config)#hostname S3
S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit
S3(config)#interface vlan 200
S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to
up

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)y#no shutdown

S3(config)#interface Fa0/3
S3(config-if)#switchport mode trunk
S3(config-if)#interface range Fa0/1-2, Fa0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#interface Fa0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vian 40
S3(config-if)#interface range Fa0/2, Fa0/4-24
S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down
%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively
down
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Configuracion de Encapsulamiento en el router R1, en el cual estan conectados el
swly el sw3:

R1(config)#

R1(config)#interface f0/0

R1(config-if)#interface f0/0.30
R1(config-subif)#description Administracion LAN
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#exit

R1(config)#interface f0/0

R1(config-if)#interface f0/0.40
R1(config-subif)#description Mercadeo LAN
R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#interface f0/0.200
R1(config-subif)#description Mantenimiento LAN
R1(config-subif)#encapsulation dot1Q 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-subif)#exit

R1(config)#

R1(config)#

4. En el Switch 3 deshabilitar DNS lookup

S3(config)#
S3(config)#no ip domain-lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Configuracion de Switch 1:

S1(config)#interface vlan 200

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#interface Fa0/3

S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#interface Fa0/1
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S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#interface Fa0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to
administratively down
S1(config-if)#

Configuracién de Switch 3:

S3(config)#interface vlan 200

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#interface FO/3

S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#exit

S3(config)#

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

S1(config)#interface range Fa0/1-2, Fa0/4-5, Fa0/7-23
S1(config-if-range)#shutdown
S1(config-if-range)#

7. Implement DHCP and NAT for IPv4

Configuracion de Nat en el Router R1:

R1(config)#ip dhcp pool ADMINISTRACION
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R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#exit

R1(config)#

R1(config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#

Configurar NAT en R2:

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.209
R2(config)#

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

Tabla 5. Configuracion DHCP Pool vlan 30 y 40

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccha-unad.com
Establecer default gateway.

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
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R1(config)#ip dhcp pool Acct
R1(dhcp-config)#

10.Configurar NAT en R2 para permitir que los host puedan salir a internet

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.230
R2(config)#interface g0/0

R2(config-if)#ip nat outside

R2(config-if)#exit

R2(config)#interface g0/1

R2(config-if)#ip nat inside

R2(config-if)#

11.Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

R2(config)#user usuario privilege 15 secret class

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.230
R2(config)#user usuario2 privilege 15 secret class

N

% Invalid input detected at "' marker.

R2(config)#user usuario2 privilege 15 secret class

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.224
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

R2(config)#access-list 2 permit 192.168.40.0 0.0.0.255

R2(config)#access-list 2 permit 192.168.30.0 0.0.0.255

R2(config)#access-list 2 permit 192.168.4.0 0.0.3.255

R2(config)#ip nat pool NAVEGAR 209.165.200.230 209.165.200.224 netmask
255.255.255.248

R2(config)#ip nat inside source list 1 pool NAVEGAR

R2(config)#ip nat pool NAVEGAR 209.165.200.230 209.165.200.224 netmask
255.255.255.248

R2(config)#ip nat inside source list 2 pool NAVEGARL1

R2(config)#

12.Configurar al menos dos listas de acceso de tipo extendido o nombradas a
Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

57



R2(config)#access-list 102 permit tcp any host 209.165.200.230 eq www
R2(config)#access-list 103 permit tcp any host 209.165.200.224 eq www
R2(config)#access-list 102 permit icmp any any echo-reply
R2(config)#access-list 103 permit icmp any any echo-reply
R2(config)#interface g0/0
R2(config-if)#ip access-group 101 in
R2(config-if)#exit
R2(config)#interface s0/0/0
R2(config-if)#ip access-group 101 out
R2(config-if)#exit
R2(config)#interface s0/0/1
R2(config-if)#ip access-group 101 out
R2(config-if)#exit
R2(config)#interface g0/1
R2(config-if)#ip access-group 101 out
R2(config-if)#exit
R2(config)#interface g0/0
R2(config-if)#ip access-group 102 in
R2(config-if)#exit
R2(config)#interface s0/0/0
R2(config-if)#ip access-group 102 out
R2(config-if)#exit
R2(config)#interface s0/0/1
R2(config-if)#ip access-group 102 out
R2(config-if)#exit
R2(config)#interface g0/1
R2(config-if)#ip access-group 102 out
R2(config-if)#exit
R2(config)#interface g0/0
R2(config-if)#ip access-group 103 out
R2(config-if)#exit
R2(config)#interface s0/0/0
R2(config-if)#ip access-group 103 out
R2(config-if)#exit
R2(config)#interface s0/0/1
R2(config-if)#ip access-group 103 out
R2(config-if)#exit
R2(config)#interface g0/1
R2(config-if)#ip access-group 103 out
R2(config-if)#exit

R2(config)#
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13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

Verificacion del ping de R1 a R2:

Figura 49. Ping de R1 a R2

.

Rlgping 172.31.21.2

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2,

seconds:

timecut is 2

17172

Success rate is 100 percent (5/5), round-trip min/avg/max

ms
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CONCLUSIONES

Todo el trabajo realizado demuestra el aprendizaje obtenido y el manejo de la
herramienta de simulacion mas importante de CISCO que es Packet Tracer,
donde se inici6 con actividades para conocer el entorno de trabajo y las
herramientas que como estudiante se tienen en el momento de realizar los talleres
propuestos.

En cuanto al tema trabajado, se puede concluir que el protocolo OSPF es un
protocolo abierto el cual contribuye a mejorar el balanceo de carga, ademas
permite que se definan las redes l6gicamente en donde los routers se pueden
diferentes areas, limitando la explosion de actualizaciones de estado en los link
sobre la red.

Ademas de OSPF, se estudi6 las VLAN y el servicio DHCP, las primeras permiten
crear redes logicamente independientes pero dentro de una misma red fisica,
haciendo posible agrupar a los usuarios por un departamento o equipo, facilitando
la comunicacion. El servicio DHCP provee a los clientes la configuracion de
manera automatica muy util para redes grandes.
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