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1. INTRODUCCION

El presente trabajo corresponde al desarrollo de la prueba de habilidades
practicas del diplomado de profundizacién CCNA, el cual contiene dos
escenarios los cuales ponen en practica las competencias y habilidades
adquiridas a lo largo del curso en aspectos relacionados al networking.

Para ello se muestran los procesos de documentacion de la solucién dada en
cada escenario, correspondiente al registro de la configuracion de cada uno de
los dispositivos, la descripcidon detallada del paso a paso de cada una de las
etapas realizadas durante el desarrollo, asi como también el registro de los
procesos de verificacién de conectividad mediante comando como ping, show
iproute, show vlan, ademas de otros.



2. DESARROLLO DE LOS DOS ESCENARIOS

2.1 ESCENARIO 1

2.1.1 DESCRIPCION ESCENARIO 1

Topologia de Red

S ]
PC-PT Laptop-PT Laptop-PT

—
—iaiad S
PC-PT

PCL Laptop0 Laptopl

Imagen 1 - Topologia de red

Tabla de direccionamiento

Laptop-PT
Laptop30

Laptop-PT
Laptop31

PC31

Server-PT
Server0

El Interfaces Direccion IP Mseare o CELEEY

ac:?dlr(;lrst subred predeterminado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 | N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
192.168.30.1 255.255.255.0 N/D




3 Fa0/0 2001:db8:130::9C0:80F:301 | /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 | N/D
SW2 | VLAN100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 | VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP

Tabla de asignacion de VLAN y de puertos

Dispositivo VLAN Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo local Interfaz local Dispositivo remoto
SW2 Fa0/2-3 100
Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracién de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las

pruebas de alcance deben realizarse a través de ping Unicamente.



2.1.2 DESARROLLO ESCENARIO 1

Agregamos puerto serial
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* SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir con la

tablal.

* Los puertos de red que no se utilizan se deben deshabilitar.

Configuramos Switch 2

Switch>en

Switch#conf t
Switch(config)#hostname SW2
SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#exit



SW2(config)#vlan 200
SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#exit
SW2(config)#end

Verificamos que Lan 100 y Lan 200 estén creadas con el comando

SW2#show vilan

® sw2

Phy=sical

Config CL

Attributes

0% Command Line Interface

Falsl
Fal/s1

I Fal/sZ
100

200

1002
1003
1004
1005

VLAN
Trans

5, Fa0/1%

5, Fa0/20

3, FaOsZ4
LAETOES
DESTOFES
fddi-default

token-ring-default

fddinet-default
trnet—default

Type SLID
1 TransZ

enet 100001

enet 100100

enet 100200

fddi 101002

1500

1500

1500

1500

Darent

Taldyf La,

Fal/s17

P

Fal/z1,

active
active
active
active
active
active

BingNo Bridgelo

Taldy L=,
Fa0/18,

Fal/2Z,

BrdgMode

m

Luego configuramos los modos de acceso a la VLAN

SW2#

SW2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#int range f0/2-3
SW2(config-if-range)#sw

SW2(config-if-range)#switchport mode ac




SW2(config-if-range)#switchport mode access

SW2(config-if-range)#swii

SW2(config-if-range)#swi

SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#int range f0/4-5

SW2(config-if-range)#switchport mode access

SW2(config-if-range)#switchport access vian 200

SW2(config-if-range)#exit
SW2(config)#end

Y verificamos nuevamente,

SW2#show vlan
® sw2 L= [ E S|
Physical Config CL Aftributes.
|

105 Command Line Interface

100
200
1002
1003
1004
1005

FaOys19, Fald/sfz0

Fals 23, Fal/lZg

LREFTOES

DESTOES
fddi-default
token-ring-default
fddinet-default
trnet—default

actiwve
actiwve
actiwve
actiwve
actiwve
actiwve

Desactivamos los puertos que no se usan

SW2>en

SW2#conft

SW2(config)#int range f0/6-24

SW2(config-if-range)#shutdown

SW2(config-if-range)#exit
SW2(config)#end

Configuramos el puerto troncal

SW2(config)#int f0/1

10
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SW2(config-if)#switchport mode trunk
SW2(config-if)#exit

Configuramos Switch 3

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW3

SW3(config)#vlan 1

SW3(config-vlan)#exit

SW3(config)#int range f0/1-24

SW3(config-if-range)#switc

SW3(config-if-range)#switchport mode access
SW3(config-if-range)#switchport access vian 1

SW3(config-if-range)#exit
verificamos la vlan 1

SW3#show vian
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B Sw3 | e
Phy=ical Config CL Afttributes
|
105 Command Line Interface
SW3E -

SW3gwr

Building configuration. ..
[OE]

SW3ishow wlan

1 default
Fal/s4

Fal/s8

Fals11, Fal/12

Fal/s15, Fal/1le

Fals15, Fal/20

FalsfZ3. Fa0/24

Status

actiwve

%5Y¥5-5-CONFIG I: Configured from conscle by conscle

Ports

Fa0/1,

Fal/5,

Fa0/9,

Fal/13,

Fads17,

Fal/z1,

A continuacién deshabilitamos los puertos que no se usan

SW3#conf t

SW3(config)#int range f0/23
SW3(config-if-range)#int range f0/6-23
SW3(config-if-range)#shutdown
SW3(config-if-range)#exit
SW3(config)#end

Configuramos el puerto troncal

SW3(config)#int f0/1
SW3(config-ify#switchport mode trunk

SW2(config-if)#exit

Configuramos Router ISP

12
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Fal/2Z,




Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#int sO/0/0

ISP (config-if)#ip add 200.123.211.1 255.255.255.0

ISP (config-if)y#no shut

* La informacion de direccion IP R1, R2 y R3 debe cumplir con la tablal.
Configuramos R1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#int sO/0/0

R1(config-if)#ip add 200.123.211.2 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#int sO/1/0

R1(config-if)#ip add 10.0.0.1 255.255.255.252
R1(config-if)#no shut

R1(config)#int sO/1/1

R1(config-if)#ip add 10.0.0.5 255.255.255.252
R1(config-if)#no shut

R1(config-if)#exit

Configuramos R2

Router>en

Router#conf t
Router(config)#hostname R2
R2(config)#int s0/0/0

13



R2(config-if)#ip add 10.0.0.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#int sO/0/1
R2(config-if)#ip add 10.0.0.9 255.255.255.252
R2(config-if)#no shut

R2(config-subif)#exit

Luego las Sub.interfaces

R2(config)#int f0/0.100
R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip add 192.168.20.1 255.255.255.0
R2(config-subif)#no shut

R2(config-subif)#exit

R2(config)#int 0/0.200
R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip add 192.168.21.1 255.255.255.0
R2(config-subif)#no shut

R2(config-subif)#exit

R2(config-subif)#int f0/0
R2(config-if)#no shut

Configuramos R3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#int f0/0

R3(config-if)#ip add 192.168.30.1 255.255.255.0

14



R3(config-if)#no shut

R3(config-if)#exit

R3(config)#ipv6 unicast-routing

R3(config)#int s0/0/0

R3(config-if)#ip add 10.0.0.6 255.255.255.252
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#int s0/0/1

R3(config-if)#ip add 10.0.0.9 255.255.255.252
R3(config-if)#no shut

R3(config-if)#no shut

4. Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31 deben

obtener informacion IPv4 del servidor DHCP.

Asignamos una ip address al servidor y una mascara de entrada

¥ Serverl -ae . |
‘ i a8 ae ' .
Phy=ical Config SErvices Desktop Programming Afttributes
I

) DHCP @ Static

IP Address 189218811

Subnet Mask 255.255.255.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

Nos dirigimos a configuracion y activamos lo siguiente

15



L= il . Lo NSNS

Physical Config

Services

VM Management
Radius EAP

O] ®op

Desktop Programming Aftributes I
DHCP
Interface FastEthernatd - ] Service @ On ) Off
Pool Hame Server N
Default Gateway 0.0.0.0
DNS Server 0.0.0.0 |
Start IP Address : 192 168 1 0
Subnet Mask: 255 255 255 0
Maximum Number of Users : 255 |
TFTP Server: 0.0.0.0
WLC Address: 0.0.0.0 |
-
Pool Default DNS S‘::,n Subnet Max TFTP WLC EI
Hame Gateway Server Address Mask User Server Address

0.0.0.0

0.0.0.0

192.168.1.0

255.255.255.0

255

0.0.0.0

0.0.0.0

Luego colocamos la opcién DCHP en cada ordenador

o . PSS eeLs O ¢

Phys=ical Config Desktop Programming Attributes
|
@ DHCP 7)) Static DHCP reguest successful.
P Address [192.168.1.4
Subnet Mask [255.255.255.0
Default Gateway [0.0.00
DNS Server [0.0.00
LA ———
- il
Phy=ical Config Dezktop Programming Aftributes
|
@ DHCP 7 Static
P Address [182.168.1.3
Subnet Mask |255.255.255.U
Default Gateway [0.0.0.0
DNS Server [0.0.0.0




* R1debe realizar una NAT con sobre carga sobre una direccion IPv4 publica.
Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a la direccion ISP) y la lista de acceso estandar se llama
INSIDE-DEVS.

R1 debe tener una ruta estatica predeterminada al ISP que se configurd y que

incluye esa ruta en el dominioRIPv2.
Procedemos de la siguiente forma:

R1>en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int sO/1/1

R1(config-if)#ip nat inside

R1(config-if)#exit

R1(config)#int s0/1/0

R1(config-if)#ip nat inside

R1(config-if)#exit

R1(config)#int sO/0/0

R1(config-if)#ip nat outside

R1(config-if)#exit

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask
255.255.255.0

R1(config)#accesss-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.255.255.255
R1(config)#ip nat inside source list 1 interface s0/0/0 overload
R1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#network 10.0.0.0

R1(config-router)#exit

R1(config)#end

17



Seguidamente, verificamos las traslaciones

RBlgshow ip nat translations
Pro Inside glokal Inside local Cutside local Cutside global
top Z00.123.211.1:80 182 .168_.30.€:80 —-——- —-——-

R1g

Y las estadisticas

Rlfshow ip nat statisticsa

Total translations: 1 (1 static, 0 dynamic, 1 extended)
Cutside Interfaces: Serialld/ 070

Inside Interfaces: Serizl0/1/0 , Seri=lld/sS1/1

Hits: 0 Misses: 0

Expired translations: 0

Dynamic mappings:

Blg

*R2 es un servidor de DHCP para los dispositivos conectados al

puertoFastEthernet0/0.

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp ex

R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R2(config)#

R2(config)#ip dh

R2(config)#ip dhcp ex

R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#def

R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns

R2(dhcp-config)#dns-server 0.0.0.0
R2(dhcp-config)#exit

18



*R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y200.

R2(config)#int vlan 100

R2(config-if)#ip add 192.168.20.1 255.255.255.0
% 192.168.20.0 overlaps with FastEthernet0/0.100
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int vlan 200

R2(config-if)#ip add 192.168.21.1 255.255.255.0
% 192.168.21.0 overlaps with FastEthernet0/0.200
R2(config-if)#no shut

R2(config-if)#exit

*El Servidor0 es so6lo un servidor IPv6 y solo debe ser accesibles para los

dispositivos en R3 (ping).

? Serverl)
i i
Physical Config Services Desktop Programming Attributes
I
) DHCP @ Static
IP Addrezs 152.168.0.1
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0
DNS Server 0.0.0.0

IPv& Configuration

@ DHCP ) Auto Config ) Static
IPvE Address

Link Local Address FES0:201:57FF:FEOB:93B8B

IPvE Gateway

IPvE DMS Server

Realizamos ping desde Laptop31 al Server

19



¥ Laptop3l

—_—

Physical Config Deskiop Programming Attributes
|

Command Prompt

Packet Tracer PC Command Line 1.0
hZWFping 0.1

Pinging 192_168.0.1 with 32 bytes of data:

Beply fro

i
1:
1
1

Ping statistics for 1°f i
Packets: Sent = 4, ed = 4, Lost = 0 (0% loss)
Lpproximste round trip times in milli-seconds:

r r

Minimim = (Oms, Maximum = Oms, Average = 0Oms

*La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de
PC30 y obligacién de configurados PC31 simultaneas (dual-stack). Las

direcciones se debenconfigurarmediante DHCP y DHCPV6.

20



p—n e a a
S
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Phy=ical Config Dezkiop Programming Afttributes
|

@ DHCP () Static

P Address |182.168.0.2

Subnet Mask 255 255 255 0

Default Gateway [0.0.0.0

DNS Server [0.0.0.0

IPvS Configuration

@ DHCP (T) Auto Config () Static
N | eveaddress |

Link Local Address FE&0:201:43FF.FES2:4E17

IPvE Gateway |

IPvG DNS Server |

BN 1y
|'“?j|'apmﬂﬂ —
IrPhysical Config Dezktop Programming Aftributes

|

i@ DHCP () Static

P Address |192.168.1.4

Subnet Mask 255 2552550

Default Gateway [0.0.0.0

DNS Server [0.0.0.0

IPvE Configuration

i@ DHCP i) Auto Config () Static
l IPvE Address |

Link Local Address
IPvE Gateway

IPvE DNS Server

21
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@ pcai

i [ B
| Phy=ical Config Dezkiop Programming Aftributes
I

i@ DHCP () Static
IP Address 192.168.1.2
Subnet Mask 255 255255,
Default Gateway 0.0.0.0
DNS Server 0.0.0.0

IPwS Configuration
i@ DHCP
IPvE Address

Link Local Address.

{©) Auto Config

7 Static

FEB0::204:3AFF:FE1C:3541

IPvE Gateway
IPwS DNS Server
" ¥ pc30
P .
I Physical Config Deszkiop Programming Afttributes
@ DHCP (71 Static
IP Address 192.168.1.5
Subnet Mask 255.255.255.
Default Gateway 0.0.0.0
DMNS Server 0.0.0.0
IPvE Configuration
() DHCP (Z) Auto Config @ Static
! IPvE Address
Link Local Address FEGO::201:96FF.FEE3.BYED
IPvS Gateway
IPvE DNS Server

L a interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e

IPv6 configuradas (dual- stack).

R3>en
R3#conf t



Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ipv6 u

R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ipv6 enable

R3(config-if)#ip add 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8::9¢0:80f:301/64
R3(config-if)#no shut

*R1, R2 y R3 intercambian informacion de routing mediante RIP version 2.
Para R1

R1>en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/1/0

C 10.0.0.4/30 is directly connected, Serial0/1/1

C 200.123.211.0/24 is directly connected, Serial0/0/0
R1(config-router)#network 10.0.0.0
R1(config-router)#network 10.0.0.4
R1(config-router)#end

Para R2

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#version 2

R2(config-router)#network 10.0.0.0

R2(config-router)#network 10.0.0.8

23



R2(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/0/1

C 192.168.20.0/24 is directly connected, FastEthernet0/0.100
C 192.168.21.0/24 is directly connected, FastEthernet0/0.200
R2(config-router)#end

Para R3

R3(config)#router rip
R3(config-router)#version 2
R3(config-router)#network 10.0.0.0
R3(config-router)#network 10.0.0.8
R3(config-router)#end

Verificamos,

BE3gshow ip route connected

c 10.0.0_4/30 is directly connected, Serial0s0/0

c 10.0.0.8/30 is directly connected, Serial0s 071

c 152 .168.30.0/24 is directly connected, FastEthernetd/0

R3§

*R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta predeterminada
desde R1.

Cada router ya tiene el protocolo activo, ademas realizamos lo siguiente:
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B Rl |

Phy=ical Config CLI
|

GLOBAL

Settings

Algorithm Settings

Aftributes

RIP Routing (w2}

Metwork

|

[

[

|  ROUTING
[ Static

[ RIP

|  SWITCHING
[ WILAN Database
[

|

[

|

[

[

[

INTERFACE
FastEthernet0,/0
FastEthernet0/1

Serial0/0/0
Serial0/0/1
Serial0f1/0
Serial0f1/1

Add

MNetwork Address

10.0.0.0

2001232110

Equivalent I0S Commands

Remove

Bl (config-router) §

Rlfconfigure terminal

Enter configuration commands, one per line.
Bl {(config) f#router rip

Bl {config-router) fnetwork 200.123_211.0

End with CHNTL/Z.

] Top
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R2

~%

Phy=ical Config CLI Afttributes
|

GLOBAL

RIP Routing (w2}

Setings Metwork

Algorithm Settings

2001232110

ROUTING

Add

Static MNetwork Address

RIF

10.0.0.0

VLAN Database
INTERFACE
FastEthernet0/0
FastEthernetl/1

Serial0/0/0
Serial0fof1

|
|
[
|
|
|
|  SWITCHING
[
[
[
[
[
[

Equivalent I0S Commands

Remove

RZgwr

Building configuration. ..

[OK]

RIE

BEZgconfigure terminal

Enter configuration commands, one per line.
BZ (config) §router rip

BZ (config-router) §

End with CNIL/Z. =

] Top
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L e = | B S

Phy=ical Config CLI Aftributes
|
GLOBAL J * RIP Routing (v2)
Seilings ] Metwork
Algarithm Settings ]
Add
ROUTING |
Static ] MWetwork Address
RIP ] 10.0.0.0

200.123211.0
VLAN Database |

INTERFACE |
FastEthernet0/0 |
FastEthernetd/1 |

[
[
I
|
[
|
|  SWITCHING
I
I
[
|
|
[

Serial0/0/0 |
R
Serial0/0/1 | [ﬂ]

Equivalent 105 Commands

C 192 _168.30.0/24 i3 directly connected, FastEthernetl/0 "
R3g

BE3fconfigure terminal

Enter configuration commands, one per line. End with CHNTL/Z.

B2 {config) frouter rip e
B3 ({config-router) fnetwork 200.123.211.0 |_|
B3 ({config-router) § -

] Top

— - — — i

*Verifique la conectividad. Todos los terminales deben poder hacer ping entre si
y a la direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer

IPv6-ping entre ellos y el servidor.

27



¥ Laptop3l

Physical Config Deskiop Programming Attributes
|

Command Prompt

Packet Tracer PC Command Line 1.0
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2.2 ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades
de Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador
de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre
lnternet 30 192.168.30.0/24 Administracion
i 40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Fo/0 Buenos Aires

For | 802:1Q

192.168.99.3
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2.2.1 DESARROLLO ESCENARIO 2

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

Agregamos a los routers (R1,R2,R3) la tarjeta de comunicacion serial.

®R I o]

R
Phy=ical Config CL Attributes
|
[ MODULES ] A Physical Device View |
HWIC-1GE-SFP [ Zoom in I Original Size I Zoom Out |
HWIC-2T . ® - i
B a2E e B
il ::wmwm e ;
._ [ Tan] L 4 I

HWIC-AP-AG-B
WIC-1AM
WIC-1EMET

| WIC-1T

:
y

= A E
3 = f

| WIC-Cover
GLC-LH-SKMD

[ 3

1
Customize -“"'::_ r Customize -“"'::_ r
Icon in l ' Icon in l '
- Physical View Logical View |

The HWIC-2T is a Cisco 2-Port Serial High-Speed WAN Interface 'Fi -y TR il‘
Card, providing 2 =erial ports.
p g p | - —_ bﬁ =

] Tp

Seguidamente configuramos los PCs
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. ? Internet PC

Physical Config Desktop Attributes
I

i DHCP @ Static

IP Address 209.165.200.230
Subnet Mask 255, 255,255,248
Default Gateway 2&*3.155.2&&.225|

I
DNS Server 0.0.0.0
E PC-A
Phy=ical Config Dezktop Aftributes
—

i@ DHCP 7 Static

IP Address 160.254 120.183
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0

DMS Server 0.0.0.0

B pcc
Physical Config Desktop Attributes
S

@ DHCP (7 Static
IP Address 160,254 128139
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DNS Server 0.0.0.0

Luego configuramos R1

Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R1
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R1(config)#int sO/0/0

R1(config-if)#description connection to R2
R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

Configuramos R2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R2

R2(config)#int s0/0/0

R2(config-if)#description connection to R1

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shut

R2(config-if)#exit

R2(config)#int s0/0/1

R2(config-if)#description connection to R3
R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shut

R2(config-if)#int f0/0
R2(config-if)#description connection to ISP
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R2(config-if)#ip address 209.165.200.223 255.255.255.248
Bad mask /29 for address 209.165.200.223
R2(config-if)#no shut

R2(config)#int fO/1

R2(config-if)#description connection to Web Server
R2(config-if)#ip address 10.10.10.1 255.255.255.0
R2(config-if)#no shut

ip estatica por defecto
R2(config)#ip route 0.0.0.0 0.0.0.0 fO/0

Configuracion web server

% Web Server

Phy=ical Config Services Deskiop Programming Aftributes
I
") DHCP @ Static
IP Address 10.10.10.10
Subnet Mask 255.255.255.0
Default Gateway 10.10.10.1
DNS Server 0.0.0.0

Configuracion R3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R3

R3(config)#int sO/0/0

R3(config-if)#description connection to R2

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shut
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Configuracion lo4, 105,l06.

R3(config-if)#int lo4
R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#int lo5
R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#int lo6
R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shut

Configuracion s1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname S1
S1(config)#exit

S1#copy running-config startup-config
Configuracion s3

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname S3

S3(config)#exit

S3#copy running-config startup-config
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\# Cisco Packet Tracer - C:\Users\Daniel\Cisco Packet Tracer 7.2\saves\finalfinal. pkt

File Edit Options View Tools Extensions  Help

EERTSOL L @a¢CY QO3
Faa> /7 me @ B
I Physicaﬂ:] x: 990, y: 221

Web Server

yIWMZ @S 5~ LS55 S

Visualizamos ping de R1 a R2

Bl»en
Blgping 172_31_21_2

Type escape Segquence to abort.
Sending 5, 100-byte ICMP Echos to 172.31_21_.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/7/527 ms

B1g L]
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Visualizamos ping de R2 a R3

BZren
RZfping 172.31.23.2

Type escape sSegquence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31_23_.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms

RZE

m

Visualizamos ping de Internet PC a su puerta de enlace

Phy=ical Config Dezktop Programming Aftributes
I

| Command Prompt

mate round trip
Minimim = 0ms, Maximum

Visualizamos ping de Web Server a su puerta de enlace
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?‘ Web Server

Physical Config Services Desktop Programming Attributes
|

Command Prompt

Packet Tracer 5
c

CoZw»ping Z2059.
0.224 with 32

10.10
10.10
10.10
10.10

Lost = 0 (0% loss),

ate round trip times in milli-seconds:

Minimmm = Oms, Maximum = 0ms, Average = 0ms

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2
5555
Router ID R3
8.8.8.8

Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Configuraciéon OSPF en R1

R1>en
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R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1

R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#network 192.168.30.0 0.0.0.3 area 0
R1(config-router)#network 192.168.40.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#passive-interface f0/1.30
R1(config-router)#passive-interface f0/1.40
R1(config-router)#passive-interface f0/1.200
R1(config-router)#auto-cost reference-bandwidth 9500

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R1(config-router)#exit

R1(config)#int sO/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

Configuracion OSPF en R2

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5

R2(config-router)#network 172.31.21.0 0.0.0.3 area O
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0

R2(config-router)#passive-interface f0/1
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R2(config-router)#auto-cost reference-bandwidth 9500

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R2(config-router)#int s0/0/0

R2(config-if)#bandwidth 256

R2(config-if)#int sO/0/1

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#exit

Configuracion OSPF en R3

R3>en

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3

R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface lo5
R3(config-router)#passive-interface 106
R3(config-router)#auto-cost reference-bandwidth 9500

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R3(config-router)#exit

R3(config-if)#int sO/0/0

R3(config-if)#bandwidth 256

Verificar informaciéon de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
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B R

Phy=ical Config CLI Aftributes
]

105 Command Line Interface

01:31:0%: %0OSPF-5-ADJCHG:

RZIxen

BZfshow ip ospf neig

Interface
Serizl0/0/0

Serial0/0/1
nz g

Process 1, Hbr 32.2_.3.3 on Serial0/0/1 from

LOADINGE to FULL, Loading Done

Neighbor ID Pri State Dead Time Lddress
1.1.1.1 a FOLLS - 00:00:-328 172.21.21.1

3.3.3.3 [a] FULLS - 00:00:-32 172.31.23.2 E

Ctirl+F& to exit CLI focus

[] Top

Copy ] [ Paste

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el

costo de cada interface
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% R2 . B . — i - wm
Phy=ical Config CL Aftributes
|
L E

BZ2gshow ip ospf interface

S5eriald/0/0 is up, line protocol is up

Internet address is 172.31.21_.2/30, RArea 0O

Process ID 1, Bouter ID 5.5.5.5, Network Type PBOINT-TO-BOINT, Cost: €152

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:0%8

Index 151, flood gqueue length 0

Next O0x0(0) //0x0{0)

Last flood scan length is 1, maximum jis 1

Last flood scan time is 0 msec, maximm is 0 maec

Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 1.1.1.1

Suppress helloc for 0 neighbor(s)

S5eriald /0,1 is up, line protocol is up

Internet address is 172.31.23.1/30, RArea 0O

Process ID 1, Bouter ID 5.5.5.5, Network Type BOINT-TO-BOINT, Cost: 5500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:08

Index 2/2, flood gueue length 0

MNext Ox0{0)/0x0{0)

Last flood scan length is 1, maximm jis 1

Last flood scan time is 0 msec, maximum is 0 maec

Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 3.3_3.3

Suppress hello for 0 neighbor(s)

FastEthernetl/1 is up, line protocol is up

Internet address is 10.10.10_.1/24, RArea 0

Process ID 1, Bouter ID 5.5.5.5, Network Type BROARDCARST, Cost: 385
Transmit Delay is 1 sec, State WAITING, Pricrity 1

No designated router on this network

No backup designated router on this network

Visualizar el OSPF Process ID, Router ID, Address summarizations,

Routing Networks, and passive interfaces configuradas en cada router.

41



-

(¥ 2 -

Phy=ical Config CL Aftributes
]

RLESnowW LU
BZfshow running-config
Building configuration. ..

Current configuration : 1198 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname RZ

1

1

1

1

!

no ip cef
no ipwve cef
1

1

1

no ip domain-locokup

!

!

spanning-tree mode pvst
!

!

!
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Phy=ical Config CL Attributes
]

interface FastEthernetd/0
description connection to ISP

duplex auto

speed auto

!

interface FastEthernetd/,1

description connection to Webk Server
ip address 10.10.10.1 Z55_.255.Z55.0
duplex auto

speed auto

!
interface Serizlds0/0

description connection to Rl
bandwidth Z56

ip address 172.31_.Z1.2 Z55.255.Z55.25Z2
clock rate 128000

!
interface Serizald/ 0,1
description connection to B3
bandwidth Z58&

ip address 172_.31.23.1 255_Z55.
ip ospf cost 3500

clock rate 128000

1

2]
n
o
P2
o
%]

interface Vlanl

no ip address

shutdown

1

router ospf 1

router—-id 5.5.5.5
log-adjacency—-changes
passive-interface FastEthernetl/s1
auto—cost reference-bandwidth 9500
network 172.31.21.0 0.0.0.3 area 0
network 172_31_.22.0 0.0.0.3 area 0
network 10.10.10_.0 0.0.0_.255 area 0O

ip address 209.165.200.225 Z55.255.255.

Ctri+F& to exit CLI focus

[C] op
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3. Configure Switch Security, VLANS, and Inter VLAN Routing
Configuracion vlans
En Switch 1

S1>en

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit
S1(config)#int vlan 200

S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/3

S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlian 1

S1(config-if)#int f0/24
S1(config-if)#switchport mode trunk

S1(config-if)#switchport trunk native vlan 1
En Switch 2

S3>en
S3t#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento

S3(config-vlan)#exit
S3(config)#int vlan 200

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1

S3(config)#int fa0/3

S3(config-if)y#switchport mode trunk

S3(config-if)#switchport trunk native vlan 1

Configuracion R1

R1>en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config-subif)#int f0/1.30

R1(config-subif)#description Administracion LAN
R1(config-subif)#encapsulation dotlq 30

R1(config-subif)#ip add 192.168.30.1 255.255.255.0
R1(config-subif)#int f0/1.40

R1(config-subif)#description Mercadeo LAN
R1(config-subif)#encapsulation dotlq 40
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R1(config-subif)#ip add 192.168.40.1 255.255.255.0
R1(config-subif)#int f0/1.200
R1(config-subif)#description Mantenimiento LAN
R1(config-subif)#encapsulation dotlq 200
R1(config-subif)#ip add 192.168.200.1 255.255.255.0
R1(config-subif)#int fO/1

R1(config-if)#no shut

4.En el Switch 3 deshabilitar DNS lookup

S3>en

S3#conft

S3(config)#no ip domain-lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

En Switch 1

S1(config)#int vian 200

S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
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En Switch 3

S3(config)#int vlan 200

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
En Switch 1

S1>en

Sl1#conft

S1(config)#int range f0/4-23
S1(config-if-range)#shutdown
S1(config)#int range g0/1-2
S1(config-if-range)#shutdown

En Switch 2

S3>en

S3#conf t

S3(config)#int range f0/2, f0/4-24
S3(config-if-range)#shutdown
S3(config-if)#int range g0/1-2
S3(config-if-range)#shutdown

7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30y 40.
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9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com

Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

Para los puntos 7,8 y 9 tenemos:

En R1

R1>en

R1#conf t

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com
R1(dhcp-config)#defaul

R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet

En este punto hay que tener en cuenta que Packet Tracer no soporta el

siguiente comando:

R2(config)#ip http server

Por esa raz6n usamos el servidor web y creamos una direccion estatica

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229

Luego asignamos la interface interna y externa para la direccion estéatica

R2(config)#int f0/0
R2(config-if)#ip nat outside
R2(config-if)#int fO/1
R2(config-if)#ip nat inside

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.

Configuramos el control de IP desde R2

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
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R2(config)#ip nat pool Internet 209.165.200.228 209.165.200.228 netmask
255.255.255.248

R2(config)#ip nat inside source list 1 pool Internet

Seguidamente configuramos el acceso de tipo estandar

R2(config)#ip access-list standard Admin
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#permit host 172.31.23.1
R2(config-std-nacl)#line vty 0 4

R2(config-line)#access-class Admin in

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a

Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Realizamos la configuracién de acceso de tipo extendido

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
R2(config)#access-list 101 permit icmp any any echo-reply
R2(config)#int f0/0

R2(config-if)#ip access-group 101 in

R2(config-if)#int sO/0/0

R2(config-if)#ip access-group 101 out

R2(config-if)#int s0/0/1

R2(config-if)#ip access-group 101 out

R2(config-if)#int fO/1

R2(config-if)#ip access-group 101 out
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13.Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

P R2 ESEEE )

Phv=ical Config CLI Afttributes
]

105 Command Line Interface

TU pDELILT 1Cmp a2ny 2y echo-reply

RZgshow access-lists
Standard IP access list 1
10 permit 13%2_168.30.0 0_.0_0_Z55
20 permit 19Z.168.40.0 0.0.0.Z
Standard IP access list Admin
10 permit host 172.31.21.1
[ | 20 permit host 172_.31_.23.1
Extended IP access list 101
10 permit tcp any host 209.165_200_.229 eq www
20 permit icmp any any echo-reply

Ping de R2 a Internet PC
"B R SSEEOAC >

Y

Phy=ical Config CLI Attributes
|

105 Command Line Interface

BZfping 209.165_200.230 -

Type escape sequence to abort.
Sending 5, 100-byte ICHMP Echos to 209.165_200.230, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/1/2 ms
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3. CONCLUSIONES

En el NAT estatico se puede asignar estaticamente una direccién IP
publica Unica a una direccion IP privada, de esta forma se asegura
disponibilidad y acceso desde internet hacia un servidor ubicado en la
LAN.

EL NAT con sobrecarga, es decir PAT es muy utilizado en las
organizaciones ya que permite que multiples IP privadas se conecten a
Internet sobrecargando una sola IP y en donde la traduccion se hace en
los puertos.

Un servidor DHCP permite hacer una administracion centralizada y
automatica de los parametros de red. Se emplea cuando hay varios
equipos conectados en una red en donde cada una tiene asignada una
direccion IP diferente dentro de un rango determinado y necesitan
compartir informacion entre si o salir hacia Internet.

RIP es un protocolo dindmico. La version 2 de RIP es sin clase (soporta
VLSM), aifade la autenticacion y utiliza multicast.

Una ruta predeterminada es una ruta estatica que coincide con todos los
paquetes. En lugar de almacenar rutas para todas las redes en Internet,
los routers pueden almacenar una Unica ruta predeterminada que
represente cualquier red que no esté en la tabla de routing.

El protocolo de Routing OSPF(primero la ruta mas corta), es un
protocolo de direccionamiento de tipo enlace-estado, es adecuado en
redes heterogéneas de gran tamafio ya que puede recalcular las rutas

en poco tiempo cuando se cambia la topologia de red.
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