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Resumen

El certificado me permitio profundizar y aprender todo lo relacionado con la introduccion a las
redes, gracias a su material multimedia y actividades préacticas, logre aprender a configurar e
interconectar dispositivo y que lograran comunicarse entre si, el trabajo colaborativo me permitio
aprender de mis compafieros y coordinar las actividades para obtener un buen resultado y
aprender algo nuevo durante el proceso. Por otro lado, los exdmenes pusieron a prueba lo
investigado en los médulos del curso y encontrar las falencias que tenia en el momento para asi
mismo solucionarlas.

Abstrac

The certified allowed me to deepen and learn everything related to the introduction to networks, thanks
to its multimedia material and practical activities, | managed to learn how to configure and interconnect
device and that they managed to communicate with each other, the collaborative works allowed me to
learn from my colleagues and coordinate activities to obtain a good result and learn something new
during the process. On the other hand, the exams put to the test what was investigated in the modules
of the course and find the flaws that it had in the moment to solve them.
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Introduccion

El presente trabajo pone en evidencia lo aprendido durante el desarrollo del curso de CCNA2
2018, en donde se abordaron los temas de Introduccion a las redes el cual fue de mucho
interés para mi y me permitié conocer los aspectos basicos de las redes. Por ultimo, se
desarroll6 el curso de CCNA2 11 2018 el cual trata de Routing and Switching y se aprendié
sobre configuraciones de enrutadores, los protocolos que se deben manejar y los diferentes
tipos de direccionamiento, vlans y comandos para programar los Switches.
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Objetivos

e Demostrar el dominio en el tema
e Evidenciar las habilidades adquiridas

e Realizar las configuraciones de equipos de manera satisfactoria
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Figura 1
1 Tabla de direccionamiento
El : - Mascara de Gateway
administrador| 'nterfaces Direccion IP subred predeterminado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
192.168.30.1 255.255.255.0 N/D
R3 Fa0/0 2001:db8:130::9C0:8 | /64 N/D
0F:301
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
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PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP

2 Tabla de asignacion de VLAN y de puertos

Dispositivo | VLAN Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS | Fa0/4-5
SW3 1 - Todas las interfaces

3. Tabla de enlaces troncales

Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100

Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar NAT, servidor de DHCP, RIPV2
y el routing entre VLAN, incluida la configuracion de direcciones IP, las VLAN, los enlaces troncales y
las subinterfaces. Todas las pruebas de alcance deben realizarse a través de ping Unicamente.

1.1.1 Descripcion de las actividades

« SWI1 VLAN Yy las asignaciones de puertos de VLAN deben cumplir con la tabla 1.
SW2>show vlan

VLAN Name Status Ports

1 default active Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13

Fa0/14, Fa0/15, Fa0/16, Fa0/17

Fa0/18, Fa0/19, Fa0/20, Fa0/21

Fa0/22, Fa0/23, Fa0/24, Gig0/1

Gig0/2

100 VLANO100 active Fa0/2, Fa0/3
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200 VLANO200 active Fa0/4, Fa0/5
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans1 Trans2
1 enet 100001 1500 - - - - - 00

100 enet 100100 1500 - - - - - 00

200 enet 100200 1500 - - - - - 00

1002 fddi 101002 1500 - - - - - 00

--More--

e Los puertos de red que no se utilizan se deben deshabilitar.

e Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

Figura 2
P Ry - | x

Physical Config CLI Aftributes.
I

105 Command Line Interface

state to up .

2 LINEFROTO-5-UPDOWN : Line protocol on Interface Seriald/1/0, changed
state to up

Rlren

Rlishow ip interface brief

Interface IP-Lddress OK? Method Status

Protocol

GigabitEthernetd/ 0 unassigned YES unset administratiwvely
down down

GigabitEthernetd/1 unassigned YES unset administratiwvely
down down

Seriald/sO/0 200_123_211_2 YES manual up

up

Seriald/s0/ 1 unassigned ¥ES unset administratiwvely
down down

Seriald/s1l/s0 10.0.0.1 ¥ES manual up

up

Seriald/1/1 10.0.0.5 YES manual up

up

Vlanl unassigned ¥ES unset administratiwvely
down down

Rl v

Ctri+F& to exit CLI focus Copy Paste

O wop
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Figura 3

® R - o X
Physical Config CLI Aftributes I
—
105 Command Line Interface
state Lo up ’
SLINEFROTCO-5-UFDOWN: Line protocol on Interface Serialls0/0, changed
state to up
Riren
RZgshow ip interface brief
Interface IP-Eddress QOE? Method Status
Protocol
GigakbitEthernetd/s 0 unassigned ¥ES NVERM up
up
GigabitEthernet0/0.100 152 _1€28.20.1 ¥ES manual up
up
GigabitEthernet0/0.200 152 _.1653.21.1 ¥ES manual up
up
GigakbitEthernetds1 unassigned Y¥YES NVRAM administratiwvely
down down
Serial0/sO0/0 l0.0.0.2 Y¥ES NVERM wup
up
Serial0/0/1 l0.0.0.% Y¥ES NVERM wup
up
Tlanl unassigned ¥ES unset administratiwvely
down down
B2 g <
Cirl+F5 to exit CLI focus Copy Paste
U mop
B R3 — O po
Physical Config CcL Attributes.
—

105 Command Line Interface

SLINEPROTO-5-UPDOWN : Line protocol on Interface GigabitEthernet0/0, ~
changed state to up

3LINEPROTCO-5-UPDOWN: Line protocol on Interface Serialdys0/1, changed
state to up

3LINEPROTCO-5-UPDOWN: Line protocol on Interface Serialdys0/0, changed
state to up

R3=en

R3gshow ip interface brief

Interface IP-Rddress QE? Method Status

Protocol

GigabitEthernet0s0 152 . 1s8.30.1 YES manual up

up

GigabitEthernetls1 unassigned YES unset administratively
down down

Seriald/so/a 10.0.0.¢ YES manual up

up

Seriald/so/1 10.0.0.10 YES manual up

up

Vlianl unassigned ¥ES unset administratiwvely
down down

Rig hd

Ctri+F§ to exit CLI focus Copy Paste

O wp
I ——

10
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e Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30y PC31 deben obtener

informacioén IPv4 del servidor DHCP.
® Laptopsl - LI Y

Physical Config Desktop Programming Attributes
|

Command Prompt

ping 152 .16&%

Pinging 152 0.1 with :

from
from
from

momonomn
o nn

from

[ mop

Figura 5
Figura 6

Display Name | Laptop31

Interfaces FastEthernetl
Gateway/DNS IPwd
& DHCP
Static
Galeway

DNS Server

11
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Figura 7

Display Name  Lapiop30
nterfacas FastEthernetl

Gateway/DNS [Pv4

(@) DHCP

() Static

Gateway 192.168.30
DS Server

Figura 8

Display Mame |PC1
Interfaces FastEthernath

GatewayDNS IPvd

(@ DHCP

() Static

Galeway 182.188.20.1

DNS Server

Figura 9
Deplay Name | PCO
Interfaces FagiEtherneld

Gateway/DNS Pvd
(®) DHCP
() Static
Gatewsy  192.168.20.1

DOMS Server

o R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4 publica. Asegurese
de que todos los terminales pueden comunicarse con Internet publica (haga ping a la

direccion ISP) y la lista de acceso estandar se llama INSIDE-DEVS.

e R1 debe tener una ruta estatica predeterminada al ISP que

W Cisco Packet Tracesr - C ISCOVPRACTIC) it - o x
Fis Edi Opsons View Tools Exiensins  Help

ESERSOriPascdr acaaoE B=E

/ :
PE
LaptopFT
Laptopt
FEB0.201:83FF FE10.98AC

B Lapoper

= aye
- e
FE. 202 18KFFES1 1AM
=
L viad
ress 201 S3rr 105980

e or1sse( )( )
-5-} we oo REeREETEaE®
femm g e~ CEEET

L] ] i 8

Figura 10

12
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e incluye esa ruta en el dominio RIPv2.

e« R2 esun servidor de DHCP para los dispositivos conectados al puerto FastEthernet0/0.

« R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las VLAN 100 y 200.

¥ Cisco Packet Tracer - C:\Users\Ruben Dario\Documents\CISCO\PRACTICA FINAL\Escenario.pkt
File Edit Options \iew Tools Extensions Help

EERSOLrLicd 1 aeaeaoE BEsE

o e B

E——— 3

S
PC-PT
pC1

o]
Time: 01:18:44 k

FES0::201:63FF:FE10:89AC

/s m e § 5

E: Physical)x 289. y- 219

200.123.211.2 ; ISP

[Rnnl]( ( ; ( ( 15:39:u

D—-— / 2 pore Link
— = LE]

FE80::201:83FF:FE10:99AC

4321 | | 1941 | | 2001 | 2911  81910x BLHMGW | 829 | | 1240 | Prcue [PrEmpty | 1841

P [ o ) <

Figura 11

p

0= B G e G I G I G e A G G G G s

FEB0::260:47FF:FES6:6EDA

6o 262004 | 2811

A
J

Ss
PC-FT

FC31

FEB0::260:47FF-FES6:6E0A

VLAN  IP Address IPvE Address MAC Address
CigabitEthernet0/0 up -- <not set> <not set> O00A_F367 3801
~ CigabitEthernetd/0.100 Up -- 192 .168.20.1/24 <not set> O00A_F367 3801
alsui?‘rr \ CigabitEthernetd/0.200 Up -- 192 .168.21.1/24 <not set> O00A_F367 3801
S\ CGigabitEthernetd/1 Down - <not set> <not set> OOOA_F367 . 3B02
FEB0:202:16FF:FES1:1AA8 Serial0/0/0 Up - 10.0.0.2/30 <not set> <not set>
\ | Serialo/o/l up - 10.0.0.9/30 <not set> <not set>
Vlanl Down 1 <not set> <not set> O00A._4181 .CA35
Laptop-PT| Hostname: RZ
Laptop1
FE80:201:63F_Physical Location: Intercity, Home City, Corporate Dffice, Main Wiring Closet
A Ay —— ) ==rrerl
Laptop-FT FEB0:201:63FF-FE10:99AC | aptop PT FEB0:201:63FF FE10:08AC
Laptop Laptop30

6:22 p. m.
1171272018

dy) ESP

| ServidorO es solo un servidor IPv6 y solo debe ser accesibles para los dispositivos en R3 (ping).

¥ pc3y

Physical Config D

I
W
=

Programming Attributes

O

x

Command Prompt

e B SR

—
iy

PC-PT
PC30

)

Figura 12

FE&0::202:16FF.FE43:63CT

Server-PT

4 ServerQd
a LY FE20::201:83FF:FE10:994AC
L
h

PC-PT

PC31

80 260:47FF:FESE6E0A

g Clme

13
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A, Logical ( Physical« 4.y 313

Physical ~ Configy  Deskiof Programming  Affributes
(Command Prompt

Pinging 19

"W A 5
L
_""‘}.C-.. PCA| A mate r
‘ PC31 Minimum =
w1 A
- - ©wmrmr ||
- aptop: apiop.
Laptop-FT Laptop-PT

Laptopl Laptop!

Vi = NS SIS S S IS WS SIS S S IS S S N
5!;-{1@1' 0 00 G G e e e e e e

4321 1941 2901 2911 | B1910x BI9HGW | B29 1240 | Prfoser Pramply 1841 | 2620KM  2621¥M 2811

£

Figura 13

e La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de PC30y
obligacion de configurados PC31 simultaneas (dual-stack). Las direcciones se deben
configurar mediante DHCP y DHCPV6.

o La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e IPv6
configuradas (dual- stack).

e R1, R2y R3 intercambian informacién de routing mediante RIP version 2.
« R1, R2y R3 deben saber sobre las rutas de cada uno y la ruta predeterminada desde R1.

o Verifique la conectividad. Todos los terminales deben poder hacer ping entre siy a la
direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer IPv6-ping entre ellos
y el servidor.

14



ol I Il | I
CiIsco. Cisco Networking Academy Mind Wide Oper

! Laptop31 - O X

) ; 280
Programming Attributes ; 5P

L =
N e—— g_—-———'_‘[;!
W

Physical Cenfig

2901 PCPT
R3 PC30
/ FE80::202:16FF:FE43:63C7
e
Laptop-PT Server-PT
Laptop31 - Serverl
FE80:201:63FF:FE10:99AC | aptgp pT \ FE80::201:63FF:FE10:99AC
Laptop30 [:]
FEB0::260:47FF FEBE:6E0A —
1
PC-FT
PC3H

FEB0::260:47FF:FEB6:6E0A

| Top

Figura 14: Se evidencia
'\. Logical al)x 824, y: T1

¥ pcap - | b

Physical Config Des Programming Aftributes

(Command Prompt

FC-FT
PC30

- S

]
bé FES0::202:16FF FE43:63C7
PC-PT o]
PCO Sy

FE80::202:16FF:FE51:1AA8

J

— Server-PT
PC-PT Server(
Rct \ FEB0::201:63FF:FE10:99AC

FEB0::201:63FF:FE10:99AC [:]
FES0 —
b
Ping statis t47FF: H PC-PT
B - = 4 (0% ) PCH

Approxima rip in milli FEB0::260:47FF-FES6:6E0A

Minimum =

[ op

L= - pe— <

Figura 15: Conexion establecida en pc 31
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogota y Buenos Aires, en donde el estudiante serd el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde
con los lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

V!

AN Direccionamiento Nombre

0 192.168,20.0/24 Administracidn
40 192,163.40.0/24 Mercideo
200 192.168.200.0/24 Mantenimiento

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

16
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1. Configurar el direccionamiento IP acorde con latopologia de
red para cada uno de los dispositivos que forman parte del

escenario

Realizamos la topologia como se muestra en la figura

]

=

Internet %
Mlaml l = ————0-
Web Server
T ~—~7
Bogota | "’-'? : ,;

1 Buenos Aires
QI _/gl

PC-A PC-C

Configuracion del direccionamiento ip de “Internet PC”

Seleccionamos la configuracion IP estatica y configuramos lo siguiente: IP
address: 209.165.200.230

Mascara de subred: 255.255.255.248 Gateway

predeterminado: 209.165.200.225

17
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Configuracion de “Web Server”

Seleccionamos la configuracion IP estéatica y configuramos lo siguiente: IP
address: 10.10.10.10

Mascara de subred: 255.255.255.0 Gateway

predeterminado: 10.10.10.1

18
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Configuracion de “R1”

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#int sO/0/0

R1(config-if)#description connection to R2 R1(config-

if)#ip add 172.31.21.1 255.255.255.252

R1(config-if)#clock rate 128000

R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#

R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0 R1(config)#

Configuracion del “R2”

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#int sO/0/1

R2(config-if)#descrip connection to R1

R2(config-if)#ip add 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

19
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R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to
up

R2(config-if)#int s0/0/0

R2(config-if)#descrip connection to R3
R2(config-if)#ip add 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#int f0/0

R2(config-if)#descrip Internet PC

R2(config-if)#ip add 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed

state to up

R2(config-if)#int fO/1
R2(config-if)#ip address 10.10.10.1 255.255.255.0
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

20
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed

state to up

R2(config-if)#description connection to web server
R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 f0/0 R2(config)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
up

Configuracion del “R3”

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#int sO/0/1

R3(config-if)#description connection to R2 R3(config-

if)#ip add 172.31.23.2 255.255.252.252

Bad mask OxFFFFFCFC for address 172.31.23.2
R3(config-if)#ip add 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown
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R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up int |
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to

up

AN

% Invalid input detected at ' marker.
R3(config-if)#int lo4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to
up

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#int lo5

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to
up

R3(config-if)#ip add 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#int 106

22




1T
CiIsco. Cisco Networking Academy Mind Wide Oper
e

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to
up

R3(config-if)#ip add 192.168.6.1 255.255.255.0
R3(config-if)#exit
R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1 R3(config)#

Configuracion de “S1”

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname S1 S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console
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Configuracion de “S3”

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname S3 S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

Configuracion del direccionamiento ip de “PC-A”

Seleccionamos la configuracion IP por DHCP y nos queda de la siguiente manera: IP
address: 169.254.139.60

Mascara de subred: 255.255.0.0 Gateway

predeterminado: 0.0.0.0

Configuracion del direccionamiento ip de “PC-C”

Seleccionamos la configuracion IPpor DHCP y nos queda de la siguiente manera: IP
address: 169.254.236.160

Mascara de subred: 255.255.0.0 Gateway

predeterminado: 0.0.0.0
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1. Configurar el protocolo de enrutamiento OSPFv2 bajo los

siguientes criterios:

OSPFv2 area 0

Configuration Iltem or Task

Specification

Router ID R1 1.1.1.1
Router ID R2 5555
R riDR

outer ID R3 8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Configuraciéon en R1

R1>enable R1#configure

terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1

R1(config-router)#Reload or use "clear ip ospf process" command, for this to take

effect

R1(config-router)#no router-id 1.1.1.1
R1(config-router)#router-id 1.1.1.1

R1(config-router)#Reload or use "clear ip ospf process" command, for this to take
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R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
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R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#passive-interface f0/0
R1(config-router)#exit

R1(config)#int sO/0/0 R1(config-

if)#bandwidth 256 R1(config-if)#ip

ospf cost 9500 R1(config-if)#

Configuracion en R2

R2>enable R2#configure

terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5

R2(config-router)#network 172.31.21.0 0.0.0.3 area O

R2(config-router)#

02:12:01: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

R2(config-router)#network 172.31.23.0 0.0.0.3 area0
R2(config-router)#network 172.31.23.0 0.0.0.3 area0
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#passive-interface f0/0
R2(config-router)#interface s0/0/0
R2(config-if)#bandwidth 256

R2(config-if)#interface s0/0/1

R2(config-if)#bandwidth 256

R2(config-if)#interface s0/0/0
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R2(config-if)#ip ospf cost 7500

R2(config-if)#

Configuracién en R3

R3>enable R3#configure

terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8

R3(config-router)#network 172.31.23.0 0.0.0.3 area 0

R3(config-router)#

02:25:30: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from
LOADING to FULL, Loading Done

R3(config-router)#network 192.168.4.0 0.0.0.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface lo5
R3(config-router)#passive-interface lo6
R3(config-router)#exit

R3(config)#int s0/0/1 R3(config-

if)f#bandwidth 256 R3(config-if)#ip

ospf cost 9500

R3(config-if)#exit
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Verificar informacién de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

R2>enable

R2#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface 1.1.1.1
0 FULL/ - 00:00:30 172.31.21.1 Serial0/0/1
8.8.8.8 0 FULL/ - 00:00:39 172.31.23.2 Serial0/0/0

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

Para este paso se utiliza el comando show ip ospf interface brief pero este

comando no es soportado por Packet tracert
R2#show ip ospf interface brief

N

% Invalid input detected at '~ marker.

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

29




1T
CiIsco. Cisco Networking Academy Mind Wide Oper
e

R2#show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5

Number of areas in this router is 1. 1 normal O stub O nssa
Maximum path: 4

Routing for Networks:

172.31.21.0 0.0.0.3 area 0

172.31.23.0 0.0.0.3 area 0

10.10.10.0 0.0.0.255 area 0 Passive

Interface(s): FastEthernet0/0

Routing Information Sources:

Gateway Distance Last Update

1.1.1.1 110 00:28:05

5.5.5.511000:17:56

8.8.8.8 110 00:13:05

Distance: (default is 110)
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1. Configurar VLANS, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los

Switches acorde a latopologia de red establecida.

Primero configuramos la seguridad en R1

R1>enable R1#configure

terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#enable secret class

R1(config)#line con O

R1(config-line)#pass cisco

R1(config-line)#login

R1(config-line)#line vty 0 4

R1(config-line)#pass cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service pass

R1(config)#service password-encryption

R1(config)#banner motd #Prohibido El Acceso No Autorizado#
R1(config)# exit

R1#copy running-config startup-config

Destination filename [startup-config]?
Building configuration...

[OK]
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Seguridad en el router R2

R2>enable R2#configure

terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#enable secret class

R2(config)#line con 0

R2(config-line)#pass cisco

R2(config-line)#login

R2(config-line)#line vty 0 4

R2(config-line)#pass cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption

R2(config)#banner motd #Prohibido ElI Acceso No Autorizado#
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]
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Configuracién de seguridad en R3

R3>enable R3#configure

terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#enable secret class

R3(config)#line con 0

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption

R3(config)#banner motd #Prohibido El Acceso No Autorizado#
R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]
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Configuracién de seguridad en S1

S1>enable Password:

S1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#enable secret class

S1(config)#line con O

S1(config-line)#pass cisco

S1(config-line)#login

S1(config-line)#line vty 0 4

S1(config-line)#pass cisco

S1(config-line)#login

S1(config-line)#service password-encryption S1(config)#banner
motd #Prohibido El Acceso No Autorizado# S1(config)#exit
S1#

%SYS-5-CONFIG_I: Configured from console by console

S1#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

Seguridad en S3

S3>enable S3#configure

terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#enable secret class

S3(config)#line con O
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S3(config-line)#pass cisco
S3(config-line)#login
S3(config-line)#line vty 0 4
S3(config-line)#pass cisco
S3(config-line)#login
S3(config-line)#exit
S3(config)#service password-encryption
S3(config)#banner motd #Prohibido El Acceso No Autorizado#
S3(config)#exit
S3#
%SYS-5-CONFIG_I: Configured from console by console

Configuracion de vlan en S1

S1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#no ip domain-lookup

S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento

S1(config-vlan)#exit

S1(config)#int vilan 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-if)#ip address 192.168.200.2 255.255.255.0
S1(config-if)y#no shut

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.200.1
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S1(config)#interface f0/3

S1(config-if)#switchport mode trunk

S1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to up

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#interface f0/24

S1(config-if)#switchport mode trunk S1(config-

if)#switchport trunk native vlian 1

S1(config-if)#interface range fa0/1-2, fa0/4-23, GigabitEthernet0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#interface fa0/1

S1(config-if)y#switchport mode access

S1(config-if)y#switchport access vian 30

S1(config-if)#interface range fa0/2, fa0/4-23, GigabitEthernet0/1-2

S1(config-if-range)#no shutdown
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Configuracién vlian en S3

Prohibido El Acceso No Autorizado

User Access Verification Password:

S3>enable Password:

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#vian 30

S3(config-vlan)#name Administracion

S3(config-vlan)#vlan 40

S3(config-vlan)#name Mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento

S3(config-vlan)#exit

S3(config)#int vian 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to up

S3(config-if)#ip address 192.168.200.3 255.255.255.0
S3(config-if)y#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.200.1
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S3(config)#interface f0/3

S3(config-if)#switchport mode trunk S3(config-

if)#switchport trunk native vlan 1

S3(config-if)#interface range fa0/1-2, fa0/4-24, GigabitEthernet0/1-2
S3(config-if-range)#switchport mode access
S3(config-if-range)#interface fa0/1

S3(config-if)#switchport mode access

S3(config-if)#switchport access vlan 40

S3(config-if)#

S3(config-if)#interface range fa0/2, fa0/4-24, GigabitEthernet0/1-2
S3(config-if-range)#shutdown

1. En el Switch 3 deshabilitar DNS lookup

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup

S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console
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2. Asignar direcciones IP alos Switches acorde a los lineamientos.

Configuracién de direcciones IP en S1

S1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

S1(config)#int vian 200
S1(config-if)#ip address 192.168.200.2 255.255.255.0
S1(config-if)#no shutdown
S1(config-if)#exit
S1(config)#ip default-gateway 192.168.200.1

Configuracion de direcciones IP en S3
Prohibido El Acceso No Autorizado

User Access Verification Password:

S3>enable Password:

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

S3(config)#int vian 200

S3(config-if)#ip address 192.168.200.3 255.255.255.0
S3(config-if)y#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.200.1

S3(config)#
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3. Desactivar todas las interfaces que no sean utilizadas en el

esquemade red.

Desactivar interfaces en S1

S1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#

S1(config)#interface range fa0/1-2, fa0/4-23, GigabitEthernet0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#interface fa0/1

S1(config-if)#switchport mode access

S1(config-if)#switchport access vlan 30

S1(config-if)#interface range fa0/2, fa0/4-23, GigabitEthernet0/1-2
S1(config-if-range)#shutdown

S1(config-if-range)#

Desactivar interfaces en S3

S3>enable Password:

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int vian 200

S3(config-if)#ip address 192.168.200.3 255.255.255.0
S3(config-if)y#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.200.1

S3(config)#

S3(config)#interface range fa0/1-2, fa0/4-24, GigabitEthernet0/1-2

S3(config-if-range)#switchport mode access
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S3(config-if-range)#int fa0/1 S3(config-
if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#interface range fa0/2, fa0/4-24, GigabitEthernet0/1-2
S3(config-if-range)#shutdown

S3(config-if-range)#

4. Implement DHCP and NAT for

IPv4 Configuracion para R1

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp pool Administracion

R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#enable R1#configure
terminal
Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
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R1(config)#ip dhcp pool Mercadeo
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

5. Configurar R1 como servidor DHCP para las VLANs 30y 40.

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excludded-address 192.168.40.1 192.168.40.30
A

% Invalid input detected at '~ marker.

R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dchp pool Administracion

A

% Invalid input detected at " marker. R1(config)#ip

dhcp pool ADMINISTRACION R1(dhcp-

config)#dns-server 10.10.10.11 R1(dhcp-

config)#domain-name ccna-unad.com
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% Invalid input detected at '*' marker. R1(dhcp-
config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#exit

R1(config)#exit

6. Reservar las primeras 30 direcciones IP de las VLAN 30

y 40 para configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com

Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com

Establecer default gateway.

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.31.1192.168.31.30
R1(config)#ip dhcp excluded-address 192.168.31.1192.168.31.30
R1(config)#no ip dhcp excluded-address 192.168.31.1 192.168.31.30
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool Administracion

R1(dhcp-config)#dns-server 10.10.10.11 R1(dhcp-

config)#domain-name ccna-unad.com
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% Invalid input detected at ' marker. R1(dhcp-
config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 10.10.10.11 R1(dhcp-

config)#domain-name ccna-unad.com

AN

% Invalid input detected at ' marker. R1(dhcp-
config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

R1(dhcp-config)#

7. Configurar NAT en R2 para permitir que los host puedan salir a
internet

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 permit 192.168.30.1 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.10.0.0.255
R2(config)#no access-list 1 permit 192.168.30.10.0.0.255
R2(config)#no access-list 1 permit 192.168.40.10.0.0.255
R2(config)#access-list 1 permit 192.168.30.00.0.0.255
R2(config)#access-list 1 permit 192.168.40.00.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

R2(config)#ip nat inside source list 1 pool INTERNET
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R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229

R2(config)#

8. Configurar al menos dos listas de acceso de tipo estandar a su
criterioen pararestringir o permitir trafico desde R1 o R3 hacia
R2.

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
R2(config)#access-list 101 permit icmp any any echo-reply R2(config)#int
fo/0

R2(config-if)#ip access-group 101 in

R2(config-if)#int sO/0/1

R2(config-if)#ip access-group 101 out

R2(config-if)#int s0/0/0

R2(config-if)#ip access-group 101 out

R2(config-if)#int fO/1

R2(config-if)#ip access-group 101 out

R2(config-if)#

9. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico

desde R1 o R3 haciaR2.

R2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z. R2(config)#ip

nat inside source static 10.10.10.10 209.165.200.229 R2(config)#int f0/0
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R2(config-if)#ip nat outside
R2(config-if)#int f0/1
R2(config-if)#ip nat inside
R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.00.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

R2(config)#ip nat inside source list 1 pool INTERNET

R2(config)#

10. Verificar procesos de comunicaciony
redireccionamiento de trafico en los routers mediante el uso

de Ping y Traceroute.

Verificacion con el comando ping
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Ping de R1a R2

Rl#ping 172.31.21.2

Type escape sequence to abort.
Sending 5, 100-bByte ICMP Echos to 172.31.21_.2, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/5/22 ma
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Ping de R2 AR3

R2gping 172.31_.23.2
Type escape sSegquence to abort.
Sending 5, 100-byte ICMP Echos to 172_.31_.23.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/3/11 ms
Web Server

*ping

Pinging Z0%_1&5

Ping statistics for

Minimim = Oms, Maximim = lma, Average
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Conclusiones

e Con la utilizacion del ping para el rastreo y asi probar las rutas que se le asignan alas
topologias

e Se configura y verifica el direccionamiento IPv4 e IPv6

e Con el desarrollo del presente trabajo fue posible demostrar destrezas en cuanto ala
configuracion de equipos de red Cisco, como Routers y Switches.

e Se logro llevar a cabo de manera exitosa protocolos de enrutamiento dinamico como
OSPF y otros servicios como DHCP, listas de acceso, Nat y aseguramiento de dispositivos
Cisco
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