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Resumen

La importancia de las telecomunicaciones en la actualidad hacen parte del diario
vivir, en cualquier ambiente, para el uso practico, y entender el funcionamiento de
las redes de informacion.

La Universidad Nacional Abierta y a Distancia(UNAD) y CISCO Networking
Academy, han puesto a disposicion el Diplomado de Profundizacion Cisco (Disefio
e Implementacion de Soluciones Integradas LAN/WAN), donde como apoyo un
software “Cisco Packet Tracer’” que es utilizado como una herramienta de
aprendizaje y simulacion de redes interactiva, este producto permite crear
topologias de red, configurar dispositivos, insertar paquetes y simular una red con
multiples representaciones visuales, gracias a esto hemos podidos acercarnos mas
a la seguridad en las redes y al amplio conocimiento que nos ofrecen.



Introduccién

El presente trabajo de evaluacion de Prueba de habilidades practicas CCNA del
Diplomado de Profundizacion Cisco (Disefio e Implementaciéon de Soluciones
Integradas LAN/WAN) se pretende realizar una conceptualizacion general de las
tematicas desarrolladas en las unidades vistas por medio de una serie de
actividades practicas desarrolladas mediante la herramienta de simulacion CISCO
Packet Tracer.

A continuacion presento un informe detallado de las actividades realizadas,
mediante las cuales se evidencia el desarrollo de cada una de los ejercicios
practicos, en el cual encontramos temas como la configuracion de protocolos como
OSPFv2, DHCP, RIPv2, disefiar e implementar NAT dinamicas y estéaticas, listas de
acceso bajo los protocolos IPv4 y IPv6, entre otros temas de gran importancia para
afianzar nuestros conocimientos en networking.



1. Escenario 1

En esta actividad, demostrara y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracién de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping unicamente.

1841
ISP
l s
1841
R1
=
1841
R2 R3
“pC-pT =
. Laptop-PT Laptop-PT - ' PC31 Server-PT
PC1 Laptop-PT Laptop-PT
Laptop0 Laptopl Laptop31 Laptop30 Server0
Figura 1: Escenario 1
Tabla 1 de direccionamiento
& Interf Direccién IP Gateway
i nterfaces ireccion 2
adm|2|rstrad Mascara de subred predeterminado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
R2 Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
192.168.30.1 255.255.255.0 N/D
R3 Fa0/0 2001:db8:130::9C0:80F:301 | /64 N/D




Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
Tabla 1: Tabla de Direccionamiento Escenario 1
Tabla de asignacion de VLAN y de puertos
Dispositivo VLAN Nombre Interfaz
SW?2 100 LAPTOPS Fa0/2-3
SW?2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla 2: Tabla de asignacién de VLAN y de puertos

Tabla de enlaces troncales

Dispositivo local

Interfaz local

Dispositivo remoto

SW2

Fa0/2-3

100

Tabla 3: Tabla de enlaces troncales




Creacion del Escenario 1 en Cisco Packet Tracer

v Crear el area de trabajo con todos los dispositivos/equipos a utilizar, en este
caso:
e 4 Router 1841 con el nombre de ISP, R1, R2y R3.
e 2 Switch 2950-24 con el nombre de SW2 y SW3.
e 4 PC de escritorio con el nombre de PC20, PC21, PC30y PC31
e 4 Equipos portétiles con el nombre de Laptop20, Laptop21, Laptop30
y Laptop31
e 1 Server-PT con el nombre de Server0

Primero debemos agregar los Seriales a los routers porque
default/predeterminado no la tiene instalada, para esto hacemos click en el
router ISP, en la pestafia Physical, apagamos el router, agregamos una
interfaz WIC-2T y prendemos el router, este procedimiento lo repetimos con
los routers restantes.

| 2 —5% — 0
Q— — >—e| ‘-.—-___\ | "' 7,
; .

Togong 1841 1841 PC-PT
PC-PT X
PC20 / sftchz\ R2 R3 /Srch3\ o
PC F;T‘ g 9 = — Server-PT
pC21 Laptop-PT  Laptap-PT Laptop-FT Laptop.PT PC-PT Server0d

Laptop20 Laptop21 Laptop31  Laptop30 PC31

Figura 2: Creacién del Escenario 1 en Cisco Packet Tracer



1.1. SW2 VLAN y las asignaciones de puertos de VLAN deben cumplir con la tabla
1

Para el desarrollo de esta actividad utilizamos los siguientes comandos que se
ejecutan mediante el (CLI) Command Line Comand Interface en el SW2.

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW2
SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#exit
SW2(config)#vlan 200
SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#exit
SW2(config)#end

& Switch2 -— ° = | ) i

| Phymcall Config | CLI|

I0S Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/3, changed state to
ug

SLINE-5-CHAMEED: Interface FastEthernetl,4, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/4, changed state to
ug

2LINE-5-CHAMEED: Interface FastEthernetl/5, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/5, changed state to
upg

Switchr»enable

Switchfconfig t

Enter configuration commands, cone per line. End with CHNTIL/Z.
Switch{config) #hostname SW2

S5WZ (config)#vlan 100

SWZ (config-vlan) fname LAEPTOES

SWZ (config-vlan) fexit

SWZ (config)#vlan 200

SWZ (config-vlan) fname DESTOES

SWZ (config-vlan) fexit

SWZ (config) #end

SWZ§

%5Y¥YS5-5-CONFIG I: Configured from conscle by consocle

m

Wz Al

Figura 3: Configuracién SW2 VLAN y las asignaciones de puertos de VLAN.



Continuamos con los siguientes comandos para las asignaciones de puertos
de VLAN de la tabla 1 para SW2.

SW2>enable

SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#int range f0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#exit

SW2(config)#int range f0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#exit

SW2(config)#int f0/1

SW2(config-if)#switchport mode trunk
SW2(config-if)#exit

SW2(config)#int range f0/6-24
SW2(config-if-range)#shut
SW2(config-if-range)#exit

SW2(config)#exit

F sw2 'i_‘_"—- i e P

| Physical | Config | CLI |

105 Command Line Interface

SWZrenable

SWZgconfig t

Enter configuration commands, one per line. End with CHTL/Z.
SWZ (config) #int range £0/2-3

SW2 (config-if-range) #switchport mode access

SW2 (config-if-range) #switchport access vlan 100

SWz (config-if-range) fexit

SWZ (config) #int range £0/4-5

SW2 (config-if-range) #switchport mode access

SW2 (config-if-range) #switchport access vlan 200

SWz (config-if-range) fexit

SWZ (config)#int £0/1

SW2 (config-if) #switchport mode trunk

SWz (config-if) #exit

SWZ (config) #int range £0/6-Z24

SWz (config-if-range) #shut

SWz (config-if-range) fexit

SWZ (config) fexit

SWZg

%5¥Y5-5-CONFIG I: Configured from conscle by console

m

Figura 4: Asignaciones de puertos de VLAN de la tabla 1 para SW2



Para mostrar la informacion de VLAN del SW2, use el comando show vlan en el
modo EXEC privilegiado.

& Switch2 - E=red X

| Phymcall Config | CLI|

I0S Command Line Interface

SWZgshow wvlan -
VLAN Name Status Borts
1 default actiwve Fa0/1, Fal/s2, Fal/3, Fals4

Fal/5, Fal/&, Fal/7, Fal/8
FaOs/3, Fals10, Fa0/ll, Fads1Z
Fa0/13, Fa0/14, Fa0/15, F=0/1&
Fa0/17, Fa0/18, Fa0/1%, F=0/20
FaO/21, Fa0/22, Fa0/23, Fa0/24

100 TLAPTOES actiwve

200 DESTOES actiwve

1002 fddi-default act/unsup

1002 token-ring-default act /unsup

1004 f£ddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MTT Parent RingWo BridgelNo Stp Brdglode Transl TransZ
1 enet 100001 1500 - - - - - a a

100 enet 100100 1500 - - - - - a a

200 enet 100200 1500 - - - - - a a

1002 £d4d4i 101002 1500 - - - - - a a

1003 tr 101003 1500 - - - - - a a =
1004 f£dnet 101004 1500 - - - ieee - a a

1005 trmet 101005 1500 - - - ibm - a a

Hemote SPAN VIAMs

Figura 5: Informacién de VLAN del SW2

Continuamos con SW3 VLAN y las asignaciones de puertos de VLAN deben
cumplir con la tabla 1.

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW3
SW3(config)#vlan 1

SW3(config-vlan)#exit

SWa3(config)#int range f0/1-24
SW3(config-if-range)#switchport mode access
SWa3(config-if-range)#switchport access vlan 1
SW3(config-if-range)#exit

SW3(config)#end



# Switch3 T T AW WERSE. R RN
i e

e .

| Physical | Config |F_CLI |

I0S Command Line Interface

SLIMNEEROTO-5-UPDOWM: Line protococl on Interface FastEthernet(/4, changed state to
up

SLINE-5-CHRNEED: Interface FastEthernet(/5, changed state to up

SLIMNEEROTO-5-UPDOWN: Line protococl on Interface FastEthernet(/5, changed state to
up

SLINE-5-CHRNEED: Interface FastEthernetl/&, changed state to up

SLIMNEEROTO-5-UPDOWM: Line protococl on Interface FastEthernet(/&, changed state to
up

Switch»enakle

Switchiconfig t

Enter configuration commands, one per line. End with CHNTL/SZ.
Switch|config) #hostname S5W3

5W3 (config)fvlan 1

SW3 (config-vlan) fexit

SW3({config)#int range £0/1-Z24

SW3(config-if-range) §awitchport mode access

5W3 (config-if-range) §switchport access wlan 1

SW3 ({config-if-range) §exit

SW3 ({config) #end

SW3g

%55Y5-5-CONFI& I: Configured from conscle by conscle

m

SHag Al
Figura 6: Configuracién SW3 VLAN y las asignaciones de puertos de VLAN

1.2. Deshabilitar los puertos de red que no se utilizan

Para el desarrollo de esta actividad utilizamos los siguientes comandos que se
ejecutan mediante el (CLI) Command Line Comand Interface en el SW2 y el SW3.

SW2: Seleccionamos el rango de la interfaz Fast Ethernet f0/6-24 para deshabilitar
porque los puertos del 1 al 5 estan siendo utilizados.

SW2>enable

SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#int range f0/6-24

SW2(config-if-range)#shut



& Switch2 - =NASS X

| Physical | Config | CLI |

I0S Command Line Interface

SWZwenable

SWigconfig t

Enter configuration commands, one per line. End with CHNTL/Z.

5WZ (config) #int range £0/6-24

SWZ (config-if-range) #shut

SLINE-5-CHAMEED: Interface FastEthernet0/&, changed state to administratively down
(LINE-5-CHARNEED: Interface FastEthernetl,/7, changed state to administratiwvely down
(LINE-5-CHAMEED: Interface FastEthernet0/8, changed state to administratiwvely down

(LINE-5-CHARNEED: Interface FastEthernetl/3, changed state to administratiwvely down

SLINE-5-CHAMEZED: Interface FastEthernet0/10, changed state to administratiwvely
down

ELINE-5-CHAMNEED: Interface FastEthernet0/11, changed state to administratively
down

(LINE-5-CHANEED: Interface FastEthernet0,/12, changed state to administratiwvely
down

SLINE-5-CHAMEED: Interface FastEthernet0/13, changed state to administratiwvely
down

SLINE-5-CHAMEZED: Interface FastEthernet0/14, changed state to administratiwvely
down

(LINE-5-CHANEED: Interface FastEthernet0,/15, changed state to administratiwvely
down

(LINE-5-CHANEED: Interface FastEthernetl,/ld, changed state to administratiwvely
down

2LINE-5-CHAMEZED: Interface FastEthernet0/17, changed state to administratiwvely
down

ELINE-5-CHAMNEZED: Interface FastEthernet0/18, changed state to administratively
down

m

Figura 7: Deshabilitar los puertos de red que no se utilizan SW2

SW3: Seleccionamos el rango de la interfaz Fast Ethernet f0/7-24 para
deshabilitar porque los puertos del 1 al 6 estan siendo utilizados.

SW3>enable

SW3t#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#int range f0/7-24

SW3(config-if-range)#shut

10



& Switch3 - — - = | B [

| Physical | Config | CLI |

105 Command Line Interface

SW3renakle

SW3gconfig t

Enter configuration commands, one per line. End with CHTIL/Z.

SW3(config) $int range £0/7-24

5W3 (config-if-range) #shut

SLINE-5-CHANCED: Interface FastEthernet0/7, changed state to administratively down
5LINE-5-CHANEED: Interface FastEthernet0/8, changed state to administratively down

5LINE-5-CHANEED: Interface FastEthernet0/3, changed state to administratively down

SLINE-5-CHRANEED: Interface FastEthernet0/10, changed state to administratiwvely
down

SLINE-5-CHRANEED: Interface FastEthernet0/11, changed state to administratiwvely
down

5LINE-5-CHANEED: Interface FastEthernet0/12, changed state to administratively
down

5LINE-5-CHRNEZED: Interface FastEthernet0/13, changed state to administratively
down

5LINE-5-CHANEED: Interface FastEthernet0/14, changed state to administratively
down

5LINE-5-CHANEED: Interface FastEthernet0/15, changed state to administratively
down

5LINE-5-CHANEED: Interface FastEthernet0/l&, changed state to administratively
down

5LINE-5-CHARNEZED: Interface FastEthernet0/17, changed state to administratively
down

5LINE-5-CHRNEZED: Interface FastEthernet0/18, changed state to administratively
down

5LINE-5-CHARNEZED: Interface FastEthernet0/1%, changed state to administratively

m

Figura 8: Deshabilitar los puertos de red que no se utilizan SW3
Configuracion Interfaz troncal en SW2

SW2>enable

SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#int f0/1

SW2(config-if)#switchport mode trunk

SW2(config-if)#end

11



& Switch2 —-— °

of X

| Physical | Config | CLI |

105 Command Line Interface

Press RETURN to get started.

SWZrenable
SWZgconfig t

SWZ ({config) #int £0/1

SWZ (config-if) $awitchport mode trunk

5¥Wz (config-if) §end

SWZg

£55Y5-5-CONFIz_I: Configured from conscle by conscle

sz

Enter configuration commands, one per line. End with CHTIL/Z.

m

Figura 9: Configuracion Interfaz troncal en SW2

Configuracion Interfaz troncal en SW3

SW3>enable

SW3#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#int f0/1

SW3(config-if)#switchport mode trunk

SW3(config-if)#end

12



# Switch3 WEEE e o o = e

| Physical | Config ‘ CLI |

I0S Command Line Interface

Press RETURN to get started.

SW3renable

SHW3fconfig t

Enter configuration commands, nnk per line. End with CNTIL/Z.
SW3{config) fint £0/1

SH3(config-if) fawitchport mode trunk

SH3({config-if) §end

SW3g

£5¥Y5-5-CONFIG I: Configured from conscle by consocle

SW3g

m

Figura 10: Configuracion Interfaz troncal en SW3

1.3. La informacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1

Para el desarrollo de esta actividad utilizamos los siguientes comandos que se
ejecutan mediante el (CLI) Command Line Comand del R1, R2, y R3.

R1: para configurar ejecutamos los siguientes comandos.

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#int s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down

13




R1(config-if)#exit

R1(config)#int s0/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R1(config-if)#exit

R1(config)#int s0/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
R1(config-if)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#wr

Building configuration...

[OK]

R1#

% R1 — .

2R X

| Physical | Config | CLI |

I0S Command Line Interface

Bouterrenable

Bouterfconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) #hostname Rl

Bl (config) §int 30/0/0

Bl {config-if)#ip address 200.123_211_2 Z55_255_255.0

Bl (config-if) #no shut

5LINE-5-CHANEED: Interface Serialld/ 070, changed state to down
Bl (config-if) gexit

Bl {config)#int s0/51/0

Bl {config-if) #ip address 10.0.0.1 255_255_255_252

Bl (config-if) #no shut

5LINE-5-CHANEED: Interface Seriall/ 170, changed state to down
Bl (config-if) gexit

Bl {config)#int =s0/1/1

Bl {config-if) #ip address 10.0.0.5 255_255_255_252

Bl {config-if) #no shut

5LINE-5-CHANEED: Interface Serialls 171, changed state to down
Bl {config-if) #end

ZhE

%5¥5-5-0CONFIG I: Configured from conscle by conscle

Blfwr

Building configuration...
[OE]

R1g

m

Figura 11: Configuracion de direccion IP R1
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R2: para configurar ejecutamos los siguientes comandos

R2>enable

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#hostname R2

R2(config)#int f0/0.100

R2(config-subif)#encapsulation dotlg 100

R2(config-subif)#ip address 192.168.20.1 255.255.255.0

R2(config-subif)#exit

R2(config)#int f0/0.200

R2(config-subif)#encapsulation dotlg 200

R2(config-subif)#ip address 192.168.21.1 255.255.255.0

R2(config-subif)#exit

R2(config)#int f0/0

R2(config-if)#no shut

R2(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state
toup

%LINK-5-CHANGED: Interface FastEthernet0/0.100, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.100, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.200, changed
state to up

R2(config-if)#exit

R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252

R2(config-if)#no shut

R2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
R2(config-if)#exit

R2(config)#int s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252

R2(config-if)#no shut

R2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

15



§3R2 - - - =N X

| Physical | Config | CLI |

I0S Command Line Interface

HZrenable

BZfconfig t

Enter configuration commands, one per line. End with CNTIL/Z.

BZ (config) $hostname RZ

RZ (config)#int £0/0.100

BZ (config-subif) fencapsulation dotlg 100

BZ (config-subif) §ip address 152Z.168.20.1 255.255.255.0

BZ (config-subif) fexit

B2 (config) #int £0/0.200

RZ (config-subif) fencapsulation dotlg 200

RZ (config-subif) fip address 15Z.168.21.1 2Z55.255.255.0
{config-subif) fexit

2 (config)#int £0/0

{config-if) §no shut

BZ (config-if) §
SLINE-5-CHENGED: Interface FastEthernet0/0, changed state to up

SLINEFROTO-5-UPDOWHN: Line protocol on Interface FastEthernet(/0, changed state to up
SLINE-5-CHRNGED: Interface FastEthernet0/0.100, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/0.100, changed state to up
SLINE-5-CHRENGED: Interface FastEthernet0/0.Z00, changed state to up

SLINEPROTCO-5-UBDCWN: Line protocol on Interface FastEthernet0/0.200, changed state to up
BZ (config-if) fexit

RZ (config)#int s0/0/0

BZ (config-if) #ip address 10.0.0.2 Z55.255.255.252

BZ (config-if) #no shut

RZ (config-if)§
SLINE-5-CHRENGED: Interface Serizl0/0/0, changed state to up

m

SLINEFROTCO-5-UPDCWN: Line protocol on Interface Serialls0/0, changed state to up

RZ (config-if) fexit
RZ (config)#int s0/0/1 [:

Blilconfig-Jdfifip addresg 10,0 0.5 255 255 255 25

Figura 12: Configuracion de direccion IP R2

R3: para configurar ejecutamos los siguientes comandos

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shut

R3(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

R3(config-if)#exit

R3(config)#int s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252

16



R3(config-if)#no shut

R3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
R3(config-if)#exit

R3(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
R3(config)#int s0/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R3(config-if)#end

R3#
%SYS-5-CONFIG_I: Configured from console by console
R3#
& R3 e =HEE X
T e N - - - e -

| Physical | Config | CLI

105 Command Line Interface

Router>enable

Routerfconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fhostname E3

B3 lconfig) #ipvé unicast-routing

R3(config) #int £0/0

B3 (config-if) #ip address 192 _.168.30.1 Z55_2Z55_Z55.0
R2{config-ifi#ipve address 2001:db8:130::3C0:80F:301/64

B2 lconfig-if)#noc shut

R3{config-if) ¢
SLINE-S5-CHARNGED: Interface FastEthernetl/0, changed state to up

5LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernmetd/0, changed state to
up

B3 (config-if) fexit

R3{config) #int =20/0/0

R3(config-if)#ip address 10.0.0.6 Z55.255.2Z55.252
B2 lconfig-if)éno shut

B3 {config-if) ¢
SLINE-5-CHANGED: Interface Seriazl0/0/0, changed state to up

B3 ({config-if) fexit
R3 (config) §
SLINEEROTO-5-UPDOWN: Line protocol on Interface Serialds0/0, changed state to up

R2{config) #int =0/0/1
R2{config-ifi$ip eddress 10.0.0.10 Z55.Z55.255.252
B3 (config-if) #no shut

m

5LINE-5-CHRNGED: Interface Serisl0/0/1, changed state to down
B2 {config-if) fend

R3E

$5¥5-5-CONFIE I: Configured from consocle by conasocle

B3g -

Figura 13: Configuracién de direccion IP R3
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1.4. Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31 deben
obtener informacion IPv4 del servidor DHCP

# ~ P

¥ Laptop21

ool

Physical | Config ‘ Desktop | Custom Interface |

Physical | Config | Desktop | Custom Interface |

IP Configuration
IP Configuration

@ DHCP

IP Address
Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration

@ DHCP () Auto Config

) Static

IPv6 Address /
Link Local Address FEB0::201:43FF:FEGE:B142
IPV6 Gateway

IPv6 DNS Server

¥ pcao =

& pcal =

IP Configuration

IP Configuration
@ DHCP

IP Address
Subnet Mask

Default Gateway
DNS Server

1Pv6 Configuration
@ DHCP ) Auto Config

*) Static

IPve Address /
Link Local Address FES0::2D0:BAFF:FE87:96A7
IPv6 Gateway

IPv6 DNS Server

physical | Config | Desktop | Custom Interface |

Physical | Config | Desktop | Custom Interface |

IP Configuration

@ DHCP ) Static DHCP failed. APIPA is being used.

1P Address 169.254.217.115
Subnet Mask 255.255.0.0

Default Gateway

DNS Server

1Pv6 Configuration

IP Configuration
@ DHCP

© Static DHCP failed. APIPA is being used.

1P Address 1

4.85.59
Subnet Mask 255.255.0.0

Default Gateway

DNS Server

IPv6 Configuration

® DHCP () Auto Config () Static DHCP ) Aute Config © Static
1Pv6 Address / 1Pv6 Address /
Link Local Address ~ FE80::208:BEFF:FEAE:D973 Link Local Address  FE80::290:2BFF:FEEB: 5538
IPv6 Gateway 1Pv6 Gateway
IPv6 DNS Server 05 (B8 e
& Laptop30 ol u=hil # Laptop31 - =neat]
Physical | Config | Desktop | Custom Interface | Physical | Config | Desktop | Custom Interface |
IP Configuration B IP Configuration [x]
IP Configuration 1P Configuration
@ DHCP @ DHCP ) static
IP Address IP Address 169.254.164.180
Subnet Mask Subnet Mask 255.255.0.0
Default Gateway Default Gateway
DNS Server DNS Server
IPv6 Configuration 1Pv6 Configuration
@ DHCP () Auto Config Static DHCP () Auto Config ) Static
1Pv6 Address / 1Pv6 Address /
Link Local Address FES0::260:5CFF:FEB4:C233 Link Local Address FEB0::250:FFF:FE69: A4B4
IPv6 Gateway IPV6 Gateway
IPv6 DNS Server IPv6 DNS Server
| = =T T il
physical | Config | Desktop | custom Interface | Physical | Config | Desktop | Custom Interface |
IP Configuration [ x ] IP Configuration
1P Configuration 1P Configuration
@ DHCP Static @ DHCP ) Static
1P Address 169.254.110.235 1P Address 169.254.41.80
Subnet Mask 255.255 Subnet Mask 255.255.0.0
Default Gateway Default Gateway
DNS Server DNS Server
IPv6 Configuration 1Pv6 Configuration
@ DHCP ) Auto Config @) Static @ DHCP () Auto Config © Static
1Pv6 Address / 1Pv6 Address fa

Link Local Address FE80::2D0:97FF:FEAC: 6EEB
1Pv6 Gateway

IPvE DNS Server

Link Local Address FE80::260:3EFF:FE60:2950
IPv6 Gateway

IPv6 DNS Server

Figura 14: Obtener informacién IPv4 del servidor DHCP
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1.5. R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4 publica.
Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a la direccion ISP) y la lista de acceso estandar se llama
INSIDE-DEVS

1.6. R1 debe tener una ruta estatica predeterminada al ISP que se configuré y que
incluye esa ruta en el dominio RIPv2

Realizare las actividades 1.5y 1.6 a continuacion:

El caso de NAT con sobrecarga o PAT (Port Address Translation) es el mas comuan
de todos y el mas usado en los hogares. Consiste en utilizar una Unica direccion IP
publica para mapear multiples direcciones IPs privadas.

Configuracion del router ISP de la siguiente manera

Router0>enable

RouterO#config t

Enter configuration commands, one per line. End with CNTL/Z.
RouterO(config)#hostname ISP

ISP(config)#int s0/0/0

ISP(config-if)#ip address 200.123.211.1 255.255.255.0
ISP(config-if)#no shut

ISP(config-if)#end

ISP#

5 R e s

| Phymcall Config | CLI|

I0S Command Line Interface

Press RETUEN to get started.

RouterO¥enable

RouterOfconfig t

Enter configuration commands, one per line. End with CNIL/Z.
RouterO{config) fhostname ISP

ISP{config)f#int s0/0/0

ISP ({config-if) #ip address 200.123.211.1 255.255.255.0

ISP {config-if) #no shut

ISP {config-if) fend

15Eg =

m

Figura 15: Configuracidn del router ISP
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R1: para configurar ejecutamos los siguientes comandos en el R1 para realizar una
NAT de sobrecarga.

R1>enable

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1l(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask
255.255.255.0

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.0.0.255

R1(config)#ip nat inside source list 1 int s0/0/0 overload

R1(config)#int s0/1/0

R1(config-if)#ip nat inside

R1(config-if)#int sO/1/1

R1(config-if)#ip nat inside

R1(config-if)#int s0/0/0

R1(config-if)#ip nat outside

R1(config-if)#ip nat inside source list 1 interface s0/0/0 overload
R1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#network 10.0.0.0

R1(config-router)#end

& R1 B e

| Physical | Config | CLI |

105 Command Line Interface

TINEFECIU T U EDOnN . CIE DO COCO L O INCELC=ECE SEL IS0 I T, CIENgeT ST=Ce oo up

SLINEFROTO-5-UFDOWN: Line protocol on Interface Serizld/0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serisl0s/1/0, changed state to up

Blrenabkle

Rlgconfig t©

Enter configuration commands, one per line. End with CNIL/Z.

Bl (config)#ip nat pool INSIDE-DEVS Z00_.123.211.2 200.123_211.128 netmask
255_255.255.0

Bl {config) faccess-list 1 permit 15%2.168.0.0 0.0.255.255

Rli{config) faccess-list 1 permit 10.0.0.0 0.0.0_Z55

Bl {config) #ip nat inside source list 1 int s0/0/0 overload
Rliconfig) fint =s0/1/0

Rl {config-if) #§ip nat inside

Rliconfig-if)gint s0/1/1

Rliconfig-if)#ip nat inside

Rl {config-if) §int s0/0/0

Bl {config-if) &ip nat outside

Bl {config-if) §ip nat inside source list 1 interface s0/0/0 overload
Rli{config)#ip nat inside source static tcp 152_.168.30.6 B0 Z200.123.211.1 &80
Rli{config) frouter rip

Rl {config-router) fversion 2

Rl {config-router)fnetwork 10.0.0.0

Rl {config-router) fend

R1g

%5Y5-5-CONFI&Z I: Configured from conscle by conscle

m

Figura 16: Comandos en el R1 para realizar una NAT de sobrecarga.
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Configuracion la interfaz s0/0/0 con una direccién IP fija y gateway del router ISP
con los siguientes comandos.

ISP>enable

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#int s0/0/0

ISP(config-if)#ip address 200.123.211.1 255.255.255.0
ISP(config-if)#no shut

ISP(config-if)#end

ISP#

1P — . =

| Physical | Config | CLI |

105 Command Line Interface

PFress RETURN to get started.

ISPrenzakble

ISPgconfig t

Enter configuration commands, one per line. End with CHIL/Z.
ISP (config) #int 30,/0,/0

ISP {config-if) #ip address 200.123.211.1 255_Z55_255.0

ISP (config-if) #no shut

ISP (config—if) §end

ISEE

55Y5-5-CONFI& I: Configured from conscle by conscle

| ~

m

Figura 17: Configuracion la interfaz s0/0/0 con una direccion IP fija y gateway del router ISP
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Verificacion del funcionamiento de NAT y resolucién de problemas basicos de NAT

En primer lugar, determine que NAT esté funcionando correctamente. Usted sabe
de la configuracion que la direccion IP del Router4 (192.168.30.6:80) esta supuesta
ser traducida estaticamente a 200.123.211.1:80. Usted puede utilizar el comando
show ip nat translation en el router R1 de verificar que la traduccion existe en la
tabla de traduccion.

# r1 - SNAE X

| Physical | Config | CLI |

I0S Command Line Interface

Bl conl is now availakle

Eress RETUEM to get started.

Rl>enable

Blfshow ip nat translation

Pro Inside globksl Inside local Cutside local Cutside glokal
top Z200.123_211_.1:80 182 .168.30_6:80 - -

m

RE =
Figura 18: Verificacién del funcionamiento de NAT R1

1.7. R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0

1.8. R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

El siguiente procedimiento abarca el desarrollo de la actividad 1.7 y 1.8 porque
todos los dispositivos conectados en FastEthernet 0/0 estableci solo 2 rutas VLAN
100y 200.
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Con el comando ip dhcp pool lo usamos para crear un nombre para el grupo de
direcciones del servidor DHCP y lo coloca en el modo de configuracion del grupo
DHCP, luego el comando network para especificar el nUmero de red de subred y la
mascara del grupo de direcciones DHCP y el comando default-router para
especificar la direccion IP(router R2) del enrutador predeterminado para un cliente
DHCP. Se requiere una direccion IP; sin embargo, puede especificar hasta ocho
direcciones en una linea de comando.

R2>enable

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp pool LAN100
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)#exit

R2(config)#ip dhcp pool LAN200
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.21.1
R2(dhcp-config)#end

%’RQ - X

Physical | Config | CLI

I0S Command Line Interface

Eress BETURN to get started.

RZrenable

Rifconfig t

Enter configuration commands, one per line. End with CNTL/Z.
RZ (config) #ip dhep pool LAN1OO

RZ (dhcp-config) #network 192 _.168.20.1 255_Z55.255.0
B2 (dhcp—config) #default-router 13Z2.168.20.1

RZ (dhep—config) fexit

RZ (configl #ip dhep pool LAWZOO0

RZ (dhep—config) fnetwork 192 . 1e8.21.1 Z255.255.255.0
RZ (dhcp—config) fdefault-router 152 _1e8_.21.1

RZ (dhcp-config) fend

RIE

E5Y5-5-CONFIEZ I: Configured from conscle by consocle

| -

m

Figura 19: Verificacion del funcionamiento de NAT R2
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1.9. El ServidorO es solo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping)

Ping con la direccion IPv6(FE80::201:42FF:FE75:2940) del Servidor0 desde todos
los dispositivos conectados al SW3.

Figura 20: Ping con la direccidon IPv6 del ServidorQ

1.10. La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de
PC30 y obligacién de configurados PC31 simultaneas (dual-stack). Las
direcciones se deben configurar mediante DHCP y DHCPV6

1.11. La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e
IPv6 configuradas (dual- stack)

R3>enable

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ipv6 enable

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#ip dhcp pool VLN1

R3(dhcp-config)#network 192.168.30.1 255.255.255.0
R3(dhcp-config)#default-router 192.169.30.1
R3(dhcp-config)#ipve dhcp pool VLN1
R3(config-dhcp)#dns-server 2001:db8:130::
R3(config-dhcp)#end
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% R3 — - o o

Physical | Config | CLI ‘

I0S Command Line Interface

SLINE-5-CHRNGED: Interface Serizld/s0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizl0/0/1, changed state to up

HE3renakle

BE3gconfig t

Enter configuration commands, one per line. End with CHTL/Z.
B3 ({config) #ipve unicast-routing

B3 {config) $int £0/0

B3 ({config-if) $ipve enable

R3{config-if) §ip address 1532.165.30.1 Z55.255.255.0

B3 (config-if) §ipve address Z001:dbkE:130::3C0:B80F:301/c4
B3 ({config-if) #no shut

B3 {config-if) fexit

B3 ({config) §ip dhep pool VLM

B3 (dhcp—config) gnetwork 192.168.30.1 255.F55.255.0

B3 {dhecp-config) gdefault-router 15%2.1659.30.1

B3 (dhep—config) §ipve dhep pool VLML

B3 {config-dhep) fdns—-server Z001:dbkB:130::

B3 {config-dhep) fend

R2g

%5Y5-5-CONFIG_I: Configured from conscle by console

| i

m

Figura 21: Configuracion interfaz FastEthernet 0/0 del R3

1.12. R1, R2 y R3 intercambian informacion de routing mediante RIP version
1.13. R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta predeterminada
desde R1

Para estas actividades N°.1.12 y 1.13, configuracion del enrutamiento RIP Version
2 de la siguiente manera:

R1

R1>enable

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/1/0

25



C 10.0.0.4/30 is directly connected, Serial0/1/1

C 200.123.211.0/24 is directly connected, Serial0/0/0
R1(config-router)#network 10.0.0.0
R1(config-router)#network 10.0.0.4
R1(config-router)#network 200.123.211.0
R1(config-router)#exit

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console
R1#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

R1#

¥ R1 - )

| Physical | Config | CLI |

I0S Command Line Interface

Rl>enable
Rlgconfig t©

Bl {config) §router rip

Rl (config-router) fversion 2

Rl ({config-router) #do show ip route connected

c 10.0.0.0/30 is directly connected, Serizl0/S1/0
c 10.0.0.4/30 is directly connected, Serial0s1/1
c 200.123_.Z211.0,/24 1is directly connected, Seriald, 0,0
Bl {config-router) fnetwork 10.0.0.0

Bl {config-router) fnetwork 10.0.0.4

Rl (config-router) fnetwork 200.123_.Z211.0

Bl {config-router) fexit

Bl {config) gexit

R1§

£5¥Y5-5-C0ONFIG I: Configured from conscle by conscle

Rlgcopy run sStart

Destination filename [startup-config]?
Building configuration...

[OE]

R1g

Rl§

Enter configuration commands, one per line. End with CHNTLSZ.

m

Figura 22: Enrutamiento RIP Version 2 del R1
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Ejecutamos el comando do show ip route connected que es para ver la tabla de
enrutamiento completa de Router y copy run start que sirve para copiar la
configuracion que se encuentra en la memoria RAM hacia la NVRAM. Al momento
de realizar una modificaciébn a la configuracion actual y quisiéramos salvarla,
debemos de ejecutar este comando.

R2:

R2>enable

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#version 2

R2(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/0/1

C 192.168.20.0/24 is directly connected, FastEthernet0/0.100
C 192.168.21.0/24 is directly connected, FastEthernet0/0.200
R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.8
R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0
R2(config-router)#exit

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

R2#

27



* R2 — .

| Physical | Config | CLI |

1058 Command Line Interface

BZrenakle

BZfconfig t

Enter configuration commands, one per line. End with CHNTIL/SZ.

BZ (config) #router rip

BZ (config-router) #version 2

BZ {config-router) fdo show ip route connected

10.0.0.0/30 is directly connected, Seriszl0/0/0

10.0.0.8/30 is directly connected, Serizl0/0/1

152 . 1eB8.20.0/24 is directly connected, FastEthernet0/0.100
152 . 1eB8.Z1.0/24 is directly connected, FastEthernet0/0.200
BZ (config-router) #network 10.0.0.0

B2 ({config-router) fnetwork 10.0.0.8

BZ ({config-router) fnetwork 152.1&€8.20.0

BZ (config-router) #network 19%2.168.21.0

BZ (config-router) fexit

BZ (config) fexit

RZE

%5Y5-5-CONFIZ I: Configured from conscle by conscle

O I B I

BZfcopy rum start

Destination filename [startup-configl?
Building configuration. ..

[OKE]

RZE

m

Figura 23: Tabla de enrutamiento completa de Router R2

R3:

R3>enable

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router rip

R3(config-router)#version 2

R3(config-router)#do show ip route connected

C 10.0.0.4/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/0/1

C 192.168.30.0/24 is directly connected, FastEthernet0/0
R3(config-router)#network 10.0.0.4
R3(config-router)#network 10.0.0.8
R3(config-router)#network 192.168.20.0
R3(config-router)#network 192.168.30.0
R3(config-router)#exit

R3(config)#exit

R3#
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%SYS-5-CONFIG_I: Configured from console by console
R3#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

R3#

& R3 —— =nee x|

Physical | Config | CLI

105 Command Line Interface

R3renable
R3fconfig t
Enter configuration commsnds, one per line. End with CNTL/Z.
R3{config) frouter rip
B3 (config-router) #version 2
B3 ({config-router) #do show ip route connected
c 10.0.0.4/30 4is directly connected, Serial0/s0/0
c 10.0.0.8/30 4is directly connected, Serialls0/1
c 152.168.20.0/24 is directly connected, FastEthermnetl/0
B3 lconfig-router) fnetwork 10.0.0.4
B3 {config-router) fnetwork 10.0.0.8
B2 ({config-router) #network 152.1628.20.0
B2 ({config-router) #network 1352.1628.30.0
B3 (config-router) fexit
B3 (config) fexit
B3
%5Y5-5-CONFIG I: Configured from conscle by conscle

B3fcopy rum start

Destination filemame [startup-configl?
Building configuratiomn. ..

[CE]

nag -

m

Figura 24: Tabla de enrutamiento completa de Router R3

Después de hacer el Enrutamiento RIP Version 2, continuamos verificando que la
configuracion esta funcionando correctamente y se intercambian informacion de
routing mediante RIP version 2 con el comando show ip route para imprimir en
pantalla el contenido de la tabla de enrutamiento. Todas las rutas a nivel de
direccionamiento IP, ya sean estaticas o dindAmicas se guardan en esta tabla. Si
tenemos problemas de conectividad entre dos redes, es aqui el primer lugar donde
debemos revisar para ver si efectivamente el router tiene el conocimiento necesario
para encaminar los paquetes IP hacia su destino correspondiente, a continuacién
ejecutando el comando show ip route:

R1:

R1>enable

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, 0 - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

C 10.0.0.0 is directly connected, Serial0/1/0

C 10.0.0.4 is directly connected, Serial0/1/1

R 10.0.0.8 [120/1] via 10.0.0.6, 00:00:18, Serial0/1/1

[120/1] via 10.0.0.2, 00:00:04, Serial0/1/0

R 192.168.20.0/24 [120/1] via 10.0.0.2, 00:00:04, Serial0/1/0

R 192.168.21.0/24 [120/1] via 10.0.0.2, 00:00:04, Serial0/1/0

R 192.168.30.0/24 [120/1] via 10.0.0.6, 00:00:18, Serial0/1/1

C 200.123.211.0/24 is directly connected, Serial0/0/0

R1#

¥ R1 —

| Physical | Config | CLI |

105 Command Line Interface

Rlrensble

Rl#show ip route

Codes: C - connected, 5 - static, I - IGRPF, B - RIP, M - mokile, B - BGP
D - EIGRP, EX - EIGEP extermzl, © - 0SPF, IZ - Q5PF inter aresz
N1 - OS5PF NS5A externzl type 1, NZ - OS5PF NS5& externzal type Z
El - QS5PF external type 1, EZ - O5PF external type Z, E - EGP

* — pandidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Cateway of last resocrt is not set

10.0.0.0/30 is subnetted, 3 subnets

c 10.0.0.0 is directly comnected, Seriall/1/0

c 10.0.0.4 is directly comnnected, Seriall/1/1

= 10.0.0.8 [120/1] wi= 10.0.0.€, 00:00:18, Serialds1/1
[120/1] wi= 10.0.0.Z, 00:00:04, Serial0sLl/0

=2 192_.1658.20.0/24 [120/1] wis 10.0.0.Z, 00:00:04, Serizl0/1/0

=2 192_.168.21.0/24 [120/1] wi=s 10.0.0.Z, 00:00:04, Serizl0/1/0

=2 192.168.30.0/24 [120/1] wis 10.0.0.&, 00:00:18, Serial0/1/1

c 200.123.211.0/24 is directly connected, Serizld/ 0/0

Rl

i - I5-I5, L1 - IS-IS5 lewel-1l, LZ - IS-I5 level-2Z2, ia - IS-I5 inter aresa

m

Figura 25: Show ip route R1
R2:

R2>enable
R2#show ip route
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Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-1IS, L1 - IS-1S level-1, L2 - IS-IS level-2, ia - I1S-1S inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

C 10.0.0.0 is directly connected, Serial0/0/0

R 10.0.0.4 [120/1] via 10.0.0.10, 00:00:22, Serial0/0/1

[120/1] via 10.0.0.1, 00:00:02, Serial0/0/0

C 10.0.0.8 is directly connected, Serial0/0/1

C 192.168.20.0/24 is directly connected, FastEthernet0/0.100

C 192.168.21.0/24 is directly connected, FastEthernet0/0.200

R 192.168.30.0/24 [120/1] via 10.0.0.10, 00:00:22, Serial0/0/1

R 200.123.211.0/24 [120/1] via 10.0.0.1, 00:00:02, Serial0/0/0

R2#
==
& R2 — . —
| Physical | Config | CLI |
10S Command Line Interface
"
BZrenakle
BZfshow ip route
Codes: C - connected, 5 - static, I - IGRF, B - RIF, M - mokile, B - BEP
D - EIZRF, EX - EIGRF externsl, & - O5PF, IA - OSPF inter area
N1 - OSPF MNS5R external type 1, N2 - OS5PF M55SR external type 2
El - OS5PF external type 1, EZ — O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - IS5-I5 lewvel-2Z, ia - I5-I5 inter ares
* — candidate defsult, U - per-user static route, o - CDR
P - periocdic downloaded static route

Fateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

c 10.0.0.0 is directly connected, Serizl0/0/0

=] 10.0.0.4 [120/1] +via 10.0.0.10, 00:00:22, Seri=l0/0/1
[120/1] +wia 10.0.0.1, 00:00:02, Seri=l0/0/0

c 13.0.0.8 is directly connected, Seriald/0s1

c 182168 .20.0/24 is directly connected, FastEthernet0/0.100

c 1532 .168.21.0/24 is directly connected, FastEthernet0/0.Z00

=] 192_168_30.0/24 [120/1] wia 10.0.0.10, 00:00:22, Serial0/ 071

=) | Z00.123_Z11.0/24 [120/1] wia 10.0.0.1, 00:00:02, Serial0s0/0

B2

m

Figura 26: Show ip route R2
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R3:

R3>enable

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

R 10.0.0.0 [120/1] via 10.0.0.5, 00:00:11, Serial0/0/0

[120/1] via 10.0.0.9, 00:00:17, Serial0/0/1

C 10.0.0.4 is directly connected, Serial0/0/0

C 10.0.0.8 is directly connected, Serial0/0/1

R 192.168.20.0/24 [120/1] via 10.0.0.9, 00:00:17, Serial0/0/1

R 192.168.21.0/24 [120/1] via 10.0.0.9, 00:00:17, Serial0/0/1

C 192.168.30.0/24 is directly connected, FastEthernet0/0

R 200.123.211.0/24 [120/1] via 10.0.0.5, 00:00:11, Serial0/0/0
R3#

% R3 —

| Physical | Config | CLI |

105 Command Line Interface

R2»enable
R2fshow ip route
Codes: C - connected, 5 - static, I - IGREF, R - RIEF, M - mobkile, B - BGFE
0 - EIGEP, EX - EIGRP external, O - O5PF, I& - OS5PF inter area
N1 - OSPF NSS5R external type 1, NZ - O5PF NS55E externzal type 2
El - O5PF externzl type 1, EEZ — O5PF external type 2, E - EGP
i - I5-I8, L1 - I5-IS5 lewel-1l, LZ - I5-I5 lewvel-Z, ia - I5-I5 inter area
* — pandidate default, U - per—user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

10.0.0.0 [120/1] wis 10.0.0.5, 00:00:11, Serial0s0/0

[120/1] wia 10.0.0.%, 00:00:17, Serialld/0/1

10.0.0.4 is directly connected, Serizl0/70/0

10.0.0.8 is directly connected, Serizl0/0/1
152_.1€8.20.0/24 [120/1] wvia 10.0.0.5, 00:00:17, Seri=l0d/0/1
152.1e8.21.0/24 [120/1]1 wvie 10.0.0.5%, 00:00:17, Seri=l0d/0/1
152.1e8.30.0/24 is directly connected, FastEthernet0/0
Z00.123.211.0/24 [120/1]1 wie 10.0.0.5, 00:00:11, Seri=l0s0/0

o

W me 0o

3E

m

Figura 27: Show ip route R3
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En las imagenes anteriores con relacion al comando show ip route podemos ver
en todas en la linea 3 los codes; C-Connected, S-static, I-IGRP, R-RIP, M-
mobile...entre otros, en este tenemos que tener en cuenta el R-RIP y todos los
registros con R son los RIPS Version 2 de la configuracion que hicimos
correctamente para cada router R1, R2 y R3.

1.14. Verifique la conectividad. Todos los terminales deben poder hacer ping entre
siy a la direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer
IPv6-ping entre ellos y el servidor.

Ping desde los terminales al router ISP.

Logical [Root] New Cluster Move Dbject Set Tiled Background
T
A 9
= a1

o P
- NS I AN

flves Laptop-BT Laptop-FT Leptop-PT  Leptop-FT

Lapopz0 Leptop21 Lsprop31  Laptop30 Pt

1 I

PDU List Window

Fire Last Status Source Destination Type Color  Time(sec) Periodic  Num Edit Delete
(=} Successful PC20 ISP ICMP 0.000 N o (edit) (delete)
(] Successtul PC21 ISP ICMP 0.000 N 1 (edit) (delete)
[ Successful Laptop20 ISP ICMP . 0.000 N 2 {edit) (delete)
[ Successful Laptop21 ISP ICMP 0.000 N 3 (edit) (delete)
o Successful Laptop31 ISP ICMP 0.000 N 4 (edit) (delete)
(=3 Successful Laptop30 5P ICMP 0.000 N 5 (edit) (delete)
[=3 Successful PC31 ISP ICMP 0.000 N [ (edit) (delete)
[ Successful Server ISP ICMP . 0.000 N 7 (edit) (delete)
<@ Successful PC30 ISP ICMP . 0.000 N 8 (edit) (delete)

Figura 28: Ping desde los terminales al router ISP
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2. Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogotd y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

Internet 30 192.168.30.0/24 Administracién
2 40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24
Buenos Aires

192.168.99.3

Figura 29: Escenario 2
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Creacion del Escenario 2 en Cisco Packet Tracer

v Crear el area de trabajo con todos los dispositivos/equipos a utilizar, en este

caso.

3 Router 1841 con el nombre de R1, R2 y R3.

2 Switch 2950-24 con el nombre de S2 y S3.

3 PC de escritorio con el nombre de Internet-PC, PC-Ay PC-C
1 Server-PT con el nombre de WebServer

Primero debemos agregar los Seriales a los routers porque default/predeterminado
no la tiene instalada, para esto hacemos click en el router Bogota-R1, en la pestafa
Physical, apagamos el router, agregamos una interfaz WIC-2T y prendemos el
router, este procedimiento lo repetimos con los routers restantes.

_J

I
A
PCAPT
InterMet-PC
fojo
Lo
- WebServer
Dm’“;'lam' e 10.10.10,10/32
)
1541 W _0/0/0
R2
s0/0/0 5001
Lo4 192.168.4.0
— -
Bogotd |5 = Buenos Aires 9% g 4{ Lo5 192.168.5.0
I1 1' | ‘ Lot 192,168.5.0
1541
fo/o R3
fo/24
(N — — — — — — — —
295p-24 /3 fof3
fiof1
i
-—p‘-l
PC-PT
PC-A

Figura 30: Creacion del Escenario 2 en Cisco Packet Tracer
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2.1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

Configuracion del R1(Bogota-R1)

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota-R1

Bogota-R1(config)#int s0/0/0

Bogota-R1(config-if)#ip address 172.31.21.1 255.255.255.252
Bogota-R1(config-if)#clock rate 128000

This command applies only to DCE interfaces
Bogota-R1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Bogota-R1(config-if)#int s0/0/1

Bogota-R1(config-if)#no ip address
Bogota-R1(config-if)#clock rate 2000000
Bogota-R1(config-if)#int f0/0

Bogota-R1(config-if)#ip address 192.168.99.1 255.255.255.252
Bogota-R1(config-if)#no shut

Bogota-R1(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
Bogota-R1(config-if)#end

Bogota-R1#

%SYS-5-CONFIG_I: Configured from console by console
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¥ R — . ol

Physical | Config | CLI |

I0S Command Line Interface

Routerrenable

Bouterfconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) #hostname Bogota-R1

Bogota—Rl {config) §int 307070

Bogota—-Rl {config-if) #ip address 172.31.21.1 2Z55.Z55.255.252
Bogota—-Rl {config-if) fclock rate 128000

This command applies only to DCE interfaces

Bogota—Rl {config—if) #no shut

SLINE-5—-CHANGED: Interface Serizl0/0/0, changed state to down
Bogota—-Rl (config-if) §int s0/0/1

Bogota—-Rl {config-if) #no ip address

Bogota—Rl {config-if) #clock rate 2000000

Bogota—Rl ({config-if) #int £0/0

Bogota—-Rl (config-if) #ip address 152 _.168.9%.1 2Z55.2Z55.255_.252
Bogota—-Rl (config-if) #no shut

Bogota—-Rl {config-if) #
SLINE-5-CHAZNEED: Interface FastEthernet0/0, changed state to up

Bogota—-Rl (config-if) end
Bogota—-R1#
%5Y5-5-CONFIG_I: Configured from conscle by conscle

m

Figura 31: Configuracion del R1(Bogota-R1)

Configuracion del R2(Miami-R2)

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Miami-R2

Miami-R2(config)#int f0/0

Miami-R2(config-if)#ip address 209.165.200.225 255.255.255.248
Miami-R2(config-if)#no shut

Miami-R2(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

Miami-R2(config-if)#int LoO

Miami-R2(config-if)#ip address 10.10.10.10 255.255.255.0
Miami-R2(config-if)#no shut

%LINK-5-CHANGED: Interface Loopback0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback0, changed state to up
Miami-R2(config-if)#int s0/0/0

Miami-R2(config-if)#ip address 172.31.23.1 255.255.255.252

Miami-R2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Miami-R2(config-if)#int s0/0/1

Miami-R2(config-if)#ip address 172.31.21.2 255.255.255.252

Miami-R2(config-if)#no shut

Miami-R2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Miami-R2(config-if)#exit

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to u
Miami-R2(config)#end

Miami-R2#

%SYS-5-CONFIG_I: Configured from console by console

QER?_ - - =nnan X

Physical | Config | CLI |

I0S Command Line Interface

Fouterrenzble -
Routerfconfig t

Enter configuration commands, one per line. End with CHIL/Z.

Router (config) #hostname Miami-RZ

Mizmi-RZ (config) #int £0/0

Miami-RZ (config-if) $ip address Z0%.165.200.225 Z55.255.255.2458

Miami-RZ (config-if) #no shut

Miami-BZ (config-if)§
%LINE-5-CHANGED: Interface FastEthernetd/0, changed state to up

£§LINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernetl/0, changed state to
up

Miami-BZ (config-if) #int Lol

Miami-BZ (config-if)#ip address 10.10.10.10 255_Z55_255.0
Miami-BZ (config-if) #no shut
£ LINE-5-CHRNGCED: Interface Loopback(, changed state to up

SLINEFROTO-5-UFDOWN: Line protococl on Interface Loopbackd, changed state to up

Miami-RZ (config-if)#int s0/70/0
Miami-RZ (config-if) #ip address 172.31.23.1 Z55.255.255.252
Miami-RZ (config-if) #no shut

£LINE-S5-CHRNGED: Interface Serizld/0/0, changed state to down
Miami-RZ (config-if) #int 307071

Miami-R2 (config-if) #ip address 172_.31_.21.2 2Z55.255.255.252
Miami-RZ (config-if) #no shut

Miami-BZ (config-if)§
£LINE-5-CHRNGED: Interface Seriald/0/1, changed state to up

m

Miami-RBZ (config-if) #exit

$LINEPROTO-5-UFDOWN: Line protocol on Interface Serialls/0/1, changed state to u
Miami-RZ (config) #end

Miami-BRZ2§

%5¥S-5-CONFIC I: Comfigured from conscle by conscle

Figura 32: Configuracion del R2(Miami-R2)
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Configuracion del R3(Bueno-Aires-R3)

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Buenos-Aires-R3

Buenos-Aires-R3(config)#int s0/0/1

Buenos-Aires-R3(config-if)#ip address 172.31.23.2 255.255.255.252
Buenos-Aires-R3(config-if)#no shut

Buenos-Aires-R3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
Buenos-Aires-R3(config-if)#int Lo4

Buenos-Aires-R3(config-if)#ip address 192.168.4.0 255.255.255.0

Bad mask /24 for address 192.168.4.0

Buenos-Aires-R3(config-if)#no shut

%LINK-5-CHANGED: Interface Loopback4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to up
Buenos-Aires-R3(config-if)#int Lo5

Buenos-Aires-R3(config-if)#ip address 192.168.5.0 255.255.255.0

Bad mask /24 for address 192.168.5.0

Buenos-Aires-R3(config-if)#no shut

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to up
Buenos-Aires-R3(config-if)#int Lo6

Buenos-Aires-R3(config-if)#ip address 192.168.6.0 255.255.255.0

Bad mask /24 for address 192.168.6.0

Buenos-Aires-R3(config-if)#no shut

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to up
Buenos-Aires-R3(config-if)#end
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I0S Command Line Interface

Routerrenable
Routerfconfig t

Buenos-Aires-R3 |
Buenos-Rires-E3 |
Buenos-Rires-E3 |

Buencs-Lires-R3 |
% LINE-5-CHANEZED:

2 LINE-5-CHANEED:

Enter configuration commands,
Bouter (config) #hostname Buenos-Aires—RE3

config) #int s0/0/1

config-if) $#ip address 172_.31.23.
config-if) #no shut

config-if)
Interface Serialds0/1, changed state to up

Buenos-Aires-RE3 (config-if) #int Lod
Buenos—-tires—-H3 (config-if) #ip address
Bad mask fZ4 for address 19%2_168.4.0
Buenos-Aires-R3 (config-if) #no shut
2LINE-5-CHARNEED: Interface Loopbackd,
SLINEPROTO-5-UPDOWN: Line protoccol on
Buenos-2ires—R3 (config-if) #int Lob
Buenos-Aires-R3 (config-if) §ip address
Bad mask /Z4 for address 15%Z.168.5.0

Buenos-Lires—-R3 (config-if) §no shut
Interface Loopkacki,

$LINEFROTO-5-UPDOWN: Line protocol on
Buenos-aires—-R3 (config-if) $int Loe
Buenos-&ires—R3 (config-if) §ip address
Bad mask fZ4 for address 1%2_16B8.&.0
Buenos-Aires-R3 (config-if) #no shut

2LINE-5-CHARNEED: Interface Loopbacke,

SLINEPROTO-5-UPDOWN: Line protocol on

=R T Rt T B ot — R~ 0 e B e . R B e Bl e o — P

one per line.

R
[
o
o
3]
o
o

changed state to up

Interface Loopbackd,

changed state to up

Interface Loopbackhs,

changed state to up

Interface Loopbacke,

]

(LINEFROTO-5-UPDOWN: Line protocol on Interface Seris=l0/0/1,

End with CNIL/Z.

changed state to up

changed state to up

changed state to up

changed state

n

up

m

Figura 33: Configuracion del R3(Bueno-Aires-R3)

Configuracion del Switch1(S1)

Switch>enable
Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#Hostname S1

S1(config)#no ip domain-lookup

S1(config)#vlan 30

S1(config-vlan)#name VLAN30
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S1(config-vlan)#int range f0/1-24
S1(config-if-range)#switchport mode access
S1(config-if-range)#switchport access vlan 30
S1(config-if-range)#end

# 51

Physical | Config | CLI ‘

105 Command Line Interface

51
51
51
51

51

51

511

Dress RETUEN to get started.

Switch»enable

Switchfconfig t

Enter configuration commands, cne per line. End with CNTIL/Z.
Switch({config) §Hostname 51

{config) fno ip domain-loockup

(config) §vlan 30

(config-vlan) fname VLAN3IO

config-vlan) #int range £0/1-24
(config-if-range) #awitchport mode access
lconfig-if-range) #awitchport access wlan 30
{config-if-range) fend

51§
£5¥5-5-CONFIG I: Configured from conscle by console

m

Figura 34: Configuracién del Switch1(S1)

Configuracion del Switch3(S3)

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#vlan 40

S3(config-vlan)#name VLAN30

S3(config-vlan)#int range f0/1-24
S3(config-if-range)#switchport mode access
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S3(config-if-range)#switchport access vlan 40
S3(config-if-range)#end

& s3

Physical | Config | CLI

I0S Command Line Interface

Eress RETUEN to get started.

Switch¥»enakle
Switchfconfig t

Switch(config)#hostname 53

53 (config) #no ip domain-loockup

53 ({config) §vlan 40

53 (config-vlan) #name VLAN3IO

S3{config-vlan) §int range £0/1-24

53 ({config-if-range) §switchport mode access

53 (config-if-range) §switchport access wlan 40

53 ({config-if-range) fend

53

%5¥Y5-5-C0ONFIG I: Configured from conscle by conscle

Enter configuration commands, one per line. End with CHTL/Z.

m

Figura 35: Configuracion del Switch3(S3)

Configuracion del PC-A
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ORI T WEeY
Physical | Config | Desktop | Custom Interface

IP Configuration X

IF Configuration

@ DHCP () Static DHCP failed. APIPA is being used.

IP Address |1l59.254. 171.222 |
Subnet Mask |255.255.D.D |
Default Gateway |D.D.D.D |
DMNS Server | |

IPva Configuration
@ DHCP () Auto Config ) Static

IPvo Address | |,-"| |

Link Local Address FEBD::201:96FF:FE94: ABDE

IPvEe Gateway | |

IPv6 DNS Server | |

Figura 36: Configuracién del PC-A

Configuracion del PC-C
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ol W
Physical | Config | Desktop | Custom Interface

IP Configuration
IP Configuration

i@ DHCP (") Static Requesting IP Address

IP Address

Subnet Mask

| |
| |
Default Gateway | |
DNS Server | |

IPv6 Configuration
@ DHCP () Auto Config () Static

IPvo Address | |,-"| |

Link Local Address FES0::2ED0:8FFF:FESQE: 2275

IPve Gateway | |

IPv6 DNS Server | |

Figura 37: Configuracidn del PC-C

Configuracion del Internet-PC
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e W
Physical | Config | Desktop | Custom Interface

IP Configuration

IP Configuration

7 DHCP @ Static

IF Address 209.165.200.230
Subnet Mask 255.255.255.248
Default Gateway 209.165.200.225
DNS Server |

IPvis Configuration
) DHCP ) Auto Config @ Static

IPvE Address f

Link Local Address FEBD::20A:F3FF:FE4D:CaD4

IPvE Gateway

IPvEe DNS Server

Figura 38: Configuracidén del Internet-PC
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2.2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales
en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
Tabla 4: OSPFv2 area O

El protocolo Open Shortest Path First (OSPF) es un protocolo en enrutamiento
abierto, OSPF es el mas complejo en cuanto su configuracion se refiere. Esta
complejidad proviene de la naturaleza intrinseca del protocolo, ya que OSPF esta
disefiado para trabajar en redes grandes y complejas.

Configuracion de OSPFv2 del router Bogota-R1(R1):

Bogota-R1>enable

Bogota-R1#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota-R1(config)#router ospf 1
Bogota-R1(config-router)#router-id 1.1.1.1
Bogota-R1(config-router)#network 192.168.99.1 0.0.0.255 area 0
Bogota-R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
Bogota-R1(config-router)#passive-interface f0/0
Bogota-R1(config-router)#exit

Bogota-R1(config)#int s0/0/0

Bogota-R1(config-if)#bandwidth 256

Bogota-R1(config-if)#ip ospf cost 9500
Bogota-R1(config-if)#end

Bogota-R1#

%SYS-5-CONFIG_I: Configured from console by console
Bogota-R1#wr

Building configuration...

[OK]

Bogota-R1#
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Bogota-Rl»enable

Bogota—-Rlgconfigure t

Enter configuration commands, one per line. End with CHIL/Z.
Bogota-Rl (config) #router ospf 1

Bogota-Rl (config-router) #router-id 1.1.1.1

Bogota-Rl (config-router) #network 132.168.93%.1 0_.0.0.Z55 area 0
Bogota-Rl (config-router) network 172.31.21.0 0.0.0.3 area 0
Bogota-Rl (config-router) §passive-interface £0/0

Bogota-Rl (config-router) fexit

Bogota-Rl (config) #int 30/0/0

Bogota-Rl (config-if) fbandwidth Z54

Bogota—-Rl {config-if) #ip ospf cost 9500

Bogota—-Rl (config-if) fend

Bogota-R1E

%5¥Y5-5-CONFIE I: Configured from console by console

Bogota-BRliwre

Building configuration...
[CE]

Bngnta—Rlﬂ

m

Figura 39: Configuracion de OSPFv2 del router Bogota-R1(R1)
Miami-R2(R2):

Miami-R2>enable

Miami-R2#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Miami-R2(config)#router ospf 1
Miami-R2(config-router)#router-id 5.5.5.5
Miami-R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
Miami-R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
Miami-R2(config-router)#network 209.165.200.224 0.0.0.7 area 0
Miami-R2(config-router)#network 10.10.10.10 0.0.0.3 area 0
Miami-R2(config-router)#passive-interface f0/0
Miami-R2(config-router)#

00:00:48: %0OSPF-5-ADJCHG: Process 1, Nbr 8.8.8.8 on Serial0/0/0 from LOADING to

FULL, Loading Done
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00:00:49: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from LOADING to
FULL, Loading Done
Miami-R2(config-router)#int s0/0/0
Miami-R2(config-if)#bandwidth 256
Miami-R2(config-if)#ip ospf cost 9500
Miami-R2(config-if)#int s0/0/1
Miami-R2(config-if)#bandwidth 256
Miami-R2(config-if)#end

Miami-R2#

%SYS-5-CONFIG_I: Configured from console by console
Miami-R2#wr
Building configuration...

[OK]

Miami-R2#

Fr2 | » = Lﬁ—- - ——— el S
| Physical | Config | CLI |

105 Command Line Interface

Miami-RZ§

Miami-RZ
Miami-RZ |
Miami-RZ
Miami-RZ |
Miami-RZ
Miami-RZ
Miami-RZ |
Miami-RZ
00-00:-48:
FUOLL, Loa

00:00:439:
FUOLL, Loa

Miami-RZ
Miami-RZ |
Miami-RZ
Miami-RZ
Miami-RZ |
Miami-RZ
Miami-RZ§

Building
[CE]
Miami-BZ2§

lconfig-router) fnetwork 172.31.21.0 0.0.

{config-router) gnetwork Z03.185.200.224
{config-router) fnetwork 10.10.10.10 0.0.

Miami-RZr»enable

configure t

Enter configuration commands, one per line. End with CNTL/Z.
{config) frouter ospf 1

config-router) frouter-id 5.5.5.5

config-router) fnetwork 172_.31.23.0 0.0.

[ i s e
WO W

config-router) fpassive-interface £0/0

{config-router) §

505PF-5-ADJCHE: Process 1, Mbr B.8.8.8 on
ding Done

%05PF-5-AD0JCHE: Process 1, Mbr 1.1.1.1 on
ding Done

{config-router) #int s0,/0/0

config-if) fbandwidth Z5&

{config-if)#ip ospf cost 9500

config-if)#int 30/0/1
config-if) fbandwidth Z5&

(config-if) §end
§5¥5-5-CONFIG I: Configured from conscle by console

Miami-RZgwr

configuration. . .

grea 0
area 0
0.7 area 0
grea 0

Serizld 0/ 0 from LOADING to

Serizglds0/1 from LOADING to

m

Figura 40: Configuracion de OSPFv2 del router Miami-R2(R2)
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Buenos-Aires-R3(R3):

Buenos-Aires-R3>enable

Buenos-Aires-R3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Buenos-Aires-R3(config)#router ospf 1
Buenos-Aires-R3(config-router)#router-id 8.8.8.8
Buenos-Aires-R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
Buenos-Aires-R3(config-router)#network 192.168.4.0 0.0.0.255 area 0
Buenos-Aires-R3(config-router)#network 192.168.5.0 0.0.0.255 area 0
Buenos-Aires-R3(config-router)#network 192.168.6.0 0.0.0.255 area 0
Buenos-Aires-R3(config-router)#exit

Buenos-Aires-R3(config)#end

Buenos-Aires-R3#

%SYS-5-CONFIG_I: Configured from console by console
Buenos-Aires-R3#wr

Building configuration...

[OK]

Buenos-Aires-R3#

¥ R3 -— . o B

| Physical | Config | CLI |

I0S Command Line Interface

R — LS B I S S [ ) 8 A ICR i I S S i 0 K R~ g g ) e oy
Copyright (c) 15B8&-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:5Z2 by pt_team

Press RETURN to get started!

2LINE-5-CHRNEED: Interface Seriz=l0/0/1, changed state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface Serizl0/0/1, changed state to up

Buenos-RAires-HE3renzble

Buenos-Rires-HES3fconfigure t

Enter configuration commands, one per line. End with CHTL/Z_
Buenos-RAires-R3 (config) router ospf 1

Buenos-RAires-H3 (config-router) #router-id 8_8_8_8

Buenos-Rires-R3 (config-router) fnetwork 172_31_Z3.0 0.0.0.3 area 0

Buenos-RAires-H3 (config-router) #network 152 _168.4.0 0.0_.0_.255 area 0
Buenos-RAires-H3 (config-router) #network 152 _168.5.0 0_.0_.0_.255 area 0
Buenos-RAires-H3 (config-router) #network 152 _168_.6.0 0_.0_.0_.255 area 0

Buenos-Rires-ES (config-router) fexit

Buenos-Aires-E3 (config) fend

Buencs-Rires-RI§

%5¥Y5-5-CONFIG I: Configured from conscle by conscle

Buencs-RAires-R3gwr
Building configuration...
[OK]

Buencs—ﬁires—RSM

m

Figura 41: Configuracion de OSPFv2 del router Buenos-Aires-R3(R3)
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2.3. Verificamos la configuracion OSPF en cada Router
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2.

Para visualizar las tablas de enrutamiento usaremos el comando show ip route.

Bogota—-Rlrenakle
Bogota-Rlfshow ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIPF, H - mobile, B - BGE
D - EIGRP, EX - EIGREP externzl, O - O3PF, IR - OSPF inter area
N1 - OSPF NE5SR externzl type 1, NZ - OS5PF NS5R externzl type 2
E1 - OSEF external type 1, EZ - OS5PF externzl type Z, E - EGF
i - I5-I5, L1 - I5-I5 lewel-1l, LEZ - I5-I5 level-Z, ia - I5-I5 inter area
* — candidate default, U - per—user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/32 is subnetted, 1 submnets

] 10.10.10.10 [110/9501] wia 172.21.21.2, 00:28:58, Serial0/0/0
172.21.0.0/30 is subnetted, Z subnets

c -31.21.0 is directly comnnected, Serizl0d/s050
o -31.23.0 [110/13000] wia 172.31.21.Z, 00:28:41, Serialds0/0
£.93.0/30 is subnetted, 1 subnets =
c -168.599.0 is directly connected, FastEthernetd/0
-165.200.0/29 is subnetted, 1 subnets
o Z209_.185.200.224 [110/%501]1 wia 172.31.21.Z, 00:28:56, Serizlds 00
Bcgcta—thl o

Miami-RZrenzbkle
Miami-RZgshow ip route
Codes: C - connected, 5 - static, I - IGRP, B - RIP, M - mokile, B - BGE
D - EIGRE, EX - EIGRP externzl, O - O5PF, IL - OS5PF inter aresa
N1l - QE5PF MNS55A extermnzl type 1, MZ - OS5PF NS5LR externzl type 2
El - QS5PF externzl type 1, EZ - OS5PF externzl type 2, E — EGP
i - I5-I5, L1 - IS5-I5 lewel-1l, LZ - I5-I5 lewvel-Z, iz — I5-I5 inter aresz
* — candidate default, U - per-user static route, o - COR
P - periodic downloaded static route

GCzteway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

c 10.10.10.0 is directly connected, Loopback0
172.231.0.0/20 is subnetted, Z subnets

c 172.31.21.0 is directly connected, Serizl0s0/1
c 172.31.23.0 is directly connected, Serizl0/0/0
192.168.599.0/20 is subnetted, 1 subnets
o 152.1€8.599.0 [110/3%1] wi=s 172.231.21.1, 00:230:34, Seri=l0/0/1 =
209.165.200.0/29 is subnetted, 1 subnets 3
c 209.165.200.224 is directly connected, FastEthernet0/0

Mizami-R2§

Buenos-Aires-R3>enzble
Buenos-Aires-R3fshow ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobkile, B - BGE
D - EIGRP, EX - EIGRF externzl, O — O5PF, IR - OSPF inter area
W1l - OSFF WE55Z exnternzl type 1, HZ - O5PF HS5R externzal type 2
El - QSFF externzl type 1, EZ - OSPF externzl type 2, E - EGF
i - I5-I5, L1 - I5-I5 lewvel-1l, L& - I5-I5 level-2Z, iz - I5-I5 inter area
* — candidate defzult, U - per-user static route, o - CDR
P - periodic downloaded static route

Fateway of last resort is not set
10.0.0.0/32 is subnetted, 1 submets

(o] 10.10.10.10 [110/65] wia 172.31.23.1, 00:34:40, Seri=l0/s0/1
172.31.0.0/30 is submnetted, 2 subnets

(o] 172.31.21.0 [110/454] wia 172.31.23.1, 00:34:2%, Serizalds0/1
c 172.31.23.0 is directly connected, Seri=l0 /071
1532 _1€8.53.0/30 is subnetted, 1 subnets L
o 192.168.99.0 [110/455] wia 172.21.22.1, 00:24:239, Seriall/0/1 5
209.165.200.0/2% is subnetted, 1 subnets
(o] 209.165.200.224 [110/%5] wvi= 17Z.31.Z3.1, 00:34:40, Serizl0/0/1

Buenos-Rires-R3§

Figura 42: Tablas de enrutamiento R1, R2 y R3.
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Para ver los routers conectados por OSPFv2 usaremos el comando show ip ospf

neighbor:
R1(Bogota-R1)

Bogota-R1>enable
Bogota-R1#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface

5.5.5.5 0 FULL/ - 00:00:35 172.31.21.2 Serial0/0/0
Bogota-R1#

FRL — . —

| Physical | Config | CLI |

105 Command Line Interface

Bogota—-Rl conl is now awvailakle

Press RETURN to get started.

Bogota—-Rl¥»enable
Bogota—-RlEshow ip ospf neighbor

Neighbkor ID Bri State Dead Time AZddress Interface
5.5.5.5 a FULLS - 00:00:-35 172.31.21.2 Serial0/0/0
Bngnta—Rl#l gl

m

Figura 43: Show ip ospf neighbor R1(Bogota-R1)
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R2(Miami-R2)

Miami-R2>enable
Miami-R2#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
8.8.8.8 0 FULL/ - 00:00:32 172.31.23.2 Serial0/0/0
1.1.1.1 0 FULL/ - 00:00:33 172.31.21.1 Serial0/0/1
Miami-R2#

& R2 -— a =RASS X

| Physical | Config | CLI |

105 Command Line Interface

Miami-R2 conl is now awvailakle -

Press RETUERM to get started.

HMiami-RZ»enable
Miami-RZfshow ip ospf neighkor

Heighbor ID Pri State Dead Time Address Interface o
a.g.8.8 0 FOLLS - 00-00:-32 172.31.23.2 Serizl0/0/0
1.1.1.1 a FUOLLS - 00:00:33 172.31.21.1 Serisl0/0/1
Miami-RZ§ -

Figura 44: Show ip ospf neighbor R2(Miami-R2)
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R3(Bueno-Aires-R3)

Buenos-Aires-R3>enable
Buenos-Aires-R3#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
5.5.550 FULL/ - 00:00:32 172.31.23.1 Serial0/0/1
Buenos-Aires-R3#

gﬁ?ﬂ3 — —_ = .-égl

Physical | Config | CLI

I0S Command Line Interface

Buenos-2ires-E3 conl is now availakle

Press RETUEN to get started.

Buenos—-Aires-R3renable
Buenos-aires-R3fshow ip ospf neighbor

m

Heighkor ID Pri State Dead Time 2ddress Interface
5.5.5.5 a FULLS - 00:-00:-32 172.31.23.1 Serizl0 0,1
Buenns—Aires—RSﬂ

Figura 45: Show ip ospf neighbor R3(Bueno-Aires-R3)

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Con el comando show ip ospf interface la informacion que revela este comando
es el Estado de la interfaz, Area y direccion IP, ID de Proceso, ID del router, Tipo
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de red, Costo, Demora de transmision, Estado, Prioridad, Router designado,
Direccion de la interfaz, Respalde el router designado, Direccion de la interfaz,
Intervalos del temporizador, Cuenta de vecino y cuenta de vecino adyacente.
En la segunda linea después de cada interfaz podemos ver Process ID, Router
ID, Address summarizations, Routing Networks configuradas en cada router,
dependiendo del tipo de interfaz, el contenido de la estructura de datos varia.

R1:

SRS T, -
| Physical | Config | CLI

105 Command Line Interface

Bogota-Rlrenakble
Bogota—-RlEshow ip ospf interface

FastEthernetd/0 is up, line protocol is up
Internet address is 13%2_.168.93.1/730, Rrea 0
Process ID 1, Houter ID 1.1.1.1, Wetwork Type BRORDCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 1.1.1.1, Interface address 13Z.168.35.1
No bkackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)
Index 151, flood gqueue length 0O
Next 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighkor(s)
Seri=zld/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Area 0O
Process ID 1, Bouter ID 1.1.1.1, Wetwork Type POINT-TO-BOINT, Cost: 5500
Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:09
Index 2,2, flood gueue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbkor Count is 1 , 2Zdjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
Bngnta—?l#l -

m

Figura 46: Show ip ospf interface R1
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R2:

# R2

— -

Physical | Config | CLI ‘

105 Command Line Interface

Mi
Mi

Se

ami-RZrenable
ami-RZfshow ip ospf interface

riald /01 is up, line protococl is up

Internet address is 172.31.21.2/30, Are=z O

Process ID 1, Router ID 5.5.5.5, Metwork Type POINI-TO-POINT, Cost: 330

Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity 0O

Ho designated router on this network

Ho backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:0%

Index 171, flood gueue length 0

Next 0x0(0)/0x0{0)

Last flood scan length is 1, maximm is 1

Last flood scan time is 0 msec, maximim is 0 msec

Neighbor Count is 1 | Adjacent neighbor count is 1
2djacent with neighbor 1.1.1.1

Suppress helloc for 0 neighbor({s)

Serial0/0/0 is up, line protococl is up

Internet address is 172.31.23.1/30, Zrez O

Process ID 1, Router ID 5.5.5.5, MNetwork Type BOINT-TO-POINTI, Cost: 59500

Transmit Delay is 1 sec, State POINT-TO-POINI, Pricrity 0O

Ho designated router on this network

Ho backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0%

Index Z/2Z, flood gueue length 0

Hext 0x0(0)/0x0{0)

Last flood scan length is 1, maximm is 1

Last flood scan time is 0 msec, maximim is 0 msec

Neighbor Count is 1 | Adjacent neighbor count is 1
Adjacent with neighkor 8.8.8.8

Suppress helloc for 0 neighbor({s)

FastEthernet0/0 is up, line protocol is up

Internet address is 20%.1e5.200.225/25%, Rrea 0

Erocess ID 1, Router ID 5.5.5.5, Wetwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priocrity 1

Ho designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

m

Figura

47: Show ip ospf interface R2
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R3:

¥ R3 — .

| Physical | Config | CLI |

I0S Command Line Interface

Buenos-Aires-R3renable
Buenos-Aires-E3gshow ip ocspf interface

Seri=l0/0/1 is up, line protocol is up
Internet address is 172.31.23.2/730, RArea 0
Process ID 1, Router ID 8.8.8.8, MNetwork Type POINT-TO-POINT, Cost:
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No kackup designated router on this network
Timer intervals configured, Helleo 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:02
Index 1/1, flood gueue length O
Next Ox0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , adjacent neighkor count is 1
Zdjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
Buenns—ﬁires—RBﬂ

a4

m

Figura 48: Show ip ospf interface R3

2.4. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

establecida
S1:

S1>enable

Sl#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#exit

S1(config)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#exit
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S1(config)#vlan 200

S1(config-vlan)#name Mantenimiento

S1(config-vlan)#exit

S1(config)#int vlan 30

S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)#no shut

S1(config-if)#exit

S1(config)#int vlan 200

S1(config-if)#ip address 192.168.200.2 255.255.255.0

S1(config-if)#no shut

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.200.1

S1(config)#int f0/3

S1(config-if)#switchport mode trunk

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int f0/24

S1(config-if)#switchport mode trunk

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int range f0/2, f0/4-23

S1(config-if-range)#switchport mode access

S1(config-if-range)#int f0/1

S1(config-if)#switchport mode access

S1(config-if)#switchport access vlan 30

S1(config-if)#end

%LINK-5-CHANGED: Interface VIan30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan30, changed state to up
%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
up

%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state
to up
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#s1 - — ‘

| Physical | Config | CLI |

105 Command Line Interface

Slr»enakle

Slfconfig t

Enter configuration commands, one per line. End with CNTIL/Z.
51 ({config) #vlan 30

51 (config-wvlan) #name Administracion
Sl{config-vlan) fexitc

5l{config) #vlan 40

51 {config-wvlan) #name Mercadeo

51 (config-wvlan) gexitc

51 (config) $vlan 200

51 (config-wvlan) #name Mantenimiento

S8l {config-vlan) fexit

5l {config) #int wlan 320

51 {config-if)#ip address 192 _168.959_2 2Z55_255_Z55.0
51 (config-if) #no shut

51 (config-if) gexit

Sl{config) #int wlan Z00

51 {config-if)#ip address 192 _168.Z00.2 Z55_255.Z55.0
8l {config-if) §no shut

51 (config-if) gexit

51 (config) #ip defeult-gateway 192 .1e8.200.1

51 ({config) #int £0/3

Sl{config-if) gswitchport mode trunk

51 (config-if) #switchport trunk natiwve wlan 1
51 ({config-if) #int £0/24
51 (config-if) §switchport mode trunk

Sl{config-if) §switchport trunk native wlan 1
5l{config-if) #int range £0/2, £0/4-Z23
Sl{config-if-range) §awitchport mode access

51 (config-if-range) §int £0/1

51 (config-if) #§switchport mode access

Sliconfig-if) §switchport access wlan 30

5l {config-if) gend

2LINE-5-CHANEED: Interface V1lan30, changed state to up

2LINE-5-CHRAMNEED: Interface VlanZ00, changed state to up

(LINEFROTO-5-UPDOWN: Line protocol on Interface V1an30, changed state to up

m

-

Figura 49: Configuracion VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN

Routing y Seguridad del S1.
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S3:

S3>enable

S3#config t

Enter configuration commands, one per line. End with CNTL/Z.

S3(config)#vlan 30

S3(config-vlan)#name Administracion

S3(config-vlan)#vlan 40

S3(config-vlan)#name Mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento

S3(config-vlan)#int vlan 40

S3(config-if)#ip address 192.168.99.3 255.255.255.0

S3(config-if)#no shut

S3(config-if)#exit

S3(config)#int vlan 200

S3(config-if)#ip address 192.168.200.2 255.255.255.0

S3(config-if)#no shut

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.200.1

S3(config)#int f0/3

S3(config-if)#switchport mode trunk

S3(config-if)#switchport trunk native vlan 1

S3(config-if)#int range f0/2, f0/4-23

S3(config-if-range)#switchport mode access

S3(config-if-range)#int f0/1

S3(config-if)#switchport mode access

S3(config-if)#switchport access vlan 40

S3(config-if)#end

%LINK-5-CHANGED: Interface VIan40, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan40, changed state to up
%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VI1an200, changed state to up
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& 53 - — o o S

Physical | Config | CLI ‘

I0S Command Line Interface

S53renable -
S53gconfig t

Enter configuration commands, one per line. End with CNTL/Z.
53 {config) #vlan 30

53 (config-vlan) name Administracion

53 (config-vlan) #vlan 40

53 ({config-vlan) #name Mercadeo

53 (config-wvlan) #vlan 200

53 (config-wvlan) gname Mantenimiento

53 (config-wvlan) #int wlan 40

53 (config-if)#ip address 192 _168.99.3 255_255_255.0

53 ({config-if) §no shut

53 (config-if) fexit

53 (config) #int wvlan 200

53 (config-if)#ip address 192 _168.Z00.2 Z255_2Z55_Z255.0

53 ({config-if) §no shut

53 (config-if) fexit

53 (config) $ip defeult-gateway 152 .1e8.200.1

53 {config) int £0s3

53 ({config-if) §switchport mode trunk

53 (config-if) #switchport trunk natiwve wlan 1

53 (config-if) §int range £0/2, £0/4-Z3

53 ({config-if-range) #awitchport mode access

53 (config-if-range) #int £0/1

53 (config-if) §switchport mode access

53 (config-if) #switchport access vlan 40

53 ({config—if) §end

SLINE-5-CHANGED: Interface Vland4l, changed state to up

m

5LINEFROTO-5-UPDOWN: Line protocol on Interface Vlan40, changed state to up
5LINE-5-CHANGED: Interface V1lani00, changed state to up

5LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/3, changed state to
down

5LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/3, changed state to
ug

-

Figura 50: Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad del S3.

Configuracion de Encapsulamiento.
R2:

Miami-R2>enable

Miami-R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
Miami-R2(config)#int f0/0
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Miami-R2(config-if)#no shut

Miami-R2(config-if)#int f0/0.30

Miami-R2(config-subif)#encapsulation dotlq 30

Miami-R2(config-subif)#ip address 192.168.30.1 255.255.255.0
Miami-R2(config-subif)#int f0/0.40

Miami-R2(config-subif)#encapsulation dotlq 40

Miami-R2(config-subif)#ip address 192.168.40.1 255.255.255.0
Miami-R2(config-subif)#int f0/0.200

Miami-R2(config-subif)#encapsulation dotlq 200

Miami-R2(config-subif)#ip address 192.168.200.1 255.255.255.0
Miami-R2(config-subif)#end

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed state
to up

%LINK-5-CHANGED: Interface FastEthernet0/0.40, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.40, changed state
to up

%LINK-5-CHANGED: Interface FastEthernet0/0.200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.200, changed
state to up

o e
Physical | Config | CLI

I0S Command Line Interface

Miami-RZ>enzkble

Miemi-RZgconfig t©

Enter configuration commands, one per line. End with CHNIL/Z.
Miami-RZ (config) §int £0/0

Miami-RZ (config-if) #nc shut

Miemi-RZ (config-if) #int £0/0.30

Miami-RZ (config-subif) fencepsulation deotlg 20

Miemi-RZ (config-subif) #ip address 152 _168_30.1 Z55_255_Z255.
Miami-RZ (config-subif)fint £0/0.40

Miami-RZ (config—subif) fencapsulation dotlg 40

Miemi-RZ (config-subif) #ip address 15Z.168.40.1 Z55.Z55.255.0
Miemi-RZ (config-subif) #int £0/0_200

Miami-EZ (config-subif) fencapsulation dotlg Z00

Miemi-RZ (config-subif) #ip address 152 _168_200.1 Z55_255_ZE55.
Miami-RZ (config-subif) #end

$LINE-5-CHRNGED: Interface FastEthernet0/0.30, changed state to up

SLINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed state
to up

2 LINE-5-CHANEED: Interface FastEthernetl/0.40, changed state to up

S LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/0.40, changed state
to up

SLINE-5-CHRNGEED: Interface FastEthernet(0/0.200, changed state to up

m

SLINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet(0/0.200, changed state
to up -

Figura 51: Configuracién de Encapsulamiento Miami-R2
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El S3 deshabilitar DNS lookup:

S3>enable

S3#config t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup

S3(config)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console

& 53 — =R X

Physical | Config | CLI

I0S Command Line Interface

53 conl is now availakle

PFress RETURMN to get started.

S3renakle

S53fconfig t

Enter configuration commands, one per line. End with CHNTIL/SZ.
53 (config) fno ip domain-lookup

53 ({config) fend

53§

%5Y5-5-CONFIZ I: Configured from conscle by conscle

m

Figura 52: El S3 deshabilitar DNS lookup

2.5. Asignar direcciones IP a los Switches acorde a los lineamientos
2.6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red

Vamos a deshabilitar los puertos no utilizados en los switches mediante su
desactivacion, se realizara en los 2 Switches, mediante el siguiente comando:
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S1>enable

Sl#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int range f0/4-23

S1(config-if-range)#shut

S1(config-if-range)#exit

S1(config)#int f0/2

S1(config-if-range)#shut

2.7. Implement DHCP and NAT for IPv4, Configurar R1 como servidor DHCP para
las VLANs 30 y 40

Configuracién de R1 como DHCP.

Bogota-R1>enable

Bogota-R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota-R1(config)#ip dnhcp pool ADMINISTRACION
Bogota-R1(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota-R1(dhcp-config)#default-router 192.168.30.1
Bogota-R1(dhcp-config)#dns-server 10.10.10.11
Bogota-R1(dhcp-config)#ip dhcp pool MERCADEO
Bogota-R1(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota-R1(dhcp-config)#default-router 192.168.40.1
Bogota-R1(dhcp-config)#dns-server 10.10.10.11
Bogota-R1(dhcp-config)#ip dhcp pool MANTENIMIENTO
Bogota-R1(dhcp-config)#network 192.168.200.0 255.255.255.0
Bogota-R1(dhcp-config)#default-router 192.168.200.1
Bogota-R1(dhcp-config)#dns-server 10.10.10.11
Bogota-R1(dhcp-config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
Bogota-R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
Bogota-R1(config)#end
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% R1 — . o=k

Physical | Config | CLI ‘

I0S Command Line Interface

Bogota—-RBl¥»enable

Bogota—-Rlfconfig t©

Enter configuration commands, one per line. End with CHTIL/Z.
Bogota—-Rl (config) #ip dhep pool RADMIMNISTRRCION
Bogota—Rl (dhep-config) gnetwork 192 .183_.30.0 2Z55_.25
Bogota—-Rl (dhep-config) f#default-router 13Z.168.30.1
Bogota—-Rl (dhep-config) #dns-server 10.10.10.11
Bogota—-Rl (dhep-config) $ip dhep poocl MERCRDED
Bogota—Rl (dhep-config) gnetwork 192 . 163_.40.0 2Z55_25
Bogota—-Rl (dhep-config) f#default-router 13Z.168.40.1
Bogota—-Rl (dhep-config) #dns-server 10.10.10.11
Bogota-Rl (dhep-config) $ip dhep poocl MAMNTEMIMIENTO
Bogota—Rl (dhep-config) #network 192 . 168_.200.0 255.255.255.0

Bogota—-Rl (dhep-config) #default-router 152 .168.200.1

Bogota—-Rl (dhep-config) #dns-server 10.10.10.11

Bogota—-Rl (dhep-config) $ip dhep excluded-address 192 .168.30.1 132.1&8.30.30
Bogota—Rl (config) #ip dhep excluded-address 152 .1&68.40.1 13%2_1&2.40.320
Bogota—-Rl (config) #end

Bogota—-R1E

£5Y5-5-CONFIz I: Configured from conscle by console

-Z255.0

n

w
Fa
I
T
o

m

Figura 53: Configuracion de Bogota-R1 como DHCP

2.8. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas
2.9. Configurar NAT en R2 para permitir que los host puedan salir a internet

Configurar NAT en R2

Miami-R2>enable

Miami-R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
Miami-R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
Miami-R2(config)#int f0/0

Miami-R2(config-if)#ip nat outside

Miami-R2(config-if)#int LoO

Miami-R2(config-if)#ip nat inside

Miami-R2(config-if)#end

Miami-R2#
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PFress RETURN to get started.

Miami-RZ»enable

Miami-RZfconfig t

Enter configuration commands, one per line. End with CHIL/Z.
Miami-RZ (config) #ip nat inside sourece static 10.10.10.10 Z203_.1&5.200.2Z25
Miami-RZ {config) #int £0/0

Miami-RZ (config-if) #ip nat outside

Miami-RZ (config-if) #int Lol

Miami-RZ {config-if) #ip nat inside

Miami-RZ (config-if) gend

Miami-BZ2§

%5¥5-5-CONFIG I: Configured from conscle by conscle

m

Figura 54: Configurar NAT en Miami-R2

2.10. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2

Configuracién del R2

Miami-R2>enable

Miami-R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
Miami-R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
Miami-R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
Miami-R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

Miami-R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

Miami-R2(config)#ip nat inside source list 1 pool INTERNET

Miami-R2(config)#end
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Press BRETURN toc get started.

Miami-RErenable

Miami-Rifconfig t

Enter configuration commands, one per line. End with CHNIL/Z.
Miami-RZ (config)faccess-list 1 permit 152.1€8.30.0 0.0.0.255
Miami-RZ (config)faccess-list 1 permit 152 _168.40.0 0.0_.0_Z55
Miami-RZ (config)faccess-list 1 permit 152.168_.4.0 0_.0_3_255
Miami-B2 (config)#ip nat pool INTERNET 20%.16€5.200.225 205.165.200.228 netmask Z55.255.255_248
Miami-RZ (config)#ip nat inside source list 1 pool INTERNET
Miami-RZ (config) fend

Miami-RZ§

E5Y5-5-CONFIG I: Configured from conscle by conscle

m

| =

Figura 55: Configurar de listas de acceso de tipo estandar Miami-R2

2.11. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2

Configuracién del R2:

Miami-R2>enable

Miami-R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
Miami-R2(config)#ip access-list standard MANTENIMIENTO
Miami-R2(config-std-nacl)#permit host 172.31.21.1
Miami-R2(config-std-nacl)#permit host 172.31.23.2
Miami-R2(config-std-nacl)#exit

Miami-R2(config)#line vty 0 4
Miami-R2(config-line)#access-class MANTENIMIENTO in
Miami-R2(config-line)#end

Miami-R2#

%SYS-5-CONFIG_I: Configured from console by console
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Eress RETURN to get started.

Miami-RZ>anable

Miami-RZfconfig t©

Enter configuration commands, one per line. End with CHTL/Z.
Miami-RZ (config) ip access-list standard MANTENIMIENTO
Miami-RZ (config-std-nacl) §permit host 172_31.21.1
Miami-RZ (config-std-nacl) §permit host 172_31.23.2
Miami-RZ (config-std-nacl) fexit

Miami-RZ (config)§line wvey 0 4

Miami-RZ ({config-line) #access-class MANTEMIMIENTO in
Miami-RZ {config-line) gend

Miami-RZE

%5¥5-5-CONFIG_I: Configured from console by consocle

m

Figura 56: Configurar al menos dos listas de acceso de tipo extendido Miami-R2

2.12. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute

Ping: PC-A a PC-C

& pc-A J ol

Physical | Config | Desktop | Custom Interface

e i — r‘::==iE:?] ee—

Command Prompt

with

byt

Minimum = Oms, Maximam = 40ms,

Figura 57: Ping PC-A a PC-C
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Ping: PC-C a PC-A

& pCC J

Physical | Config | Desktop | Custom Interface

E
imate round trip time
Minimim = 3ms, Maximum

BCy|
Figura 58: Ping PC-C a PC-A

Ping: R1 a R2

33 R1 =N X

Physical | Config CLI

I10S Command Line Interface

Bogota—-Rl conl is now available

Press RETUERN to get started.

Bogota—-Rl¥ping 17Z2.31.21.2

Type escape sequence to sbort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is Z seconds:

m

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/8 ms

Bogota-Rl> i

Figura 59: Ping R1 a R2
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Buencs-Rires-R3 conl is now availsble

Press RETUBN to get started.

Buenos—Aires-R3»ping 172.31.23.1

Type escape seguence to zbort.
Sending 5, 100-byte ICMPE Echos to 172.31.23.1, timeout is Z seconds:

m

Success rate is 100 percent (5/5), round-trip minfavg/max = 3/5/7 ms

4

Buencs-RAires-R3>

Figura 60: Ping R3 a R2
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3. Conclusiones

El presente trabajo me ayudo a evaluar mis conocimientos adquiridos mediante el
desarrollo de varias actividades en el Simulador Redes CISCO Packet Tracer
comprendiendo diversas tematicas con relacion a las direcciones IP, control de
acceso, seguridad, protocolos de red que designan un conjunto de reglas que rigen
el intercambio de informacion brindado la confiabilidad y seguridad en la red,
ademas los protocolos permiten a los routers compartir informacion en forma
dinamica sobre redes remotas y determinan el mejor camino hacia cada red, que
luego se agrega a la tabla de enrutamiento. Uno de los principales beneficios de
usar un protocolo de enrutamiento dindmico es que los routers intercambian
informacion de enrutamiento cuando se produce un cambio de topologia. Este
intercambio permite a los routers obtener automéaticamente informacién sobre
nuevas redes y también encontrar rutas alternativas cuando se produce una falla de
enlace en la red actual.
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