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GLOSARIO

CISCO: es una empresa global con sede en San José,1 California, Estados Unidos, principalmente
dedicada a la fabricacidn, venta, mantenimiento y consultoria de equipos de telecomunicaciones.

CCNA: (Cisco Certified Network Associate) es una certificaciéon entregada por la compafiia Cisco
Systems a las personas que hayan rendido satisfactoriamente el examen correspondiente sobre
infraestructuras de red e Internet.

OSPF: (Open Shortest Path First), Primer Camino Mas Corto, es un protocolo de
red para encaminamiento jerarquico de pasarela interior o Interior Gateway Protocol (IGP), que usa
el algoritmo Dijkstra, para calcular la ruta mds corta entre dos nodos.

VLAN: Acrénimo de virtual LAN (red de area local virtual), es un método para crear redes ldgicas
independientes dentro de una misma red fisica.

ISP: por lasiglaen inglés de Internet service provider) es la empresa que brinda conexion a
Internet a sus clientes. Un ISP conecta a sus usuarios a Internet a través de diferentes tecnologias

DHCP: Es un servidor que usa protocolo de red de tipo cliente/servidor en el que generalmente un
servidor posee una lista de direcciones IP dinamicas y las va asignando a los clientes conforme
éstas van quedando libres, sabiendo en todo momento quién ha estado en posesién de esa IP,
cudnto tiempo la ha tenido y a quién se la ha asignado después.

Packet Tracer: de Cisco es un programa de simulacidn de redes que permite a los estudiantes
experimentar con el comportamiento de la red y resolver preguntas
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RESUMEN

Con el propésito de confirmar los conocimientos adquiridos durante el diplomado de profundizacién
CISCO, y para ser aplicados en el entorno laboral se realizé practica de habilidades, donde a partir
de 2 momentos se puede evidenciar cada uno de los temas vistos y demostrar el dominio de las
redes de datos. Se realiza la préctica usando la aplicacidon de CISCO Packet Tracer. La anterior nos
permitié ejecutar, disefiar y probar los resultados obtenidos para evaluar el funcionamiento de
conectividad de una red propuesta. Luego de las validaciones pertinentes podemos confirmar que
el uso de la herramienta combinada con los conocimientos puede ser aplicados para casos de la vida
real.

Palabras claves

CISCO, Networking, Redes de datos, throughput, VLAN, DHCP, CCNA.

ABSTRACT

In order to confirm the knowledge acquired during the CISCO deepening course, and to be applied
in the workplace, skills were practiced, where from 2 moments each of the topics seen can be
evidenced and the mastery of the data network. The practice is done using the CISCO Packet Tracer
application. The previous one allowed us to execute, design and test the results obtained to evaluate
the connectivity operation of a proposed network. After the pertinent validations we can confirm
that the use of the tool combined with the knowledge can be applied for real life cases.
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INTRODUCCION

Las redes de datos son la base para la conectividad de servicios, dispositivos y bloques donde se
alberga informacidn centralizada o que deba viajar por una infraestructura desplegada, CISCO
como prestador de estos servicios a lo largo del tiempo ha generado diferentes formas para facilitar
la posibilidad de conectar y organizar las redes, usando diferentes dispositivos como Routers,
switch, AP entre otros.

Por otro lado, esta presta servicios de entrenamiento de sus productos con el fin de entrenar a
profesionales que estén calificados para optimizar y poner en servicios sus excelentes productos.

Adicionalmente CISCO ha creado herramientas de diseio, entonos de prueba y todo un ambiente
virtualizado donde se puede planificar o dimensionar la efectividad de creaciones de red,
brindando a los usuarios la tranquilidad de contar con una oportunidad de hacer las
implementaciones con la mejor opcidn segln su crecimiento y necesidades.
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ESCENARIO 1

{Rooti(

Laptop 31  Laptop 30 Serverd

Serial DTE

Imagen 1
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Physical Config CLI Attributes

I0S Command Line Interface

SLINEPROTO-5-UPDOWN: Line proteocel con Interface FastEthernet(/12,
changed state to up

$LINK-5-CHANGED: Interface FastEthernet0/13, changed state to up

$LINEPROTO-5-UPDOWN: Line protoccl con Interface FastEthernet0/13,
changed state to up

$LINK-3-UPDOWN: Interface FastEthernet0/13, changed state tc down

$LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/13,
changed state to down

Switch>
Switch>enable
Switchfconfigure t

Enter confiquration commands, one per line. End with CNTL/Z.
“Switch(config)#hostname sz I
CONIig) Fexl

SW2¢
%SYS-5-CONFIG_I: Configured from conscle by conscle

SwWzg

Imagen 2 Configuracion sw 2
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Physical Config cLI Attributes
_—

I0S Command Line Interface
o~ o = nterrace as erne ’ ange sState c up

$LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/13,
changed state to up

$LINK-S5-CHANGED: Interface FastEthernet0/14, changed state tc up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/14,
changed state to up

$LINK-5-CHANGED: Interface FastEthernet(/1l5, changed state to up

$LINEPROTO-S-UPDOWN: Line protocol con Interface FastEthernet0/15,
changed state to up

Switch>enzable
Switchfconfigure t
A A r line. End with CNTL/Z.
Switchiconfig)#hostname SW3

SW3 {ceonfig) $EXIT

SW3g

%5YS-5-CONFIG_I: Configured from conscle by console

|

Imagen 3 Configuracion sw3
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Physical Config CL! Adttributes

I0S Command Line Interface

Press RETURN to get started.

Router>ENABLE
RouterCONFIGURE T
Enter confiquration commands, one per line. End with CNTL/Z.
“ Router (config) §hostname ISP |
ISP (confiqg) #EXIT

ISP%
£SYS-S5-CONFIG_I: Configured frem conscle by conscle

Imagen 4 Configuracion Router
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Physical Config CLI Attributes
==vnran

I10S Command Line Interface

Technical Suppert: http://www.cisco.com/techsupport A
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team

—--- System Configuraticon Dialeg ---

Would you like tc enter the initial ceonfiguraticon dialeg? [yes/nol:
% Please answer 'yes' or 'no'.

Would you like tc enter the initial ceonfiguration dialeg? [yes/nel:
NO

Press RETURN to get started!

Router>ENABLE
Router§CONFIGURE T

cne per line. End with CNTIL/Z.
[ Router (config) #HOSTNAME R1

L e S T N M A F T S
Rl (confiqg) $EXIT
R1%

%SYS-5-CONFIG_I: Configured from conscle by consocle

Imagen 5 Nombre del Router
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Physical Config CLI Attributes
|} jensaissonemn}

I0S Command Line Interface

Copyright (c) 1986-2007 by Cisceo Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team

—---— System Configuration Dialeg ---

Wiculd you like to enter the initial configuration dialog? [yes/necl:
% Please answer 'yes' or 'no'.

Wiould you like to enter the initial configuration dialeg? [yes/nocl:
NO

Press RETURN tc get started!

Router>enable
Routergconfigure t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §hostname R2
< (config
R2§
$SYS-S5-CONFIG_I: Configured from conscle by conscle

Rz

Imagen 6 Nombre Router 2
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Physical Config CLI Attributes

I0S Command Line Interface

Technical Support: http://www.cisce.com/techsupport
Copyright (c) 158&-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team

—-—— System Configuration Dialeg -—-—

Would you like tc enter the initial ceonfiguration dialog? [yes/nol:
% Please answer 'yes' or 'no'.

Would you like to enter the initial configuration dialeg? [yes/nol:
NO

Press RETURN to get started!

Router>ENABLE
Router§CONFIGURE T

Enter configuration commands, one per line. End with CNTL/Z.
[ Router (config) $HOSTINAME 23 |
R3(confiqg) $EXIT
R3g

$SYS-5-CONFIG _I: Configured from conscle by censcle

Imagen 7 Configuracion Router 3
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Tabla de direccionamiento
aduinismtrador Interfaces Direccion IP %“ pnmuo
5P 50/0/0 200.123.211.1 255,255.255.0 N/D
Se0/0/0 200.123.211.2 255,255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255,255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0.,100 192,168.20.1 255,255.255.0 N/D
R2 Fa0,/0,200 192.168.21.1 255,255.255.0 N/D
Se0/0/0 10.0.0.2 255,255.255.252 N/D
Se0/0/1 10.0.09 255,255.255.252 N/D
192,168.30.1 255,255.255.0 N/D
Fal/0
R3 2001:db8:130::9C0-80F:301 /64 N/D
Se0/0/0 10.0.0.6 255,255.255.252 N/D
Se0/0/1 10,0.0.10 255,255.255.252 N/D
SW2 VLAN100 | N/D N/D N/D
VLAN 200 N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop2l NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP

Imagen 8 Tabla de direccionamiento IP
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Tabla de asignacion de VLAN y de puertos

Tabla de enlaces troncales

Situacion

Dispositivo| VLAN Nombre Interf
az

Sw2 100 LAPTOPS Fa0/2-3

Sw2 200 DESTOPS Fa0/4-5

SW3 1 - Todas las interfaces
Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100

En esta actividad, demostrara y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de

direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping unicamente.

Descripcion de las actividades

. SW1 VLAN vy las asignaciones de puertos de VLAN deben cumplir con

la tabla 1.

SW2>enable
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SW2#configure t

Enter configuration commands, one per line. End with CNTL/Z. SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS SW2(config-vlan)#vlan 200

SW2(config-vlan)#name DESTOPS SW2(config-vlan)#exit SW2(config)#int range fa0/2-3

SW2(config-if-range)#switchport access vlian 100
SW2(config-if-range)#int range fa0/4-5
SW2(config-if-range)#switchport access vlian 200
SW2(config-if-range)#
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SW2(config-if-range)#int fa0/9
SW2(config-if)#
SW2(config-if)#switchport mode trunk
SW2(config-if)#int range fa0/6-24

SW2(config-if-range)#shutdon

Physical Config CLI Attributes
(=t
I0S Command Line Interface
A

VLAN Name Status Ports
13 default active Fa0O/1, FalO/€, Fal/7,
Fa0/8

Fa0/9, Fa0/10,
Fa0/11, Fa0/12

Fa0/13, Fa0/14,
Fa0/15, Fal0/1é

Fa0/17, Fa0/18,
Fa0/18, Fa0/20

Fa0/21, FaO/22,
Fa0/23, Fa0/24
100 LAPTOPS active Fa0/2, Fa0/3
200 DESTOPS active Fa0/4, Fa0/5
B L i g -t e =CTIvE
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
VLAN Type SAID MTU Parent RingNo BridgeNc Stp BrdgMode lI
Transl TranszZ
____________ v

Imagen 9 Vlan configuradas
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SW3>enable

SWa3#configure t

Enter configuration commands, one per line. End with CNTL/Z. SW3(config)#vlan 1
SW3(config-if-range)#switchport access
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SW3(config-if-range)#switchport access vlan 1

SW3(config-if-range)# SW3#

Physical Config CLI Attributes
fmenianiiaanr )

I0S Command Line Interface

1 default active Fa0/1, Fal0/2, Fal/3,
Fa0/4

Fa0/5, Fa0O/€, Fa0/7,
Fa0/8

Fa0/8, Fal0/10,
Fa0/11, FaO/12

Fa0/13, Fa0/14,
Fa0/15, Fal0/1¢

Fa0/17, Fa0/18,
Fa0/18, Fal0/20

Fa0/21, Fa0/22,
Fa0/23, Fal0/24
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

VILAN Type SAID MTU Parent RingNo BridgeNc Stp BrdgMode

Transl TranszZ I|

1 enet 100001 1500 - T = 5 - 0

Imagen 10 Validacién Sw 3

e Los puertos de red que no se utilizan se deben deshabilitar.

SW3(config)#int range fa0/6-23

SW3(config-if-range)#tshutdown

SW2(config)#int range fa0/6-24
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SW2(config-if-range)#tshutdown
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Physical Config CLI Attributes
Cr—

I0S Command Line Interface

SW3 (config-if-range) §shutdown A

2LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/8, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

2LINK-5-CHANGED: Interface FastEthernet(/11, changed state to
administratively down

$LINK-5-CHANGED: Interfzace FastEthernet0/12, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

— S — - o

Ctrl+F6 to exit CLI focus Copy ’ | Paste
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administratively down

.|||. |I|. $LINK-5-CHANGED: Interface FastEthernetl/1&, changed state to

CISCO ClSCO administratively down

_%LINK—S-C’HANGED: Interface FastEthernet(0/17, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(/18, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(/15, changed state to
administratively down

$LINE-5-CHANGED: Interface FastEthernetl/2Z0, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down
SW3 (config-if-range)
$LINK-5-CHANGED: Interface FastEthernetl/€, changed state to
administratively down

$LINEPROTO-S5-UPDOWN: Line protocol con Interface FastEthernetl/€,
changed state to down

e Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

R1>enable

R1#configure t

Enter configuration commands, one per line. End with CNTL/Z. R1(config)#int s0/0/0
R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#exit

R1(config)#int s0/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#exit

R1(config)#int s0/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#exit
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R1>
Rl>configure t

-~

% Invalid input detected at '~' marker.

Rl>enzble

Rlgconfigure t

Enter configuration commands, one per line. End with CNTL/Z.
Rl ({config) §int s0/0/0

Rl (config-if)¢ip address 200.123.211.2 255.255.255.0

Rl (config-if) #no shut

$LINK-5-CHANGED: Interface Serizl0/0/0, changed state to down
Rl (config-if)#int s0/1/0

Rl (config-if)§ip address 10.0.0.1 255.255.255.252
Rl({config-if)#ne shut

2LINK-5-CHANGED: Interface Serizl0/1/0, changed state to down
Rl (config-if)#int s0/1/1

Rl ({config-if)¢ip address 10.0.0.5 255.255.255.252

Rl (config-if) #no shut

$LINK-5-CHANGED: Interface Serizl0/1/1, changed state to down

Rl ({config-if)$

R2> R2>enable R2#configure t

Enter configuration commands, one per line. End with CNTL/Z. R2(config)#int fa0/0.100
R2(config-subif)#

R2(config-subif)#encapsulation dotlg 100

R2(config-subif)#ip address 192.168.20.1 255.255.255.0

R2(config)#int fa0/0.200

R2(config-subif)#encapsulation dotlg 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#exit
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Physical Config CLI Attributes
]

I0S Command Line Interface

RZ>enable
RZgconfigure t

Enter configuration commands, one per line. End with CNTL/Z.

RZ (confiqg) #int £a0/0.100
RZ (config-subif)
RZ (config-subif) §encapsulation detlg 100

RZ {(config-subif)$ip address 192.168.20.1 255.255.255.0

RZ (config) §¢no shut

-~

% Invalid input detected at '~' marker.

RZ (config)
RZ (config) §exit
RZ¢

RZ2genable
RZ2gconfigure t

RZ (config) §int £20/0.200
RZ (config-subif) §encapsulation deotlg 200

%SYS-5-CONFIG_I: Configured from conscle by console

RZ2 (config-subif) §ip address 192.168.21.1 255.255.255.0

Re ConTIg-SuBIT Yente
RZ (config) §

Imagen 11 Puertos R2

R2#enable
R2#configure t

Enter configuration commands, one per line. End with CNTL/Z. R2(config)#int fa0/0.200

R2(config-subif)#encapsulation dotlg 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#exit

R2(config)#int s0/1/1

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#exit
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R2(config)#int s0/1/0
R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#exit
R2(config)#
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HZ (conilg-Subili) f1p address 192.100.20.1 295.209.255.0
R2 (config-subif) gexit
R2 (config) #nc shut

-~

% Invalid input detected at '~' marker.

R2 (config) ¢

RZ (config) §exit

RZ2§

%SYS-5-CONFIG I: Configured frem conscle by ceonscle

RZfenzble

RZ2§configure t

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) §int £a0/0.200

R2 (config-subif) §encapsulation dotlg 200

R2 (config-subif) $#ip address 192.168.21.1 255.255.255.0

RZ2 (config-subif) §exit

R2 (config) §int s0/1/1

R2 (config-if) §ip address 10.0.0.2 255.255.255.252

RZ {(config-if) gexit

R2 (config) #int s0/1/0

R2 (config-if) §ip address 10.0.0.9 255.255.255.252

R2 (config-if) gexit

RZ (config) v

Ctrl+F6 to exit CLI focus Copy ‘ | Paste

Imagen 12 Sw2

R3>enable
R3#configure t
Enter configuration commands, one per line. End with CNTL/Z. R3(config)#int fa0/0
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R3(config-if)#ip address 192.168.30.1 255.255.255.0

R3(config-if)#exit R3(config)#ipv6 unicast-routing R3(config)#int s0/1/0
R3(config-if)#ip address 10.0.0.6 255.255.255.252

R3(config-if)#exit

R3(config)#int sO/1/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252

R3(config-if)#exit

R3(config)#

Physical Config CLI Attributes
—

I0S Command Line Interface

€3488K bytes of ATA CompactFlash (Read/Write)

Cisco IOS Scftware, 1841 Software (C1l841-ADVIPSERVICESKS-M), Version
12.4(15)T1, RELEASE SOFTWARE (£fc2)

Technical Suppecrt: http://www.cisco.com/techsupport

Copyright (c) 198€-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:52 by pt_team

Press RETURN tc get started!

R3>enable

R3fconfigure t

Enter configuration commands, cne per line. End with CNTL/Z.
R3(config) §int £a0/0

R3(config-if)#ip address 192.1€8.30.1 255.255.255.0
R3(config-if) §exit

R3(confiqg) §ipvé unicast-routing

R3 (config) §int s0/1/0

R3({config-if)#ip address 10.0.0.& 255.255.255.25
R3 (config-if) fexit]

R3(config) int s0/1/1

R3 (config-if) #ip address 10.0.0.10 255.255.255.252
R3 (config-if) gexit

R3 (confiqg)

L]

Imagen 13 SW 3

o Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30y PC31
deben obtener informacion IPv4 del servidor DHCP.
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(® DHCP ) static DHCP failed. APIPA is being used.
IP Address 169,254.98.185

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

Physical Config Deskiop Programming Atftributes

(®) DHCP () Static DHCP failed. APIPA is being used.
IP Address 169,254 46 235

Subnet Mask 255 255 0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

Physical Config Services Desktop Programming Aftributes
|

(@ DHCP () Static DHCF failed. APIPA is being used.
PP Address 169.254.167 221

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

ical Con Deskio rammin Aftributes
Physi fig p  Prog g

@ DHCP () static DHCP failed. APPA is being used.
PP Address. 169.254.6.92

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

Physical Config Desktop Programming Aftributes
—

(®) DHCP ) static DHCP failed, APIPA is being used,
IP Address 169.254.162.77

Subnet Mask 255.255.0.0

L g YU .
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e R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4 publica.

Asegurese de que todos los terminales pueden comunicarse con Internet publica
(haga ping a la direccién ISP) y la lista de acceso estandar se llama INSIDE-
DEVS.

R1>enable
R1#configure t
Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#int sO/1/0
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R1(config-if)#ip natinside

R1(config)#int s0/0/0
R1(config-if)#ip nat inside
R1(config-if)#exit

Ri#enable

R1#configure t

Enter configuration commands, one per line. End with CNTL/Z. R1(config)#
R1(config)#int s0/0/0

R1(config-if)#ip nat inside R1(config-if)#exit R1(config)#int sO/1/1
R1(config-if)#ip nat inside

R1(config-if)#

R1(config-if)#ip nat outside R1(config-if)#exit R1(config)#
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Enter configuration commands, one per line. End with CNTL/Z. P
Rl (config)#int s0/1/0
Rl ({config-if) §nat inside

-~

% Invalid input detected at '~' marker.

Rl{config-if) #ip nat inside

Rl {config-if)$§

Rl

%SYS-S5-CONFIG_I: Configured from ccnsole by console

R1g

Rlgenable

Rlgconfigure t

Enter ceonfiguration commands, cone per line. End with CNTL/Z.
Rl ({config)$

Rl (config) #int s0/0/0

Rl (config-if) #ip nat inside

Rl{config-if) exit

Rl {config)#int s0/1/1

Rl (config-if)$#ip nat inside

Rl (config-if)§

Rl{config-if)#ip nat ocutside

Rl {config-if) §exit

Rl {config)$ :

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask 255.255.255.0
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R1g
£SYS-5-CONFIG_I: Configured from conscle by console

R1g

Rlgenable

Rlgconfigure t

Enter cconfiguraticn commands, one per line. End with CNTIL/Z.

Rl {config)

Rl (config) int s0/0/0

Rl (config-if) #ip nat inside

Rl {config-if) gexit

Rl {config) #int s0/1/1

Rl (config-if) §ip nat inside

Rl (config-if) ¢

Rl {config-if) #ip nat ocutside

Rl {config-if) exit

Rl (config)

Rl (config) §ip nat pool INSIDE-DEVE 200.123.211.2 200.123.211.128 net
% Incomplete command.

Rl {config)

Rl (config) #ip nat poecl INSIDE-DEVS 200.123.211.2 200.123.211.128 net
% Incomplete command.

Rl ({config) $ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128
netmask 255.255.255.0

Rl (config)

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.255.255.255

R1(config)#ip nat inside source list 1 interface s0/0/0 overload

R1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80

o R1 debe tener una ruta estatica predeterminada al ISP que se configurd
y que incluye esa ruta en el dominio RIPv2.
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R1(config)#router rip
R1(config-router)#version 2

R1(config-router)#network 10.0.0.0
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-~

% Invalid input detected at '~' marker.

Rl (config) §access-1list 1 permit 192.168.0.0 0.0.255.255

Rl (config) §access-1list 1 permit 10.0.0.0 0.255.255.255

Rl (config) #ip nat inside source list 1 interface s0/0/0 overload
Rl (config)$

R1g

$SYS-5-CONFIG _I: Configured from conscle by console

R1g

Rlgconfigure t

Enter configuration commands, cne per line. End with CNTIL/Z.
Rl ({config) #ip nat inside source static tcp 152.168.30.6.80
200.123.211.1 80

% Invalid input detected at '~' marker.

Rl (config) #ip nat inside scurce static tep 192.168.30.6 80
200.123.211.1 80

Rl (confiqg) §router rip

Rl (config-router) $version 2
Rl (config-router) §network 10.0.0.0
Rl (config-router) fexit

Rl (config){

Imagen 14 Router 1

Rlgshow ip nat translations

Pro Inside global Inside local OCutside local Cutside
global

tcp 200.123.211.1:80 192.1€8.30.6:80 = e

R1§

Rlgshow ip nat statistics

Total translaticons: 1 (1 static, 0 dynamic, 1 extended)
Cutside Interfaces: Seriall/1/1

Inside Interfaces: Serizl0/0/0 , Serizl0/1/0

Hits: 0 Misses: O

Expired translations: 0

Dynamic mappings:

R1g
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e R2 es un servidor de DHCP para los dispositivos conectados al puerto

FastEthernet0/0.

R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#NETwork 192.168.20.1 255.255.255.0
R2(dhcp-config)#NETwork 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns-server 0.0.0.0

R2(dhcp-config)#exit

RZ>enable
RZgconfigure t

RZ (config) #ip dhcp excluded-address 10.0.0.2 10.0.
% Invalid input detected at '~' marker.

RZ (config) #ip dhcp excluded-address 10.0.0.2 10.0.0.8
RZ (config) #ip dhcp pocl INSIDE-DEVS

R2 (dhcp-confiqg) §NETwork 1592.168.20.1 255.255.255.0

RZ (dhcp-confiqg) §NETwork 192.168.21.1 255.255.255.0

RZ (dhcp-config) §default-router 1592.168.1.1

RZ (dhcp-config) §dns-sexrver 0.0.0.0

R2 (dhcp-config) gexit

22 (config) £

Enter configuration commands, one per line. End with CNTL/Z.

e R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las

VLAN 100 y 200.

R2(config)#int vlan 100
R2(config-if)#ip address 192.168.20.1 255.255.255.0
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R VLUl LgT #

RZ (confiqg) §int wvlan 100

RZ (config-if) #ip address 182.168.20.1 255.255.255.0
% 192.168.20.0 overlaps with FastEthernet0/0.100

RZ (config-if) gexit

22 (config) g

R2(config)#int vlan 200
R2(config-if)#ip address 192.168.21.1 255.255.255.0

R2 (config-if)$ip address 1592.168.21.1 255.255.255.0
% 1592.1€8.21.0 overlaps with FastEthernet0/0.200

22 (config-if) #|
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o El ServidorO es sélo un servidor IPv6 y solo debe ser accesibles para
los dispositivos en R3 (ping).

o La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31,
de PC30 y obligacién de configurados PC31 simultaneas (dual-stack). Las
direcciones se deben configurar mediante DHCP y DHCPVG.

Physical Config Desktop Programming Attributes
I

{®) DHCP () Static

IP Address 169.254.155.54

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

[P Configuration

(®) DHCP (") Auto Config () Static
IPvG Address

Link Local Address | FEG0:Z200:BAFF.FE35:9B34

Physical Config Desktop Programming Aftributes
I

(®) DHCP () Static

IP Address 169.254 46.235

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

IPvE Configuration

(®) DHCP () Auto Config () Static
IPvE Address

Link Local Address FE80::2D0:58FF:FED6:2EEB

Imagen 15 Laptos
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Physical Config Desktop Programming Aftributes
ey

(® DHCP () Static

IP Address 169.254.162.77

Subnet Mask 255.255.0.0

Default Gateway 0.0.00

DNS Server 0.0.0.0

IPv6 Configuration

(® DHCP () Auto Config () Static
IPv6 Address

Link Local Address I FE80::260:47FF.FEBS:A24D

Physical Config Desktop Programming Aftributes
(®) DHCP () static
IP Address 169.254.6.92
Subnet Mask 255,255.0.0
Default Gateway 0.0.0.0
DNS Server 0.0.0.0
IPv6 Configuration
(® DHCP () Auto Config () static
IPv6 Address
Link Local Address | FEB0::205:5EFF:FE94:65C

e La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e
IPv6 configuradas (dual- stack).

R3>enable

R3#configure t

R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ipv6 enable

R3(config-if)#ip address 192.168.30.1 255.255.255.0
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R3(config-if)#ipv6 address 2001:db8:130::9c0:80f:301/64

Physical Config CLI Attributes

I0S Command Line Interface

-~

% Invalid input detected at '~' marker.

R3{confiqg) §ipveé unicast-routing

R3{cenfig) #int £0/0

R3(config-if) §ipvé enable

R3(config-if) §ip address 152.1€8.30.1 255.255.255.0
R3(config-if) $§ipve address 2001:db8:130::5c0:80£:301

% Incomplete command.

R3(config-if) §ipve address 2001:db8:130::5c0:80£:301/¢64
R3(config-if)§ no ahutdown

e R1, R2y R3 intercambian informacion de routing mediante RIP version 2.

R1(config)#router rip
R1(config-router)#version 2

R1(config-router)#do show ip route connected

R1(config-router)#network 10.0.0.0
R1(config-router)#network 10.0.0.4
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%SYS-5-CONFIG I: Configured from cconscle by console

$LINEPROTO-5-UPDOWN: Line protoccl on Interface Serizal0/0/0, changed

state to up

SLINK-5-CHANGED: Interface Serizl0/1/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protcocol con Interface Serizl0/1/0, changed

state to up

Rl (config-if) §exit

Rl (config) §router rip

Rl (config-router)§

Rl (config-router) gversion 2
Rl (config-router)do show ip route connected

c 10.0.0.0/30 is directly ccnnected, Serizal0/1/0

c 10.0.0.4/30 is directly connected, Serial0/1/1

c 200.123.211.0/24 is directly connected, Serizl0/0/0

Rl (config-router) network 10.0.0.0

Rl (config-router) fnetwork 10.0.0.4

Rl (config-router) §end

R1g

$SYS-5-CONFIG_I: Configured from conscle by conscle

Imagen 16 Router 1

R2(config-if)# R2(config-if)#router rip R2(config-router)#version 2

R2(config-router)#do show ip route connected

aOn0a0on

10.0.0.0/30 is directly connected, Serizl0/1/1
10.0.0.8/30 is directly connected, Serizl0/1/0
152.1€8.20.0/24 1is directly connected, FastEthernet0/0.100
192.1€8.21.0/24 is directly connected, FastEthernet0/0.200
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R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.8
R3(config)#router rip
R3(config-router)#version 2
R3(config-router)#network 10.0.0.4
R3(config-router)#network 10.0.0.8

R3>enable
R3gconfigure ¢t

R3{config) §xrouter rip

R3 (config-router) §version 2
R3 (config-router) §do show ip route connected

Cc 10.0.0.4/30 is directly cconnected, Serial0/1/0
C 10.0.0.8/30 is directly ccnnected, Serial0d/1/1

R3 (config-router) fnetwork 10.0.0.4

R3 {config-router)fnetwork 10.0.0.8

R3 (config-router) §end

R3%

%SYS-5-CONFIG_I: Configured from conscle by ccnsole

Enter configuration commands, cne per line. End with CNTL/Z.

C 192.168.30.0/24 is directly connected, FastEthernet0/0

. R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta

predeterminada desde R1.

Physical Config CLI Attributes
[——lorao i)

| GLOBAL | RIPRouting (v2)

Settings |

Network ‘

| Algorithm Settings | | e

ROUTING |

Static Network Address

|
( RIP | 10.0.0.0
| SWITCHING |
\ |
\ I

VLAN Database 200.123.211.0

. INTERFACE
17&§&hermtaif |
| FastEthernet0/1 |
| Serialo/o/o |
I Serial0/0/1 |
| Sserialo/t/o__|
| Serialo/1/1 |

Remove

Equivalent I0S Commands

Rlgconfigure terminal A
Enter configuration commands, cne per line. End with CNTL/Z.

Rl{config) #router rip

Rl({config-router) network 200.123.211.0

Rl (config-router)$ v
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Physical Cenfig CLI Attributes
E—TED

GLOBAL

RIP Routing (v2)

Settings Network

I

I

 Algorithm Settings
ROUTING

Add

Static Network Address

RIP

10.0.0.0

200.123.211.0

INTERFACE
FastEthernet0/0
FastEthernet0/1

Serial0/1/0
Serial0/1/1

I

|

I
| |
I |
I |
. SWITCHING
I VLAN Database I
I I
I |
I |
| I
| |

Equivalent I0S Commands

%S5YS-5-CONFIG_I: Configured from conscle by conscle

RZ¢
RZfconfigure terminal

RZ (config) §router rip
R2 (config-router) fnetwork 200.123.211.0
RZ (config-router)

Enter configuration commands, one per line. End with CNTL/Z.

Mas

Imagen 17 Router 2
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RIP Routing (v2)
Network ‘ |
| Add |

l |
| Settings |
 Algorithm Settings |
. ROUTING
| Static |
| RIP I 10.0.0.0
| SWITCHING
| |
I |
| |
| |
l |
l |

Network Address

VLAN Database 200.123.211.0

INTERFACE
FastEthernet0/0
FastEthernet0/1

Serial0/1/0
Serial0/1/1

Remove ‘

Equivalent I0S Commands
R3¢ A
$SYS-S5-CONFIG_I: Configured from ccnscle by conscle

R3fconfigure terminal

Enter ccnfiguraticn commands, cne per line. End with CNTL/Z.

R3 (config) §rcuter rip

R3 (config-router) énetwork 200.123.211.0

R3 (config-router) v

Imagen 18 Ip Router 3

o Verifique la conectividad. Todos los terminales deben poder hacer ping
entre si y a la direccién IP del ISP. Los terminales bajo el R3 deberian poder hacer
IPv6-ping entre ellos y el servidor.

ISP¢ping 192.168.20.1

Type escape sequence to abert.
Sending 5, 100-byte ICMP Eches to 152.168.20.1, timecut is 2 seconds:
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ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual deberéa configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia

VIAN Direcclonamiento Nombre
20 192.168.30.0/24 Administracién
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

172.31.21.0130

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario
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() DHCP @) Static

P Address 209.165.200.230 ]
Subnet Mask | 255.255.255.248] |
Defautt Gateway 209.165.200.225 |
DNS Server 0.0.0.0 |
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® Server0 - o
Physical Cenfig Services Desktop Programming Attributes
[ s a—pica]
(O) DHCP (@ Static
IP Address 10.10.10.10
Subnet Mask 255.255.255.0
Default Gateway 10.10.10.1
DNS Server 0.0.0.0
R1

Bogota> Bogota>enable Bogota#configure t

Enter configuration commands, one per line. End with CNTL/Z. Bogota(config)#no ip
domain-lookup

Bogota(config)#enable secret class
Bogota(config)#line con 0

Bogota(config-line)#password cisco Bogota(config-line)#login Bogota(config-line)#line
vty 0 4

Bogota(config-line)#password cisco Bogota(config-line)#login Bogota(config-line)#exit

Bogota(config)#service password-encryption Bogota(config)#banner motd "Solo Personal
Autorizado™ Bogota(config)#exit

Bogota#
%SYS-5-CONFIG_I: Configured from console by console
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Bogota(config)#interface s0/0/0

%Invalid interface type and number

Bogota(config)#int s0/0/0

%Invalid interface type and number

Bogota(config)#int s0/1/0

Bogota(config-if)#ip address 172.31.21.1 255.255.255.252
Bogota(config-if)#no shutdown

W | e el e WAL A WA T aa

2LINK-5-CHANGED: Interface Serial0/1/0, changed state to down

RAamaras lrAanFim—iF1 &

R2

Router>enable
Router#configure t

Enter configuration commands, one per line. End with CNTL/Z. Router(config)#hostname
Miami

Miami(config)#no ip domain-lookup Miami(config)#enable secret class
Miami(config)#line con 0

Miami(config-line)#password cisco Miami(config-line)#login Miami(config-line)#exit

Miami(config)#service password-encryption Miami(config)#banner motd "Solo Personal
Autorizado" Miami(config)#exit

Miami#
%SYS-5-CONFIG_I: Configured from console by console
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Miami(config-if)# Miami(config-if)#exit Miami(config)#interface s0/1/1
Miami(config-if)#ip address 172.31.23.1 255.255.255.252

Miami(config-if)#no shutdown

flicuml \CuUnlLilgTLo ) #

SLINK-S5-CHANGED: Interface Serizl0/1/0, changed state to up

Miami(config)#interface s0/1/0
Miami(config-if)#ip address 172.31.21.2 255.255.255.252

Miami(config-if)#no shutdown
$LINEPROTO-5-UPDOWN: Line protoccl on Interface Serizl0/1/0, changed
state to up

R3

Router(config)#hostname Aires

Aires(config)#hostname Aires
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Aires(config)#no ip domain-lookup Aires(config)#enable secret class Aires(config)#line
con 0

Aires(config-line)#password cisco Aires(config-line)#login Aires(config-line)#line vty 0 4
Aires(config-line)#password cisco Aires(config-line)#login Aires(config-line)#exit

Aires(config)#service password-encryption Aires(config)#banner motd "Solo Personal
Autorizado” Aires(config)#exit

Aires#
%SYS-5-CONFIG_I: Configured from console by console

Aires(config)#interface s0/1/0
Aires(config-if)#ip address 172.31.23.2 255.255.255.252

Aires(config-if)#no shutdown

Aires(config-if)$§
$LINK-5-CHANGED: Interface Serizl0/1/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protoccl cn Interface Serizl0/1/0, changed
state to up

Aires(config-if)#ip address 192.168.5.1 255.255.255.0000
Aires(config-if)#no shutdown

Aires(config-if)#intreface lo4

$LINK-5-CHANGED: Interface Loopback4, changed state to up

$LINEPROTO-S5-UPDOWN: Line protocol on Interface Loopback4, changed
state to up
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Aires(config-if)#ip address 192.168.4.1 255.255.255.0000

Aires(config-if)#no shutdown

Aires(config-if)#interface lo6

$LINK-5-CHANGED: Interface Loopbacké, changed state to up

$LINEPROTO-S5-UPDOWN: Line protocol on Interface Locopbacké, changed
state to up

Aires(config)#int s0/1/0
Aires(config-if)#ip address 192.168.4.1 255.255.255.0
Aires(config-if)#no shut
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Aires(config-if)#int 105

Ailres(conrig-iI)$
$LINK-5-CHANGED: Interface Loopback5, changed state to up

$LINEPROTO-S5-UPDOWN: Line protoccl con Interface Loopback5, changed
state to up
1

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
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Physical Config CLI  Attributes !

I0S Command Line Interface

Begota (config-router) #router-id 1.1.1.1 A
Bogota (config-router) §Reload or use "clear ip ospf process" command,
for this to take effect

Bogota(config-router) $network 172.31.21.0 0.0.0.3 area 0

Bogota (config-router) §network 192.168.30.0 0.0.0.3 area 0
Bogota (config-router) §network 192.168.40.0 0.0.0.3 area 0
Begota (config-router) §network 152.168.30.0 0.0.0.255 area 0
Bogota (config-router) §network 152.168.40.0 0.0.0.255 area 0
255 area O

Bogota (config-router) §network 152.168.200.0 0.0.0.
Begota (config-router) §passive-interface g0/1.30
3Invalid interface type and number

Bogota (config-router) §passive-interface £0/1.30
%#Invalid interface type and number

Begota (config-router) §passive-interface £0/0.30
2Invalid interface type and number

Bogota(config-router) §passive-interface £a20/0.30
%2 L = = o o

Bogota (config-router) §passive-interface £20/0

% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across zll

24

Bogota (config-router) hd

Ctri+F6 to exit CLI focus Copy Paste

Bip ospf cost 7500

1 OSPF en R1

i 2
Al @ - ) FH .l 26 pym

12/12/2018

——p e ———— 5 m————— b ———

Bogota (config) #§int s0/1/0

Bogota (config-if) §bandw

% Incomplete command.

Begota (config-if) §bandwidth 128
Bogota (config-if) §ip ospf ceost 7500
Bogota ({config-if)§
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Physical Config CLI Atftributes
CEE—

I0S Command Line Interface

Miami (config) §router ospf 1 A
Miami (config-router) §router-id 2.2.2.2

Miami (config-router) network 172.31.21.0 0.0.0.3 area O

Miami (config-router)§

04:24:42: %0SPF-5-ADJCHG: Process 1, Nbr 172.31.21.1 on Serial0/1/0
from LOADING to FULL, Loading Done

Miami (config-router) netwerk 172.31.23.0 0.0.0.3 area 0
Miami (config-router) fnetwork 10.10.10.0 0.0.0.255 area 0
Miami (config-router) §passive-interface £2070

-~

% Invalid input detected at '~' marker.

Miami (config-router) §passive-interface £a0/0
Miami (config-router) aute-cest reference-bandwidth 7500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent acress all

Miami (config-router)int s0/1/1
Miami (config-if) #bandwidth 128
Miami (config-if)#int s0/1/0

Miami (config-if) §bandwidth 128
Miami (config-if) #ip ospf cost 7500
Miami (config-if) §exit

Miami (config) v

Ctri+F8 to exit CLI focus Copy || Paste

[] Top

Imagen 19 Router 2

Aires(config)#router ospf 1
Aires(config-router)#router-id 8.8.8.8
Aires(config-router)#network 172.31.23.0 0.0.0.3 area 0
Aires(config-router)#network 192.168.4.0 0.0.0.3 area 0
Aires(config-router)#passive-interface lo4
Aires(config-router)#passive-interface 105

Aires(config-router)#passive-interface 106
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Aires(config-router)#auto-cost reference-bandwidth 9500

FVLiTIo VWUl ay ATGuLrT L
Aires({config-router) fauto-cost reference-bandwidth 3500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across all
routers.

Aires(config)$int s0/1/0
Aires(config-if)¢{bandwidth 128
Aires(config-if) ¢exit
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Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

o Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

o Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

Neighbor ID Pri State Dead Time Address
Interface

2.2:.2_2 0 FULL/ - 00:00:32 172.31.21.2
Serizl0/1/0

Bogotag

U
Bogotagshow ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B -
BGE
D - EIGRP, EX - EIGRP externzl, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, NZ - OSPF NSSA external type 2
E1 - OSPF external type 1, EZ2 - OSPF external type 2, E - EGP
i - IsS-Is, L1 - IS-IS level-l1l, LZ - IS-IS level-2, ia - IS-IS
inter area
* — candidate defzult, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.31.0.0/30 is subnetted, 2 subnets
o4 172.31.21.0 is directly connected, Serizl0/1/0
0 172.31.23.0 [110/12357] via 172.31.21.2, 00:-31:00,
Serizlo/1/0
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Routing Protccol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 172.31.21.1
Number of areas in this router is 1. 1 nermzal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0O
192.168.30.0 0.0.0.3 area 0
192.168.40.0 0.0.0.3 area 0
192.168.30.0 0.0.0.255 area 0
192.168.40.0 0.0.0.255 area 0
192.168.200.0 0.0.0.255 area 0
Passive Interface(s):

FastEthernet0/0

Routing Information Sources:
Gateway Distance Last Update
2L22:2 110 00:28:55
172.31:21:1 110 00:0€:08

Distance: (default is 110)

Fasswora:
Miamifshow ip ospf neig

Neighbozr ID Bri State Dead Time Rddress Interface
172.31.21.1 1] FULL/ - 00:00:35 172.31.21.1 Serialos1/0
Miami§|

Phy=ical Config CLI Attributes
I

105 Cemmand Line Interface

HHiamiishuH ip ospf interface

Seri=l0 170 is up, line protocol is up
Internet address iz 172.31.21.2730, RArea O
Process ID 1, Bouter ID Z2_.2_2_Z, Network Type BOINT-TO-BOINT, Cost: 7500
Transmit Delay is 1 sec, State BOINTI-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0%
Index 1/1, flood queue length 0O
Next 0x0{0)/0x0{0)
Last flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximm is 0 msec
Neighbkor Count is 1 , Adjacent neighbor count is 1
Zdjacent with neighbkor 172.31.21.1
Suppress hello for 0 neighbkori(s)
Seri=l0d s1/1 is up, line protocol is up
Internet address is 17Z.31.23.1/730, Area 0O
Process ID 1, Router ID 2.2.2.2, Wetwork Type BOINT-TO-BOINT, Cost: 4857
Transmit Delay is 1 sec, State BOINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
--More—-
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Miamigshow ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSZ externzal type 1, N2 - OSPF NSSA externzl type 2
E1l - OSPF external type 1, EZ2 - OSPF external type 2, E - EGP
i - ISs-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - pericdic downlecaded static route

Gateway of last resort is not set
172.31.0.0/30 is subnetted, 2 subnets

o4 172.31.21.0 is directly connected, Serizl0/1/0
o4 172.31.23.0 is directly connected, Serizl0/1/1

Routing Protccel is "ospf 1"
Outgoing update filter list for all interfaces is not set
Inceming update filter list for all interfaces is not set
Router ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area O
172.31.23.0 0.0.0.3 area O
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):

FastEthernet0/0

Routing Information Sources:
Gateway Distance Last Update
225202 110 00:23:5%
I72-3Y 52X 1 110 00:01:12

Distance: (default is 110)

1
Airesgshow ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B -
BGP
D - EIGRP, EX - EIGRP external, O - OS5PF, IX - OSPF inter area
N1 - OSPF NSSZ external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF externzl type 1, EZ2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS
inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

(4 152.168.4.0/24 is directly connected, Serizl0/1/0

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.
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Sl>enable

Slgconfigure t

Enter configuration commands, one per line. End with CNTL/Z.
Sl{config)$

Sl{cenfig)$vlan 30
Sli{config-vlan)name Administracion
S1{config-vlan) §vlan 40

Sl ({ccnfig-vlan) #name Mercadeo
S1({config-vlan) $vlan 200
Sl{config-vlan)#name Mantenimiento
Sl(config-vlan)ﬂ

g :

Physical Config CLI Attributes

10S Command Line Interface

Slgconfigure t

Enter configuration commands, cone per line. End with CNTL/Z.
S1 (confiqg)

Sl(config)#vlan 30

Sl{config-vlan) name Administracicn

S1 (config-vlan) §vlan 40

S1l(config-vlan) name Mercadec

Sl (config-vlan)§vlan 200

Sl{config-vlan) name Mantenimientc

51 (config-vlan) exit

Sl (congig) fink £a0/3

Sl (config-if) ¢switchpert mode trunk l

BT (CONTig 1T/ F
Sl (config-if) §exit

Sl(config)finterface FastEthernet(/3

Sl (config-if) ¢

SLINK-5-CHANGED: Interface FastEthernet(0/3, changed state to up

=

$LINEPROTO-5-UPDOWN: Line protoccl on Interface FastEthernet(/3,
changed state to up

Imagen 20 Switch 1
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Physical Config CLI Attributes
E—

I0S Command Line Interface

Switch>enable

Switchgconfigure t

Enter configuration commands, cne per line. End with CNTL/Z.
Switchi{ceonfig) §vlan 30

Switch(config-vlan) §name Administracion
Switch({config-vlan) §vlan 40

Switch{config-vlan) #name Mercadec
Switch({config-vlan) §vlan 200

Switch(config-vlan) §name Mantenimiento
Switch({config-vlan) gexit

Switchi{cenfig) #int vlan 200

Switchi{config-if)$

$LINK-5-CHANGED: Interface V1an200, changed state to up

Switch({config-if)#ip address 1592.168.55.3 255.255.255.0
Switch{config-if) #no shut

Switch(config-if) gexit

Switch(config) §ip default-gateway 152.168.55.1
Switch{config)

Imagen 21 Swicth 3

4, En el Switch 3 deshabilitar DNS lookup

oS5 {conIig) ¥
S3(confiqg) §nc ip domain-loockup

A =2\ oal

5. Asignar direcciones IP a los Switches acorde a los lineamientos.
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red.

Desactivar todas las interfaces que no sean utilizadas en el esquema de

S1(config-if) §switchport mode trunk
S1(config-if) §switchport trunk native vlan 1

Sl{config-if)#int range £a0/2,

£fa0/4-23, g0/1-2

interface range not validated - command rejected
S1l{config) #int range £a0/2,
Sl(config-if-range) §switch mode access
Sl{config-if-range) int £a0/1

S1 (config-if) §switch mode access
S1{config-if) §switch access vlan

% Incomplete command.
Sl {config-if)¢#switch access vlan
% Incomplete command.
S1{ceonfig-if) §switch access vlan 30

Sl({config-if)#int range £a0/2,

£a0/4-23

£a0/4-23

S1{config-if-range) §shutdown

$LINK-5-CHANGED: Interface FastEthernetl/2Z,

administratively down

changed state to

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

3LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Sl{config-if-range)$

FastEthernetl/1¢,

FastEthernet0/17,

FastEthernet0/18,

FastEthernet0/13,

FastEthernet0/20,

FastEthernet0/21,

FastEthernet0/22,

FastEthernet0/23,

changed

changed

changed

changed

changed

changed

changed

changed

state

state

state

state

sState

state

state

state

to

to

to

to

to

to

to

to
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7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Bogota#configure t

Enter configuration commands, one per line. End with CNTL/Z. Bogota(config)#ip dhcp
excluded-address 192.168.30.1 192.168.30.30

Bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
Bogota(config)#ip dhcp pool admin
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#ip dhcp pool merca
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#network 192.168.40.0 255.255.255
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Configurar DHCP pool para VLAN 40
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet

Miamigconfigure t

Enter configuration commands, cone per line. End with CNTL/Z.
Miami (config) #user webuser privilege 15 secret cisco 12345
Miami {config) §ip http server

-~

% Invalid input detected at '~' marker.

Miami (confiqg)$

Miami (config) £ip http authentication local

~

Nota: dado que no se pueden utilizar los comandos: ip http server y ip http
authentication local, se emplea un servidor dentro de la topologia.

Miami(config)#ip nat inside source static 10.10.10.10 209.165.200.229
Miami(config)#int f0/1

Miami(config-if)#ip nat outside

Miami(config-if)#int fa0/0

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.



e, -
Ci1sco. Cisco Networking Academy” Mind ‘ lNi‘}

Physical Config CLI Attributes
C—

10S Command Line Interface
Miamy !conflg-xﬂ !lp Tlat =ucside

% Invalid input detected at '~' marker.

Miami (config-if)$ip nat cutside
Miami (config-if) §int £a0/0
Miami (config-if)$

Miami (config-if) §exit

Miami (config) #access-list 1 permit 152.168.30.0 0.0.0.255
Miami (config) #access-list 1 permit 152.168.40.0 0.0.0.255
Miami (config) #ip nat peool INTERNET 205.165.200.225 209.165.200.228

netmask 255.255.255.248

Miami (config)£ip nat inside socurce list 1 pool INTERNET
Miami (config) #EXIT

Miamig

%SYS-5-CONFIG_I: Configured from conscle by conscle

Miamigconfigure t

Enter configuration commands, one per line. End with CNTL/Z.
Miami (config)£ip access-list standard ADMIN-S

Miami (config-std-nacl) §permit host 172.31.21.1

Miami (config-std-nacl) exit

Miami (config)§line vty 0 4

Miami (config-line) §access-class ARDMIN S in

Miami (config-line) #|

12.  Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Miami (config)§int g0/0

2Invalid interface type and number

Miami (config) §int £a0/0

Miami (config-if) §ip access-greoup 101 in
Miami (config-if)$int s0/1/0

Miami (config-if) $#ip access-group 101 ocut
Miami (config-if)#int s0/0/0

$Invalid interface type and number

Miami (config)gint s0/0/1

2Invalid interface type and number
Miami (config) &int s0/1/1

Miami (config-if)#ip access—-group 101 cut
Miami (config-if) §int £a0/1

Miami (config-if) £ip access-group 101 cut
Miami (config-if) #|

Imagen 22 Listas
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13.

routers mediante el uso de Ping y Traceroute.

Miamifshow access-lists
Standard IP access list 1
10 permit 192.168.30.0 0.0.0.255
20 permit 152.1€8.40.0 0.0.0.255
Standard IP access list ADMIN-S
10 permit host 172.31.21.1
Extended IP access list 101
10 permit tcp any host 208.165.200.229 eqg www

Yasswora:
Bogotafping 209.165.200.230

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos te 209.165.200.230,
seconds:

timecut is 2

Verificar procesos de comunicacion y re direccionamiento de tréfico en los
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CONCLUSIONES

Luego de ejecutar la practica del diplomado se puede establecer lo amplio de la marca CISCO y se
puede evidenciar los conocimientos adquiridos, donde se configuraran distintos dispositivos y se
crean redes completas desde cero, se intervinieron computadores, portatiles, switch, router,
desplegué de cableado y adicional se realizan pruebas en el entorno de la herramienta para validar
su correcta operacion.

Se conocieron diferentes productos, referencias y sus caracteristicas, con el fin de disefar y
seleccionar los dispositivos requeridos para nuestra implementacion, durante el diplomado se
profundizan conceptos y la teoria base de las redes para tener los argumentos y el conocimiento
necesario para ser competitivos en el ambito real y de esta forma ser profesionales seguros del
aprendizaje en nuestras diferentes intervenciones.

Para terminar, se concluye entendiendo la ingenieria desde un punto de vista logico y evidente
desde cada uno de los ejercicios resueltos y la importancia de ejecutar nuestros que hacer
organizadamente y controlando los pasos, porque cada decisidn y cada paso que se da tienen un
orden exacto, por eso cada vez que procedemos a enfrentarnos a una situacién lo haremos desde
los principios de laorgnaizacion.
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