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Introduccién

La implementacion de las nuevas tecnologias en el mercado laboral y comercial
actual, demandan una gran cantidad de conocimientos en sus diferentes campos
de ejecucion.

Demostrar dominio en la aplicacion y solucion de redes en la ingenieras de
sistemas es uno de los campos mas fuertes que se pueden profundizar, con la
certificacion CCNA de cisco podemos enfrentar este ambiente con actitudes de
calidad (disefio e implementacién de soluciones integradas lan/wan) nos entrega
las herramientas necesarias, los campos de practicas y tests que nos garantizan
un aprendizaje idéneo como estudiantes acreditados en calidad.

Todo realizado y reflejado en la solucion final del documento sobre casos de
solucion lan y wan de cisco.



Prueba de habilidades practicas”, forma parte de las actividades evaluativas del
Diplomado de Profundizacion CCNA, y busca identificar el grado de desarrollo de

Prueba de habilidades practicas

competencias y habilidades que fueron adquiridas a lo largo del diplomado.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar
las tareas asignadas en cada uno de los dos escenarios propuestos, acompafnado
de los respectivos procesos de documentacion de la solucidn, correspondientes al
registro de la configuracion de cada uno de los dispositivos, la descripcidon
detallada del paso a paso de cada una de las etapas realizadas durante su

desarrollo, el registro de los procesos de verificacion de conectividad.

ESCENARIO 1
admirllsi!stra Interfa Direccion IP Msicm pre?;;.:nu:;ya
dor ces subr do
ed
5P S0/0/0 2001232111 2552552550 N/D
Sel/0/0 2001232112 2552552550 N/D
R1
Sel/0/0 200123.211.2 2552552550 N/D
R1 Se0M/0 10.0.0.1 255255255252 | NID
Seld/1M 10.0.0.5 255255255252 | NID
Fa0/0. 100 | 192.168.201 2552552550 N/D
B2 Fa0/0,200 | 192.168.211 2552552550 N/D
Sel/0/0 10.0.0.2 255255255252 | NID
Sel/0M 10.0.0.9 255255255252 | NID
192.168.30.1 2552552550 N/D
R3 Fa0/0 g?ﬂtdijSDIQCUISUFIS /64 N/D
Sel/0/0 10.0.0.6 255255255252 | NID
Sel/0M 10.0.0.10 255255255252 | NID
SW2 VLAMN 100 | N/D N/D N/D
VLAMN 200 | N/D N/D N/D
SW3 WVLAMNT N/D N/D N/D




PC20 MNIC DHCP DHCP DHCP
PC21 MNIC DHCP DHCP DHCP
PC30 MNIC DHCP DHCP DHCP
PC31 MNIC DHCP DHCP DHCP
Laptop20 MNIC DHCP DHCP DHCP
Laptop21 MNIC DHCP DHCP DHCP
Laptop30 MNIC DHCP DHCP DHCP
Laptop31 MNIC DHCP DHCP DHCP
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PC-PT
PC1

Server-PT
Server0

Laptop-PT Laptop-PT

Laptop0 Laptopl Laptop-PT Laptop-PT

Laptop31 Laptop30

Tabla 2. Asignacion de VLAN y de puertos

Disposit VLA Nombre Interfaz

ivos N

SW2 100 LAPTOPS Fa0/2-3

SW2 200 DESTOPS Fa0/4-5

SW3 1 - Todas las interfaces

Tabla 3. Enlaces troncales

Dispositi Interf Dispositi
vo local aZ Yo
local remoto

Swe Fal/2-3 100




Actividades

1: SW2 VLANYy las asignaciones de puertos de VLAN deben cumplir con la
tabla 1.

= Switch>enable

= Switc#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S2

= S2(config)#vlan 100

= S2(config-vlan)#name LAPTOPS

= S2(config-vlan)#exit

= S2(config)#vlan 200

= S2(config-vlan)#name DESTOPS

= S2(config-vlan)#exit S2(config)#end

llustracién 1. Vlan configuradas en S2

Physical | Config | CLI Attributes

SZgshew vian

1 default active Fadsl, Fal/s/2, Falds 3, Fads4
Fadss, Fadsé, Fads7, Fadsg
Fads9, Fald/,10, Falds11, Faldslz
Eads1l3, Fad/l4, Fadsfls, EFadrle
Fads17, Fad/sls, Fadsfl3, FadsfZ0
Fads2L, Fad/22, FaD/233, Fads24
GighsL, Giglrd

100  LAPTORS active

200 DESTOPRS active

1002 fddi-default active

1002 token-ring-default active

1004 fddinec—defaulc active

1005 croec—dafaulc ECTivE

YVLAM Typas SAID MIU Pazcent RingHs BridgeMe Stp BrdgMsosds Tzanasl Trans2
1 snet 100001 1500 = - - - - -] o
100 aesnset 100100 1500 = = - = = o o
200 enet 100200 1800 = - = - - u] o
1002 fddi i10l002 1500 = = = = - a ] o
1002 ©E 101003 1500 = = - = = o 0
1004 fdmats 101004 L50 = = = iaad — 4] o
1005 mzmaT 101005 1500 - - - L] - o 0




Procedemos a Asignar los puertos a las Vlan

= Switch>enable

= Switc#config

= Configuring from terminal, memory, or network [terminal]?
= Enter configuration commands, one per line. End with CNTL/Z.
= S2(config)#int range f0/2-3

= S2(config-if-range)#switchport mode access

= S2(config-if-range)#switchport acces vlian 100

= S2(config-if-range)#int range f0/4-5

= S2(config-if-range)#switchport mode access

= S2(config-if-range)#switchport acces vlan 200

= S2(config-if-range)#exit

= S2(config)#exit

= S2#

Physical | Config | CLI | Attributes |

105 Command Line Interface

[TOR] .
Ez2§show vlan
VLAN Hame Status Ports
1 default accive FaO/s1l, Fad/&,
Fal/7, Fab/s8

FalOs9, Fa0/10,
Fals11, FaO/12

FaOs13, FaO/14,
FalO/15, Fald/le

Fa0/17, Fal/leg,
Fa0/15, Fal/20

Fa0/2l, FalOsz2z,
FaO/23, Fad/24

Gig0/s1, Gigl0/s2
100 LAPTOERS active FalOs2, Fal/3
200 DESTOPS active FalO/4, Fal/5
1002 fddi-defauls active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet—-default active

llustracion 2 de puertos vilan



2: SW3 VLAN y las asignaciones de puertos de VLAN deben cumplir con la tabla 1

= Switch>enable Switch#config

= Configuring from terminal, memory, or network [terminal]?
=  Enter configuration commands, one per line. End with CNTL/Z.

= Switch(config)#hostname S3

= S3(config)#vlian 1

= S3(config-vlan)#exit

= S3(config)#int range f0/1-24

= S3(config-if-range)#switchport mode Access
= S3(config-if-range)#switchport access vlan 1
= S3(config-if-range)#exit

= S3(config)#end

= S3#

llustracion 3 puertos activos

105 Command Line Interface

E£3fshow vlan

VLAN Name Status
1 default active
Fa0/3, FalO/4

FalOs7, Fal/B

FaO/11, FaO/12

Fa0s15, FalO/s1lé

Fad/s15, Fal0/20

Fals23, Fals24

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active

1005 trnet—-default active

Forts

FaO/s1,
Fal/5,
Falss,
Fals13,
Fa0/17,
Fals21,

Gigl/1,

Yal/<£,

Fal/e,

Fa0/10,
Fa0/14,
FaO/s18,

Fa0/22,

Gigod/s2




3: Los puertos de red que no se utilizan se deben deshabilitar.

= SW2

Seleccionamos el rango f0/6-24 ya que los puertos del 1 al 5 estdn ocupados u por
los pc.

= S2#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.
= S2(config)#int range f0/6-24

= S2(config-if-range)#shutdown

= Sw3

Seleccionamos el rango f0/7-23 ya que los puertos del 1 al 6 estan utilizados por
los pc.

= S3#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.
= S3(config)#int range f0/7-23

= S3(config-if-range)#shutdown

= S2(config-if)#int fO/1
S2(config-if)y#switchport mode trunk

Configuramos InterFace troncal en SW2

= S3(config)#int fO/1
= S3(config-if)#switchport mode trunk S3(config-ify#end

Configuramos InterFace troncal en SW3



La informacién de direccion IP R1, R2 y R3 debe cumplir con la
tabla 1.

R1

= Router>enable Router#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.
= Router(config)#int s0/0/0

= Router(config-if)#ip address 200.123.211.2 255.255.255.0

= Router(config-if)#exit

= Router(config)#int s0/1/0

= Router(config-if)#ip address 10.0.0.1 255.255.255.252

= Router(config-ify#end

= Router#

»= Router#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z
= Router(config)#int s0/1/1

= Router(config-if)#ip address 10.0.0.5 255.255.255.252

= Router(config-ify#end

= Router#

* Router#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.
= Router(config)#hostname R1

= RI1(config)#end

= R1#

R2

= Router>enable Router#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.
= Router(config)#hostname R2



R3

R2(config)#int f0/0 R2(config-if)#

R2(config-if)#int f0/0.100

R2(config-subif)#encapsulation dotlq 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#exit

R2(config)#int f0/0.200

R2(config-subif)#encapsulation dotlq 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#end

R2#

R2#wr

Building configuration... [OK]

R2#config

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252 R2(config-if)#exit
R2(config)#int sO/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252 R2(config-if)#exit
R2(config)#end

R2#

Router>enable Router#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#int f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#exit

R3(config)#ipv6 unicast-routing

R3(config)#int s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#exit

R3(config)#int sO/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252 R3(config-if)#end
R3#



Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31 deben
obtener informacién IPv4 del servidor DHCP

Laptop 1 Physcl | Config | Desktop | Programming | Attributes

P mediante DHCP. | N |

1P Configuration
llustracién 4 IP DHCP
) Statc

Subnet Mask
Defauit Gateway
DNS Server
IPv6 Configuration
o) DHCP (O Auto Config () Static
IPv6 Address
Unk Local Address FEBD:: 200:80FF:FE09: 5666
IPVvE Gateway

IPvG DNS Server

4.

PC-PTPC30 > - O

0w pe—

Physcal Config Desktop Programming | Attrbutes

vy eur abor

P Configuration
(@) DHCP () Statc

IP Address 192.168.30.5
Subnet Mask 255.255,255.0
Default Gateway

Pc30 DS Server

llustracién 5 IP DHCP ~ ®v6Configuraton

) DHCP @ Auto Config () State

IPv6 Address 2001:088: 130:0: 0 A3FFFEAC: 309C
Lnk Local Address FES):: 220:AFFFEAC: 3CSC

IPv6 Gateway FESD:: 20 :COFFFEDSISETE
IPv6 DINS Server

L] Top



R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4 publica.
Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a ladirecciéon ISP) y la lista de acceso estandar se llama
INSIDE-DEVS

R1 debe tener una ruta estatica predeterminada al ISP que se configuré y
gue incluye esa ruta en el dominio RIPv2.

* R1>enable R1#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.

= R1(config)#int sO/1/1

= R1(config-if)#ip nat inside R1(config-if)#exit R1(config)#int sO/1/0

= R1(config-if)#ip nat inside R1(config-if)#exit R1(config)#int sO/0/0

= R1(config-if)#ip nat outside R1(config-if)#exit

= R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128
netmask 255.255.255.0

= RI1(config)#access-list 1 permit 192.168.0.0 0.0.255.255

= RI1(config)#access-list 1 permit 10.0.0.0 0.255.255.255

= RI1(config)#ip nat inside source list 1 interface s0/0/0 overload

= RI1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80

= RI1(config)#router rip

= RI1(config-router)#version 2

= RI1(config-router)#network 10.0.0.0

= RI1(config-router)#end

= R1#

llustracion 6 ip nat translation

Rlfshow ip nat translation

Pro Inside global Inside loecal Outszide local
Cutside global

tep 200.123.211.1:80 152.168.30.6:80 -—-



llustracion 7 ip nat statistics

R1l§show ip nat statistics

Total translations: 1 (1 static, 0 dynamic, 1 extended)
Outside Interfaces: Serial0/0/0

Inside Interfaces: Serial0/1/0 , Serial0/1/1

Hits: 0 Misses: 0

Zxpired translations: 0

Dynamic mappings:

R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

= R2>enable

= R2#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.
=  R2(config)#ip dhcp

= R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9

= R2(config)#ip dhc

= R2(config)#ip dhcp pool INSIDE-DEVS R2(dhcp-config)#networ
= R2(dhcp-config)#network 192.168.20.1 255.255.255.0

= R2(dhcp-config)#network 192.168.21.1 255.255.255.0

» R2(dhcp-config)#def

» R2(dhcp-config)#default-router 192.168.1.1

= R2(dhcp-config)#dns

= R2(dhcp-config)#dns-server 0.0.0.0

= R2(dhcp-config)#end



R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

= R2#config
= Configuring from terminal, memory, or network [terminal]?
= Enter configuration commands, one per line. End with CNTL/Z.
» R2(config)#int vlan 100
= R2(config-if)#ip address 192.168.20.1 255.255.255.0
% 192.168.20.0 overlaps with FastEthernet0/0.100
= R2(config-if)#exit
= R2(config)#int vlan 200
= R2(config-if)#ip address 192.168.21.1 255.255.255.0
= 95 192.168.21.0 overlaps with FastEthernet0/0.200
= R2(config-ify#end

= R2#

= R2>enable

= R2#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.

= R2(config)#ip dhcp pool vlan_100

= R2(dhcp-config)#network 192.168.20.1 255.255.255.0 R2(dhcp-
config)#defaul

» R2(dhcp-config)#default-router 192.168.20.1 R2(dhcp-config)#ip dhcp pool
vlan_200

» R2(dhcp-config)#default-router 192.168.21.1%DHCPD-4-
PING_CONFLICT: DHCP address conflict: server pinged 192.168.20.1.

= R2(dhcp-config)#network 192.168.21.1 255.255.255.0

» R2(dhcp-config)#default-router 192.168.21.1 R2(dhcp-config)#



El ServidorO es s6lo un servidor IPv6 y solo debe ser accesible para los
dispositivos en R3 (ping).

‘@ Successful PC-PTPC30 ServerTS.. ICMP Jif  0.000
@ Successful PC-PTPC31 Server-PTS... ICMP 0.000
@ Successful  Laptop-PTLaptop30 Server-PTS.. ICMP . 0.000
am Sirrecchil | antAn DT | antnn?1  Sarver DTS Ve N nnnN

llustracion 8. Ping desde dispositivos de R3.

La interfaz FastEthernet 0/0 del R3 también debe tener direcciones IPv4 e
IPv6 configuradas (dual- stack).

= R3>enable R3#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.
= R3(config)#ipv6 un

= R3(config)#ipv6 unicast-routing R3(config)#int f0/0

= R3(config-if)#ipv R3(config-if)#ipv6 enable

= R3(config-if)#ip address 192.168.30.1 255.255.255.0

= R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64

= R3(config-if)j#no shutdown

= R3>enable

= R3#config

= Configuring from terminal, memory, or network [terminal]?

= Enter configuration commands, one per line. End with CNTL/Z.

= R3(config)#ip dhcp pool valn_1

= R3(dhcp-config)#network 192.168.30.1 255.255.255.0 R3(dhcp-
config)#defa

» R3(dhcp-config)#default-router 192.169.30.1 R3(dhcp-config)#ipv6 dhcp
pool vlan_1 R3(config-dhcpv6)#dn

= R3(config-dhcpv6)#dns-server 2001:db8:130::



R1, R2 y R3 intercambian informacion de routing mediante RIP version 2

R1

R2

R1#config

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#do show ip route connected C 10.0.0.0/30 is directly
connected, Serial0/1/0 C 10.0.0.4/30 is directly connected, Serial0/1/1
R1(config-router)#netwo

R1(config-router)#network 10.0.0.0

R1(config-router)#network 10.0.0.4

R1(config-router)#network 200.123.211.0

R1(config-router)#end

R2#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#version 2

R2(config-router)#network 10.0.0.0

R1(config-router)#network 10.0.0.8

R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0
R2(config-router)#network 192.168.30.0
R2(config-router)#network 200.123.211.0 R2(config-router)#do show ip
route connected

C 10.0.0.0/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/0/1

C 192.168.20.0/24 is directly connected, FastEthernet0/0.100
C 192.168.21.0/24 is directly connected, FastEthernet0/0.200
R2(config-router)#end



R3

= R3(config)#router rip R3(config-router)#version 2
= R3(config-router)#net

= R3(config-router)#network 10.0.0.4

= R3(config-router)#network 10.0.0.8

» R3(config-router)#network 192.168.20.0

= R3(config-router)#network 192.168.21.0

= R3(config-router)#network 192.168.30.0

= R3(config-router)#network 200.123.211.0

= R3(config-router)#end

= R3#show ip route connected

= (C 10.0.0.4/30 is directly connected, Serial0/0/0

= (C 10.0.0.8/30 is directly connected, Serial0/0/1

= (C 192.168.30.0/24 is directly connected, FastEthernet0/0

Verifique la conectividad. Todos los terminales deben poder hacer ping entre
siy aladireccion IP del ISP. Los terminales bajo el R3 deberian poder hacer
IPv6-ping entre ellos y el servidor

llustracion 9 Ping Server

Fire LastStatus Source Destination Type Color Time(sec) Periodic Num
'@ Successful  PCPTPCO 18411SP  ICMP 0.000 N 0
Fire LastStatus Source Destinaton Type Color Time(sec) Periodic
@ Successful  Server-PTSERVERO PC-PTPC31 ICMP | 0.000 N

Fire LastStatus Source Destination Type Color Time(sec) Periodic Num Edif
o Successful 1841R3 1841 15P ICMP . 0.000 N 0 (ed

llustracion 10 Ping PCO a ISP
:\>ping FEB80::260:2FFF:FEC1:DSDC

::260:2FFF:FEC1:DSDC with 32 bytes of data:

"

Mo M
H N NN
0
a3

0
H

0

:DSDC: bytes=32 time=13ms TIL=128
: bytes=32 time<lms TTL=128
: bytes=32 time<lms TTL=128
: bytes=32 time<lms TTL=128

0
H

Ping statistics for FE80::260:2

Packets: Sent = 4, Received , Lost = 0 (0% loss),
pproximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 13ms, Average = 3ms




llustracion 11 Ping IPv6 PC31 a server

Fire LastStatus Source Destination Type Color Time(sec)
@ Successful PC-PTPC31 18411SP  ICMP I 0.000

llustracién 12 Ping PC31 ServerPT

Pinging 1592.168.30.6 with 32 bytes of data:

192.168.30.6: time=1ms TTL=128
9 .16§.30. - time<lms TTL=128
92.1€8.30.6: time<ims TTL=128
S

.168.30.6: - time<lims TTL=128

e
i
£
£
o
i

Ping statistics for 192

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
pproximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1ms,K Average = Oms

llustracion 13 Ping IPv6 PC30 a PC31

ces of data:
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Ping statistics for F=80::

Packets: Sent = 4, Received - (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = Oms

Periodic
N

TTL=128
TIL=128
ITTL=128
TILl=128



Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre
lnternet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Fo/0 Buenos Aires
Foi24 802.1Q

192.168.99.3



Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario.

llustracion 14 Configuracién direccién IP
Physical Config Desktop Programming Attributes

IF Configuration

IP Configuration

) DHCP &) Stabic

IP Address 209. 165, 200.230

Subnet Mask 255,255, 255.248

Default Gateway 209.16%,200.224]

DiNS Server 0.0.0.0

IPwE Configuration

) DHCP (_) Auto Config ®) Static
IPvE Address

Link Local Address FEB0:: 205: SEFF:FESC:DAE
IPvE Gateway

IPvE DNS Server

Pasamos a configurar nuestro PCA que se encuentra en la VLAN 30 de esta
manera vemos que la VLAN 30 pertenece a administracion con direccionamiento
IP 192.168.30.0/24. Mas adelante se dejaran por DHCP

llustracion15 Configuracion direccion IP PCA

Physical Config Desktop Programming Attributes

IP Configuration

(_) DHCP ®) Static

IP Address 192.168.30.5

Subnet Mask 255.255.255.0

Default Gateway 192.163.30.1

DNS Server 10. 10. 10. 11

IPv6 Configuration

(") DHCP () Auto Config (@) Static
IPvE Address

Link Local Address FEBD:: 260: 3EFF:FES8:0020
IPvE Gateway

IPvE DNS Server



Continuamos con nuestra configuracion el PCC que se encuentra en la
VLAN 40. Vemos que la VLAN 30 son de la administracion con
direccionamiento IP 192.168.40.0/24. Mas adelante se dejaran por DHCP

llustracién 16 direccién IP PCC
Physical Config Desktop Programeming Attributes

IP Configuration

(") DHCP (®) Static

IP Address 192.168.40.5
Subnet Mask 255,255,255.0
Default Gateway 192, 168.40.1
DNS Server 110.10.10.11

IPw6 Configuration

) DHCP ) Auto Config ®) Static
IPwv& Address

Link Local Address FE80:: 2E0:BOFF:FEOB:EDCA

IPv6 Gateway

IPwi DINS Server

Imagen 17 Direccion IP Webserver
Fhysical Config Services Deskiop Programming Attributes

P Configuration

IP Configuration
) DHCP (@) Static
IP Address 10.10.10. 10
Subnet Mask 255.255,255.0
Default Gateway 10.10.10. 1
DMS Server 0.0.0.0
IPv6 Configuration
) DHCP ) Auto Config (@) Static
IPv6 Address
Lirk Local Address FEBD:: 201:CSFF:FE2A: J1EC
IPvé Gateway

IPvE DNS Server



Configuracién

SWITCHES

= S1

= Switch>enable

= Switch#config

= Switch(config)#Hostname S1

= S1(config)#no ip domain-lookup
=  Sl(config)#

= Sl#

= S3

= Switch>enable Switch#config

= Switch(config)#hostname S3

= S3(config)#no ip domain

= S3(config)#no ip domain-lookup
=  S3(config)#

ROUTERS

= R1

= Router>enable Router#config

» Router(config)#Hostname R1

= RI1(config)#int s0/0/0

= RI1(config-if)j#description Bogota
= RI1(config-if)#ip address 172.31.21.1 255.255.255.252
= RI1(config-if)#clock rate 128000
= RI1(config-if)j#no shutdown

= RI1(config-if)#int s0/0/1

= RI1(config-if)j#no ip address

= RI1(config-if)#clock rate 2000000
= RI1(config-if)j#end

= R1#



R2

Router>enable

Router#config
Router(config)#hostname R2
R2(config)#int g0/0
R2(config-if)#description Internet

R2(config-if)#ip address 209.165.200.225 255.255.255.248

R2(config-if)#duplex auto

R2(config-if)#speed auto

R2(config-if)#int g0/1

R2(config-if)#description conexion webserver
R2(config-if)#ip address 10.10.10.1 255.255.255.0
R2(config-if)#

R2(config-if)#duplex auto

R2(config-if)#speed auto

R2(config-if)#int s0/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

This command applies only to DCE interfaces
R2(config-if)#int s0/0/1

R2(config-if)#description MIAMI

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#

R2(config-if)#exit

R2(config)#interface GigabitEthernet0/0
R2(config-if)#no shutdown

R2(config-if)#

R2(config-if)#exit

R2(config)#interface GigabitEthernet0/1
R2(config-if)#no shutdown
R2(config-if)#

R2(config-if)#exit

R2(config)#interface Serial0/0/0
R2(config-if)#no shutdown
R2(config-if)#

R2(config-if)#exit



= R2(config)#interface Serial0/0/1
=  R2(config-if)j#no shutdown
= R2(config-if)#

* Router>enable

* Router#config

» Router(config)#hostname R3
= R3(config)#int g0/1

%Invalid interface type and number R3(config)#int s0/0/0
= R3(config-if)#no ip address R3(config-if)#clock rate 2000000

= R3(config-if)#shutdown
= R3(config-if)#int s0/0/1

= R3(config-if)#ip address 172.31.23.2 255.255.255.252

= R3(config-if)}#description Buenos Aires

= R3(config-if)#no shutdown
= R3(config)#interface loopback4

= R3(config-if)#ip address 192.168.4.1 255.255.255.0

= R3(config-if)#interface loopback5

= R3(config-if)#ip address 192.168.5.1 255.255.255.0

= R3(config-if)#interface loopback6

= R3(config-if)#ip address 192.168.6.1 255.255.255.0

= R3(config-if)#

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

Tabla 4. OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2
5.5.5.5
Router ID R3
8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en
256 Kb/s
Ajustar el costo en la métrica de SO/0 a 9500




R1

R2

R1#config

R1(config-router)#router-id 1.1.1.1

R1(config-router)#network 172.31.21.0 0.0.0.0 area 0
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.3 area 0
R1(config-router)#network 192.168.40.0 0.0.0.3 area 0
R1(config-router)#network 192.168.200.0 0.0.0.3 area 0 R1(config-
router)#int s0/0/0

R1(config-if)#bandwidth 256 R1(config-if)#ip ospf cost 9500 R1(config-
if)#exit R1(config)#router ospf 1 R1(config-router)#auto-cost refere
R1(config-router)#auto-cost reference-bandwidth 9500

R2#config

R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#

01:32:43: %0OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from

LOADING to FULL, Loading Done
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#auto-cost reference-bandwidth 9500
R2(config-router)#int s0/0/0

R2(config-if)#ban

R2(config-if)#bandwidth 256



R3

= R3>enable

= R3#config

= R3(config-router)#router-id 8.8.8.8

= R3(config-router)#network 172.31.23.0 0.0.0.3 area 0 R3(config-router)#

= 01:38:19: %OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/1 from
LOADING to FULL, Loading Done

= R3(config-router)#network 192.168.4.0 0.0.3.255 area 0

= R3(config-router)#passive-interface lo4

= R3(config-router)#passive-interface 105

= R3(config-router)#passive-interface 106

= R3(config-router)#auto-cost reference-bandwidth 9500

= R3(config-router)#exit

= R3(config)#int s0/0/1 R3(config-if)#ban
= R3(config-if)y#bandwidth 256

= R3(config-if)#

VERIFICACION DE OSPF EN CADA ROUTER

llustracion 18 de la configuracidon ospf R1
Rlgshow ip ospf neighborx

Neighbor ID Pri tate Dead Time Address
Interface
5.5:5:5 0 FULL/ - 00:00:38 172.31.21.2

llustracion 19 de la configuracion ospf R2

RZgshow ip ospf neighbor

Heighbeor ID Pri State Dead Time Address
Interface

1.1.1.1 0 FULL/ -~ 00:00:31 172.31.21.1
Seriald/0/1

3.8 8.8 0 FULL/ - 00:00:-31 172.31.23.2




llustracion 20 de la configuracion ospf R3

R3¢show ip ospf neighbor

Neighber ID Pri State Dead Time Address
Interface

5.56.5.5 0 FULL/ - 00:00:3¢  172.31.23.1
Serial0/0/1

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

llustracion 21 de las interfaces por OSPF

RZfshow ip ospf interface

GigabitEthernet0/1 is up, line protocol is up
Internet address is 10.10.10.1/24, Area O
Process ID 1, Router ID 5.5.5.5, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1l
Designated Router (ID) 5.5.5.5, Interface address 10.10.10.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0¢
Index 1/1, floocd queue length 0
Next 0x0(0)/0x0(0)
Last floed scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINI-TC-POINT, Ceoat: 7500
Transmit Delay iz 1 seec, State POINI-TO-POINI, Priority 0O
Ne designated router cn this network
Ho backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5




Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

llustracion 22 OSPF ID

Routing Protocol is "ospf 1"

Qutgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Router ID 5.5.5.5

Number of areas in this router is 1. 1 normal 0 stub 0 nasa

Maximum path: 4

Routing for Networks:
172.31.21.0 0.0.0.3 azea 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0O

Routing Information Sources:

Gateway Distance Last Update

1.1.1.1 110 00:06:14

§.5.5.5 110 00:06:4¢6

B.8.8.8 110 00:09:04
Distance: (default is 110)

llustracion 23 de la OSPF route

R2g§show ip route ospf
192.168.4.0/32 is subnetted, 1 subnets

0 192.168.4.1 [110/7501) via 172.31.23.2, 00:10:04,
Serial0/0/0

192.168.5.0/32 is subnetted, 1 subnets
0 192.168.5.1 [110/7501) via 172.31.23.2, 00:10:04,
Serial0/0/0

192.168.6.0/32 is subnetted, 1 subnets
0 192.168.6.1 [110/7501) via 172.31.23.2, 00:10:04,
Serial0/0/0

) 192.168.30.0 (110/65] via 172.31.21.1, 00:07:14, Serial0/0/1
0 192.168.40.0 (110/65] via 172.31.21.1, 00:07:04, Serial0/0/1
) 192.168.200.0 [110/65] via 172.31.21.1, 00:07:04,




Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a latopologia de red
establecida

S1

= Sl>enable S1#config

= Sl(config)#vlan 30

= S1(config-vlan)#name Administracion
= Sl(config-vlan)#vlan 40

= Sl(config-vlan)#name Mercadeo

= Sl(config-vlan)#vlan 200

= Sl(config-vlan)#name Mantenimiento
= Sl(config-vlan)#end

= S1#

= Sl#config

= Sl(config)#int vlan 200
= Sl(config-if)#

=  Sl(config-if)#end S1#

=  Sl#config

= S1(config)#int vlan 200

= S1(config-if)#ip address 192.168.99.2 255.255.255.0
= S1(config-if)#no shutdown

=  S1(config-if)#end S1#

= Sl#config

= S1(config)#ip default-gateway 192.168.99.1
=  S1(config)#int vlan 200

= Sl#config

= S1(config)#switchport trunk native vlian 1

= Sl(config)#int f0/24

= S1(config-if)#switchpor mode trunk

= S1(config-if)#switchport trunk native vlan 1
= S1(config-if)#int fO/1

= S1(config-if)#switchport mode access

= S1(config-if)#switchport access vlan 30

=  Si(config-if)#



S3

S3>enable S3#config

S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40

S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)# S3(config)#int vilan 200 S3(config-if)#
S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)y#end S3#

S3#config

S3(config)#ip default-gateway 192.168.99.1
S3(config)#int f0/3

S3(config-if)y#switchport mode trunk
S3(config-if)#

S3(config-if)y#switchport trunk native vlan 1
S3(config-if)#int fO/1
S3(config-if)y#switchport mode acces
S3(config-if)y#switchport acces vlan 40
S3(config-if)#

Procedemos con nuestra configuracion de Configuraciéon de
Encapsulamiento.

R1

R1>enable

R1#config
R1(config)#int f0/0
R1(config-if)#int f0/0.30



= RI1(config-subif)#description Administracion LAN R1(config-
subif)#encapsulation dotlg 30

» R1(config-subif)#encapsulation do

» R1(config-subif)#encapsulation dot1Q 30

» R1(config-subif)#ip add 192.168.30.1 255.255.255.0

» R1(config-subif)#int f0/0.40

» R1(config-subif)#description Mercadeo LAN

» R1(config-subif)#encapsulation dot1Q 40

» R1(config-subif)#ip add 192.168.40.1 255.255.255.0

» RI1(config-subif)#int f0/0.200

= R1(config-subif)#description Mantenimiento LAN

= R1(config-subif)#encapsulation dot1Q 200

= R1(config-subif)#ip add 192.168.200.1 255.255.255.0

= R1(config-subif)#

Deshabilitar DNS lookup En el Switch 3

= Switch>enable

= Switch#config

= Switch(config)#hostname S3

= S3(config)#no ip domain

= S3(config)#no ip domain-lookup
=  S3(config)#

Asignar direcciones IP a los Switches acorde a los lineamientos. S1

= Sil>enable

= Sl#config

= S1(config)#vlan 30

= S1(config-vlan)#name Administracion
= S1(config-vlan)#vlan 40

= S1(config-vlan)#name Mercadeo

= S1(config-vlan)#vlan 200

= S1(config-vlan)#name Mantenimiento
= S1(config-vlan)#exit

= Sl(config)#int vlan 200



S3

S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#end

S1(config)#ip defaul

S1(config)#ip default-gateway 192.168.99.1
S1(config)#

S3>enable

S3#config

S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#int vlan 200

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#end

S3(config)#ip default-gateway 192.168.99.1
S3(config)#int f0/3

S3(config-if)y#switchport mode trunk
S3(config-if)y#switchport trunk native vlan 1
S3(config-if)#



Desactivar todas las interfaces que no sean utilizadas en el esquema de red
S1

e Sl(config)#int fO/2
e Sl(config-if)#shutdown

llustracion 24 interfaces S1 que no se utilizan.

Port Link WLAH IF hddress MALC Address

FastEthernet0/S1 U an - O0ED . TO4T. 9601
FastEtharnet0/S2 Dawmn 1 - QD&D ., TO4T . 9602
FastEthernatd/ 3 Up -— -— o060 . 7047 . 5603
FastEthernet0/ 4 Diowm i - O0DED . TO4AT. 3604
FastEthernet0/S5 Dawmmn 1 - Q0060 TO4AT . 9605
FastEtharnat0/6 Dovurn 1 - oo&0 . TOAT . 3606
FaptEthernetd/7 Dowsm i -= o060 . TO4T. 5607
FastEthernet0/ 8 Dowm 1 - QDED . TO4T. 5608
FastEthernetl/S3 D 1 -— 0060 . TO4T . 3603
FastEtharnatlF 10 Daowm 1 -— 0060 . TO4T . S60A
FastEthernetdfil Daowm i == O0ED . TO4T. 3608
FastEthernet0/ 12 Dowmn 1 - QDED . TO4AT . 60T
FastEtharnet0S 13 Dowmn 1 = 0D&0 ., 7047 . 3600
FastEthernetdFid Dowsm i -= o060 . TO4T . S60E
FastEthernet0/ 15 Dowm i - Q0DED . TO4T . 360F
FastEtharnet0/ 16 Dawm 1 - oD&ED ., TO4T. 3610
FastEthernetdfL7 Dowm 1 - o060 . 7TO4T. 5611
FastEthernetl/ 18 Diowm i - O0DED . TO4T. 9612
FastEthernet0/ 19 Dawmmn 1 - Q0060. TO4AT. 9613
FastEtharnet0/S20 Deovwrn 1 - oD&D ., TO4AT . 9614
FastEthernetdf21 Dowsm i -= o060 . TO4T. 5618
FastEthernet0/22 Dosm 1 == QDED. TO4T. 9616
FastEthernetd/ 23 D 1 -— 0060 . TO4AT . 3617
FastEthernat0/24 Up - -— 0060 . TO4AT. 5618
GigabitEthernetd/1 Dowsm i == O0ED . TO4T. 5619
GigabitEthernetd/S2 Dowm 1 - QDED . TO4AT. 9614
Wlanl Dowen 1 <not set> o0&e0 . 4788 . 3C0E
Ylan200 g 200 192 168 9% 2724 0060 . 4TAE . 2001




Implement DHCP and NAT for IPv4, Configurar R1 como servidor DHCP para
las VLANs 30y 40, Reservar las primeras 30 direcciones IP de las VLAN 30 y
40 para configuraciones estéticas.

R1

e R1>enable

e Rl#config

e RI1(config)#ip dhcp ex

e RI1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
e RI1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
e RI1(config)#ip dhcp pool Administracion

e R1(dhcp-config)#dns-server 10.10.10.11

e R1(dhcp-config)#domain

e R1(dhcp-config)#domain-name ccna-unad.edu.co

e R1(dhcp-config)#defa

e RI1(dhcp-config)#default-router 192.168.30.1

e R1(dhcp-config)#network 192.168.30.0 255.255.255.0

e RI1(dhcp-config)#exit

e RI1(config)#ip dhcp pool Mercadeo

¢ RI1(dhcp-config)#dns-server 10.10.10.11

e RI1(dhcp-config)#default-router 192.168.40.1

e RI1(dhcp-config)#network 192.168.40.0 255.255.255.0

e RI1(dhcp-config)#

Configurar NAT en R2 para permitir que los host puedan salir a internet

e R2>enable

e R2#config

e R2(config)#ip nat inside source static 10.10.10.10 209.165.200.209
e R2(config)#

Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2

e R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
e R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255



e R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
e R2(config)#

Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

= R2#config
» R2(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
R2(config)#int g0/0

= R2(config-if)#ip access-group 101 in
= R2(config-if)#int s0/0/0

= R2(config-if)#ip acce

= R2(config-if)#ip access-group 101 out
= R2(config-if)#int s0/0/1

= R2(config-if)#ip acc

= R2(config-if)#ip access-group 101 out
= R2(config-if)#ip acc

=  R2(config-if)#int g0/1

= R2(config-if)#ip acces

= R2(config-if)#ip access-group 101 out
=  R2(config-if)#exit

= R2(config)#end

R2#

Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute

llustracion 25 Ping R1 a R2

Physical Config CLI Attributes

10S Command Line Interface

R1s
R1g
R1$
R1g
R1%
R1g
R1g
R1#
R1g
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R1g
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R1g
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R1g
Rigping 172.31.21.2

Iype escape seguence to aboroc.

Sanding 5, 100-byte ICMP Echos teo 172.31.21.2, timecut is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max =
1/3/11 ms




llustracion 26 Ping R3 a R2
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Imagen 27 Ping a puerta de enlace.

Packet Tracer PC Command Line 1.0
C:\>ping 209.165.200.225

Pinging 209.165.200.225 with 32 bytes of data:

209. .200.
209. .200.
209. .200.
208. .200.

Reply
Reply
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Ping statistics for 209.165.200.225:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1lms, Average = Oms




llustracion 28 WebServer a puerta de enlace

Packet Tracer SERVER Command Line 1.0
C:\>ping 209.165.200.225

Pinging 209.165.200.225 with 32 bytes of data:

7y £rom 209.165.2
from 209.165.
from 209.165.
from 209.165.2

bytes=32 time=1lms TTL=255
bytes=32 time<lms TTL=25S
bytes=32 time=3ms TTL=25S5
bytes=32 time<lms TTL=25S
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N
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- e
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- e

nonmoononm
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Ping statistics for 209.165.200.225:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 3ms, Average = 1lms

llustracion 29 Ping PCA VLAN 30 a PCC VLAN 40

ommand Prompt

Packet Tracer PC Command Line 1.0
C:\>ping 192.168.40.5

Pinging 192.168.40.5 with 32 bytes of data:

Reply from 192.168.40.5: bytes=32 time<lms
Reply from 192.168.40.5: bytes=32 time=lms
Reply from 192.168.40.5: bytes=32 time<lms
Reply from 192.168.40.5: bytes=32 time<lms

Ping statistics for 1592.168.40.5:

Packets: Sent 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms

’




llustracion 30. Ping PCC VLAN 40 a PCA VLAN 30

ommand Prompt

Packet Tracer PC
C:\>ping 192.168.3

bytes of data:

bytes=3Z time<lms TIL=12Z7
bytes= time=1ms TTIL=127
bytes=37 time=18ma TIL=12Z7
bytes=3Z time=1lms TIL=1Z7
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Ping statistics for 152. .30.
Packets: Sent = iy = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = l8ma, Average = oSma




Conclusiones

El correcto andlisis y el procedimiento adecuado en cada uno de los casos expuestos nos
permiten ver la importancia de contar con herramientas de calidad que llevan por un
camino de aprendizaje idoneo.

Solucionar estos casos, en laboratorios virtuales, con maquinas funcionales vy
percatandonos de los errores que se iban evidenciado, nos generan una confianza interna
en los conocimientos adquiridos por el curso de profundizacion en redes, de esta misma
manera, aprendemos a desenvolvernos en un entorno como futuros profesionales vy
establecer normas para nuestro trabajo grupal.

Packet Tracer fue fundamental como el medio de desarrollo y cisco con los recursos
entregados fueron de fuerza mayor para culminar con este proceso de opcién de grado.
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