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GLOSARIO

DHCP: (Dynamic Host Configuration Protocol, protocolo de configuracion de host
dinamico). Permite que un equipo conectado a la red pueda obtener su
configuracion en forma dindmica con el fin de simplificar la administracion de la red.
Funciona mediante la configuracion de un servidor DHCP que distribuye las
direcciones IP.

NAT: (Network Address Translation- Traduccién de direcciones de red). Existen
varios tipos de funcionamiento, estatica (direccion privada que se traduce en una
misma direccion ip publica); dinamica (el router tiene asignadas varias direcciones
ip publicas y cada direccion ip privada se mapea usando una de las direcciones ip
publicas que se asignan al router) y sobrecarga o PAT con el cual se pueden mapear
multiples direcciones ip privadas a traveés de una direccion ip publica. Entre las
ventajas mas relevantes se encuentran la seguridad, el mantenimiento de la red y
el ahorro de direcciones IPv4.

OSPF: El protocolo Open Shortest Path First (OSPF), definido en RFC 2328 , es un
Internal Gateway Protocol (IGP) que se usa para distribuir la informacion de ruteo
dentro de un solo sistema autonomo. Con el protocolo OSPF, no hay limitacidén en
el conteo de saltos, la utilizacion de VLSM es (til para la asignacion de una direccion
IP, tiene mejor convergencia que el protocolo RIP pues los cambios en el ruteo se
propagan de forma instantanea y permite en mejor balanceo de carga.

VLAN: Su utilidad radica en la posibilidad de separar segmentos logicos que
componen la LAN y que no tienen necesidad de intercambiar informacién entre si a
través de la red de area local. Puede formarse con dos redes de computadoras que
se hallan conectadas, en sentido fisico a distintos segmentos de una LAN. Permiten
la disminucion de la transmision del trafico de la red, permiten una mayor flexibilidad
en los cambios de red y administracién, ahorro econémico, mejor rendimiento y
mayor eficacia.



RESUMEN

De acuerdo con los contenidos analizados en el diplomado, podemos
conceptualizar con claridad el termino de red, que no es mas que un conjunto de
equipos (computadoras y/o dispositivos) conectados por medio de cables, sefales,
ondas o cualquier otro método de transporte de datos, que comparten informacion
(archivos), recursos (CD-ROM, impresoras, etc.) y servicios (acceso a internet, e-
mail, chat), etc. El protocolo DHCP esté disefiado fundamentalmente para ahorrar
tiempo gestionando direcciones IP en una red grande. El servicio DHCP se
encuentra activo en un servidor donde se centraliza la administracion de las
direcciones IP de la red. OSPF es un protocolo que gestiona un sistema auténomo
(AS) en areas. Dichas areas son grupos légicos de routers cuya informacion se
puede resumir para el resto de la red. Un area es una unidad de encaminamiento,
es decir, todos los routers de la misma &area mantienen la misma informacion
topologica en su base de datos de estado-enlace (Link State Database): de esta
forma, los cambios en una parte de la red no tienen por qué afectar a toda ella, y
buena parte del tréfico puede ser "parcelado” en su area. Las listas de control de
acceso desempefian un gran papel como medida de seguridad légica, ya que su
cometido siempre es controlar el acceso a los recursos o activos del sistema.



INTRODUCCION

Hoy dia la linea ADSL obtiene a casi todos los hogares y empresas. Este progreso
significa un ancho de banda suficiente para mantener una conversacion telefonica
PC a PC a través de Internet con suficiente calidad, considerando que ésta esta
claramente relacionada con el ancho de banda asimismo con el equipo utilizado
para enlazar a Internet, los accesorios a utilizar al instante de realizar la
conversacion y del programa mediador a utilizar, es por esto que su uso se divulgé
no solo a empresas y profesionales con hosts personales sino que fue potencial su
uso para miles de usuarios residenciales en diferentes partes.

Teniendo en cuenta las necesidades de la empresa de tecnologia para establecer
una comunicacioén efectiva de servicios convergentes y aprovechando los beneficios
gue han surgido tras las nuevas tecnologias en el campo de las telecomunicaciones
se propone una solucién de acuerdo con los requerimientos descritos en la prueba
de habilidades, cuyo Unico objeto ser4 ampliar su cobertura y mejorar la
disponibilidad de su infraestructura de telecomunicaciones para su sede principal y
sus sucursales.



1. ESCENARIO 1

1.1 Descripcion de la situacion
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Figura 1. Topologia de red Escenario 1

En esta actividad, demostrard y reforzar4 su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping Unicamente.

Tabla de direccionamiento

El Méscara de subred Gateway

administrado Interfaces Direccion IP predetermin

r ado

ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D

R1 Se0/1/0 10.0.0.1 255.255.255.252  |N/D
Se0/1/1 10.0.0.5 255.255.255.252  |N/D

Fa0/0,100 192.168.20.1 255.255.255.0 N/D
Fa0/0,200 192.168.21.1 255.255.255.0 N/D

R2 Se0/0/0  10.0.0.2 255.255.255.252  N/D
Se0/0/1  10.0.0.9 255.255.255.252  N/D
192.168.30.1  2255.255.255.0 N/D
Fa0/0 2001:db8:130::9 /64 N/D

R3 CO0:80F:301
Se0/0/0  10.0.0.6 255.255.255.252  |N/D
Se0/0/1  10.0.0.10 255.255.255.252  |N/D
SW2 VLAN 100 N/D N/D N/D
VLAN 200 N/D N/D N/D
SW3 VLAN1 N/D N/D N/D

Tabla 1 Direccionamiento ip



Configuracién host

PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla 2 Configuracion equipos host
Tabla de asignacién de VLAN y de
puertos
Dispositivo [VLAN |[Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla 3 Asignacion VLAN y puertos
Tabla de enlaces troncales

Dispositivo local

Interfaz local

Dispositivo remoto

SW2

Fa0/2-3

100

1.1.1 SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir con la

tabla 1.

Tabla 4 Asignacion enlaces troncales




Configuracién S2

Se configuran las VLAN segun la tabla de asignacion:
Switch>ena

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S2
S2(config)#vlan 100
S2(config-vlan)#name Laptops
S2(config-vlan)#vlan 200
S2(config-vlan)#name Desktops
S2(config-vlan)#vlan 1
S2(config-vlan)#exit

S2(config)#inte fa0/2
S2(config-if)#switchport mode access
S2(config-if)#switchport access vlan 100
S2(config-if)#inte fa0/3
S2(config-if)#switchport mode access
S2(config-if)#switchport access vlan 100
S2(config-if)#inte fa0/4
S2(config-if)#switchport mode access
S2(config-if)#switchport access vlan 200
S2(config-if)#inte fa0/5
S2(config-if)#switchport mode access
S2(config-if)#switchport access vlan 200
S2(config-if)#

S2#

1.1.2 Los puertos de red que no se utilizan se deben deshabilitar.

Se deshabilitan ingresando el comando shutdown de la siguiente manera:
S2>ena

S2#config t

Enter configuration commands, one per line. End with CNTL/Z.
S2(config)#int range fa0/6-24

S2(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to administratively
down

1.1.3 La informacién de direcciéon IP R1, R2 y R3 debe cumplir con la tabla 1.



Configuracién Dispositivos
Se muestra la configuracion realizada para R1, para R2 y R3 se muestra el
resultado del comando show running-config

R1

Router>ena

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#int sO/0/0

R1(config-if)#ip add 200.123.211.2 255.255.255.0
R1(config-if)#no shu

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#int s0/1/0

R1(config-if)#ip add 10.0.0.1 255.255.255.252

R1(config-if)#no shu

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R1(config-if)#int sO/1/1

R1(config-if)#ip add 10.0.0.5 255.255.255.552

N

% Invalid input detected at "' marker.
R1(config-if)#ip add 10.0.0.5 255.255.255.552
N

% Invalid input detected at "' marker.
R1(config-if)#ip add 10.0.0.5 255.255.255.252
R1(config-if)#no shu

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
R1(config-if)#

R2

interface FastEthernet0/0

no ip address duplex

auto speed auto

I

interface FastEthernet0/0.100
encapsulation dotlQ 100 ip address
192.168.20.1 255.255.255.0

!

interface FastEthernet0/0.200
encapsulation dot1Q 200 ip address

192.168.21.1 255.255.255.0
!



interface FastEthernet0/1

no ip address duplex

auto speed auto

shutdown

!

interface Serial0/0/0 ip address
10.0.0.2 255.255.255.252

!

interface Serial0/0/1 ip address
10.0.0.9 255.255.255.252 clock rate
2000000

!

interface Vlanl

no ip address

shutdown
!

R3 interface FastEthernet0/0 ip address
192.168.30.1 255.255.255.0 duplex auto
speed auto ipv6 address
2001:DB8:130::9C0:80F:301/64

!

interface FastEthernet0/1

no ip address duplex

auto speed auto

shutdown

!

interface Serial0/0/0 ip address

10.0.0.6 255.255.255.252

!

interface Serial0/0/1 ip address
10.0.0.10 255.255.255.252

!

interface Vlanl

no ip address

1.1.4 Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31 deben
obtener informacion IPv4 del servidor DHCP.

Configuracién DHCP R2

R2>ena

R2#confi t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp pool Desktops



R2(dhcp-config)#network 192.168.20.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1

R2(dhcp-config)#ip dhcp pool Laptops

R2(dhcp-config)#network 192.168.21.0 255.255.255.0

R2(dhcp-config)#defa

R2(dhcp-config)#default-router 192.168.20.2

R2(dhcp-config)#

A continuacién se presenta como adquieren los equipos la direccion ip por dhcp:

¥ pcao ® pc
Physical Config Desktop Programming Physical Config Desktop Programming
IP Configuration 1P Configuration
(® DHCP O static (® DHCP O static
IP Address IP Address
Subnet Mask Subnet Mask
Default Gateway Default Gateway
DNS Server DNSServer ~ 0.0.0.0
P S ————— =
[
% Laptop0 ® Laptop!
Physical Config Desktop Programming Physical Config Desktop Programm
IP Configuration IP Configuration
@® DHCP O static @ prce O static
IP Address 192.168.20.4
IP Address
Subnet Mask
Subnet Mask
Default Gateway
Default Gateway 192.168.20.1
DNS Server ~ 0.0.0.0
DNS Server 0.0.0.0

Figura 2 Configuracion equipos host bér"DH“CP

Configuraciéon DHCP R3 IPv4

R3>en

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#ip dhcp pool r3pool

R3(dhcp-config)#network 192.168.30.0 255.255.255.0

R3(dhcp-config)#defa

R3(dhcp-config)#default-router 192.168.30.1

A continuacion se presenta como adquieren los equipos la configuracion por dhcp:



¥ pc3o ¥ pc3t

Physical Config Desktop  Programmin  physical  Config =~ Desktop  Programmini

IP Configuration IP Configuration

(® DHCP O static (® DHcp O static

IP Address 192.168.30.3 IP Address 192,168.30.4

Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1 Defauit Gateway

DNS Server 0.0.0.0 DNS Server 0.0.0.0
i ¥ |aptop30 ¥ |aptop3t

Physical  Config  Desktop  Programming  Physical  Config  Desktop  Programming

|
! IP Configuration IP Configuration

@® DHce O static (® DHCP O static

IP Address 192.168.30.5 IP Address

Subnet Mask 255.255,255.0 Subnet Mask 255.255.255.0

Default Gateway 192,168.30,1 Default Gateway 192.168.30.1
i DNS Server 0.0.0.0 DNS Server 0.0.0.0

Figura 3 Configuracion equipos por DHCP

1.1.5 R1 debe realizar una NAT con sobrecarga sobre una direccién IPv4 publica.
Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a la direccion ISP) y la lista de acceso estandar se llama
INSIDE-DEVS.

Se realiza la configuracion de esta manera:

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ac

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.3 200.123.211.40 %
Incomplete command.

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.3 200.123.211.40 netmask
255.255.255.0

R1(config)#ip nat inside source list 1 pool INSIDE-DEVS overload
R1(config)#int s0/1/0

R1(config-if)#ip nat inside

R1(config-if)#int sO/1/1

R1(config-if)#ip nat inside

R1(config-if)#int sO/0/0



R1(config-if)#ip nat outside
R1(config-if)#end
R1#

Verificacion con el comando ping alaip del ISP:
Desde PC20

L&

\

Physical Config CLI Attributes

10S Command Line Interface

.123.211.1:4 211.1:4
-123.211.1:5 211.1:5
Rlgshow ip nat translations
Pro Inside global Inside ide local Cutside glcbal
i 211.3:1024152. 23.211.1:4 -1:1024
1.3:1 192. 23.211.1:1 -1z1
1.3:2 152. 23.211.1:2 -1:2
1.3:3 192. 23.211.1:3 -1:3
1.3:4 192. 23.211.1:4 -1:4
1.3:5 192. 23.211.1:5 P 54 7

Rlgshow ip nat translations
Pro Inside global Inside local
i 11.3:1024152.

1.3:1 192.
1.3:23 192.
1.3:2 192
1.3:8 1s2

Rlgshow ip nat translations

Pro Inside global Inside local
icmp 200.123.211.
icmp
icmp
icmp

00

Wow W W

21l

Figura 4 Comando show ip translations
¥ pc2o -

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

Reply from 0.123.2 -1: bytes=32 time=3ms TIL=2
Reply from = 2 -1: bytes=32Z time=3ms TTL=
Reply from - 2 -1l: bytes=32 time=llms TT

Reply from 2 2 -1: bytes=32 time=2ms TTL=

Ping statistics for 12 211 % -

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2Zms, Maximum = llms, Average = 4ms

Figura 5 Verificacion conectividad comando ping desde PC20 a 200.123.211.1



Desde PC21

® pc1 -

Physical Config Desktop Programming Attributes

ommand Prompt

ng
Pinging 2
Reply
Reply
Reply
Reply
Ping statistics for

: Sent 4, Received = 4, Lost

nd trip times in milli-seconds:
Maximum = 10ms, Average = €ms

Figura 6 Verificacion conectividad comando ping desde PC21 a 200.123.211.1
Desde Laptop20

¥ | aptop20

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging .123.211.1 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

1 time=2ms TT
=3 1 time=llms TT.
-1: time=24ms TTL=
1 2 time=llms TT.
Ping statistics for

Packets: Sent = 4, = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds

Minimum = 2ms, Maximum = 24ms, Average = 1l2ms

Figura 7 Verificacion conectividad comando ping desde Laptop20 a 200.123.211.1
Desde Laptop21

¥ Laptop21 -

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 0.123.211.1 with 32 bytes of data:
Reply from 2
Reply from 2
Reply from 2

Reply from

Ping statistics for 200

Packets: Sent = 4, Received = 4, Lost = 0% loss),
Approximate round trip times in milli-second

Minimum = 3ms, Maximum = 12ms, rage

Figura 8 Verificacion conectividad comando ping desde Laptop 21 a 200.123.211.1
Laptop3l



? Laptop31

Physical Config Desktop Programming Attributes

ommand Prompt

Reply & 211.

Reply S -.211.1: byte time=llms TTL=253
Reply - -211.1: bytes=32 time=2ms TTL=253
Reply £ - .211.1: bytes=32 time=4ms TTL=253

Ping statistics for 200.123.211.1
Packets: Sent = 4

Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = llms, Average = 4ms

Figura 9 Verificacion conectividad comando ping desde Laptop31 a 200.123.211.1
Laptop30

¥ |aptop30 =

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

Ping statistics fc

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Appr: mate round trip times in milli-seconds:

Minimum 2ms, Maximum ms, Average = llms

Figura 10 Verificacion conectividad comando ping desde Laptop30 a
200.123.211.1
PC31

® pc3t

Physical Config Desktop Programming Attributes

Pinging 200.123.211.1 with 32 bytes of

Reply from
Reply from
Reply from 2
Reply from 2

Ping statistics £ 5
Packets: Sent = 4, Rec 4, Lost = 0 (0% loss)

Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = llms, Average = 4ms

Figura 11 Verificacion conectividad comando ping desde PC31 a 200.123.211.1
PC30




¥ pc3o —

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

time=10ms TTL=253

Ping statistics for 200.123.211.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = l4ms, Average = 7ms

Figura 12 Verificacion conectividad comando ping desde PC30 a 200.123.211.1

Server0
B Serverd =

Physical Config Services Desktop Programming Attributes

ommand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

Reply

Reply 2

Reply <1z by time=5ms TTL=253
Reply (= -1: by time=llms TTL=253

Approximate round trip times in milli-secon

Minimum = 2ms, Maximum = llms, Average = 7ms

C:\>ping 200.123.211.1

Figura 13 Verificacion conectividad comando ping desde Server0 a 200.123.211.1

1.1.6 R1 debe tener una ruta estética predeterminada al ISP que se configuré y
gue incluye esa ruta en el dominio RIPv2.

Se configura de la siguiente manera:
R1(config)#ip route 200.123.211.0 255.255.255.0 s0/0/0

1.1.7 R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

R2>ena

R2#confi t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp pool Desktops

R2(dhcp-config)#network 192.168.20.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)#ip dhcp pool Laptops



R2(dhcp-config)#network 192.168.21.0 255.255.255.0
R2(dhcp-config)#defa

R2(dhcp-config)#default-router 192.168.20.2
R2(dhcp-config)#exi

1.1.8 R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

Se verifica la conectividad entre los dispositivos de una VLAN utilizando el
comando ping:
Desde PC20 a Laptop 21y Laptop 20

¥ pc2o

Physical Config Desktop Programming Attributes

ommand Prompt

time<lms TTL=127
time<lms TTI:
time<lms TT
time=5Sms TTL=127

Ping statisti

Packets: Sent = 4, = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Sms, Average = lms

C:\>ping 192.
Pinging 192
time<lms TT.

time<lms TT:
32 time<lms TTL=127

Figura 14 Verificacion conectividad comando ping desde PC20 a 192.168.20.3 y
192.168.20.2

Desde PC21 a Laptop20y Laptop21

® pc1

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 192. 2 with 32 bytes of data:

bytes=32 time<lms TTL=127

Packets: Sent = 4, Received = 4, Lost = 0 (0

Approximate round trip times in milli-second

C:\>ping 192.

Pinging 192.

Figura 15 Verificacion conectividad comando ping desde PC21 a 192.168.20.3 y
192.168.20.2



Desde Laptop2l1 a PC20y PC21

¥ | aptop21
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ommand Prompt

Pinging 152.1€8.21.2 with 32 bytes of data:

Reply from 1592.1€8.21.2: by =32 time<lms
Reply from 152. 2: by time<lms
Reply from 192. -2: y time<lms
Reply from 192_.1€8. -2: by time=12ms TTL=127

Ping statistics for 192. o

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 12ms, Average = 3ms

C:\>ping 192.1€8.21.3

Pinging 192.1€8.21.3 wi 2 bytes of data:
Reply from 192. -3: by 32 time<lms
Reply from 192. -3: by time<lms
Reply from 192. -3: bytes time=3ms TTL=

Reply from 192. : bytes=32 time=lms TTL=127

Figura 16 Verificacion conectividad comando ping desde Laptop21 a 192.168.21.3
y 192.168.21.2

1.1.9 El Servidor0 es sélo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

Se configura la direccion IP 2001:DB8:130::9C0:80F:302 para RO (interfaz Fa0) Se
configura el servidor DHCPv6 de manera gréfica:

¥ DHCPv6 Pool Config ? X
DHCPV6 Pool:

Pool Name

DNS Name (x:x:x:x::x)

Domain Name
IPV6 Prefix Delegation:
IPv6 Prefix
IPV6 (cixixix:x/<z>) 2001:0B8: 130::9C0:80F: 303 /64
DHCPV6 Unique Identifier

Valid Lifetime (<60-4294967295> secon ds) 2592000 ‘

Preferred Lifetime (<60-4294967295> seconds) | 604800 |

1Pv6 Prefix Pool
Local Pool Name
Valid Lifetime (<60-4294967295> seconds)

Preferred Lifetme (<60-4294967295> secont ds)

Save Cancel

Figura 17 Configuracion servidor DHCPv6

1.1.10 La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de
PC30 y obligacion de configurados PC31 simultaneas (dual-stack). Las
direcciones se deben configurar mediante DHCP y DHCPV6.



Se realiza la solicitud de direccion DHCPIPv6 desde cada tarjeta NIC de los
dispositivos arrojando los siguientes resultados:

PC30
IPv6 Configuration
(O DHcP ® Auto Config () Static
IPv6 Address 2001:DB8: 130:0:290: 21FF:FEAS: 3108 | &4
Link Local Address IFEBO: :290:21FF:FEA8: 3108
IPv6 Gateway FEB0::240:BFF:FESB: 3701
IPv6 DNS Server 2001:DB8: 130::9C0:80F:301

Figura 18 Configuracion equipo DHCP v6

PC31
IPv6 Configuration
() DHep @ Auto Config () Static
IPv6 Address 2001:DB8:130:0:20A:41FF:FE93:6C56 / |64
Link Local Address I FEB0::20A:41FF:FE93:6C56
IPv6 Gateway FEB0::240:BFF:FESB:3701
IPv6 DNS Server 2001:DB8:130::5C0:80F:301

Figura 19 Configuracion equipo DHCP v6

Laptop30
IPv6 Configuration
(O pHcp (® Auto Config () Static
IPv6 Address 2001:DB8:130:0:20C:85FF:FEB0: 1D52 /| 84
Link Local Address I FE80::20C:85FF:FE80: 1D52
IPv6 Gateway FEB0::240:BFF:FE8B:3701

IPv6 DNS Server 2001:DB8:130::9C0:80F:301



Figura 20 Configuracion equipo DHCP v6
Laptop31l
IPv6 Configuration

() DHcP ® Auto Config () Static

IPv6 Address 2001:DB8:130:0:260: 2FFF:FED7:4CCC | |64

Link Local Address i FE80::260: 2FFF:FED7:4CCC

IPv6 Gateway FE80::240:BFF:FESB: 3701

IPv6 DNS Server 2001:DB8:130::9C0:80F:301

Figura 21 Configuracion equipo DHCP v6

1.1.11 La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e
IPv6 configuradas (dual- stack).

Con dual-stack es posible configurar una red de IPv4 y una de IPv6 en la misma
interfaz.

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#ipv6 unicast-routing

R3(config)#int fa0/0

R3(config-if)#ip add 192.168.30.1 255.255.255.0

R3(config-if)#ipv6 add 2001:db8:130::9¢c0:80f:301/64

R3(config-if)#no shu

R3(config-if)#

1.1.12 R1, R2 y R3 intercambian informacién de routing mediante RIP version 2.

Comandos de configuracion del protocolo RIP version 2:
Router rip

Version 2

Network X.X.X.X

Configuraciones

R1>ena

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#network 200.123.211.0
R1(config-router)#network 10.0.0.0

R1(config-router)#

R2>ena



R2#

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#version 2

R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0
R2(config-router)#network 10.0.0.0

Router>ena

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#network 192.168.30.0
Router(config-router)#network 10.0.0.0

1.1.13 R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.

Se verifican las rutas en cada uno de los router con el comando show ip route R1

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

C 10.0.0.0 is directly connected, Seriald/1/0
C 10.0.0.4 is directly connected, Seriald/1/1
R 10.0.0.8 [120/1] via 10.0.0.2, 00:00:25, Seriald/l/0

[120/1] wia 10.0.0.€, 00:00:20, Seriald/1l/1
R 152.1€8.20.0/24 [120/1] wvia 10.0.0.2, 00:00:25, Seriald/1l/0
R 192.1€8.21.0/24 [120/1) wvia 10.0.0.2, 00:00:25, Serial0/1/0
R 192.1€8.30.0/24 [120/1] wvia 10.0.0.€, 00:00:20, Serial0/1l/1

.211.0/24 is directly connected, Serial0/0/0

R1lg
Figura 22 Comando show ip route R1

R2

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

C 10.0.0.0 is directly connected, Seriald/0/0

R 10.0.0.4 [120/1] wvia 10.0.0.1, 00:00:21, Seriald/0/0
[120/1] wvia 10.0.0.10, 00:00:17, Seriald/0/1

c 10.0.0.8 is directly connected, Seriald/0/1

D 192.1€8.20.0/24 is directly connected, FastEthernet0/0.100

c 192.1€8.21.0/24 is directly connected, FastEthernet0/0.200

R 192.1€8.30.0/24 [120/1] wia 10.0.0.10, 00:00:17, Serial0/0/1

2 200.123.211.0/24 [120/1] wia 10.0.0.1, 00:00:21, Seriald/0/0

Eer |



Figura 23 Comando show ip route R2
R3

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

R 10.0.0.0 [120/1] wvia 10.0.0.9, 00:00:18, Seriald/0/1
[120/1] wia 10.0.0.5, 00:00:18, Seriald/0/0

Cc 10.0.0.4 is directly connected, Seriald/0/0

c 10.0.0.8 is directly connected, Seriald/0/1

R 152.1€8.20.0/24 [120/1] wvia 10.0.0.9, 00:00:18, Serial0/0/1

R 192.1€8.21.0/24 [120/1] wvia 10.0.0.%, 00:00:18, Serial0/0/1

C 192.1€8.30.0/24 is directly connected, FastEthernet0/0

R 200.123.211.0/24 [120/1] wvia 10.0.0.5, 00:00:18, Serial0/0/0

R3%

Figura 24 Comando show ip route R3

1.1.14 Verifique la conectividad. Todos los terminales deben poder hacer ping entre
siy ala direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer

IPv6-ping entre ellos y el servidor.

Pruebas de conectividad de cada dispositivo hacia la IP del ISP 200.123.211.1

Desde PC20
¥ pcao -

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

g3
=

Reply from 200.123.211.1: bytes=32 time=3ms TTL=2
Reply from -123.211.1: bytes=32 time=3ms TTL=

Reply from -123.211.1: bytes=32 time=llms TT
Reply from 200.123.211.1: bytes=32 time=2ms TTL=253

Ping statistics for 200.123.211.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = llms, Average = 4ms

Figura 25 Prueba conectividad desde PC20



Desde PC21
¥ pCi -
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ommand Prompt

Control-C
~C
c ping 200.123.211.1

Pinging 200.123.211.1 with 32 bytes of data:

Reply from 2 23.211.1: bytes=32 time=3ms TTL=253
Reply from Z 211.1: bytes=32 time=10ms TTL=253
Reply from 0 .211.1: bytes=32 time=10ms TTL=2

Reply from .211.1: bytes=32 time=2ms TTL=253

Ping statistics for 2 323 2T Y=

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 1l0Oms, Average = €ms

Figura 26 Prueba conectividad desde PC21

Desde Laptop20
? Laptop20 -

Physical Config Desktop Programming Attributes

mand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

Reply from 2( 123.211.1: bytes=32
Reply from 200.123_.211.1: bytes=
Reply from 123.211.1: bytes=3

Reply from 123.211.1: bytes=32

Ping statistics for 200.123.211.1:

Packets: Sent = Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = Z2Zms, Maximum = 24ms, Average = 1l2ms

Figura 27 Prueba conectividad desde Laptop20



Desde Laptop2l

¥ Laptop21 -

Physical Config Desktop Programming Attributes

Pinging 200.123.211.1 with 32 bytes of data:

Reply from 200.123.211.1: bytes=32 time=3ms TTL=253

Reply from -123.211.1: by 2 time=10ms TTL=253
Reply from -123.211.1: by 2 time=12ms TTL=253
Reply from 200.123.211.1: 2 time=10ms TTL=253

Ping statistics for 200.123.211.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 1l2ms, Average = 8ms

’

Figura 28 Prueba conectividad desde laptop21

Laptop31l

¥ Laptop31
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ommand Prompt

Reply from 2 23.211.1: bytes=32 time=2Zms TTL=253
Reply from 200.123.211.1: bytes=32 time=llms TTL=253
Reply from 200.123.211.1: bytes=32 time=2ms TITL=253

Reply from 200.123.211.1: bytes=32 time=4ms TTL=253

Ping statistics for 200.123.211.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loj
Approximate round trip times in milli-seconds:
Minimum = 2Zms, Maximum = llms, Average = 4ms

’




Figura 29Prueba conectividad desde Laptop31
Laptop30
¥ Laptop30 —
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ommand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

2

Reply from 200.123.211.1: bytes=32
Reply from 200.123.211.1: bytes=32
Reply from 2 -123.211.1: bytes=32

Reply from 200.123_.211.1: bytes=32 time=27ms TTL=25

Ping statistics for 200.123.211.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

)

Minimum = 2ms, Maximum = 27ms, Average = llms
' P

Figura 30 Prueba conectividad desde Laptop30

PC31
¥ pc3t

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

: bytes=32 time=2ms

: bytes=32

: bytes=32 time=2ms TTL=253
: bytes=32 time=llms TTL=253

Reply from 200.12
Reply from -123
Reply from 12
Reply from 12

Ping statistics for 200.123.211.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = llms, Average = 4ms

C:\>*»ping 200.123.211.1

Figura 31Prueba conectividad desde PC31



PC30
® pc3o -
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ommand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

Reply from 2 -123.211.1: bytes=32 time=2ms TTL=253
Reply from 2 -123.211.1: bytes=32 time=l4ms TTL=253
Reply from -123.211.1: bytes=32 time=2ms TTL=253

Reply from 2 .123.211.1: bytes=32 time=10ms TTL=253

Ping statistics for 200.123.211.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = l4ms, Average = 7ms

’

Figura 32 Prueba conectividad desde PC30

Server0
¥ Serverd =

Physical Config Services Desktop Programming Attributes

ommand Prompt

Pinging 200.123.211.1 with 32 bytes of data:

Reply from 123.211.1: bytes=32 time=2ms TTL=253
Reply from 123233
Reply from 2 123.211.1:
Reply from 2 .123.211.1: bytes=32 time=llms TTL=253

Ping statistics for 200.123.211.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = llms, Average = 7ms

ping 200.123.211.1

Figura 33 Prueba conectividad desde Server0

1.1.15 Pruebas de conectividad Equipos conectados al SW3 hacia la IP del
servidor0 DHCPIPv6 2001:DB8:130::9C0:80F:302



Desde PC30

® pc3o -

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 2001:db8: 0::9c0: :302 with 32 bytes of data:

Reply

Reply
Reply
Reply

Ping statistics for 2001:D

Figura 34 Prueba conectividad desde PC30
Desde PC31
¥ pc3i — O

Physical Config Desktop Programming Attributes

ommand Prompt
Pinging 2001:DB8:130::9C0:80F:302 with 32 bytes of data:
Reply from = )F:302: bytes=32 time=lms
Reply from :DB8: 0:: z : bytes=32 time<lms
Reply from = > : bytes= time=lms
Reply from 2 = ::8C0 :302: bytes=32 time<lms
Ping statistics for 2001: :130::8 0F:3

Packets: Sent = 4, Received = 4, Lost = (0% loss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = lms, Average = Oms

Figura 35Prueba conectividad desde PC31
Desde Laptop30

¥ | aptop30 — C

Physical Config

Desktop Programming Attributes

Reply :DB¢ : :302: 2 time=lms
Reply £ = 0 0F:-302: =32 time=3ms
Reply £ = 130::9C0:80F:302: by 2 time<lms
Reply -1 130::8C0 :302: time<lms

Figura 36 Prueba conectividad desde Laptop30



Desde Laptop31l
¥ |aptop3t — O

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 2001:DB8:130::9C0:80F:302 with 32 bytes of data:

Reply from 2 = Be :302: bytes=32 time<

Reply 2 -1 : : bytes=32 time<
Reply = = 0F: : bytes= time<
Reply 2 :DB8: = OF: 2: bytes=32 time<

Ping statistics 80F: =
Packets: Sent = Lost 0 (0% loss)

Figura 37 Prueba conectividad desde Laptop31

Desde Laptop31 a PC30

¥ |aptop31 -

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 2001:DB8:130:0:290:21FF:FE 310B with 32 bytes of data:

Reply from 2 :DB8:13 12580:2 : : bytes=32 time<lms
Reply from E: : £ : bytes=32 time<

Reply from : : bytes=32 time<lms
Reply from :DBS8: ( = £ : bytes=32 time<lms

Ping statistics for 2001:DB8:130:0:290:21FF:FEA8:310B:
Figura 38 Prueba conectividad desde Laptop31 a PC30
Desde PC30 a Laptop30

¥ pc3o -

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging :DB8:13 :FE80:1DS2 with 32 bytes of data:

Reply f 01:DB8: 0: 0C: = I : bytes=32 ime=lms TTL=128

Reply £
Reply from
Reply from :DB¢ - : bytes=32

Ping statistics for 2001:DB8 20C FF: s
Figura 39Pruebé1 conectividad des.de PC30 a Laptop30

1.1.16 Pruebas de conectividad entre dispositivos



Desde PC20 a PC31y Laptop30
| ® pcao -

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 192.1€8.30.4 with 32 bytes of data:

Reply from 192.
Reply from 192.
Reply from 192.
Reply from 192.

bytes=32 time=2ms TTL=12¢

bytes=32 time=llms TTL=12¢
bytes=32 time=19ms TTL=12¢
bytes=32 time=17ms TTL=12¢

oM

e
o m

W W w ®©
W www

Ping statistics for 152.1€8.30.4:

! Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 15ms, Average = 1l2ms
C:\>ping 192.1€8.30.2
Pinging 192.1€8.30.2 with 32 bytes of data:
Reply from 1592.1¢€8. -2: bytes=32 time=Tms TTL=12¢
Reply from Z = -2: bytes=32 time=l1l2ms TTL=12¢

Reply from .1les. .2: bytes=32 time=10ms TTL=12¢
Reply from -1e8. .2: bytes=32 time=4ms TTL=12¢

Ping statistics for 1%2.1€8.30.2:
Figura 40 Prueba conectividad desde PC20 a PC1 y Laptop30
Desde Laptop20 a PC31y Laptop30

¥ Laptop20 =

Physical Config Desktop Programming Attributes

ommand Prompt
Pinging 1592.1€8.30.4 with 32 bytes of data:

Reply from 192.
Reply from 192.

: bytes=32 time=lms TTL=12¢
: bytes=32

mom

Reply from 192.
Reply from 192.

[ e e
o m

W 0 o ®

2
2

Ping statistics for 152.1€8.30.4:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = lms, Maximum = 23ms, Average = 1lOms

Pinging 192.1¢€8.

Reply from 192.
Reply from 192.
Reply from 152.
Reply from 152.

[ e i

Monomn

time=13ms TTL=12¢

Figura 41 Prueba conectividad desde Laptop20 a PC31 y Laptop30
1.1.17 Configuracion Final Routers



R1

R1#sh runn

Building configuration... Current
configuration : 1178 bytes version 12.4 no
service timestamps log datetime msec no
service timestamps debug datetime msec
no service password-encryption
hostname R1

no ip cef no ipv6 cef

spanning-tree mode pvst

interface

FastEthernet0/0 no ip

address duplex auto

speed auto shutdown

interface

FastEthernet0/1 no ip

address duplex auto

speed auto

shutdown

interface Serial0/0/0

ip address 200.123.211.2 255.255.255.0
ip nat outside

interface

Serial0/0/1 no ip

address clock rate

2000000 shutdown

interface Serial0/1/0

ip address 10.0.0.1 255.255.255.252

ip nat inside clock

rate 128000

interface

Serial0/1/1

ip address 10.0.0.5 255.255.255.252

ip nat inside clock

rate 128000

interface Vlanl

no ip address

shutdown

router rip version 2

network 10.0.0.0

network

200.123.211.0

ip nat pool INSIDE-DEVS 200.123.211.3 200.123.211.40 netmask 255.255.255.0
ip nat inside source list 1 pool INSIDE-DEVS overload ip classless
ip route 200.123.211.0 255.255.255.0 Serial0/0/0 ip
flow-export version 9



access-list 1 permit 192.168.0.0 0.0.255.255
line con O line aux O line vty 0 4
login end

R2
R2#sh runn
Building configuration...

Current configuration : 1132 bytes version
12.4 no service timestamps log datetime
msec no service timestamps debug
datetime msec no service password-
encryption hostname R2 ip dhcp pool
Desktops network 192.168.20.0
255.255.255.0 default-router 192.168.20.1
ip dhcp pool Laptops network 192.168.21.0
255.255.255.0 default-router 192.168.20.2
no ip cef no ipv6 cef spanning-tree mode
pvst interface FastEthernet0/0 no ip address
duplex auto speed auto interface
FastEthernet0/0.100 encapsulation dot1Q
100 ip address 192.168.20.1 255.255.255.0
interface FastEthernet0/0.200 encapsulation
dot1Q 200 ip address 192.168.21.1
255.255.255.0 interface FastEthernet0/1 no
ip address duplex auto speed auto
shutdown

interface Serial0/0/0 ip address

10.0.0.2 255.255.255.252 interface
Serial0/0/1 ip address 10.0.0.9
255.255.255.252 clock rate 128000
interface Vlanl no ip address

shutdown

router rip version 2

network 10.0.0.0

network 192.168.20.0

network 192.168.21.0

ip classless ip flow-

export version 9 line

con 0 line aux O line

vty 0 4 login

end R3

R3#sh runn

Building configuration... Current
configuration : 902 bytes version 12.4 no



service timestamps log datetime msec no
service timestamps debug datetime msec
no service password-encryption hostname
R3 ip dhcp pool r3pool network
192.168.30.0 255.255.255.0 default-router
192.168.30.1 no ip cef ipv6 unicast-routing
no ipv6 cef spanning-tree mode pvst
interface FastEthernet0/0 ip address
192.168.30.1 255.255.255.0 duplex auto
speed auto

ipv6 address 2001:DB8:130::9C0:80F:301/64
interface FastEthernet0/1

no ip address duplex

auto speed auto

shutdown

interface Serial0/0/0 ip address

10.0.0.6 255.255.255.252 interface
Serial0/0/1 ip address 10.0.0.10
255.255.255.252

interface Vlanl no

ip address

shutdown

router rip version 2

network 10.0.0.0

network 192.168.30.0

ip classless ip flow-

export version 9 line

con 0 line aux O line

vty 0 4 login end

ISP
ISP#sh runn
Building configuration...

Current configuration : 703 bytes version
12.4 no service timestamps log datetime
msec no service timestamps debug
datetime msec no service password-
encryption

hostname ISP no ip cef

no ipv6 cef spanning-

tree mode pvst interface
FastEthernet0/0 no ip

address duplex auto

speed auto shutdown

interface



FastEthernet0/1 no ip

address duplex auto

speed auto shutdown

interface Serial0/0/0 ip address
200.123.211.1 255.255.255.0 clock rate
128000 interface Serial0/0/1 no ip
address clock rate 2000000 shutdown
interface Vlanl no ip address
shutdown

ip classless ip flow-

export version 9 line

con 0 line aux O line

vty 0 4 login end

2. ESCENARIO 2

2.1 Descripcion de la situacion

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
qgue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.



- 30 192.168.30.0/24
2 40 192.168.40.0/24
200 192.168.200.0/24

E
Internet T

209.165.200.230 209.165.200.224/29
F0/0 4

- Lo4 192.168.4.0/24
Bogota Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Figura 42 Topologia planteada Escenario 2

2.1.1 Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

De acuerdo con la topologia, los seriales tienen formato s0/0 y en Packet tracer se
utilizaron router 1941 por ello se configuraran las interfaces s0/0/0 y s0/0/1. Y se
utilizara el puerto G0/0 del Router 1.




Topologia

g -0 Gig0/0 ra
Se0/o/1 Se0/0/0
209.165.200.230/30 MIAMI
® 5e0/0/0 Se0/0/1
&5 &
BOd rinnin BUENOS AIRES
Fa0/24
4 Fa0/3 Fa0/3
Fad/1
-} =
PC-A PC-C
Figura 43 Topolog[ia Packet Tracer escenario 2
Direccionamiento IP
Dispositivo Interfaz Direccion IP
R1 G0/0.30 192.168.30.1
G0/0.40 192.168.40.1
S0/0/0 172.31.21.1/30
Servidor Internet Fa0 209.165.200.230/29
R2 GO0/0 209.165.200.229/29
S0/0/1 172.31.21.2/30
S0/0/0 172.31.23.2/30
LoO 10.10.10.10/32
R3 S0/0/1 172.31.23.1/30
Lo4 192.168.4.1/24
Lo5 192.168.5.1/24
Lo6 192.168.6.0/24

Tabla 5 Direccionamiento IP



Configuracién IP R1-Bogota

Se realiza la configuracion del direccionamiento IP del R1, incluyendo las
subinterfaces:

Router>ena

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA

BOGOTA(config)#int g0/0.30

BOGOTA(config-subif)#ip add 192.168.30.1 255.255.255.0

% Configuring IP routing on a LAN subinterface is only allowed if that
subinterface is already configured as part of an IEEE 802.10, IEEE 802.1Q,
or ISL VLAN.

BOGOTA(config-subif)#encapsulation dotlq ?

<1-4094> IEEE 802.1Q VLAN ID

BOGOTA(config-subify#encapsulation dotlq 30

BOGOTA(config-subif)#ip add 192.168.30.1 255.255.255.0
BOGOTA(config-subif)#int g0/0.40

BOGOTA(config-subify#encapsulation dotlq 40

BOGOTA(config-subif)#ip add 192.168.40.1 255.255.255.0
BOGOTA(config-subif)#exit

BOGOTA(config)#int g0/0

BOGOTA(config-if)#no shu

BOGOTA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up
%LINK-5-CHANGED: Interface GigabitEthernet0/0.40, changed state to up
BOGOTA(config-if)#int s0/0/0

BOGOTA(config-if)#ip add 172.31.21.1 255.255.255.252
BOGOTA(config-if)#no shu

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA(config-if)#

Configuracién IP R2-Miami

Router(config)#hostname Miami

Miami(config)#int g0/0

Miami(config-if)#ip add 209.165.200.224 255.255.255.248

Bad mask /29 for address 209.165.200.224

Miami(config-if)#ip add 209.165.200.229 255.255.255.248
Miami(config-if)#no shu

Miami(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up



Miami(config-if)#int sO/0/1

Miami(config-if)#ip add 172.31.21.2 255.255.255.252
Miami(config-if)#no shu

Miami(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Miami(config-if)#int s0/0/0

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Miami(config-if)#ip add 172.31.23.2 255.255.255.252
Miami(config-if)#no shu

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Miami(config-if)#int 100

Miami(config-if)#

%LINK-5-CHANGED: Interface LoopbackO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state
to up

Miami(config-if)#ip add 10.10.10.10 255.255.255.255

Miami(config-if)#

Configuracién IP R3-Buenos Aires

Router(config)#hostname BuenosAires

BuenosAires(config)#int s0/0/1

BuenosAires(config-if)#ip add 172.31.23.1 255.255.255.252
BuenosAires(config-if)#no shu

BuenosAires(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
BuenosAires(config-if)#int lo4

BuenosAires(config-if)#

%LINK-5-CHANGED: Interface Loopback4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

BuenosAires(config-if)#ip add 192.168.4.1 255.255.255.0
BuenosAires(config-if)#int 105

BuenosAires(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

BuenosAires(config-if)#ip add 192.168.5.1 255.255.255.0
BuenosAires(config-if)#int lo6

BuenosAires(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up %LINEPROTO-5-
UPDOWN: Line protocol on Interface Loopback6, changed state to up



ip add 192.168.6.1 255.255.255.0

Configuracién Servidor

¥ 15P209.165.200.230/30
Physical Config Services Desktop Programming
[P Configuration
IP Configuration
(O DHcP (@) Static
IP Address ’ 209, 165.200.230
Subnet Mask ’255.255.255.248
Default Gateway l 209.165.200.229
DNS Server 10.10.10.11

Figura 44Configuracion Servidor

2.1.2 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Tabla 6 Parametros OSPF
Configuracion OSPF

R1 - Bogota

BOGOTA(config)#router ospf 1

BOGOTA(config-router)#router-id 1.1.1.1

BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area 0
BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.40.0 0.0.0.255 area 0 BOGOTA(config-
router)#network 192.168.99.0 0.0.0.255 area 0

BOGOTA(config-router)#pas

BOGOTA(config-router)#passive-interface g0/1



BOGOTA(config-router)#
BOGOTA(config)#int s0/0/0
BOGOTA(config-if)#band
BOGOTA(config-if)y#bandwidth 256
BOGOTA(config-if)#ip ospf cost 9500
BOGOTA(config-if)#

R2 — Miami

Miami(config)#router ospf 1

OSPF process 1 cannot start. There must be at least one "up" IP interface
Miami(config-router)#router-id 5.5.5.5

Miami(config-router)#network 172.31.21.0 0.0.0.3 area 0
Miami(config-router)#network 172.31.23.0 0.0.0.3 area 0
Miami(config-router)#network 209.165.200.228 0.0.0.7 area O
Miami(config-router)#network 10.10.10.0 0.0.0.0 area 0
Miami(config-router)#

R3- Buenos Aires

Buenosaires(config)#router ospf 1
Buenosaires(config-router)#router-id 8.8.8.8
Buenosaires(config-router)#network 192.168.4.0 0.0.0.255 area 0
Buenosaires(config-router)#network 192.168.5.0 0.0.0.255 area 0
Buenosaires(config-router)#network 192.168.6.0 0.0.0.255 area 0
Buenosaires(config-router)#network 172.31.23.0 0.0.0.3 area 0
Buenosaires(config-router)#exit

Buenosaires(config)#

Buenosaires(config)#

Buenosaires(config)#exit

Verificar informacién de OSPF
2.1.3 Visualizar tablas de enrutamiento y routers conectados por OSPFv2
Se visualizan las tablas de enrutamiento con el comando show ip route ospf

BOGOTA>ena
BOGOTAg#show ip route ospf
172.31.0.0/1€¢ is wvariably subnetted, 3 subnets, 2 masks

o} 172.31.23.0 [110/19%000] wia 172.31.21.2, 00:03:11, Serial0/0/0
192.162.4.0/32 is subnetted, 1 subnets

o} 152.1€8.4.0 [110/19001] wia 172.31.21.2, 00:03:11, Serial0/0/0
152.1€8.5.0/32 is subnetted, 1 subnets

o] 1%2.1€8.5.0 [110/19%001] wvia 172.31.21.2, 00:03:11, Serial0/0/0
192.1628.€.0/32 is subnetted, 1 subnets

o) 152.1€8.€.0 [110/19001] wia 172.31.21.2, 00:03:11, Serialo/0/0
209.1€5.200.0/29 is subnetted, 1 subnets

o} 209.1€5.200.224 [110/59501] wia 172.31.21.2, 00:03:11, Serialn/0/0

BOGOTAg




Figura 45 Comando show ip route ospf Bogota

Miamirena
Miamigshow ip route osp
152.1€8.4.0/32 is subnetted, 1 subnets

0 192.1€8.4.0 [110/9501] wia 172.31.23.1, 00:04:10, Seriald/0/0
152.1€8.5.0/32 is subnetted, 1 subnets
o} 192.1€8.5.0 [110/9501] wia 172.31.23.1, 00:04:10, Seriald/0/0

152.1€8.€.0/32 is subnetted, 1 subnets
0 192.1€8.€.0 [110/9501] wia 172.31.23.1, 00:04:10, Seriald/0/0
o 192.1€8.30.0 [110/9501] wia 172.31.21.1, 00:04:10, Serial0d/0/1
o} 192.1€58.40.0 [110/9501] wia 172.31.21.1, 00:04:10, Serial0d/0/1

Miamig
Figura 46 Comando show ip route Miami

Buenoairesrena

Buenocairesgshow ip route ospf
172.31.0.0/1¢ is variably subnetted, 3 subnets, 2 masks

(o] 172.31.21.0 [110/95€4] wia 172.31.23.2, 00:04:33, Serial0d/0/1

o} 152.1€8.30.0 [110/95€5] wia 172.31.23.2, 00:04:33, Seriald/0/1

(o] 192.1€58.40.0 [110/95€5] wia 172.31.23.2, 00:04:33, Seriald/0/1
209.1€5.200.0/29 is subnetted, 1 subnets

(o] 209.1€5.200.224 [110/€5] wia 172.31.23.2, 00:04:33, Serial0n/0/1

Buenoaixesﬂ

Figura 47 Comando show ip route ospf Buenos Aires

2.1.4 Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

Con el comando show ip ospf interface se puede visualizar el costo de la interfaz
® - O
A

Physical Config CLI Attributes

I0S Command Line Interface

Seriald/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Area 0

Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT,
Cost: 9500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,




Figura 48 Comando show ip ospf interface R1
R R2 =

Physical Config CLI Attributes

10S Command Line Interface

Serial0/0/1 is up, line protocol is up

Internet address is 172.31.21.2/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT,
Cost: €4

Transmit Delay is 1 sec, State POINT-TC-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due in 00:00:0¢

Index 1/1, flood queue length 0O

Next Ox0(0)/0x0({0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 1.1.1.1

Suppress hello for 0 neighbor(s)
Seriald/0/0 is up, line protocol is up

Internet address is 172.31.23.2/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT,
Cost: 9500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No desionated router on this network

Figura 49 Comando show ip ospf interface R2

2.1.5 Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

De igual forma , se utiliza el comando show ip ospf interface

¥ R = o

Physical Config cL Attributes

I0S Command Line Interface

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Area O

Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT,
Cost: 9500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit S

Hello due in 00:00:0%

Index 1/1, flood gqueue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 5.5.5.S

Suppress hello for O neighbor(s)
GigabitEthernet0/0.30 is up, line protocol is up

Internet address is 152.168.30.1/24, Area O

Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost:

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, Interface address 15S2.1€3.30.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit S

Hello due in 00:00:07

Index 2/2, £lood gqueue length O

Next 0x:0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is O msec, maximum is O msec

Neighbor Count is 0O, Adjacent neighbor count is O

Suppress helloc for 0 neighboxr(s)
GigabitEthernet0/0.40 is up, line protocol is up

Internet address is 132.1€2.40.1/24, Area O

Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost:
1

Transmit Delav is 1 sec. State DR. Prioritv 1




Figura 50 Comando show ip ospf interface R1
¥ R2 = 0
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10S Command Line Interface

Serial0/0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TC-POINT,
Cost: €4
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due in 00:00:02
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serial0/0/0 is up, line proteocol is up
Internet address is 172.31.23.2/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT,
Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due in 00:00:00
Index 2/2, flood queue length 0O
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 8.8.8.8
Suppress hello for 0 neighbor(s)
GigabitEthernet0/0 is up, line protocol is up
Internet address is 205.1€5.200.229/29, Rrea 0
Process ID 1, Router ID 5.5.5.5, Network Type BROADCAST, Cost:




Figura 51 Comando show ip ospf interface R2
¥ R3 - O
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I0S Command Line Interface

Seriald/0/1 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 2.2.8.8, Network Type POINT-TO-POINT,
Cost: €4
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due in 00:00:00
Index 1/1, £flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
2Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
Loopback4 is up, line protocol is up
Internet address is 192.1€8.4.1/24, Area 0
Process ID 1, Router ID 2.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host
LoopbackS is up, line protocol is up
Internet address is 192.1€8.5.1/24, Area 0
Process ID 1, Router ID 28.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host
Loopback€ is up, line protocol is up
Internet address is 192 .1€2.€.1/24, Area 0
Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host
BuenosAiress

Figura 52 Comando show ip ospf interface R3
2.1.6 Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Configuracién SW1

Switch>ena

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

SW1(config)#int vian 1

SW1(config-if)#ip add 192.168.99.2 %

Incomplete command.

SW1(config-if)#ip add 192.168.99.2 255.255.255.0
SW1(config-if)#no shu

SW1(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Configuracion VLAN

SW1(config)#vlan 30



SW1(config-vlan)#name Administracion

SW1(config-vlan)#vlan 40

SW1(config-vlan)#name Mercadeo

SW1(config-vlan)#vlan 200

SW1(config-vlan)#name Mantenimiento

SW1(config-vlan)#exit

SW1(config)#int fa0/24

SW1(config-if)#switchport mode trunk

SW1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to up

SW1(config-if)#switchport trunk native vlian 99

SW1(config-if)#int fa0/1

SW1(config-if)#switchport mode access

SW1(config-if)#switchport access vlan 30

SW1(config-if)#int fa0/3

SW1(config-if)#switchport mode trunk

SW1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up SW1(config-if)#

SW1(config-if)#switchport trunk native vlan 99

SW1(config-if)#

Configuracién SW2

Switch>ena

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW2

SW2(config)#int vlan 1

SW2(config-if)#ip add 192.168.99.3 255.255.255.0
SW2(config-ify#no shu

SW2(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
SW2(config-if)#

SW2(config)#vlan 30

SW2(config-vlan)#name Administracion

SW2(config-vlan)#vlan 40

SW2(config-vlan)#name M

%CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on



FastEthernet0/3 (1), with S1 FastEthernet0/3 (99).
ercadeo

SW2(config-vlan)#name Mercadeo
SW2(config-vlan)#vlan 200
SW2(config-vlan)#name Mantenimiento
SW2(config-vlan)#switchport f0/3

N

% Invalid input detected at ' marker.
SW2(config-vlan)#exit

SW2(config)#

SW2(config)#int fa0/3
SW2(config-if)#switchport mode trunk
SW2(config-if)#switchport trunk native vian 99
SW2(config-if)#int fa0/1
SW2(config-if)#switchpor mode access
SW2(config-if)#acc
SW2(config-if)#switchport acc vlan 40
SW2(config-if)#

Configuracién Seguridad

SW1>ena

SWl#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW1(config)#int fa0/1

SW1(config-if)#switchport port-security

SW1(config-if)#

SW2>ena

SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#int fa0/1

SW2(config-if)#switchport port-security

SW2(config-if)#

2.1.7 En el Switch 3 deshabilitar DNS lookup ( para esta actividad se nombré como
SW2)

Se realiza de la siguiente forma:

SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#no ip domain-lookup

Asignar direcciones IP a los Switches acorde a los lineamientos.



Se configuro la direccion ip 192.16.99.2 a Switch 1y 192.16.99.3 a Switch 3 con la
siguiente linea de comandos:

Interface vlan 1
ip address 192.168.99.3 255.255.255.0

Interface vlan 1
ip address 192.168.99.2 255.255.255.0

2.1.8 Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Se desactivan con el comando no shutdown en un rango de Ip
SWl#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW1(config)#int range fa0/4-23

SW1(config-if-range)#no shu

SW1(config-if-range)#

SW3(config)#int range fa0/4-24
SW3(config-if-range)#no shu
SW3(config-if-range)#

2.1.9 Implemente DHCP and NAT for IPv4 ( Se desarrolla en los puntos
siguientes)

2.1.10 Configurar R1 como servidor DHCP para las VLANs 30 y 40. (Se desarrolla
en el punto siguiente)

2.1.11 Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

Name: ADMINISTRACION
Configurar DHCP pool DNS-Server: 10.10.10.11 Domain-Name:
para VLAN 30 ccna-unad.com Establecer default
gateway.
Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11 Domain-Name:
VLAN 40 ccna-unad.com Establecer default
gateway.

Tabla 7 Parametros DHCP

Configuracién DHCP R1 - BOGOTA
(Cuando se configuraron las Ip a cada router se realizé la parte correspondiente a
la creacion de subinterfaces y encapsulamiento)



BOGOTA(config)#ip dhcp pool Administracion

BOGOTA(dhcp-config)#domain-name ccna-unad.com

N

% Invalid input detected at ' marker.

BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0

BOGOTA(dhcp-config)#dns-server 10.10.10.11

BOGOTA(dhcp-config)#de

BOGOTA(dhcp-config)#default-router 192.168.30.1

BOGOTA(dhcp-config)#ip ex

BOGOTA(dhcp-config)#exi

BOGOTA(config)#ip ex

BOGOTA(config)#ip dhcp pool Administracion

BOGOTA(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30

BOGOTA(config)#ip dhcp pool Mercadeo

BOGOTA(dhcp-config)#network 192.168.40.0 255.255.255.0

BOGOTA(dhcp-config)#dns

BOGOTA(dhcp-config)#dns-server 10.10.10.11

BOGOTA(dhcp-config)#defa

BOGOTA(dhcp-config)#default-router 192.168.40.1

BOGOTA(dhcp-config)#exit

BOGOTA(config)#

BOGOTA(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30 Se utilizan

pantallazos para demostrar que los PC toman direcciones IP dentro del pool de

manera dinamica
»

A
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[P Configuration

IP Configuration

@ DHCP O Static DHCP request successful,
IP Address 192,168.30.31

Subnet Mask 255.255,255.0

Default Gateway 192,168.30.1

DNS Server




Figura 53 Configuracion PC/A
¥ pc-C —
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[P Configuration

IP Configuration

(® DHCP () static DHCP request successful,
IP Address 192,168,40.31

Subnet Mask 255,255,255.0

Default Gateway 192, 168,40, 1

DNS Server 10.10.10.11

T il A et

Figura 54 Configuracion PC/C

2.1.12 Configurar NAT en R2 para permitir que los host puedan salir a internet

MIAMI#config t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#ip nat pool NAT 209.165.200.229 209.165.200.230 netmask
255.255.255.248

MIAMI(config)#ac

MIAMI(config)#access-list 1 permit 172.31.0.0 0.0.0.3
MIAMI(config)#ip nat inside source list 1 pool NAT
MIAMI(config)#inter s0/0/1

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#inter s0/0/0

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#int g0/0

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#

2.1.13 Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.



BOGOTA>ena
BOGOTAgconfig t
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA (config) ¢ip acc
BOGOTA (config) $ip access-list standard 15
BOGOTA (config-std-nacl) §deny 192.1€8.40.1 0.0.0.255
BOGOTA (config-std-nacl) §do show access-lists
Standard IP access list 15
10 deny 1592.1€8.40.0 0.0.0.255

BOGOTA (config-std-nacl) #deny 192.1€2.30.0 0.0.0.255
BOGOTA (config-std-nacl) $§do show access-lists
Standard IP access list 15
10 deny 192.1€8.40.0 0.0.0.25
20 deny 1592.1€8.30.0 0.0.0.25

BOGOTA (config-std-nacl) #¢int g0/0

BOGOTA (config-if) $ip access-group 10 in
BOGOTA (config-if) $ip access-group 20 in
BOGOTA (config-if) g

Figura 55 Configuracion Router Bogota

2.1.14 Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Buenoaires>ena
Buenoairesgconfig t
Enter configuration commands, one per line. End with CNTL/Z.
Buenocaires (config) gacce
Buenoaires (config) gaccess-1list 115 deny icmp any 192.1€8.30.1
0.0.0.259|
Buenoaires(config)gaccess-list 115 deny icmp any 152.1€28.40.1
0.0.0.255
Buenoaires(config)#do sho access-lists
Extended IP access list 115
10 deny icmp any 192.1€28.30.0 0.0.0.255
20 deny icmp any 192.1€8.40.0 0.0.0.255

Buenocaires(config)$

Figura 56 Configuracion Router Buenos Aires

2.1.15 Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.



Para confirmar la traduccion de direcciones por NAT se realiza ping y tracert
q§3sde PC-AyPC-Ca la direcc_:ién 209.165.200.230

¥ pc-a
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ommand Prompt

Minimum = 13ms, Maximum = 2€éms, Average = l1l9ms
230

ng 209.1€5.

Pinging 209.1€5.200.230 with 32 bytes of data:

Reply from E z time=17ms

Reply from
Reply from
Reply from
Ping statistics for =
Packets: Sent = 4, Recei 4, Lost
Approximate round trip times in milli-seconds:
Minimum = 13ms, Maximum = 17ms, Average = 1lSms
\>tracert 209.16€5. .230
Tracing route to 209.1€5. .230 over a maximum of 30 hops:
1l ms 0 ms
11l ms 14 ms

1 ms 18 ms

Trace complete.

Figura 57 Comando tracert PC/A

¥ pc-C
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ommand Prompt

Packet Tracer PC Command Line 1.0
ping 209.1€5.200.230

Pinging 209.1€5.200.230 with 32 bytes of data:

Reply from 2059.1

Reply

Reply £ - = i ms TTL=12¢
Reply 2 - = TTL=12¢

Ping statistics for

Packets: Sent = 4, Received Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 17ms, Maximum = 33ms, Average = 24ms

209.1€5.2

€ ms 0 ms 0 ms
17 ms 15 ms 15 ms
1€ ms 13 ms 17 ms

Trace complete.

Figura 58 Configuracion PC/C



Para verificar la conectividad entre equipos de diferente VLAN se realiza ping
entre PC-Ay PC-C
¥ pc-A

Physical Config Desktop Programming Attributes

31 with 32 bytes of data:

40. : bytes=32 time=llms
Reply 40. : bytes=32 time=19ms TTL=
Reply 40. : bytes=32 time=léms TTL=127

Reply - 40. : bytes=32 time=21lms TTL=127

Ping statistics for 192.1€8. .t =
Packets: Sent = 4, Received 4

, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = llms, Maximum = 21lms, Average = léms

Figura 59 Conectividad equipo PC/A

1 ® pc-C
{
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ommand Prompt

Pinging 19 8.30. with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

0.31: bytes=32 time=l€éms
-30.31: bytes=32 time=1Sms
.31: bytes= time=l€ms
-30.31: bytes=32 time=l4ms

e
MmN nm
@ W w0 W

[

Ping statistics for 192.1l¢

Packets: Sent = 4, Received , Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = l4ms, Maximum = 15ms, Average = léms

Figura 60 Conectividad equipo PC/C

Para verificar la comunicacién de un host perteneciente ala VLAN hacia
otras redes se realiza ping y tracert al router 3 Buenos Aires

¥ pc-a -
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ommand Prompt
Pinging 172.31.23.1 with 32 bytes of data:

-31. 50 G time=12ms
-31. £ 9 =32 time=17ms

Reply from
Reply from

Reply from
Reply from

.31.23.1: bytes=32 time=13ms
.31.23.1: bytes=32 time=l4ms

S I )

Ping statistics for 172.31.23.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 12ms, Maximum = 17ms, Average = l4ms

Figura 61 Conectividad PC/A



CONCLUSIONES

De acuerdo con el desarrollo practico de los anteriores ejercicios se logra el
afianzamiento de los conocimientos adquiridos durante el desarrollo del Diplomado
de Profundizacién CISCO.

Se trabaja con el software de simulacion Packet Tracer, idoneo para establecer
conectividad entre los dispositivos, crear vlans, configurar dispositivos
intermediarios y finales, ademas de desarrollar las pruebas pertinentes para
demostrar el correcto funcionamiento de estas actividades.

Se adquieren conocimientos sobre comandos basicos de configuracién de routers y
switches CISCO, asi como la configuracion de parametros de los protocolos DHCP,
OSPF, NAT, creacion de VLAN vy listas de acceso, entre otros, aprovechando de
manera eficiente lo aprendido durante las unidades vistas.
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