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Resumen

En este documento se muestran las evidencias a los problemas planteados como prueba de las habilidades técnicas
adquiridas en el desarrollo del diplomado de profundizacion CISCO. El despliegue de los escenarios propuestos desarrolla
cada uno de los temas aprendidos y afianza mediante la apliacion practica cada uno de los conceptos. Se realiza mendiante
la implementacion en el simulador Packet Tracer de CISCO el cual cuenta con todas las herramientas necesarias y se
anexan los enlaces para descargar los archivos de extension pka que son evidencia adicional de los conocimientos
adquiridos y desarrollados. El desarrollo consta de una simulacion para cada escenario y concluye de forma exitosa el
funcionamiento claro y preciso de cada uno de los comandos de configuracion del sistema operativo I0S de CISCO.

Palabras clave: CISCO;CCNA;HABILIDADES

Abstract

This document show evidences about the scenarios required by the academy. It probes the skills needed to satisfice the
porpouse of “Diplomado de Profundizacion CISCO”. It deploys every items and reinforce its application in each context
learned. The implementation was made using CISCO Packet Tracer Simulator Tool, which is the most complete tool to
accomplish the goals required. This document contains two links to download the simulations that probes their function
and completes the evidences of this work. Each simulation has the correct commands to achieve each goal and
demostrates that work correctly.

Keywords: CISCO;CCNA;SKILLS




1. INTRODUCCION

El desarrollo y la evolucion continua de las tecnologias de la informacion plantea
un desafio constante para los nuevos ingenieros de telecomunicaciones a nivel
global. La Universidad Nacional Abierta y a Distancia (UNAD) nos ha permitido
desarrollar mediante este Diplomado De Profundizacion Cisco (Disefio E
Implemetacion De Soluciones Integradas WAN/LAN) el conocimiento teorico y
practico como un importante paso para lograr las habilidades necesarias para
lograrlo.

Mediante el aprendizaje interactivo de los fundamentos teoricos y su aplicacion
practica se logra un afianzamiento de las habilidades de muy alto nivel. Este
trabajo pretende mostrar los resultados de este diplomado demostrando la calidad
y beneficios para nosotros como estudiantes en los retos como futuros Ingenieros
de Telecomunicaciones.



2. JUSTIFICACION

Este trabajo se realiza como parte del Diplomado De Profundizacion Cisco (Disefio
E Implemetacion De Soluciones Integradas WAN/LAN) con el propdésito de evaluar
y comprobar las habilidades técnicas aprendidas en él. Este trabajo beneficia a el
estudiante como importante evidencia del afianzamiento del conocimiento y pericia
técnica aprendida y beneficia a la comunidad universitaria en general como
modelo de aprendizaje basado en la expreriencia.



3.1

3. OBJETIVOS

OBJETIVO GENERAL

Este trabajo tiene como objetijo afianzar el conocimiento tedrico y practico
adquirido en el Diplomado De Profundizacion Cisco (Disefio E Implemetacion De
Soluciones Integradas WAN/LAN).

3.2 OBJETIVOS ESPECIFICOS

Mediante el desarrollo del contenido de este trabajo de habilidades practicas
CCNA se lograra conocer en profundidad la aplicacion y conocimientos técnicos
para la implementacién de los siguientes temas:

Configuracion de enlaces WAN y LAN aplicando VLSM vy los tipos de
interfaces Ethernet y Seriales.

Configuracion de protocolos de enrutamiento estatico y de enrutamiento
dinamico IGP de Link State (RIPv2 y OSPF).

Configuracion de DHPCv4 y DHCPV6 utilizando como servidores los router
de la simulacion, asi como la delegacion de asignacion de direccionamiento
Ipv6 a un servidor DHCP configurado con este rol.

Configuracion de NAT y PAT para simular la conectividad hacia Internet
para todos los segmentos de red LAN permitidos par este fin.
Configuracion de parametros de seguridad en switch LAN mediante la
aplicacién de las mejores practicas aprendidas en el diplomado.
Redistribucion de enrutamiento estatico de la ruta predeterminada en el
protocolo de enrutamiento dinamico interno.

Aplicacion de costos sobre las interfaces WAN para el adecuado calculo de
metrica en el protocolo dinamico a conveniencia del disefio de red
presentado.

Comprobacion de operacion y funcionamiento de las ACL estadar y
extendidas como filtro basico de seguridad en los router internos y su
utilizacién para el funcionamiento de PAT (NAT con sobrecarga).
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4. PRUEBA DE HABILIDADES PRECTICAS CCNA

4.1 DESCRIPCION GENERAL DE LA PRUEBA DE HABILIDADES

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de
las actividades evaluativas del Diplomado de Profundizacién CCNA, y busca
identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado. Lo esencial es poner a prueba los
niveles de comprension y solucién de problemas relacionados con diversos
aspectos de Networking.

El proceso de configuracion se realiz6 mediante la herramienta: Packet
Tracer.

4.1.1 ESCENARIO 1.

Qe
—t )

PC-PT == - = = —
Laptop-PT Laptop-PT PC31 Server-PT
PC1 Laptop-PT Laptop-PT
Laptop0 Laptopl Laptop31 Laptop30 Server0
Tabla de direccionamiento
El . < . Mascara Gateway
administrador Interfaces DAt L de predeterminado
subred
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
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Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 | N/D
Se0/0/1 10.0.0.9 255.255.255.252 | N/D
Fa0/0 192.168.30.1 255.255.255.0 N/D
R3 2001:db8:130::9C0:80F:301 | /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 | N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
Sw3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla de asignacion de VLAN y de puertos
Dispositivo VLAN Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo local

Interfaz local

Dispositivo remoto

SW2

Fa0/2-3

100

Situacion.

En esta actividad, demostrara y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de
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direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping unicamente.

Se implementa la topologia del escenario 1 en Packet Tracert:

| Back | [Root] INew Clusherl |Mo e0 :-;ect" Set Tiled Background | | \

9 n,
——y=a Subtch? R2 R PC30
PCO / \ \
Er D Server-PT
—,/ 5 _// ServerQ
PC-PT Laptop-PT Laptop-PT

PC1 Laptop-PT Laptop-PT Laptop31 Laptop30 PC31
Laptop0 Laptop1

Descripcién de las actividades

4.1.1.1 SW1 VLAN vy las asignaciones de puertos de VLAN deben cumplir con la
tabla 1.

A continuacion, se muestra el procedimiento empleado para configurar el SW2 y

SW3 de acuerdo a los nombres sugeridos en la topologia:

SW2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#vlan 100

SW2(config-vlan)#name LAPTOPS
SW2(config-vian)#exit

SW2(config)#vlan 200

SW2(config-vlan)#name DESKTOPS
SW2(config-vian)#exit

SW2(config)#interface FastEthernet0/1
SW2(config-ify# description HACIA R2
SW2(config-if)# switchport mode trunk
SW2(config-if)#exit

SW2(config)#interface range Fa0/2-3
SW2(config-if-range)#

SW2(config-if-range)# description LAPTOPS VL100
SW2(config-if-range)# switchport access vlan 100
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SW2(config-if-range)# switchport mode access
SW2(config-if-range)#exit

SW2(config)#interface range Fa0/4-5
SW2(config-if-range)# description DESKTOPS VL200
SW2(config-if-range)# switchport access vlan 200
SW2(config-if-range)# switchport mode access
SW2(config-if-range)#exit

SWa3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#vian 1

SW3(config-vlan)#name VLAN1

Default VLAN 1 may not have its name changed.
SW3(config-vlan)#end

SW3#

SW3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#interface range Fa0/1-24

SW3(config-if-range)#

SW3(config-if-range)# description VLAN1
SW3(config-if-range)# switchport mode access
SW3(config-if-range)# switchport access vian 1

4.1.1.2 Los puertos de red que no se utilizan se deben deshabilitar.

SW2(config)#interface range Fa0/6-24
SW2(config-if-range)#shutdown
SW2(config-if-range)#end

SW2#

SWa3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#interface range Fa0/6-23
SW3(config-if-range)#shutdown

4.1.1.3 Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

A continuacion se muestra el procedimiento empleado para configurar el R1, R2 y
R3 de acuerdo a los nombres sugeridos en la topologia:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface Serial0/0/0

R1(config-if)# description Hacia R2
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R1
R1
R1
R1
R1
R1
R1
R1
R1
R1

config-if
config-if
config-if
config-if
config-if
config-if
config-if
config-if
config-if
config-if

# ip address 200.123.211.2 255.255.255.0
#

#interface Serial0/1/0

# description Hacia R2

# ip address 10.0.0.1 255.255.255.252

# clock rate 128000

#

#interface Serial0/1/1

# description Hacia R3

# ip address 10.0.0.5 255.255.255.252

PSS
N N N N N N N N N N

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#interface FastEthernet0/0
2(config-if)# description Hacia SW2
2(config-if)# no ip address
2(config-if)# duplex auto
2(config- |f)# speed auto
2(config-if)#!
2(config-if)#interface FastEthernet0/0.100
2(config-subif)# description Hacia SW2 VLAN 100
2(config-subif)# encapsulation dot1Q 100
2(config-subif)# ip address 192.168.20.1 255.255.255.0
2(config-subif)#!
2(config-subif)#interface FastEthernet0/0.200
2(config-subif)# description Hacia SW2 VLAN 200
2(config-subif)# encapsulation dot1Q 200
2(config-subif)# ip address 192.168.21.1 255.255.255.0
2(config-subif)#!
R2(config-subif)#interface FastEthernet0/1

(

(

(

(

(

(

(

(

(

(

(

(

(

(

N N N N N N S N

2(config-if)# no ip address

2(config-if)# duplex auto

2(config-if)# speed auto

2(config- |f)# shutdown

2(config-if)#!

2(config-if)#interface Serial0/0/0

2(config-if)# description Hacia R1

2(config- |f)# ip address 10.0.0.2 255.255.255.252
2(config-if)#!

2(config-if)#interface Serial0/0/1

2(config-if)# description Hacia R3

2(config-if)# ip address 10.0.0.9 255.255.255.252
2(config-if)# clock rate 128000

2(config-if)#
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R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface FastEthernet0/0

R3(config-if)# description Hacia S3

R3(config-if)# ip address 192.168.30.1 255.255.255.0
R3(config-if)# duplex auto
R3(config-ifj# speed auto
R3(config- |f)# ipv6 address 2001:DB8:130::9C0:80F:301/64
R3(config-if)#!
R3(config-if)#interface FastEthernet0/1
R3(config-if)# no ip address
R3(config-if)# duplex auto

R3(config-ifj# speed auto

R3(config- |f)# shutdown

R3(config-if)#!

R3(config-if)#interface Serial0/0/0

R3(config-if)# description Hacia R1

R3(config-if)# ip address 10.0.0.6 255.255.255.252
R3(config- |f)# clock rate 128000

R3(config-if)#!

R3(config-if)#interface Serial0/0/1

R3(config-if)# description Hacia R2

R3(config-if)# ip address 10.0.0.10 255.255.255.252

o~ =~ o~ o~ — — — — — — — — — —

4.1.1.4 Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31
deben obtener informacion IPv4 del servidor DHCP.

Se configuran los PCs y Laptop con opcion DHCP para IPv4 y para IPv6.
Se configura dhcp para ipv4 en R2 y helper address en R3 para ipv4, dhcpv6 con
estado en R3 y el servicio dchpv6 en el serverO.

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#ip dhcp excluded-address 192.168.20.1
2(config)#ip dhcp excluded-address 192.168.21.1
2(config)#!
2(config)#ip dhcp pool POOL_VL100
2(dhcp-config)# network 192.168.20.0 255.255.255.0

R2(dhcp-config)# default-router 192.168.20.1
2(dhcp-config)#ip dhcp pool POOL_VL200
2(dhcp-config)# network 192.168.21.0 255.255.255.0
2(dhcp-config)# default-router 192.168.21.1
2(dhcp-config)#end

R3#conft
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Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#ipv6 dhcp pool PoollPv6_VLAN1
R3(config-dhcpv6)# prefix-delegation pool PoollPv6_VLAN1
R3(config-dhcpv6)# dns-server 2001:DB8:130::9C0:80F:302
R3(config-dhcpv6)# domain-name ipv6_vl1
R3(config-dhcpv6)#exit

R3(config)#int f0/0

R3(config-if)#ip helper-address 192.168.20.1

R3(config-if)# ipv6 address FE80::1 link-local

R3(config-if)# ipv6 address 2001:DB8:130::9C0:80F:301/64
R3(config-if)# ipv6 nd managed-config-flag

R3(config-if)# ipv6 enable

R3(config-if)# ipv6 dhcp server PoollPv6_VLAN1
R3(config-if)#end

N . o~ o~ o~ P~ —

N N N N N N

4.1.1.5 R1 debe realizar una NAT con sobrecarga sobre una direccién IPv4
publica. Asegurese de que todos los terminales pueden comunicarse con
Internet publica (haga ping a la direccion ISP) y la lista de acceso estandar

se llama INSIDE-DEVS.

Se crea ACL y se aplica PAT referenciando el rol de cada una de las interfaces del

router:

R1(config)#ip access-list standard INSIDE-DEVS
R1(config-std-nacl)#permit 192.168.20.0 0.0.0.255
R1(config-std-nacl)#permit 192.168.21.0 0.0.0.255
R1(config-std-nacl)#permit 192.168.30.0 0.0.0.255
R1(config-std-nacl)#

R1(config-std-nacl)#int s0/0/0
R1(config-if)#ip nat outside
R1(config-if)#int s0/1/0
R1(config-if)#ip nat inside
R1(config-if)#int s0/1/1
R1(config-if)#ip nat inside
R1(config-if)#

R1(config)#ip nat inside source list INSIDE-DEVS interface s0/0/0 overload

4.1.1.6 R1 debe tener una ruta estatica predeterminada al ISP que se configuro y

que incluye esa ruta en el dominio RIPv2.

Se configura ruta predeterminada con direccion de siguiente salto:

R1(config)#ip route 0.0.0.0 0.0.0.0 200.123.211.1
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4.1.1.7 R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

Se configura DHCP se acuerdo con la configuracion solicitada:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp excluded-address 192.168.20.1
R2(config)#ip dhcp excluded-address 192.168.21.1
R2(config)#!

R2(config)#ip dhcp pool POOL_VL100
R2(dhcp-config)# network 192.168.20.0 255.255.255.0
R2(dhcp-config)# default-router 192.168.20.1
R2(dhcp-config)#ip dhcp pool POOL_VL200
R2(dhcp-config)# network 192.168.21.0 255.255.255.0
R2(dhcp-config)# default-router 192.168.21.1
R2(dhcp-config)#end

4.1.1.8 R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

Se realiza la configuracion de erutamiento dinamico interior RIPv2 acorde con las
indicaciones suminsitradas:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)# version 2

R2(config-router)# passive-interface FastEthernet0/0.100
R2(config-router)# passive-interface FastEthernet0/0.200
R2(config-router)# network 10.0.0.0

R2
R2
R2
R2

config-router)# network 192.168.21.0
config-router)# no auto-summary
config-router)#end

P~ T A A P P~ P~ P~

)
)
)
config-router)# network 192.168.20.0
)
)
)

4.1.1.9 El ServidorQ es sélo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

Se configura ACL que restringe ICMPV6 hacia el servidor DHCPVG:
R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ipv6 access-list SERVERO_PROTECTION

18



R3(config-ipv6-acl)# permit icmp 2001:DB8:130::/64 host
2001:DB8:130::9C0:80F:302

R3(config-ipv6-acl)# deny icmp any host 2001:DB8:130::9C0:80F:302
R3(config-ipv6-acl)# permit ipv6 any any

R3(config-ipv6-acl)#exit

R3(config)#int f0/0

R3(config-if)# ipv6 traffic-filter SERVERO_PROTECTION out
R3(config-if)#end

4.1.1.10 La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de
Laptop31, de PC30 y obligacion de configurados PC31 simultaneas (dual-
stack). Las direcciones se deben configurar mediante DHCP y DHCPV6.

Se configuran los PCs y Laptop con opcion DHCP para IPv4 y para IPv6 (Dual
Stack):

Como ejemplo se muestra la configuracion del PC30:
o PC30 - ol

Physical | Config | Desktop | Programming | Attributes

[P Configuration X

TP Configuration

(® DHCP O) Static
IP Address

Subnet Mask

Default Gateway

(® DHCP (O Auto Config O static
IPv6 Address

Link Local Address FEB0::2E0:B0FF:FE29:C65D

IPV6 Gateway

IPv6 DNS Server

41.1.11 La interfaz FastEthernet 0/0 del R3 también deben tener direcciones
IPv4 e IPv6 configuradas (dual- stack).

Se muestra la configuracion de Dual Stack sobre la interface LAN del router R3:

interface FastEthernet0/0

description Hacia S3

ip address 192.168.30.1 255.255.255.0

ip helper-address 192.168.20.1

ipv6 traffic-filter SERVERO_PROTECTION out
duplex auto

speed auto

ipv6 address FE80::1 link-local

ipv6 address 2001:DB8:130::9C0:80F:301/64
ipv6 nd managed-config-flag

ipv6 enable
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ipv6 dhcp server PoollPv6_VLAN1

41112
version 2.

R1, R2 y RS3 intercambian informacion de routing mediante

Se incluyen los pantallazos asociados a las revisiones de protocolo IP:

Rlgshow ip proteocels

Routing Protocel is "rip"”

Sending updates every 30 seccnds, next due in 17 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filter list for zll interfaces is not set
Incoming update filter list for zll interfaces is not set
Redistributing: rip

Default version contrel: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Seriald/1/0 2 2
Serial0/1/1 2 2

Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:

10.0.0.0
Passive Interface(s):
Serial0/0/0
Routing Information Sources:
Gateway Distance Last Update
10.0.0.¢ 120 00:00:13
10.0.0.2 120 00:00:10
Distance: (default is 120)
R1g|

R3¢show ip protocols

Routing Proteocel is "rip"”

Sending updates every 30 seconds, next due in 1& seconds
Invalid after 180 seconds, hold down 180, £flushed after 240
Cutgeing update £ilter list for all interfaces is not set
Incoming update filter list for zall interfaces is not set
Redistributing: rip

Defzult version contrel: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0/0/0 2 2
Serial0/0/1 2 2

Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
10.0.0.0
152.168.30.0
Passive Interface(s):

FastEthernet0/0
Routing Information Scurces:
Gateway Distance Last Update
10.0.0.5 120 00:00:07
10.0.0.8% 120 00:00:08
Distance: (default is 120)
23|

R2¢show ip protocols
Routing Proteocol is "rip"

Sending updates every 30 seconds, next due in 18 seconds

Invalid after 180 seconds, held down 180,

flushed after 240

Outgeing update filter list for zll interfaces is not set
Incoming update £filter list for all interfaces is not set

Redistributing: rip

Default version control: send version 2, receive 2

Interface Send Recv
Serial0n/0/1 3 2
Serial0n/0/0 2 2

Triggered RIP Key-chain

Automatic network summarization is not in effect

Maximum path: 4
Routing for Networks:
10.0.0.0
152.168.20.0
152.168.21.0
Passive Interface(s):
FastEthernet0/0.100
FastEthernet0/0.200
Routing Information Sources:

Gateway Distance
10.0.0.1 120
10.0.0.10 120
Distance: (default is 120)
Rz

4.1.1.13
predeterminada desde R1.

Last Update
00:00:09
00:00:16

RIP

R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta

Se comprueba la tabla de enrutamiento en cada uno de los routers para evidenciar

la operacidn correcta de
predeterminada:

la configuracion y la redistribucion de

la ruta
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Rlfshow ip route

RZg¢show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - Bgp Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - ZIGRD, IX - SIGRE external, O - OSEF, IA - OSPF inter area D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 N1 - OSPF NSSA external type 1, N2 - OSPF NSS2Z external type 2
E1 - OSDF externzl type 1, E2 - OSDF externzl type 2, El - OSPF external type 1, EZ - OSPF external type 2, E - EG
i - IS-IS, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter i - Is-IS, L1 - IS-IS level-l, LZ - IS-IS level-Z, ia - IS-IS inter
area area
* - candidate default, U - per-user static route, o - ODR * - candidate defazult, U - per-user static rcute, o - ODR
P - pericdic downloaded static route P - periodic downloaded static route
Gateway of last resort is 200.123.211.1 to network 0.0.0.0 Gateway of last resort is 10.0.0.1 to network 0.0.0.0
10.0.0.0/30 is subnetted, 3 subnets
c 10.0.0.0 is directly connected, Serial0/1/0 10.0.0.0/30 is subnattad, 3 subnats
c 10.0.0.4 is directly connected, Serizl0/1/1 - Al.G.8.8 1s dizectly commecced, SerialS/i/e
R 10.0.0.8 [120/1] via 10.0.0.6, 00:00:00, Serialo/1/1 2 10.0.0.4 [120/1] via 10.0.0.10, 00:00:07, Serial0/0/1
[120/1] via 10.0.0.2, 00:00:24, Serial0/1/0 [120/1] via 10.0.0.1, 00:00:04, Serial0/0/0
R 192.168.20.0/24 [120/1] via 10.0.0.2, 00:00:24, Serial0/1/0 c 10.0.0.8 is directly connected, Serial0/0/1
Ed 192.168.21.0/24 [120/1] via 10.0.0.2, 00:00:24, Serial0/1/0 c 192.168.20.0/24 is directly connected, FastEthernet0/0.100
R 152.168.30.0/24 [120/1] via 10.0.0.6, 00:00:00, Serial0/1/1 c 192.168.21.0/24 is directly connected, FastEthernet0/0.200
c 200.123.211.0/24 is directly connected, Serial0/0/0 R 192.168.30.0/24 [120/1] via 10.0.0.10, 00:00:07, Serial0/0/1
§* 0.0.0.0/0 [1/0] via 200.123.211.1 R* 0.0.0.0/0 [120/1] via 10.0.0.1, 00:00:04, Serial0/0/0
R3#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA externzl type 2
E1l - OSPF external type 1, £2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, iz - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - pericdic downlecaded static route
Gateway of last rescrt is 10.0.0.5 to network 0.0.0.0

10.0.0.0/30 is subnetted, 3 subnets

R 10.0.0.0 [120/1] via 10.0.0.5, 00:00:18, Serial0/0/0
[120/1] via 10.0.0.3, 00:00:21, Serial0/0/1

c 0.0.0.4 is directly connected, Serial0/0/0

c 10.0.0.8 is directly connected, Serial0/0/1

R 192.168.20.0/24 [120/1] a 10.0.0.3, 00:00:21, Seriald/

R 192.168.21.0/24 [120/1] via 10.0.0.9, 00:00:21, Serial0d/

c 192.168.30.0/24 is directly connected, FastEthernet0/0

R* 0.0.0.0/0 [120/1] via 10.0.0.5, 00:00:18, Serial0/0/0

41.1.14

0/1
0/1

Verifique la conectividad. Todos los terminales deben poder hacer

ping entre si y a la direccion IP del ISP. Los terminales bajo el R3
deberian poder hacer IPv6-ping entre ellos y el servidor.

Se realizan las pruebas de ICMP desde los PC para evidenciar el correcto
funcionamiento y operacion de la configuracion de enrutamiento y PAT:

Desde PCO:

<

PCo !

PCO

Physical | Config | Desktop | Programming | Attributes

Physical Config Desktop Programming Attributes

ommand Prompt ommand Prompt

C:\>ping 200.123.211.1

.211.1 with 32 bytes of dat.

4._231._1= 1ms TTL=2S53
2ms TTL=2

time=2ms TTL=253
4ms TTL=253

byte
byte
bytes=3
byte

Reply
Reply
Reply from
1

- 23_1=
Recei

Ping statistics
Packets: Sent ved = 4, 0
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 21ms, Average = 12ms

3

Lost (0% loss),

€8.2

C:\>ping 192.1

Pinging 192.1 bytes of data:
192.
192
192
192

time=1lms TTL=25S5
time ims TTL=128
time<lms TTL=255

Reply from

Reply

: bytes=32
byte. 3

time
time<lms
time<lms
time<lms
=10ms TTL=128

ms

time

Ping statistics
Packets: Sent = 4, Received = 8, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average

(0% loss),

2ms

>ping 182.168.21.2
nging 192.168.21.2 with 32 bytes of data:
-1leé8.

2.168.
-1eé8.

Reply time=14ms
Reply
Reply
Reply

bytes=32
bytes=32
bytes=32
bytes=32

ng statistics for 192.168.21.2
Packets: Sent = 4 4

Approximate round trip times in milli-seconds

13ms, l4ms, Average

, Received , Lost =

Minimum Maximum =

\>ping 192.168.30.2

Pinging 192.168.30.2 with 32 bytes of data:

from 192.168.30.2:

om 192.168.30.2
192.168.30.2:
192.168.30.2:

time=2ms TTL=126
time Tms TTL=12
time=1l4ms TTL=12

3ms TTL=12

Reply
Reply
Reply
Reply

bytes=32
bytes=32
from bytes=32
om bytes=32
ng statistics for 152.168.30.2:
Packets: Sent 4, Received = 4, Lost 0
Approximate round trip times in milli-seconds
Minimum 2ms, Maximum 17ms, Average

(0%

1llms

€
€
3

loss),
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Desde PC1:

PC1 5

Physical Config Desktop Programming Attributes

Physical Config Desktop Programming Attributes
mand Prompt
Packet Tracer PC Command Line 1.0

> I\>ping

\>pi 200.123.211.1 s s - P " Py
ping < €. Pinging 192.168.21.3 with 32 bytes of data:

Pinging 200.123.211.1 with 32 bytes of data:
Reply from 1592.168.21.3: bytes=32 time=23ms
Reply from 152.168.21.3: bytes=32 time=12ms
from 1.1 i TTL=253 _ . - . -
from 200.123.211.1- time=3ms TTL=253 Reply from 192.168.21.3: bytes=32 time=12ms
£from 200.12 11.1: time=8ms TTL=253 Reply from 152.168.21.3: bytes=32 time=12Zms

from 200.123.211.1: time=13ms TTL=253

for 2 232 . : s 5 168 2
Ping statistics for 200.123.211.1: ng statistics for 192.168.21.3:

Approximate round trip times in milli-seconds: Packets: Sent = 4, Received 4, Lost = 0 (0% loss),
Minimum = 3ms, Maximum = 13ms, Average = 8ms Approximate round trip times in milli-seconds:
Minimum = 12ms, Maximum = 23ms, Average = l4ms

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

C:\>ping 192.168.20.255
Pinging 152.168.20.255 with 32 bytes of data: C:\>ping 152.168.30.3

from 192.168.20. bytes:
from 192.168.20.

from 192.168.20.

from 192.168.20. bytes=3
from 192.168.20.

from 192.168.20.

from 192.168.20.

from 192.168.20.2

ms TTL=2SS nging 192.168.30.3 with 32 bytes of data:

2ms TTL=128
time<ims TTL=255
time<lms TTL=128 Reply from 192.168.30.3: bytes=32 time=2ms TTL=12¢
time=lms TTL=255 Reply from 192.168.30.3: bytes=32 time=léms TTL=12¢
time=2ms TTL=128 Reply from 192.168.30.3: bytes=32 time=13ms TTL=126
Reply from 152.168.30.3: bytes=32 time=12ms TTL=126&

[SESECECESECE Y

time=10ms TTL=128

Ping statistics for 192.168.20.255: ng statistics for 152.168.30.3:
Packets: Sent = 4, Received = 8, Lost = 0 (0% loss), Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds: . . . . S
s _ . — 1a e — Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 12ms, Average = 4ms
Minimum = 2Zms, Maximum = léms, Average = 1l0ms

N

Desde LaptopO:
I Laptop0 C Laptop0

Physical Config Desktop Programming Attributes = S =
Physical Config Desktop Programming Attributes

ommand Prompt
ommand Prompt

\>ping 200.123.211.1

C:\>ping 192.168.20.3
Pinging 200.123.211.1 with 32 bytes of data:
Pinging 152.168.20.3 with 32 bytes of data:

om - 2 time=11lms TTL=2S53
from 200. bytes=32 time=12ms TTL=253
from byte 32 time=12ms TTL=253
from : bytes=32 time=2Zms TTL=253

Reply from 192.168.20.3: bytes=32 time=l4ms TTL=12
Reply from 192.168.20.3: bytes=32 time=20ms TTL=12
Reply from 192.168.20.3: bytes=32 time<lms TTL=127
Reply from 192.168.20.3: bytes=32 time<lms TTL=127

7
7

Ping statistics for 200.123.211.1:

Packets: Sent = 4, Received 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds

Minimum = 2ms, Maximum = 12ms, Average = Sms

Ping statistics for 192.168.20.3:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

C:\>ping 152.168.21.255 Minimum = Oms, Maximum = 20ms, Average = 8ms

Pinging 192.168.21.255 with 32 bytes of data:

C:\>ping 192.168.30.4

from 192.168.21. bytes=32 time=2ms TTL=255
from 192.168.21. bytes=32 time=léms TTL=128
from 192.168.21. bytes=32 time<lms TTL=255
from 192.168.21.2: bytes=32 time=1lms TTL=128
from 192.168.21. bytes=32 time<lms TTL=255
from 192.168.21.2: bytes=32 time=2ms TTL=128
from 192.168.21. bytes=32 time<lms TTL=255
from 192.168.21.2: bytes=32 time=lms TTL=128

Pinging 152.168.30.4 with 32 bytes of data:

Reply from 1592.168.30.4: bytes=32 time=15ms TTL=126
Reply from 192.168.30.4: bytes time=1lms TTL=12¢6
Reply from 192.168.30.4: bytes= time=19ms TTL=126
Reply from 192.168.30.4: bytes=32 time=15Sms TTL=126

Ping statistics for 192.168.30.4:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum 15ms, Average = 1l3ms

Ping statistics for 192.168.21.255
Packets: Sent = 4, Received 8, Lost = 0 (0% loss
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = léms, Average = 2Zms

Desde Laptop1:



Laptop1 Laptop1

Physical Confi Desktop Programmin Attributes
= 2 2 = = Physical Config Desktop Programming Attributes

ommand Prompt
ommand Prompt

Packet.: Tracer PC Command Line 1.0 C:\>ping 192.168.20.2
C:\>ping 200.123.211.1

Pinging 200.123.211.1 with 32 bytes of data: Pinging 192.168.20.2 with 32 bytes of data:
Reply from
Reply from
Reply from
Reply from

3.211.1: bytes=32 time=3ms TTL=253
bytes=32 time=13ms TTL=253
bytes=32 time=1lms TTL=253
bytes=32 time=10ms TTL=253

Reply from 152.
Reply from 192
Reply from 192.168.
Reply from 192.168.

bytes=32 time=lms TTL=12
bytes=32 time=llms TTL=1
bytes=32 time=llms TTL=1
bytes=32 time=1llms TTL=1

-

B
o o
w

[SEUSIN SIS

2
2
2
2

(SRS

[= 3= ==

7
2
2
2

7
7

Ping statistics for 200.123.211.1:

Packets: Sent = 4, Received 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 13ms, Average = Sms

Ping statistics for 152.168.20.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1llms, Average = 8ms
>ping 192.168.21.255

Pinging 192.168.21.255 with 32 bytes of data: C:\>ping 152.168.30.5
Reply from 152. bytes=32 time=lms TTL=255
from 192. bytes=32
from 192.168. bytes=32 time=10ms TTL=255
from 192. .3: bytes=32 time=1llms TTL=128
from 192.168.21.1: bytes=32Z time<lms TTL=255
from 192. - -3: bytes=32 time=10ms TTL=12Z8
from 192. - bytes=32
from 192. - bytes=32

Pinging 132.168.30.5 with 32 bytes of data:

Reply from 192.168.30.5: time=4ms TTL=126

Reply from 192.168.30.5: bytes=32 time=12ms TTL=12¢
Reply from 192.168.30.5: bytes=32 time=13ms TTL=126
Reply from 192.168.30.5: bytes=32 time=13ms TTL=126

Ping statistics for 192.168.30.5:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
4ms, Maximum = 13ms, Average = 1l0ms

Ping statistics for 192.168.21.255:

Packets: Sent = 4, Received 8, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1llms, Average = 4ms

Desde Laptop31:

Laptop31 Laptop31

Physical Config Desktop | Programming | Attributes

'ommand Prompt

C:\>ping 2001:DB8:13 9C0:80F:302

Physical Config Desktop Programming Attributes

ommand Prompt

Pinging 2001:DB8:130::9C0:80F:302 with 32 bytes of data: p \*> " 192 168.20.3
:\>ping 2.168.20.
from 2001:DB8:130:: : bytes=32 time=11lms TTL=128
from 2 130 bytes=32 time<lms TTL=128
from 8:130 bytes=32 time<lms TTL=128
from :DB8:130::9C0:80F:302: bytes=32 time<lms TTL=128

Pinging 192.168.20.3 with 32 bytes of data:

3: bytes=32 time=1lms TTL=12¢
3: bytes=32 time=léms TTL=126
3: bytes=32 time=10ms TTL=126
3: bytes=32 TTL=126

Reply from 152.168.2
Reply from 192.168.2
Reply from 192.168.2
Reply 192.168.2

Ping statistics for 2001:D 0::9C0:80F:302: -
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), .
Approximate round trip times in milli-second
Minimum = Oms, Maximum = 1lms, Average = 2ms -
C:\>ping 200.123.211.1 Ping statistics for 192.168.20.3
Packets: Sent = 4, Received 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum 10ms, Maximum = léms, Average = 12ms

Pinging 200.123.211.1 with 32 bytes of data:

from 200.123.211.
from 200. .211.
from 200. .211.

20

from 200.123.211.

\>ping 192.168.21.3

Ping statistics for 200.1 1- Pinging 1592.168.21.3 with 32 bytes of data:
Packets: Sent = 4, Received =| 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = éms, Maximum = 15ms, Average = 1llms

Reply from 192.168.21.3: bytes=32 ti TTL=126
Reply from 192.168.21.3: bytes=32 ti TTL=12¢6
Reply from 21.3: bytes=32 time=lms TTL=126

Reply from .21.3: bytes=32 time=15ms TTL=126¢

C:\>ping 192.168.30.255
Pinging 192.168.30.255 with 32 bytes of data:

Ping statistics for 152.168.21
Packets: Sent = 4, Received 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

from 192.168.30.
from 192.168.30.
from 192.168.30.
from 192.168.30.
from 192.168.30.

ms TTL=255
ms TTL=128
ms TTL=128
ms

TTL=128 Minimum = 1ms, Maximum = 23ms, Average = 12ms

ESENECN N

1ms TTL=1.

Desde Laptop30:
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Laptop30 Laptop30

Physical Config Desktop Programming Attributes

Physical Config Desktop Programming Attributes

‘ommand Prompt
C:\>ping 2001:DB8:130::9C0:80F:302 ommand Prompt

Pinging 2001:DB8:130::9C0:80F:302 with 32 bytes of dat
:\>ping 182.168.21.2
from 2001:DB8: :B0F:302: bytes=32 time=lms TTL=128
from 200 2: bytes: time<lms TTL=128
from 2001:DB8: bytes time<lms TTL=128
from 200 :130::9C0:80F:302: bytes: time<lms TTL=128

Pinging 192.168.21.2 with 32 bytes of data:

Reply from 192.168.
from 192.168.
from 192.16€8.
from 192.168.

bytes=32 time=2ms TTL=12¢
bytes=32 time=1l4ms TTL=126
bytes=32 time=1l4ms TTL=12¢&
bytes=32 time=1l4ms TTL=12¢

Ping statistics for 2001:DBB:130::9C0:80F:302:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = Oms

[SE SIS
[
[ SIS

C:\>ping 200.123.211.1 e
ing statistics for 192.168.21.2

Pinging 200.123.211.1 with 32 bytes of data: Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 1l4ms, Average = llms

Reply from 200.12 bytes
Reply from 200.123.211.1: bytes=32
Reply from 200.123.211.1: bytes=32
Reply from 200.123.211.1: bytes=32 \>ping 192.168.20.2
ing statistics for 200.123.211.1:

Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:

Minimum = 12ms, Maximum = 28ms, Average = 18ms

Pinging 192.168.20.2 with 32 bytes of dat

Reply from 192.168.20.2: bytes=32 time=2ms TTL=12¢
Reply from 1352.168. bytes=32Z time=10ms TTL=126
Reply from 1352.168. bytes=32 time=10ms TTL=12¢6
Reply from 1382_168. bytes=32 time=léms TTL=12¢&

C:\>ping 192.168.30.255
inging 192.168.30.255 with 32 bytes of data:

from 192.168.30.3: bytes=

from 192.168.30.2

from 192.168.30.5: time=2ms TTL=128
from 192.168.30.6:

from 192.168.30.1:

from 192.168.30.3: time<lms TTL=128
from 192.168.30.2: time<lms TTL=128

ng statistics for 1592.168.20.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = léms, Average = Sms

Desde PC31:

PC31 !

PC31

Physical Config Desktop Programming Attributes

B 0 SR
ommand Prompt

C:\>ping 1592.168.21.3

:\>ping 2001:DB8:130::9C0:80F:302
Pinging 200 38 = ::9C0:80F:302 with

Reply from 2001:DB8:130::9C0:80F: 2
Reply from S80F: 2
Reply from 200 ] 80F: 2 time=lms TTL=128
Reply from 2 19C0:80F:302: bytes=32 time<lms TTL=128

nging 192.168.21.3 with 32 bytes of data:

from 192.168.21.3: bytes=32 time=13ms
from 192.168.21.3: bytes=32 time=léms
from 192.168.21.3: bytes=32 time=1l4ms
from 1592.168.21.3: bytes=32 time=1llms

Ping statistics for 2001:DB8:130: 2

Packets: Sent = 4, Received 0 (0% loss),
Approximate round trip times in milli-seconds

Minimum = Oms, Maximum = 15ms, Average = 4ms

\>ping 200.123.211.1
Ping statistics for 192.168.21.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = léms, Average 13ms

Pinging 200.123.211.1 with 32 bytes of data:

Reply from 200.123. byte. i TTL=253
Reply from 200. byte TTL=253
Reply from 200.123.211.1: bytes=32 time=13ms TTL=253
Reply from 200. .1: byte TTL=253 C:\>ping 192.168.20.2
Ping statistics for 200.123.211.1

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds

Minimum = 13ms, Maximum = 15ms, Average = 13ms

inging 192.168.20.2 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

bytes=32 time=13ms TTL=12¢
bytes=32 time=10ms TTL=12¢&
bytes=32 time=lms TTL=12¢
bytes=32 time=15ms TTL=12¢&

C:\>ping 192.168.30.255

Pinging 192.168.30.255 with ytes of data:

(SIS SN

Reply from 192.168.30. 32 ti TTL=128
Reply from 192.168.30.4: 7ms TTL=128
Reply from 192.168.30.1: 55
Reply from 192.168.30. 128

from 192.168.30.

from 192.168.30.

from 192.168.30.5: i TTL=128

ng statistics for 192.168.20.2:
Packets: Sent 4, Received 4, Lost 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1lms, Maximum = 15ms, Average = Sms

Desde PC30:
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PC30

la <]

PC30

Physical Config Desktop Programming Attributes
Physical Config Desktop Programming Attributes
Prompt

>ping 2001:DB8:130::9C0:80F:302 ommand Prompt

C:\>
C:\>ping 192.168.21.3

Pinging 2001:DB8:130::9C0:80F:302 with 32 bytes of data:

y from 2001:DB: 30 time=1l6éms TTL=128
time<lms TTL=128
time<lms TTL=128
time<lms TTL=128

2001-DB Pinging 192.168.21.3 with 32 bytes of data:

2001:DB

(SIS

Reply from 152_.168.21.3: bytes=32 time=2Zms TTL=12¢6
Reply from 1592.168.21.3: 2 time=léms TTL=12¢
Reply from 152.168.21.3: 2 time=1l4ms TTL=12¢
Reply from 152.168.21.3: bytes=32 time=13ms TTL=12¢

Ping statistics for 2001:DB $:9C0:80F:302:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 16ms, Average = 4ms
C:\>ping 200.123.211.1 . s - . .

Ll “=-c Ping statistics for 192.168.21.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Zms, Maximum = 1éms, Average = llms

Pinging 200.123.211.1 with 32 bytes of data:

Reply from 200. _211.1: bytes=32 time=3ms TTL=253
Reply 200.12 .1: bytes=32
Reply 200. ) .1: bytes=32
Reply from 200. .211.1: bytes=32 time=7ms TTL=253 C:\>ping 192.168.20.3
Ping statistics for 200.123.211.1:

Packets: Sent = 4, Receive 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Pinging 192.168.20.3 with 32 bytes of data:
Minimum = 3ms, Maximum = 16éms, Average = 10ms Reply from 192.168. time=12ms TTL=12¢
Reply from 152_.168.2 2 time=15ms TTL=12¢&
168 : bytes=32 time=13ms TTL=12¢
le8 : bytes=32 time=1l4ms TTL=12¢

C:\>ping 192.168.30.255
Reply from 152.

Pinging 192.168.30.255 with 32 bytes of data: Reply from 152.

Reply from 192.168.30.3: 'S time=12ms TTL=128
y from 192.168 'S time=14ms TTL=128
y from 192.168.30. s time=15ms TTL=128
192. - 'S time=15ms TTL=255

192. -30. s = time=15ms TTL=
192. -30.3: by time=3ms TTL=128

Ping statistics for 192.168.20.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 12ms, Maximum = 15ms, Average = 13ms

4.1.2 ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.
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Nombre
Administracion

Mercadeo

Mantenimiento

m Internet VLAN Direccionamiento
- | 30 192.168.30.0/24
| 40 192.168.40.0/24

FO/0

| 200 192.168.200.0/24
209.165.200.230 - 209.165.200.224/29 v

172.31.21.0130

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires
For24 | 802.1Q

192.168.99.3
192.168.99.2

Se implementa la simulacién en packet tracert:
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— TR

Int t
Cable-Mbdem-PT Cloud-PT nteme CI#-PT
Cable r'odeml Internet PC In eret

— Cable ﬁdem T

PC-PT Cable Todemo
209.165.200.230 Miami
172.31.21.0/30 1841
172.31.23.0/30
Bogotd l DCE
1 41
. OSPF 1341
' Area 0 R3
TRUNK Buenos Aires
192.168.99.2 Y =S m————_
.168.99.3
295! = 2osfr2e
1 ]
| VL30 | VL40
DHCP D DHCP D
. 7 ‘—f ’
PC-PT PC-PT
PC-A PCC

4.1.2.1 Configurar el direccionamiento |IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario.

A continuacion se muestran los comandos de configuracién utilizados para la
implementacion de la topologia bajo los requerimientos suministrados:

R1# conf t
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface FastEthernet0/0
1(config-if)# description GESTION SW
1(config-if)# ip address 192.168.99.1 255.255.255.0
1(config-if)# duplex auto
1(config-if)# speed auto
1(config-if)#!
1(config-if)#interface FastEthernet0/0.30
1(config-subif)# description ADMINISTRACION
R1(config-subif)# encapsulation dot1Q 30
1(config-subif)# ip address 192.168.30.1 255.255.255.0
1(config-subif)#!
1(config-subif)#interface FastEthernet0/0.40
1(config-subif)# description MERCADEO
1(config-subif)# encapsulation dot1Q 40
1(config-subif)# ip address 192.168.40.1 255.255.255.0
1(config-subif)#!

N N N N N N S N
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R1
R1
R1
R1
R1
R1
R1
R1
R1
R1

config-subif)#interface FastEthernet0/0.200
config-subif)# description MANTENIMIENTO
config-subif)# encapsulation dot1Q 200
config-sublf)# ip address 192.168.200.1 255.255.255.0
config-subif)#!

config-if)#!

config-if#interface Serial0/0/0

config-if}# description Hacia R2

config-if)# bandwidth 256

config-if)# ip address 172.31.21.1 255.255.255.252
R1(config-if)# ip ospf cost 9500

R1(config-if)# clock rate 128000

R1(config-ify#end

R1#

o~~~ o~ o~ S~

R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(conﬁg)#
config)#interface LoopbackO
config-if)# description Web Server
config- |f)# ip address 10.10.10.11 255.255.255.255
2(config-if)#!
config-if
config-if
config-if
config-if
config-if
config-if
config-if)#!
config-if
config-if

R2(
R2(
E
R2( #mterface FastEthernet0/0
R2(
R2(
R2(
R2(
R2(
R2(
R2(
R2(
R2(config-if
R2(
R2(
R2(
R2(
R2(
R2(
R2(
R2(
R2(
R2(
R2(
R2(
R2(

# description Hacia Internet

# ip address 209.165.200.225 255.255.255.248
# ip nat outside

# duplex auto

# speed auto

#mterface FastEthernet0/1
# no ip address

# duplex auto

# speed auto

# shutdown

config-if
config-if
config-if)#!
config-if
config-if
config-if
config-if
config-if
config-if
config-if
config-if)#!
config-if
config-if

#mterface Serial0/0/0

# description HACIA R3

# bandwidth 256

# ip address 172.31.23.2 255.255.255.252
# ip ospf cost 9500

# ip nat inside

# clock rate 128000

#mterface Serial0/1/0
# description Hacia R1

vvvvvvvvvvvvvvvvvvvvvvvv
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# bandwidth 256

# ip address 172.31.21.2 255.255.255.252
# ip nat inside

#end

2(config-if
R2(config-if

2(config-if
R2(config-if
R2#

N N N N

R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface Loopback4
R3(config-if)}# description Loopback4
R3(config-if)# i |p address 192.168.4.1 255.255.255.0
R3(config-if)#
R3(config-if
R3(config-if
R3(config-if
R3(config-if)#
R3(config-if
R3(config-if
R3(config-if
R3(config-if
R3#

#mterface Loopback5
# description Loopback5
#i |p address 192.168.5.1 255.255.255.0

#mterface Loopback6

# description Loopback6

# ip address 192.168.6.1 255.255.255.0
#end

vvvvvvvvvv

4.1.2.2 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:
OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1.1.1.1

Router ID R2 5.5.5.5

Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales
en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Se muestran los comandos de configuracién de enrutamiento dinamico de estado
de enlace indicados en la topologia con los parametros solicitados:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)# router-id 1.1.1.1

R1(config-router)# log-adjacency-changes

R1(config-router)# passive-interface default

R1(config-router)# no passive-interface Serial0/0/0

Py

29




R1(config-router)# network 172.31.21.0 0.0.0.3 area 0
R1(config-router)# network 192.168.30.0 0.0.0.255 area 0

3

R1(config-router)# network 192.168.40.0 0.0.0.255 area 0
)
)

Py

R1(config-router)# network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#end
R1#

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)# router-id 5.5.5.5

R2(config-router)# log-adjacency-changes
R2(config-router)# redistribute static

% Only classful networks will be redistributed
R2(config-router)# passive-interface default
R2(config-router)# no passive-interface Serial0/0/0
R2(config-router)# no passive-interface Serial0/1/0
R2(config-router)# network 172.31.21.0 0.0.0.3 area 0
R2(config-router)# network 172.31.23.0 0.0.0.3 area 0
R2(config-router)# network 10.10.10.11 0.0.0.0 area 0
R2(config-router)# default-information originate
R2(config-router)#

R2(config-router)#

R2(config-router)#end

R2#

P~ A A P P P~ P~ P~

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)# router-id 8.8.8.8

R3(config-router)# log-adjacency-changes
R3(config-router)# passive-interface default
R3(config-router)# no passive-interface Serial0/0/0
R3(config-router)# network 172.31.23.0 0.0.0.3 area 0
R3(config-router)# network 192.168.4.0 0.0.0.255 area 0
R3(config-router)# network 192.168.5.0 0.0.0.255 area 0
R3(config-router)# network 192.168.6.0 0.0.0.255 area 0
R3(config-router)#

R3(config-router)#end

R3#

o~ o~ o~ —

4.1.2.3 Verificar informacion de OSPF. Visualizar tablas de enrutamiento y routers
conectados por OSPFv2
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Mediante los comandos tipo “show” se evidencia el correcto funcionamiento del
protocolo dinamico en los tres routers de la topologia:

Physical | Config | CU | Attributes

10S Command Line Interface

Physical | Config | CUI

Attributes

10S Command Line Interface

Rl#show ip ospf neighbor

Dead Time Address
00:00:32 172.31.21.2

Interface
Serialo/0/0

Neighbor ID Pri  State
5.5.5.5 0  FULL/ -
Rl#show ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, 52 - OSPF external type 2, E - ZGP

i - Is-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate defasult, U - per-user static route, o - ODR

P - pericdic downloaded static route

Gateway of last resort is 172.31.21.2 to network 0.0.0.0
10.0.0.0/32 is subnetted, 1 subnets

o 10.10.10.11 [110/9501] via 172.31.21.2, 03:53:23, Serial0/0/0
172.31.0.0/30 is subnetted, 2 subnets

c 172.31.21.0 is directly connected, Serial0/0/0

o 172.31.23.0 [110/18000] via 172.31.21.2, 03:53:23, Serial0/0/0
192.168.4.0/32 is subnetted, 1 subnets

o 152.168.4.1 [110/13001] via 172.31.21.2, 00:01:51, Serial0/0/0
152.168.5.0/32 is subnetted, 1 subnets

o 192.168.5.1 [110/19001] via 172.31.21.2, 00:01:51, Serial0/0/0

152.168.6.0/32 is subnetted, 1 subnets
o 192.168.6.1 [110/19001] via 172.31.21.2, 00:01:51, Serial0/0/0
c 152.168.30.0/24 is directly connected, Fa! ernet0/0.30
c 152.168.40.0/24 is directly connected, Fa! ernet0/0.40
c 152.168.99.0/24 is directly connected, Fa! ernet0/0
c
o

152.168.200.0/24 is directly connected, FastZthernet0/0.200
*E2 0.0.0.0/0 [110/1] via 172.31.21.2, 03:59:23, Serial0/0/0

Physical | Config | CUI

Attributes

10S Command Line Interface

R2#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
8.8.8.8 0 FULL/ - 00:00:30 172.31.23.1 Serial0/0/0
1.1.1.1 0 FULL/ - 00:00:30 172.31.21.1 Serial0o/1/0

R2#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSDF NSSA external type 2
E1 - OSPF external type 1, 52 - OSPF exvernal type 2, © - ZGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

10.0.0.0/32 is subnetted, 1 subnets

c 10.10.10.11 is directly connected, Loopback0
172.31.0.0/30 is subnetted, 2 subnets

c 172.31.21.0 is directly connected, Serial0/1/0

c 172.31.23.0 is directly connected, Serizl0/0/0
192.168.4.0/32 is subnected, 1 subnets

o 192.168.4.1 [110/9501] via 172.31.23.1, 00:02:08, Serial0/0/0
192.168.5.0/32 is subnetted, 1 subnets

o 192.168.5.1 [110/9501] via 172.31.23.1, 00:02:08, Serial0/0/0

192.168.6.0/32 is subnetted, 1 subnets
o 132.168.6.1 [110/9501] via 172.31.23.1
o 192.168.30.0/24 [110/391] via 172.31.21
o 192.168.40.0/24 [110/391] via 172.31.21 :03:04, Serial0/1/0
o 192.168.200.0/24 [110/391] via 172.31.21.1, 00:03:04, Serial0/1/0

209.165.200.0/29 is subnetted, 1 subnets

209.165.200.224 is d. 1 0

S* 0.0.0.0/0 is directly connected, FastZthernet0/0

00:02:08, Serial0/0/0
104, Serial0/1/0

R3#show ip ospf neighbor

Address
17z.31.23.2

Dead Time
00:00:38

Neighbor ID Pri  State
5.5.5.5 0 FULL/ -
R3gshow ip route

E1 - OSPF external type 1, E

arez
* - candidate default, U - per-user static route, o - ODR
P - pericdic downlcaded static route

Gateway of last resort is 172.31.23.2 to network 0.0.0.0

10.0.0.0/32 is subnetted, 1 subnets

Interface
Serial0/0/0

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

- OSPF external type 2, E - EGP

i - Is-Is, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter

o 10.10.10.11 [110/9501] via 172.31.23.2, 00:03:31, Serial0/0/0
172.31.0.0/30 is subnetted, 2 subnets

o 172.31.21.0 [110/9830] via 172.31.23.2, 00:03:31, Serial0/0/0

c 172.31.23.0 is directly connected, Serial0/0/0

c 152.168.4.0/24 is directly L

c 152.168.5.0/24 is directly , Loopback

c 192.168.6.0/24 is directly connected, Loopbacké

o 152.168.30.0/24 [110/9891] via 172.31.23.2, 00:03:31, Serial0/0/0

o 192.168.40.0/24 [110/9891] via 172.31.23.2, 00:03:31, Serial0/0/0

o 192.168.200.0/24 [110/9891] via 172.31.23.2, 00:03:31, Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 172.31.23.2, 00:03:31, Serial0/0/0

4.1.2.4 Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface. Visualizar el OSPF Process ID, Router ID,

Address summarizations,
configuradas en cada router.

Routing Networks, and passive interfaces

El comando que nos permite ver al detalle la configuracion del protocolo OSPF
sobre cada una de las interfaces se muestra a continuaciéon (aunque el comando
que lista el resumen de las interfaces no esta disponible en la version de I0S del
simulador Packet Tracer: 12.4(15)T1, el datalle del comando “show ip ospf
interface” nos muestra mayor informacion):

31



R1#show ip ospf interface

FastEthernet0/0.30 is up, line protocol is up

Internet address is 192.168.30.1/24, Area O

Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, Interface address 192.168.30.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

FastEthernet0/0.40 is up, line protocol is up

Internet address is 192.168.40.1/24, Area O

Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, Interface address 192.168.40.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 2/2, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

FastEthernet0/0.200 is up, line protocol is up

Internet address is 192.168.200.1/24, Area O

Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, Interface address 192.168.200.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 3/3, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

Serial0/0/0 is up, line protocol is up
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Internet address is 172.31.21.1/30, Area 0

Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:06

Index 4/4, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 5.5.5.5

Suppress hello for 0 neighbor(s)

R1#

R1# show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1

Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4

Routing for Networks:

172.31.21.00.0.0.3 area 0

192.168.30.0 0.0.0.255 area 0

192.168.40.0 0.0.0.255 area 0

192.168.200.0 0.0.0.255 area 0

Passive Interface(s):

Vian1

FastEthernet0/0

FastEthernet0/1

FastEthernet0/0.30

FastEthernet0/0.40

FastEthernet0/0.200

Routing Information Sources:

Gateway Distance Last Update

1.1.1.1 110 00:08:01

5.5.5.5 110 00:05:46

8.8.8.8 110 00:05:46

Distance: (default is 110)

R1#

R2#show ip ospf interface



LoopbackO is up, line protocol is up

Internet address is 10.10.10.11/32, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.23.2/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04

Index 2/2, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor 8.8.8.8

Suppress hello for 0 neighbor(s)

Serial0/1/0 is up, line protocol is up

Internet address is 172.31.21.2/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 390
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04

Index 3/3, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 1.1.1.1

Suppress hello for 0 neighbor(s)

R2# show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5

It is an autonomous system boundary router
Redistributing External Routes from,

static

Number of areas in this router is 1. 1 normal 0 stub 0 nssa



Maximum path: 4

Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area O
10.10.10.11 0.0.0.0 area O
Passive Interface(s):

Vian1

FastEthernet0/0
FastEthernet0/1

LoopbackO

Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:10:25

5.5.5.5 110 00:08:11

8.8.8.8 110 00:08:11
Distance: (default is 110)

R2#
R3#show ip ospf interface

Loopback4 is up, line protocol is up

Internet address is 192.168.4.1/24, Area 0

Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Loopbacks is up, line protocol is up

Internet address is 192.168.5.1/24, Area 0

Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Loopback®6 is up, line protocol is up

Internet address is 192.168.6.1/24, Area 0

Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.23.1/30, Area 0

Process ID 1, Router ID 8.8.8.8, Network Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:00

Index 4/4, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec
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Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5

Suppress hello for 0 neighbor(s)

R3# show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 8.8.8.8

Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4

Routing for Networks:

172.31.23.00.0.0.3 area 0

192.168.4.0 0.0.0.255 area 0

192.168.5.0 0.0.0.255 area 0

192.168.6.0 0.0.0.255 area 0

Passive Interface(s):

Vian1

FastEthernet0/0

FastEthernet0/1

Loopback4

Loopback5

Loopback6

Routing Information Sources:

Gateway Distance Last Update

1.1.1.1 110 00:11:28

5.5.5.5 110 00:09:14

8.8.8.8 110 00:09:14

Distance: (default is 110)

R3#

4.1.2.5 Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde
a la topologia de red establecida.

Se configuran ambos SW con password enable secret: ccna y usuario local: admin
con password admin para el correcto funcionamiento de ssh. Tambien se muestra
la configuracion de seguridad aplicada de acuerdo a las buenas practicas
aprendidas en el diplomado:

S1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#service password-encryption

S1(config)#enable secret ccna
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S1(config
S1(config
S1(config
S1(config
S1(config)#username admin secret ccna
S1(config)#!

S1(config)#vian 30

S1(config-vlan)#¥name ADMINISTRACION
S1(config-vlan)#vlan 40
S1(config-vlan)¥name MERCADEO
S1(config-vlan)#vlan 99
S1(config-vlan)#name GESTION_SW
S1(config-vlan)#vlan 200
S1(config-vlan)#¥name MANTENIMIENTO
S1(config-vlan)#vlan 4094

S1(config-vlan
S1(config-vlan
S1(config-vlan
S1(config)#!
S1(config)#interface FastEthernet0/1
S1(config-if)# description HACIA PC-A
S1(config-if)# switchport access vlan 30
S1(config-if)# switchport mode access
S1(config-if)#!

S1(config-if)#interface FastEthernet0/2
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/3
S1(config-if)# description HACIA SW3
S1(config-if)# switchport trunk native vlan 99
S1(config-if)# switchport mode trunk
S1(config-if)# switchport nonegotiate
S1(config-if)#!

S1(config-if)#interface FastEthernet0/4
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/5
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

#ip ssh version 2

#no ip domain-lookup

#ip domain-name ccna-unad.com
#!

N N N N N N

#
H#exit

N N N N N N N S N N

#name VLAN_DE_SEGURIDAD
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S1(config-if)#interface FastEthernet0/6
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/7
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/8
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/9
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/10
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/11
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/12
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/13
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/14
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlian 4094
S1(config-if)# shutdown

S1(config-if)#!
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S1(config-if)#interface FastEthernet0/15
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/16
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/17
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/18
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/19
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/20
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/21
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/22
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface FastEthernet0/23
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlian 4094
S1(config-if)# shutdown

S1(config-if)#!
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S1(config-if)#interface FastEthernet0/24
S1(config-if)# description HACIA R1
S1(config-if)# switchport trunk native vlan 99
S1(config-if)# switchport mode trunk
S1(config-if)#!

S1(config-if)#interface GigabitEthernet0/1
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface GigabitEthernet0/2
S1(config-if)# description DESHABILITADO
S1(config-if)# switchport access vlan 4094
S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface Vlan1

S1(config-if)# no ip address

S1(config-if)# shutdown

S1(config-if)#!

S1(config-if)#interface VIan99

S1(config-if)# description GESTION_SW1
S1(config-if)# ip address 192.168.99.2 255.255.255.0
S1(config-if)#!

S1(config-if)#ip default-gateway 192.168.99.1
S1(config)#!

S1(config)#banner motd AC

Enter TEXT message. End with the character '*'.
ESTA PROHIBIDO EL ACCESO SIN AUTORIZACION!

EN ESTE MOMENTO ESTE ACCESO ESTA SIENDO MONITOREADO...

rC

S1(config)#!

S1(config)#!

S1(config)#!

S1(config)#line con 0
S1(config-line)#!
S1(config-line)#line vty 0 4
S1(config-line)# login local
S1(config-line)# transport input ssh
S1(config-line)#line vty 5 15
S1(config-line)# login local
S1(config-line)# transport input ssh
S1(config-line)#end

S1#
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S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#service password-encryption
S3(config)#enable secret ccna

S3(config)#!

S3(config)#!

S3(config)#vtp mode transparent

Setting device to VTP TRANSPARENT mode.
S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRACION
S3(config-vlan)#vlan 40

S3(config-vlan)¥name MERCADEO
S3(config-vlan)#vlan 99

S3(config-vlan)#name GESTION_SW
S3(config-vlan)#vlan 200
S3(config-vlan)#¥name MANTENIMIENTO
S3(config-vlan)#vlan 4094
S3(config-vlan)#name VLAN_DE_SEGURIDAD
S3(config-vian)#exit

S3(config)#!

S3(config)#ip ssh version 2

S3(config)#no ip domain-lookup
S3(config)#ip domain-name ccna-unad.com
S3(config)#!

S3(config)#username admin secret ccna
S3(config)#!

S3(config)#!

S3(config)#spanning-tree mode pvst
S3(config)#!

S3(config)#interface FastEthernet0/1
S3(config-if)# description HACIA PC-C
S3(config-if)# switchport access vlan 40
S3(config-if)# switchport mode access
S3(config-if)#!

S3(config-if)#interface FastEthernet0/2
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/3
S3(config-if)# description HACIA SW1
S3(config-if)# switchport trunk native vian 99
S3(config-if)# switchport mode trunk
S3(config-if)# switchport nonegotiate



S3(config-if)#!

S3(config-if)#interface FastEthernet0/4
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/5
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/6
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/7
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/8
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/9
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/10
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/11
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/12
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown
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S3(config-if)#!

S3(config-if)#interface FastEthernet0/13
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/14
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/15
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/16
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/17
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/18
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/19
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/20
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/21
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown
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S3(config-if)#!

S3(config-if)#interface FastEthernet0/22
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/23
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface FastEthernet0/24
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface GigabitEthernet0/1
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface GigabitEthernet0/2
S3(config-if)# description DESHABILITADO
S3(config-if)# switchport access vlan 4094
S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface Vlan1

S3(config-if)# no ip address

S3(config-if)# shutdown

S3(config-if)#!

S3(config-if)#interface VIan99

S3(config-if)# description GESTION_SW
S3(config-if)# ip address 192.168.99.3 255.255.255.0
S3(config-if)#!

S3(config-if)#ip default-gateway 192.168.99.1
S3(config)#!

S3(config)#banner motd AC

Enter TEXT message. End with the character '*'.
ESTA PROHIBIDO EL ACCESO SIN AUTORIZACION!

EN ESTE MOMENTO ESTE ACCESO ESTA SIENDO MONITOREADO...

rC

S3(config)#!
S3(config)#!
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S3(config)#!

S3(config)#line con 0
S3(config-line)#!
S3(config-line)#line vty 0 4
S3(config-line)# login local
S3(config-line)# transport input ssh
S3(config-line)#line vty 5 15
S3(config-line)# login local
S3(config-line)# transport input ssh
S3(config-line)#end

S3#

4.1.2.6 En el Switch 3 deshabilitar DNS lookup

Con el siguiente comando se confirma la des-habilitacion de la busqueda recursiva
de dominios:

S3(config)#no ip domain-lookup
4.1.2.7 Asignar direcciones IP a los Switches acorde a los lineamientos.
Se configuran la interface VLAN de Gestion en ambos switches:

S1(config-if)#interface VIan99

S1(config-if)# description GESTION_SW1
S1(config-if)# ip address 192.168.99.2 255.255.255.0
S1(config-if)#!

S1(config-if)#ip default-gateway 192.168.99.1
S1(config)#

S3(config-if)#interface VIan99

S3(config-if)# description GESTION_SW
S3(config-if)# ip address 192.168.99.3 255.255.255.0
S3(config-if)#!

S3(config-if)#ip default-gateway 192.168.99.1
S3(config)#

4.1.2.8 Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

Se utiliza el comando ‘“interface-range” para facilitar la configuracion de
desactivacion de las interfaces que no estan en uso:

S1(config-if-range)#interface range f0/2

S1(config-if-range)#shut
S1(config-if-range)#interface range f0/4-23
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S1(config-if-range)#shut
S1(config-if-range)#end
S1#

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int range fa0/2

S3(config-if-range)#shut

S3(config-if-range)#int range fa0/4-24

S3(config-if-range)#shut

S3(config-if-range)#end

S3#

4.1.2.9 Implement DHCP and NAT for IPv4
Implementando DHCP para IPv4 en R1:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#!

R1(config)#ip dhcp pool ADMINISTRACION

R1(dhcp-config)# network 192.168.30.0 255.255.255.0
R1(dhcp-config)# default-router 192.168.30.1

R1(dhcp-config)# dns-server 10.10.10.11

R1(dhcp-config)#ip dhcp pool MERCADEO

R1(dhcp-config)# network 192.168.40.0 255.255.255.0
R1(dhcp-config)# default-router 192.168.40.1

R1(dhcp-config)# dns-server 10.10.10.11

R1(dhcp-config)#end

R1#

PSS

Implementando NAT para IPv4 en R2:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#ip access-list standard NAT_INTERNET

R2(config-std-nacl)# permit 192.168.0.0 0.0.255.255

R2(config-std-nacl)#exit

R2(config)#ip nat inside source list NAT_INTERNET interface FastEthernet0/0
overload

R2(config)#

R2(config)#interface FastEthernet0/0
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R2
R2
R2
R2

config-if
config-if
config-if
config-if
R2(config-if
R2(config-if
R2#

# ip nat outside
#interface Serial0/0/0
# ip nat inside
#interface Serial0/1/0
# ip nat inside

#end

P~ A~ P~~~
N N N N N N

4.1.210 Configurar R1 como servidor DHCP para las VLANs 30 y 40.

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)# network 192.168.30.0 255.255.255.0
R1(dhcp-config)# default-router 192.168.30.1
R1(dhcp-config)# dns-server 10.10.10.11
R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)# network 192.168.40.0 255.255.255.0
R1(dhcp-config)# default-router 192.168.40.1
R1(dhcp-config)# dns-server 10.10.10.11
R1(dhcp-config)#end

R1#

. —~ ~ ~ ~

4.1.2.11 Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estaticas.

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

Name: ADMINISTRACION
Configurar DHCP pool para VLAN DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO

Configurar DHCP pool para VLAN DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

4.1.212 Configurar NAT en R2 para permitir que los host puedan salir a

internet
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Implementando NAT para IPv4 en R2:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#ip access-list standard NAT_INTERNET

R2(config-std-nacl)# permit 192.168.0.0 0.0.255.255

R2(config-std-nacl)#exit

R2(config)#ip nat inside source list NAT_INTERNET interface FastEthernet0/0

overload

R2(config)#

R2(config)#interface FastEthernet0/0

R2(config-if)# ip nat outside

R2(config-if)#interface Serial0/0/0

R2(config-if)# ip nat inside

R2(config-if)#interface Serial0/1/0

R2(config-if)# ip nat inside

R2(config-ify#end

R2#

41.213 Configurar al menos dos listas de acceso de tipo estandar a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Se configuran y aplican ACL para filtrar el acceso IP al segmento de red de
gestion de la VLAN 99 desde otros dominios de difusion pertenecientes a los otros
enrutadores:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#access-list 10 deny 192.168.99.0 0.0.0.255
R1(config)#access-list 10 permit any

R1(config)#end

R1#

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface serial 0/0/0

R1(config-if)#ip access-group 10 out

R1(config-ify#end

R1#

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#access-list 11 deny 192.168.100.0 0.0.0.255
R1(config)#access-list 11 permit any

R1(config)#

R1(config)#int f0/0
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R1(config-if)#ip access-group 11 in
R1(config-ify#end

R1#

4.1.214 Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1 o R3
hacia R2.

Se configuran y aplican ACL extendidas para filtrar el acceso TCP puerto 8080 y
443 a dos host de prueba de cada uno de los segmentos de red asociados a las
VLAN 30 y 40 sin afectar el flujo normal de trafico IP para el resto de los
dispositivos de cada segmento de red:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip access-list extended FILTRO_8080
R1(config-ext-nacl)#deny tcp host 192.168.40.100 any eq 8080
R1(config-ext-nacl)#permit ip any any

R1(config-ext-nacl)#exit

R1(config)#int fa0/0.40

R1(config-subif)#ip access-group FILTRO_8080 in
R1(config-subif)#end

R1#

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip access-list extended FILTRO_443
R1(config-ext-nacl)#deny tcp host 192.168.30.101 any eq 443
R1(config-ext-nacl)#permit ip any any

R1(config-ext-nacl)#exit

R1(config)#int fa0/0.30

R1(config-subif)#ip access-group FILTRO_443 in
R1(config-subif)#end

R1#

PRy

4.1.2.15 Verificar procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

Se verifica en R2 tabla de enrutamiento, conectividad hacia internet y
translaciones de PAT:
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L Physical I Config | | Attributes l

10S Command Line Interface

RZ¢show ip route | be Gateway A
Gateway of last rescrt is 0.0.0.0 to network 0.0.0.0

10.0.0.0/32 is subnetted, 1 subnets

c 10.10.10.11 is directly ccnnected, Locpback0
172.31.0.0/30 is subnetted, 2 subnets
c 172.31.21.0 is directly connected, Serial0/1/0
c 172.31.23.0 is directly connected, Serizl0/0/0
192.168.4.0/32 is subnetted, 1 subnets
(o] 192.168.4.1 [110/9501] wvia 172.31.23.1, 00:13:02, Serial0/0/0

192.1€8.5.0/32 is subnetted, 1 subnets
192.1€8.5.1 [110/9501] wvia 172.31.23.1, 00:13:02, Serial0/0/0
1592.168.6.0/32 is subnetted, 1 subnets
152.168.6.1 [110/9501] wvia 172.31.23.1, 00:13:02, Serial0/0/0
192.1€8.30.0/24 [110/3%91] wia 172.31.21.1, 00:13:02, Serizl0/1/0
192.168.40.0/24 [110/391] wvia 172.31.21.1, 00:13:02, Serial0/1/0
192.168.200.0/24 [110/391] wvia 172.31.21.1, 00:13:02, Serial0/1/0
209.165.200.0/29 is subnetted, 1 subnets
c 203.165.200.224 is directly connected, FastEthernet0/0
5% 0.0.0.0/0 is directly connected, FastEthernet0/0

o

0000

RZ¢ping 209.165.200.230

Type escape segquence to zbort.
Sending 5, 100-byte ICMP Eches te 209.165.200.230, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/5/7 ms

RZgshow ip nat translations

Pro Inside global Inside local Cutside local Cutside global

icmp 209.165.200.225:10241592.168.40.31: 209.165.200.230:5 209.165.200.230:1024
icmp 209.165.200.225:1025192.168.40.31: 209.165.200.230:6 209.165.200.230:1025
icmp 208.165.200.225:1026192.168.40.31: 209.165.200.230:7 209.165.200.230:102¢
icmp 209.165.200.225:10271592.168.40.31: 209.165.200.230:8 209.165.200.230:1027
icmp 209.165.200.225:5 192.168.30.31:5 2059.165.200.230:5 2059.165.200.230:5

icmp 2089.165.200.225:6 192.168.30.31:¢6 209.165.200.230:6 209.165.200.230:6
icmp 2089.165.200.225:7 1592.168.30.31:7 209.165.200.230:7 208.165.200.230:7

W 3 oo

v

Soo Acc ~oan oos

Ao azo an o PV DTNV C VS-SV O V-

Se verifica en R1 tabla de enrutamiento, conectividad hacia internet mediante ping
y traceroute con el origen correspondiente a cada uno de los segmentos de red
LAN configurados para evidenciar el 6ptimo funcionamiento del PAT en R1 y del
enrutamiento:

50



Physical | Config | CLI | Attributes |

10S Command Line Interface

Rlgshow ip route 0.0.0.0
Routing entry for 0.0.0.0/0, supernet

Tag 1, type extern 2, forward metric 1
Routing Descriptor Blocks:
Route metric is 1, traffic share count is 1

Rlgtracercute

Protocel [ip]:

Target IP address: 2035.165.200.230
Source address: 192.168.30.1
Numeric display [n]l: ¥y

Timeout in seconds [3]:

Probe count [3]:

Minimum Time to Live [1]:

Maximum Time te Live [30]:

Type escape sequence to zbort.
Tracing the rcute to 2035.165.200.230

1 172.31.21.2 S msec 1 msec 1 msec
2 209.165.200.230 3 msec 14 msec 3 msec

Rltracercute

Protocel [ip]:

Target IP address: 2035.165.200.230

Scurce address: 152.168.40.1

Numeric display [n]l: ¥

Timeout in seconds [3]:

Probe count [3]:

Minimum Time to Live [1]:

Maximum Time to Live [30]:

Type escape sequence to abort.

Tracing the route to 203.165.200.230

1 172.31.21.2 1 msec 3 msec 0 msec
2 209.165.200.230 10 msec 1 msec 12 msec

22

Known wvia "ospf 1", distance 110, metric 1, candidate default path
Last update from 172.31.21.2 on Seri=l0/0/0, 00:16:48 ago

* 172.31.21.2, from 5.5.5.5, 00:16:48 age, via Serizl0/0/0

Se verifica en R3 tabla de enrutamiento, conectividad hacia internet mediante ping
y traceroute con el origen correspondiente a cada uno de los segmentos de red
LAN configurados para evidenciar el 6ptimo funcionamiento del PAT en R1 y del

enrutamiento:

Physical | Config | CUI | Attrbutes |

Physical | Config | CUI | Attributes |

10S Command Line Interface

10S Command Line Interface

R3ttraceroute
Protocol [ipl:

Target IP address: 209.165.200.230
Scurce address: 192.168.4.1

Numeric display [nl: y

Timeout in seconds (3]:

Probe count [3]:

Minimum Time to Live [1]:

Maximum Time to Live [30]:

Type escape sequence to abort.
Tracing the route to 209.165.200.230

1 msec

1 172.31.23.2 1 msec 1
2 12 msec

2 209.165.200.230 3 msec
R3ttraceroute
Protocol [lipl:

Numeric display [nl: y
Timeout in seconds [31:

Probe count [3]:

Minimum Time to Live [1]:

Maximum Time to Live [30]:

Type escape sequence to abort.
Tracing the route to 209.165.200.230

1 172.31.23.2 20 msec 1 msec 1 msec
2 209.165.200.230 12 msec 1 msec 2 msec

R3ttraceroute

Protocol [ipl:

Target IP address: 209.165.200.230

Source address: 192.168.6.1

Numeric display [nl: y

Timeout in seconds [3]:

Probe count [3]:

Minimum Time to Live [1]:

Maximum Time to Live [30]:

T zo shors

R3trraceroute

Protocol [ipl:

Target IP address: 209.165.200.230
Source address: 192.168.6.1
Numeric display [n]: y

Timeout in seconds [3]:

Probe count [3]:

Minimum Time to Live [1]:

Maximum Time to Live [30]:

Type escape sequence to abort.
Tracing the route to 209.165.200.230

1 172.31.23.2 1 msec 1 msec 0 msec
2 209.165.200.230 11 msec 14 msec 11 msec
R3gshow ip route 0.0.0.0
Routing entry for 0.0.0.0/0, supernet
Known via "ospf 1", distance 110, metric 1, candidate default path
Tag 1, type extern 2, forward metric 1
Last update from 172.31.23.2 on Serial0/0/0, 00:23:26 ago
Routing Descriptor Blocks:
*172.31.23.2, from 5.5.5.5, 00:23:26 ago, via Serial/0/0
Route metric is 1, traffic share count is 1

R3gsho
R3fshow ip ospf nei
R3show ip ospf neighbor

Neighbor ID Pri  State Dead Time Address Interface
5.5.5.5 o  FULL/ - 00:00:33  172.31.23.2 Serial0/0/0
R3z
R3z
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Physical | Config | CLI | Attributes

10S Command Line Interface

R3#ping

Protocol [ip]:

Target IP address: 209.165.200.230
Repezt count [5]:

Datagram size [100]:

Timecut in seconds [2]:

Extended commands [n]l: y

Source address or interface: 192.168.6.1
Type of service [0]:

Set DF bit in IP header? ([no]:
Validate reply data? [nol:

Data pattern [0OxABCD]:

Loose, Strict, Record, Timestamp,
Sweep range of sizes [n]:

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to
Packet sent with a source address

Success rate is 100 percent (5/3),

209.165.200.230,
of 192.168.6.1

round-trip min/avg/max

Verbose [none] @

timeout is

3/7/11 ms

Type of service [0]:

Validate reply data? [neol:
Data pattern [OxABCD]:

Loose, Strict,
Sweep range of sizes [n]:

2 seconds: Sending &,

Success rate is 100 percent

Physical | Config | CLI | Attributes |

10S Command Line Interface

R3¢ping

Protocel [ipl:
Target IP address:
Repeat count [S5]:
Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]: y
Source address or interface:
Type of service [0]:

Set DF bit in IP header? [neo]:
Validate reply data? [nel:

Data pattern [OxABCD]:

Loose, Strict, Receord, Timestamp,
Sweep range of sizes [n]:

Type escape sequence to abort.
Sending S5, 100-byte ICMP Echos to
Packet sent with a source address

209.165.200.230

152.168.4.1

Verbos:

of 192

Success rate is 100 percent (5/5),

e [none] :

.168.4.1

round-trip min/avg/max

209.165.200.230, timeocut is 2 seconds:

11/15/27 ms

Set DF bit in IP header? [no]:

Record, Timestamp,

Type escape sequence to zbort.
100-byte ICMP Eches to
Packet sent with a source address

(s/s5),

10S Command Line Interface
R3¢ping
Proteoceol [ipl:
Target IP address: 209.165.200.230
Repeat count [S5]:
Datagram size [100]:
Timeocut in seconds [2]:
Extended commands [n]: y
Source address or interface: 192.168.5.1

Verbose [none] :

209.165.200.230,
of 182.168.5.1

round-trip min/avg/max

timeout is

2 seconds:

3/9/16 ms

Se verifican translaciones del PAT en R2 para verificar su funcionamiento para los

segmentos de red LAN

en R3:

| Physical | config | clI | Attributes |

10S Command Line Interface

R2E

R2¢show ip nat translations
Pro Inside global Inside local
icmp 209.165.200.225:10192.168.5.1:10
icmp 209.165.200.225:11192.168.4.1:11
icmp 209.165.200.225:12192.168.4.1:12
icmp 209.165.200.225:13192.168.4.1:13
icmp 209.165.200.225:14192.168.4.1:14
icmp 209.165.200.225:15192.168.4.1:15
icmp 209.165.200.225:1 192.168.6.1:1
icmp 209.165.200.225:2 192.168.6.1
icmp 209.165.200.225:3 192.168.6.
icmp 209.165.200.225:4 192.168.6.
icmp 209.165.200.225:5 192.168.6.
icmp 209.165.200.225:6 192.168.5.
icmp 209.165.200.225:7 192.168.5.
icmp 209.165.200.225:8 192.168.5.

1
1
1
1
1
1
icmp 209.165.200.225:9 192.168.5.1

Outside local

209.165.200.230:10
209.165.200.230:11
209.165.200.230:12
2059.165.200.230:13
209.165.200.230:14
209.165.200.230:15
2089.165.200.230:1
209.165.200.230:2
209.165.200.230:3
209.165.200.230:4
209.165.200.230:5
209.165.200.230:¢6
209.165.200.230:7
209.165.200.230:8
209.165.200.230:9

Outside global
209.165.200.230:10
209.165.200.230:11
209.165.200.230:12
209.165.200.230:13
209.165.200.230:14
209.165.200.230:15
209.165.200.230:1
209.165.200.230:2
209.165.200.230:3
209.165.200.230:4
209.165.200.230:5
209.165.200.230:6
209.165.200.230:7
209.165.200.230:8
209.165.200.230:9

Se verifica la conectividad hacia Internet para los PC configurados con DHCP IPv4
en las VLAN 30 y VLAN 40:
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;ommand Prompt
ommand Prompt

C:\>tracert -d 209.165.200.230
Invalid Command.

>ping 209.165.200.230

N 209.165.200.2
C:\>tracert 209.165.200.230 ging 209.165.200.230 with 32 bytes

Tracing route to 209.165.200.230 over a maximum of 30 hops: from 209.165.200.230- bytes=3 . TTL=126
£ R - - : by =

from 209.165.200.230: byte i TTL=126

from 209.165.200.230: byte 2 TTL=12¢

from 209.165.200.230: byte i TTL=12¢

1 1 ms 0 ms 0 ms 192.168.30.1
2 3 ms 10 ms 4 ms 17z2.31.21.2
3 12 ms 10 ms 11 ms 209.165.200.230

Ping statistics for 209.165.200.230:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-second:

Minimum = 1llms, Maximum = 22ms, Average = léms

Trace complete.
C:\>ping 209.165.200.23
Pinging 209.165.200.230 with 32 bytes of data:

>tracert 209.165.200.230
Reply from 209.165.200.230:
Reply from 209.165.200.230:
Reply from 209.165.200.230:
Reply from 209.165.200.230:

time=13ms TTL=126
time=1lms TTL=12¢6
time=1lms TTL=126
time=20ms TTL=12¢&

Tracing route to 209.165.200.230 over a maximum of 30 hops:

[SESETEY]

11 ms 3 ms 0 ms 192.168.40.1
11 ms 13 ms 0 ms 172.31.21.2
Ping statistics for 209.165 11 ms 13 ms 24 ms 205.165.200.230
Packets: Sent = 4, Recei = Lost = 0 (0% loss),
Approximate round trip times in milli-seconds
Minimum = 11ms, Maximum = 20ms, Average

Trace complete.

>ipconfig

C:\>ipconfig

FastEthernet0 Connection: (default port)
FastEthernet(0 Connection: (default por

Link-local IPvé Address 260:3EFF:FE1A

Link-local IPvé Address.. . EB0::202:4AFF:FE73:4EAQ0
IP Address s s 192.168.30.31

Subnet Mask.... B B 255.255.255.0

Default Gateway

IP Address... - : 192.168.40.31
Subnet Mask.. -== 255.255.255.0
Default Gateway 192.168.40.1
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5. CONCLUSIONES

Por medio de la elaboracién de este trabajo practico se ha logrado afianzar y
reforzar el conocimiento tedrico aprendido a traves de la aplicacion practica en los
escenarios propuestos. Se aplicaron los conocimientos en configuracion de
enlaces WAN y LAN aplicando VLSM vy los tipos de interfaces Ethernet y Seriales,
configuracion de protocolos de enrutamiento estatico y de enrutamiento dinamico
IGP de Link State (RIPv2 y OSPF), configuracion de DHPCv4 y DHCPVG6 utilizando
como servidores los router de la simulacion, asi como la delegacion de asignacion
de direccionamiento Ipv6 a un servidor DHCP configurado con este rol,
configuracion de NAT y PAT para simular la conectividad hacia Internet para todos
los segmentos de red LAN permitidos par este fin, configuracion de parametros de
seguridad en switch LAN mediante la aplicacion de las mejores practicas
aprendidas en el diplomado, redistribucion de enrutamiento estatico de la ruta
predeterminada en el protocolo de enrutamiento dinamico interno. Se aprendi6 a
realizar la aplicacion de costos sobre las interfaces WAN para el adecuado calculo
de metrica en el protocolo dinamico a conveniencia del disefio de red presentado.
Se comprobd la operacion y funcionamiento de las ACL estadar y extendidas
como filtro basico de seguridad en los router internos y su utilizacion para el
funcionamiento de PAT (NAT con sobrecarga).

Se comprobd la versatilidad de la herramienta Packet Tracer para simular los
escenarios de telecomunicaciones TCP/IP mediante la inclusion y configuracion de
los tipos de elementos de red utilizados durante del curso: router, switch capa 2,
PC, Laptop, y Servidores; asi como sus opciones disponibles de modularidad de
hardware y configuracion por linea de comandos y/o la emulacion de las
aplicaciones de configuracion IP, terminal de consola y de servicios DHCP.

Mediante la practica e interaccion de los comandos de configuracién de sistema
operativo de Cisco (IOS) se adquirieron habilidades de alto nivel de
troubleshooting consideradas de alto valor para el futuro desempefio laboral en
ambientes reales de operacion en sistemas de telecomunicaciones y redes de
computacion.

Se cumple el objetivo de un completo apredizaje base de futuras certificaciones de

la academia Cisco para la rama de Enrutamiento y conmutacion de redes de
telecomunicaciones.
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7. ANEXOS

7.1 ARCHIVO DE SIMULACION DE PACKER TRACER PARA EL ESCENARIO
1.

https://unadvirtualedu-
my.sharepoint.com/:u:/g/personal/anpinillas unadvirtual edu co/EQC9D9qVBN1H
ux-r-Vy3-VUBKOXZRJgddRPgWIhaYbZZBw?e=C8jjVp

7.2 ARCHIVO DE SIMULACION DE PACKER TRACER PARA EL ESCENARIO
2.

https://unadvirtualedu-

my.sharepoint.com/:u:/g/personal/anpinillas unadvirtual edu co/ES5AMWO0ObUYd
Ht3Cbf8sN2IUBGEInvf mQVMXXU2uKZe-3A?e=pXFrGm
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