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INTRODUCCION

Desde hace tres décadas que la comunidad cientifica comenzé a buscar la forma de
compartir informacion de forma rapida y efectiva, el intemet ha evolucionado a pasos
agigantados. La primera red que permitié la comunicacion entre muchas universidades
desarroll6 la conmutacién de paquetes los cuales podian tomar diversos caminos
dependiendo de la saturacion de la red.

Con la expansion de las redes fue necesario implementar protocolos y estandares que
permitieran la comunicacion entre diversos dispositivos. El protocolo TCP/IP define
cuidadosamente como se mueve la informacién desde el remitente hasta el usuario,
mediante la aplicacion de capas.

El routing consiste en mover paquetes o informacion a nivel de una red de internet hasta
otra, buscando un camino entre todos los posibles por diferentes topologias que poseen
gran conectividad. Se consideran pardmetros como el nimero de saltos (los equipos por
donde pasa el paquete de un punto a otro de la red), el tiempo de retardo, y el coste de
comunicacion de un paquete transmitido.

También es importante tener en cuenta la seguridad de la informacion, por lo que se deben
implementar soluciones en varias capas puesto que no existe una solucién Unica y el
conocer como parametrizar los routers y suiches permite mejorar la seguridad de la red.

En el presente trabajo se encuentra el desarrollo de dos escenarios que hacen parte del
diplomado de profundizacién de Switching and Routing (CCNA 1y CCNA 2) de CISCO de
la Universidad Nacional Abierta y a Distancia UNAD del programa ingenieria electronica.
Mediante el andlisis de los dos escenarios se pretende validar los conceptos y destrezas del
software de simulacion y de la solucion de problemas en los elementos que componen las
redes de datos.



1. DESARROLLO DE LOS ESCENARIOS

1.1 Escenario 1.

Topologia:

Y
PT — =
T PC31 Server-PT
PC1 Laptop-PT Laptop-PT
Laptop0 Laptopl Laptop31 Laptop30 e

Figura 1 Topologia

Tabla de direccionamiento:



admini::tlrador Interfaces Direccién IP Ma;:?::‘:d e pmdge;::re'n“;ian};do
ISP so/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 102.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
F20/0 192.168.30.1 255.255.255.0 N/D
R3 2001:db8:130::9C0:80F:301 /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0,/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Figura 2 Tabla de direcciones
Tabla de asignacion de VLAN's y puertos
Dispositivo| VLAN Nombre Interf
az
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Figura 3 Asignacion de VLAN's

Tabla de enlaces troncales:
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Dispositivo Interfaz Dispositivo
local local remoto

SW2 Fa0/2-3 100

Figura 4 Enlaces
Descripcion de la actividad:

1.1.1 SW2 VLAN y las asignaciones de puertos de VLAN deben cumplir con la
tabla 1.

SW2(config)#vlan 100

SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#EXIT

SW2(config)#vlan 200

SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#EXIT

SW2(config)#interface range fa0/2-3
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#exit

SW2(config)#interface range fa0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#exit

SW2(config)#interface range fa0/4-5
SW2(config-if-range)#switchport mode trunk
SW2(config-if-range)#exit

11



B sw2 - || = | B ] &%

Physical Config CLI Altributes
I

05 Command Line Interface

SWZ$SHOW VLAN i
VLAN Hame Status Borts

1 default active Fals1, Fal/&, Fal/7,
Fal/8

Fa0/3, Fa0d/l0,
Fal/1l, Fa0/1Z

Fa0/13, Fa0/14,
Fa0/15, Fa0/1&

Fa0/17, Fa0/18,
Fal/13, Fa0/20

Fa0/21, Fa0/2Z,
Fa0/23, Fa0/24

100 LARETOERS active Fal/2, Fa0/3

200 DESTOPS active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active =
1005 trmet-default active 1
VLAN Type SAID MTTU Parent RingNo BridgeNo Stp BrdgMode

Transl TransZ

Cirl+F6 to exit CLI focus Copy | [ Paste

Figura 5 Configuracion de interfaces SW2

SW3(config)#interface range fa0/1-24
SW3(config-if-range)#switchport mode acces
SW3(config-if-range)#switchport access vian 1

Verificacion:
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P sw3

Physica

| Config CL Attributes
I

105 Command Line Interface

-LET

SW3gs

Fal/4
Fal/8
Fal/1
Fad/1
Fald/1
| Fal/sz
1002

1003

1004
1005

how wvlan

default

1, Fa0/12
5, Fa0/1é
3, Fad/ 20

3, Fal/Z4
fddi-defaulc
token-ring-default
fddinet-default
trnet-default

Status

active

active
active
active
active

%5YS-5-CONFIG_I: Configured from conscle by conscle

Ports

Fals1l, FaO/fZ,

Fa0/5, Fal/lg,

Fa0/3, Fad/10,

Fads3,

Fad/7,

Fa0/13, Fa0/14,

Fa0/17, Fa0/18,

Fa0O/2l, Fa0/2z,

n

[ wop

Ctrl+F6 to exit CLI focus

Copy

J

Paste

Figura 6 Configuracion de interfaces SW3

1.1.2 Deshabilitar los puertos de red que no se utilizan.

Para el suiche 2:

SW2(config)#interface range fa0/6-24
SW2(config-if-range)#shutdown
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Physical Config CLI Atftributes
I

105 Command Line Interface

SWZf¢show ip interface brief &
Interface IP-Address CE? Method Status

Brotocol

FastEthernet(/1 unassigned YES manual up

up

FastEthernet0/2 unassigned YES manual up

up

FastEthernetl/3 unassigned ¥ES manual up

up

FastEthernetl/4 unzassigned YES manual up

up

FastEthernetl/5 unzassigned YES manual up

up

FastEthernetl/& unassigned YES manual administratiwvely

down down

FastEthernet0/7 unassigned YES manual administratiwvely

down down

FastEthernetl/8 unassigned Y¥ES manual administratively

down down

FastEthernetl/ 5 unassigned YES manual administratively

down down

FastEthernet0/10 unzassigned YES manual administratively

down down

FastEthernet0/11 unassigned YES manual administratiwvely

down down

FastEthernet0/12 unassigned YES manual administratiwvely

down down

FastEthernet0/13 unassigned Y¥ES manual administratively

down down

FastEthernetl/ 14 unassigned YES manual administratively

down down

FastEthernet0/15 unzassigned YES manual administratively —
down down

FastEthernet0/1& unzassigned YES manual administratively E
down down

FastEthernet0/17 unassigned YES manual administratiwvely B
down down =i

Cirl+F5 to exit CLI focus Copy || Paste

O ®op

Figura 7 Puertos deshabilitados SW2

Para el suiche 3:
SW3(config)#interface range fa0/7-24
SW3(config-if-range)#shutdown
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—
105 Command Line Interface
-

SW3gshow ip interface brief

Interface IP-Address OE? Method Status

Protocol

FastEthernet0/s1 unassigned YES manuzal up

up

FastEthernet0/2 unassigned YES manual up

up

FastEthernet0/3 unassigned YES manual up

up

FastEthernet0/4 unassigned YES manual up

up

FastEthernet0/5 unassigned YES manuzal up

up

FastEthernetl/& unassigned YES manuzal up

up

FastEthernet0/s7 unassigned YES manual administratively

down down

FastEthernet0/8 unassigned YES manuzal administratively

down down

FastEthernet0/9 unassigned YES manual administratively

down down

FastEthernet0/10 unassigned YES manual administratively

down down

FastEthernet0/11 unassigned YES manuzal administratively

down down

FastEthernet0/1Z unassigned YES manuzal administratively

down down

FastEthernet0/13 unassigned YES manuzal administratively

down down

FastEthernet0/14 unassigned YES manual administratively

down down

FastEthernet0/15 unassigned YES manual administratively

down down =

FastEthernet0/1& unassigned YES manuzal administratively 3

down down |

FastEthernet0/17 unassigned YES manuzal administratively

down down &

Ciri+F6 to extt CLI focus Copy | [ Paste |
£ Top

Figura 8 Puertos deshabilitados SW3

1.1.3 Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

Configuracion del router 1:
Router>enable
Router#configure terminal
Router(config)#hostname R1

R1(config)#interface s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#clock rate 19200

R1(config-if)#¥no shutdown

R1(config)#interface s0/1/0

15



R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown

R1(config)#interface s0/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#clock rate 19200

R1(config-if)#no shutdown

Para el router 2:

R2(config)#interface s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#clock rate 19200

R2(config-if)#no shutdown

R2(config)#interface s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#clock rate 19200

R2(config-if)#no shutdown

R2#configure terminal

R2(config)#interface fa0/0.100
R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#interface fa0/0.200
R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0

Activacion del Puerto:

R2(config)#interface fa0/0
R2(config-if)#no shutdown

Verificacion:
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RZgshow ip interface brief

Interface IE-Rddress CE? Method Status
Frotocol

FastEthernetd,/0 unassigned YES NVERM up

up

FastEthernet0,/0.100 192 168_.20.1 YES manual up

ug

FastEthernetld,/0.200 132 .168.21.1 YES manual up

up

FastEthernetl/1 unassigned YES NVEAM administratively
down down

Serial0/ 0/ 0 10.0.0.2 YES NVEEM up
down

Serial0s0f1 10.0.0.%9 YES NVEAEM up

ug

Figura 9 Verificacion de puertos R2

Para el router 3:

Router>enable
Router#configure terminal
Router(config)#hostname R3

Para la IPv4

R3(config)#interface fa0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#no shutdown

Para la IPv6

R3(config)#ipv6 unicast-routing

R3(config)#interface fa0/0

R3(config-if)#ipv6 address 2001:db8:130::9¢0:80f:301/64
R3(config-if)#no shutdown

R3(config)#interface s0/0/0
R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config)#interface s0/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#clock rate 19200

R3(config-if)#no shutdown

Verificacion de las interfaces IPv4:
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B3gshow ip interface brie

Interface IE-Rddress OE? Method Status

Protocol

FastEthernetl/ 0 152 . 1883.30.1 YES manual up

up

FastEthernetld/,1 unassigned YES unset administratively
down down

Seri=l0ys0/0 10.0.0.% YES manual up

up

Seri=l0/0/1 10.0.0.10 YES manual down

Figura 10 Verificacion de puertos R2

Verificacion de las interfaces IPv6:

R3fshow ipve interface brief

FastEthernetl/0 [up/up]
FEB0::20Z:-4AFF:-FESE:-5301
Z2001:-DBB:130::-5C0:-80F:-301

Figura 11 Verificacion de puertos R3

Router>enable
Router#configure terminal
Router(config)#hostname ISP

ISP(config)#interface s0/0/0

ISP (config-if)#ip address 200.123.211.1 255.255.255.0
ISP (config-if)y#no shutdown

Verificacion:

IS5Pishow ip interface brief

Interface IF-Rddress COF? Method Status

Erotocol

FastEthernetd/0 unassigned YES unset administratively
down down

FastEthernetl/1 unassigned YES unset administratively
down down

Serizlds 0 0 Z00_.123_Z211.1 YES manual up

Figura 12 Configuracion puerto ISP

1.1.4 Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31l, PC30 y PC31
deben obtener informacion IPv4 del servidor DHCP.

A continuacion, se muestra la configuracion realizad a cada host:
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B Lopiop20 g ol
Physical Config Desktop Programming Adtributes |
—
GLOBAL ] -
— Global Settings —
Algorithm Settings
INTERFACE Display Name Laptop20
FastEthernetd interfaces  |FastEthernetd -
Bluetooth
Gateway/DNS [Pv4
@ DHCP
Static =
DNS Server ‘ |
Gateway/DNS IPvE
() DHCP
() Auto Config
@ Static
IPvE Gateway
-
[F] Top
Figura 13 Configuracion de puerto Laptop20
v L | & i
(B Laptop21 e - e=slal=h
Physical Config Desktop Programming Attributes
———
GLOBAL -
— Global Settings =
Algorithm Settings
INTERFACE Display Mame Laptop21
FastEthernet0 Interfaces  [FasiEthernetd hd
Bluetooth
Gateway/DNS IPvd
@ DHCP
Static =
Gateway | |
DNS Server | |
Gateway/DNS IPvE
@ DHCP
Auto Config
Static
IPvE Gateway
o
[C] Top

Figura 14 Configuracion de puerto Laptop 21

19



P pc20

(=& Sl
-—-- b B s Bess - S— — -—
Physical Config Desktop Programming Attributes
—
GLOBAL i i -
== Global Settings —
Algorithm Settings
INTERFACE Display Name PCZ0
FastEthernet0 Interfaces  [FastEthernetd M
Bluetooth
Gateway/DNS IPv4
Gateway \ |
DNS Server ‘ |
"
Gateway/DNS IPvE I
|
m i
IPvE Gateway f
e -
7] Top |
Figura 15 Configuracion DHCP PC20
- - - - — — - — 1
B pc21 (E=REal >
Physical Config Desktop Programming Attributes
—
GLOBAL = ] -
— Global Settings =
Algorithm Settings
INTERFACE Display Name PC21
FastEthernetd Interfaces  |[FastEthernetl -
Bluetooth

Gateway/DNS [Pvd
@ DHCP

@ static

m

m Ea’ew ay |

DNS Server |

Gateway/DNS IPvE
© DHCP

) Auto Config

IPvE Gateway

[ 1op

Figura 16 Configuracion DHCP PC21
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P Laptop30 (E=RE=Ex"
I Physical Config Desktop Programming Attributes
———
GLOBAL - -
— Global Settings =
Algorithm Settings
INTERFACE Display Name Laptop30
FastEthernetd Interfaces  |FastEthernetd T
Bluetooth
Gateway/DNS Pvd
@ DHCP
() Static =
-%
DNS Server | |
|
| Cateway/DNE PvE
I ©) DHcP
() Auto Config
| @ Static
I IPvE Gateway
i
| -
[ [C] Top
Figura 17 Configuracion DHCP Laptop 30
O Laptop3l =l B
| Physical Config Deskiop Programming Adtributes |
—
GLOBAL s . -
— Global Settings —
Algorithm Settings
INTERFACE Dizplay Name Laptop31
FastEthernetd hterfaces  [FastEthemetd hd
Bluetooth

Gateway/DNS [Pv4
DHCP

() Static

m

Gateway |

DNS Server |

Gateway/DNS IPvE
(©) DHCP

Auto Config

Static

IPvE Gateway

[E] wop

Figura 18 Configuracion DHCP Laptop31

21



2
=
Brcao ] 1
I Physical Config Desktop Programming Attributes
———
GLOBAL - ] -
Settings Global Settings =
Algorithm Settings
INTERFACE Display Name PC30
FastEthernetd Interfaces  [FastEthernet -
Bluetooth
Gateway/DNS IPv4
@ DHCP
©) static 3
G
DNS Server
[ Gateway/DNS IPv6
1 () DHCP
) Auto Config
@ Static
I IPv8 Gateway
O o
|
Figura 19 Configuracion DHCP PC30
. = -
Bpeca - l = g
I Physical Config Desktop Programming Attributes
—
GLOBAL n . s
Seftings Global Settings —
Algorithm Settings
INTERFACE Display Name PC31
FastEthernet0 Interfaces  |FastEthernetd -
Bluetooth
Gateway/DNS IPvd
@ DHCP
() Static =
T Cateway
DNS Server
| Gateway/DNS IPvG
| ) DHCP
() Auto Config
@) Static
I IPvG Gateway
[ ®op

1.1.5 R1 debe realizar una NAT con sobrecarga sobre una direcciéon IPv4
publica. Asegurese de que todos los terminales pueden comunicarse con
Internet publica (haga ping a la direccién ISP) y la lista de acceso estandar
se llama INSIDE-DEVS.

Figura 20 Configuracion DHCP PC31



Configuracion de la NAT

R1(config)#interface s0/1/0

R1(config-if)#ip nat inside

R1(config-if)#exit

R1(config)#interface s0/1/1

R1(config-if)#ip nat inside

R1(config-if)#exit

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.1 200.123.211.254

netmask 255.255.255.0

R1(config)#ip nat inside source list 1 pool INSIDE-DEVS overload

R1(config)#interface serial 0/0/0
R1(config-if)#ip nat inside
R1(config-if)#interface serial 0/0/0
R1(config-if)#ip nat outside
R1(config-if)#exit

Verificacion:

Eﬂ R1 [==RYIN TN A
Physical Cenfig CL Aftributes
I
105 Command Line Interface
% Invelid input detected at "' marker. -

Elg#show ip nat stati
Bl#show ip nat statistics
Total translations: 0 (0 static, 0 dynamic, 0 extended)
Cutside Interfaces: Seriall/ 070
Inside Interfaces: Seriald/1/0 , Seri=l0/1/1
Hits: 0 Misses: 0O
Expired translations: 0
Dynamic mappings:
-— Inszide Spource
access-list 1 pool INSIDE-DEVS refCount 0O
pool INSIDE-DEVS: netmask 255.255_255.0
start Z00.123.211.1 end 200.123_Z11.254

Rlfping 200.123.211.1

Type escape seguence to abort.

type generic, total addresses 254 | allocated 0 (0%),

misses 0

Sending 5, 100-byte ICMP Echos to 200.123.211.1, timeout is 2

seconds:

rrent

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/% ms =
nig -
CirlFS to exit CLI focus Copy || Paste

Figura 21 Verificacion de NAT
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1.1.6 R1 debe tener una ruta estatica predeterminada al ISP que se configuro
y que incluye esa ruta en el dominio RIPv2.

R1(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0

Verificacion:

- KL — | —

Physical Config wl Attributes
I

105 Command Line Interface

ENE
%5Y¥YS-5-CONFIG I: Configured from conscle by conscle

Rlgshow ip rout
Rl#show ip route
Codes: C - connected, 5 - static, I - IGRF, R - RIF, M - mokile, B -
BEE
D - EIGRP, EX - EIGRF extermnal, © - OSEF, IR - O5PF inter area
N1 - OSPF M55SR externzl type 1, NZ - O5SPF MSS5R external type 2
El - OS5PF external type 1, EZ - OSPF externzal type Z, E - EGF
i - I5-I5, Ll - I5-I5 level-1l, LZ - I5-I5 lewel-Z, ia - IS5-IS
inter area
* — rcandidate default, T - per—user static route, o - ODR
P - pericdic downloaded static route

Gateway of last resort is 0.0.0.0 to metwork 0.0.0.0

10.0.0.0/30 is subnetted, 2 subnets

c 10.0.0.0 is directly connected, Serizal0/1/0
c 10.0.0.4 is directly connected, Serizl0/1/1
c 200.122_211_0/24 is directly comnected, Serial0/0/0
L7 | 0.0.0.0/0 [1/0] via 200.123.211.1

is directly connected, Seriz=l0/0/0 =
R1g -
Cirl+FS to exit CLI focus copy | [ Ppaste

Figura 22 Vericacion ruta estdtica

1.1.7 R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

R2(config)#ip dhc excluded-address 10.0.0.2 10.0.0.9
R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#network 192.168.21.100 255.255.255.0
R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns-server 0.0.0.0
R2(dhcp-config)#exit

R2(config)#ip dhcp pool LAPTOPS
R2(dhcp-config)#network 192.168.20.100 255.255.255.0
R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns-server 0.0.0.0
R2(dhcp-config)#exit
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1.1.8 R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100y 200.

R2(config)#int vlan 100

R2(config-if)#ip address 192.168.20.1 255.255.255.0
% 192.168.20.0 overlaps with FastEthernet0/0.100
R2(config-if)#exit

R2(config)#int vlan 200

R2(config-if)#ip address 192.168.21.1 255.255.255.0
% 192.168.21.0 overlaps with FastEthernet0/0.200
R2(config-if)#end

1.1.9 EI Servidor0 es s6lo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ipv6 address 200:db8:130::9¢0:80f:301/64
R3(config-if)#exit

Verificacion de ping:

¥ Serverd o | e

P Configuration

DHCP @ Static

IP Address

Subnet Mask

Default Gateway
DNS Server

IPvE Configuration
@ DHCP

IPv8 Address.

IPvE Gateway

IPvE DNS Server

Link Local Address

0000

0.0.0.0

Auto Config Static

FE80::260:2FFF:FEET-2CAS

Figura 23 IPV6 del ServerO
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Config

Command Prompt

wrping

Programming Attributes

Pinging £

=

el
=3
Maximm =

Figura 24 Verificacion de ping a ServerQ desde Laptop 31

?’ Laptop30

Physical Config

Command Prompt

BC Command Line 1

sktop Programming Attributes

Fping
Pinging £

ZFFFzFEET7 - 2(

%]

%]

.1
CL
L
Dt

5

Z60-ZFFF-FEET7:2

%]

Ping statistics for FE

Packets: Sent = 4, eived : ost (0% loss),
Approximate round trip ti

Minimim = 0Oma, Maximm =

Figura 25Verificacion de ping a Server0 desde Laptop 30
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¥ pC30

Physical Config

Programming Aftributes

b
ximate round trip times in milli-s
Minimm = Oms, Maximim = 1Zms, 3Ax

Figura 26 Verificacion de ping a Server0 desde PC30

PC31

-

Physical Config

Programming Attributes

Figura 27 Verificacion de ping a ServerQ desde PC31

Adicionalmente se verifica que desde un pc que se encuentra fuera del
router 3 no hay ping con el ServerO
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? Laptop20

Physical Config Desktop Programming Adtributes
I

Command Prompt

25 with 32 bytes of data:

Figura 28 Verificacion de No ping a Server0 desde Laptop 20

1.1.10 La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31,
de PC30 y obligacion de configurados PC31 simultaneas (dual-stack). Las
direcciones se deben configurar mediante DHCP y DHCPV6.

¥ Laptop30 — ol
Physical Config Desktop Programming Aftributes
——
P
IP Configuration
Interface ‘ FastEthernetd

IP Configuration

@ DHCP Static DHCPrequest successful.
IP Address.

Subnet Mask

Defautt Gateway

m

DNS Server
IPv6 Configuration

@ DHCP Auto Config Static DHCPv6 request successful

E IPvE Address 2001:DB8:130:0:2D0:FFFF:FE04:51E 1|64
Link Local Address FE20::2D0:FFFF:FE

PV Gateway

IPvE DNS Server

Figura 29 NIC dual Laptop30
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¥ Laptop3l L

Physical Config Desktop Programming Aftributes

Subnet Mask
Default Gateway 192.168.30.254
DNS Server 0.000

IPv6 Configuration

P figura

Interface [Fa.stEtnemem M ]
IP Configuration
@ DHCP ) Static DHCP request successful
IP Address 192.168.30.2

(@ DHCP & Auto Config ) Static DHCPVG request successful.
IPv6 Address 2001:DB8:130:0:20A:F3FF:FE0B:B2D0
Link Local Address. FEB0::20A:F3FF.FE0B:B2D0
IPvG Gateway
IPv DNS Server
Figura 30 NIC dual Laptop31
8 pc3o ~———
Physical Config Desktop Programming Attributes

Interface [FEstEtnarnam

-

IP Configuration
@ DHCP () static

IP Address.

Subnet Mask
Default Gateway 192.168.30.254
DNS Server 0.0.0.0

IPvE Configuration

@ DHCP ) Static

IPvE Address :A3FF:FE37:B.

Link Local Address.

IPvE Gateway

IPvE DNS Server

Figura 31 NIC dual PC30
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Physical Config Desktop Programming Attributes

Interface FastEthernetd ) ‘

IP Configuration
@ DHCP Static DHCP reguest successful

IP Address.

Subnet Mask

Default Gateway 192.168.30 254
DNS Server

IPv& Configuration

@ DHCP Aute Config Static DHCPvS reguest successful
IPvE Address. 2001:088:130:0:202:16FF .FES9.6738 1|84
Link Local Address. FEB0::202:16FF:FES9:6738
IPvE Gateway FEB0::202:4AFF:FESE:5301

IPvG DNS Server

Figura 32 NIC dual PC31

1.1.11 La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4
e IPv6 configuradas (dual- stack).

R3(config)#ip dhcp pool DESKTOPS

R3(dhcp-config)#network 192.168.30.0 255.255.255.0
R3(dhcp-config)#default-router 192.168.1.1

R3(dhcp-config)#end

R3(config)#ipv6 dhcp pool servidor
R3(config-dhcpv6)#prefix-delegation pool servidor
R3(config-dhcpv6)#exit

R3(config)#ipv6 general-prefix servidor 2001:db8:130::9¢0:80f:300/64
R3(config)#ipv6 local pool servidor 2001:db8:130::9¢0:90f:310/40 64
R3(config)#interface f0/0

R3(config-if)#ipv6 dhcp server servidor

R3(config-if)#end

Verificacion:
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#® R3 [l

Physical Config CL Aftributes
I

05 Command Line Interface

[CE] -
B3gshow ipwve dhcp pool
DHCEve pool: servidor

Prefix pool: servidor

preferred lifetime ©04800, walid lifetime 2532000

BActive clients: 4
R3gshow ip dhcp binding
IE address Client-ID/ Lease expiration Type

Hardware address

192 _168._30. 000A_F30B_BZDO -

ki

Automatic

132.1&88.30.32 O0EO.A337.B23% -
Automatic

13Z.1&88.30.5 0002.16855.6738 -
utomatic

13Z2.1c68.30.4 00D0O.FFO4.51E1 -
Zutomatic

R3gshow ipvé dhcp bkinding

Client: (FastEthernetl/0)

DUID: 00-01-00-01-0E-30-8C-78-00-0&-F3-0B-BZ-D0O
Ix PD: IR ID 1707, T1 0, T2 O
Prefix: Z2001:DBE8:130::3C0:-30F:-210/84
preferred lifetime €04800, walid lifetime 2552000
expires at mayo 22 201% 11:8:13 p.m. (2532000 seconds)
Client: (FastEthermetl/0)
DUID: 00-01-00-01-11-EA-56-7e-00-DO-FF-04-51-E1
Ix PD: IR ID 18247, T1 0, T2 O
Prefix: 2001:DBE8:130::3C0:-30F:-210/84
preferred lifetime ©04800, walid lifetime 2552000
expires at mayo 22 Z01% 11:8:13 p.m. (2552000 seconds)
Client: (FastEthernet0/0)
DUID: 00-01-00-01-43-21-CA-BC-00-E0-RA3-37-B3-535
Ia BD: IA ID 1385, T1 0, Tz O
Prefix: Z001:DB8:130::-9C0-90F:-310/64
preferred lifetime ©04800, walid lifetime 2592000
expires at mayoc Z2Z Z01% 11:8:13 p.m. (2592000 seconds)

m

Client: ({FastEthernet0/0) i
T1T - Falul okl falal Fak | r Lr] A b -l AT falal laksd s x| £ 1]
Cirl+F8 to exit CLI focus Copy || Paste

Figura 33 Verificacion configuracion DHCP

1.1.12 R1, R2 y R3 intercambian informacion de routing mediante RIP version 2.

Para R1:

R1(config)#router rip
R1(config-router)#version 2
R1(config-router)#network 200.123.211.0
R1(config-router)#network 10.0.0.0
R1(config-router)#end

Para R2:
R2(config)#router rip
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R2(config-router)#version 2
R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0
R2(config-router)#network 10.0.0.0
R2(config-router)#end

Para R3:

R3(config)#router rip
R3(config-router)#version 2
R3(config-router)#network 192.168.30.0
R3(config-router)#network 10.0.0.0
R3(config-router)#end

Verificacion:

¥ R2 =Rpcl X

e

Physical Config CL Attributes
I

105 Command Line Interface

RZfshow ip route
Codes: C - connected, 5§ - static, I - IGRPF, B - RIPF, M - mobkile, B -
BEE
D - EIGRP, EX - EIGRP external, 0 - O5BPF, IA - OS5PF inter area
N1 - OS5SPF N55R external type 1, NZ — OSPF N55AR external type Z
El - O5PF external type 1, EZ - O5PF external type Z, E - EGP
i - Is8-I5, L1 - IS-I5 level-1l, LI - I5-I5 level-2, iz - IS-IS
inter area
* — candidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is 10.0.0.1 to metwork 0.0.0.0

10.0.0.0/30 is subnetted, 3 subnets
10.0.0.0 is directly connected, Serial0ds0/0
10.0.0.4 [120/1] wi= 10.0.0.1, 00:00:14, Seri=zl0s0/0
[120/1] wi= 10.0.0.10, 00:00:0%, Seri=l0/0/1
c 10.0.0.8 is directly connected, Seriz=ld/0/1
c 132_.168_.20.0/24 is directly connected, FastEthernet0/0.100
c 13Z.1€8.21.0/24 is directly connected, FastEthernet0/0.Z00
2 192.1€8.30.0/24 [1Z0/1] wia 10.0.0.10, 00:00:0%, Serial0d/ 0/1
2
B

w0

200.123.211.0/24 [120/1] wia 10.0.0.1, 00:00:14, Seriald/0/0
* 0.0.0.0/0 [120/1] wia 10.0.0.1, 00:00:14, Serialls0/0

22

m

CHrl+F6 to exit CLI focus copy | [ Paste

[ Top

Figura 34 Verificacion conexion RIP R2
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[CK] -
RE3fshow ip route
Codes: T — connected, 5 - static, I - IGRP, B - RIF, M - mobile, B -
BGE
D - EIGRP, EE - EIGRP extermnal, O - OSEF, IR - OS5FF inter area
N1 - OSPF N35R extermnal type 1, NZ - OSPF N35R external type 2
El - OSPF externzl type 1, EZ - OSPF externzl type Z, E - EGP
i - Is-I5, L1 - I5-I5 lewel-1l, LZ - IS5-I5 lewvel-Z, iz - I5-IS
inter area
* — candidate default, U - per-user static route, o - OLDR
P - periodic downloaded static route

Gateway of last resort is 10.0.0.5 to network 0.0.0.0
10.0.0.0/30 is subnetted, 3 subnets

R 10.0.0.0 [120/1] wvia 10.0.0.%, 00:00:05, Serialdys/0/1
[120/1] wvi= 10.0.0.5, 00:00:25, Seriald/s0/0

[ 10.0.0.4 is directly connected, Serizal0/0/0

[ 10.0.0.8 is directly connected, Serizl0/0/1

R 192.168.20.0/24 [120/1] wia 10.0.0.5, 00:00:05, Serial0/0/1

2] 192 168.21_.0/24 [120/1] wia 10.0.0.%, 00:00:05, Serial0/0/1

[ad 192 _1€58.30.0/24 is directly connected, FastEthernetl/0

= Z00.123.Z211.0/24 [120/1] wi= 10.0.0.5, 00:00:25, Serisl0s0/0

=hd 0.0.0.0/0 [120/1] wia 10.0.0.5, 00:00:25, Seri=zl0s0/0 =

nag L
|| ctri+F8 to extt CLI focus copy |[ Paste |

I

Figura 35 Verificacion conexion RIP R3

1.1.13R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.
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Building configuration. . . oL
[OK]
Rlgshow ip route
Codes: © - connected, § - static, I - IGRE, B - RIP, M - mobile, B -
BEP
o — EIGRP, EX - EIGRFP externzl, O - O5PF, IR - OS5PF inter area
W1 - OSPF MS55R externzal type 1, MZ - QOS5PF N35R external type 2
El - O5PF external type 1, EZ - O5FF externzl type 2, E - EGPF
i - I5-I5, L1 - I5-I5 lewvel-1, LZ - I5-I5 level-Z, iz - I5-IS
inter area
* - candidate default, U - per-user static route, o - CDR
P - periodic downloasded static route
Cateway of last resort iz 0.0.0.0 to network 0.0.0.0
10.0.0.0/30 is subnetted, 3 subnets
c 10.0.0.0 is directly connected, Serialls1/0
c 10.0.0.4 is directly connected, Seriald/f1/1
= 10.0.0.8 [120/1] wia 10.0.0.2, 00:00:28, Seri=l0/f1/0
[120/1] wia 10.0.0.&, 00:00:10, Serial0sf1/1
B 192.1€8.20.0/24 [120/1] wis 10.0.0.Z, 00:00:28, Serisld/s1/0
= 132 .1€8.21.0/724 [120/1] wia 10.0.0.2, 00:00:28, Seri=lds 170
= 1532 .1€8.30.0/24 [120/1]1 wia 10.0.0.6, 00:00:10, Serialds1-71
c 200.123.211.0/24 is directly connected, Seri=zl0/0/0
5% 0.0.0.0/0 [1/0] wia 200.123_Z211.1
iz directly connected, Serialds0/0 =
BI1E| -
Cirl+F6 to exit CLI focus Copy || Paste

Figura 36 Rutas R1
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RBZgshow ip route

Codes: C - connected, 5 - static, I - IGRE, R - RIP, M - mokile, B -

BGE
D - EIGRP, EX - EIGRP external, © - O0SPF, IA - OS5PF inter area
N1 - OSBF MNS55AR external type 1, N2 - O5PF MNS5S5A external type Z
El - OS5PF externsl type 1, EZ - OSEF externzl type 2, E — EEP

i - I5-I5, L1 - I5-I5 lewvel-l, LZ - I5-I5 level-Z, ia - I5-IS
inter ares
* - candidate default, U - per—-user static route, o — ODR

P - periodic downloaded static route

Gateway of last resort is 10.0.0.1 to metwork 0.0.0.0

10.0.0.0/30 is subnetted, 2 subnets

c 10.0.0.0 is directly connected, Serizl0/0/0
B 10.0.0.4 [120/1] wia 10.0.0.1, 00:00:14, Serizl0/0/0
[120/1] wia 10.0.0.10, 00:00:0%, Seriall/0/1
c 10.0.0.8 is directly connected, Serizl0s0/1
c 192 _.168.20.0/24 is directly connected, FastEthernet0/0.100
c 192 _.168.21.0/24 is directly connected, FastEthernet0/0.200
=3 152 _.1€8.30.0/24 [120/1] wia 10.0.0.10, 00:00:0%, Serial0/0/1
=3 200.123.211.0/24 [120/1] wvia 10.0.0.1, 00:00:14, Serial0/0/0
B 0.0.0.0/0 [120/1] wia 10.0.0.1, 00:00:14, Seri=l0/0/0 =
zzg -
Cirl+F6 to exit CLI focus copy || Paste
[ Top

Figura 37 Rutas R2
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[OE] e
B3Eshow ip route
Codes: C - connected, 5 - static, I - IGRP, B — RIP, M - mobile, B -
BEE
0 - EIGRE, EX - EIGRP externzsl, O - OS5EF, IR - O5PF inter area
N1 - OSPF N35Z externsl type 1, N2 - O5PF MSEA externzl type Z
El - OSPF external type 1, EZ - OS5PF external type 2, E - EGP
i - Is-Is, L1 - I5-IS lewvel-l, LZI - I5-IS level-Z, iz - IS-IS
inter area
* — pandidate defsult, U - per-user static route, o - CODR
P - perindic downloaded static route

Gateway of last resort is 10.0.0.5 to network 0.0.0.0

10.0.0.0/30 is subnetted, 3 subnets

R 10.0.0.0 [120/1] wie 10.0.0.5, 00:00:05, Serialld/0/1
[120/11 wia 10.0.0.5, 00:00:25, Serial0/0s0

C 10.0.0.4 is directly connected, Seriald/0/0

c 10.0.0.8 is directly connected, Serialds0/1

=3 192 . 168.20.0/24 [120/1] wi=s 10.0.0.%, 00:00:05, Seri=l0/0/1
B 132 _165.21.0/24 [120/1] wia 10.0.0.%3, 00:00:05, Serisl0/0/1
c
o
B

192 _.168.30.0/24 is directly connected, FastEthernetl/0

E 200.122.211.0/24 [120/1] wi= 10.0.0.5, 00:00:25, Seriazl0/s/0/0 3
B 0.0.0.0/0 [120/1] wia 10.0.0.5, 00:00:25, Seris=l0/s0/0 |

CirlF8 to exit CLI focus Copy || Paste |

[ IR

Figura 38 Rutas R3

1.1.14 Verifique la conectividad. Todos los terminales deben poder hacer ping
entre si y a la direccion IP del ISP. Los terminales bajo el R3 deberian
poder hacer IPv6-ping entre ellos y el servidor.

Verificacion:

Ping desde PC20 a Laptop20 e ISP
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¥ pcao

Phy=ical Config

Command Promp

*ping

Programming Attributes

Pinging 1

round trip times
I Minimim = 0Oms, Maximum = ]

Figura 39 Verificacion ping PC20, Laptop20 e ISP

Ping desde PC21 a Laptop21 e ISP.
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Programming Attributes

Approximate round trip times in milli-se
l Minimum = Oma, Maximum = lms, Zwve

\Fping 2

Pinginc

Figura 40 Verificacion ping PC21, Laptop21 e ISP

Verificacién ping Laptop20 a PC21 e ISP.
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Physical Config

t Tracer PC Command Line 1.0
C-hWw»PING 1 z

Programming Atftributes

Beply

Ping statist
P
I Approximate r

Minimam

1 Top

Figura 41 Verificacion de ping Laptop20, PC21 e ISP

Verificacion ping Laptop21 a PC20 e ISP.
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Caonfig

mmand Prompt

Command Line 1.0
21.1

Programming Attributes

Packets: Sent = 4,

I Approximate round trip ti
Minimim = 0Oms, Maximum
*ping

Pinging 11.1 with

B

Ping statisti
Packets:

Figura 42 Verificacion ping Laptop21, PC20 e ISP

Ping desde PC30 a Laptop31 e ISP
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Approximate round trip times
Minimim = Oms, Maximuam = Z

D
yimate round trip times
Minimum = 2 Maximam = ]

Figura 43 Verificacion ping PC30, Laptop31 e ISP

Ping desde PC31 a Laptop30 e ISP

® pca1

Physical Config

Programming Attributes

Pinging 1

1y

imate round trip ti
Minimm

Figura 44 Verificacion ping PC31, Laptop30 e ISP
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Physical Config

Programming Attributes

e round trip
Minimim = Oms, Maximam

Figura 45 Verificacion de ping IPv6 PC31 a PC30 y Laptop31

Ping desde Laptop30 a PC30 y Laptop31.
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Command Prompt

Minimmm = 0Oms, Maximum = 1lms,

Minimum = Oms, Maximum = 1llms,

Figura 46 Verificacion ping IPv6 Laptop30 a PC30y Laptop31

1.2 Escenario 2

Una empresa de Tecnhologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si
cada uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.
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172.31.21.0/30

Figura 47 Topologia escenario 2

192.168.20.0/24 |

Administracidn

20
a0 192.163.40.0/24
200

Mercadeo

[ 152.168.300.0/24 |

Mﬂﬂ‘ﬂﬂmﬂf_l!o

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6,0/24

1.2.1 Configurar el direccionamiento IP acorde con la topologia de red para

cada uno de los dispositivos que forman parte del escenario.

A continuacioén, se muestra la tabla de direccionamiento utilizada:

Dispositivo | Interfaces | Direccion IP Mascara de | Gateway
subred predeterminado
R1 S0/0 172.31.21.1 255.255.255.252 | N/A
GO0/0 192.168.99.1 255.255.255.0 N/A
F0/0.30 192.168.30.1 255.255.255.0 N/A
F0/0.40 192.168.40.1 255.255.255.0 N/A
R2 S0/1 172.31.21.2 255.255.255.252 | N/A
S0/0 172.31.23.1 255.255.255.252 | N/A
GO0/0 209.165.200.225 | 255.255.255.248
LoO 10.10.10.10 255.255.255.255 | N/A
R3 S0/1 172.31.23.2 255.255.255.252 | N/A
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Lo4 192.168.4.1 255.255.255.0 N/A

LoS 192.168.5.1 255.255.255.0 N/A

Lo6 192.168.6.1 255.255.255.0 N/A
S1 VLAN 1 192.168.99.2 255.255.255.0 192.168.99.1
S3 VLAN 1 192.168.99.3 255.255.255.0 192.168.99.1
PC-A NIC DHCP DHCP DHCP
PC-B NIC DHCP DHCP DHCP
PC- NIC 209.165.200.230 | 255.255.255.248
INTERNET

Configuracion de puertos de suiches:

Puertos Asighaciones Red

S1 FO/3 Enlace troncal NA

S1 F0/24 | Enlace troncal 802.1Q NA

S1 FO/1 VLAN 30: Administraciéon | 192.168.30.0/24

S3 FO/3 Enlace troncal NA

S3 FO0/3 VLAN 40: Mercadeo 192.168.40.0/24
VLAN 200: Mantenimiento | 192.168.200.0/24

1.2.2 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router IDR1 B ey B e
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Figura 48 Caracteristicas del OSPF

Inicialmente se reinician los routers, se habilita el modo EXEC privilegiado y se
ejecuta el comando erase startup-config para eliminar el archivo de configuraciéon
de inicio de la NVRAM. Posterior a ello se ejecuta el comando reload para eliminar
la configuracion antigua de la memoria. A continuacion, se listan los comandos
utilizados para los tres routers:

Router>enable

Router#erase startup-config

Router#treload
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Adicionalmente se configuran los nombres de los mismos y se deshabilita la
bdsqueda por DNS:

Router>enable
Router#configure terminal
Router(config)#hostname R1
R1(config)#

R1(config)#no ip domain-lookup

Router>enable
Router#configure terminal
Router(config)#hostname R2
R2(config)#

R2(config)#no ip domain-lookup

Router>enable
Router#configure terminal
Router(config)#hostname R3
R3(config)#

R3(config)#no ip domain-lookup

Ahora se procede a asignar las direcciones IP segun la tabla de direcciones.
Para R1:

R1(config)#interface s0/0/0

R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

R1(config-if)#no shutdown

Para R2:

R2(config)#interface s0/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

R2(config)#interface s0/0/1

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config)#interface lo0

R2(config-if)#

R2(config-if)#ip address 10.10.10.10 255.255.255.255
R2(config-if)#no shutdown

R2(config)#interface g0/0
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R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

Para R3

R3(config)#interface s0/0/1

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config)#interface lo4

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown

R3(config)#interface lo5

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown

R3(config)#interface lo5

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown

Ahora se procede a configurar el OSPF programando las interfaces que participan
en el proceso del routing mediante el comando network.

Para el router 1:

R1(config)#router ospf 1

R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#exit

Para el router 2:

R2(config)#router ospf 2

R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.10 0.0.0.0 area 0
R2(config-router)#exit

Para el router 3:

R3(config)#router ospf 3

R3(config-router)#network 192.168.4.0 0.0.0.255 area O
R3(config-router)#network 192.168.5.0 0.0.0.255 area 0
R3(config-router)#network 192.168.6.0 0.0.0.255 area O
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#exit

A continuacion se configura el router ID:
R1(config)#router ospf 1
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R1(config-router)#router-id 1.1.1.1

R1(config-router)#Reload or use "clear ip ospf process" command, for this to take
effect

R1(config-router)#end

R1#clear ip ospf process

Reset ALL OSPF processes? [no]: yes

B Rr1 =S

Physical  Config  CLI  Aftributes
—

105 Command Ling Interface

2l (config-router)$Reload or use "clear ip ospf process” command, for .
thisz to take effect

2l {config-router) fend

n1f

£3Y5-5-CONFIC I: Configured from conscle by consc le
Rl#clear ip ospf proccess

% Invalid input detected at '~' marker.

Rlfclear ip ospf process

Reset ALL OSPF processes? [no]: yes
R1g
01:04:34: 30SPF-5-ADJCHG: Process 1, Nbr 10.10.10.10 on Serizl0/0/0

from FULL to DOWN, Meighbor Down: Adjacency forced to reset

01:04:34: %0SPF-5-ADJCHG: Process 1, Nbr 10.10.10.10 on Seriald/0/0
from FULL to DOWN, Neighbor Down: Interface down or detached

01:04:42: %0SPF-5-ADJCHG: Process 1, Nbr 10.10.10.10 on Seriald/0/0
£rom LOADING to FULL, Loading Done

Ctri+F8§ to exit CLI focus Copy Paste

Figura 49 Reset para activar OSPF R1

Para R2:

R2(config)#router ospf 2

R2(config-router)#router-id 5.5.5.5

R2(config-router)#Reload or use "clear ip ospf process" command, for this to take
effect

R2(config-router)#end

R2#clear ip ospf process

Reset ALL OSPF processes? [no]: yes
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RZgclear ip ospf process
Beset ALL OSPF processes? [no]: yes

BZE
00:59:19: %05PF-5-ADJCHG: Process 2, Nbr 192 _.1€8.%.1 on Seria=ld/0/0
from FULL to DOWN, Neighbor Down: Adjacency forced to reset

00:55:1%: %05PF-5-ADJCHG: Process 2, MNbr 132 _168.6.1 on Seriald/0/0
from FULL to DOWN, Neighkor Down: Interface down or detached

00:53:15%: %0SPF-5-ADJCHG: Process Z, Ner 1.1.1.1 on Serial0/0/1 from
FULL to DOWM, MNeighbor Down: ARdjacency forced to reset

00:59:19: %05PF-5-ADJCHG: Process 2, Nbr 1.1.1.1 on Serizld/0/1 from
FULL to DOWM, Weighbor Down: Interface down or detached

RZf
00:59:25: %05PF-5-ADJCHG: Process 2, Nbr 19Z_.1€8.%.1 on Seria=ld/0/0
from LOADING to FULL, Loading Done

00:59:25: %05PF-5-ADJCHE: Process 2, WNbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

m

nzg -

Cirl+F to exit CLI focus copy | [ Paste

[ ®p
Figura 50 Reset para activar OSPF R2

Para R3:

R3(config)#router ospf 3

R3(config-router)#router-id 8.8.8.8

R3(config-router)#Reload or use "clear ip ospf process" command, for this to take
effect

R3(config-router)#end

R3#clear ip ospf process

Reset ALL OSPF processes? [no]: yes
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RE2gconfigure terminal 0

Enter configuration commands, one per line. End with CHTL/Z.

B3 {config) #router ospf 3

R3{config-router) frouter-id 8.8_.8.8

B2 {config-router) #Reload or use "eclear ip ospf process™ command, for

this to take effect

R3{config-router) fend

R3§

%5¥5-5-CONFIG_I: Configured from conscle by console

B3g&clear ip ospf process

Beset ALL OSPF processes? [no]: yes

B3g

02:14:34: %05PF-5-ADJCHE: Process 3, Wbr 5.5.5.5 on Seriald/0/1 from

FULL to DOWN, Neighbor Down: Rdjacency forced to reset

02:14:34: %0SPF-5-ADJCHG: Process 3, Nbr 5.5.5.5 on Serizld/0/1 from

FULL to DOWN, Neighbor Down: Interface down or detached

0Z2:14:51: %0SPF-5-ADJCHE: Process 3, Nbr 5.5.5.5 on Serizld/0/1 from (=

LOADING to FULL, Loading Done

Ciri+F6 to exit CLI focus copy | [ Paste
[ Top

Figura 51 Reset para activar OSPF R3

Ahora se configuran las interfaces pasivas a las que no deben llegar los mensajes
OSPF, es decir, la interfaz GO/O del router 1, puesto que los demas no tienen
interfaces LAN pasivas:

R1(config-router)#passive-interface gigabitEthernet 0/0
R1(config-router)#end
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TTITE To UL
00:00:20: %05PF-5-ADJCHE: Process 1,
LOADING to FULL, Loading Done

Wbr 5.5.5.5 on Serizld/0/0 from

% Incomplete command.
Rlgshow ip protocols

Routing Protocol is

"ospf 1"

Cutgoing update
Incoming update
Router ID 1.1.1.

filter list

for 211 interfaces is

not set

filter list for all interfaces is not set

1

Humber of areas

in this router is 1.

1 normzl 0 stubk 0 nssa

Maximuim path: 4
Routing for MNetworks:
172.31.21.0 0.0.0.3 area O

15Z.168.599.0 0.0.0.255 area 0
15Z.168.30.0 0.0.0.255 area 0
15Z.168.40.0 0.0.0.255 area 0
Pasgive Interface(s):
GigabitEthernetd/0
Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 00:00:0%9
5.5.5.5 110 00:00:0%9 .
g.e.s.g 110 00:00:15
Distance: (defzult is 110) ‘E‘
nig <

Cirl+F& to exit CLI focus copy | [ Paste |

[ Top

Figura 52 Interfaz pasiva

Configurando el ancho de banda de las interfaces a 256 kb/s

R1

R1(config)#interface s0/0/0
R1(config-if)#bandwidth 256
R1(config-if)#end
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TITCODY TMINg-CoNIIy STEPTOE-ConTId i
Destination filename [startup-config]?
Building configuration...
[OE]
Rlgshow interface s0/0/0
S5erizl0s0/0 is up, line protocol is up (connected)
Hardware is HD&4570
Internet address is 172.31.21.1/30
MIU 1500 bytes, BW 256 Ebit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input newver, output never, output hang never
Last clearing of "show interface”™ counters never
Tnput queue: 0/75/0 (size/max/drops); Total cutput drops: 0
Queueing strategy: weighted fair
Cutput queue: 0/1000/84/0 (size/max total/thraeshold/drops)
Conversations 0/0/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 132 kilcbits/sec
S minute input rate 36 bits/sec, 0 packets/sec
S minute cutput rate 32 bits/sec, 0 packets/sec
25 packets input, 1884 bytes, 0 no buffer
Beceived 0 broadcasts, 0 runts, 0 gisnts, 0 throttles
0 input errcrs, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
24 packets cutput, 16&8 bytes, 0 underruns
0 cutput errcrs, 0 collisions, 1 interface resets £
0 output buffer failures, 0 output buffers swapped out
—-More—- ok
Ctri+F6 to exit CLI focus
7] Ton

Figura 53 Verificacion del ancho de banda R1

R2

R2(config)#interface s0/0/0
R2(config-if)#bandwidth 256
R2(config-if)#exit
R2(config)#interface s0/0/1
R2(config-if)#bandwidth 256
R2(config-if)#exit
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RZ¢show interface s0/0/0
S5eriald /0,0 is up, line protocol is up (connected)
Hardware is HD&4570
Internet address is 172.31.23.1/30
MIU 1500 bytes, BW 256 Kbit, DLY 20000 usec,
relisbility 2557255, txload 17255, rxload 17255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input mever, output never, ocutput hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0 (size/max/drops); Total ocutput drops: O
Queueing strategy: weighted fair
Cutput queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/0/25€ (active/max active/max total)
RBeserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 152 kilobkits/sec
minute input rate &3 bits/sec, 0 packets/sec
minute ocutput rate 70 bitsfsec, 0 packets/sec
41 packets input, 2872 bytes,
Received 0 broadecasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
35 packets output, Z800 bytes, 0 underruns
0 output errcrs, 0 collisions, 1 interface resets
0 output buffer failures, 0 output bu swapped out
-——More—— | >

3

3

m

Cirl+F to exit CLI focus Copy | [ Paste

[ op
Figura 54 Verificacién del ancho de banda R2 s0/0/0
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RZ¢show interface =30/0/1
Serial0/0/1 is up, line protocol is up [connected)
Hardware is HDE4570
Internet address is 172.31.321.2/30
MTU 1500 bytes, BW 256 Ebit, DLY 20000 usec,
reliability 255/255, txload 17255, rxload 1/255
Encapsulaticn HDLC, locpback not set, keepalive set (10 sec)
Last input never, cutput never, cutput hang never
Last clearing o show interface™ counters never
Input queue: 0/75/0 (size/max/drops); Totzl ocutput drops: O
Queueing strategy: weighted fair
Cutput queue: 0/1000/€64/0 (size/max total/threshcld/drops)
Conversationa 0/0/25& (active/max active/max total)
Reserved Conwversations 0/0 (allocated/max allocated)
Available Bandwidth 132 kilobitss/sec
5 minute input rate &0 bits/sec, 0 packets/sec
S minute cutput rate 62 bits/sec, 0 packets/sec
45 packets input, 3084 bytes, 0 no buffer
Received 0 broadeasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 aborc
43 packets output, 3164 bytes, 0 underruns
0 sutput errors, 0 collisions, 1 interface resets
0 output buffer failures, 0 cutput bu swapped out
--More—— o

Ctrl+F6 to exit CLI focus Copy

[E] wop

Figura 55 Verificacion del ancho de banda R2 s0/0/1

R3

R3(config)#interface s0/0/1
R3(config-if)#bandwidth 256
R3(config-if)#exit
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TORT
R3gshow inter
R3gshow interfaces s0/0/1
Serial0/0/1 is up, line protocel is up (connected)
Hardware is HD&4570
Internet address is 172.31.23.2/30
MIU 1500 bytes, BW 256 Kbit, DLY 20000 usec,
reliability 255/255, txload 17255, rxload 1/255
Encapsulation HDLC, loopkack not set, keepalive set (10 sec)
Last input newver, output never, output hang never
Last clearing of "show interface”™ counters never
Input queue: 0/75/0 (size/max/drops); Total cutput drops: O
Queueing strategy: weighted fair
Cutput queue: 0/1000/€4/0 (size/max totals/threshold/drops)
Conversations 0/0/258& (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 132 kilcbkits/sec
5 minute input rate 6Z bits/sec, 0 packets/sec
5 minute cutput rate &l bits/sec, 0 packets/sec
&1 packets input, 4432 bytes, 0 no buffer
Received 0 broadeasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, O frame, 0 cverrun, 0 ignored, 0 sbort
58 packets output, 4084 bytes, 0 underruns

0 output errors, 0 collisions, 1 interface resets =
0 output buffer failures, 0 output buffers swapped out
——More—- S

Ctrl+F8 to exit CLI focus Copy Paste

[E] ®op

Figura 56 Verificacion del ancho de banda R3

Dado que el costo de la métrica se debe configurar en 9500, se utiliza el comando
ip ospf cost para los puertos seriales S0/0/0 de los routers 1y 2.

Para R1:

R1(config)#interface s0/0/0
R1(config-if)#ip ospf cost 9500
R1(config-if)#end

Mediante el comando show ip ospf interface serial 0/0/0 se puede verificar el
cambio de métrica realizado:
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TIT
%S¥YS-5-CONFIG_I: Configured from comnscle by conscle m

Rl#copy running-config startup-config
Destination filename [startup-configl?
Building configuration...

[CKE]

RBlfshow ip ospf interface =0/0/0

Seriald/0/0 is up, line protocel is up
Internet =ddress is 172.31.21.1/30, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost:
3500
Transmit Delay is 1 sec, State BOINT-TO-DOINT, Priority 0
Wo designated router on this network
Ho backup designated router on this neswork
Timer intervsls configured, Helle 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:07

Index 1/1, flood gueue length 0
Next 0x0(0)/0x0(0)

Last
Last

cod scan length is 1, maximum is 1
ood scan time is 0 mseec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Rdjacent with neighbor 5.5.5.5
Suppress hello for 0 neighboris)
R1#
nig

Ciri+FB to extt CLI focus Copy

O e

n

Figura 57 Verificacion del costo R1

Para R2:

R2(config)#interface s0/0/0
R2(config-if)#ip ospf cost 9500
R2(config-if)#end

Verificacion:
B R2
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RZfcopy running-config startup-co
Destination filename [startup-configl?
Building configuration...

[OK]

RZgshow ip ospf interface s30/0/0

Seriald/0/0 is up, line protocol is up

Internet address is 17Z.31.Z3.1/30, RArea 0O

Process ID 2, Router ID 5.5.5.5, MNetwork Type BOINT-TCO-POINT, Cost:
5500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hellc 10, Dead 40, Wait 40, Retransmit

w

Hello due in 00:00:08

Index 3/3, £lood queue length O

Wext 0x0{0)/0x0{0)

Last ood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , ARdjacent neighbor count is 1
Adjacent with neighbor 8.8.8.8

Suppress hello for 0 neighbor(s)

Rz

Ctrl+F& to exit CLI focus Copy

[0 Top

Figura 58 Verificacion del costo R2
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Verificar informaciéon de OSPF.
Para verificar la informacion basica d

gue anuncia el router, los vecinos de lo
distancia administrativa predeterminada,

Para R1:

P R1

e OSPF se utiliza el comando show ip
protocols. La informacion incluye la ID del proceso OSPF, la ID del router, las redes
s que el router recibe actualizaciones y la
gue para OSPF es 110.
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TIIT TIoTT TN TIME TT TR
Neighbor Count is 1 , Adjacent
Adjacent with neighbor 5.5.5_
Suppress hello for 0 neighbor(s
nig
Rlgshow ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for
Incoming update filter list for
Router ID 1.1.1.1
Number of areas in this router
Maximum path: 4
Routing for Networks:

172.31.21.0 0.0.0.3 area 0
192.168.59.0 0.0.0.255 arez 0
152.168.20.0 0.0. area 0
152.168.40.0 0.0.0.255 area 0
Passive Interface(s):
CigabitEthernet0/0
Routing Information Sources:

Gateway Distance
1.1.1.1 110
5.5.5.3 110

e.s.8.8 110
Distance: {(default is 110}

Rig]

T TENINT IE U M

neighbor count is 1
5

)

2ll interfaces is not set
2ll interfaces is not set

is 1. 1 normal 0 stub 0 nssa

Last Update
00:05:54
00:02:22

00:11:37

Ctri+F6 to exit CLI focus

Top

Copy Paste

Figura 59 Verificacion OSPF R1

Para R2:
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Last flood scan time is 0 msec, maximum is 0 msec -
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 8.8.8.8
Suppress helloc for 0 neighboris)
I RZ#show ip protocols
Routing Protocol is "ospf 2™
Cutgoing update
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area O
172.31.22.0 0.0.0.3 area 0
10.10.10.10 0.0.0.0 area 0O
Routing Information Sources:

ces is not set

Cateway Distance Last Update

1.1.1.1 110 00:08:51

5.5.5.5 110 00:03:13

e.a.e.8 110 00:12:34

Distance: (default is 110) E|
nzg <
Cirl+F6 to exit CLI focus copy | [ Paste |

[ Top

Figura 60 Verificacion OSPF R2

Para R3:

¥ Rr3
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TTETSTETITT e
% Unknown command or computer name, or unsble to find computer o
address
R3renzb
B3fshow ip protocols
Routing Protocol is ™ospf 3"
Outgoing update filter list for all incerfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 8.8.8.8
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
192 _.168.4.0 0.0.0.255 area 0
192.168.5.0 0.0.0.255 =srea 0
192.168.6.0 0.0.0.255 =srea 0
172.231.23.0 0.0.0.3 area 0
Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 00:07:50
5.5.5.5 110 00:04:18
8.8.8.8 110 00-13-33
Distance: (default is 110} E
234 %
Ctri+F6 to exit CLI focus
[C)mp

Figura 61 Verificacion OSPF R3

Visualizar tablas de enrutamiento y routers conectados por OSPFv2
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Rlgshow ip route
Codes: L - local, C - connected, § - static, R — RIF, M - mobile, B —
BCD
D - EIGRE, EZX - EIGRP external, © - OSPF, IA - OSEF inter area
N1l - OSPF NSSA external type 1, NZ - OSPF NSSR externzl type 2
E1 - OSEF external type 1, 22 — OSEF external type 2, £ - ZGB
i - I5-IS, L1 - IS-IS level-1, LZ - IS-IS level-Z, ia - IS-IS
inter area
+ - candidate default, U - per-user static zoute, o - ODR
P - pericdic downlosded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets
o 10.10.10.10/32 [110/9501] wia 172.31.21.2, 00:09:11,
Serial0/o0/0

172.31.0.0/16 is varizbly subnetted, 2 subnets, 2 masks

Cc -31.21.0/30 is directly connected, Serial0s0/0
L -281.21.1/32 is directly connected, Seriall/0/0
o 172.31.23.0/30 [110/130001 wia 172.31.21.2, 00:05:38,
Seriald/0/0
192 1628 .4 _0/3Z is subnetted, 1 subnets
o 152.1e8.4.1/32 [110/19001] wia 172.31.21.2, 00:05:38,

Serial0/o/0

132.168.5.0/32 is subnetted, 1 subnets
o 192.168.5.1/3Z [110/19001] wia 172 .31.21 2, 00:05:38,
Seriald/0/0

192 168 . 6.0/32 is subnetted, 1 subnets
o 1%2.1e8.6.1/32 [110/13001] wia 172.31.21.2, 00:05:38,
Serial0/0/0

i

m

Cirl+F& to exit CLI focus

M1 Tan

Figura 62 Enrutamiento R1
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Codes: L - lecal, C - connected, S - static, R - RIP, M - mobile, B - #
BCP

D - ZIGRD, EX - EIERP external, O - OSPF, IA - OSDF inter area

W1 - OSDF NSSA externzl type 1, NZ - OSPF NSSA external type 2

Z1 - OSEF external type 1, E2 - OSEF external type 2, E — EGF

i - IS-I5, L1 - IS-IS level-1l, L% - IS-IS level-2, ia - IS-IS
inter area

% - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets

c 10.10.10.10/32 is directly connected, Loopbackd
172.31.0.0/16 is varisbly subnetted, ¢ subnets, 2 masks
c 172.31.21.0/30 is directly connected, Serial0/0/1
L 172.31.21.2/32 is directly connected, Serial0/0/1
c 172.31.23.0/30 is directly connected, Serial0/0/0
L 172.31.23.1/32 is directly connected, Serial0/0/0
192.168.4.0/32 is subnetted, 1 subnets
0 152.168.4.1/32 [110/9501] wia 172.31.23.2, 00:06:51,
Seriald/0/0
192 .168.5.0/32 is subnetted, 1 subnets
0 152.168.5.1/32 [110/9501] wia 172.31.23.2, 00:06:51,
Serial0/0/0 L
152.163.6.0/32 is subnetted, 1 subnets 3
0 192.168.€.1/32 [110/95011 wiz 172.31.23.2, 00:06:81,

Serial0/0/0 L

CirleF8 o exit CLI focus Copy

O] op

Figura 63 Enrutamiento R2

58




R E=Sc

CL Aftributes

Physical

105 Command Line Interface

Codes: L - local, C - comnected, S - static, R - RIP, M - mobile, B -
BEE

D - EIGREF, EX - EIGRP external, O - OSPF, IR - OSEF inter area

N1 - OSPF N55R external type 1, NZ - O5PF N55A external type Z

El - OSPF externzal type 1, EZ - OS5SPF external type 2, E - EGP

i - I5-I§, L1 - IS-IS level-l, LZ - IS-I5 level-Z, ia - IS-IS
inter area

* - pandidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets

o 10.10.10.10/32 [110/3591] wia 172.31.22.1, 00:18:59,
Seri=l0/0/1

172.31.0.0/16 is variasbly subnetted, 3 subnets, Z masks
o 172.31.21.0/30 [110/780] wia 172.31.23.1, 00:18:59,
Seri=l0/0/1
C -23.0/30 is directly connected, Serial0/0/1
L -23.2/3% is directly connected, Serizl0/0/1

0/24 is wariably subnetted, Z subnets, 2 masks

c 152.168.4.0/24 is directly connected, Loopbackd
L 152.168.4.1/32 is directly connected, Loopbackd

152.168.5.0/24 is wariably subnetted, Z subnets, Z masks
c 152.168.5.0/24 is directly connected, Loopbacks
L 152.168.5.1/32 is directly connected, Loopbacks

152.168.€.0/24 is wvariably subnetted, Z subnets, Z masks
c 192.168.6.0/24 is directly connected, Loopbacké =
L 1532.168.6.1/32 is directly connected, Loopbacké
2z i
Cirl+F6 to exit CLI focus copy | [ Paste

[ Top

Figura 64 Enrutamiento R3

Se procede a verificar la adyacencia para los 3 routers con el comando show ip ospf
neighbor
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& 1V .31l 5. U730 [1LIU/LS000] wia 172.31.21. ¢, UUZUST A L
Serizl0/0/0
152.168.4.0/32 is subnetted, 1 subnets
o 152.168.4.1/32 [110/1%5001] wia 172.31.21.2, 00:05:38,
Serizl0/0/0
152.168.5.0/32 is subnetted, 1 subnets
o 182.168.5.1/32 [110/13001]1 wvia 172.31.Z21.Z, 00:05:38,
Seriald/o0/0
182 168 _&_.0/32 is subnetted, 1 subnets
s] 182.188.6.1/32 [110/13001] wia 172.31.21.Z, 00:05:38,
Serizl0/ 070
Rl
Rl
Rlgshow ip ospf neg
Rl§show ip ospf nei
Rlg§show ip ospf neighbor
Neighbor ID Bri State Dead Time Rddress
Interface
5.5.5.5 [a] FUOLL/ - 00:-00:33 172.31.21.2
Serizl0/0/0
R1g =
Ctrl+F& to exit CLI focus
[ Top
Figura 65 Verificacion de adyacencias R1
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c 10.10.10.10/32 is directly connected, Loopback( o
172.31.0.0/16 is variably subnetted, 4 subnets, Z masks
c 2.31.21.0/30 is directly connected, Serial0s0/1
L 31.21.2/32 is directly connected, Serial0s0/1
c 2.31.23.0/30 is directly connected, Serizal0/0/0
L 2.31.23.1/32 is directly connected, Serizal0/0/0
.188.4.0/32 is subnetted, 1 subnets
o 152.168.4.1/32 [110/9501] wia 172.31.23_.Z, 00:0&:51,
Seri=l0/0/0
152 _.168.5.0/32 is subnetted, 1 submets
o 15%2.168.5.1/3Z [110/9501] wia 172.31.23_.Z, 00:0&:51,
Seri=l0/0/0
152 _168.6.0/32 is subnetted, 1 submets
o 152.168.6.1/3Z [110/9501] wia 172.31.23_.Z, 00:08:51,
Seri=l0/0/0
RZE
RZgshow ip ospf nei
RZgshow ip ospf neighbor
Neighbor ID Bri State Dead Time Rddress
Interface
B.e.8.8 a FULLS - 00:00:35 172.31.23.2
Serizl0/0/0 L
1.1.1.1 a FULLS - 00:00:3% 172.31.21.1 =
Seri=l0/0/1 B
nzg -
Cirl+F6 to ext CLI focus Copy | [ Paste

[ ®p

Figura 66 Verificacion de adyacencias R2
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172.21.0.0/1¢ is warizbly subnetted, 2 subnets, Z masks

0 172.231.21.0/30 [110/780] wia 172.31.23.1, 00:1&:5%5,

Serizl0s0/1

c 172.31.23.0/30 is directly connected, Serizl0/0/1

L 172.31.23.2/32 is directly connected, Serial0s0/1
13Z.168.4.0/24 is warisbly subnetted, Z subnets, Z masks

c 1532.1€8.4.0/%Z4 is directly connected, Loopbackd

L 192.1€8.4.1/32 is directly connected, Loopbackd
132.168.5.0/24 is wvariskly subnetted, 2 subnets, Z masks

c 192.1€68.5.0/24 is directly connected, Loopbacks

L 152.168.5.1/32 is directly connected, LoopbackS

132_.168.6.0/24 is wariably subnetted, Z subnets, Z masks

c 132.168.6.0/24 is directly connected, Loopbacke
L 132.168.8.1/32 is directly connected, Loopbacke
R3¢

R2fshow ip ospf nei
B3fshow ip ospf neighbor

Neighbkor ID Pri State Dead Time Eddress
Interface

5.5.5.5 [u] FULLS = 00:-00:21 172.31.23.1
Serial0/0/1

R3] -

m

Cirl+F6 to exit CLI focus copy |[ Paste

[ op

Figura 67 Verificacion de adyacencias R3

Ahora se usa el comando show ip route ospf para mostrar solo las rutas OSPF
descubiertas en la tabla de routing. A continuacion, se muestra solo las rutas OSPF
para los router 1,2 y 3 aplicando el comando show ip route ospf.
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Bléshow ip ospf neighbor s
NWeighbor ID Bri State Dead Time Address

Interface

5.5.5.5 a FULLS - 00:00:33 172.31.21.2

Seriald/ 070

Rl§show ip route ospf
10.0.0.0/32 is subnetted, 1 subnets

[+] 10.10.10.10 [110/%501] wia 172.31.21.2, 00:20:45, Seriald/0/0
172.31.0.0/1€ is warisbly subnetted, 2 subnets, Z masks
[s] 172.31.23.0 [110/1%000] wia 172.31.21.Z, 00:17:1Z,
Seriald/ 070
132.168.4.0/32 is submnetted, 1 subnets
[s] 1%Z.168.4.1 [110/1%001] wia 172.31.21.Z, 00:17:1Z,
Seriald/ 070
152.168.5.0/32 is subnetted, 1 subnets
[s] 1%Z.168.5.1 [110/1%001] wia 172.31.21.Z, 00:17:1Z,
Serialn/s0/s0
152.168.6.0/32 is subnetted, 1 subnets
[s] 1%Z.168.6.1 [110/1%001] wia 172.31.21.2Z, 00:17:1Z,
Serialn/s0/s0
B1§ i
Ciri+F6 to exit CLI focus copy || Paste

[ Top

Figura 68 IP route desde OSPF R1
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Serizl0/0/0 -
152.168.5.0/32 is subnetted, 1 subnets
] 152.168.5.1/32 [110/95011 via 172.31.23.2, 00:06:51
Seri=l0/0/0
152.168.6.0/32 is subnetted, 1 submets
I o 152.168.6.1/32 [110/9501] vis 172.81.25.2, 00:0&:51
Serislos0/o
nzg
. R2$show ip ospf nei

RZ¢show ip ospf neighbor

Neighbor ID Pri State Dead Time Address
Interface

8.8.8.8 a FULL/ - 00:00:35 172 .31.23.2
Seri=l0/0/0

1.1.1.1 ] FULLS - 00:00:33 172.31.z21.1
Serizlo/0/s1

R2fshow ip route osps
152.1628.4.0/32 is subnetted, 1 submets

o 152.165.4.1 [110/3501] wvia 172.31.23.2, 00:18:08, Serisl0/0/0
192.168.5.0/3Z is subnetted, 1 subnets

o 152.1628.5.1 [110/58501] wia 172.31.23.2, 00:18:08, Seri=l0/0/0
152.168.6.0/32 is subnetted, 1 subnets L

o 132.168.6.1 [110/9501] wia 172.31.23.2, 00:18:06, Seriald/0/0 |~

nzg|

Ctrl+F6 to exit CLI focus

[ wop

Figura 69 IP route desde OSPF R2

62



¥ R3

Physical Config Attributes
105 Command Line Interface
152.1%8.4.0/24 is varisbly subnetted, 2 subnets, Z masks .
c 192.1¢68.4.0/24 is directly connected, Loopback4
L 152.168.4.1/32 is directly connected, Loopback4
192 _168.5.0/24 is variably subnetted, Z subnets, Z masks
c is directly connected, Loopbacks
L iz directly connected, Loopbacks
varizbly subnetted, Z subnets, Z masks
c is directly connected, Loopbacks
L is directly connected, Loopbacké
R3§
R3gshow ip ospf nei
R3fshow ip ospf neighbor
Neighkor ID Pri State Dead Time Address
Interface
5.5.5.5 0 FULL/ - 00:00:31 172.81.23.1
Serial0/0/1
R3fshow ip route ospf
10.0.0.0/32 is subnetted, 1 subnets
o 10.10.10.10 [110/391] wia 172.31.23.1, 00:28:45, Serial0/0/1
172.31.0.0/16 is varizsbly subnetted, 3 subnets, 2 masks
o 172.31.21.0 [110/7807 via 172.31.23.1, 00:28:45, Serial0/0/1 |E
23§ o
Cirl+F8 to exit CLI focus
[0 mop

Figura 70 IP route desde OSPF R3

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface.

Para esto se utiliza el comando show ip ospf interface s0/0/0
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Physical

Aftributes

105 Command Line Interface

%Invalid interface type and number
Rl§show ip ospf interface s0/0/0

Serizl0/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Area 0

Process ID 1, Router ID 1.1.1.1, Network Type POINT-TC-POINT, Cost:
3500

Transmit Delay is 1 sec, State DOINT-TG-BOINT, Priczity 0

Wo designated router on this network

Mo backup designated rouser on this network

Timer intervals configured, Helle 10, Dead 40, Wait 40, Retramsmit

Hello due in 00:00:03
Index 1/1, Zlood queue leagth O
) /0x0(0)
cod scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjscent neighbor count is 1
Rdjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
ERE]
R1#
21#
B -

Cir+F8 to exit CLI focus

£ op

Figura 71 Verificacion del costo de la interface R1

Router 2:

63



®R2 =NPE X

Physical Config CLI Attributes
I

105 Command Line Interface

RZE -
RZ¢show ip ospf interface s0/0/0

Serizsld/0/0 is up, line protocol is up

Internet address is 172.31.23.1/30, Area O

Process ID Z, Router ID 5.5.5.5, Network Type POINT-TCO-POINT, Cost:
5500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priocrity 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

w

Hello due in 00:00:05
Index 373, flood gqueue length 0O
Wext Ox0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , ARdjacent neighbor count is 1
Bdjacent with neighbor 8.8.8.8
Suppress hellc for 0 neighboris)
RZE
RZE
RZ
nzg <

Ctrl+F§ to exit CLI focus Copy Paste

m

[ Top

Figura 72 Verificacion del costo de la interface R2

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Para visualizar la ID del proceso OSPF y la ID del router se utiliza el comando show
ip ospf para cada uno de los routers:
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niE -
Rlfshow ip ospf

Rputing Process "ospf 1™ with ID 1.1.1.1

Supports only single TOS(TO30) zoutes

Supports cpaque LSA

SPY¥ schedule delay 5 secs, Held time between two SPFs 10 secs

Minimum L5A interval 5 secs. Minimum L52 arrival 1 secs

Humber of exteznal LSA 0. Checksum Sum 0x000000

Number opaque A5 LSA 0. Checksum Sum 0x000000
Numbex DCbitless external and cpaque AS LSA 0
Numbex DoNctige external and opague AS LSA O

Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Externsl flood list length 0
Area BACKBONE(0)
Number of interfaces in this area is 1
Area has no suthentication
SEF algorithm executed 3 times
Zres ranges are
Number of LSA 3. Checksum Sum 0x013cc

Number opague link LSA 0. Checksum Sum 0x000000
Number DCbitless LSR O
Number indication LS& 0

Number of DoNothge LSA O
Flood list length O

mn

1|

ESE-

Ctri+Fé to exit CLI focus Copy

[F] Top

Figura 73 OSPF 1 R1

R2
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Rz¥ o
RZ§show ip ospf
fouting Process "ospf 2" with ID 5.5.5.5
Supports only single TO3(T0S0) routes
Supports opague LSA
SIF schedule delay 5 secs, Hold time between two SBFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
externsl LSA 0. Checksum Sum 0x000000
opagque AS LSA 0. Checksum Sum 0x000000
DCbitless external and opaque A5 LSA O
DoMotRge external and cpaque A5 LS2 0
areas in this rouser is 1. 1 normal 0 stub O nssa
Zxternsl flood list length 0
Area BACKBONE(0)
Mumber of interfaces in this area is 3
Area has no authentication
SPF zlgorithm execused 11 times
Area ranges are
L5 3. Checksum Sum 0x0l32ed
of cpague link LSA 0. Checksum Sum 0x000000
DCbitless LS& 0O
of indication LSA 0
DoNot&ge LSA O ‘
Flocd list lengsh O i

Ctri+F6 to exit CLI focus

[ wop

Figura 74 OSPF 2 R2
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R3gshow ip ospf
Routing Process "ospf 3" with ID B8.8.8.8
Supports conly single TOS(TOSO) routes
Supports cpaque LSA
SPF achedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum L3A interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x000000
Nurber opaque A5 LSA 0. Checksum Sum 0x000000
Number DCbitless external and opague A5 LSA O
Wurber of DollotAge external and opague A5 LS& O
Number of areas in this router is 1. 1 normsl 0 stub 0 nssa
Externzl flood list length 0
Area BACEBONE (D)
Number of interfaces in this area is 4
Area has no suthentication
SPF algorithm executed 1l times
Arez ranges are
Number of L3& 3. Checksum Sum 0x013Zcd
paque link LSA 0. Checksum Sum 0x000000
DChitless LSR O
Number of indication LSZ 0
Number of DoNothge LSA O |

m

Flood list length O

3%

Ctrl+F8 to exit CLI focus

[F] Top

Figura 75 OSPF 3 R3

1.2.3 Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.

A continuacion, se muestra la topologia establecida para dar claridad sobre
las VLAN que se implementaran en los suiches:

VLAN 200

~ 23 A% BUENOS ARES
socoTa g )

VLAN 30
VLAN 40

Figura 76 Topologia implementada
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Configuracion para el suiche 1:
Switch(config)#hostname S1
S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit
S1(config)#interface f0/3
S1(config-if)#switchport mode trunk
S1(config-if)#

S1(config-if)#exit
S1(config)#interface fO/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#exit
S1(config)#interface f0/24
S1(config-if)#switchport mode trunk

Verificacion mediante el comando show vlan brief

?E;éI‘-I.IlIIIllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.‘zli:h..ﬁE
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Sl»show vlan brief

VLAN Name Status Ports
1 default active Fa0/2, Fal/4, Fal/5,
False

Fa0/7, Fal/&, Fa0/3,
Fad/10

Fa0/11, Fa0/1Z,
Fal/13, Fal/14

Fa0/15, Fa0/16,
Fad/17, Fa0/18

Fa0/15, Fa0/Z0,
Fad/21, Fa0/22

Fa0/23, Fa0/Z4,
Gig0/1, Gig0/2

30 Zdministracion active Fald/1

40 Mercadeo active

1002 fddi-defzult active

1003 token-ring-defzult active

1004 fddinet-default active e
1005 trnet-default active

513 -
Cirl+F6 to exit CLI focus [ copy |[ Paste

Figura 77 Verificacion de VLAN S1
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Con el fin de comprobar los enlaces troncales se utiliza el comando show
interfaces ID-interfaz switchport.

';’ ST | [
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T lost cazzier, 0 no carzier
0 cutput buffer failures, 0 cutput buffers swapped cut

Sl#show interface £0/3 switchporc
Name: Fa0/3

Switchport: Ensbled

Administrative Mode: trunk

Operaticnal Mode: trunk

Administrative Trunking Encapsulation: dotlg
Operaticnal Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Recess Mode VLAN: 1 (default

Trunking Native Mode VIAN: 1 (default)

Voice VLAN: none

we private-vlan host-assocciation: none
Administrative private-vlan mspping: none
Rdministrative private-vlan trunk native VLAN: none
Rdministrative private-vlan trunk encapsulation: dotlg
Rdministrative private-vlan trunk normal VLANs: none
Administrative private—vlan trunk private VLANs: none

=
Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

—-More—— | =

Ctri+F6 to exit CLI focus Copy Paste

Top
Figura 78 Verificacion de enlaces troncales S1

Para el suiche 3:
Switch(config)#hostname S3
S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#exit
S3(config)#interface f0/3
S3(config-if)y#switchport mode trunk
S3(config-if)#exit
S3(config)#interface fO/1
S3(config-if)#switchport access vlan 40
S3(config-if)#exit

Verificacion:
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83»show vlan brie

VLAN Name Status Ports
1 default active Fa0/2, Fa0/4, Fa0/5
Fal/&

F=0/7, Fal/8, Fal/3,
Fa0/10

Fa0/11, Fa0/1Z,
Fa0/13, Fa0/14

Fa0/15, Fa0/1%,
Fa0/17, Fa0/18

Fa0/1%, Fa0/20,
Fa0/2l, FaO/22

Fa0/23, Fa0/24,
cig/l, Gigh/z

30 Rdministracion actiwve

40 Mercadeo active Fal/s1

1002 fddi-default active =1
1003 token-ring-defsult active

1004 fddinet-default active H
1005 trnet-default actiwve

W Ctri+F& to exit CLI focus Copy Paste

[ ®op

Figura 79 Verificacion VLAN S3

Con el fin de comprobar los enlaces troncales se utiliza el comando
interfaces ID-interfaz switchport.

P 53 =nee=n |

£
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S3>enab

S53¢show interface f0/3 switchport

Hame: Fa0/32

Switchport: Ensbled

Rdministrative Mode: trunk

COperational Mode: trunk

Administrative Trunking Encapsulation: dotlg
Operaticonal Trunking Encepsulstion: dotlg

Negotiation of Trunking: On

Zccess Mode VIAN: 1 (default)

Trunking MNative Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: ncne
Rdministrative private-vlan trunk encaspsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLA&Ns Enabled: 211

Pruning VLANs Enabled: Z-1001

Capture Mode Disabled —=
Capture VLANs Allowed: ALL
Protected: false

—-More--—

Ctrl+F8 to exit CLI focus Copy Paste

4 lom

[ op

Figura 80 Verificacion de enlaces troncales S3

Para el suiche O
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Switch(config)#hostname SO
S0(config)#vlan 200
S0(config-vlan)#name Mantenimiento
S0(config-vlan)#exit
SO(config)#interface fO/1
S0(config-if)#switchport mode trunk
S0(config-if)#exit

SO(config)#interface f0/2
SO(config-if)#switchport access vlian 200
SO(config-if)#exit

Verificacion

Physical Config CLI Attributes
—
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Building configuration. - -
[CK]
50#show vlan brief

VLAN Name Status Borts
1 default sctive Fa0/3, Fadf4, Fa0/5,
Fa0/§

Fa0/7, FaO/3, Fa0/3,
Fa0/10

Fa0/11, Fa0/1Z,
Fa0/13, Fal/14

Fa0/15, Fa0/l%,
Fa0/17, Fal/1a

Fa0/13, Fa0/20,
Fa0/21, Fal/2z

Fa0/23, Fal/24,
Gig0/l, Gigl/z

200 Mantenimiento active Fa0/2

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active =
1005 trnet-default active

s0g| =

Ctri+F& to exit CLI focus Copy Paste

Top

Figura 81 Verificacion VLAN SO

Con el fin de comprobar los enlaces troncales se utiliza el comando show
interfaces ID-interfaz switchport.
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S0gshow interface £0/1 switchport

Encapsulation: dotlg
sulation: dotlg

S 1y 1t)
Mode VLAN: 1 (default)

Ctri+F8 to exit CLI focus Copy Paste

Figura 82 Verificacion de enlaces troncales SO

Como se estan usando switches Cisco Catalyst 2960 se utiliza de manera
automatica la encapsulacion 802.1Q en los enlaces troncales. para otros
switches generalmente se requiere la configuracion manual de la
encapsulacion.

Paso seguido se configura el puerto GO/O del router 1 para las subinterfaces
de las VLAN 30y 40.

R1(config)#interface g0/0.1
R1(config-subif)#encapsulation dot1Q 1
R1(config-subif)#ip address 192.168.99.1 255.255.255.0
R1(config-subif)#end

R1(config)#interface g0/0.30
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#end

R1(config)#interface g0/0.40
R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#end

R1(config)#interface g0/0

R1(config-if)#no shutdown

Comprobacion:
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Cateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets

o 10.10.10.10432 11035011 wvia 172.31.21.2, 00:03:38,
Serial0/0/0

172.31.0.0/1¢ is varisbly subnetted, 3 subnets, I masks
c 172.21.21.0/30 is directly comnected, Sezial0/0/0
L 172.81.21.1/32 is dizectly comnected, Sezial0/0/0
o 172.31.23.0/30 [110/13000] via 172Z.31.Z1.Z, 00:09:38,

Serial0/0/0
182.168.4.0/32 iz subnetted, 1 subnets

o 1%z.1g8.4.1/32 [110/1%001] wia 172.231.21.2, 00:05:38,
Serizl0/0/0

152.1658.5.0/32 is subnetted, 1 subnets
o 132.188.5.1/3Z [110/13001] wia 172.31.21.2, 00:03:38,
Serizl0/0/0

182.168.8.0/32 is subnetted, 1 subnets
o 132.168.%8.1/32 [110/13001] wia 172.31.21.2, 00:059:38,
Serial0/0/0

152.168.30.0/24 is warizbly subnetted, Z subnets, Z masks
c 152 168 _30.0/24 is directly connected, GigabitEthernet0/0_30
L 152.1828.230.1/32 is directly connected, GigabitEthermnet0/0.30

152.168.40.0/24 is warisbly subnetted, Z subnets, 2 masks
152.165.40.0/24 is directly connected, GigabitEthernet0/0.40
L 152.185.40.1/32 is directly connected, GigabitEthernet0/0.40
152 168.99_.0/24 is wvarisbly subnetted, Z subnets, Z masks
152.1828.5953.0/24 is directly connected, GigabitEthermet0/0.1
L 152.188.5953.1/32 is directly connected, CGigabitEthermet0/0.1

1]

5]

m

Cirl+F8 to exit CLI focus Copy

Figura 83 Verificacion puerto GO/0 VLAN en R1

En R2 se habilita la subinterfaz 200

R2(config)#interface g0/0.200
R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.200.1 255.255.255.0
R2(config-subif)#end

R2(config)#interface g0/0

R2(config-if)#no shutdown
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Gateway of last resort is not set

10.0.0.0/3Z is subnetted, 1 subnets
c 10.10.10.10/32 is directly connected, Loopback(
172.31.0.0/1% is varisbly subnetted, 4 submets, 2 masks

c 172.21.21.0/30 is directly connected, SerialQd/0/1
L 172.31.21.2/3Z2 is directly connected, Seriald/0/1
c 172_31 .23 .0/30 is directly connected, Serialds0/0
L 172.31.23.1/32 is directly connected, Serizl0/0/0
192.168.4.0/32 is subnetted, 1 subnets
=] 192.168.4.1/32Z [110/9501]1 wia 172.31.23.2, 01:45:39,
Serial0/0/0
132.168.5.0/32 is subnetted, 1 subnets
o 132.168.5.1/32 [110/9501] wia 172.31.23.2, 01:45:39,
Serial0/0/0
192 168.6.0/32 is subnetted, 1 subnets
o 132.168.%€.1/32 [110/39501]1 wia 172.31.23.2, 01:45:3%3,
Serial0/0/0
152.1€8.200.0/24 is variably subnetted, Z subnets, Z masks
c 132 _168.200.0/24 is directly connected,
GigebitEthernetd/0.200
L 192.16828.200.1/32 is directly connected,

GigabitEthernet0/0.200

205.165.200.0/24 is varisbly subnetted, ? subnets, 2 masks
c 205.165.200.224/29 is directly connected, GigabitEthernet0/0
L 209.165.200.225/32 is directly connected, GigabitEthernet0/0 |=

2z -

Ctrl+F8 to exit CLI focus Copy

[T Top

Figura 84 Verificacién puerto GO/0 VLAN en R2

1.2.4 En el Switch 3 deshabilitar DNS lookup
Para deshabilitar el DNS, se utiliza el comando no ip domain-lookup:

S3(config)#no ip domain-lookup
S3(config)#exit

1.2.5 Asignar direcciones IP a los Switches acorde a los lineamientos.

Suiche 1:

S1(config)#interface vlan 1

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#ip default-gateway 192.168.99.1
S1(config)#exit

S3(config)#interface vlan 1

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#ip default-gateway 192.168.99.1
S3(config)#exit

SO(config)#ip default-gateway 192.168.200.1
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1.2.6 Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

Para S1:

S1(config)#interface range fa0/4-23
S1(config-if-range)#shutdown
S1(config)#interface f0/2

S1(config-if)y#shutdown

S1(config)#interface range gigabitEthernet 0/1-2
S1(config-if-range)#shutdown

Para S3:

S3(config)#interface range fa0/4-24
S3(config-if-range)#shutdown
S3(config)#interface fa0/2
S3(config-if)#shutdown

S3(config)#interface range gigabitEthernet 0/1-2
S3(config-if-range)#shutdown

Para SO:

SO(config)#interface range fa0/3-24
SO(config-if-range)#shutdown
SO(config)#interface range gigabitEthernet 0/1-2
SO(config-if-range)#shutdown

1.2.7 Configurar R1 como servidor DHCP para las VLANs 30 y 40. Reservar las
primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

Figura 85 Configuraciones DHCP
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Primero se reservaran las primeras 30 direcciones IP de las VLAN 30
y 40:

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#exit

Ahora se configura el DCHP pool

R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.99.1
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#end

R1(config)#ip dhcp pool MERCADEO
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.99.1
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#exit

Dado que Packet Tracer no soporta algunos comandos, no se
configuro el nombre de dominio con el comando domain-name ni la
duracion del arrendamiento mediante el comando léase. En este caso
el valor de arrendamiento predeterminado para la direccion IP
asignada es un dia.

Ya que el servidor se encuentra en la misma LAN no es necesario un
agente de retransmision para el caso de estudio.

Verificacion configuracién del pool:
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IF SOUress ETETT IO IS LI ETECCIO CINE =E
Rlgshow ip dhecp pool

Pool RDMINISTRRCION :
Utilization mark (high/low) 1
Subnet size (first/next) =]
Totzl addresses : 25
Lezsed addresses =]
Excluded addresses 2
Pending event : none

1 subnet is currently in the pool

Current index IF address range Leased/
Excluded/Total

15Z2.168.30.1 15Z.168.30.1 - 132_.168.30.254 4] /£
/ 254

5]

Pool MERCRDEO -
Utilization mark (high/low) 1
Subnet size (first/next) =]
Totzl addresses : 25
Lezsed addresses =]
Excluded addresses 2
Pending event : none

1 subnet is currently in the pool

Current index IF address range Leased/
Excluded/Total

15Z2.168.40.1 15Z.168.40.1 - 132_.168.40.254 4] £z
/ 254

r1g -

m

Ctrl+F6 to exit CLI focus Copy | | Paste

Top

Figura 86 Verificacion del pool R1

verificaciéon del DHCP en los PC:

B pc-a

-4

Physical  Config Programming  Attributes

mmand Line 1.0

Link-local IF
IP Rddress._
Subnet Mask

th Conn

Physic
k-1

Figura 87 Validacion del DHCP PC-A
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Figura 88 Validacion del DHCP PC-C

1.2.8 Configurar NAT en R2 para permitir que los hosts puedan salir a internet.

Para configurar una NAT dindmica se utiliza se debe usar el comando ip nat
pool.

R2(config)#ip nat pool NAT-POOL1 209.165.200.225 209.165.200.230
netmask 255.255.255.248

R2(config)#access-list 1 permit 192.168.0.0 0.0.255.255

R2(config)#ip nat inside source list 1 pool NAT-POOL1
R2(config)#interface s0/0/1

R2(config-if)#ip nat inside

R2(config-if)#exit

R2(config)#interfa gigabitEthernet 0/0

R2(config-if)#ip nat outside

R2(config-if)#end

Verificacion:
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rrrrr

RZE
%SY¥S5-5-CONFIG_I: Configured from conscle by conscle

RZfcopy &

RZgcopy running-config st

I RZfcopy running-config startup-config
Destination filename [startup-config]?

Building configuration. ..

[OKE]

RZgshow ip nat statics

% Invalid input detected at "' marker.

RZgshow ip nat st
RZgshow ip nat statisties
Total translations: 0 (0 static, 0 dynamic, 0 extended)
Cutside Interfaces: GigabitEthernetl/s0
Inside Interfaces: Serial0/0/1
Hits: 0 Misses: 0
Expired translatiomns: 0
Dynamic mappings:
—— Inside Source
access-list 1 pool NAT-POOLL refCount O
pool NAT-POOL1l: netmask Z55.255.255.248
start Z05.165.200.225 end Z05.165.200.230

m

type generic, totzl addresses & , zllocated O (0%), misses O
nzg -
Ctrl+F5 to exit CLI focus Copy ] [ Paste ]
O] Top

Figura 89 Verificacion de NAT en R2

1.2.9 Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

Se decide configurar dos listas de acceso para permitir o denegar trafico,
para ello configuramos una ACL. Para el router R3 se bloquea el trafico del
pc con la IP 19.168.40.55, pero se permite el resto de trafico:

R3(config)#access-list 1 deny host 192.168.40.55
R3(config)#access-list 1 permit any
R3(config)#interface g0/0.1

R3(config-subif)#ip access-group 1 in
R3(config-subif)#

Para verificar la programacion utilizamos el comando show access list:
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BE3fshow access-list

Standard IPF access list 1
10 deny host 132 _.1&8.40.55
Z0 permit any

RIg

CirlFE to exit CLI focus Copy || Paste

Figura 90 Verificacion de listas de acceso R3

Ahora denegamos el acceso de la ip 192.168.30.99 para el router R1.:

R1(config)#access-list 1 deny host 192.168.30.99
R1(config)#access-list 1 permit any
R1(config)#interface g0/0

R1(config-if)#ip access-group 1 in
R1(config-if)#exit

Verificacion:
¥ R1 = [ 5 |-

Physical Config CLI Aftributes
I

105 Command Line Interface

Rl>enak

Rl#cont

Rliconfigure ter

Rliconfigure terminal

Enter configuration commands, one per line. End with CHNTL/Z.
Rl {config) faccess-list 1 deny hosto 152 _168_.30.55

% Invalid input detected at """ marker.

Rl {config) faccess-1list 1 deny host 152_.188_.30.3%
Bl (config) #access-list 1 permit any
Bl {config) #interface gls0
Bl {config-ifl&ip access—group 1 in
Rl {config-if) exit
Rl {config) fexit
Rl
%5¥S5-5-CONFIGC I: Comfigured from ccnscle by conscle
show aceess-list
Standard IP access list 1
10 deny host 132.1€5.30.35
20 permit any

m

n1g
a1g o

Ciri+F6 to exit CLI focus Copy || Paste

[ Tp

Figura 91 Verificacion de listas de acceso R1
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1.2.10 Configurar al menos dos listas de acceso de tipo extendido o nombradas
a su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Se debe utilizar el comando ip access-list extended nombre para definir un
nombre para la ACL extendida. Para este caso se deniega el trafico telnet

de cualquier origen a la LAN 192.168.99.0/24 pero el permite el trafico IP a
traves de la interfaz G0/0.1:

R1(config)#access-list 102 deny tcp any 192.168.99.0 0.0.0.255 eq 23
R1(config)#access-list 102 permit ip any any

R1(config)#interface g0/0.1

R1(config-subif)#ip access-group 102 out

R1(config-subif)#end

Verificacion:
¥ R1 NEI—

Physical Config CL Atftributes
L

105 Command Line Interface

R1>ENRB

Rlgconf

Rlgconfigure term

Enter configuration commands, one per line. End with CNTIL/Z.
Rl {config) faccess-list 102 deny tep any 132.168.95.0 0.0.0.255 eqg 23
Rl (config) §accesas-list 102 permit ip any any

Rl (config) #interface g0/0.1

Rl (config-subif) $ip access-group 102 out

Rl {config-subif) §end

R1g

%5¥5-5-CONFIG_I: Configured from conscle by conscle

Rlgshow access-list
Standard IP access list 1
10 deny host 19Z2_.162.30.935
20 permit any
Extended IP access list 102
10 deny tcp any 132_168.95.0 0.0.0.255 eqg telnet
20 permit ip any any

m

E1E] -

CHri<F6 to exit CLI focus copy | [ Paste

Top
Figura 92 Verificacion de listas extendidas R1

1.2.11 Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Trace route.
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Physical

Command Prom|

Pinging 19 . with

Programming Attributes.

byte

Approximate round trip time
Minimum 4

Top

Figura 93 Verificacion de pings PC-A

® pc-A

Physical Config

Programming Aftributes

Figura 94 Tracert PC-A
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¥ pcc

Physical Config

Programming Attributes.
I

Command Prompt

Maximim

round trip time
Minimum = Oms, Maximum =

Top

Figura 95 Verificacion de pings PC-C

B rcc

Physical Config

Command Prompt

tr T

Programming Attributes

ing route to

Figura 96 Tracert PC-C
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CONCLUSIONES

Con la elaboracion del trabajo fue posible adquirir destrezas y conocimientos
en el manejo del software Cisco Packet Tracer, ademas de solucionar
problemas de la vida en un entorno de simulacion.

El uso de VLAN o redes locales virtuales permite la creacion de redes logicas
diferentes dentro de una misma red fisica, facilitando la administracién de la
red y disminuyendo el dominio de difusién. El protocolo de etiquetado que
mas se utiliza es el IEEE 802.1Q.

Se comprob6 que el protocolo de configuraciéon dinamica del servidor o
DHCP permite que mas de host obtengan la configuracion de red de forma
totalmente automatica, sin que exista la necesidad de configurar
manualmente las direcciones IP, mascara de subred y puerta de enlace
predeterminada.

Se puede usar la separacion de privilegios mediante el uso de listas de
control de acceso o ACL, permitiendo o denegando el trafico de red de
acuerdo a alguna condicion en particular como bloquear protocolos en
puertos especificos, lo que ayuda a prevenir trafico indeseado en la red.

Otra medida de seguridad que se debe tomar para prevenir el acceso no
autorizado es deshabilitar los puertos que no se estan usando tanto en los
suiches como en los routers.

El OSPF es un protocolo de direccionamiento llamado de estado de enlace
que utiliza unos paquetes especificos para conocer dicho estado. Es muy
practico en redes heterogéneas y de gran tamafio puesto que puede
recalcular las rutas en poco tiempo cuando se modifica la topologia de la red.
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