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INTRODUCCION

Durante los ultimos afios de acuerdo al desarrollo tecnoldégico y mundial, la
comunicacion se ha convertido en ficha clave de este factor, abriendo asi una
brecha para que cada dia se mas las profesionales en tecnologia quienes brinden
soluciones integrales a nivel de LAN/WAN.

En los ultimos afos, se ha dado una rapida convergencia de estas areas, como
también las diferencias entre la captura, transporte almacenamiento vy
procesamiento de informacién estan desapareciendo con rapidez, debido a la
variedad y trascendencia a nivel tecnolégico a nivel comunicativo.
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Objetivos

General

Desarrollar e implementar las habilidades practicas realizadas durante el
desarrollo del curso, identificando y aplicando una solucion o caso de estudio de
un problema de Networking en particular.

Especificos

v

v

ANANIRN

Identificar que dispositivos utilizar para la construccion de una topologia de
red.

Realizar configuraciéon basica a dispositivos de comunicacién como
Routers, Switch, Servidores.

Implementar seguridad en Switch, elaboracion de Vlans e inter Vlan
Routing.

Determinar la configuracion necesaria para la implementacion de OPSFv2,
protocolo dinamico de Routing.

Implementar de DHCP y NAT en dispositivos de comunicacion.

Configurar y verificar listas de control de acceso ACL

Verificar conectividad entre los dispositivos de una topologia.
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DESARROLLO DE ESCENARIO

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

172.31.21.0/30

Fo/0

Internet

Buenos Aires

192.168.99.3

VLAN Direccionamiento

Nombre

30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

1 Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

Direccion IP (Ip
Address)

Mascara de Red
(Subnet Mask)

Puerta de Enlace
Predeterminado
(Default Gateway)

Internet Server

209.165.200.230

255.255.255.248

209.165.200.255

R1 to R2 S0/0/0

172.31.21.1

255.255.255.252
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R2 to R1 S0/0/1

172.31.21.2

255.255.255.252

R2 to R3 S0/0/0

172.31.23.2

255.255.255.252

R2 to Internet Server 209.165.200.225| 255.255.255.248
GO0/0
R2 Lo0O Web Server 10.10.10.10 255.255.255.255| 0.0.0.0.0.0.0.0
GO0/0
R3 to R2 S0/0/1 172.31.23.1 255.255.255.252
R3 Lo4 192.168.4.1 255.255.255.0 0.0.0.0.0.0.0.0
S0/0/1
R3 Lo5 192.168.5.1 255.255.255.0 0.0.0.0.0.0.0.0
S0/0/1
R3 Lo6 192.168.6.1 255.255.255 0.0.0.0.0.0.0.0
S0/0/1
S1 Vian 30, Vian 40 Vlan 192.168.99.2 255.255.255.0
200
S3 Vlan 30, Vlan 40 Vlan 192.168.99.3 255.255.255.0
200
R1 G0/0.30 192.168.30.1 255.255.255.0
R1 G0/0.40 192.168.40.1 255.255.255.0
R1 G0/0.200 192.168.200.1 255.255.255.0
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Dispositivos y Elementos Necesarios

= 3 Routers (Cisco 1841) con puertos FastEthernet y puertos Seriales.
= 2 Switches (Cisco 2960).

= 1 Servidor (Genérico PT).
= 3 PCs, con tarjeta de red.
= Cables Serial y Ethernet.

¥ Cisco Packet Tracer
File Edit Options View Tools Extensions Help
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¥ Cisco Packet Tracer
File Edit Options View Tools Extensions Help

EiERSOLrLih @@y QaaoE BFE
D@l i/ med B

1841
Router3
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Router1

(XD s

yImsme 5155550
7= -

¥ Cisco Packet Tracer
File Edit Options View Tools Extensions Help
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¥ Cisco Packet Tracer

File Edit Options View Tools Extensions Help
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¥ Cisco Packet Tracer - C:\Users\USUARIO\Desktop\trabajo final.pkt

Fie Edt Options View Tools Extensions Help
EERSOrik @@ QaaoBE BFE
ZQa@Xl/ med B
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Automatically Choose Connection Type
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trabajo final.pkt

Physical  Config _ Deskiop  Programming Attributes
T T —

O oHep @© static

1P Address [209.165.200.230

Subnet Mask [255.255.255.248

Default Gateway [209.165.200.22¢

DNS Server [0.000

1Pv6 Configuration
O DHeP O Auto Config @ Static
Pv6 Address. [ Il

Link Local Address ‘ FEB0::2D0:BCFF:FE2A:6781

1PY6 Gateway [

1Pv8 DNS Server [

802.1X

[ use 802.1x Security

Authentication MDS Y
Username

Password

< O mop >
vV | | B B2 | B Ve | P

< >
@ H Automatically Choose Connection Type
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2 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

12
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Cisco Packet Tracer - C:\Users\USUARIO\Desktop\trabajo final.pkt
Fle Edt Optons View Tools Extensions Help
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B R
Physical  Config _ CLI_Aftributes

10S Command Line Interface

Press RETURN to get started!

Routersen
Routergconfig ©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R1

Rl(config)#ip ip domain-lockup

% Invalid input detected at '~' marker.

Rl(config) #no ip domain-lookup
Rl(config) fenable secret class
Rl(config)$line con 0
Rl(config-line)gpassword cisco
Rl(config-line)#login
Rl(config-line)gline vty 0 4
Rl(config-line) #password cisco
Rl{config-line)#login
Rl(config-line)gexic

Rl(config) #service password-encryption
Rl(config) $banner motd $Prohibido el acceso No Autorizados
Rl(config)$

Ctri+F8 to exit CLI focus.

13
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Physical  Config _ CLI_ Aftributes

10S Command Line Interface

Routersconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#

Router (config) ¢

Router(config)$

Router (config) ¢

Router (config) $router rip

Router (config-router) #config ©

#Invalid hex value

Router (config)#

Routers

4SYS-S-CONFIG_I: Configured from console by console

Routergconfig ©
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) ghostname R2

R2(config)#no ip domain-lockup

R2(config) denable secret class

R2(config)#line con O

R2 (config-line) #password cisco

R2(config-line)¢login

R2 (config-line) dexit

R2(config) #service password-encryption

R2(config) $hanner motd $Prohibide el accesc No Aut d
R2(config)g|

<

o »

Ctri+F6 to exit CLI focus Copy Paste.

>Imsme 5|1 F S S S A A7
—

<

Automatically Choose Connection Type

g ~ 9 & imagene g !Prueb ba 9 P R g

EERSOrih @aciy QaaoBE BFE

STQae@X /s rmed B
A\ Logical |VEIEIERERE ® R =

40

Physical ~ Config _ CLI  Atftributes
—

%

10S Command Line Interface

B

H

H
aﬁ-%

1

ServersT

—— Routerren

Routershostname R3

% Invalid input detected at '~' marker.
BDOSARES

Routersconfig ©
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) hostname R3

R3(config) #no ip demain-lookup

R3(config) $enable secret class

R3(config) $line con 0

R3(config-line) gpassword cisco

R3(config-line)#login

R3(config-line)#line vty 0 4

R3(config-line) $password cisco

R3(config-line)$login

R3(config-line) gexit

R3(config) $service password-encryption

R3(config) $banner motd $Prohibidc el acceso No Autorizados
R3(config) 4|

et 1841
m

Ctri+F8 to exit CLI focus Copy

<

o »

Paste

Al A A E 2SS A2

<

Automatically Choose Connection Type

3 Configurar VLANSs, Puertos troncales, puertos de acceso,

encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches

acorde a la topologia de red establecida.

4 En el Switch 3 deshabilitar DNS lookup

14
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BMOLkhPEFI QAQANE ESE Z
/s med B

Physical  Config _ CLI_ Aftributes

10S Command Line Interface

changed state to down ~

(38 =D: 1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastSthernet0/l,
changed state to up

(354 3 = 1, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastSthernet0/l,
changed state to down

Switch>enable
Switchg

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) #interface FastEthernetd/S

Switch(config-if)$

Switch(config-if) fexit

Switch(config) #interface FastIthernet0d/S

Switch(config-if) gexit

Switch(config)#no ip domain-lookup

Switch(config) ghostname S3

S3(config) g v

Ctri+F6 to exit CLI focus. Copy Paste.

Time: 01:40 w:)(\:) O wop
dImsme s/ F 555N
L 1
|Z ) - Automatically Choose Connection Type
a2 - ag b aba [ [ q p

USUARIO\Desktophtrabajo final.pkt = a X

E=SMBOrikPa¢d QQA0EBFE ?
D@l B/ rme d B

A Logical (_ Physical)x set.y: 387
L)l - u] X
X ~
Physical  Config _CLI_ Afrbutes
[
10S Command Line Interface
~
3LII ED: = 1, changed state to up
SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up
3LII - = 1, changed state to down
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to down
Switch>en
Switchgconfig t
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) $hostname S1
Sl{config)$no ip domain-lookup
Sl{config) genable secret class
Sl{config)#line con 0
Sl(config-line)#password cisco
S1(config-line)#login
Sl(config-line)gexit
S1(config) #service password-encryption
S1(config) ¢banner motd $Solo Personal Rutorizado$
Si(config)g] i< v
Ctri+F8 to extt CLI focus | copy Paste | >
/ O wop
<
Automatically Choose Connection Type.
g e g d o a _ P =

15
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Physical  Config  CLI  Attributes
e
10S Command Line Interface
SLINK-3-UPDOWN: Interface FastEthernet0/1l, changed state to down ~

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/l,
changed state to down

Switch>enable

Switchg

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) #interface FastEthernet0d/S

Switch(config-if)

Switch(config-if) gexit

Switch(config) #interface FastEthernet0/S

Switch(config-if) gexit

Switch(config)#no ip domain-lockup

Switch{config) ghostname S3

S3(config) tenable secret class

S3(config)#line con 0

S3(config-line) #password cisco

$3(config-line) $login

S3(config-line)gexit

S3(config) #service password-eacryption

S3(config) ¢banner motd $Solo Personal Rutorizados
S3(config)$ v

Cirl+F6 to exit CLI focus. | Copy Paste |

O wop

20 EEEE

Automatically Choose Connection Type

Tener En Cuenta La Siguiente Tabla De VLANS

VLAN

Direccionamiento Nombre

30

192.168.30.0/24 Administracion

40

192.168.40.0/24 Mercadeo

200

192.168.200.0/24 Mantenimiento

Configuracion en $1

Vlans S1

16
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Time: 01:27:07

ServereT
Wt Sover

BUBNOSARSS

et 1841
m

e

L)

—
[Root](
L 231 =

Physical  Config _ CLI  Atributes
St

10S Command Line Interface

Sig ~
sig

s1z

s1s

siz

sig

sig

s1s

s1s

s1z

sig

sig

sig

s1s

s1g

sig

Slgconfig t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config) $vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan) #name Mantenimiento

S1(config-vlan)$ v

Ciri+F6 to exit CLI focus

O wop

Automatically Choose Connection Type

=R
EHQ a

mOrABEFI QQADE B
B/ me ¢ B

Physical): #14.

s1 = [m] X
Physical  Config _ CLI  Afirbutes
S
10S Command Line interface
~
% Invalid input detected at '~' marker
Servor a1 Slgconfig ©
Wb S Enter configuration commands, one per line. ZInd with CNIL/Z.
S1(cenfig)#£0/3
% Invalid input detected at '~' marker.
BBOSARES
Pr S1(config)$£a0/3
) %
% Invalid input detected at '~' marker.
S1(config)$int £a0/3
P S1(config-if)#switchport mode trunk
L -
S1(config-if)s
4LINEPROTO-S-UPDOWN: Line protocol on Interface FastEIthernetd/3,
changed state to down
viAN® wana
- . SLINEPROTO-5-UPDOWN: Line protocol on Interface FastZthernet0/3,
A rc changed state to up
S1(config-if)#switchport trunk native vlan 1
S1(config-if)s v
Cirl+F6 to exit CLI focus | Paste | >
>
Automatically Choose Connection Type

17
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Physical): 7.

® s = [m] X ~
Physical  Config  CLI  Attributes
s

10S Command Line Interface

Sig

sig

s1z

s1s

siz

sig

sig

s1s

Slgconfige
Translating "configt"
% Unknown command or computer name, or unable to find computer
address

Slgconfig t
Enter configuration commands, one per line. End with CNTL/Z.
S1(config) ¢interfe

% Invalid input detected at '~' marker.

S1(config)$

Sl(config)#int £0/24

S1(config-if)#switchport mode trunk

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#no shutdown

S1(config-if) 4| v

Ctrl+F6 to exit CLI focus. | Copy Paste >

O wop

Automatically Choose Connection Type

e finalpkt

EEREOrL i d@@c1 aaQoE B 5E ?
T/ med M

st =

Physical  Config _ CLI  Afirbutes
S

10S Command Line Interface

Sl(config-if)# ~
S1(config-if)$

S1(config-if)s

Sl(config-if)s

Sl(config-if)g

Sl(config-if)¢

S1(config-if)#

S1(config-if)s

Sl(config-if)s

Sl(config-if)s

Sl(config-if)g

Sl(config-if)s

Sl(config-if)$

Sl(config-if)s

Sl(config-if)g

Sl(config-if)s

Sl(config-if)$

S1(config-if)$

Sl(config-if)#

Sl(config-if)s

Sl(config-if)s

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int range £a0/1-2, £a0/4-24, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range) 3] v

Cri+F8 to exit CLI focus | copy Paste. >

Automatically Choose Connection Type

Puerto FO/1 y apagado de puertos

18
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Physical)x &

ServereT
Wt Sarver

2 soosARsS.

[

1841
m

s1

Physical  Config _ CLI  Attributes

e

10S Command Line Interface
TTeoTTTYT

S1(config)#int £0/1
S1(config-if)#switchport mode access
S1(config-if)#svitchport access vlan 30
Sl(config-if)#int int range fa0/2, £a0/4-24, g0/1-2
% Invalid input detected at '~' marker.
Sl(config-if)gint range fa0/2, fa0/4-24, g0/1-2
S1(config-if-range) $shutdown
LI} =D: 2, changed state to
administratively down
SLINK-5-CHANGED: Interface FastZthernet0/4, changed state to
administratively down
SLINK-S-CHANGED: Interface FastEthernet(/S, changed state to
administratively down
LI ZD: Inters €, changed state to
administratively down
LI =D: 7, changed state to
administratively down

Ciri+F6 to exit CLI focus

O wop

Automatically Choose Connection Type

ESLR0rk2dfd QQQCEESE
Q@ fl/rme @ B

T
Time: 01:56:47 ( »

A

%3

Rootl(
s1

Attributes

Physical  Config _ CLI
S

10S Command Line Interface

SLINK-5-CHANGED:
administratively

Interface GigabitEthernet0/l,
down

changed state to

LI =D: Gigabi 2,
administratively down
S1(config-if-range)gexit

S1(config)#

S1(config)$

Sl(config)#

Sl(config) 2

S1(config)#

changed state to

Sl(config)#
Sl(config)#

Sl(config)$

Sl(config)#int vlan 200
S1(config-if)#

SLINK-5-CHANGED: Interface V1an200, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface V1an200,
state to up

changed

S1(config-if)#ip address 192.1€8.99.2 255.255.255.0
Sl(config-if)$

Cri+F8 to exit CLI focus

[ wop

Paste.

Automatically Choose Connection Type

Configuracién S3

VLANSs S3

19
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Physical): 1

¥ s3 — ] X s

Physical  Config Attributes

10S Command Line Interface

Press RETURN to get started! ~
Solo Personal Rutorizado

User Access Verification

Password:

S3ven
Password:

Password:

Password:

S3gconfig ©

Enter configuration commands, one per line. End with CNTL/Z.
S3(config) ¢vlan 30

§3(config-vlan)#name Admnistracion

S3(config-vlan)gvlan 40

S3(config-vlan) gMercadeo

% Invalid input detected at '~' marker.

S3(config-vlan)gname Mercadeo
S3(config-vlan)g#vlan 200
S3(config-vlan)$name Mantenimiento

S3(config-vlan)$ Y v
Ciri+F6 to ext CLI focus | copy || 8| 2
altime
O wp
<

Automatically Choose Connection Type

=]

® final.pkt =

EEREOrL i d@@c1 aaQoE B 5E ?
ToQ@a@X fl/ med M

k Physicayx 249, y: 803
¥ 53 =

Physical  Config Attributes

10S Command Line Interface

S3(config)$ ~
S3(config)#

S3(config)$

S3(config)$

S3(config)$

S3(config)#

S3(config)?

S3(config)$

S3(config)$

S3(config) #

S3(config)$

S3(config) #int vlan 200

S3(config-if)$

RLINK-S5-CHANGED: Interface V1an200, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed
state to up

S3(config-if)#ip addrees 192.1€8.59.3 255.255.255.0

% Invalid input detected at '~' marker.

$3(config-if)#ip address 192.162.99.3 255.255.255.0
53 (config-if) fexit
53 (config) 8| v

< Ciri+F8 to exit CLI focus Copy Paste |

OoE)

Time: 02:06:34

O %p

Automatically Choose Connection Type

Puerta de enlace predeterminada S3 — VLAN Mantenimiento

20
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Physical  Config Attributes

10S Command Line Interface

[Root](

$LINEPROTO-S-UPDOWN: Line protocol on Interface V1an200,
state to up

S3(config-if)#ip addrees 152.1€8.99.3 255.255.255.0

% Invalid input detected at '~' marker.
S3(config-if)#ip address 152.1€8.99.3 255.255.255.0
S3(config-if) gexit

S3(config)$

S3(config) ¢

S3(config)#

S3(config) g

S3(config)$

S3(config)#

S3(config) ¢

S3(config)#

S3(config) g

S3(config) ¢

S3(config)®

S3(config)#

S3(config)$

S3(config) #ip default-gateway 192.1€8.95.1
S3(config)®

changed

< Cirl+F6 to exit CLI focus

Time: 020919 ()

- e
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O wp

| copy || P

altime

Automatically Choose Connection Type
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Physical  Config

10S Command Line Interface

S3(config) ¢
S3(config)

S3(config)?

S3(config)#

S3(config)#

S3(config) ¢

S3(config)#

S3(config)

S3(config)$

S3(config) ¢

S3(config)®

S3(config)$

S3(config)s

S3(config)#

S3(config)#

S3(config) g

S3(config) g

S3(config)

S3(config)?

S3(config)#

S3(config)#

S3(config) int £0/3

$3(config-if) $switchpors mode trunk
S3(config-if) switchport trunk native vlan 1
S3(config-if)#

Ctri+F8 to exit CLI focus.

O wp

| Copy |

altime

= we
—

Automatically Choose Connection Type

Puertos en mode Access
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Physical  Config _ CLI  Aftributes
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10S Command Line Interface

S3(config-if)# A
S3(config-if) 3

S3(config-if) 3

S3(config-if)$

S3(config-if)2

S3(config-if)#

S3(config-if)#

S3(config-if)$

S3(config-if) s

S3(config-if)s

S3(config-if) ¢

S3(config-if) 3

S3(config-if) 3

S3(config-if)#int range £a0/1-2, fa04-24, g0/1-2

% Invalid input detected at '~' marker.

S$3(config-if) fexit
S3(config)#int range fa0/1-2, fa04-24, g0/1-2

% Invalid input detected at marker.

S3(config) #int range fa0/1-2, fa0/4-24, g0/1-2
S3(config-if-range) $switchport mode access
S3(config-if-range)# v

Ciri+F6 to exit CLI focus.

e N
mme:021628(_ ) )

[ wop

Automatically Choose Connection Type
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[Root](

®s3

Physical  Config Attributes

10S Command Line Interface

S3(config)$ £
S3(config) #int £0/1

SovarsT S3(config-if)#switchport mode access

et v S3(config-if) ¢switchport access vlan 40

S3(config-if)#int range £a0/2, fa0/4-24, g0/1-2

S3(config-if-range) #shutdown

fnﬁ"“ BUDIOSARSS. #LINK-S-CHANGED: Interface FastZthernet0/2, changed state to
1841 administratively down
£y
SLINK-S-CHANGED: Interface FastEthernet0/4, changed state to

administratively down

SLINK-S-CHANGED: Interface FastEIthernet(/S, changed state to
administratively down

SLINK-5-CHANGED: Interface FastEthernet0/€, changed state to
administratively down

SLINK-S-CHANGED: Interface FastEvhernet0/7, changed state to
administravively down

SLINK-S-CHANGED: Interface FastEthernet(/8, changed state to
administratively down

v
v

Ctri+F6 to exit CLI focus. Copy Paste | >

altime,
O wp

<

>

Automatically Choose Connection Type

Configurar en R1 la conexién hacia R2
S0/0/0 - R1

22



A Universidad Nacional
’ : Abierta y a Distancia

USUARIO\Desktop\trabajo final.pkt

EERSO0ridk@ad sl QaaqouE BsE ?

FQ@Z f/ med Mn

Physical)x %0, L] - o 4
Physical  Config Ll Attributes
—
10S Command Line Interface
~
Prohibido el acceso No ARutorizado
User Access Verification
Password:
Rlzen
Password:
Rl$config ©
Enter configuration commands, one per line. End with CNTL/Z.
Rl(config) $¢int s0/0/0
Rl({config-if)#descripcion connetion te R2
% Invalid input detected at '“~' marker.
Rl{config-if)#description connetion to R2
Rl(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)gclock rate 256000
Unknown clock rate
Rl{config-if)$no shutdown
SLINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)# ¥
Ctrl+F6 to exit CLI focus Copy Paste -

W imagen

0/0/0 - R1

trabajo final.pkt

W !Prueba d.

W Trabajo In...

alida

®Ri - m] X V(" 09:05:00)

~

Physical  Config _ CLI  Afrbutes
—_—

10S Command Line Interface

Prohibido el acceso No Autorizade
User Access Verification
Password:

Rlsen
Password:

o e, Rlfconfig ©

P sonsaRs
L2 J F? Enter configuration commands, one per line. End with CNTL/Z.
E =t Rl{config) $int s0/0/0
R1(config-if)#descripcion connetion to RZ

% Invalid input detected at '~' marker.

R1(config-if)#description connetion to R2
Rl(config-if)#ip address 172.31.21.1 285.255.255.252
Rl(config-if)#clock rate 256000

Unknown clock rate

Rl(config-if)#no shutdown

SLINK-S-CHANGED: Interface Serial0/0/0, changed state to down
Rl{config-if)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config) | v

Ctri+F8 to exit CLI focus Copy. Paste v

O wop

A

Automatically Choose Connection Type

Interface S0/0/1 — R2
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10S Command Line Interface

Password:

R2>class

Translating "class”

% Unknown command or computer name, or unable to find computer
address

R2>en
Password:

R2gconfig ©

Enter configuration commands, one per line.
R2(config) $int s0/0/1

R2(config-if) #description connection to RL
R2(config-if)#ip address 172.31.21.2 285.255.255.252
R2(config-if)$no shutdown

End with CNTL/Z.

R2(config-if) ¢
SLINK-S-CHANGED: Interface Seriald/0/1, changed state to up

R2(config-if)g
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed
state to up

User Access Verification ~

Ciri+F8 to exit CLI focus Copy Paste

sss 1\ 1 W 2
g © eytuora w§ Word 2016

Interface S0/0/0 — R2

OE BFE

ServareT
et v

223 sisARS

1841
£

Time: 02:56:24 ( It )

—
[Root](

Physical ~ Config _ CLI  Attributes

10S Command Line Interface

R2(config-if)¢
SLINK-5-CHANGE

Interface Serial0/0/1, changed state to up

R2(config-if)#
SLINEPROTO-S-UBDOWN: Line protocol on Interface Serial0/0/1, changed
state to up

R2 (config-if) #int $0/0/0
R2(config-if) #description connection to R3
R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)gclock rate 256000

Unknown clock rate

R2(config-if)#no shutdown

SLINK-5-CHANGED:
R2 (config-if)#
R2(config-if)¢
R2 (config-if)#
R2 (config-if)2
R2(config-if)#
R2(config-if)#
R2 (config-if) ¢
R2 (config-if)#
R2(config-if)2

Interface Serial0/0/0, changed state to down

Ctri+F6 to exit CLI focus | Copy Paste.

O wp

Automatically Choose Connection Type

Interface FO/0 — R2
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10S Command Line Interface
ZTEoRETg-1ET 53

R2(config-if)$ip address 172.31.23.1 2§5.255.2§5.252
R2(config-if) #clock rate 256000

Unknown clock rate

R2(config-if)gno shutdown

SLINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if) ¢

R2 (config-if)#

R2 (config-if) 2

R2 (config-if)#

R2(config-if)#

R2(config-if)#

R2(config-if)#

R2(config-if)#

R2(config-if)#

R2 (config-if)#

R2(config-if) #int £0/0

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)¢no shutdown

R2 (config-if)#
AL ZD: Inters,

0, changed state to up

R2 (config-if) 4|

Ctri+F6 to exit CLI focus

[ e

wH Word 2016

Automatically Choose Connection Type.
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Interface FO/1 - R
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=
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= ServareT
Wt Sever
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1841
£

N/
[Roo]( )(

R2 = [m}

Physical ~ Config _ CLI  Attributes
-

10S Command Line Interface

R o
)( ) (. 184500

X ~

R2 (config-if) 3
R2(config-if) ¢
R2(config-if) ¢
R2(config-if)$
R2(config-if)$
R2(config-if) ¢
R2(config-if) 2
R2(config-if)$
R2(config-if)$
R2(config-if)#
R2(config-if)$
R2(config-if) s
R2(config-if) ¢

R2 (config-if) fexit
R2(config) $int £0/1
R2(config-if)$ip address 10.10.10.10 2§55.255.255.0
R2(config-if)#no shutdown

R2(config-if) ¢
SLINK-5-CHANGED: Interface FastEIthernet/l, changed state to up
$LINEPROTO-5-UPDOWN:

Line protocol on Interface FastEthernet0/l,
changed state to up

R2 (config-if)sg]

Ctri+F6 to exit CLI focus Copy. Paste.

- s % 626p. m.
89) TUTORIA v Word 2 79878220pdf .. ¥ C et .
B N g O envora W Word 2016 9878220.pdf Cisco Packet 010

Configurar en R3 los siguientes parametros:

v' Configurar la conexién hacia R2
v' Configurar loopbacks 4 —5-6

Interface S0/0/1 — R3
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10S Command Line Interface

Prohibido el acceso No Autorizado
User Access Verification
Password:

R3ven
Password:

R3gconfig ©

Enter configuration commands, one per line. End with CNTL/Z.
R3(config) #int s0/0/1

R3(config-if) #description connection to R2

R3(config-if) #ip address 172.31.23.2 255.255.285.252
R3(config-if)#no shutdown

R3(config-if) ¢
SLINK-S-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#

$LINEPROTO-S-UBDOWN: Line protocol on Interface Serial0/0/1, changed
state to up

e

R3(config-if)s] e

Crl+F6 to extt CLI focus Copy || Paste |

< O wp -

WH !Pruebad.. WH Trabajo In...

EERSO0rikoascy aaao@®@ B
o a
L physmayxm, 830 Physical  Config  CLI  Attributes :\u“' 01 ogz@y

10S Command Line Interface

¥ r3 = o X

R3(config-if)#
R3(config-if)¢
R3(config-if)2
R3(config-if)#
R3(config-if)¢
R3(config-if)#
R3(config-if)#
R3(config-if)2
R3(config-if)#
R3(config-if)#
R3(config-if)#
R3(config-if)#
R3(config-if)2
R3(config-if)#
R3(config-if)#int lod

R3(config-if)#
SLINK-5-CHANGED:

Interface Loopback4, changed state to up

$LINEPROTO-S-UBDOWN: Line protocol on Interface Loopbacké, changed
state to up

R3(config-if)#ip address 152.1€8.4.1 255.255.255.0
R3(config-if) 3| AL

Ctri+F8 to exit CLI focus . Copy Paste

< O wp >

Tme:0313:10(_ 0 ) )

75

Automatically Choose Connection Type

Loopback 5
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Time: 03:45:18 ( )( Jl

R3(config-if)s
R3(config-if)#
R3(config-if)#
R3(config-if)¢
R3(config-if)#
R3(config-if)¢
R3(config-if)#
R3(config-if)#
R3(config-if)#
R3(config-if) ¢
R3(config-if)#
R3(config-if)#
R3(config-if)#
R3(config-if)#int loS

R3(config-if)#

changed state to up

state to

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown
R3 (config-if) 4|

¥ Rr3 o X
Physical  Config  CLI  Aftributes
10S Command Line Interface
R3(config-if)g "~

SLINEPROTO-S-UPDOWN: Line protocol on Interface LoopbackS, changed
up

Ciri+F6 to exit CLI focus

O wp

Paste

WH !'Pruebad

w§ Trabajo In...

pi\trabajo final.pkt

ESNBOCLAh B0 ¢3 QAAOE BESFE

TQa@X f/rmed S

BUBNOSARSS

1841
£

3| E31ER185 VeV

%3

R3(config-if)2
R3(config-if)#
R3(config-if)#
R3(config-if)#
R3(config-if)$
R3(config-if)#
R3(config-if)#
R3(config-if)#
R3(config-if)$
R3(config-if)¢
R3(config-if)#
R3(config-if)2
R3(config-if)#
R3(config-if)#
R3(config-if)#int lo€

R3(config-if)2
ZD: Inters:

, changed state to up

state

R3(config-if)#ip address 192.1€8.6.1 255.255.255.0
R3(config-if) 3]

¥R o X
Physical  Config _ CLI  Aftributes
—_—
10S Command Line Interface
R3(config-if) ¢ ~

SLINEPROTO-S-UPDOWN: Line protocol on Interface Loopback€, changed
o up

Ciri+F$ to exit CLI focus

[ op

Paste.

Automatically Choose Connection Type
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Realizar la configuracion del direccionamiento del Web Server
Direccionamiento Web Server
WP Cisco Packet Tracer - Ci\Users\USUARIO\Desktoptrabajo final.pkt -
EiER50rih a3 QaaaoE B5E ?
T /s med B
Physma[ bl ¥ Web Server
m O DHCP ® Stan’c“ l "
= PAddress. [101010.10 ]
* Subnet Mask [255.285.255.0 |
— Defaut Gateway [1010.104 |
bt ‘ e DNS Server [0:000 |
1PV Configuration
O DHCP O Auto Config @ Static
PPv6 Address [ J4] ]
N ,__} Link Local Address [Feso:20:97FF FE4c.8DED ]
ry— BUENOS ARES 5 Catonay | ]
1 1841
R3 IPv6 DNS Server [ ]
[ use 802.1X Security
?—.——TREK_..% Authentication DS =
Time: oooozs( )K_, i - S )
DimsweBRRRRRER
% ) <
EI-'- o g & : 2811 :

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

7. Implement DHCP and NAT for IPv4

8 Configurar R1 como servidor DHCP para las VLANs 30y 40.

9 Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

28
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet

11 Configurar al menos dos listas de acceso de tipo estandar a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

12 Configurar al menos dos listas de acceso de tipo extendido o nombradas
a su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

13 Verificar procesos de comunicacion y redireccionamiento de trafico en
los routers mediante el uso de Ping y Traceroute.

29
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Configuracion de seguridad Switch, VLANS, Inter-VLANs Routing

Configurar en R2, lo siguiente:

v' Configure 802.1Q subinterface .30 || descripcion de la conexion, asignar
VLAN Administracion, asignacion de la primera direccion viable a esta
interface.

v' Configure 802.1Q subinterface .40 || descripcidn de la conexién, asignar
VLAN Mercadeo, asignacion de la primera direccion viable a esta interface.

v Configure 802.1Q subinterface .200 || descripcion de la conexion, asignar
VLAN Mantenimiento, asignacion de la primera direccion viable a esta
interface.

v Activar la conexion hacia S1

802.1 Q - R1
ESNROLrk 2@ ¢ QaanE =SS ?

10S Command Line Interface

TQa@X f/rmed Sm ® R - o x
Logical 587, y: 837
k DB Physical  Config  CLI  Aftributes
—

ess 192.168.30.1 255.255.255.

ccccc ting LAN
n d
ess 192.168.40.1 255.255.255.0
int £0/0.200

encapsulation dotlg 200
ip address 192.1€8.200.1 255.255.255.0

Ciri+F to exit CLI focus Copy Paste

v
>

- Time: nsAv.w@C) e DReaItime o)
dImFme 5| |/ 7/ F 555 AN
I L

Automatically Choose Connection Type.

2 5 7:05p. m.
WH Trabajo In... 798782200.... ¥ CiscoPack.. €% R1 B A ® 7 dx ESP E- =

- WH !!'Prue
nES 8 !Prueba d 1/05/2019
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Interface FO/O

USUARIO\Desktop\trabajo final.pkt - a
EERSOsr i@ ¢l QaaoBE BEEE 2
=0 - 1Y ALy
B R - o X m
Physical ~ Config _ CLI  Aftributes A
T
arfoer 10S Command Line Interface
! R1(config-subif) & 7
* Rl(config-subif)$
1 Rl(config-subif)$
- Rl(config-subif)$
it Sr—
£ R1(config-subif)#
R Server 7T Rl(config-subif)$
Wets Server Rl(config-subif)$
Rl(config-subif)$
Rl(config-subif)$
= R1(config-subif)#
™ F =% BUDNOSARES Rl(config-subif)$
i 2 1841 Rl(config-subif)$
Lo Rl(config-subif)#int £0/0
Rl(config-if)g#no shutdown
Rl(config-if)$
o SLINK-S5-CHANGED: Interface FastEthernet0/0, changed state to up
2
SLINK-S-CHANGED: Interface FastEthernet0/0.30, changed state to up
SLINK-S5-CHANGED: Interface FastEthernet0/0.40, changed state to up
wana
A SLT =D: 0.200, changed state to up
ol
ree
R1(config-if) g v
Ciri+F6 to exit CLI focus. Copy Paste |
v
< >
O e
L 1 <
L : -
Automatically Choose Connection Type
=] ag Prueb. ab 9 P R = q 2 =
C USUARIO\Desktop\trabajo final.pkt = a X
EERSO0OsrLi@dvcd @aaaoE BFE ?
Q@I f/ me g B
® s - O X
QIRSLE) (  Physical)x s v: 47 3
Physical  Config  CLI Aftributes. A
10S Command Line Interface
~
Solo Personal Rutorizado
User Access Verificatien
Password:
Sl>en
Password:
Sltping 152.1€2.30.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 152.1€8.30.1, timeout is 2 seconds:
Success rate is 0 percent (0/S)
Jd———
29Tt Slgping 192.1€8.40.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.1€8.40.1, timeout is 2 seconds:
VIANZ wee: 00000 B s
o .4 Success rate is 0 percent (0/5)
A o
Sig b
Ciri+F6 to extt CLI focus Copy Paste |
O wp
Automatically Choose Connection Type
o | g onfig d o4 =} P =
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Configuracion OPSF y Protocolo Routing Dinamico
Realizar la siguiente configuracion en R1

v" Crear un OSPF

v Identificar R1 con ID 1.1.1.1

v Usar las direcciones de red sin clase, asignarlas a todas las redes
conectadas directamente al “area 0”

v Configurar todas las interfaces LAN como pasivas

v Establecer el ancho de banda para los enlaces seriales en 256 Kb/s

v Ajustar el costo en la métrica de S0/0 a 9500

OSPF area 0 - R1

Tl L N I =-I=0-F 1= ?
D@l B/ me d B

/\ Logical ( Physical) x 8. v 8 ® R - o X
g‘ Physical  Config _ CLI_ Afiributes
Yo
T
| 10S Command Line Interface
¥ ~
| SLINK-S-CHANGED: Interface FastEthernet(/0.30, changed state to up
wu e — 3LINK-5-CHANGED: Interface FastEthernet0/0.40, changed state to up
184
© fread LT ED: Interf 0.200, changed state to up
R1(config-if)gexit
R1(co =
o 5 oo R1(config-router)$router-id 1.1.
S % Invalid input detected at '~' marker.
R1(config-router)#router-id 1.1.1
o R S % Invalid i ' marker.
o 3
config-router 2
az n IP address format
<o A2
y R cos x 31.21.0 0.0.0.3 area 0
P A cor zk 152.1€5.30.0 0.0.0.255 area 0
o £o4. confi ork 192.1€8.40.0 0.0.0.255 area 0
2 twork 192.168.200.0 0.0.0.255 area 0
R1(config-routex)$| v
Ctri+F8 to exit CLI focus Copy Paste ~
< >

dImsme 5 /)5 5% S
L 1
) a Automatically Choose Connection Type =

g Q g g Prueba d ab. 9 Pa B = q P . B

Interfaces LAN pasivas -R1
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10S Command Line Interface

RL(config-router)$
R1(config-router)$

R1(config-router)#

R1(config-router)#

Rl(config-router)#

R1(config-router)$

R1(config-router)

R1(config-router)#

Rl(config-router)#

R1(config-router)$

R1(config-router)$

R1(config-router)$

R1(config-router)$

Rl (config-router)#

R1(config-router)$

R1(config-router)$

R1(config-router)$

R1(config-router) ¢network 192.1€8.200.0 0.0.0.0
% Incomplete command.

R1(config-router) $network 192.1€8.200.0 0.0.0.0
% Incomplete command.

R1(config-router) $passive-interface £0/0.30
R1(config-router) #passive-interface £0/0.40
R1(config-router) $passive-interface £0/0.200

Rl (config-router) 4|

Ctri+F6 to exit CLI focus | Copy | Paste

Owp

Ancho de banday costo en Ia métrica - R1

2 0\Desktop\trab.

inal.pkt

E=MBOrAPaFY QQADE B=E
Ho@x Bomed 9@

Automatically Choose Connection Type

/\ Logical [(EH==1) FEIERS

8000TA

®ri o7 o

X

Physical ~ Config _CLI  Atiributes
=

10S Command Line Interface

RIL(config-router) fpassive-interface £0/0.40
Rl({config-router)g§passive-interface £0/0.200
Rl(config-router) gexit
Rl{config)$

Rl(config)$

Rl{config)$

Rl{config)$

Rl{config)$

Rl{config)$

Rl{config)#

Rl{config)$

Rl{config)$

Rl{config)$

RL(config) #

Rl{config)#

Rl{config)$

Rl{config)$

Rl{config)$

Rl{config)$

Rl{config)gint s0/0/0
Rl(config-if) #gbandwidth 256
Rl({config-if)#ip ospf cost 9500
Rl(config-if)¢

Rl{config-if)$

Rl(config-if)s

Ctri+F6 to extt CLI focus | copy || Paste

O wp

El&Elddd

Automatically Choose Connection Type
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Realizar la siguiente configuracion en R2

v
v
v
v

v
v

OSPF area 0 — R2

Crear un OSPF

Identificar R2 con ID 2.2.2.2

Usar las direcciones de red sin clase, asignarlas a todas las redes
conectadas directamente al “area 0”, con excepcion la conexion hacia PC-
Internet.

Configurar todas las interfaces LAN como pasivas, con excepcion la
conexion hacia PC-Internet

Establecer el ancho de banda para los enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

T L L N N L =1=0-F 1= ?

Zo@E B/ med R
QIRZLE) (-~ Physical)= o1 y-ete ® R —_ 0 x DEDEEE
~
Gl Physical  Config  CLI  Attributes
sger. =
i 10S Command Line Interface
~
I
ot e
14
= SanvarPT
Wt Saver
o P assword:
socom (g Fg oo £
et iast e ey ey T g ) i
2 £
R iter—i .2.2.2
R area
s Yoo — 2
B P ss o
T 20Tt LOADING to FULL, Loading Done
R2 (confi ;work 172.31.23.0 0.0.0.3 area 0
2 (cor ;work 10.10.10.0 0.0.0.255 area 0
VAN N 2 -interface £0/1
oo “rear /
oA roc 3 on 2
2 i e 5500
v
Cri+F6 to extt CLI focus Copy Paste e
¥
NN 3
mime:044728(_ ) ) ime, )
[ ~ 2 7 o Owe
() / B
393-- FlJ ) EE=E 7
L ] <
B : =
Automatically Choose Connection Type
a =} d £
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Realizar la siguiente configuracion en R3

Crear un OSPF

Identificar R3 con ID 3.3.3.3

Usar las direcciones de red sin clase, asignarlas a todas las redes
conectadas directamente al “area 0”

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para los enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

ANANIAN

ANNERN

OSPF area 0 - R3

EENmOLAh P QRQAAOE BESE ?
Ho@E B/ med B B — B X

Physical Config  CLI  Aftributes N 14:08:00)

10S Command Line Interface A

Cirl+F6 to exit CLI focus Copy Paste |

Owp

V|| | | B S 2 | P V) e [

< >
@ H Automatically Choose Connection Type
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Desde R2 verificar los OPSF vecinos

EERSOrih@da ¢l QaaoE BsE ?
ZQae@X o/ me ¢ Mm

¥R - [m] X
/
A\ Logical [{IVEIEI B E
SR
Physical Config CLI Attributes 7
10S Command Line Interface
~
Prohibido el acceso No Rutorizado
User Access Verification
Password:
R2»en
Password:
R28show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
o 35 B P 0 FULL/ - 00:00:30 172.31.21.1 Serialo/0/1
3.3.3.3 o FULL/ - 00:00:39 172.31.23.2 Serialo/0/0
r23| v
Ctrl+F6 to exit CLI focus | Copy
v
< o
— wop
Time: 04:32:18 ( @
ImFme(s /255507
= vl L = 2
[ 7 “
(£ = s .
Automatically Choose Connection Type
=] q g ba a P R g = P ; =
Verificacion de configuraciones
® Cisc Tracer - C:\Users\USUARIO trabajo final.pkt X
s ) ) ¥ r - o X
EERESQOsr i & f§1 QeQaQoE BFE Physical  Config  CLI  Afributes 2
fo 10S Command Line Interface
GQa@C B/ med U@ ~
~
. (. N R2gshow ij rotocols
2\ Logical [(=IVETE B8 S
Routing Protocol is "ospf 1" R
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0
Passive Interface(s)
FastEthernetl/1
Routing Information Sources:
Gatevay Distance Last Update
1.1.XX 110 00:23:59
110 00
3.3.3.3 110 00:08:2€
Distance: (default is 110)
R2gshow ip route ospf
152.1€8.4.0/32 is subnetted, 1 subnets
o 192.1€2.4.1 [110/9501] via 172.31.23 00:13:18, Serial0/0/0
152.1€8.5.0/32 is subnetted, 1 subnets
° 152.1€8.5.1 [110/9501] wvia 172.31.23.2, 00:13:08, Serial0/0/0
152.1€8.€.0/32 is subnetted, 1 subnets
o 192.1€3.€.1 [110/9501] wvia 172.31.23 00:13:08, Serial0/0/0
RZ: -
Ctri+F6 to exit CLI focus. copy || Paste
v
O wp
{ 7 -7 ©
<
< >
Automatically Choose Connection Type
| z g P ba d ba P R =3 P
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e t Tracer - C:\L JSUARIC inal.pkt ®r
EER=SQ L2 @ £ 1 Qeam B = Physical  Config _ CLI_ Aftributes )
Q@ E /me @ = 9 10S Command Line Interface

! ~
/\Logical i interface FastEthernet0/0

ip address 209.1€5.200.225 255.255.255.248
duplex auto

=)
N\'Tﬂ '

{

1

interface FastZthernet0/l

ip address 10.10.10.10 255.255.255.0
duplex auto

speed auto

'

184 i interface Seriald/0/0

= e description connection to R3
bandwidth 25€
ip address 172.31.23.1 255.255.255.252
ip ospf cost 9500

interface Serial0/0/1

description connection to RL

ip address 172.31.21.2 255.255.2§5.252
clock rate 2000000

interface Vlanl
no ip address
shutdown

'

router ospf 1
router-id 2.2.2.2
log-adjacency-changes
passive-interface FastZthernet0/l
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0
mérieek 10.10- 106500

router rip
'

ip classless

Ctri+F8 to exit CLI focus

= 7= 805 p. m.
W imagenes..  WH "Pruebad.. WH Trabajo In... ¥ CiscoPack.. @.% R2 R A ® Zdx ESP e B

1/05/2019

NAT y DHCP en R1
Realizar las siguientes conexiones en R1:

v' Reservar las primeras 30 direcciones en la VLAN 30y la VLAN 40
v" Crear un DHCP pool VLAN 30

v" Crear un DHCP pool VLAN 40

Reservar VLAN 30 y VLAN 40 las primeras 30 direcciones

a
?
PR - o X
Physical  Config _ CLI Aftributes =
——
“ader m interfe
- 105 Command Line Interface
|' Tress RETURN To get STarted: =
socom
Prohibido el acceso No Autorizado
User Access Verification
Password:
Rizen
Password:
Rlgconfig t
Enter configuration commands, one per line. Z2nd with CNTL/Z
Rl(config) #ip dhcp excluded-address 192.1€2.30.1 192.1€3.30.30
Rl(config) #ip dhcp excluded-address 192.1€8.40.1 152.1€3.40.30
Rl(config) | v
Cri+F6 to extt CLI focus Copy Paste
v
>
O wop
me,
SS= A
<
< >

Automatically Choose Connection Type

37




Universidad Nacional
Abierta y a Distancia

DHCP pool VLAN 30

EEREO0OrLih@dvcd aaaoE BsE
TQa@X f/rmed Sm
/\Local

s0G0TA

Time: 04:58:09 Ki) K:)

dImFwe 5/ 5555
[

® i -

Physical  Config _ CLI Aftributes
ey

10S Command Line Interface

RI (dhcp-config) ¢
R1(dhcp-config) ¢

R1(dhcp-config) #

R1(dhcp-config)

R1(dhcp-config) ¢

R1(dhcp-config) ¢

R1(dhcp-config) ¢

R1(dhcp-config) #

R1(dhcp-config) #

R1(dhcp-config) #

R1(dhcp-config) ¢

R1(dhcp-config) ¢

R1(dhcp-config) ¢

R1(dhcp-config) #

R1(dhcp-config) #ip dhcp pool MERCADEO
R1(dhcp-config) #dns-server 10.10.10.11
RI(dhcp-config) #default-router 152.163.40.1
R1(dhcp-config) #network 192.1€8.40.0 255.255.255.0
R1(dhcp-config) #

R1(dhcp-config)

RI(dhcp-config) #ip dhcp pool ADMINISTRACION
R1(dhcp-config) #dns-server 10.10.10.11
R1(dhcp-config) #default-router 192.168.30.1
R1(dhcp-config) $network 152.1€8.30.0 255.255.255.0
RI (dhcp-config) 8

Ctrl+F6 to exit CLI focus Copy

O wop

VLAN 40

RIO\Desktop\trabajo final.pkt

E=WBOriPaFY QQADE =S

50T

Ny
Time: 04:56:21 ( )( )

Automatically Choose Connection Type

PR =

Physical  Config _ CLI
-

Attributes

10S Command Line Interface

R1(dhcp-config) #default-router 192.168.30.0 255.255.255.0
% Invalid input detected at '~' marker.

RI(dhcp-config) ¢
R1(dhcp-config) ¢

R1(dhcp-config) #

R1(dhcp-config) #

R1(dhcp-config) ¢

RL(dhcp-config) ¢

R1(dhcp-config) ¢

R1(dhcp-config) #

R1(dhcp-config) #

R1(dhcp-config) #

R1(dhcp-config) ¢

R1(dhcp-config) ¢

Rl (dhcp-config)

R1(dhcp-config) #

R1(dhcp-config) #ip dhcp pool MERCADEO
R1(dhcp-config) #dns-server 10.10.10.11
RI(dhcp-config) #default-router 152.163.40.1
R1(dhcp-config) #network 192.1€8.40.0 255.255.255.0
R1(dhcp-config) $

R1(dhcp-config)

RI (dhcp-config) ¢

Ctri+F6 to exit CLI focus

O

S\ | o

Automatically Choose Connection Type
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NAT en R2

Users\USUARIO\Desktop\trabajo final.pkt = a %

@¢f1QeaoE BE=sE ?
Q@ /s rmed B

T L PN

® R2 - O X
Physical Config CLI Attributes
e
10S Command Line Interface
~
User Access Verification
Passwozd:
Wt v Rzven
Password:
R2tconfig ©
Enter configuration commands, one per line. End with CNIL/Z.
5 e R2 (config) fuser webuser privilege 15 secret cisco 12345
- 5 R2(config) #ip nat inside sourse static 10.10.10.10 205.165.200.22%
= 5
% Invalid input detected at '~' marker.
R2(config) #ip nat inside source stavic 10.10.10.10 209.165.200.229
3’:* R2 (config) $int £0/0

4 ¥ R2(config-if)#ip nat cutside
R2(config-if)#int £0/1
R2(config-if)#ip nat inside
R2(config-if) faccess-1ist 1 permit 192.168.30.0 0.0.0.25§
R2(config) faccess-list 1 permit 192.168.40.0 0.0.0.258

Viana wama ; : :

A A R2 (config) faccess-list 1 permit 152.168.4.0 0.0.3.255

B ol R2(config) #ip nat pool INTERNET 205.1€5.200.225 209.1€5.200.225
= o netmask 255.255.255.248
2 (config) 4| 2
Cirl+F6 to exit CLI focus [ | paste .
2
5:13:24 '
Time: 05:13:24 { Owe
EL .
Automatically Choose Connection Type
=} e ag a a = P
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Verificacion de asignacion direccionamiento DHCP en VLANs

Vlan 30

0 Packet Tracer - C:\Users\USUARIO\Desktop\trabajo final.pkt

BMOLABIFYQQADNE BFE »
D@ B/ med B

B pc-a - o X

Physical Config Desktop Programming  Aftributes
orm——

@ orep O static A
IP Address 192.168.30.31

Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1

DNS Server 10.10.10.11

IPv6 Configuration

O DHeP O Auto Config (@ Static

P adress [ Ji[ |
Link Local Address. | Feso::290:28FF FesD:3c0B ]
IPvE Gateway [ ]
P8 DNS Server [ ]
8021

[ use 802.1X Security

Authentication MD5 -

Username

2 Password

dImslme 5| /)5 55 E A
Eml:l( e

Automatically Choose Connection Type

O wp

Vlan 40

® Cisco P,

et Tracer - C:\Users\USUARIO\Desktopitrabajo final.pkt

ESNBOrAPEFY QQAODE E=E ?
Ho@x B/somed 9@

[ use 802.1X Security

T oisca)s ®rcc - o X PO

Physical  Config _ Deskiop  Programming  Atributes 2
@ pHee O static 2

IPAddress 192.168.40.31

Subnet Mask 255.255.255.0

Defautt Gateway 192.168.40.1

DNS Server 10104011

1PV Configuration

O pHep O Auto Config @ Static

Link Local Address | FEs0:20AF3FF-FEGT:B8BS |

1Pv6 Gateway [ |

PG DNS Server [ |

802X

Username

Password

L
oI o -

> ANV VEIEEEIIIA
AL :

40

Automatically Choose Connection Type
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Configuracion R1 solo tenga acceso a R2 Telnet y aplicarlas a las lineas VTY

s\USUARIO\Desktop\trabajo final.pkt - [a} X

MOLhLPdIF1QAQACE BESE ?

B R

Physical  Config CLI_ Aftributes.

10S Command Line Interface

SLINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernet0/0, w
changed state to down

SLINEPROTO-S-UBDOWN: Line protocol on Interface FastEIthernet0/0,
changed state to up
Prohibido el acceso No Autorizad

User Access Verification
Password:

R2>en

Password:

R2gconfig ©

Enter configuration commands, one per line. End with CNTL/Z.
R2(config) $ip access-list stardard ADMIN

% Invalid input detected at '~' marker.

R2(config) $ip access-list standard ADMIN

R2 (config-std-nacl)$permit host 172.31.21.1

R2 (config-std-nacl) gexit

R2(config)#line vty 0 4

R2 (config-line)gaccess-class ADMIN in

R2 (config-line) 3] ¥

- Ctri+F6 to exit CLI focus. [ Copy E
vl || | | B [ S S B e

<

O wp

Automatically Choose Connection Type

Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir trafico desde R1 o R3 hacia R2.

opitrabajo final.pkt - a X

@& aqaoc

BEsE ?

¥R - o x

Physical  Config _ CLI  Aftributes

10S Command Line Interface

AT TCoREIg-IIAeT¥
R2 (config-line)#
R2(config-line)$
R2(config-line)#
R2(config-line)?

g
R2(config-line)$
R2(config-line)?
R2 (config-line)#
R2(config-line)$

ig-line)gexit

R2(config)?

R2(config)#

R2(config)#

R2(config)#

R2(config) ¢

R2(config)?

R2(config) #access-list 100 permit tcp any host 209.1€5.200.225 eq www
R2(config) $access-list 100 permit icmp any any echo-reply
R2(config)

v
Cirk+F8 to exct CLI focus Copy | [ paste | i
X ]

o oV EEREY e

® / 7™

<
' H Automatically Choose Connection Type
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Archivos (Archivo .pkt — Practica Final)

(Link de descarga)

https://drive.ocooale.com/drive/folders/1YmeapCFEFkBelTtUEUT3D2ihJilTISNZ2
Y?usp=sharing
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Conclusion

Con el desarrollo de esta actividad se logré afianzar técnicas y habilidades vistas a
lo largo del diplomado mediante el desarrollo de los diferentes ejercicios propuesto
por el tutor segun directrices de cada guia.

Se logré comprender la verificacion de una conexion entre los dispositivos
proporcionada en la configuracion inicial de la topologia de red, configurando ACL
Routers, con el enfoque en la mitigacion de ataques remotos, realizando la
verificacion de las configuraciones realizadas para tal fin.
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