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INTRODUCCION

A continuacién, se presenta el desarrollo de la prueba de habilidades propuesta como
actividad final del diplomado profundizacion cisco (disefio e implementacion de soluciones

integradas lan / wan).

Esta actividad recoge los conceptos y teméticas aprendidas en el curso CCNA1, tales como
RIPv2, DHCP, todo esto aplicado a switches y routers, disefiar e implementar NAT
dindmicas y estéticas, listas de acceso bajo los protocolos IPv4 y entre otros temas de gran

importancia para afianzar nuestros conocimientos en networking.



ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en donde
el estudiante sera el administrador de la red, el cual debera configurar e interconectar entre
si cada uno de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que
forman parte de la topologia de red.

Topologia de red

ISP

FETPAT

‘i . ﬁj:',--
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Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que se
tendran rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP y su
autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN y a
los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



DESARROLLO

Como trabajo inicial se debe realizar lo siguiente.
e Realizar las rutinas de diagndstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).
e Realizar la conexion fisica de los equipos con base en la topologia de red

Conexiones Fisicas.

ISP (config) #int s0/0/0

ISP (config-if) #ip addess 209.17.220.1 255.255.255.252

ISP (config-if) #ip address 209.17.220.1 255.255.255.252
(

ISP (config-if) #clock rate 4000000

ISP (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP (config-if) #

ISP (config-if) #int s0/0/1

ISP (config-if) #ip address 209.17.220.5 255.255.255.252

ISP (config-if) #clock rate 4000000

ISP (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP (config-if) #

ISP (config-if) #

ISP#

$SYS-5-CONFIG I: Configured from console by console

ISP#

Medellinl (config) #int s0/0/0

Medellinl (config-if) #ip address 209.17.220.2 255.255.255.252
Medellinl (config-if) #no shut

Medellinl (config-if)#

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellinl (config-if)#

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Medellinl (config-if)#int s0/0/1

Medellinl (config-if) #ip address 172.29.6.1 255.255.255.252
Medellinl (config-if) #clock rate 4000000

Medellinl (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Medellinl (config-if)#

Medellinl (config-if)#int s0/1/0

Medellinl (config-if) #ip address 172.29.6.9 255.255.255.252



Medellinl (config-if)#clock rate 4000000

Medellinl (config-if) #no shut

Medellinl (config) #int s0/1/1

Medellinl (config-if) #ip address 172.29.6.13 255.255.255.252
Medellinl (config-if)#clock rate 4000000

Medellinl (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Medellinl (config-if) #

Medellin2 (config) #int s0/0/0

Medellin2 (config-if) #ip address 172.29.6.2 255.255.255.252
Medellin?2 (config-if) #no shut

Medellin2 (config-if) #

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin2 (config-if)#

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Medellin2 (config-if)#int s0/0/1

Medellin2 (config-if)#ip address 172.29.6.5 255.255.255.252
Medellin?2 (config-if)#clock rate 4000000

Medellin2 (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Medellin2 (config-if) #

Medellin2 (config-if) #int g0/0

Medellin2 (config-if)#ip address 172.29.4.1 255.255.255.128
Medellin?2 (config-if) #no shut

Medellin3 (config) #int s0/0/0

Medellin3 (config-if) #ip address 172.29.10 255.255.255.252
Medellin3 (config-if) #ip address 172.29.6.10 255.255.255.252
Medellin3 (config-if)#no shut

Medellin3 (config-if) #

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Medellin3 (config-if)#int s0/0/1

Medellin3 (config-if) #ip address 172.29.6.14 255.255.255.252
Medellin3 (config-if) #no shut

Medellin3 (config-if) #

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Medellin3 (config-if) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up
Medellin3 (config-if
Medellin3 (config-if
Medellin3 (config-if
Medellin3 (config-if

#int s0/1/0

#ip address 172.29.6.6 255.255.255.252
#no shut

#

—_— — — ~—



$LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Medellin3 (config-if) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0,
changed state to up

Medellin3 (config-if) #int g0/0

Medellin3 (config-if) #ip address 172.29.4.129 255.255.255.128
Medellin3 (config-if) #no shut

Medellin3 (config-if) #

$LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

Medellin3 (config-if) #

Bogotal (config) #int s0/0/0

Bogotal (config-if) #ip address 209.17.220.6 255.255.255.252
Bogotal (config-if) #no shut

Bogotal (config-if) #

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Bogotal (config-if) #int s0/0/1

Bogotal (config-if) #ip address 172.29.3.9 255.255.255.252
Bogotal (config-if) #clock rate 4000000

Bogotal (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogotal (config-if) #

Bogotal (config-if) #int s0/1/0

Bogotal (config-if) #ip address 172.29.3.1 255.255.255.252
Bogotal (config-if) #clock rate 4000000

Bogotal (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Bogotal (config-if) #

Bogotal (config-if) #int s0/1/1

Bogotal (config-if) #ip address 172.29.3.5 255.255.255.252
Bogotal (config-if) #clock rate 4000000

)
I

—_— — — ~—

Bogotal (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/1/1, changed state to down

Bogota2 (config) #int s0/0/0

Bogota2 (config-if)#ip address 172.29.3.10 255.255.255.252
BogotaZ2 (config-if) #no shut

Bogota2 (config-if) #

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota2 (config-if) #int s0/0/0

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Bogota2 (config-if)#int s0/0/1



Bogota2 (config-if) #ip address 172.29.3.13 255.255.255.252
Bogota2 (config-if) #clock rate 4000000

Bogota2 (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogota2 (config-if) #

Bogota2 (config-if) #int g0/0

Bogota2 (config-if) #ip address 172.29.1.1 255.255.255.0
Bogota2 (config-if) #no shut

Bogota2 (config-if) #

$LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

Bogota2 (config-if) #

Bogota3 (config)#int s0/0/0

Bogota3 (config-if) #ip address 172.29.3.2 255.255.255.252
Bogota3 (config-if) #no shut

Bogota3 (config-if) #

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota3 (config-if) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Bogota3 (config-if)#int s0/0/1

Bogota3 (config-if) #ip address 172.29.3.6 255.255.255.252
Bogota3 (config-if) #no shut

Bogota3 (config-if) #

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Bogota3 (config-if) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up

Bogota3 (config-if)#int s0/1/0

Bogota3 (config-if) #ip address 172.29.3.14 255.255.255.252
Bogota3 (config-if) #no shut

Bogota3 (config-if) #

$LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0,
changed state to up

Bogota3 (config-if) #int g0/0

Bogota3 (config-if) #ip address 172.29.0.1 255.255.255.0
Bogota3 (config-if) #no shut

Configuracion de Equipos.

Medellinl>en
Medellinl#config t
Enter configuration commands, one per line. End with CNTL/Z.



Medellinl (config) #no ip domain-lookup
Medellinl (config) #service password-encryption
Medellinl (config) #enable secret class
Medellinl (config) #1line console 0

Medellinl (config-line) #password cisco
Medellinl (config-line) #login

Medellinl (config-line)#line vty 0 15
Medellinl (config-line) #password cisco
Medellinl (config-1line)#login

Medellinl (config-line) #banner motd "Acceso Restringido"
Medellinl (config) #

Medellin2>en
Medellin2#config t
Enter configuration commands, one per line. End with CNTL/Z.
Medellin2 (config) #no ip domain-lookup

Medellin2 (confiqg) #service password-encryption

Medellin2 (config) #fenable secret class

Medellin?2 (config) #line console 0

Medellin2 (config-line) #password cisco

Medellin2 (config-line) #login

Medellin2 (config-line) #line vty 0 15

Medellin2 (config-line) #password cisco

Medellin2 (config-line) #login

Medellin2 (config-line) #banner motd "Acceso Restringido"
Medellin2 (confiqg) #

~ o~~~ o~~~ o~~~

Medellin3>en
Medellin3#config t
Enter configuration commands, one per line. End with CNTL/Z.
Medellin3 (config) #no ip domain-lookup

Medellin3 (confiqg) #service password-encryption
Medellin3 (config) #enable secret class

Medellin3 (config) #line console 0

Medellin3 (config-line) #password cisco

Medellin3 (config-line) #login

Medellin3 (config-line) #line vty 0 15

Medellin3 (config-line) #password cisco

Medellin3 (config-line) #login

Medellin3 (config-line) #banner motd "Acceso Restringido"
Medellin3 (config) #

~ o~ o~~~ o~~~ o~ —~

ISP>en

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP (config) #no ip domain-lookup

ISP (config) #service password-encryption



ISP (config) #enable secret class
ISP (config)#line console O
ISP (config-line) #password cisco
ISP (config-line) #login
ISP (config-line) #line vty 0 15
(
(
(
(

ISP (config-line) #login
ISP (config-line) #banner motd "Acceso Restringido"
ISP (config)#

)
)
ISP (config-line) #password cisco
)
)

Bogotal>en
Bogotal#config t
Enter configuration commands, one per line. End with CNTL/Z.
Bogotal (config) #no ip domain-lookup

Bogotal (config) #service password-encryption

Bogotal (config) #enable secret class

Bogotal (config) #line console 0

Bogotal (config-1line) #password cisco

Bogotal (config-line) #login

Bogotal (config-line) #line vty 0 15

Bogotal (config-1line) #password cisco

Bogotal (config-line) #login

Bogotal (config-1line) #banner motd "Acceso Restringido"
Bogotal (config) #

~ o~~~ o~~~ o~~~

Bogotaz>en
Bogota2#config t
Enter configuration commands, one per line. End with CNTL/Z.
Bogota2 (config) #no ip domain-lookup
Bogota2 (config) #service password-encryption
Bogota2 (config) #enable secret class
BogotaZ2 (config) #line console 0
BogotaZ2 (config-line) #fpassword cisco
Bogota2 (config-line) #login
Bogota2 (config-line) #line vty 0 15

(

(

(

(

(

Bogota2 (config-line) #login

Bogota2 (config-line) #banner motd "Acceso Restringido"
Bogota2 (config) #

Bogota2 (config) #

)
)
Bogota2 (config-1line) #password cisco
)
)

Bogota3>en

Bogota3#config t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3 (config) #no ip domain-lookup

Bogota3 (config) #service password-encryption

Bogota3 (config) #enable secret class

Bogota3 (config) #line console O

Bogota3 (config-line) #password cisco

P



Bogota3 (config-line) #login

Bogota3 (config-line) #line vty 0 15

Bogota3 (config-line) #fpassword cisco

Bogota3 (config-line) #login

Bogota3 (config-line) #banner motd "Acceso Restringido"
Bogota3 (config) #

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracién del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red
principal, desactive la sumarizacion automatica.

Medellinl>enable
Medellinl#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Medellinl (config) #router rip
Medellinl (config-router) #version 2
Medellinl (config-router) #no auto-summary
Medellinl (config-router) #do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1
C 172.29.6.8/30 is directly connected, Serial0/1/0
C 172.29.6.12/30 is directly connected, Serial0O/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
Medellinl (config-router) #network 172.29.6.0
Medellinl (config-router) #network 172.29.6.8
Medellinl (config-router) #network 172.29.6.12
Medellinl (config-router) #passive-interface s0/0/0
Medellinl (config-router) #

P

Medellin2#config t
Enter configuration commands, one per line. End with CNTL/Z.
Medellin2 (config) #router rip
Medellin2 (config-router) #version 2
Medellin2 (config-router) #no auto-summary
Medellin2 (config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0
C 172.29.6.4/30 is directly connected, Serial0/0/1
Medellin2 (config-router) #network 172.29.4.0
Medellin?2 (config-router) #network 172.29.6.0
Medellin2 (config-router) #network 172.29.6.4
Medellin2 (config-router) #passive-interface g0/0
Medellin2 (config-router) #
Medellin2#
$SYS-5-CONFIG I: Configured from console by console



Medellin3#config t
Enter configuration commands, one per line. End with CNTL/Z.
Medellin3 (confiqg) #router rip
Medellin3 (config-router) #version 2
Medellin3 (config-router) #no auto-summary
Medellin3 (config-router)#do show ip route connected
C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0
C 172.29.6.8/30 is directly connected, Serial0/0/0
C 172.29.6.12/30 is directly connected, Serial0/0/1
Medellin3 (config-router) #network 172.29.4.128
Medellin3 (config-router) #network 172.29.6.4
Medellin3 (config-router) #network 172.29.6.8
Medellin3 (config-router) #network 172.29.6.12
Medellin3 (config-router) #passive-interface g0/0
Medellin3 (config-router) #

Bogotal#config t

Enter configuration commands, one per line. End with CNTL/Z.

Bogotal (config) #router rip

Bogotal (config-router) #version 2

Bogotal (config-router) #no auto-summary

Bogotal (config-router) #do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1
C 209.17.220.4/30 is directly connected, Serial0/0/0

Bogotal (config-router) #fnetwork 172.29.3.0

Bogotal (config-router) #fnetwork 172.29.3.4

Bogotal (config-router) #network 172.29.3.8

Bogotal (config-router) #passive-interface s0/0/0

Bogotal (config-router) #

—_— o~~~

Bogota2#config t
Enter configuration commands, one per line. End with CNTL/Z.
BogotaZ2 (config) #router rip
BogotaZ2 (config-router) fversion 2
BogotaZ2 (config-router) #no auto-summary
BogotaZ2 (config-router) #do show ip route connected
C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0
C 172.29.3.12/30 is directly connected, Serial0/0/1
Bogota2 (config-router) #net
BogotaZ2 (config-router) #fnetwork 172.29.1.0
BogotaZ2 (config-router) #fnetwork 172.29.3.8
BogotaZ2 (config-router) #fnetwork 172.29.3.12
Bogota2 (config-router) #passive-interface g0/0

P



Bogota2 (config-router) #

Bogota3#config t
Enter configuration commands, one per line. End with CNTL/Z.
Bogota3 (config) #router rip
Bogota3 (config-router) #version 2
Bogota3 (config-router) #no auto-summary
Bogota3 (config-router) #do show ip route connected
C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/0/1
C 172.29.3.12/30 is directly connected, Serial0/1/0
Bogota3 (config-router) #net
Bogota3 (config-router) #network 172.29.0.0
Bogota3 (config-router) #network 172.29.3.0
Bogota3 (config-router) #network 172.29.3.4
Bogota3 (config-router) #network 172.29.3.12
Bogota3 (config-router) #passive-interface g0/0
Bogota3 (config-router) #

~ e~ o~~~ —~

HMedellinlgshow ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mokile, B - BGP
o — EIZRP, EX - EIGRP extermal, O - Q5PF, I& - OS5PF inter area
N1 - OS5PF N55L extermal type 1, M2 - O5PF NS55A external type 2
El1 - OS5PF external type 1, EZ2 - OS5PF external type 2, E - EGP
i - I5-I5, L1 - I5-IS5 lewel-1, LZ - I5-I5 lewel-2, ia - I5-I5 inter area
¥ — rcandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Fateway of last resort is not set

.0.0/1e is wariably submnetted, 5 subnets, 2 masks

E 2.2%.4. 0725 [120/1] wia 172 2, 00:00:02, Serial0sofl

=) 172.25%.4.128/25 [120/1] wia 1 29 _&€.10, 00:00:05, Serialds1s0
[120/1] wia 172.25.€.14, 00:00:05, Seriald/l/s1

.£.0/30 is directly connected, Seriald/ 071
L .£.1/32 is directly connected, Seriald/ 071
=] LE.4/30 [120/1] wia 172.2%.€.2, 00:00:03, Serialds0rs1
[1Z20/1] wia 172 .€.10, 00:00:05, Seriald/1l/s0
[120/1] wia 172.2%.€.14, 00:00:05, Seriald /1ls/1
c .6.8/30 is directly connected, Seriald/ls0
L .€.59/32 is directly connected, Seriald/1/0
C .€.12/30 is directly connected, Seriall/ 1/ 1
L .£.13/32 is directly connected, Serialls1l/1
.0/24 is wariably subnetted, 2 subnets, 2 masks
c .0/30 is directly connected, Serialld/0s0
L .220.2/32 is directly connected, Serial0/0/0

MaeAaTT4im1#



Bogotal#show ip route
Codes: L — local, C - connected, 5 - static, B - BRIP, M — mokile, B - BGP
D — EIGRP, EX - EIGRP extermal, & - OSPF, IR - O5PF inter area
N1 - OS5PF NS55R external type 1, N2 - O5PF NS55L external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, L2 - I5-IS5 lewel-2, ia - I5-I5 inter area
¥ — randidate default, U - per-user static route, o — CDR
P - pericdic downloaded static route

Fateway of last resort is not set

172.25.0.0/1¢ is wvariably subnetted, 9 subnets, 3 masks

=] 172.25.0.0,/24 [120/1] wia 172.25%_.3.¢&, 00:00:08, Seriald/1l/1
[120/1] wia 172.25%.3.2, 00:00:08, Seriazld/ /1l /0
=] 172.25.1.0/24 [120/1] wia 172.25%.3.10, 00:00:0%, Seriald/0/1
C 172.25%.3.0/30 is directly connected, Seriald/1l;0
L 172.25.3.1/32 is directly connected, Seriald/1l;0
C 172.25.3_.4/30 is directly connected, Seriald/1/1
L 172_.25%.3.5/32 is directly connected, Seriald/s/1l/1
C 172.25.3.8/30 is directly connected, Seriald/s0/1
L 172.25.3.59/32 is directly connected, Seriald/0/1
=] 172.25.3.12/30 [120/1] wia 172.25%.3_.10, 00:00:0%, Seriald/ /071
[120/1] wia 172.25%_.3_.€, 00:00:08, Seriald/ 1l 1
[120/1] wia 172.25%_.3_.2, 00:00:08, Seriald/1 0
20%_.17_.220.0/24 is wariably subnetted, 2 subnets, 2 masks
C 205_17.220_.4/30 is directly connected, Serial0/0/0
L 205_17.220_.6/32 is directly connected, Serial0y/0/0
Bcgctalﬂ
b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de enrutamiento una
ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones de RIP.
Medellinl#

Medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellinl (config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
Medellinl (config) #router rip

Medellinl (config-router) #default-information originate
Medellinl (config-router) #



Pasamos a verificar

Medellin3gshow ip route
Codes: L - local, © - connected, 5 — static, B — RIP, M - mokile, B — BGP
D - EIGRP, EX - EIGRP extermal, ¢ - O5PF, IL - OS5PF inter area
N1 - OQ5PF N55L external type 1, N2 - O5PF MN55R external type 2
El - O5PF extermal type 1, E2 — 0O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-2Z, ia - I5-I5 inter
area
¥ - pandidate default, U - per—-user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is 172.25%.6€.5% to network 0.0.0.0

172.2%.0.0/1€ is wariably submnetted, 10 subnets, 3 masks
=) 172.2%.4.0/25 [120/1] wia 172.25%.&.5, 00:00:08, Seriald/s1l,0
c 172.29.4_.128/25 is directly connected, GigabitEthernet0d/0
L 172.2%9.4_.125/32 is directly connected, GigabitEthernet0d/0
=] 172.2%.6.0,/30 [120/1] wia 172.25%.&€.%, 00:00:22, Seriald/ 0,0
[120/1] wia 172.2%.€.5, 00:00:08, Seriall/S1s0
[120/1] wia 172.2%.€.13, 00:00:22, Serialdyso0/1
C 172.2%.6.4/30 is directly connected, Serial0/1,/0
L 172.2%_€.6/32 is directly connected, Seriall/1/0
C 172.2%_€_8/30 is directly connected, Serial0y/0,/0
L 172.2%9.6.10/32 is directly connected, Seriald/s0/0
C 172.2%.6.12/30 is directly connected, Seriald/0/1
L 172.2%_.€.14/32 is directly connected, Seriald/0/1
B¥ 0.0.0.0/0 [120/1] wwia 172.2%.€.9, 00:00:22, Serial0y oy 0
[120/1] wia 172.25%.€.13, 00:00:22, Serialdyos1
MedellinZg
Bogotal>enable

Bogotal#config t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal (config) #ip route 0.0.0.0 0.0.0.0 209.17.220.5
Bogotal (config) #router rip

Bogotal (config-router) #default-information originate

Bogotal (config-router) #



Pasamos a Verificar

BogotaZ#show ip route

Codes: L - local, € - connected, 5 - static, B - RIP, H - mokile, B - BGEP
I - EIGRF, EX - EIGRP extermal, & - O5PF, IR - OS5PF inter area
N1 - OSPF NS5S5L external type 1, N2 - O5PF NS5R external type 2
E1l - O5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1l, L&z - I5-I5 level-2, ia - I5-IS5 inter area
¥ - pcandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is 172_25%_.3.5% to network 0.0.0.0

172.2%.0.0/1¢ is wvariakly subnetted, % subnets, 3 masks

B 172.25.0.0/24 [120/1] wia 172.29%.3.14, 00:00:22, Serial0/0/1

c 172.25.1.0/24 is directly connected, GigabitEthernet0/0

L 172.25.1.1/32 is directly connected, GigabitEthernet0/0

=) 172.25%.3.0/30 [120/1] wia 172.2Z%.3.%, 00:00:12, Serial0/Soy 0

[120/1] wia 172.2%.3.14, 00:00:22, Serial0/0/1
=) 172.25.3.4/30 [120/1] wia 172.2%.3.9%, 00:00:12, Serial0/0y70
[120/1] wia 172.2%.3.14, 00:00:22, Seriald/ o071

c 172.25%_.3_8/30 is directly connected, Seriald/0/0

L 172.25_.3_.10/32 is directly connected, Serialdysas0

c 172.25_.32_.12/30 is directly connected, Serialdys0/1

L 172.25_.32_.13/32 is directly connected, Serialld/ 0/1

B 0.0.0.0/0 [120/1] wia 172.2%.3.9, 00:00:12Z, Serialds0/0

Bcgctazﬁ

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota y
Medellin para el caso se sumarizan las subredes de cada uno a /22.

ISPfshow ip route

Codes: L - local, € - connected, 5 - static, B — RIPF, M - mokile, B -
BEE
DD - EIGRPF, EX - EIGRP external, O - OSPF, IL - OS5PF inter area
N1 - OSPF N55R external type 1, MZ - OSPF NS5R external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-2, ia - IS5-IS
inter area
* — pcandidate default, U - per-user static route, o — CDR

P - periodic downloaded static route

Fateway of last resort is not set
209.17.220.0/24 is
209.17.220.0/30
20%9.17.220.1/32
20%.17.220.4/730
20%.17.220.5/32

wvariakly subnetted, 4 subnets, 2 masks
is directly connected, Serial0y/0/0
is directly connected, Serial0/0/0
is directly connected, Seriald/0/1
is directly connected, Seriall0/0/1




ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP (config) #ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP (config) #ip route 172.29.0.0 255.255.252.0 209.17.220.6

ISP (config) #

Se vefrifica en Medellin 1

¥ MEDELLIN 1

Physical Config CL Aftributes
|

105 Command Line Interface

Medellinlgping 172.29.3.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.2%_3.1,

Success rate is 100 percent (5/5), round-trip
Medellinléping 205_.17.220.5

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 205%.17_.220.5

Success rate is 100 percent (5/5), round-trip
Medellinlgping 172.25.3.5

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.25%_.3.5,

Success rate is 100 percent (5/5), round-trip
Medellinléping 172.25%.&€.5

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.25%.&6.5,

Success rate is 100 percent (5/5), round-trip

timecout is 2 seconds:

min/avg/max = 5/&6/7 ms

)

, timeout is 2 seconds:

minfavg/max = 1/1/4 ms

-

timeout is 2 seconds:

minfavg/max = 2/2/5 ms

timeout is 2 seconds:

minfavg/max = 2/2/3 ms

v




Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes y
sus rutas.
R/ta: Realizado en puntos anteriores.

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion, por tener
dos enlaces de conexidn hacia otro router y por la ruta por defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el caso
de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.
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HMedellinlgshow ip route
Codes: L — local, T - connected, 5 - static, R - RIPF, M - mokile, B — BEP
In — EIGRP, EX - EIGRP extermal, O - Q5PF, I& - OS5PF inter area
N1 - OQSPF MSSR external type 1, M2 - OS5PF MNSS5Z external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-IS5 lewel-l, L2 - I5-IS5 lewel-2, ia - I5-I5 inter area
¥ — pandidate default, U - per-user static route, o — QDR
F - pericdic downloaded static route

Fateway of last resort is 205.17.220.1 to network 0.0.0.0

172.25.0.0/1¢ is wariably submnetted, % subnets, 3 masks

=] 172.2%.4.0/25 [120/1] wia 172.25%_€.2, 00:00:1%, Serialdsao 1l
=] 72.25%.4_128/25 [120/1] wia 172.2%_€.10, 00:00:12, Serialds1ls0
[120/1] wia 172.25_.6.14, 00:00:12, Seriald/1l/1
C 172.29.€.0/30 is directly connected, Seriald/ 071
L 172.29.6.1/32 is directly connected, Seriald/0/1
B 172.29.6.4/30 [120/1] wia 172.29%.&.2, 00:00:1%, Serialoso/1
[120/1] wia 172.25%.&.10, 00:00:12, Seriald/sls0
[120/1] wia 172.2%.&.14, 00:00:12, Seriald/sl/s1l
c -6.2/30 is directly connected, Seriald/l/0
L .8.5/32 is directly connected, Seriald/l/ 0
c .€.12/30 is directly connected, Seriald/1l/ 1
L 172.25%.€.13/32 is directly connected, Seriald/1ls 1

20%.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
.17.220.0/30 is directly connected, Seriald/a/0

L 205.17.220.2/32 is directly connected, Seriall/ 070

g 0.02.0.0/0 [1/0] wia 20%.17.220.1

]
X1
o
i)

Medellinlg

18
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Hedellini>enable
Hedellin3#show ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mokile, B - BEFE
o — EIGRP, E¥ - EIGRP extermnal, © - OSFF, IA - OS5PF inter area
N1 - OSPF MNS55R external type 1, HNZ - O5PF NSS5A external type 2
El - OS5PF external type 1, EXZ - O5PF external type 2, E - EGF
i - IS-I5, L1 - I5-I5 lewel-l, L2 - I5-IS5 level-2, ia - I5-I5 inter
area
¥ — pandidate default, U - per-user static route, o - QDR
P - periodic downloaded static route

Fateway of last resort is 172.2%.€.9% to metwork 0.0.0.0

172.25.0.0/1€ is wvariakly subnetted, 10 subnets, 3 masks

=] 172.259.4.0/525 [120/1] wia 172.29.6.5, 00:00:14, Seriald/s1l/0

c 172.25_4_128/25 is directly connected, GigabitEthernetd/0

L 125732 is directly connected, GigabitEthernetl/0

=] -0/30 [120/1] wia 172.2%.€.%, 00:00:0%, Serial0/s0/s0
[120/1] wia 172.25%.€.5, 00:00:14, Serialld/ /1l 0
[120/1]1 wia 172.29.¢.13, 00:00:0%, Seriald/s0/1

c 172.25%.6.4/30 is directly connected, Seriald/1/0

L 172.25%_.€.6/32 is directly connected, Seriald/1/0

c 172.2%.6.8/30 is directly connected, Seriald/0/0

L 172.25_€.10/32 is directly connected, Seriald/ 070

c 172.2%.€.12/30 is directly connected, Serialld/ 0,1

L 172.2%.6.14/32 is directly connected, Seriall/0/1

B 0.0.0.0/0 [120/1] wia 172.25%.€.5, 00:00:0%, Serialds0/0
[120/1]1 wia 172.25%.€.13, 00:00:0%, Serialds0/1
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Bogotalrenable Fy
Bogotalgshow ip route
Codes: L - local, C - connected, 5 - static, B - RIP, M - mobile, B -
BEE
0L — EIZRP, EX - EIGRP external, O - O5SPF, I& - OSPF inter area
N1 - O5PF NS5& external type 1, N2 - OS5PF NS55A external type 2
El - O5FF external type 1, EZ - O5PF external type I, E - EGF
i - I5-I5, L1 - I5-IS5 lewel-l1l, L2 - IS5-I5 lewvel-2, ia - IS-IS
inter area
¥ — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Zateway of last resort is 205%.17.220.5 to metwork 0.0.0.0

172.25%.0.0/1¢€ is wariably subnetted, 5% subnets, 3 masks
7

B 172.2%.0.0/24 [120/1] wia 172.2%.3.€, 00:00:14, Serialds/ls1
[120/1] wia 172.25.3.2, 00:00:14, Serialds1/0

=] 172.25%.1.0/24 [120/1] +ia 172.2%.3.10, 00:00:0%, Serialdsos1

C 172.259.3.0/30 is directly connected, Seriald/1/0

L 172.25.3.1/32 is directly connected, Seriald/1l/0

c 172.25.3.4/30 is directly connected, Seriall/l/1

L 172_.25_.3_5/32 is directly connected, Serial0 /171

c 172.25.3_.8/30 is directly connected, Seriald/0/1

L 172.29.3.9/32 is directly connected, Serial0/0/1

=] 172.25%.3.12/30 [120/1] wia 172.25.3.10, 00:00:0%, Serialds0/1
[120/1]1 wia 172.25%.3.€, 00:00:14, Serialds1l/1
[120/1] wia 172.25.3_.2, 00:00:14, Seriald/1/0

205.17.220.0/24 is wvariably submnetted, 2 subnets, 2 masks
c 2Z0%_.17.220.4/30 is directly connected, Serialds0s0
L 205_.17 _220_.&/32 is directly connected, Seriald/ 070

5% 0.0.0.0/0 [1/0] wia 205.17.220.5
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Bogota3=enable
Bogota3fshow ip route
Codes: L - local, € - connected, 5§ — static, B — RIF, M - mobile, B - BEP
D - EIGRP, EX - EIGRPF extermnal, © - O5PF, IR - OS5PF inter area
N1 - OS5PF W55 extermal type 1, W2 - O5FPF WNS552Z external type 2
El1 - O5PF external type 1, E2 - O5PF external type 2, E - EGP
i - I5-I5, L1 - IS-IS5 lewel-l, L2 - IS5-IS lewel-2, ia - IS5-IS
inter area
¥ - rcandidate default, U - per-user static route, o — QDR
P - periocdic downloaded static route
Fateway of last resort is 172.25.3.1 to network 0.0.0.0
17z2. .0.0/1c is wariakly subnetted, 10 subnets, 32 masks
.25.0.0/24 is directly connected, GigakbitEthernet0/0
.25.0.1/32 is directly connected, GigabitEthernet0/0
.25.1.0/24 [120/1]1 wvia 172.25.3.13, 00:00:22, Serialds1/0
.25.3.0/30 is directly connected, Seriald/ 0/ 0
.25.3.2/32 is directly connected, Seriald/ 0/ 0
.25.3.4/30 is directly connected, Serialld/ 071
.25.3.6/32 is directly connected, Serialld/ 071
.25.3.8/30 [120/1] wia 172.2%.3.5, 00:00:0€, Serialo/0/1
[120/1]1 wvia 172.25.3.1, 00:00:0&8, Seriald/0/0
[120/1] wia 172.25.3.13, 00:00:22, Serialoys1ls0
.25.3.12/30 is directly connected, Serialds1l/0
L .25.3.14/32 is directly connected, Seriald/Ll/ 0
R* 0.0.0.0/0 [120/1]1 wia 172.2%.3.1, 00:00:0€, Serialdys0s0
[120/1] wia 172.25.3.5, 00:00:0&, Serial0s0/1
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ISP=enakle
IS5P#show ip route
Codes: L - local, C - connected, 5 - static, R - RIF, M - mobkile, B -
BGP
0 - EIGRP, E¥ - EIGRP extermal, © - O5PF, IR - O5FEF inter area
W1l - OQS5PF MNS55R external type 1, N2 - OS5PF N55R external type 2
El1 - OS5PF external type 1, EZ2 — OSPF external type 2, E - EGP
i - I5-I5, Ll - I5-IS lewel-l, LZ - IS5-IS level-2Z, ia - IS-IS
inter area
* - rcandidate default, U - per—-user static route, o — QDR
P - periodic downloaded static route

Cateway of last resort is not set

-0.0/22 is subnetted, 2 subnets

5 Z.Z5.0.0/22 [1/0] wia Z205.17.2Z0.¢
5 29.4.0/22 [1/0]1 wia 205.17.220.2
0.0/24 is wariakly subnetted, 4 subnets, 2 masks
c 220.0/30 is directly connected, Seriald/ 0/0
L T.220.1/32 is directly connected, Seriald/ 0/0
cC 220.4/30 is directly connected, Seriald/so/1
L -5/32 is directly connected, Seriald/ 0/1




Parte 3: Deshabilitar la propagacién del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe deshabilitar
la propagacion del protocolo RIP, en la siguiente tabla se indican las interfaces de cada router
gue no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO0/1/0;
SERIALO0/1/1

Bogota2 SERIALO/0/0; SERIALO0/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO0/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO0/0/0; SERIALO/0/1

Medellin3 SERIALO0/0/0; SERIALO0/0/1;
SERIALO/1/0

ISP No lo requiere

Rta: Ya fue desarrollado.

Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers, como
el passive interface para la conexion hacia el ISP, la version de RIP y las interfaces que
participan de la publicacién entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de
manera detallada de todas las rutas hacia cada red.

Rta: Ya fue desarrollado.



Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado con
autenticacion PAT.

Medellinl#config t

Enter configuration commands, one per line. End with CNTL/Z.
Medellinl (config) #username ISP password cisco

Medellinl (config) #

Medellinl (config) #int s0/0/0

Medellinl (config-if) #encapsulation ppp

Medellinl (config-if) #ppp authentication pap

Medellinl (config-if) #ppp pap sent-username Medellinl password
cisco

Medellinl (config-if)#

Medellinl (config-if) #end

Medellinl#

Medellinl#ping 209.17.220.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1

ms
Medellinl#

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP (config) #username Medellinl password cisco

ISP (config) #int s0/0/0

ISP (config-if) #encapsulation ppp

ISP (config-if) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to down

ISP (config-if) #ppp authentication pap

ISP (config-if) #ppp pap °?

sent-username Set outbound PAP username

ISP (config-if) #ppp pap sent-username ISP password cisco

ISP (config—-if) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up



b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal (config) #username ISP password cisco

Bogotal (config)#int s0/0/0

Bogotal (config-if) #encapsulation ppp

Bogotal (config-if) #ppp authentication chap

Bogotal (config-if) #

Bogotal (config-if) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Bogotal (config-if) #end

Bogotal#

$SYS-5-CONFIG I: Configured from console by console
Bogotal#ping 209.17.220.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.5, timeout is 2
seconds:

Py

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/6
ms

ISP (config) #fusername Bogotal password cisco

ISP (config) #int s0/0/1

ISP (config-if) #encapsulation ppp

ISP (config-1if) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to down

ISP (config-if) #ppp authentication chap

ISP (config-if) #

ISP (config-if) #end

ISP#

$SYS-5-CONFIG I: Configured from console by console
ISP#ping 209.17.220.6

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.6, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms



Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotadl y Medellinl), los
routers internos de una ciudad no podrén llegar hasta los routers internos en el otro extremo,
solo existird comunicacion hasta los routers Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellinl. Compruebe que la traduccion de direcciones indique las interfaces de
entrada y de salida. Al realizar una prueba de ping, la direccion debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Medellinl, cémo
diferente puerto.

Medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellinl (config) #ip nat inside source list 1 interface s0/0/0
overload

Medellinl (config) #access-1list 1 permit 172.29.4.0 0.0.3.255
Medellinl (config) #int s0/0/0

Medellinl (config-if) #ip nat outside

Medellinl (config-if)#int s0/0/1

Medellinl (config-if) #ip nat inside

Medellinl (config-if)#int s0/1/0

Medellinl (config-if) #ip nat inside

Medellinl (config-if)#int s0/1/1

Medellinl (config-if) #ip nat inside

Medellinl (config-if)#

from 205.
from

ly from
from 2

r

Minimum = 2Zms, Maximum = Tms,




Medellinlfshow ip mat t
Medellinlfshow ip nat t

Pro Inside global Inside local Cutside local Cutside globkal
icmp 20%.17.220.2:1 172.25.4 . 6:1 172.25.1.6:1 172.25.1.6:1
icmp 209%.17.220.2:2 172.25.4 . £:2 172.25.1.6:2 172.25.1_6:2
icmp 209.17.220.2:3 172.25.4 . £:3 172.25.1.6:3 172.25.1.€:3

c. Proceda a configurar el NAT en el router Bogotdl. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping, la
direccion debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del
router Bogotal, como diferente puerto.

Bogotal>en

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal (config) #ip nat inside source list 1 interface s0/0/0
overload

Bogotal (config) #faccess-1list 1 permit 172.29.0.0 0.0.3.255
Bogotal (config) #int s0/0/0

Bogotal (config-if) #ip nat outside

Bogotal (config-if) #int s0/0/1

Bogotal (config-if) #ip nat inside

Bogotal (config-if)#int s0/1/0

Bogotal (config-if) #ip nat inside

Bogotal (config-if)#int s0/1/1

Bogotal (config-if) #ip nat inside

Bogotal (config-if) #

Bogotalf

Bogotal#show ip nat t

Pro Inside glokal Inside local Cutside local Cutside glokal
icmp 20%.17.220.6:1% 172.25%_0.6:1%9 172.25.4_6:19 172.2%.4._6:1%9
icmp 20%.17.220.€:20 172.25.0.6:20 172.25.4.6:20 172.25.4.€:20
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|
Command Prompt

from 17 9.4.134: byt time=4ms TIL~=1
from -4 ] time=1%ms TTL—=
from -4 ] time=12ms
from 17 -4.134: byt time=1l4ms

Minimm = 4ms, Maximum =

C:h>ping 205_.17_.220._"

Pinging 205%_.17.220.5% with 32 bytes

from 205_17.220_5:
from
from

round trip times in

Minimm = 2ms, Maximum = 18ms, Awverage = &ms

r

Parte 7: Configuracion del servicio DHCP.
a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor
DHCP para ambas redes Lan.

Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2 (config) #ip dhcp excluded-address 172.29.4.1 172.29.4.5
Medellin2 (config) #ip dhcp excluded-address 172.29.4.129
172.29.4.133

Medellin2 (confiqg) #ip dhcp pool MEDE2

Medellin2 (dhcp-config) #network 172.29.4.0 255.255.255.128
Medellin?2 (dhcp-config) #default-router 172.29.4.1

Medellin?2 (dhcp-config) #dns-server 8.8.8.8

Medellin2 (dhcp-config) fexit

Medellin2 (config) #

Medellin2 (config) #ip dhcp pool MEDE3

Medellin2 (dhcp-config) #network 172.29.4.128 255.255.255.128
Medellin2 (dhcp-config) #default-router 172.29.4.129

Medellin2 (dhcp-config) #dns-server 8.8.8.8



Medellin?2 (dhcp-config) #exit
Medellin2 (confiqg) #

¥ pop
Physical Config Desktop Programming Attributes
S
IP Configuration
Interface FastEthernetl

IP Configuration

@ DHCP O Static DHCP reguest successful.
IP Address 172.29.4.8

Subnet Mask 255.255.255.128

Default Gateway 1722941

DNS Server

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP del
router Medellin2.

Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin3 (config) #int g0/0

Medellin3 (config-if) #ip helper-address 172.29.6.5

Medellin3 (config-if) #

¥ pci
Physical Canfig Desktop Programming Aftributes
—
IP Configuration
Interface FastEthernetd

IP Configuration

(®) DHCP () static DHCP reguest successful,
IP Address 172294134

Subnet Mask 255 255 255 123

Default Gateway 172.259.4.129

DMS Server




c. Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el servidor DHCP
para ambas redes Lan.

BogotaZ>en

Bogota2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2 (config) #ip dhcp excluded-address 172.29.1.1 172.29.1.5

Bogota2 (config) #ip dhcp excluded-address 172.29.0.1 172.29.0.5
Bogota2 (config) #ip dhcp pool BTAZ2
Bogota2 (dhcp-config) #network 172.29.1.0 255.255.255.0
Bogota2 (dhcp-config) #default-router 172.29.1.1
Bogota?2 (dhcp-config) #dns-server 8.8.8.8
BogotaZ2 (dhcp-config) #ip dhcp pool BTA3
Bogota?2 (dhcp-confiqg) #network 172.29.0.0 255.255.255.0
Bogota2 (dhcp-config) #default-router 172.29.0.1
Bogota?2 (dhcp-config) #dns-server 8.8.8.8
BogotaZ2 (dhcp-config) #
¥ pc3
Physical Config Desklop Programming Attributes
Interface FastEthernetl
IP Configuration
@ DHCP O Static DHCP request succezsful.
IP Address 1722916
Subnet Mask 255.255.255.0
Default Gateway 172.29.1.1
DNS Server

d. Configure el router Bogota3 para que habilite el paso de los mensajes Broadcast hacia la
IP del router Bogota2.

Bogota3>en

Bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3 (config) #int g0/0

Bogota3 (config-if) #ip helper-address 172.29.3.13

Bogota3 (config-if) #

Bogota3#
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IP Configuration -
Interface FastEthernetd hd

IP Configuration

@ DHCP DHCP reguest successful

IP Address

Subnet Mask

Default Gateway 1722

DNS Server 8.6.0




ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demés aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

lnternet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3



DESARROLLO

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del escenario.

Fle Edit Options View Tools Extensions Help
| =] =2 B BTN 0 0 S|

|

Logical [Root] New Cluster

4

Internet

209-165-200-230\\ 209.165.200.224/29

LoD web server
10.10.10.10/32

172.31.23.0/30

Lo4 192.168.4.0/24

Bogota e Lo5 192,168.5.0/24

Lo6 192,168.6.0/24
Buenos Aires
Trunk
— — — — — 192- 168-99-3
192,168.99.2
3
- VLAN 40
- o
PC- PC-C

DHCP DHCP
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P Configuration

IP Configuration

(® DHCP O static

IP Address 169,254,238, 140
Subnet Mask 255,255.0.0
Default Gateway 0.0.0.0

DMS Server 0.0,0.0

e

Physical Config Desktop Programming Attributes

P Configuration

IF Configuration

(®) DHCP () static DHCP failed. APIPA is being used.
IP Address 159,254, 205, 156

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DMS Server 0.0.0.0

¥ |nternet_PC — O >
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[F Configuration

IP Configuration

) DHCP (®) Static

IP Address | 209, 165,200,230 |

Subnet Mask | 255,255,255, 248 |

Default Gateway | 209 165.200. 225 |
|

DNS Server 0.0.0.0
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Router=en

Bouterfconf t

Enter configuration commands, one per line. End with CHNTL/Z.
Router {config) §no ip domain-lookup

Router (config) #hostname R1

Bl (config) #enakle secret class

Rl (config) #line con O

Rl {(config-line) fpass cisco

Rl {config-line) flogin

Bl ({config-line)#line wvey 0O 4

Rl {config-line) fpass cisco

Bl {config-line) #login

Rl {config-line) fexit

Rl {config) f#service password-encryption

Rl {config) #banner motd $Prohibido el acceso No Autorizadof

Bl {config) #int s0/0/0

Rl (config-if)#ip address 172.31.21.1 255.255.255.
Rl {config-if)#clock rate 128000

Bl {config-if) #no shut

ra

5

ra

2LINE-5-CHARNGED: Interface Seriald/0/0, changed state to down
Rl {config-if) §

¥ R2 -
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105 Command Line Interface

Router=en

Routerf#cont t©

Enter configuration commands, one per line. End with CHNTIL/Z.
RBouter (config) #no ip domain-loockup

RBouter (config) #hostname BRI

RZ {config) genable secret class

configl #line console 0O

config-line) §pass cisco
config-line)#login
config-linelgline vty 0 4
config-line) g¢pass cisco
config-line)#login

config-line) fexit

config) gservice password-encryption
config) #banner motd $Prohibido el RAcceso No autorisados
config) #int sO0/0/0

config-if) #ip address 172_.31_21.2 255_255.

=}
R
=}
=}
R
=}
=}
=)
=}
R
=
B2

config-if) #no shut

SLINE-5-CHRNEED: Interface Serialid/ 0/0, changed state to down
RZ{config-if)#int s0/0/71

B2 {config-if) f#ip address 172_.31_.23_.1 2Z55_255.
B2 (config—if) #clock rate 1285000

This command applies only to DCE interfaces
B2 {config—if) fno shut

55.25z2

%]

RZ {config—-if)#
SLINE-5-CHRNEED: Interface Serialds0/1, changed state to up

SLINEFROTO-S—UPFDOWN : Line protococl on Interface Serislds 0/1,
changed state to up




L — O x

Physical Config CLI Attributes

105 Command Line Interface

Switch>en -~
Switchfconf ¢

Enter configuration commands, one per line. End with CHNIL/Z.
Switch{config) ¢no ip domain-lookup

Switch(config) #host 51

S5l {config) g¢enable secret class

Sl{config)#line conscle 0O

Sliconfig-line)fpass cisco

Sli{config-linelfline vty 0 4

Sliconfig-linelfpass cisco

Sli{config-line)flogin

51 (config-line) fexit

51 (config) #service password-encryption

51 (config) #banner motd $Prohibido el acceso Mo autorizados

5l {config) gexit

51#

&5YS-5-CONFIE T: Configured from conscle by consocle

Slfcopy ru

Slfcopy running-confilg start

Slfcopy running-config startup-config

Destination filename [startup-configl?

Building configuration...

[OK]

518 v

La anterior configuracion aplica también a S3

¥ Web Server - O bt

Physical  Config  Services  Desktop  Programming  Attributes

[P Configuration

IP Configuration

(") DHCP (@) Static

IP Address 10,10.10.10

Subnet Mask 235,255,255.0

Default Gateway 10,10.10.1

OMS Server 0.0.0.,0




2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1111

Router ID R2 55.5.5

Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en | 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500
‘? Rl —EIE
| Physical | config CLI Attributes

I0S Command Line Interface

Rlfen -
Rlfcisco

Translating "cisco™

% UTnmknown comm=and or computer name, or unable to £find computer
address

Rlgen

Rlgclass

Translating "class™

% Unknown comnand or computer name, or unakble to £find computer
address

Rlfcont ©
Enter configuration commands, one per line. End with CHNTIL/SZ .
Bl (config) #router ospf 1
Bl {config—router) frouter—id 1.1.1_.1
Bl {config—router) fnetwork 172_31_21.0 0.0.0.3% area 0
Rl (config-—router) fnetwork 152 _1&5.30.0
Rl (config-—router) fnetwork 13532 _1&5.40.0
Rl (config-—router) fnetwork 13532 _1&5.40.0
Rl {config—router) fnetwork 1352 _1€5.30.0 - 5
Rl {config—router) fnetwork 192 _1&68_.200_.0 O0_0_.0_255 area 0
Rl {config—router) fpassive—interface gl/s0
Rl {config—router) fauto—cost reference—bandwidth 9500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
2all routers.
Bl (config—router) fexit
Rl (config) #int =s0,70/0
Bl {config—if) fbandw
% ITncomplete command._
Bl {config—if) fbandwidth Z5&6
Rl (config—if) #ip ospf cost 3500
Bl {config-i=) g -

mn
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105 Command Line Interface
Passaword:
BZfconft t©
Enter configuration commands, one per line. End with CHTIL/Z.

BZ (config) #router ospf 1

BZ {config-router) grouter—-id 5.5.5.5

BZ (config-router) #network 172_.31_.21_.0 0.0.0.3 area 0
BZ {config-router) #network 172.31.23.0 0.0.0.3 area 0
BZ (config-router) fnetwork 10.10_.10_.0 0_.0_0_.255 area 0
RZ {config-router) #passive-interfase gl/s1

% Inwvalid input detected at "' marker.

BZ {config-router) fpassive—-interfase gl/s0

% Inwvalid input detected at "' marker.

BZ {config-router) fpassive—-interface gl/s1l
BZ (config-router) fauto—cost reference-bandwidth 5500
% OS5PF: Beference bandwidth is changed.
Elease ensure reference bandwidth is consistent across
all routers.
BZ (config-router) #int s0/0/0
BZ {config-if) §bandwidth Z25&
BZ (config-if) &int =s0,/0/1
BZ {config-if) §bandwidth Z25&
BZ (config-if) #ip ospf cost 5500
B2 {config-if) fexit
BZ (config) g

® R3 =

| Physical Config | CLI | Attributes

105 Command Line Interface

prohibido el accesc no autocrizado
User Access Verification
Password:

R3rer)
Dessword:
BE3fconf t
Enter configuration commands, one per line. End with CHNILSZ.
B3 (config) #router ospf 1
B3 (config-router) frouter—-id B.8.8.8
B3 (config-router) fnetwork 172.31.23.0 0.0.0.3 area 0
B3 (config-router) fnetwork 192.1€8.4.0 0.0.3_.255 area 0
B3 (config-router) fpassive-interface lod
R2 ({config-router) #passive-interface lob
R2 (config-router) #passive-interface log
B3 (config-router) fauto-cost reference-bandwidcth 3500
% 0OS5PF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.
R3 (config-router) fexit
R3{config) fint =0,/0/1
B3 (config-if) fbandwidth Z5&
B3 (config-if) fexit |
B3 (config) g o

m




Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

¥R - O X

Physicl Config LI  Attrbutes

10S Command Line Interface
28show ip ospf neig A
Neighbor ID Pri State Dead Time Address Interface
88.8.8 0 FULL/ - 00:00:30 172.31.23.2 Seriald/0/1
1.1.1.1 0 FULL/ - 00:00:33 172.31.21.1 Seriald/o/0
R22

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

-

B R2 E=RECIN[ X

LY

| Physical | Config | CLI | Attributes

105 Command Line Interface

BZgshow ip ospf interface -

SerisldS0/0 is up, line protocol is uﬂ

Internet address is 172.31.Z1.2/730, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type BOINT-TO-PBOINT,
Cost: &152

Transmit Delay is 1 sec, State BOINT-TO-BPOINT, Priority O

No designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40,
Betransmit 5




e Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.
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105 Command Line Interface

I ~
router eospf 1

router-id 2.2.2.2
log-adjacency-changes
passive-interface GigabicEchernec(/1
auto-cost reference—bandwidech 7500
network 172.31.21.0 0.0.0.3 area O
necwoark 172.31.23.0 0.0.0.3 area U
necwoark 10.10.10.0 0.0.0.255 area 0O

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red establecida.

B 51 = | B -

| Physical | config | <Ll | atiributes

105 Command Line Interface

Enter configuration commands, one per line. End with CHNITL/SZ .
51 {config) §vlan 30

g-—vlan) fname administracion

g-wvlan) vlan 40

51l (config-wvlan) gname Mercadeo

Sl iconfig-vlan) §vlan Z00

51l {config-—vlan) fname Mantenimiento

51l (config-wvlan) exit

51 {config) #int wlan Z00

Sl {config-if)§

ELINE-5-CHAMNEED: Interface WlanZ00, changed state to up

Sl ({config-if) §int wlan Z00

Sliconfig-if) #ip address 19Z.1€8.99.2 Z55.Z55.Z55.0
51 {config—-if) #no shut

S8l (config-if) gexic

Sliconfigl #ip default—gateway 192 _1&65_.93_1

] | 51 {config) #int £0/3

S5l {config-if) #awitchport mode trunk

1 Sl {config-if)§
SLINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernetd/sS 3,
changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/, 3,
changed state to up

SLINEPROTCO-5-UPDOWN: Line protocol on Interface V1ianZ00, changed
state to up

S5l {config-if) #switchport trunk native wlam 1
Sl ({config-if) §int £0r,24

Sliconfig-if) §awitchport mode trunk

S5l {config-if) #switchport trunk native wlanl

% Invalid input detected at "' marker.

S5l {config-if) #awitchport trunk native wlamn 1

51 {config-if) #int range £fal/sZ, £fals4-Z3, glsfl-Z
S5l ({config-if-range) §switch mode access

51l (config-if-range) fint £z20/s1

Sl {config-if) #switch mode access

S8l (config-if) §switch access wlan

% Incomplete command.

Sl ({config-if) §switch access wlan 30

g-if) #int range £a0/2, £ald/s/4-23, gls1-2
Sl{cnnfig—if—range)2shutdnwd -

m




¥ 3 — O

Physical Config CLI Attributes

105 Command Line Interface
S53xen
Password:
S53fconft t
Enter configuration commands, one per line. End with CHTIL/SZ.

53 (config) #vlan 30

53 ({config-vlan) fname Bdministracion

53 ({config-vlan)gvlan 40

53 ({config-vlan) fname Mercadeo

53 (config-vlan) f§vlan 200

53 (config-vlan) fname Mantenimiento

53 (config-vlan) fexit

53 (config)#int wlan 200

S2{config-if)#

SLINE-5-CHANGED: Interface Vlan200, changed state to up

SLINEPROTO-5-UPDOWN: Line protococl on Interface V1lan20d, changed
state to up

S3{config-if)#ip add 132 _.1€8.5%.3 255_.255.255.0
53 (config-if) fno shut

53 (config-if) fexit

53 ({config) #ip default—gateway 15%2_1&8_55.1

L — O
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105 Command Line Interface

Rl=en

Password:

Blgconf t

Enter configuration commands, one per line. End with CHTL/Z.
Rl {config) #int gls1.30

Bl {config-subif) fencapsulation dotlg 30

Rl (config-subif) §#ip add 152 _1€8.30.1 255.255_255.0
Rl {config-subkif) #int gl0/s1.40

Rl {config-subif) §ip add 15%2_.1€5.40.1 255.255.255.0
Bl {config-subif) $int gd/1._40

Bl {config-subkif) gencapsulation dotlg 40

Rl {config-subif) §ip add 1%2_1&5.40.1 255.255_255.0
Rl {config-subif) #int gl0/1.200

Bl {config-subif) fencapsulation dotlg 200

Rl (config-subif) §ip add 1%2.1€28.200.1 2Z55.255_255.0
Bl {config-subif) gexit




4. En el Switch 3 deshabilitar DNS lookup

L — O
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Password: A
S3gconf ©
Enter configuration commands, one per line. End with CHNTL/Z.
53 ({config) #no ip domain-loockup
53 (config) §

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

51

514
514

config-if) &#ip add 152.
config-if) #no shut

(config-if) fexit

[
o
o

%]
i
(43}
]
o
o
L}

531
531
53 ({config-if) fexit
53

config-if)#ip add 152.165.35.3

config-if) #no shut

config) gip default-gateway 152.

1le8.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Sliconfig-if) #int range £al/2,

Sl {config-if-range) $§shutdown

fal/ 4-23,

gl/1l-2
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53 ({config) #int range £fals/2, falsf4-24, gidfl-2
53 ({config-if-range) § shutdown

7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.
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Blfconf t A
Enter configuration commands, one per line. End with CHNTL/Z.
Bliconfig) #ip dhcp excluded-address 15%2_.1€8.30.1 159%2_168_.30_30
Bliconfig)#ip dhcp excluded-address 15%2.1€8.40.1 15%2_1c8.40_30
Bliconfig)#ip dhcp pool admin

Bl {dhcp-config) #dns—-server 10.10.10.11

Bl idhcp-config) fdefault-router 15%2_.168.30.1

Bl {dhep-config) fnetwork 152 .168.30.0 255.255.255.0

Bl {dhecp—config) #ip dhep pool merca

Rl {dhcp-config) #dns—-server 10.10.10_.11

Bl {dhcp-config) fdefault-router 152 _168_40.1

Bl {dhep-config) fnetwork 152168 .40.0 255.255_255.0

10. Configurar NAT en R2 para permitir que los host puedan salir a internet
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Password:

R2fconf t

Enter configuration commands, one per line. End with CHNIL/Z.
B2 (config) fuser webuser privilege 15 secret ciscol234s

B2 (config) #ip http serwver

% Inwvalid input detected at "*' marker.

B2 (config) #ip http authentication local

% Inwvalid input detected at "*' marker.




Nota: dado que no se pueden utilizar los comandos: ip http server y ip http authentication
local, se emplea un servidor dentro de la topologia.
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Password:

B2fconf t

Enter configuration commands, one per line. End with CHNTL/Z.

B2 (config) #ip nat inside source static 10.10.10.10 20%.1&5_.200_22%5
B2 (config) #int gl/0

B2 ({config-if) #ip nat out

B2 (config-if) #ip nat outside

B2 (config-if) #int glsl

B2 (config-if) #ip nat inside

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir
o permitir trafico desde R1 o R3 hacia R2.
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B2fconf t
Enter configuration commands, one per line. End with CHTL/Z.

B2 (config) faccess-1list 1 permit 1%2_168_.30.0 0_.0_.0_2Z55

B2 (config) faccess-list 1 permit 1%2.168.40.0 0.0.0.255

B2 (config) #ip nat pool INTERNWNET 205_.1€5.200.225 205.1€5.200.228
netmask 255.255.255.248%

B2 (config) #ip nat inside source list 1 pool INTERNET

B2 (config)
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Ri=en

FPassword:

R2gconf ©

Enter configuration commands, one per line. End with CHTL/Z.
B2 {configl#ip access-list standard ARDMIN S

B2 {config-std-nacl) gpermit host 172.31.21.1

B2 {config-std-nacl) gexit

B2 {config)#line vty O 4

B2 {config-line) faccess—-class ADMIN 5 in

B2 {config-line)$




12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.
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B2 (config) faccess-1list 101 permit tcp any host 205_165.200_22% eg www
B2 (config) faccess-list 10l permit icmp any any echo-reply
B2 (config) #int gl 0
B2 (config-if) #ip access—-group 101 in
B2 (config-if) f#int sO0/0/0
B2 (config-if) #ip access—-group 101 out
B2 {config-if)#int s0/0/1
B2 (config-if) #ip access—-group 101 out
B2 (config-if)f#int gls1
B2 (config-if) #ip access—-group 101 out
B2 {config-if) #

13. Verificar procesos de comunicacion y redireccionamiento de tréfico en los routers
mediante el uso de Ping y Traceroute.
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Rlfping 205.1€5.200.230

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 205%_1€5.200.230, timeout is 2
seconds:

S

Success rate is 20 percent (4/5), round-trip minfavg/max = 1/6/23
ms




CONCLUSIONES

A lo largo del curso podemos identificar muchos factores, los cuales nos permiten una
mejor configuracion del os dispositivos que requerimos usar, para este proyecto notamos
como podemos interconectar varias sedes como lo hariamos en un entorno real, se deben
tener en cuenta los conceptos, las configuraciones que usarnos nos permiten hacer un uso
correcto y Optimo de dispositivos, en vez de conectar cada sede separada podemos
centralizar toda la informacién en una sola y a través de Vlan’s y restricciones podemos
brindar acceso a varios dispositivos.
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