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Introduccién

El documento siguiente estd compuesto de dos escenarios planteados como
prueba de habilidades para la culminacién del diplomado de profundizacion
CISCO, en el que como futuro ingeniero de sistemas se presenta la solucion a
dichos planteamientos para su previo analisis, de esta manera se demostrara y
aplicara los conocimientos adquiridos, durante todo este diplomado. Con un
informe que demuestre y evidencia la ejecucion de los diferentes entornos a los
gue se exponen las soluciones integradas.



Objetivos

Ejecutar los conocimientos en entornos controlados con diferentes
situaciones que exponen problematicas que se deben solucionar mediante
los conocimientos del curso de profundizacion.

Realizar las configuraciones adecuadas de cada uno de los dispositivos
Mejorar como futuros ingenieros en el entorno en redes completamente
certificados mediante el cumplimiento de objetivos concretos y desarrollos
de problematicas acerca de los posibles ambientes que se presentan en el
diario vivir.



Resumen

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca
identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado. Lo esencial es poner a prueba los niveles de
comprension y solucion de problemas relacionados con diversos aspectos de
Networking.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar
las tareas asignadas en cada uno de los dos (2) escenarios propuestos,
acompanado de los respectivos procesos de documentacidn de la solucion,
correspondientes al registro de la configuracion de cada uno de los dispositivos, la
descripcion detallada del paso a paso de cada una de las etapas realizadas
durante su desarrollo, el registro de los procesos de verificacion de conectividad
mediante el uso de comandos ping, traceroute, show ip route, entre otros.

Teniendo en cuenta que la Prueba de habilidades esta conformada por dos (2)
escenarios, el estudiante debera realizar el proceso de configuracion de usando
cualquiera de las siguientes herramientas: Packet Tracer o GNS3.



Abstract

The evaluation called "Test of practical skills", is part of the evaluation activities of
the CCNA Deepening Diploma, and seeks to identify the degree of development of
skills and abilities that were acquired throughout the course. The essential thing is
to test the levels of understanding and solving problems related to various aspects
of Networking.

For this activity, the student has about two weeks to perform the tasks assigned in
each of the two (2) proposed scenarios, accompanied by the respective
documentation process of the solution, corresponding to the registration of the
configuration of each one of them. the devices, the detailed step-by-step
description of each of the stages carried out during its development, the
registration of connectivity verification processes through the use of ping,
traceroute, show ip route, among others.

Bearing in mind that the Skill Test is made up of two (2) scenarios, the student
must complete the configuration process using any of the following tools: Packet
Tracer or GNS3.



Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar

el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

eRealizar las rutinas de diagnéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

Se establecen configuracion basicas a los terminales:
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no ip domain-lookup

service password-encryption
enable secret class

banner motd %Bienvenidos%
line console 0

password unad

login

line vty 0 15

password unad
login

e Realizar la conexidn fisica de los equipos con base en la topologia de red:

ISP
Router>en
Router#conf t
Router#hostname ISP
ISP(config)#int s0/0/0
ISP(config-if)#ip address 209.17.220.1 255.255.255.252
ISP (config-if)#clock rate 4000000
ISP (config-if)y#no shutdown

ISP (config-if)#int s0/0/1
ISP (config-if)#ip address 209.17.220.5 255.255.255.252

ISP(config-if)#clock rate 4000000
ISP(config-if)y#no shutdown

Medellin-1

Router>en
Router#conf t
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Router#hostname Medellin-1

Medellin-1(config)#int s0/0/0

Medellin-1(config-if)#ip address 209.17.220.2 255.255.255.252
Medellin-1(config-if)j#no shutdown

Medellin-1(config-if)#int sO/0/1

Medellin-1(config-if)#ip address 172.29.6.1 255.255.255.252
Medellin-1(config-if)#clock rate 4000000
Medellin-1(config-if)#no shut down

Medellin-1(config-if)#int s0/1/0

Medellin-1(config-if)#ip address 172.29.6.9 255.255.255.252
Medellin-1(config-if)#clock rate 4000000
Medellin-1(config-if)j#no shut down

Medellin-1(config-if)#int sO/1/1
Medellin-1(config-if)#ip address 172.29.6.13 255.255.255.252
Medellin-1(config-if)#clock rate 4000000
Medellin-1(config-if)#no shutdown

Medellin-2
Router>en
Router#conf t
Router#hostname Medellin-2
Medellin-2(config-if)#int s0/0/1
Medellin-2(config-if)#ip address 172.29.6.5 255.255.255.252
Medellin-2(config-if)#clock rate 4000000
Medellin-2(config-if)#no shutdown

Medellin-2(config-if)#int g0/0

Medellin-2(config-if)#ip address 172.29.4.1 255.255.255.128
Medellin-2(config-if)#no shutdown
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Medellin-3
Router>en
Router#conf t
Router#hostname Medellin-3
Medellin-3(config)#int s0/0/0
Medellin-3(config-if)#ip address 172.29.6.10 255.255.255.252
Medellin-3(config-if)#no shutdown

Medellin-3(config-if)#int sO/0/1
Medellin-3(config-if)#ip address 172.29.6.14 255.255.255.252
Medellin-3(config-if)#no shutdown

Medellin-3(config-if)#int s0/1/0
Medellin-3(config-if)#ip address 172.29.6.6 255.255.255.252
Medellin-3(config-if)#no shutdown

Medellin-3(config-if)#int g0/0
Medellin-3(config-if)#ip address 172.29.4.129 255.255.255.128
Medellin-3(config-if)#no shutdown

Bogota-1
Router>en
Router#conf t
Router#hostname Bogota-1
Bogota-1(config)#int s0/0/0
Bogota-1(config-if)#ip address 209.17.220.6 255.255.255.252
Bogota-1(config-if)#no shutdown

Bogota-1(config-if)#int s0/0/1
Bogota-1(config-if)#ip address 172.29.3.9 255.255.255.252
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Bogota-1(config-if)#clock rate 4000000
Bogota-1(config-ify#no shutdown

Bogota-1(config-if)#int sO/1/0

Bogota-1(config-if)#ip address 172.29.3.1 255.255.255.252
Bogota-1(config-if)#clock rate 4000000
Bogota-1(config-if)#no shutdown

Bogota-1(config-if)#int sO/1/1
Bogota-1(config-if)#ip address 172.29.3.5 255.255.255.252
Bogota-1(config-if)#clock rate 4000000
Bogota-1(config-if)j#no shutdown
Bogota-2
Router>en
Router#conf t
Router#hostname Bogota-2
Bogota-2(config)#int s0/0/0
Bogota-2(config-if)#ip address 172.29.3.10 255.255.255.252
Bogota-2(config-if)#no shutdown

Bogota-2(config-if)#int sO/0/1

Bogota-2(config-if)#ip address 172.29.3.13 255.255.255.252
Bogota-2(config-if)#clock rate 4000000
Bogota-2(config-if)#no shutdown

Bogota-2(config-if)#int g0/0

Bogota-2(config-if)#ip address 172.29.1.1 255.255.255.0
Bogota-2(config-if)#no shutdown

Bogota-3
Router>en
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Router#conf t

Router#hostname Bogota-3

Bogota-3 (config)#int s0/0/0

Bogota-3 (config-if)#ip address 172.29.3.2 255.255.255.252
Bogota-3(config-if)#no shutdown

Bogota-3(config-if)#int sO/0/1
Bogota-3(config-if)#ip address 172.29.3.6 255.255.255.252
Bogota-3(config-if)#no shutdown

Bogota-3(config)#int s0/1/0
Bogota-3(config-if)#ip address 172.29.3.14 255.255.255.252
Bogota-3(config-ify#no shutdown

Bogota-3(config-if)#int g0/0

Bogota-3(config-if)#ip address 172.29.0.1 255.255.255.0
Bogota-3(config-if)j#no shutdown

Configurar la topologia de red, de acuerdo con las siguientes
especificaciones.

Parte 1: Configuracién del enrutamiento
a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacién automatica.
Medellin-1
Medellin-1>en
Medellin-1#conf t
Medellin-1(config)#router rip
Medellin-1(config-router)#version 2
Medellin-1(config-router)#no auto-summary

15



Medellin-1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1
C 172.29.6.8/30 is directly connected, Serial0/1/0
C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
Medellin-1(config-router)#network 172.29.6.0
Medellin-1(config-router)#network 172.29.6.8
Medellin-1(config-router)#network 172.29.6.12
Medellin-1(config-router)#passive-interface s0/0/0
Medellin-2
Medellin-2>en
Medellin-2#conf t
Medellin-2(config)#router rip
Medellin-2(config-router)#version 2
Medellin-2(config-router)#no auto-summary
Medellin-2(config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0
C 172.29.6.4/30 is directly connected, Serial0/0/1
Medellin-2(config-router)#network 172.29.4.0
Medellin-2(config-router)#network 172.29.6.0
Medellin-2(config-router)#network 172.29.6.4
Medellin-2(config-router)#passive-interface g0/0
Medellin-3
Medellin-3>en
Medellin-3#conf t
Medellin-3(config)#router rip
Medellin-3(config-router)#version 2
Medellin-3(config-router)#no auto-summary
Medellin-3(config-router)#do show ip route connected
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C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0
C 172.29.6.8/30 is directly connected, Serial0/0/0
C 172.29.6.12/30 is directly connected, Serial0/0/1
Medellin-3(config-router)#network 172.29.4.128
Medellin-3(config-router)#network 172.29.6.4
Medellin-3(config-router)#network 172.29.6.8
Medellin-3(config-router)#network 172.29.6.12
Medellin-3(config-router)#passive-interface g0/0
Bogota-1

Bogota-1>en

Bogota-1#conf t

Bogota-1(config)#router rip
Bogota-1(config-router)#version 2
Bogota-1(config-router)#no auto-summary
Bogota-1(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
Bogota-1(config-router)#network 172.29.3.0
Bogota-1(config-router)#network 172.29.3.4

Bogota-1(config-router)#network 172.29.3.8
Bogota-1(config-router)#passive-interface s0/0/0

Bogota-2
Bogota-2>en
Bogota-2#conf t

Bogota-2(config)#router rip
Bogota-2(config-router)#version 2
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Bogota-2(config-router)#no auto-summary
Bogota-2(config-router)#do show ip route connected
C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0
C 172.29.3.12/30 is directly connected, Serial0/0/1
Bogota-2(config-router)#network 172.29.1.0
Bogota-2(config-router)#network 172.29.3.8
Bogota-2(config-router)#network 172.29.3.12
Bogota-2(config-router)#passive-interface g0/0
Bogota-3
Bogota-3>en
Bogota-3#conf t
Bogota-3(config-if)#router rip
Bogota-3(config-router)#version 2
Bogota-3(config-router)#no auto-summary
Bogota-3(config-router)#do show ip route connected
C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/0/1
C 172.29.3.12/30 is directly connected, Serial0/1/0
Bogota-3(config-router)#network 172.29.0.0
Bogota-3(config-router)#network 172.29.3.0
Bogota-3(config-router)#network 172.29.3.4

Bogota-3(config-router)#network 172.29.3.12
Bogota-3(config-router)#passive-interface g0/0

b. Los routers Bogotal y Medellin deberan afadir a su configuracién de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.
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Medellin-1
Medellin-1>en
Medellin-1#conf t
Medellin-1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
Medellin-1(config)#route rip
Medellin-1(config-router)#default-information originate
Bogota-1
Bogota-1>en
Bogota-1#conf t
Bogota-1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
Bogota-1(config)#router rip
Bogota-1(config-router)#default-information originate

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

ISP
ISP>en
ISP#conft

ISP (config)#ip route - 255.255.252.0 209.17.220.2
ISP (config)#ip route 255.255.252.0 209.17.220.6
Parte 2. Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.
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2 BOGOTA-3
Physical

I0S Command Line Inter

Bogota—3¥en
Bogota-S#ping 172.25.3.1

Type escape sSeguence to abort.
Sending 5,

Success rate is 100 percent (5/5),
Bogota-3fping 203.17.220.5

Type escape sequence to abort.
Sending 3,

Success zate is 100 perzcent (5/5),
Bogeta-S#ping 205.17.220.2

Type escape sSeguence to abort.
Sending 5,

Success rate is 100 percent (5/5),
Bogota-3fping 172.23.8.2

Type escape sequence to abort.
Sending 3,

Success zate is 100 perzcent (5/5),

100-byte ICMF Echos to 172.23.3.1,

100-byte ICMP Echos to 209_17 _ZZ0.5

100-byte ICMF Echos to 203.17.220.2

100-byte ICMP Echos to 172 29 6.2,

timecut is 2 seconds:

round-trip min/avg/max = 1/7/34 ms

timeout is 2 seconds:

round-trip min/svg/max = 2/7/30 ms

timecut is 2 seconds:

round-trip min/avg/max = 3/8/31 ms

timeout is Z seconds:-

round-trip min/avg/max = 4/10/35 ms

b. Verificar el balanceo de carga que presentan los routers.

Bogota-3fshow ip route
Codes: L - local, C - connected,

1 - OSDF exteznzl type 1,
i - Is-Is,
% - candidate default,

172.23.0.0/24
172.29.0.1/32 is directly
172.25.1.0/24 [120/1] wvia
172.25.3.0/30 is directly
172 29 3 2732 is directly
172.29.32.4/30 is directly
172.25.3.6/32 is directly
172.25.3.8/30 [120/1] wia

[120/1] wi=a

[120/1] wi=a

is directly

WwEHOH 00

(2]

5 - static,
D - EIGRF, EX - EIGRF external,
N1 - OSPF N55A external type 1,
EZ - OSDF external type 2, E - EGP
Ll - IS-IS lewvel-1,

172.29.0.0/1€ is wariably subnetted,

172.29.3.12/30 is directly connected,

B - RIP, M - mobile, B - BEP
0 - QOS5BF, IR - OSPF inter area
NZ - OSPF NS55A external type Z

P - periocdic downloaded static route

Gateway of last resort is 172.25.3.1 to network 0.0.0.0

Lz - IS-IS level-2, ia - I5-IS inter azea
U - per—user static route, o — ODR
10 subnets, 3 masks

connected, GigebitEthernet0/0
connected, GigabitEthernetd/0
172.25.3.13, 00:00:08, Serial0/s1/0
connected, Seriall/s0/0
connected, Serial0/0/0
connected, Serial(/0/1
connected, Serial0/0/1
172.2%.3.13, 00:00:08,
172.25.3.5, 00:00:2&, Serial0d/0/1
172.25.3.1, 00:00:2&, Serial0d/0/0
Serial0/1/0

Serial0/s1/0

c. Obsérvese en los routers Bogota1 y Medellin1 cierta similitud por su ubicacion,
por tener dos enlaces de conexién hacia otro router y por la ruta por defecto que

manejan.

d. Los routers Medellin2 y Bogota2 también presentan

directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes

para el caso de la ruta por defecto.
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Bogota-3fshow ip route
Codes: L - local, C - connected, 5§ - static, B - RIF, M - mobile, B - BEF
D - EIGRP, EX - EIGRP external, © - OSPF, IA - OSPF inter area
N1 - OSPF N355R external type 1, NZ - OSPF NSS5R external type Z
E1 - OSDF external type 1, EZ - OSDPF external type 2, E - EGP
i - Is-I5, Ll - I5-IS level-l, LZ - I5-IS level-Z, ia - I3-I5 inter area
* - candidate default, U - per-user static route, o - CODR
P - periodic downloaded static route

Gateway of last resort is 172.25.3.1 to network 0.0.0.0

172.29.0.0/1¢ is warisbly subnetted, 10 subnets, 3 masks
-0.0/24 is directly connected, GigabitEthernet0/s0
-0.1/3Z is directly connected, GigabitEthernetl/0
-1.0/24 [120/1] wvia 172.25.3.13, 00:00:08, Seria=ld/1/0
-3.0/30 is directly connected, Serizl0/0/s0
-3.2/32 is directly connected, Serizl0/0/0
29.2.4/230 is directly connected, Serizl0s0/1
-3.8/32 is directly connected, Seriald/0/1
23.3.8/30 [120/1]1 wia 172.23.3.13, 00: 08, Seriall/s1l/0
[120/1] wia 172.29.3.5, 00:00:28&, Serial0/0/1
[120/1] wia 172.29.3.1, 00:00:2&, Serial0/0/0
C 172_29.3_12/30 is directly connected, Seriald/s1/0

wHOHOBE O

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las

interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

SERIALO/1/1

Bogotal SERIALO/0/1; SERIALO/1/0;

Bogota2 SERIALO/0/0; SERIALO/0/1

SERIALO/1/0

Bogota3 SERIALO/0/0; SERIALO/0/1;

SERIALO/1/1

Medellin1 SERIALO/0/0; SERIALO/0/1;

Medellin2 SERIALO/0/0; SERIALO/0/1

SERIALO/1/0

Medellin3 SERIALO/0/0; SERIALO/0/1;
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ISP No lo requiere

Parte 4: Verificacién del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de
RIP y las interfaces que participan de la publicacién entre otros datos.

En este proceso se hicieron las conexiones pasivas, de igual manera la conexién a
RIP utilizando la version 2.

e passive interface : Una interface pasiva lo que hace es que no envia
ningun tipo de paquete, ni cualquier otro tipo de paquetes. Es decir que por
esa interface no podremos tener neighbors o vecinos pero si anunciara las
redes de dichas interfaces.

e RIP: es un protocolo de puerta de enlace interna o interior utilizado por los
routers o encaminadores para intercambiar informacion acerca de redes del
Internet Protocol a las que se encuentran conectados.

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Medellin-1
Medellin-1#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0
[0] via 0.0.0.0, 02:15:55
172.29.4.0/25 auto-summary
172.29.4.0/25
[1] via 172.29.6.2, 00:00:11, Serial0/0/1
172.29.4.128/25 auto-summary
172.29.4.128/25

[1] via 172.29.6.14, 00:00:08, Serial0/1/1  [1] via 172.29.6.10, 00:00:08,
Serial0/1/0

172.29.6.0/30 auto-summary

172.29.6.0/30 directly connected, Serial0/0/1
172.29.6.4/30 auto-summary

172.29.6.4/30
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[1] via 172.29.6.2, 00:00:11, Serial0/0/1  [1] via 172.29.6.14, 00:00:08,
Serial0/1/1 [1] via 172.29.6.10, 00:00:08, Serial0/1/0

172.29.6.8/30 auto-summary
172.29.6.8/30 directly connected, Serial0/1/0

172.29.6.12/30 auto-summary
172.29.6.12/30 directly connected, Serial0/1/1

Medellin-2

Medellin-2>en
Medellin-2#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0

[1] via 172.29.6.1, 00:00:07, Serial0/0/0
172.29.4.0/25 auto-summary
172.29.4.0/25 directly connected, GigabitEthernet0/0
172.29.4.128/25 auto-summary
172.29.4.128/25

[1] via 172.29.6.6, 00:00:29, Serial0/0/1
172.29.6.0/30 auto-summary
172.29.6.0/30 directly connected, Serial0/0/0
172.29.6.4/30 auto-summary
172.29.6.4/30 directly connected, Serial0/0/1
172.29.6.8/30 auto-summary
172.29.6.8/30

[1] via 172.29.6.1,00:00:07, Serial0/0/0 [1] via 172.29.6.6, 00:00:29,
Serial0/0/1

172.29.6.12/30 auto-summary

172.29.6.12/30
[1] via 172.29.6.1, 00:00:07, Serial0/0/0 [1] via 172.29.6.6, 00:00:29,
Serial0/0/1

Medellin-3
Medellin-3#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0

[1] via 172.29.6.9, 00:00:17, Serial0/0/0  [1] via 172.29.6.13, 00:00:17,
Serial0/0/1
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172.29.4.0/25 auto-summary
172.29.4.0/25

[1] via 172.29.6.5, 00:00:20, Serial0/1/0
172.29.4.128/25 auto-summary
172.29.4.128/25 directly connected, GigabitEthernet0/0
172.29.6.0/30 auto-summary
172.29.6.0/30

[1] via 172.29.6.13, 00:00:17, Serial0/0/1  [1] via 172.29.6.5, 00:00:20,
Serial0/1/0  [1] via 172.29.6.9, 00:00:17, Serial0/0/0

172.29.6.4/30 auto-summary
172.29.6.4/30 directly connected, Serial0/1/0
172.29.6.8/30 auto-summary
172.29.6.8/30 directly connected, Serial0/0/0

172.29.6.12/30 auto-summary
172.29.6.12/30 directly connected, Serial0/0/1

Bogota-1
Bogota-1#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0
[0] via 0.0.0.0, 02:12:44
172.29.0.0/24 auto-summary
172.29.0.0/24

[1] via 172.29.3.6,00:00:07, Serial0/1/1 [1] via 172.29.3.2, 00:00:07,
Serial0/1/0

172.29.1.0/24 auto-summary
172.29.1.0/24

[1] via 172.29.3.10, 00:00:20, Serial0/0/1
172.29.3.0/30 auto-summary
172.29.3.0/30 directly connected, Serial0/1/0
172.29.3.4/30 auto-summary
172.29.3.4/30 directly connected, Serial0/1/1
172.29.3.8/30 auto-summary
172.29.3.8/30 directly connected, Serial0/0/1
172.29.3.12/30 auto-summary
172.29.3.12/30
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[1] via 172.29.3.10, 00:00:20, Serial0/0/1 [1] via 172.29.3.6, 00:00:07,
Serial0/1/1 [1] via 172.29.3.2, 00:00:07, Serial0/1/0

Bogota-2

Bogota-2#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0

[1] via 172.29.3.9, 00:00:15, Serial0/0/0
172.29.0.0/24 auto-summary
172.29.0.0/24

[1] via 172.29.3.14, 00:00:18, Serial0/0/1
172.29.1.0/24 auto-summary
172.29.1.0/24 directly connected, GigabitEthernet0/0
172.29.3.0/30 auto-summary
172.29.3.0/30

[1] via 172.29.3.9, 00:00:15, Serial0/0/0  [1] via 172.29.3.14, 00:00:18,
Serial0/0/1

172.29.3.4/30 auto-summary
172.29.3.4/30

[1] via 172.29.3.9, 00:00:15, Serial0/0/0  [1] via 172.29.3.14, 00:00:18,
Serial0/0/1

172.29.3.8/30 auto-summary
172.29.3.8/30 directly connected, Serial0/0/0

172.29.3.12/30 auto-summary
172.29.3.12/30 directly connected, Serial0/0/100:00:20, Serial0/0/1 [1] via
172.29.3.6, 00:00:07, Serial0/1/1 [1] via 172.29.3.2, 00:00:07, Serial0/1/0

Bogota-3
Bogota-3#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0

[1] via 172.29.3.1,00:00:09, Serial0/0/0  [1] via 172.29.3.5, 00:00:09,
Serial0/0/1

172.29.0.0/24 auto-summary

172.29.0.0/24 directly connected, GigabitEthernet0/0
172.29.1.0/24 auto-summary

172.29.1.0/24
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[1] via 172.29.3.13, 00:00:08, Serial0/1/0
172.29.3.0/30 auto-summary
172.29.3.0/30 directly connected, Serial0/0/0
172.29.3.4/30 auto-summary
172.29.3.4/30 directly connected, Serial0/0/1
172.29.3.8/30 auto-summary
172.29.3.8/30

[1] via 172.29.3.13, 00:00:08, Serial0/1/0  [1] via 172.29.3.5, 00:00:09,
Serial0/0/1 [1] via 172.29.3.1, 00:00:09, Serial0/0/0

172.29.3.12/30 auto-summary
172.29.3.12/30 directly connected, Serial0/1/0

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellin1 con ISP sea configurado
con autenticacion PAP.

Medellin-1
Medellin-1>en
Medellin-1#conf t
Medellin-1(config)#username ISP password unad
Medellin-1(config)#
Medellin-1(config)#int s0/0/0
Medellin-1(config-if)#encapsulation ppp
Medellin-1(config-if)#ppp authentication pap
Medellin-1(config-if)#ppp pap sent-username Medellin-1 password unad
Medellin-1(config-if)#end
Medellin-1#
Medellin-1#ping 209.17.220.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/15 ms
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ISP>en
ISP#conf t
ISP(config)#username Medellin-1 password unad
ISP(config)#int s0/0/0
ISP(config-if)#encapsulation ppp
ISP (config-if)#ppp authentication pap
ISP(config-if)#ppp pap ?
sent-username Set outbound PAP username
ISP (config-if)#ppp pap sent-username ISP password unad

b. El enlace Bogota1 con ISP se debe configurar con autenticacion CHAP.

Bogota-1
Bogota-1>en
Bogota-1#conf t
Bogota-1(config)#username ISP password unad
Bogota-1(config)#int s0/0/0

Bogota-1(config-if)#encapsulation ppp
Bogota-1(config-if)#ppp authentication chap

ISP>en

ISP#conf t

ISP(config)#username Bogota-1 password unad

ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP (config-if)y#ppp authentication chap

ISP(config-if)#end

ISP#ping 209.17.220.6

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.6, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/16 ms
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Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogota1l vy
Medellin1), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, sélo existira comunicacion hasta los routers Bogota1,
ISP y Medellin1.

Medellin-1
Medellin-1>en
Medellin-1#conf t
Medellin-1(config)#ip nat inside source list 1 interface s0/0/0 overload
Medellin-1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
Medellin-1(config)#int s0/0/0
Medellin-1(config-if)#ip nat outside
Medellin-1(config-if)#int s0/0/1
Medellin-1(config-if)#ip nat inside
Medellin-1(config-if)#int s0/1/0
Medellin-1(config-if)#ip nat inside
Medellin-1(config-if)#int s0/1/1
Medellin-1(config-if)#ip nat inside
Bogota-1
Bogota-1>en
Bogota-1#conf t
Bogota-1(config)#ip nat inside source list 1 interface s0/0/0 overload
Bogota-1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
Bogota-1(config)#int s0/0/0
Bogota-1(config-if)#ip nat outside
Bogota-1(config-if)#int sO/0/1
Bogota-1(config-if)#ip nat inside
Bogota-1(config-if)#int s0/1/0
Bogota-1(config-if)#ip nat inside
Bogota-1(config-if)#int s0/1/1
Bogota-1(config-if)#ip nat inside

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellin1. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
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ser traducida automaticamente a la direccidn de la interfaz serial 0/1/0 del router
Medellin1, cémo diferente puerto.

B Bk i o N - o o o

Medellin-lfshow ip nat translations

Pro Inside global Ingide local Cutside local Cutside global
icmp 209.17.220.2:1 172.25.4.6:1 209.17.220.1:1 209.17.220.1:1
icmp 209.17_.220.Z2:2 172.25_.4.8:2 209.17.220.1:2 209.17.220.1:2
icmp 209.17_.220.2:3 172.25.4.6:3 209.17.220.1:3 209.17.220.1:3
icmp 203.17_.220.Z2:4 172.25.4.6:4 209.17.220.1:4 209.17.220.1:4

Medellin-1%]

m

1

c. Proceda a configurar el NAT en el router Bogota1. Compruebe que la traduccién
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccién debe ser traducida automaticamente a la direccidn de la
interfaz serial 0/1/0 del router Bogota1, como diferente puerto.

Translating "end".._.domain server (Z55.2Z55.255_255) % Name lookup aborted

Bogota—-1§

Bogota—-lfshow ip nmat translations

Fro Inside globkal Inside local Cutside local Cutside global

icmp 209.17.2Z20.&:10 172.25.0.&:10 Z205.17.220.5:10 205_17.220.5:10

icmp 209.17.220.6&:11 172.25.0.6:11 205.17.220.5:11 205 17.220.5:11

icmp 209_17_Z220_.6:-12 172_25_0_6:-12 205_17._220_5:12 205 _17_220_.5:12 E

icmp 209.17_Z20.&:%9 172_.25.0.&6:5 Z05_.17.220.5:5 205_17_220.5:%

Bogota-1§ S
Copy ” Faste

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Medellin-2
Medellin-2>en
Medellin-2#conf t
Medellin-2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Medellin-2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Medellin-2(config)#ip dhcp pool MED2
Medellin-2(dhcp-config)#network 172.29.4.0 255.255.255.128
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Medellin-2(dhcp-config)#default-router 172.29.4.1
Medellin-2(dhcp-config)#dns-server 8.8.8.8
Medellin-2(dhcp-config)#exit

Medellin-2(config)#ip dhcp pool MED3
Medellin-2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin-2(dhcp-config)#default-router 172.29.4.129

Medellin-2(dhcp-config)#dns-server 8.8.8.8
Medellin-2(dhcp-config)#exit

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

Bogota-2
Bogota-2>en
Bogota-2#conf t
Bogota-2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Bogota-2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Bogota-2(config)#ip dhcp pool BOG2
Bogota-2(dhcp-config)#network 172.29.1.0 255.255.255.0
Bogota-2(dhcp-config)#default-router 172.29.1.1
Bogota-2(dhcp-config)#dns-server 8.8.8.8
Bogota-2(dhcp-config)#ip dhcp pool BOG3
Bogota-2(dhcp-config)#network 172.29.0.0 255.255.255.0
Bogota-2(dhcp-config)#default-router 172.29.0.1

Bogota-2(dhcp-config)#dns-server 8.8.8.8
Bogota-2(dhcp-config)#exit
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S pc2

Physical | Config | Desktop | Custom Interface

=

BC>ping !
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BCrping 1
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MEDELLIN 172.29.4.0/21

BOGOTA 172.29.0.0/21
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Escenario 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
qgue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

Co————~

SERGIO STIVEN HOME ARTUNDUAGA
COD. 1030580789

Server-PT
Web Server

L
1941
BUENOSAIRES
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

Internet PC:

Q Internet PC E‘ Iﬁl B

Physical Desktop | Custom Interface

IP Configuration

1P Configuration
) DHCP @ Static

1P Address 209.165.200.230

Subnet Mask 255.255.255.248

Default Gateway 209.165.200.225

DNS Server

IPv6 Configuration
) DHCP () Auto Config @ Static

IPv6 Address !

Link Local Address FE80::290:21FF:FE50:861E

IPvE Gateway

IPv6 DNS Server

WS

R1 Bogota:

Bogota#config t

Bogota(config)#config t

Bogota(config)#hostname BOGOTA

Bogota(config)#int s0/0/0

Bogota(config)#ip address 172.31.21.1 255.255.255.252
Bogota(config)#clock rate 64000

Bogota(config)#no shutdown
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R2 Miami:

Miami#config t

Miami(config)#hostname MIAMI
Miami(config)#interface loop0

Miami(config)#ip address 10.10.10.10 255.255.255.255
Miami(config)#no shutdown

interface s0/0/0

Miami(config)#ip add 172.31.23.1 255.255.255.252
Miami(config)#clock rate 64000

Miami(config)#no shutdown

Miami(config)#interface s0/0/1

Miami(config)#ip address 172.31.21.2 255.255.255.252
Miami(config)#no shutdown

Miami(config)#interface g0/0

Miami(config)#ip address 209.165.200.225 255.255.255.248
Miami(config)#no shutdown

R3 BuenosAires

BuenosAires#config t

BuenosAires(config)# hostname BUENOSAIRES
BuenosAires(config)# interface loop4

BuenosAires(config)# ip address 192.168.4.1 255.255.255.0

BuenosAires(config)# no shutdown
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BuenosAires(config)# interface loop5

BuenosAires(config)# ip address 192.168.5.1 255.255.255.0
BuenosAires(config)# no shutdown

BuenosAires(config)# interface loop4

BuenosAires(config)# ip address 192.168.6.1 255.255.255.0
BuenosAires(config)# no shutdown

BuenosAires(config)# interface s0/0/1

BuenosAires(config)# ip address 172.31.23.2 255.255.255.252
BuenosAires(config)# no shutdown

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:
Configuration Item or Task Specification

Router ID R1 1111
Router ID R2 5555
Router ID R3 8888
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

CONFIGURACION OSPF V2

R1 BOGOTA

Bogota#config t

Bogota(config)#router ospf 1

Bogota(config)#router-id 1.1.1.1
Bogota(config)#network 192.168.99.0 0.0.0.255 area 0
Bogota(config)#network 172.31.21.0 0.0.0.3 area O
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Bogota(config)#passive-interface gi0/0
Bogota(config)#interface s0/0/0

Bogota(config)#bandwidth 128

Bogota(config)#ip ospf cost 9500

Bogota(config)#interface s0/0/1

Bogota(config)#bandwidth 256

R2 MIAMI

Miami#config t

Miami(config)#router ospf 1

Miami(config)#router-id 2.2.2.2

Miami(config)#network 209.165.200.224 0.0.0.7 area 0
Miami(config)#network 172.31.21.0 0.0.0.3 area 0
Miami(config)#network 10.10.10.10 0.0.0.3 area O
Miami(config)#passive-interface gi0/0
Miami(config)#interface s0/0/0

Miami(config)#bandwidth 256

Miami(config)#ip ospf cost 9500

Miami(config)#interface s0/0/1

Miami(config)#bandwidth 256

R3 BUENOS AIRES

BuenosAires#config t

BuenosAires(config)#router ospf 1

router-id 3.3.3.3

BuenosAires(config)#network 172.31.23.0 0.0.0.3 area O
BuenosAires(config)#network 192.168.4.0 0.0.0.255 area O
BuenosAires(config)#network 192.168.5.0 0.0.0.255 area O
BuenosAires(config)#network 192.168.6.0 0.0.0.255 area 0
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BuenosAires(config)#interface s0/0/0
BuenosAires(config)#bandwidth 256
BuenosAires(config)#ip ospf cost 9500
BuenosAires(config)#interface s0/0/1
BuenosAires(config)#bandwidth 256

Configuracion Web Server

Q Web Server EI

Physical

IP Configuration
[ FastEthernet0

Interface

IP Configuration

©) DHCP @ Static

IP Address 10.10.10.10

Subnet Mask 255.255.255.0

Default Gateway 10.10.10.0 =
DNS Server 0.0.0.0

IPve Configuration
@ DHCP (O Auto Config @ Static

IPv6 Address !

Link Local Address FE20::203:E4FF:FESC:438

IPvb Gateway

IPvb DNS Server

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
Se puede hacer con el comando show ip route
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BOSOThREaen
BOCOTAEshow ip route

Codes: L — local, © — connected, S5 — static, R — RIPF, M — mcobile, B — BESP
oD — EIGRE, =X — EISRF external, © — OSFF, IA — OSFF inter aresa
M1 — OSPF HSS5h excternal type 1, Nz — OSPF NSSA externsl type =
=1l — OSPF external oype 1, EZ — OSEF external cype 2, =E — ECD
i — IS—IS, L1 — IS—IS lewel—-1, LZ — IS—IS level—2, ia — IS—IS inter area
* — candidate default, U — per—user sStatic route, o — ODR
P - pericdic downloaded static route
Cateway of last resort is not sSet
10 _0_0_0s32 is submetted, 1 sSubnets

o 10.10_10_10,32 [110,9501] wia 172 _31_21_.2, 00:01:52, Serial0os0r0
172 16 .0 _0,s16 is wariably subnetted, & subnets, 2Z masks

=3 172 _16.30 _0/24 is directly comnected, GigabitEthernetOs0_30

b 4 172 _16€.30_1,32 is directly comnected, GigabitEthernetOs0_30

=3 172 _16€.40 _0/24 is directly comnected, GigabitEthernetOs0_40

b 4 172 _16.40 _ 1,32 is directly comnected, GigabitEthernetOs0_40

=3 172 _16€.15S0_0,24 is directly connected, GigabitEthernet0s,0_150

k4 172 .16€.150.1,32 is directly comnnected, GCigabitEthernetO.,0.150
172 .31 .0.0/16 is wariably subnetted, 2Z subnets, 2 masks

[=3 21.21 .0/30 is directly comnected, Serialos0s0

b5 |172_31_21_1/32 is directly connected, Serialos 0/ 0

BOGOTRE

MIAMIfFfFshow Lp route
Codes: L. — local, © — connecced, S — scatic, = — RIEF, M — mobkile, B — BSD
D — EIGRE,. EM — EIGCGRF extermn=al, o — OSPFE, IR — OSPF intex ares=
M1 — OSPEF MNSSA extermnel type 1, M2 — OSEF MSSA externel btype =
=1 — OSPF external type 1, E2Z — OSDPF external oype 2, E — =ECD
4 — IS— IS, = — IS—IS level—1, = — IS—IS level— =, i= — IS—IS imrtex ares
* — candidate default, T — per—user static route, o — ODR
Cateway of last resort is not Set
10O 0.0._.0/,22 i= subnetted, =N subnets
e 10_.10_10_10+,22 is directly comnected, Loopbacko
172 .51 .0 0,16 is wariakly subnectced, 4 subnets, 2 masks
- A7FZ.21L.Z1L.0,20 is directly connected, SerialOo/,0,1
. 17E _=21 =L _ZF2E i = directly connected, SerjijaldoO,;1
L= ATE.3L.Z23.0/7,320 is directly connected, Serialo 0,0
I ATEZ.2BL.Z2.1LS22 is directly connected, SerialOo/,,0/,0
MI=2MTE
L el
Codes: L. — local, C — connected, S — static, B — BRIP, M — mobile, B — BESD
D — EIGRE, E¥ — EIGRP external o — OSFPF, ITa — OSPF inmter area
N1 — OSPF MNSSA external type 1, NZ — OSDPF NSSA external type 2
E1 — OSPF external bype 1, EZ — OSEF external type =, E — ESP
i — Is—Is, L1 — IsS—IsS lewvel-—1, LZ — IsS—1IS lewvel—Z, ida — IS—IS inter area
* — mandidate defaulc, T — per—user scatcic roube, o — ODR

Eateway of last resort is not set

172 .31 .0.0/1% is wariasbly subnetted, 2
172.31.23.0s30
172 .21l .23 _2/32

182 _.1€8.5.0/,24 is
15Z . 1€8.5.0,24
152 _188.5.1,,32

182 168 &6 _ 0,24 is
192 168 _&_0O/,24
192 _ 1e8.2.1/32

BUENCSATRESE|

subnets, 2 masks
is directly connected, Serial0s0s1

is directly connected, Serial0s0s1

wariably subnetcted, subnets, 2Z masks
is directly connected, Lococpbacks
LoocpkbackS
subnets, 2
Loopback4
Loopback4

- =
is directly connected,
wariabkly subnetcted,

il}

= masks

is directly connected,

Hoo B0 oHo

is directly comnected,

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface
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| Physical | config CLI
I10s Command Line Interface
b 172 _16.40_1/32 is directly connectced, CigabitEthernec0/0_40 -
c 172.16.150.0/24 is directly connected, Gigaki thernecld/0.150
L 172.16.150.1/32 4is directly connected, GigabitEthernet0/,0.150
17Z2.21_.0.0,/16 is wariably subnetted, 2 subnets, 2 masks
9 c 172 _31_.21_0,30 is directly connectced, Serialds0s0
i L 172.31.21.1/32 is directly connected, Serialds0s 0

BOGSOTA#show ip ospf neighboxr

Meighbor ID D State De=d Time Address Interface
z.z.z.z =] FULL,S — 00:00:32 172.31.21.2 Serialoso0s0
BOCOTAfshow ip cospf interface

Serial0s0/0 is up, line protecel is up
Internst address is 172.31.21.1/30, Area 0O
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-BOINT, Priority O
Mo designated router on this neswork
No backup designated router on this network
Timer intervals configured, Hellc 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:02
Index 1/1, flood gueue length O
Mext 0x0{0)/0x0{0)
Last flood scan length is 1, maximuam is 1
Last flood scan time is 0 msec, maxirum is 0 msec

HWeighbor Count is 1 , Adjacent neighbor count is 1 =
Adjacent with neighbor 2.2.Z2.2
Suppress hellc for O neighboxr (=)

BOCOTRE -

[ copw | [ Paste |

Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

R =]

| Physical I Config | CLI |

I0S Command Line Interface
B T e = = 4= = e 4 1 e = R 1= =
Meighbor Count is 1 , Adjacent neighbor count is 1
Bdjscent with neighkor Z2_.Z2_Z2_Z2
Suppress hello for 0 meighboris)
BOGOTR>
u BOGOTRA>en
BOGOTAEshow ip ospf protocols

% Inwvalid input detected at "' marker.

BOEOTAEshow ip protocols

Bouting Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all1 interfaces is not set
Router ID 1.1.1.1
Mumber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Routing for Networks:
192 .1€2.99.0 0.0.0_.255 area 0
172.31.21.0 0.0.0_.2 area 0
Passive Interface(s):
GigabitEthernet0/s0
Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:-14:-01 i
z2.2.z2_2 110 00:-14:-01

Distance: f{(default is 110)

BOCOTAE] ~

[ Copy ] [ Paste

m
I —
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105 Command Line Interface

TEIQNOOr COWUIT IS L, S0JSCENT NMEIgNOUr COmIT IS I
Rdjacent with neighbor 1.1.1.1
Suppress hello for 0 neighboris)
Loopkackd is up, line protocol is up
Internet address is 10.10.10.10/32, Arez 0O
Process ID 1, Router ID Z2.Z.Z.Z, MNetwork Type LOODPBACE, Cost: 1
Loopback interface is treated as a stub Host
MIAMI>
MIAMI>en
MIAMIEshow ip protocols

RBouting Protocol is "ospf 1™
Outgoing update £filter list for =211 interfaces is not set
Incoming update £filter list for =211 interfaces is not sSet
Router ID 2.2_.2.2
HNumber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Bouting for Hetworks:
Z209.165.200_.224 0.0.0.7 area 0
172.31.21.0 0.0.0.3 area O
10.10.10.8 0.0.0.3 area 0
Passive Interface(s):
GigabitEthernet0,0
Bouting Inmformation Sources:

Eateway Distance Last TUpdate
1.1.1.1 110 00:14:-50
z. 2. 2.2 110 00:14:-50
Distance: (default is 110)
MIZMTE

m

[ copy

] [ Paste

| Physical Config | CLI|

I10S Command Line Interface

TP eSS eI ID COr U IEIgNDOr TIT

LoopbackS is up, line protoceol is up
Internet address is 132Z_.188.5.1/24, Area 0
Process ID 1, Router ID 3.3.3.3, NHNetwork Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host

Loopback4 is up, line protocol is up
Internet address is 132 .1€2.€.1/24, Area 0O
Process ID 1, Router ID 3.3.3.3, Network Type LOOEPBACE, Cost: 1
Loopback interface is treated as a stub Host

BUENOSATIRES>

BUENOSATIRES>en

BUENCSAIRESEshow ip protocols

Bouting DProtoceol is "ospf 1™

Outgoing update filter list for all interfaces is not set

Incoming update filter list for al1ll interfaces is not set

Fouter ID 3.3.3.3

Number of areas in this router is 1. 1 normal 0 stubk 0 nssa

Maximm path: 4

Routing for Networks:
172.21.22.0 0.0.0.2 area 0O
132.1€28.4.0 0.0.0.255 area
132.168.5.0 0.0.0.255 area 0O

o

13Z2.188.8.0 0.0.0.255 area 0
Routing Information Sources:
EFateway Distance Last Update
3.3.3.2 110 00:13:03
Distance: (default is 110}
BUENOSRAIRESE

m

Copy

| [ Paste |
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3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.

Creacion Vlan S1

S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#exit

S1(config)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit

S1(config)#vlan 150
S1(config-vlan)#name Mantenimiento

S1(config-vlan)#exit

51 = o =5

| Physical I Config CLI |
I10S Command Line Interface
SOFTWARE (£ci1) ’ N . - ’ o CoT i

Copyright (c) 1986-2005 by Cisco Systems, Inc.
Compiled Wed 12-Oct—05 22:05 by pbt_team

Press RETURN to get started!

2LINK-5-CHAMNGED: Interface FastEthermetd/l, changed state to up
SLINEFROTO-S—UFDOWN: Line protocol on Interface FastEthernetdsl, changed state to
up

2LINK-5-CHAMNCED: Interface FastEthermetds3, changed state to up
SLINEFROTO-S—UFDOWN: Line protocol on Interface FastEthernetds 3, changed state to
up

Switch>en

S ©

guration commands, one per line. End with CNTL/Z.
ig) #nc ip domain-lookup
S i n 30

mn

Switc ig-vlan) #vlan 150
—vlan) fname MANTENIMIENTO —

ey [opaste ]
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| Physical Config | CLIl

I0S Command Line Interface

TETTTOTTT T Ty TS ST e IT
Compiled Wed 12—Oct-0S5 22:05 by pt_team

Press RETURMN to get started!

S LINK-S-CHANGED: Interface FastEthernet0/1, changed state to up
3LINEEROTO-S5-UBDOWN: Line protoccel on Interface FastEZthernetds 1, changed state to
up

S LINK-S-CHANGED: Interface FastEthernet0/3, changed state to up
$LINEEROTO-S5-UBDOWN: Line protoccel on Interface FastEZthernetd/ 3, changed state to
up

Switch>en
Switchiconf t
Enter configuraticn commands, cne per line. End with CNTL/Z.
Switch(config) #ne ip domsin-lookup
Switch {config) #vlan 30
nfig-vlan) fname ADMINISTRACION
Switch{config-vlan) #vlan 40
Switch (config-vlan) #name MERCADED
Switch (config-vlan) #vlan 150

m

Switch nfig-—wvlan)fname MANTENIMIENTO
Switch nfig-vlan) g
; nEig-vlan) § [~
Switch{config-vlan) g -
Copy ] [ Paste

e Para configurar la seguridad y otras configuraciones, se establece como
contrasefa predeterminada “unad”

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Bienvenidos%
line console 0

password unad

login

line vty 0 15

password unad
login

e Configurar en el switch las interfaces que pertenecen a cada VLAN
S1(config)#interface range faO/1
S1(config-if)#switchport mode access

S1(config-if)#switchport access vlan 30
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Switch1(config-if)#exit

e Configurar la encapsulacion en los troncales:
Bogota(config)# interface g0/0.3

Bogota (config)#description ADMINISTRACION

Bogota (config-if)# encapsulation dot1Q 30

Bogota (config-if)# ip address 192.168.30.1 255.255.255.0
Bogota (config)# interface g0/0.4

Bogota (config)#description MERCADEO

Bogota (config-if)# encapsulation dot1Q 40

Bogota (config-if)# ip address 192.168.40.1 255.255.255.0
Bogota (config)# interface g0/0.150

Bogota (config)#description MANTENIMIENTO

Bogota (config-if)# encapsulation dot1Q 150

Bogota (config-if)# ip address 192.168.150.1 255.255.255.0
Bogota (config)#interface g0/0

Bogota (config-if)# no shutdown

Bogota (config-if)# Exit
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R =N EoR

| Physical I Config | CLI |

I0S Command Line Interface

BOE0TA>en

BOEOTREcon ©

Enter configuretion commands, one per line. End with CHIL/SZ.
BOGOTA (config) #interface g0/s0.30

BOGOTAR (config-—subif) #interface gls/0.30

BOEOTR (config-—subif) fdescription ADMINISTRACION

BOCEOTR (config-subif) fencapsulation dotlg 20

BOGOTAE (config-subif) #ip address 172 .1&6.30.1 2Z55_255.Z55.0
BOGOTA (config-subif) #interface gl/0.40

BOEOTR (config—subif) fdescription MERCADED

BOGOTA (config-—subif) #encapsulation dotlg 40

BOEOTR (config—subif) #ip address 172.16.40.1 Z55.255.255.0
BOGOTR (config—subif) f#interface gl 0.150

BOGOTA (config—subif) #description MANTEMNIMIENTO

BOEOTR (config—subif) fencapsulation dotlg 150

BOGOTR (config-subif) #ip address 172 .16.150.1 Z55.255.255.0
BOGEOTR (config-—subif) f#interface gls0

BOEOTR (config—if) #no shutdown

BOGOTA (config-if) §
SLINE-S5—CHAMEED: Interface GigabkitEthernet0/0, changed state to up
to up

SLINE-5—CHAMNGED: Interface GigabkitEthernet0s0.30, changed state to up

SLINEPROTO-S5-UPDOWN: Line protocol on Interface GigabkitEthernet0/0, changed state =

Cony ] |

FPaste

4. En el Switch 3 deshabilitar DNS lookup

.@53

Physical | Config | CLI |

105 Command Line Interface

Switchfcont t

Enter configuration commands, one per line. End with CHNTIL/SZ.
Switch(config) #no ip domain-lookup

Switch{config)

Switchi{configlg

e
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5. Asignar direcciones IP a los Switches acorde a los lineamientos.
Configuracion S1

s

| Physical I Config | CLI |

10S Command Line Interface

Switch({config-if) #swithport trunk native wvlan 1

% Invalid input detected at '"' marker.

Switch (config-if) finterface £0/24
Switch(config-if) #swithport mode trunk

% Invalid input detected at "'~' marker.

Switch{config—if) §switchport trunk native wlan 1
Switch{config-if) #interface £0/24
Switchiconfig-if) #switchport mode trunk

Switch{config-if)§
SLINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/2Z4, changed state to
down

2LINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to
up

Switch{config-if) #switchport trunk native wlan 1
Switch{config-if) fexit

Switch(config) #interface range f£als2, £alrs4-23
Switch (config-if-range) #switchport mode access
Switch{config-if-range) fexit

Switch(config) #interface £a0s1

Switch{config-if) #switchport mode access

Switch (config-if) switchport access wlan 30 | 5
Switch(config-if) fexit

i toh ( nfigiEexit

m

[ Copy ] [ Paste

Configuracion S3

& 53
| Physical I Config | CLI |
105 Command Line Interface
-
Switchren
Switch#conf ©
Enter configuration commands, cne per line. End with CHTL/Z.
Switch{config) #inteface wlan 150
% Invalid input detected at '~' marker.
Switch{config) #interface wvlan 150
Switch{config—if)§
SLINE-S5-CHANGED: Interface Vlanl50, changed state to up
SLINEPROTO-S-UPDOWN: Line protocol on Interface V1anl50, changed state to up
Switch{config—if)§
Switch{config-if) #interface wvlan 150
Switchi{config-if)#ip address 192.1€8.99.3 255.255.255.0
Switch{config—if) #no shutdown
Switch{config—-if)§ip default-gateway 132.168.99.1
Switch{config) #interface £0/3
Switch{config-if) #switch mode trunk
Switch{config—if) #switchport trunk native wvlan 1
Switch{config-if)finterface range £a0/2, £fal/4-24
Switch{config-if-range) #switchport mode access .
Switch{config-if-range) finterface £als1
Switch{config-if) §switchport mode access =
Switch{config-if) §switchport access vlan 40
Switch{config—if)§ —
Switch{config—if) § =z
Copy ] [ Paste
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6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

| Physical | config CLI

51 =] @Ii

I10Ss Command Line Interface

Enter configuration commands, one per line. End with CHNTLAZ
Switch (config) #hostnams S1

S1 (config) #interface range falOsZ, Tads 4—23

S1 {config-—if—range! #shucdown

SLINKE-S—CHANGED: Interface FastEthernet0/Z, changed state to administratively down

SLINKE-S—CHANGED: Interface FastEthernet0/s4, changed state to administratively down
SLINK-S5—CHANGED: Interface FastcEthernet0s5, changed state to administratiwvely down
SLINK-S5—CHANGED: Interface FastcEthernet0s6, changed state ©to administratiwvely down

FLINKE-S—CHANCED: Interface FastEthernetd/7, changed state to administratively down

FLINKE-S—CHANCED: Interface FastEthernetd/S, changed state to administratively down

SLINK-S—CHANGED: Interface FastEthernet0/s3, changed state to administratively down
ALINK-S—CHANGED: Interface FastEthernet0s10, changed state to administratively
down

SLINE-S5—CHANGED: Interface FastcEthernetds11, changed state to administcratcively

FLINK-S—CHANGCED: Interface FastEthernetOs12, changed state to administrativelw

down
SLINK-S—CHANGED: Interface FastEthernet0s13, changed state to administratively

down

SLINK-S—CHANGED: Interface FastcEthernet0s14, changed state ©o administcratively

down

FLINKE-S—CHANGCED: Interface FastEthernet0s15, changed state to administrativelwy

SLINKE-S—CHANGED: Interface FastEthernet0s16, changed state to administratively

[ copy ][ past= |

|

]

| Physical | config CcLI

I10s Command Line Interface

Switch>en

Switechg#cont ©

Enter configuration commands, one per line. End with CHNTL/Z .

Switch {config) #interface range £a0,s2, £a20,4-Z24

Switch {config—if-range) #shutdown

SLINK-S5—CHANCED: Interface FastEthernet0s2, changed state to administratively down
SLINK-5—CHAENCED: Interface FastEthernet0s4, changed state to administratively down
SLINK-S5—CHANCED: Interface FastEthernet0s5, changed state to administratively down
ALINK-S—CHARNGED: Interface FastEthernetd/s&, changed state to administratively down
ALINK-S—CHARNGED: Interface FastEthernetds7, changed state to administratively down
ALINK-S—CHARNGED: Interface FastEthernetds2, changed state to administratively down

SLINK-S-CHANGED: Interface FastEthermnetds53, changed state to administratively down

SLINK-5-—CHANGED: Interface FastEthermnetds10, changed state to administratively
down

SLINK-5—CHANGED: Interface FastEthermnetOs11, changed state to administratively
down

SLINK-5—CHANGED: Interface FastEthermnet0s1Z, changed state to administratively
down

SLINK-5—CHANGED: Interface FastEthermnetDs13, changed state to administratively
down

mn

SLINK-S-—CHANGED: Interface FastEthermetds14, changed state to administratively
down

SLINK-S-—CHANGED: Interface FastEthermnetds15, changed state to administrativelyw
down

Copy Paste

SLINK-S5-—CHANGED: Interface FastEthermnetds1&, changed state to administratively
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7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.
R = =

| Physical | Config | CLI |

105 Command Line Interface

Press EETURN to get started.

BOGOTL>en

BOECTAfconi ©

Enter configuration commands, one per line. End with CNTIL/Z.
BOGOTR (config) #ip dhep pool wlan30

BOEOTR (dhep-config) fnetwork 152 _168.30.0 Z55.255.255.0
BOEOTR (dhep-config) #default-router 152 . 168.30.1

BOGOTA (dhep-configl #ip dhep pool vland0

BOSOTZ (dhep-config) #énetwork 132 _168.40.0 255.255.255.0
BOGOTL (dhep-config) fdefault-router 13Z.163.40.1

BOGOTA (dhep-configl #ip dhep pool vwlanZ00

BOGOTRE (dhcp-config) #network 192.168.200.0 255.Z55.255.0
BOE0OTR (dhep-config) fdefault-router 152 _168_.200.1
BOEOTA (dhep-config) §

BOEOTR (dhep-config) §

Copy ][ Past

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

BOGOTA>en

BOGOTREcon: t©

Enter configuration commands, cne per line. End with CNTL/Z.
BOGOTR (config) #ip dheoo exclude-—address 172.16.30.1 172.16.30.30

% Imvalid input detected at marker.

BOGOTR (config) #ip dhep exclude—address 172.16.30.1 172.16.30.30

% Imvalid input detected at '~' marker._

BOGOTR (config) #ip dhep excluded-address 172.16.30.1 172.16.30.30 =
BOCOTA (config) #ip dheop excluded-address 172.1€.40.1 172.1€.40.30

BOGOTA (config)# m
BOGOTRA (config)f =

Copy ] [ Paste ]
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Configurar DHCP pool para VLAN
30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccha-unad.com
Establecer default gateway.

Configurar DHCP pool para
VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

S Rl

Physical

Config | CLI |

oo =]

105 Command Line Interface

BOGOTR>en

BOEOTAEcon ©

Enter configuration commands,
BOGOTR
BOGOTR (
BOGOTR (

BOGOTR(
BOGOTR
BOGOTR

{dhep—config) fexit
iccnfig)ﬂ

one per line.
{config) #ip dhep pool ADMINISTRACION
dhcp—config) #dns—server 10.10.10.11
dhep—config) #gdefault—-router 17Z2.1&.30.1

(dhep—config) gnetwork 17Z2.16.40.0 25

End with CNTL/Z.

BOCOTR (dhep-config) #network 172_1&.30.0 255.255.255.0
BOGOTR (dhep—config) fexit

BOGOTA (config) &

BOGOTR (config) #en

% Ambkiguous command: "en™

BOGOTA (config) fconf t©

&Invalid hex walue

BOGOTR (configl #ip dhep pool mercadeo

BOGOTA (dhep—config) §dns—server 10.10.10.11

BOGOTA (dhep—config) fdefault—zrouter 172.16.40.1

BOGOTE (dhcp—config) #network 17Z2.1€.40.0 Z55.Z55_2Z55.0
BOGOTA (dhcp—config) fexit

BOGOTRE (config) #ip dhep pool ADMINISTRACTIOHN

BOGOTE (dhcp—config) #dns—server 10.10.10.11

BOGOTA (dhep—config) #default—router 172.1&.320.

BOGOTA (dhep—config) #network 17Z_1e.30.0 2Z55.Z55.2Z55.0
BOGOTLA (dhcp—config) fexit

BOGOTR (configl #ip dhep pool mercadeo

BOGOTE (dhcp—config) #dns—server 10.10.10.11

BOGOTE (dhcp—config) #default-router 17Z2.1e.40.1

2]
n
i
[=]

5.255.

m

J

Copy

Faste

]

48




Physical I Config | Desktop | Custom Interface |

IP Configuration

IP Configuration
) DHCP @ Static

IP Address 172.16.20.321

Subnet Mask 255.255.255.0

Default Gateway 172.16.30.1

DMNS Server 10.10.10.11

IPvE Configuration
) DHCP () Auto Config @ Static

IPvE Address

Link Local Address FES0::204:9AFF:FEB7:C676

IPvE Gateway

IPwGE DNS Server

Physical I Config | Desktop | Custom Interface |

IP Configuration

IP Configuration
) DHCP @ Static

IP Address 172.16.40.31

Subnet Mask 255.255.255.0

Default Gateway 172.16.40.1

DMNS Server 10.10.10.11

IPwe Configuration
) DHCP () Auto Config @ Static

IPv6 Address

Link Local Address FE80::260:3EFF:FE94:ES8EC

IPvE Gateway

IPwvE DNS Serwver
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10. Configurar NAT en R2 para permitir que los hosts puedan salir a internet
Miami#conf t
Miami(config)#interface GigabitEthernet0/0
Miami (config-if)#ip nat inside
Miami (config-if)#int s0/0/0
Miami (config-if)#ip nat outside
Miami (config-if)#int sO/0/1
Miami (config-if)#ip nat outside
Miami (config-if)#exit

% Inmvalid input detected at "' marker.

MIAMT (config—-if£) fexit

MIAMT (config)#interface GigabitEthermnetd/0
MIZMI (config—if)fip mat inside

MIAMT {config—if£) #int 30/0/50

MIAZMI (config-if)#ip nat ocutside

MIAMT {config—if) #int 30/0/1

MIAZMI (config-if)#ip nat ocutside

MIAMT (config—if) fexit

MIAMT (config) £

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

MIAMI»en

MIZMI§conf ©

Enter configuration commands, one per line. End with CNIL/Z.
MIZMI (config) #ip access-list standard ADMIN-MGET

MIAMI (config-std-nacl) fpermit host 172.31.21.1

MIZMI (config-std-nacl) fexit

MIAMI (config)$line wty 0 4

MIZMI (config-line) faccess-class ADMIN-MGT in

MIZMI (config-line) fexit —
MIAMI (config) g

m

1

Copy ” Paste
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Enter confiquration commands, ome per line. End with CNIL/Z.
WIANI (config)gno access-list 2 permit 172.18.30.0 0.0.0.255
WIMMI (config)§no access-list 2 permit 172.16.40.0 0.0.0.255
HIAMI (confiq) fexit

MIMNT#

$5Y5-5-CONFIG I: Confiqured from console by conaole

aan

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

LUVELIWE T LIEUL TETECTETET T

m

WIAMI (config) faccess-list 101 permit icmp any any
MIEMI (config)$ —
HIAMI (config)# R

‘ Copy || Faste

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

BOEOTA»en
BOGOTREping 172.31.21.2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.21.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/11/54 ms
BOCOTAfping 172.31.23.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.23.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

BOEOTRE

e

51



MIEMIfping 172.31.23.2

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31_23.2, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/3/15 ms

MIZMIE

Copy H Paste

——— -

SERGIO STIVEN HOME ARTUNDUAGA
COD. 1030580789

Server-PT
Web Server

1541
BUENOSAIRES

2960§24TT
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Conclusiones

Finalmente se aprende de manera general el manejo del aplicativo packet
tracer y en conjunto con este el manejo de redes basicas y avanzadas.

Se configura exitosamente la topologia de red sugerida en la prueba de
habilidades, aplicando los conocimientos y habilidades adquiridas en el
Diplomado.

Se utilizé la herramienta de simulacion Cisco Packet Tracer, como medio
para desarrollar la practica con ello la seguridad y sin temor a equivocarnos
de realizar implementaciones en la vida real de este o cualquier otra red
que surja como solucién tecnoldgica a una necesidad.

Packet Tracer es de gran utilidad para el aprendizaje del estudiante, esto
presentado de facil manera la conexion entre dispositivos.
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