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INTRODUCCION

El siguiente documento presenta lo que ha denominado la evaluacién de
habilidades practicas la universidad y la plataforma CISCO, y nos presenta 2
ejercicios de aplicacion a los cuales debemos hacerles configuraciones que hemos
aprendido a lo largo del curso.

Dentro de los ejercicios encontramos ejercicios de inicializaciéon de equipos y
configuracién para implementacion de redes, estas destrezas han sido adquiridas
por nosotros los estudiantes por medio de multiples ejercicios, tanto practicos
como de conocimiento teorico.

En los ejercicios desarrollados vamos a realizar eleccién de equipos, conexiones
de diferentes tipos de cables, configuraciones basicas como direccionamiento,
configuraciones DHCP, NAT, PAT, OSPF, implementacion de ACL, aplicaciones
de seguridad, también encontramos el uso de muchos mecanismos de diagndstico
y ayudas de configuracion como PING, show ip route, show ip nat translations, do
show ip route connected, tracer route, entre otros.



Prueba de habilidades practicas

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogotéa y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

eRealizar las rutinas de diagndstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).



e Realizar la conexidn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
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Parte 1. Configuracion del enrutamiento
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a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacién automatica.

Desarrollo:

Empezamos configurando en cada terminal el direccionamiento con todas las
rutas necesarias; activando y desactivando lo solicitado, por lo cual vamos a dejar
registro del codigo usado y pantallazos de comprobacion.

ISP

Conf t

Int s0/0/0

Ip address 209.17.220.1 255.255.255.252
Clock rate 4000000

No shutdown

Int sO/0/1

Ip address 209.17.220.5 255.255.255.252
Clock rate 4000000

No shutdown

MEDELLIN 1

Conft

Int sO/0/0

Ip address 209.17.220.2 255.255.255.252
Clock rate 4000000

No shutdown



Int sO/0/1

Ip address 172.29.6.1 255.255.255.252
Clock rate 4000000

No shutdown

Int sO/1/0

Ip address 172.29.6.9 255.255.255.252
Clock rate 4000000

No shutdown

MEDELLIN 2

Int s0/0/0

Ip address 172.29.6.2 255.255.255.252
Clock rate 4000000

No shutdown

Int sO/0/1

Ip address 172.29.6.5 255.255.255.252
Clock rate 4000000

No shutdown

Int g0/0

ip address 172.29.4.1 255.255.255.128
no shutdown

MEDELLIN 3

Enable

Conf t

Int s0/0/0

Ip address 172.29.6.10 255.255.255.252
Clock rate 4000000

No shutdown

Int sO/0/1

Ip address 172.29.6.14 255.255.255.252
Clock rate 4000000

No shutdown

Int sO/1/0

Ip address 172.29.6.6 255.255.255.252
Clock rate 4000000

No shutdown

Int g0/0

Ip address 172.29.4.129 255.255.255.128
No shutdown

BOGOTA 1
enable
conft

Int s0/0/0



Ip address 209.17.220.6 255.255.255.252
Clock rate 4000000

No shutdown

Int sO/0/1

Ip address 172.29.3.9 255.255.255.252
Clock rate 4000000

No shutdown

Int sO/1/0

Ip address 172.29.3.1 255.255.255.252
Clock rate 4000000

No shutdown

Int sO/1/1

Ip address 172.29.3.5 255.255.255.252
Clock rate 4000000

No shutdown

BOGOTA 2

Configure terminal

Int sO/0/0

Ip address 172.29.3.10 255.255.255.252
No shutdown

Int sO/0/1

Ip address 172.29.3.13 255.255.255.252
Clock rate 4000000

No shutdown

Int g0/0

Ip address 172.29.1.1 255.255.255.0
No shutdown

BOGOTA 3

En

Conft

Int s0/0/0

Ip address 172.29.3.2 255.255.255.252
No shutdown

Int sO/0/1

Ip address 172.29.3.6 255.255.255.252
Clock rate 4000000

No shutdown

Int sO/1/0

Ip address 172.29.3.14 255.255.255.252
Clock rate 4000000

No shutdown

Int g0/0

Ip address 172.29.0.1 255.255.255.0



No shutdown

Ahora configuramos RIP en ambas zonas, debe ser en forma independiente y se
solicita que sea la version 2.

MEDELLIN 1

En

Conft

Router rip

Version 2

No auto-summary

Do show ip route connected

¥ MEDELLINA — O >

Physical Config CLI Attributes

I0S Command Line Interface

™
SLINE-S5-CHANGED: Interface Seriald/s1l/0, changed state to up
SLINEPFROTO-S5-UPDOWN: Line protocol on Interface Serialds 1,0,
changed state to up
| SLINE-5-CHARNGED: Interface Serialld/ /1l 1, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialds 1,1,
changed state to up
MEDELLIN1=EN
MEDELLIN1#OCHE T
Enter configuration commands, one per line. End with CHTIL/SZ.
MEDELLINI (config) §ROUTER RIP
MEDELLINI (config-router) §VERSICN 2
HMEDELLINI (config—router) §0 AUTTO-STUMMARY
MEDELLINIL (config-router) D0 SHOW IP ROUTE CONNECTIED
cC 172 .25 _.€.0/30 is directly connected, Serialds0O0r 1
c 172 .25 _€.8/30 is directly connected, Serialds1ls0
cC 172.25.&6.12/720 is directly comnected, Serialid/s1ls 1
cC 205 _17.220_0/,30 is directly connected, Seriald/s0/0
MEDELLIN] (config-router) § b

Network 172.29.6.0
Network 172.29.6.8
Network 172.29.6.12
Passive-interface s0/0/0

MEDELLIN 2

En

Conft

Router rip

Version 2

No auto-summary

Do show ip route connected



B pAEDELLIN 2

Physical Config CLI Attributes

I05 Command Line Interface

changed state to up

MEDELLINZ=EN

MEDELLINZECOOMNE T

MEDELLINZ (config) §ROUTER RIP
MEDELLINZ (config-router) §WVERSION =2

-
-E

c 172_29

MEDELLINZ (config—router) §

MEDELLINZ (config-router) §H0 AUTO-STHMMARY

MEDELLIN config-router) §D0 SHOW IDP ROUTE
c 17z -4 0725 is directly connected,
c 172 .0/230 4is directly connected,

-4 7320 is directly connected,

SLINE-5-CHANGED: Interface Seriallds0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialdy/ 071,

Enter configuration commands, one per line. End with CHTL/Z.

COMMECTED
FigabitEthernetl/s 0
Seriald/s0/0
Serialoys0s1

Network 172.29.4.0
Network 172.29.6.0
Network 172.29.6.4
Passive-interface g0/0

MEDELLIN 3

En

Conft

Router rip

Version 2

No auto-summary

Do show ip route connected
Network 172.29.4.12
Network 172.29.6.8
Network 172.29.6.4
Network 172.29.4.128
Passive-interface g0/0




B PMEDELLIM 2 — O
Physical Config CLI Attributes
I0S Command Line Interface
FigakbitEthernetl,/0, changed state to up
SLINEPROTO-S—UFDOWN: Line protocol on Imterface Serialds 000,
changed state to up
SLINMEFPROTO-S5—UFDOWM : Line protocol on Imterface Serialdy Sl 0,
changed state to up
SELIMEFROTO-S5—UFDOWH : Line protocol on Inmterface Seriald, 0,1,
changed state to up
MEDELLINIan
MEDELLINZg#conf ©«
Enter configuration commands, one per line. End with CHTITL/SZ .
MEDELLINS (configl #router rip
MEDELLINS (config—router) #fversion 2
MEDELLINZ (config-—router) #fno auto—summary
MEDELLING (config-—router) #do show ip route connected
c 172 .25 _4_ 122,25 is directly comnnected, GigakbitEthermnetd/, 0
c 172 .25 _€_4,730 is directly connected, Serialds1l 0
L 172 _ 25 _€_8/530 is directly comnected, Serialdysa,0
Ly 172 _ 29 _&_12/720 is directly connected, Seriald/ 0/1
MEDELLINZ {config—routex) #
B pOGOoTA1 — =]
Physical Config CLI Attributes
I0OS Command Line Interface
L]
SLINEPROTO-S—UPDOWN: Line protocol on Interface Serialds1ls0,
changed state to up
SLINEPROTO-S-—UPDOWN: Line protocol on Interface Serialds0s1,
changed state to up
ELINEPROTO—S—UPDOWN: Lime protocol omn Interface Serialds 0/ 0,
changed state to up
BOCOTAL>
BOGSOTAL>en
BOEOTAl#cont ©
Enter configuration commands, one per line. End with CHTLAZ.
BOEOTAL (config) #router rip
BOEOTAL {config—router) fversion 2
BOEOTAL {config—router) #no auto—summary
BOCOTAL (config-—router) #do show ip route connected
c 17 S_3_0s30 is directlwy connected, Serialds1s0
c 17 S.=.as20 is directly comnnected, Serialds1s1
s 17 S.E.SS30 is directly comnnected, Serialds0s1
= ZO0S_17_.220_4-30 is directly connected, Serialosos0
BOEOTAL (config_routex) # et
Ctrl+F6 to exit CLI focus Copy Paste

Too

Network 172.29.3.0
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Network 172.29.3.4
Network 172.29.3.8
Passive-interface s0/0/0

BOGOTA 2

En

Conft

Router rip

Version 2

No auto-summary

Do show ip route connected

¥ poGoTA 2 —

Physical Config CLI Attributes

I0S Command Line Interface

SFLINE-5—CHARMNEZED: Interface Serialld 0,1, changed state to up

SLINEFROTO-S—UTUPDIWIN: Line protocol on Interface
FigakbitEthernetd,/0, changed state to up

SLINEFROTO-S—TUPDIWN: Line protocol omn Interface Serialos 001,
changed state to up

SLINEFROTO-S—UPDOWH : Line protocol on Interface Seriald/ 0,0,
changed state to up

BOCOTRZ =en

BOEOTRAZgoconE ©

Enter configuration commands, one per line . End with CHIL/SZ .
BOZOTAEZ (config) §router rip

B EOTAS (config—router) fversion 2

BOZOTAZ (config—router) #no auto—summary

BOE0OTAEZ (config-—router) #do show ip route connected

L= 172 .25._.1.0,/,24 is directly connected, GGigakbitEthernetl0s0
L 172 .25 _2_8/730 is directly connected, SerialdsO0s0
c 172 .29 _32.12/20 is directly comnnected, Serialds 0,1

BOCOTAZ (config-—routex) g

Network 172.29.3.8
Network 172.29.3.12
Passive-interface g0/0

BOGOTA 3

En

Conft

Router rip

Version 2

No auto-summary

Do show ip route connected

11



[ BOGOTA 2 — O =

Physical Config CLI Attributes

I0S Command Line Interface

FigabitEthernetl/0, changed state to up ~

ELINMEPROTO-S—UPDOWN : Line protocol on Interface Serialds 0,0,
changed state to up

SFLINEPROTO-S5-—UPDOWHN: Line protococl on Interface Seriald/, 0,1,k
changed state to up

SLINEFROTO-S5S-UPDOWN : Line protocol on Interface Serialdys 1,0,
changed state to up

BOGOTRES>en

BOGOTRAZfocont ©

Enter configuration commands, one per line._ End with CHTIL/Z.
BOGEOTAS (config) #router rip

BOGOTAS (config—router) gversion 2

BOEOTAZ (config—router) fno auto—summary

BOGOTARAZ (config—router) #do show ip route connected

c 172 .29 _0_.0,24 is directly connected, GigabkitEthernetds0
[ 172 .29 .3 _.0,30 is directly connected, Seriald 0,0

c 172 .25 _.32_.4,30 is directly connected, Seriald/ 0,1

c 172 .29 .2 _ 12,20 is directly comnected, Seriald/ 1l 0

BOGOTAS (config-—router) § ~

Network 172.29.3.0
Network 172.29.0.0
Network 172.29.3.4
Network 172.29.3.12
Passive-interface g0/0

Ahora hacemos verificacion de las redes conesctedas que usamos por medio del
codigo show ip route en los router MEDELLIN 1 Y BOGOTA 1; tambien podemos
encontrar la red principal por medio del codigo show running-config.

MEDELLINLIgZshow ip route

Codes: L - local, C - connected, § - static, R - RIP, M - =mcbile, B - BGP
D -« EIGRP, EX « EIGRP external, © - OSPF, IA - OSPF inter area
NL — OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
EL — OSPF external cTtype 1, E2 — OSPF external type 2, = - EGP
S - IS-IS, L1 - IS-IS level-l, L2 - IS-1IS level-2, ia — IS-IS incter area
# = candidate default, U - per-user static route, o - ODR
P — pericdic downlocaded static route

Fateway of last resort 1S not sec

29.0.0/1l€ is variably subnetted, 9 subnets, 3 masks
-1 29.4.0/28 [120/1) wia 172.29.€.2, 00:00:11, Serxrialo/s/o/1
Ed 29.4.128/25 (120/1) wvia 172.29.€.14, 00:00:10, Serialorlis1l
[120/1] wvia 172.259_.€.10, 00: Seriald/1/0

C 172.29.€.0/30 is dizxectly connected, Serial

L 172.29.€.1/322 is directly connected, Serialld/0/1L

=1 172.29.€.4/730 [120/1] wvaa L172.239.€.2, 00:00:11, Seraialoso/s1l
[12G/1] 172.29.€.14, 00:00:10, Seriald/1/1
120/1] via 172.25.€.10, D0:00:10, Serial0/1/0

C 172.2 is directly connected, Sexialld/1/0

L 172.2 is directly connected, Serxrixldo/L/0

< L7z2.2 1 is directly connected, Serialds /l/1

L 172.2 -1 is directly connected, Seriald/1/1

205.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
C 209.17.220.0/30 is directly connected, Seriald/0/0
L 209.17.220.2/32 1is directly connected, Seriald/0/0

12
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Physical Config CLI Attributes

105 Command Line Interface

T
interface Seriallds1- 0

ip address 172 _325_&€_.5% 2XZ55_255_255_Z532
clock rate 4000000

1
interface Seriallds1/1

ip address 172.25_.€.13 Z55.Z55.Z55.Z52
clock rate 4000000

1

interface VWlanl

no ip address

shutdown

I

router rip

wversion 2

passive—interface Serialdys0/0
network 172 _2%_0.0

no auto—summary
I

ip classless I
!
ip flow—export wersion 9

BOGOTAl>en
BOCOTALgshow 1p route
Codes: L — local, C — connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX -~ EIGRP external, O - OSPF, IA -~ OSPT inter area
KL - OSPF NSSA external type 1, N2 -~ OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF extermal type 2, £ - ECP
1 - IS-1IS, Ll - IS-1IS level-l, L2 - IS-1IS level-2, 1a - IS-IS inter acea
* = candidate defaulr, U - per-user stavic route, o - ODR
P - periodic downloaded static route

GCateway of last ISSOXT is NOt &t

172.25.0.0/1€ is varciably subnetted, 5 subnets, 3 masks
172.29.0.0/24 [120/1l) via 172.29.3.2, 00:00:21, Serial0/1l/0
[120/1) wvia 172.29.3.€, 00:00:21, Serialo/l/lL
172.29.1.9/724 [120/1] via 172.29.3.10, 00:0G:22, Serialn/0/1
172.29.3.0/30 is directly connected, Seriald/1/0
172.29.3.1/32 is directly connected, Seriald/1l/0
172.29.3.4/30 is directly connected, Seriall/l/L
172.29.3.5/32 1s directly connected, Serialo/l/1L
172.29.3.8/30 is directly connected, Seriald/0/1
172.25.3.5/32 is directly connected, Seriall/0/1
172.29.3.12/30 [120/1] wia 172.25.3.10, 00:00:22, Seriald/0/L
{120/1) wvia 172.25.3.2, 00:00:21, Seriall/1i/0
120711 via 172.25.3.€, 00:00:21, Serialo/i/1
2058.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
209.17.220.4/30 is directly connected, Seriald/0/0
208.17.220.€/32 is directly connected, Seriald/0/0

o

yHorOorax

[ v}
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clock rate 4000000

1

interface Serialds1s0
ip address 172
clock rate 4000000
1

29_2_.1 255_255_255_3252

interface Seriallds 171
ip address 172
clock rate 4000000
1

29_2.5 255_255_255_3252

interface Vlanl

no ip address

shutdown

!

router rip

wersion 2
passive—interface Serialoys0/,0
network 172.23%.0.0

no autc—ﬁunmary

!

ip classless

!

ip flow—export wersiom 5
1

b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.

Afadimos las configuraciones solicitadas.

MEDELLIN 1

En

Conft

Ip route 0.0.0.0 0.0.0.0 209.17.220.1

Router rip

Default-information originate

Show ip-route

(buscamos dentro de las direcciones la que nos da salida a red la identifica un *)

Fateway of last resort is Z05 .17 _Z20_.1 o network O0_.0_3_0
172 .25 _.0.0/1€ is wariabkbly subnetted, 3 subnets, 3 masks
= 25 .4 _ 025 [120/1] wia 172 .25 _€.Z, 00:00:10, Serialds 0,1
= 29 .4 _125/25 [120/1]1 wia 172 _295_&€_.10, 00:00:15, Serialds1ls0
[1Z0/,1]1 wia 172 .25 _&€.14, 00:00:15, Seriald 1,1

c -0 320 is directly conmnected, Serialdss 001

L -1l 322 is directly conmnected, Serialds 001

=3 4320 [120/1] wia 172 .25 _&€_.10, O0:00:15, Seriald/ 1/ /0
A1] wria 172 .25 _&€.14, 00:00:15, Seriald/ 1/ 1
A1] wria 172 .25 _&€.2, 00:00:10, Serialdys0,1

c €.2,/20 is directly connected, Seriald/ 1/ 0

L €.9,/22 is directly connected, Seriald/ 1/ 0

c €.1l2,/20 is directly connected, Seriallds 1.1

L 29 .6.12,/22 is directly connected, Seriald/ 1/ 1

wvariakly subnetted, 2 subnets, 2 masks

c is directly connected, Seriald/ 0/ 0

L is directly connected, Seriald/ /O, 0

L is directly connected, Seriald/ /O, 0

S O.0_.0_0s0 [1L/0] wia 2Z05_17_.2Z20.1

MEDELLIN1#

14



BOGOTA 1

En

Conft

Ip route 0.0.0.0 0.0.0.0 209.17.220.5

Router rip

Default-information originate

Show ip-route

(buscamos dentro de las direcciones la que nos da salida a red la identifica un *)

Fateway of last rescort is 172 .25 _3 .1 to metwork O_0_O_ 0O

172 29 0 _ 0516 is wariably subnetted, 10 subnets, 2 masks
172 .25 _0_0,24 is directly connected, GCigakbitEthermnetd s 0
172 .25 _0_ 1,32 4is directly connected, GCigakbitEthermnmetd s 0

1

o~

=

= 17z 25 -as24a [1=Z20/,1]1 wia 172 .23 _3 .13, OoO-O0=Z4,
SerialdosS1, 0

“ 172 29 32 0,20 is directly connected, SerialosO,0
= 172 .25 _2 _ 2,22 4is directly conmnmected, Seriald O, 0
i~ 172 .25 _2 4,30 dis directly comnmnmected, Serialdo ,0//1
L 172 .25 _32F &€, 32 4is directly conmected, Seriald 0,1
= 172 23 _3F _S,30 (120,11 ~wia 172 .23 _3 .13, Qoo -O0I=Z4g,
=

erialdsS 1L, 0

(120,11 ~di= 172 _.Z2Z5 .2 .1, [ i e e
Seriald Q0,0

[1=20/,1] ~wia 172 .23 .3 .5, Do -00-22,
Serialdy 0,1

“~ 1ATZ2 .29 _ 3 _12Z/30 is directly comnnected, SerialOos1s0

I 172 _ 29 _ 3 _ 14,32 is directly conmnmnected, SerialasLl 0

=Ry O_O_O_Os0 [1LZ2Z0/ 1] =~dia 172 .25 .2 .1, Qo -Oo0O-23Z SerialO 0,0
[120/1] ~wia 172 .29 .3 .5, QoO-OoO-22=, SerialO 0,1

C.El router ISP deberé tener una ruta estética dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

Sumarizamos en excel y procedemos a configurar las rutas en ISP

MEDELLIN 128 64 32 16 B 4 2 1 128 &4 32 16 &8 4 2 1
172.29.4.0 172 28 0 0 000 1 00 o o o0 0 0 O 0 0
172.29.4.128 172 242 0 0 000 1 00 1 0 0 0 0 O 0 0
172.29.6.0 172 242 0 0 000 110 o o o0 0 0 O 0 0
172.29.6.12 172 22 0 0 000 110 o o 0 0 1 1 0 0
172.29.6.8 172 29 0 0 000 110 o o 0 0 1 0 0 0
172.29.6.4 172 24 0 0 000 1 1 0 0 0 0 O 0 1 0 0

om0 0 oo o JfEN0ITETHIEI6I6600
BOGOTA 128 64 32 16 B 4 2 1 128 64 32 16 8 4 2 1
172.29.1.0 172 23 0 0 0 0O O O 1 0 0 0 O O 0 0 O
172.29.3.0 172 23 0 0 0 OO O 1 1 0 0 0 O O 0 0 O
172.29.0.0 172 23 0 0 0 OO O O O 0 0 0 O O 0 0 O
172.29.3.8 172 23 0 0 0 OO O 1 1 0 0 0 O O O 0 0
172.29.3.4 172 23 0 0 0 00O O 1 1 o0 0 0 O 0O 1 0 0
172.29.3.12 172 23 0 0 0 00 O 1 1 0 0 0 O 1 1 0 0



ISP

en

Conft

Ip route 172.29.4.0 255.255.255.0 209.17.220.2
Ip route 172.29.0.0 255.255.255.0 209.17.220.6

Parte 2: Tabla de Enrutamiento.
a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

Hacemaos verificacion por medio de envio de paquetes para verificar redes y rutas.

E D_ P MEDELLIN BOGOTA =
e - e ~ . = T I— )
=M ey =,
pcO  172.29.4.0/25 MEDELLIN dras 172.29.0.0/24  pC2
172.29.3.0/30
172.29.6.0/30
v .
172.29.3.4/30
172.29.6.4/30 209.17.220.0/30 209.17.220.4/30
p o - "
e s,
/‘vl - g " ~ 172.29.3.12/30
e LN BOGOTA!
172.29.6.8/30 o
PPTPAT
PPPCHAT
172.29.6.12/30 172.29.3.8/30
; 1/ !
!_ SR S D ezl ‘}J,\ 172.29.1.0/24
= \ = ’-- ——————— - l
PC1 MEDELLIN 3 =,
BOGOTA 2 PC3
]
= MEDELLIN BOGOTA
7B 5 ‘m
| - e e e e = o o o e
g‘ "3 g 172.29.4.0/21 172.28.0.0/21 = ‘-,__._. —
b e S =~
pcO  172.29.4.0/25 weoeLi’ Edras 172.29.0.0/24  pc2
172.29.3.0/30
172.29.6.0/30
v .
) 172.29.3.4/30
172.29.6.4/30 209.17.220.0/30 209.17.220.4/30
\ iy
A7 < ~ 7
e ge——F
/l ' L ' 172.29.3.12/30
ELLINI BOGOTA'
172.29.6.8/30 % B
PPTPAT
PPPCHAT
172.29.6.12/30 172.29.3.8/30
i/ >
[ L_1_72£4_128_/21.__ = o0 8 172.20.1.0/24
F-— ; vl ‘ | e o
PCL MEDELLIN 3 —
BOGOTA 2 PC3

b. Verificar el balanceo de carga que presentan los routers.

El balanceo de cargas lo podemos notar en las conexiones dobles donde se
balancea el envio de informacion y lo podemos ver en las rutas delos router con
mas de una conexién. Tomamos como ejemplo MEDELLIN 1 donde en la ruta
172.29.6.4/30 encontramos e rutas de transito de informacion.
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MEDELLIN 1
enable
show ip route

MEDELLINLIESHOW IP ROUTE
Codes: L = local, C - connected, § = static, R = RIP, M = =mcbhile, B - BGP
D - ZICRP, EX - EICRP external, O - OSPF, IA - OSPF inter area
NL - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
EL — OSPF extvernal type 1, EZ — OSPY external type 2, £ - EGP
i - IS-IS, Ll - IS~IS level~l, L2 - IS~IS level-~2, ia - IS~IS inter area
- candidate default, U - per-user static rocute, o - ODR
P - periocdic downlcaded static route

Gaveway of last resort is not sec

172.29.0.0/1€ 1s variably subnetted, 9 subnets, 3 masks
® 172.29.4.0/25 [120/1) via 172.29.€.2, 00:00:01, Serialos/0Q/l
R 172.29.4.128/25 [120/1] via 172.25.€.10, 00:00:02, Serialo/1/0
[120/1] via 172.25.€.14, 00:00:02, Seriald/1l/1

C 172.29.€.0/30 is directly ccnnected, Seriall/0/1

L 172.29.€,1/732 1s dixectly connected, Serialo/s0os1L

R 172.29.€.4/30 [120/1]) via 172.29.€.2, 00:00 ., Serialo/o/1
[120/1] via 17 -10, 00 2, Serial0/1/0
[120/1]) via .14, 00:0 ., Serzald/Ll/1

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacién,
por tener dos enlaces de conexion hacia otro router y por la ruta por defecto que
manejan.

BOGOTA 1Y MEDELLIN1 son redes similares, en numero de conexiones, se
conectan a igual numero de routers y se conectan con ISP.

d. Los routers Medellin2 y Bogotd2 también presentan redes conectadas
directamente y recibidas mediante RIP.

MEDELLIN 2 - BOGOTA 2
Enable
Show ip route

172.259.0.0/1€ is variably subnetted, 9 subnets, 3 masks

R 172.29.0.0/24 [120/1) wvia 172.29.3.14, 00:00:1€, Ser:al0,0/1

c 172.29.1.0/24 is directly connected, GigabitZthernet0/0

L 172.25.1.1/32 is directly connected, GigabitEthernevd/0

R 172.29.3.0/30 [120/1) via 172.29.3.5, 00:00:23, Serial0/0/0
[120/1) via 172.29.3.14, 00:00:1€, Ser:1al0/0/1

2 172.29,3.4/30 [120/1) via 172.29.3.%, 00:00:23, Serial0/0/0
[120/1] via 172.25.3.14, 00:00:1€, Seriald/0/1

Cc 172.29.3.8/30 is directly connected, Seriald/0/0

L 172.29.3.10/32 is directly connected, Seriald/0/0

c 172.29.3.12/30 15 directly connected, Seriall/0/1

L 172.29.3.13/32 1s directly connected, Seriald/0/1

BOGOTAZ$
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172.29.0.0/1€ is variably subnetted, 9 subnets, 3 masks
172.29.4.0/26 is directly connected, CigabitEthernet(/0
172.29.54.1/32 1s directly connected, GigabitEcthernetd/0
.29.4.128/725 [120/1] wvia 172.259.€.€, 00:00:07, Serial®/0/1
.29.€.0/30 is directly connected, Seriald/0/0
-29.€.2/32 is directly connected, Serial(/0/0
172.29.€.4/320 15 dizectly connected, Serialld/0/L
172.29.€.5/32 is directly connected, Seriald/0/1
72.29.€.8/30 [120/1]) vie 172.29.€.1, 00:00:27, Serial0/0/0
[120/1] via 172.29.€.€, 00:00:07, Serial0/0/1
2.29.€.12/30 {120/1) wvia 172.29.€.1, 00:00:27, Serxriall/0/0
[120/17 via 172.25.€.€, 00:00:07, Serial0/0/1

e ]
LN S S

wEHEArAQPE N
o
-3

x
-
ey
”

MEDELLIN2#

e.Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

El balanceo de cargas tambien se representa con los conexiones redundantes,
esto lo podemos observar en MEDELLIN 3 Y BOGOTA 3, por medio del codigo
show ip route.

MEDELLIN 3-BOGOTA 3
Enable
Show ip route

Medellin 3
MEDELLIN32SHOW IP ROUTE
Codes: L = local, C = connected, § - static, R - RIP, ¥ - mobile, B - BGP
D - EICRP, EX - EICRP external, O - OSPF, IA - OSPF inter area
KL - OSPF NSSA external type 1, N2 - OSPF NSSA external ctype 2
EL - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i=- IS~IS, L1 =~ I8~IS level~l, L2 - IS~IS level-2, ia - IS~IS inter area
4 - candidate default, U - per-user static rcute, o - ODR
P - pericdic downlcaded static route

Gateway of last resort is not set

172.29.0.0/1€ is variably subnetted, L0 subnets, 3 masks
R 172.29.4.0/23% [120/1) via 172.29.€.5, 00:00:10, Serialo/1/0
c 172.29.4.128/25 is directly connected, GigabitEchernetd/0
L 172.25.4.125/32 is directly connected, GigabitEthernet(/0
R 172.29.€.0/30 [120/1) via 172.29.€.5, 00:00:10, Seriall/1l/0
[120/1] wvaa 172.29.€.5, 00:00:01, Serialo/o/0
[120/1] via 172.29.€.13, 00:00:01, Serial0/0/1
Bogota 3
172.29.0.0/1¢€ is variably subnetted, L0 subnets, 3 masks
c 172.29.0.0/24 1s directly connected, GigabitEthernetl/0
L 172.29.0.1/32 is directly connected, GigabitEthernetd/0
R 172.29.1.0/24 [120/1] via 172.29.3.13, 00:00:0€, Serial0/1/0
C 172.29.3.0/30 is directly connected, Seriald/0/0
L 172.29.3.2/32 1is directly connected, Serialo/o/0
c 172.29.3.4/30 is directliy connected, Seriald/0/1L
L 172.29.3.€/32 is directly connected, Seriald/0/1
R 172.29.3.8/30 [120/1) wvia 172.29.3.1, 00:00:14, Sezial0/0/0
[120/1) via 172.29.3.5, 00:00:14, Serialls0/1
[120/1] via 172.29.3.13, 00:00:0€, Seriald/i/0
c 172.29.3.12/30 is directly connected, Seriald/1/0
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f.El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

Cuando configuramos RIP en ambas zonas, pudimos visualizar las interfaces
pasivas de los router, aqui mostramos cada una de ellas.

Passive-interface s0/0/0 MEDELLIN1
Passive-interface g0/0 MEDELLIN2
Passive-interface g0/0 MEDELLIN3
Passive-interface s0/0/0 BOGOTAL
Passive-interface g0/0 BOGOTA2
Passive-interface g0/0 BOGOTA3

Parte 3: Deshabilitar la propagacion del protocolo RIP.
a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO0/0/1; SERIALO0/1/0;
SERIALO/1/1

Bogota2 SERIALO0/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO0/0/1;
SERIALO/1/1

Medellin2 SERIAL0/0/0; SERIALO/0/1

Medellin3 SERIALO0/0/0; SERIALO0/0/1;
SERIALO0/1/0

ISP No lo requiere

En la parte 1 cuando configuramos los routers y RIP se configuraron estas
interfaces y todo lo demas se deshabilito porque no era necesario.
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Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de
RIP y las interfaces que participan de la publicacion entre otros datos.

passive interface: Una interface pasiva lo que hace es que no envia ningun tipo
de paquete, ni hellos ni cualquier otro tipos de paquetes. Es decir que por esa
interfaces no podremos tener neighbors o vecinos pero si anunciara las redes de
dichas interfaces.

Rip version 2: Soporta subredes, CIDR y VLSM. Soporta autenticacion utilizando
uno de los siguientes mecanismos: no autentificacion, autentificacion mediante
contrasefia, autentificacion mediante contrasefia codificada

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

B MEDELLING — O b4

Physical Config CLI Attributes

105 Command Line Interface

~
SLINE-S5-CHRNZED: Interface Serizalds/1s 0, changed state to up
SLINEPROCTO-S5-UPDOWH : Line protocol on Interface Serialds sl 0,
changed state to up
| SFLINE-S5-CHRNZED: Interface Serialids1ls1l, changed state to up
SLINEPROCTO-S5-UPDOWN : Line protocol on Interface Serialds sl 1,
changed state to up
HMEDELLIN1=EN
MEDELLIN1#CONE T
Enter configuration commands, one per line. End with CHIL/Z.
| MEDELLIN] {config) #§ROUTER RIP
MEDELLIN] (config-router) #VERSION 2
MEDELLIN] (config-router) $90 AUTO-SUMMARY
MEDELLIN] (config-router) #D SHOW IF ROUTE CONNECTED
C .E6.0/30 is directly connected, Serialdy/s0/1
C .E.8/30 is directly connected, Serialdy/s1s0
C 25 .8 _12/730 is directly connected, Seriald/s1/1
C 2059 _17_.220_0,30 is directly connected, Serialdys0/0
HMEDELLIN1 -:ccn:'ig—rcuterj#l W
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B PAEDELLIMN 2 — O

Phys=ical Config CLT Attributes

I0s Command Line Interface

SLITNE-5—CHAMNGEED: Interface Serialdys 0,1, changed state T©to up

EFLINEPROTO—S—UDPDOWN: Line protocol on Interface Serialdos s 001,
changed state TO up

MEDELLINZ=EM

MEDELLINZ#CONE T

Enter comfiguration commands, one per line. End with CHTL/Z.
config) #aROUTER RIFP

configroutezr) §VERSION =

{configrouter) #H0 AUTO SUMMARY

{config—router) #$00 SHOW IPF ROUTE CONMECTED

25 .4 _ 025 is directly connected, GigabitEthernetcOs0
29 _&€ _ 0,30 is directly connected, Serialdys 0,0
29 _ &€ _ 4,30 is directly connected, Serialdys 0,1

MEDELLINZ (config—routcer) §

B pPAEDELLIM 2 — -

FPhysical Config CLI Attributes

105 Command Line Interface

FigabitEthernetls 0, changed state GO ues

2LINEPROTO—S—UPDOWHN - Line protocol on Interface Serialds0s,0,
changed state to up

SFLINEFPROTO-S—UPDOWI - Line protocol on Interface Serialds 1.0,
changed state to up

SFLINEFPROTO-S—UPDOWI - Line protocol on Interface Serialds 00,1,
changed state to up

MEDELLINSE>amn
MEDELLIN3Sg#conf T«

Enter configuration commands, one per line._ End with CHTL/Z.
MEDELLINZ (config) frouter rip

MEDELLINS (config—router) fversion 2

MEDELLINS {(config-—route=s) #nc auto—summazy

MEDELLINS: (config—router) $do show ip route connected

= 172 .29 .4 ._122/25 is directly commnected, FigakbitEtherneto O/, 0
L 172 . 2o ._&€._.4720 is directly comnected, Seriald/ ,1LS0

c 1T2 .29 _€.38,30 is directly comnected, Serialos,Os 0

= 172 .29 ..12/730 is directly connected, Serialds s 0/,1

MEDELLINI (config—routez) &

¥ pocoTal — O

~

Physical Config CLI Attributes

I0S Command Line Interface

SLINEPROTO-S—TUPDOWHN : Line protocol on Interface Serialds1.,0,
changed state TO up

SLINEPROTO-—S—UPFDOWN: Line protocol on Interface Serialdsos1,
changed state to up

SLINEPROTO-S—TUPDOWHN : Line protococl on Interface Serialds 0,0,
changed state TO up

BOGOTAL>
BOZOTAL=>en

BOSOTAL#conE ©

Enter configurarion commands, one per line. End with CHTLSZ.
BOEOTAL (config) #router rip

BOCOTRL (config—router) fwversion 2

BOSOTAL (config—router) #no auto—Summary

BOSOTAL (config—router) #do show ip route connected

= 172 .25 _ 32 _0/,30 is directly comnnected, Serialds 1/ 0
c 172 _2Z95_3_4,30 is directly connected, Serialos 1, 1
= 172 .29 _ 32 _.3/,30 is directly comnnected, Serialds 0,1
c 205 _ 17 _.Z2Z2Z0_ 4,320 is directly connected, Seriald 0,0

BOCOTAL (config—zoutex=) §
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¥ poGoTA 2

g

Physical Config CLI Attributes

I0S Command Line Interface

SELINE-5—CHREMZED: Interface Seriald/ /0,1, changed state to up
SLINEPROTO—S—TTDPDOWI -

FigakbitEthernetld 0,

Line protocol on Interface
changed state to up

SLINEPROTO-S—UPDOWH -
changed state to up

Line protocol on Interface Serialds 0,1,

SLINEFROTO—S—TTEPDOWIT -
changed state o up

Limne protocol omn Interface Serialos 000,

BOCZOTRI >en

BOEOTAZEconE ©

Enter configuration commands, one per line . End with CHIL/SZ .
BOEOTAZ (config) #router rip

BOZOTAEZ (config—router) gversion 2

BOFOTAEZ (config-router) #no auto—sSummary

BO=OTH. config-router) #do show ip route connected

c 172 .25 _1.0,24 is directly connected, FigabitEthermnetld/s0
c 172 .29 _32 _ 82,5320 is directly connected, Serialos 000

= 172 .25 _3_.12/30 is directly connected, Serialdys 0,1
BOSOTASZ {config-—router) §

¥ poGOTA 2

g

Physical Config CLI Attributes

I0S Command Line Interface

FigabitEthernetd,/0, changed state to up

SLINEPROTO-S5—UPDOWH -
changed state to up

Line protocol on Interface Serialds 0,0,

SLINEFROTO-S—TUPDOWH -
changed state to up

Line protocol on Interface Serialds 0,1,

SLINEPROTO-S5—TUPDOWH -
changed state to up

Line protocol on Interface Serialds1l 0,

BOZOTRZ=>an

BOEOTASEcont ©

Enter configuration commands,
BOGOTRAS
BOZOTRAZ
BOEOTRS

one per line. End with CHIL/Z.
{config) #router rip

{config-router) #version
{config-router) fno auto—summary

foconfig-—router) #do show ip route connected

c i7 Z5_.0.0,24 is directly comnnected, GigakbitEthernetd/,0
c 1 9.3 _.0/,320 is directly connected, Serialos 070
c 1 9.3 .4/,30 is directly connected, Serialds 01
L i172.259.32.12,30 is directly connected, Serialld// 1,0

BOCOTAZ (config-router) g

En las tablas podemos apre
y el puerto de conexion.

ciar las rutas que estan conectadas con su direccion ip

Parte 5: Configurar encapsulamiento y autenticacion PPP.
a. Segun la topologia se requiere que el enlace Medellinl con ISP seaconfigurado

con autenticacion PAT.
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ISP
Enable

Configure terminal
Hostname ISP
Username MEDELLIN1 password cisco

Int sO/0/0

Encapsulation ppp
Ppp authentication pap
Ppp pap sent-username ISP password cisco

End

MEDELLIN1
Enable

Configure terminal
Hostname MEDELLIN1
Username ISP password cisco

Int sO/0/0

Encapsulation ppp
Ppp authentication pap
Ppp pap sent-username ISP password cisco

End

Comprobamos por medio de un ping de MEDELLIN1 a ISP

¥ MEDELLIN1 -
Physical Config ol § Attributes
10S Command Line Interface

Success rate 1is 0 percent (0/5) A
MEDELLIN1g

MEDELLINlgping 2098.17.220.1

Type escape sequence to abort

Sending §, 100-byte IQMP Echos to 205.17.220.1, timecut is 2
seconds:

Success rate is 0 percent (0/5)

MEDELLIN1g

SLINZEPROTO-5-UPDOWN: Lire protocol on Interface Seriald/0/0,
changed state To up

MEDELLINlg$ping 205.17.220.1

TYDe SsCape seguence to abort

Sending S, 100-byte ICMP Echos to 205.17.220.1, simeout is 2
seconds:

tesy

Success rate is 100 percent (5/%), round-trip min/avg/max = 1/1/2
ms

MEDELLIN1$ v
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b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

BOGOTAl

Enable

Configure terminal

Hostname BOGOTA 1
Username ISP password cisco
Int s0/0/0

Encapsulation ppp

Ppp authentication chap

End

ISP

Enable

Configure terminal

Hostname ISP

Username BOGOTAL password cisco
Int s0/0/0

Encapsulation ppp

Ppp authentication chap

End

Comprobamos con un ping de ISP a BOGOTAL

¥ sp - ] X

Physical Config Ccu Attrbutes

10S Command Line Interface

SLINEPROTO-E-UPDOWN: Line protocol on Interface Seriall/0/1, A
changed state to down

SLINEPROTO~S~UPDOWN: Line provocol on Interface Seriald/o0/1,
changed state to up

ISPl{contig-ifigping 205.17.220.¢
% Invalid input detected at '"' marker.

ISP(config-1f)gexic

ISPl(config)gend

ISPs

$SYS-5-CONFIG_I: Configured from console by conscle

ISPspaing 205,17.220.€

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.€, timeout is 2
seconds:

(ARAN)

Success rate is 100 percent (5/5), round-trip min/avg/max = L/2/§
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Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, solo existird comunicacion hasta los routers Bogotal,
ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellinl, como diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccién debe ser traducida automaticamente a la direccién de la
interfaz serial 0/1/0 del router Bogotal, cémo diferente puerto.

MEDELLIN1

En

Conft

Ip nat inside source list 1 interface s0/0/0 overload
Access-list 1 permit 172.29.4.0 0.0.3.255
Int sO/0/0

Ip nat outside

Int sO/0/1

Ip nat inside

Int sO/1/0

Ip nat inside

Int sO/1/1

Ip nat inside

BOGOTA1l

En

Conft

Ip nat inside source list 1 interface s0/0/0 overload
Access-list 1 permit 172.29.0.0 0.0.3.255
Int sO/0/0

Ip nat outside

Int sO/0/1

Ip nat inside

Int sO/1/0

Ip nat inside

Int sO/1/1

Ip nat inside
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Comprobamos por medio de ping desde la computadora PC2 a ISP cuya direccion
IP por esa red es: 209.17.220.5

?—p:

~ <

Physical Config Desktop Programming Attributes

Ahora usamos show ip nat translations en BOGOTAL para comprobar las
traducciones de las interfaces

¥ goGcoTan

Physical Confic LI Attrbutes

$ Invalid ainpuc isTtecTed AT marker

o ol ol B o

O U U O T U T O T U

SR

N R

26



Ahora comprobamos también por el lado de MEDELLIN1 con ping a ISP

® pco

Physical Config Desktop Programming Attributes

, LOost

milli-sec

Average

Ahora usamos show ip nat translations en MEDELLIN1 para comprobar las
traducciones de las interfaces

¥ pEDELLIN T

Physical Config CLI Attrbutes

MEDELLINIL (config) eMEDELLINI (config—if) gip nat inside
& Invalid input deztected axz ' markerx

MEDELLINL (config) sMEDELLINL (config—-irf) g Tt s0/71/71

gl EMEDELLINIL (config—irf)gir nat inside

detected ac

g) EMEDELLINIL (conTig—1T) gexac

£from console by consocole

T e

[V
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Podemos observar las traducciones de los puertos y cada vez que se hace una
conexion el puerto cambia y van al destino que ISP.

Si llegaramos a intentar conexién de punto a punto a punto no lo lograriamos
porque NAT blogue la traduccion de afuera hacia adentro.

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

Desarrollamos lo requerido en ambos puntos para optimizar.

MEDELLIN2

Conft

Ip dhcp excluded-address 172.29.4.1 172.29.4.5
Ip dhcp excluded-address 172.29.4.129 172.29.4.133
Ip dhcp pool MEDELLIN2

Network 172.29.4.0 255.255.255.128
Default-router 172.29.4.1

Dns-server 5.5.5.5

Exit

Ip dhcp pool MEDELLIN3

Network 172.29.4.128 255.255.255.128
Default-router 172.29.4.129

Dns-server 5.5.5.5

Exit

Comprobamos configuracion DHCP en PCO
® pco

Physical Config Desktop Programming Attributes

P Configuration

IP Configuration

®) DHCP _) Static
[P Address

Subnet Mask

Default Gateway

DNS Server
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Habilitamos MEDELLIN3 como paso de mensajes broadcast

MEDELLIN3

En

conf t

int g0/0

ip helper-address 172.29.6.5
exit

c. Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el
servidor DHCP para ambas redes Lan.

d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router Bogota2.

BOGOTA2

Conft

Ip dhcp excluded-address 172.29.1..1 172.29.1.5
Ip dhcp excluded-address 172.29.0.1 172.29.0.5
Ip dhcp pool BOGOTA2

Network 172.29.1.0 255.255.255.0
Default-router 172.29.0.1

Dns-server 5.5.5.5

Exit

Ip dhcp pool BOGOTAS

Network 172.29.4.128 255.255.255.128
Default-router 172.29.0.1

Dns-server 5.5.5.5

Exit

Comprobamos configuracion DHCP en PC2
P pc2

Physical Config Desktop Programming Attributes

P Configuration

IP Configuration

® DHOP _) Static
[P Address

Subnet Mask

Default Gat=way

DNS Server
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BOGOTA3

En

conf t

int g0/0

ip helper-address 172.29.3.13
exit

Comprobamos por medio de ping desde PC2 al resto de las computadoras
para comprobar conexién entre la misma red y a su vez entre las dos redes, de

punta a punta.

Physical Config Desktop Programming Attributes

“ommand Prompt

n
q
|+
n

"

<

R
He
o
»
=

v
o

o
AL

0
oov

Ping statisti
Packets: = Roeceived

Approximate Times 1in

Mingsim
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante serd el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

172.31.21.0/130

S0/0

FO0/0

192.168.99.2

3 Routers 1841

2 switches 2960

3 computadores

1 servidor genérico
Cableado

Internet e

Direccionamiento
192.168.30.0/24

Nombre
Administracién

192.168.40.0/24

Mercadeo

192.168.200.0/24

Mantenimiento

Buenos Aires

192.168.99.3

Elementos utilizados
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Topologia solicitada

Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

BOGOTA

Configure terminal

Hostname BOGOTA

Int sO/0/0

Ip add 172.31.21.1 255.255.255.252
Clock rate 64000

No shutdown

Exit

BOCOTAgconfigure terminal

Enter configuration commands, one per line End wvith CNTL/Z
BOGOTA(config) gconfig ¢

$Invalid hex walue

BOCOTA (config) #hostname BOCOTA

BOGOTA(configlgint s0/0/0

BOGOTA(config-if)8ip add 172.31.21.1 255.255.255.252
BOGOTA(config~if) #clock rate €4000

BOGOTA (config~-if) $no shutdown

BOCOTA (config-if) gex

BOGOTA(config) g v
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MIAMI

Configure terminal

Hostname MIAMI

Int loopO

Ip add 10.10.10.10 255.255.255.255
No shutdown

Int s0/0/0

Ip add 172.31.23.1 255.255.255.252
Clock rate 64000

No shutdown

Int sO/0/1

Ip add 172.31.21.2 255.255.255.252
No shutdown

Int f0/0

Ip add 209.165.200.225 255.255.255.248
No shutdown

Exit

MIAMIgconfigure terminal

Znter configuration commands, one per line. End with CONTL/Z
MIAMI (config)thostname MIAMI

MIZMI (config)sint loopO

MIMMY (config-1¥£)3
SLINK-5-CHANGED: Intexface Loopback?, changed sStTate To up

SLINEPROTO~S~UPDCWN: Line protocol on Intexface LoopbackO,
changed state to up

HMIAMI (config-Af)gip addg 10.10.10.10 255.255.255.255
% 10.10.10.10 overlaps with FastEthernetd/1

MIZMI (config-if) $no shutdown

MIXMI (config—-if)ginc s0/0/0

MIAMI (config-if)gip add 172.31.23.1 255.255.255.2352
MIZMI (config-if)sciock ratve €4000

MIAMT (config=if)$no shutdown

MIMMI {confag-if)gint =0/0/1

MIAMI (config—-ifigip add 172.31.21.2 255.2355.255.2352
MIAMI (config-if)2no shutrdown

MIZMT (config-if)gint £0/0

MIAM]I {config-i£f)#ip add 209.1€5.200.226 265.255.2656.248
MIXMI (config—-if)3no shutdowm

MIAMI (config-if) gexi|

BUENOSAIRES

Configure terminal

Hostname BUENOS AIRES

Int loop4

Ip add 192.168.4.1 255.255.255.0
No shutdown
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Exit

Int loop5

Ip add 192.168.5.1 255.255.255.0
No shutdown

Exit

Int loop6

Ip add 192.168.6.1 255.255.255.0
No shutdown

Exit

Int sO/0/1

Ip add 172.31.23.2 255.255.255.252
No shutdown

Exit

BUENOSAIRESgconfigure terminal

Enter configuration commands, cne per line. End with CNTL/Z.
BUENOSAIRES (config)#hostname BUENOSAIRES

BUENOSAIRES (config)gint loopd

BUENOSAIRES (config-i1T)8ip add 192.1€8.4.1 255.255.23%55.0
BUENOSAIRES (config-if) gno shutdown

BUENOSAIRES (config~if) fex

BUENOSAIRES (config)#int loops

BUENOSAIRES (config-if)gap add 192.1€8.5.1 2585,255.285.0
BUENOSAIRES (config-1if) gno shutdown

BUENOSRIRES (config-if) fex

BUENOSAIRES (config)#int loop€

BUENOSAIRES (config-if)gip add 192 .1€8.€.1 255.2558.285.0
BUENOSAIRES (config-if) gno shutdown

BUENOSAIRES (config-if) gex

BUENOSAIRES (config)#int s0/0/1

BUENOSAIRES (config-if)$ip add 172.31.23.2 255.2B£.285.252
BUENOSAIRES (config-if]gne shutdown

BUENOSAIRES (config-if) gexic

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1.1.1.1

Router ID R2 5555

Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

BOGOTA
Configure terminal
Router ospf 1
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Router-id 1.1.1.1

Network 192.168.99.0 0.0.0.255 area 0
Network 172.31.21.0 0.0.0.3 area 0
Passive-interface f0/0

Int sO/0/0

Bandwidth 256

Ip ospf cost 9500

Int sO/0/1 bandwidth 256

Exit

BOGOTAgconfigure terminal

wfig) srouter ospr 1

g-router)grouter-id 1.1.1.1

BOCOTA (e
BOGOTA (config-router) 2passive interface

§ Invalid input detected at "~' marcker.
BOCOTA (config-router) $passive interface
% Invalid input devected at "' marker.
BOCOTA (config-router)gpassive interface
$ Invalid input devected av "~' marker.
BOCOTA (config-router)$passive-interface
BOGOTA (config-router)gint s0/0/0

BOGOTA (config-if) gbandwidth 25¢€

BOGCTA (config~if) $ip ospf cost 5800
BOGOTA (config-if) $int s0/0/1

BOCOTA (config-if) ¢handwidth 25¢
BOGOTA (config-1f) gexit]

Enter configuration commands, one per 1li

ne. End with CNTL/Z

BOGOTA (config~router)$network 152.1€0.59.0 0.0.0.288 area O
1fig-router)gnetwork 172.31.21.0

0.0.0.3 area 0
£0/0

£a0/0

giusu

MIAMI

Configure terminal

Router ospf 1

Router-id 5.5.5.5

Network 209.165.200.224 0.0.0.7 area O
Network 172.31.21.0 0.0.0.3 area O
Network 10.10.10.10 0.0.0.3 area 0
Passive-interface f0/0

Int sO/0/0

Bandwidth 256

Ip ospf cost 9500

Int sO/0/1

Bandwidth 256

Exit
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MIXMIg¢configure terminal

Enter configuration commands, one per line,
MIAMI (config)2router ospf 1

MIZMI (config-zouter) frouter~id 5.5.5.5

Znd with CNTL/2Z

BUENOSAIRES
Configure terminal
Router ospf 1
Router-id 8.8.8.8

Int sO/0/0
Bandwidth 256
Ip ospf cost 9500
Int s0/0/1
Bandwidth 256
Exit

MIZMT {config-router)$fnetwork 209.1€5.200.224 0.0.0.7
& Incomplete command.
MIAMI (config-router)gnetwork 209.165.200,225 0.0.0.7 area 0
MIAMI (config-router) $network 172.31.21.0 0.0.0.3 area 0
MI2ZMT {config-rzouter)$network 10.10.10.10 0.0.0.3 azxea 0
MIXMI (config-router) $passive-interface £0/0
MIAMI (config-router)sint s0/0/0
MIAMI (config—if)2bandwidth 25€
MIZMT (config=if)$ip ospf cost 5500
MIMMI {config-1f)$int s0/0/L
MIAMI (config-1if) gbandwidth 25¢
HIAMI (config-if)gexit v
Network 172.31.23.0 0.0.0.3 area 0
Network 192.168.4.0 0.0.0.255 area 0
Network 192.168.5.0 0.0.0.255 area 0
Network 192.168.6.0 0.0.0.255 area O
BUENOSAIRESgSconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
BUENOSAIRES {config)#router ospf 1
BUENOSAIRES (config-router) $rcuter-id 2.8.8.8
BUENOSAIRES (config-zrouter)snetwork 172.31.23.0 0,.0.0.3 axea 0
BUENOSAIRES (config-router) $necwork 152 _1€8.4.0 0.0.0.255 area 0
BUENOSAIRES {config=router) $network 15S2_1€8.8§.0 0.0.0.285 areald
& Invalid input detected at '"' marker.
BUENOSAIRES (config~router) $network 152_1€8.5.0 0.0.0.2585 area 0
BUENOSAIRES {config-router)#network 192_1€8.€.0 0.0.0.285 area 0

BUENOSAIRES (config-router)#int s0/0/0
BUENOSAIRES (config-17) ghanwidch 256

% Invalid input detected at '~' markex.

BUENOSAIRES (config-1f) gbandwidth 25&
BUENOSAIRES (config-irf) gip ospf cost 550
BUENOSAIRES (config=if) gint =0/0/1
BUENOSAIRES (config-if) §bandwidth 25¢&
BUENOSAIRES (config-1if)gexic
BUENOSAIRES (config) gl

0
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Verificar informacion de OSPF

¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cadarouter.

Usamos el comando show ip route

BOGOTA

BOGOTAgshow ip route
Codes: C - connected, £ - static, I - IGRP, R - RIP, M - mobile, B - BCP
D - SIGRP, EX - EIGRP external, O — OSPF, IA - OSPFF inter area
L ~ OSPF NSSR external type 1, N2 - OSPTF NSSA external ctype 2
ElL -~ OSPF external type 1, E2 - OSPF external type 2, E ~ EGP
i - IS-IS, Ll - IS-1S level-l, L2 - I5-1IS level-2, ia — IS-IS inter area
4 - pandidate default, U - per-user sStatic route, o - ODR
P - pericdic downlcaded static route

Cateway of last resort 15 0.0.0.0 o network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets
10

° 10.10.10.0 ([110/9801] via 172.31.21.2, 00:27:04, Seriald/0/0
172.31.0.0/30 is subnetted, 2 subnets

c 172.31.21.0 is directly connected, Serialod/0/0

° 172.31.23.0 [110/19000] via 172.31.21.2, 00:17:18, Sexialo/0/90
152.168.4.0/32 is subnetzed, 1 subnets

° 152.1€2.4.1 [110/15001] wvia 172.31.21.2, 00:12:30, Serial0/0/0
152.1€8.5.0/32 is subnetted, . subnets

© 152.1€8.5.1 [110/19001] wvia 172.31.21.2, 00:12:30, Serialo/0/90
152.1€0.€.0/32 is subnetted, 1 subnets

] 152.1€8.6.1 [110/19001] wia 172.31.21.2, 00:12:30, Serial0/0/0

C 152.1€2.30.0/24 is directly connected, FastZthernet0/0.30

c 152.1€8.40.0/24 15 directly connected, FastZthernetd/0.40

= 192.1€8.200.0/24 is directly connected, FastEthernetd/0.200
205.1€5.20 /25 is subnetted, 1 subnets

o 209.1€5.200.224 [110/9801) via 172.31.21.2, 00:15:40, Serial0/0/0

-1 0.0.0.0/0 15 directly connected, Seriall/0/0

Usamos el commando do sh ip ospf interface
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BOGOTAZdo sh ip ospf interface

& Invalid input detected at '~' markex.

BOGOTAgScont t
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA (config)#do sh ip ospf interface

FastEthernet(/0.30 is up, line protocol is up
Invernet address is 152.1€3.30.1/24, Area 0
Process ID I, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priozxity 1
Designated Router (ID) 1.1.1.1, Interface address 152.1€2.30.1
o backup designated router on this network
Timer invervals configured, Hello 10, Dead 40, Waitr 40, Resransmit S
No Hellos (Passive intexface)
Index L/1, flood queue length 0
Wext Ox0{0)/0x0(0)
Last flood scan length is 1, maximum £s 1
Last £lood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress helle for 0 neighbor(s)
FastEthernetd/0.40 1s up, line protocol is up
Internet address is 152.163.40.1/24, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 1.1.1.1, Interface address 152.1€3.40.1
o backup designated router on this network
Timez infezvals configured, Hello 10, Dead 40, Wait 40, Retransmit §

MIAMI
Usamos el comando show ip route

HIAMIZshow ip route
Codes: C - connected, § - static, I -~ IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX ~ EIGRP external, O - OSPF, IA ~ OSPT inter area
NL - OSDF NSSA external type 1, N2 - OSPT NSSX external type 2
ElL - OSPF external type 1, E2 - OSPT external type 2, £ - EGP
i - IS-IS, Ll - IS-IS level-l, L2 - IS-IS level-2Z, ia - IS-IS inter arcea
¢ = candidate default, U = per~user static route, o = ODR
P - pericdic downloaded static route

Gateway of last resort is 0.0.0.0 To network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

c 10.10.10.0 is directly connected, FastZcthernetl/l
172.31.0.0/30 is subnected, 2 subnets

c 172.31.21.0 is directly connected, Seriald/0/1

Cc 172.31.23.0 is directly connected, Seriald/0/0
192.1€8.4.0/32 is subnetted, . subnets

o 192.1€8.4.1 [110/95011 wia 172.31.23.2, 00:14:27, Serialc/0/0

152.168.5.0/32 is subnetted, 1 subnets

152.1€62.5.1 [110/5501] wia 172.31.23.2, 00:14:27, Seriald/0/0
192_1€8.€.0/32 is subnetted, . subnets

192.1€2.€.1 [110/9501) via 172.31.23.2, 00:14:27, Serialo/0/0
152.1€8.30.0/24 [110/3%1] via 172.31.21.1, 00:18:4€, Seriald/o/1
152.1€8.40.0/24 [110/351] wia 172.31.21.1, 00:10:46, Seriald/0/1
192.1€8.200.0/24 [110/351) wia 172.31.21.1, 00:18:4€, Serzal0/0/1
205.1€5.200.0/29% is subnetted, 1 subnets

209.1€5.200.224 1s directly connected, FastEthernett/0

o 0.0.0.0/0 is directly connected, FastEthernetd/0

0Oo00O0 [+]

w N
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Usamos el commando do sh ip ospf interface

MIZMI (config)#do sh ip ospf interface

FasctEZcthernetl/1l is up, line protocol is up
Internet address is 10.10.10.1/24, Area 0
Process ID I, Router ID 5.5.5.5, Network Type BROARDCAST, Cost: 1
Transm:it Delay is 1 sec, State DR, Priority 1
Designated Router (ID) £.5.5.5, Interface address 10.10.10.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Waitr 40, Retransmit S
No Hellos (Passive interface)
Index L/1, flood queue length 0
Wext OxC(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flocd scan time is 0 msec, maximu=m is 0 msec
Neighbor Count is 0, Adjacent neighbor count s 0
Suppress hello for 0 neighbor(s)
Seriald/0/0 1s up, line protocol is up
Internet address is 172.31.23.1/30, Area O
Process ID 1, Router ID §.5.E.5, Network Type POINT-TC-POINT, Cost: SE00
Tranemit Delay is 1 sec, State POINT-TO-DOINT, Priorizy 0
o designated router on this network
o backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit &
Hello due in 00:00:02
Index 2/2, flood gueue length O
Next O0x0(0)/0x0(0)
Last £lood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.8.8.8
Suppress helle for 0 neighborl(s)
Seriald/0/1 is up, line protccol is up
Internet address is 172.31.21.2/30, Area O
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TC—-POINT, Cost: 350
Transmit Delay is 1 sec, State POINT-TO-POINT, Prioricy 0
No designated router on this network

BUENOSAIRES

Usamos el comando show ip route
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BUENOSAIRES$show ip route
Codes: C — connected, § - static, I - ICRP, R - RIP, M - mobile, B - BCP
D - ZEIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El = OSPF external type 1, E2 = OSPF external type 2, E - EGP
i - IS-IS, LL - IS-IS level-l, L2 - IS-IS lewvel-2, ia - IS-IS inter area
4 - candidate default, U — pPer-user static rouce, o — ODR
P - periodic downloaded static route

Cateway of last resors is 0.0.0.0 to netwozrk 0.0.0.0

10.0.0.0/25 1s subnetted, 1 subnets

o 10.10.10.0 ([110/351] wvia 172.31.23.1, 00:10:0€, Seriald/C/1
172.31.0.0/30 is subnetted, 2 subnets

° 172.31.21.0 [L10/780) wia 172.31.23.1, 00:10:0€, Serial0/0/1

C 172.31.23.0 is directly connected, Seriald/o/l

c 152.1€8.4.0/24 is directly connected, Loopback4

Cc 152.1€8.5.0/24 is directly connected, Loopback$

Cc 152.1€8.€.0/24 is directly connected, Loopbacke

[} 152.1€8.30.0/24 (110/781) wia 172.31.23.1, 00:10:0€, Serialo/o/L

© 192.1€6.40.0/24 [110/7817 via 172.31.23.1, 00:10:0€, SerialG/0/1

¢ 152.1€8.200.0/24 [110/781] via 172.31.23.1, 00:10:0€, Seriald/0/1
205_.1€6.200.0/2% is subnetted, 1 subnets

(o] 209.1€5.200.224 (110/3%81) wia 172.231.23.1, 00:10:0€, Seriald/o/1L

S+ 0.0.0.0/0 is directly connected, Serialo/0/1

Usamos el commando do sh ip ospf interface

BUENOSAIRES (config)gdo sh ip ospf interface

Loopback4d is up, line protocol is up
Internet address is 192.1€8.4.1/24, Rrea 0
Process ID L, Router ID £.8.8.2, Network Type LOOPBACK, Cost: 1
Loopback interface 1s treated as a stub Host
LoopbackS is up, line protocol is up
Internet address is 152.1€8.85.1/24, Rrea 0
Process ID 1, Router ID 8.8.3.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Hostc
Loopbacké is up, line protocol £s up
Internet address is 152.1€90_€.1/24, Rrea 0
Process ID 1, Router ID 8.8.2.8, Network Type LOOPBACK, Cest: 1
Loopback interface is treated as a3 stub Host
Serial0/0/1 is up, line protocol is up
Internet address is 172.31.23.2/30, Area 0
Process ID 1, Router ID 8.8.8.8, Network Type POINT-TC-POINT, Cost: 350
Transmit Delay is 1 sec, State POINT-TO-DOINT, Priorxizy 0O
lio designated router on this network
o backup designated rouver on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:00
Index §4/4, flood gqueue length 0O
Fext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flocd scan time is 0 msec, maximum is 0 msec
Neighbor Count 1s 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress helle for 0 neighbor(s)

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.

S1
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Configure terminal

Vlan 30

Name ADMINISTRACION
Exit

Vlan 40

Name MERCADO

Exit

Vlan 200

Name MANTENIMIENTO
Exit

Int f0/3

Switchport mode trunk
Switchport trunk native vlan
Int f0/24

Switchport mode trunk
Switchport trunk native vian 1
No shutdown

Exit

Line console 0

Pass cisco

Line vty 0 4

Enable secret cisco

Int range fO/1

Switchport mode access
Switchport access vlan 30
Exit

BOGOTA

Int f0/0.30

Description accounting LAN
Encapsulation dot1g 30

Ip address 192.168.30.1 255.255.255.0
Int f0/0.40

Description accounting LAN
Encapsulation dot1qg 40

Ip address 192.168.40.1 255.255.255.0
Int f0/0.200

Description accounting LAN
Encapsulation dotlg 200

Ip address 192.168.200.1 255.255.255.0
Int f0/0

No shutdown
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Password:

Slgconfigure terminal

Enter configuratvion commands, one per line. End with CHNTL/Z
Sl(config)$vlan 30

Sl (config-vlan) #name ADMINISTRACION

Sl (config-vlian) $EXIT

Sliconfig)svlian 40

Sliconfig-vlian) $name MERCRDZO

Sl (config=-vlan)$EXI

Sl (config)$int £0/3

Sliconfig-if)ssvitchport mode trunk
Sliconfig-if)sswitchport trunk native vian 1
Sli{config~if)¢int £0/24

Sl(config-if) $switchport mode trunk
Sliconfig-if)sswitchport trunk native vianl

% Invalid input detected at '"' marker.

Sl (config-if) ¢svitchport trunk native vian 1
Sliconfig-if)ino shutdown

Sliconfig-if) gexic

Sl(config)$line consocle

& Incozplete command.

Sliconfig)sline conscle 0
Sliconfig-line)$line conscle

& Invalid input detected at '~' marker.

Sliconfig-line)fconsole

% Invalid input detected at '"~' marker.

Sliconfig-line)spass cisco
Sliconfig-line)$line vey O &
Sliconfig=line) fenable secret cisco
S1lcenfig)

4. En el Switch 3 deshabilitar DNS lookup

S3

No dns lookup
No ip domain-lookup
exit

5. Asignar direcciones IP a los Switches acorde a los lineamientos.
S1

Configure terminal

Int vian 1

Ip address 192.168.99.2 255.255.255.0
No shutdown

Exit
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S3

Configure terminal
Int vian 1

Ip address 192.168.99.3 255.255.255.0

No shutdown
Exit

6. Desactivar todas las interfaces que no sean utilizadas en el esquemade

red.

S1

Configure terminal

Int fO/1

Switchport mode access
Switch access vlan 30

Int range f0/2, f0/4-23, g0/1-2
Shutdown

exit

7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estéticas.

Configurar DHCP pool para VLAN
30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para
VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

BOGOTA
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Configure terminal

Ip dhcp excluded-address 192.168.30.1 192.168.30.30
Ip dhcp excluded-address 192.168.40.1 192.168.40.30

Ip dhcp pool ADMINISTRACION
Dns-server 10.10.10.11

Ip domain-name ccna-unad.com
Default-router 192.168.30.1

Network 192.168.30.0 255.255.255.0

Exit

Ip dhcp MERCADEO

Dns-server 10.10.10.11

Ip domain-name ccna-unad.com

Ip dhcp pool MERCADEO

Default-router 192.168.40.0 255.255.255.0
Exit

BOGOTA=en

Password:

BOGOTASconfigure terminal

Enter configuration commands, cne per line.
BOCOTA(config)#ip dhcp exc

% Incomplete command

BOGOTA (config) #ip dhcp excluded-address 152.
BOCOTA (config)$ip dhcp pool ADMINISTRACION
BOGOTA (dhecp-config)ddns—server 10.10.10.11
& Invalid input detected at '“' marker.

BOGOTA (dhcp-config) 8ip domain-name ccna-unad
BOGOTA (config) $¢defauls~router 152.168.30.0

& Invalid input detecsed at '“' marker.
BOGOTA(config) 8ip dhep pool ADMINISTRACION
BOGOTA (dhep-config) gexit

BOGOTA{configl 8ip dchp pool MERCADEQ

& Invalid input detected at '~' marker.

BOGOTA (config)8ip dhcp pool MERCADEC
BOGOTA (dhcp~config) #édns~server 10.10.10.11

BOCOTA (config)$ip dhcp pool MERCADED

BOGCTA (dhcp-config) #exit
BOCOTA(config) @

BOGOTA(config)8ip dhcp excluded-address 152.1
1€8.40.1 1%52.1¢€8

BOGCTA (dhcp~config)#ip domain-name ccna-unad.

End with CNTL/Z

€3.30.1 152.1¢68

BOGOTA (dhep-config) sdomain-name ccna-unad.com

com

BOGOTA (dhcp~config) #¢default~router 152.1€8.30.1
BOCOTA (dhcp-config) $network 192.1€8.30.0 285,

26856.2565.0

cc:m

BOGOTA (dhecp-config) 8default—router 192.1€5.40.1
BOGOTA (dhep-config) $nevwork 1592.1€0.40.0 255.

255.255.0

-30.30
-40.30
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet
MIAMI

Configure terminal

User webuser privilege 15 secret cisco12345

Ip http server

Ip http authentication local

Ip nat inside source static 10.10.10.10 209.165.200.229
Int fO/0

Ip nat outsideint fO/1

Ip nat inside

Exit

Configure terminal

Access-list 1 permit 192.168.30.0 0.0.0.255
Access-list 1 permit 192.168.40.0 0.0.0.255
Access-list 1 permit 192.168.4.0 0.0.3.255

Ip nat pool INTERNET 209.165.200.225 209.165.200.229 netmask
255.255.255.248

exit

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

MIAMI

Configure terminal

Ip access-list standard ADMIN
Permit host 172.31.21.1

Exit

Linevty 04

Access-class ADMIN in

exit

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

MIAMI

Configure terminal

Access-list 100 permit tcp any host 209.165.200.229 eq www
Access-list 100 permit icmp any any echo-reply

Exit
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13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute

,.., 9 T Faljl  FaD

Fanm 520/0/0 ‘“‘-
Sedfof1
Weh I‘ier".-'var
SEU;’UI 1

BUENOS AIRES '.
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¥ pca

Physical Config Desktop Programming Attributes

Command Prompt

ing 10.10.10.10
Pinging 10.10.10.10 with
uest timed out.
from 10.10.10_10:
om 10_.10.10.

from 10.10.10_10:

Ping statistics for 10.

ping 152 _1&8._40

Pinging 1%:

21
d =4, Lost = 0
trip times in milli-seconds:
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CONCLUSIONES

Este curso de profundizacion ha mostrado que es posible disefiar y poner en
funcionamiento una red de comunicacién integrando varios equipos cisco y
elementos de interconexion.

En el desarrollo de la practica pudimos observar que en la implementacion de
una red todos los aspectos son importantes empezando por el nombre del
equipo y asi mismo todos los pasos siguientes en la configuracion.

Se ha podido reforzar el concepto de la utilidad de las herramientas cisco y su
plataforma de aprendizaje interactivo. La colaboracion entre estudiantes y
tutores ha contribuido mucho en la satisfaccion y bienestar de todos los
estudiantes.

Con la orientacion de los tutores los grupos colaborativos de estudiantes

motivados por el nuevo conocimiento, trabajando de forma colaborativa y
ordenada hemos logrado llevar a cabo este diplomado con gran éxito.
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