PRUEBA DE HABILIDADES PRACTICAS CCNA

DANNY ALFREDO RODRIGUEZ BASTIDAS

UNIVERSIDAD NACIONAL ABIERTA Y A DISTANCIA
ESCUELA DE CIENCIAS BASICAS, TECNOLOGIA E INGENIERIA
INGENIERIA DE SISTEMAS
SAN JUAN DE PASTO
2019



PRUEBA DE HABILIDADES PRACTICAS CCNA

DANNY ALFREDO RODRIGUEZ BASTIDAS

Informe final Diplomado Cisco CCNA

para optar al titulo de Ingeniero de Sistemas

Director: Juan Carlos Vesga

UNIVERSIDAD NACIONAL ABIERTA Y A DISTANCIA
ESCUELA DE CIENCIAS BASICAS, TECNOLOGIA E INGENIERIA
INGENIERIA DE SISTEMAS
SAN JUAN DE PASTO
2019



Nota de aceptacion:

Firma de presidente del jurado

Firma del jurado

Firma del jurado

San Juan de Pasto, 10 Junio de 2019



DEDICATORIA

El presente trabajo esta dedicado principalmente a Dios, por darme la fuerza para
sacar adelante este proceso de superacion. A mis padres y hermano, por su amor,
sacrificio y la confianza depositada en mi durante todos estos afios. A mi esposa y
mis hijas por su apoyo incondicional. A todas las personas que me han ayudado y
han hecho que este trabajo se realice con éxito, les agradezco infinitamente por
ser participes en el logro de esta meta cumplida.



CONTENIDO

Pag.
INTRODUCCION 15
1. ESCENARIO 1 16
1.1 DESARROLLO 19
1.1.1 Configuraciones basicas en router Medellinl 19
1.1.2 Configuraciones basicas en router Medellin2 20
1.1.3 Configuraciones basicas en router Medellin3 21
1.1.4 Configuraciones basicas en router Bogotal 22
1.1.5 Configuraciones basicas en router Bogota2 23
1.1.6 Configuraciones basicas en router Bogota3 24
1.1.7 Configuraciones basicas en router ISP 25
1.1.8 Configuraciones RIP en zonas Bogota y Medellin 26
1.1.9 Configuracion ruta por defecto en router Medellinl y Bogotal 30
1.1.10 Configuracion ruta estéatica en router ISP 33
1.1.11 Verificacion la tabla de enrutamiento y conectividad 33
1.1.12 Verificaciéon de balanceo de carga y rutas redundantes 35
1.1.13 Configuracién de autenticaciéon PAT en enlace Medellinl 38
1.1.14 Configuracion de autenticacion CHAT en enlace Bogotal con ISP 39

1.1.15 Configuracién router Medellin2 como servidor DHCP para las redes LAN 39

1.1.16 Configuracién router Bogota2 como servidor DHCP para lasredes LAN 41



1.1.17 Pruebas de conectividad 42

1.1.18 Configuracion PAT mediante NAT en router Medellinl 43
1.1.19 Configuracién PAT mediante NAT en router Bogotal 45
1.1.20 Contenido del archivo de configuracion activo de los dispositivos 46
2. ESCENARIO 2 60
2.1 DESARROLLO 62
2.1.1 Configuracion direccionamiento de PC Internet 62
2.1.2 Configuraciones bésicas en router R1 Bogota 63
2.1.3 Configuraciones bésicas en router R2 Miami 63
2.1.4 Configuracion IP al servidor web 64
2.1.5 Configuraciones béasicas en router R3 Buenos Aires 65
2.1.6 Configuraciones basicas en switch S1 65
2.1.7 Configuraciones basicas en switch S3 66

2.1.8 Configuracion de VLANS, puertos troncales, puertos de acceso, Inter-VLAN
Routing en switch S1 69

2.1.9 Configuracién de VLANS, puertos troncales, puertos de acceso, Inter-VLAN
Routing en switch S3 70

2.1.10 Configuracién encapsulamiento en router R1 Bogota 71
2.1.11 Configuracién protocolo de enrutamiento OSPFv2 en router R1 Bogota 72
2.1.12 Configuracién protocolo de enrutamiento OSPFv2 en router R2 Miami 73

2.1.13 Configuracién protocolo de enrutamiento OSPFv2 en router R3 Buenos
Aires 73

2.1.14 Configuracion router R1 Bogota como servidor DHCP para las VLAN 30 y
40 80



2.1.15 Configuraciéon NAT estatico en router R2 Miami 80
2.1.16 Configuracién de dos listas de acceso de tipo estandar en router R2 80

2.1.17 Configuracién de dos listas de acceso de tipo extendido en router R1 81

2.1.18 Contenido del archivo de configuracién activo de los dispositivos 82
2.1.19 Pruebas de conectividad 95
3. CONCLUSIONES 101
BIBLIOGRAFIA 104



Figura 1.
Figura 2.
Figura 3.
Figura 4.
Figura 5.
Figura 6.
Figura 7.
Figura 8.
Figura 9.

Figura 10

Figura 11.
Figura 12.
Figura 13.
Figura 14.
Figura 15.
Figura 16.
Figura 17.
Figura 18.
Figura 19.

Figura 20.

LISTA DE FIGURAS

Topologia de la red escenario 1

Topologia zona Medellin

Topologia zona Bogota

Topologia de red completa

Comando show ip rip database en router Medellinl
Comando show ip rip database en router Medellin2
Comando show ip rip database en router Medellin3
Comando show ip rip database enrouter Bogotal
Comando show ip rip database en router Bogota2

. Comando show ip rip database en router Bogota3
Comando show ip route en router Medellin2
Comando show ip route en router Medellin3
Comando show ip route en router Bogota2
Comando show ip route en router Bogota3
Comando show ip route en router ISP

Comando show ip route en router Medellinl
Comando show ip route en router Medellin2
Comando show ip route en router Medellin3
Comando show ip route en router Bogotal

Comando show ip route en router Bogota2

Pag.

16
22
25
26
27
27
28
29
29
30
31
31
32
32
33
33
34
34
35

35



Figura 21.
Figura 22.
Figura 23.
Figura 24.
Figura 25.
Figura 26.
Figura 27.
Figura 28.
Figura 29.

Figura 30.
Figura 31.

Figura 32.
Figura 33.
Figura 34.
Figura 35.
Figura 36.
Figura 37.
Figura 38.
Figura 39.
Figura 40.
Figura 41.
Figura 42.

Figura 43.

Comando show ip route en router Bogota3
Comando ping en router Bogota2
Comando show ip route en router Medellin3
Comando show ip route en router Bogota3
Comando ping desde router ISP

Comando ping desde router Medellinl
Comando ping desde router Bogotal
Comando ping desde router ISP

Habilitar DHCP en PC-Medellin2

Habilitar DHCP en PC-Medellin3

Comando ping desde PC-Medellin2

Habilitar DHCP en PC-Bogota2

Habilitar DHCP en PC-Bogota3

Comando ping desde PC-Bogota2

Comando ping desde PC-Bogota?2

Comando ping desde PC-Medellin3

Comando ping desde PC-Medellin3

Comando show ip nat translations desde router Medellinl
Comando ping desde PC-Bogota2

Comando show ip nat translations desde router Bogotal
Comando ping desde PC-Medellin3

Topologia de red escenario 2

Habilitar DHCP en PC Internet

36

36

37

37

38

38

39

39

40

40
41

42

42

43

43

44

44

45

46

46

60

62



Figura 44.
Figura 45.
Figura 46.
Figura 47.
Figura 48.
Figura 49.
Figura 50.
Figura 51.
Figura 52.
Figura 53.
Figura 54.
Figura 55.
Figura 56.
Figura 57.
Figura 58.
Figura 59.
Figura 60.
Figura 61.
Figura 62.
Figura 63.
Figura 64.

Figura 65.

Configuracion IP de Web Server

Topologia de red

Ping desde router R1

Ping desde router R2

Ping desde PC Internet

Ping desde Web Server

Comando show vlan brief en switch S1

Comando show vlan brief en switch S3

Comando ping desde switch S1

Comando ping desde switch S3

Comando show ip route desde router R1
Comando show ip ospf neighbor desde router R1
Comando show ip route desde router R2
Comando show ip ospf neighbor desde router R2
Comando show ip route desde router R3
Comando show ip ospf neighbor desde router R3
Comando show ip ospf interface desde router R1
Comando show ip ospf interface desde router R2
Comando show ip ospf interface desde router R3
Comando show ip protocols desde router R1
Comando show ip protocols desde router R2

Comando show ip protocols desde router R3

10

64

66

67

67

68

68

70

71

72

72

74

74

75

75

76

76

77

77

78

78

79

79



Figura 66.
Figura 67.
Figura 68.
Figura 69.
Figura 70.
Figura 71.
Figura 72.
Figura 73.
Figura 74.
Figura 75.
Figura 76.
Figura 77.
Figura 78.
Figura 79.
Figura 80.
Figura 81.
Figura 82.
Figura 83.
Figura 84.
Figura 85.
Figura 86.
Figura 87.

Figura 88.

Comando show access-lists desde router R2
Comando show access-lists desde router R1
Topologia de red

Habilitar DHCP en PC-A

Habilitar DHCP en PC-C

Comando ping desde PC-A

Prueba en navegador web desde PC-A
Prueba en navegador web desde PC-C
Comando ping desde PC-A

Comando ping desde PC-A

Comando ping desde PC-A

Comando ping desde PC-A

Comando ping desde PC-A

Comando ping desde PC-C

Comando ping desde PC-C

Comando ping desde PC-C

Comando ping desde PC-C

Comando ping desde PC-C

Comando tracert desde PC-C
Comando tracert desde PC-C
Comando tracert desde PC-C
Comando tracert desde PC-C

Imagen Packet Tracer version 7.2.1.0218

11

80

81

81

95

95

96

96

97

97

98

98

98

99

99

99

100

100

100

101

101

101

102

102



LISTA DE TABLAS

Tabla 1. Interfaces de los routers que no necesitan desactivacion
Tabla 2. Direccionamiento IP de los dispositivos

Tabla 3. OSPFv2 area 0

Tabla 4. Interfaces de los routers que no necesitan desactivacion

12

Pag.

18
60

61
62



RESUMEN

El presente trabajo permitié el desarrollo de las habilidades y requerimientos
necesarios en la implementacion de redes mediante la configuracion vy
administracion de diferentes dispositivos de red, permitiendo ademas la solucién
de problemas de redes LAN y WAN. Para lograr dicho objetivo se plantearon y
resolvieron dos escenarios.

El primer escenario propuesto, donde una empresa posee sucursales distribuidas
en dos ciudades, para lo cual se configur6 e interconecté cada uno de los
dispositivos con sus respectivas conexiones fisicas y direccionamiento IP. Se
implementd RIP como protocolo de enrutamiento, ademas se habilité el
encapsulamiento PPP y se utiliz6 NAT en los routers. Se configur6 el servidor
DHCP en un router para las dos redes LAN de la topologia de cada ciudad,
finalmente se comprobd su funcionamiento mediante pruebas de conectividad y
los respectivos comandos show en los distintos dispositivos de red.

El segundo escenario plantea una empresa que posee tres sucursales distribuidas
en tres ciudades donde se configur6 e interconectd los dispositivos,
implementando las conexiones fisicas y direccionamiento IP adecuado. Se
configur6 el protocolo de enrutamiento OSPFv2 como también tres VLANS,
puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN Routin. Se
establecié el servidor DHCP en el router para las nos redes LAN, ademas se
utilizé NAT, dos listas de acceso de tipo estandar y dos listas de acceso de tipo
extendido. Finalmente se comprobd su funcionamiento mediante pruebas de
conectividad y los respectivos comandos show en los distintos dispositivos de red.

El curso y el desarrollo de los escenarios propuestos, pretende la profundizacion
en el campo emergente de las Redes y Telecomunicaciones, de forma que se
desarrollen las competencias necesarias para responder a la demanda creciente
de personal especializado.

Palabras clave: Implementaciéon de redes, problemas de red, configuracion de
dispositivos de red, redes LAN y WAN, direccionamiento IP.
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ABSTRACT

The present work allowed the development of the necessary skills and
requirements in the implementation of networks by the configuration and
administration of different network devices, allowing also the solution of problems
of LAN and WAN networks. To achieve this objective, two scenarios were raised
and resolved.

The first scenario proposed, where a company has branches distributed in two
cities, for which it was configured and interconnected each one of the devices with
their respective physical connections and IP addressing. RIP was implemented as
routing protocol, and PPP encapsulation was enabled and NAT was used on
routers. The DHCP server was configured on a router for the two LAN networks of
each city's topology, and its operation was finally verified by connectivity tests and
the respective show commands on the various network devices.

The second scenario raises a company that has three branches distributed in three
cities where the devices were configured and interconnected, implementing the
physical connections and appropriate IP addressing. OSPFv2 routing protocol was
configured as well as three VLANS, trunk ports, access ports, encapsulation, Inter-
VLAN Routin. The DHCP server was established on the router for LAN networks,
in addition NAT was used, two standard type access lists and two extended type
access lists. Finally, its operation was verified by means of connectivity tests and
the respective show commands on the different network devices.

The course and the development of the scenarios proposed, aims to deepen in the
emerging field of networks and telecommunications, so that they develop the
necessary competencies to respond to the growing demand of specialized
personnel.

Key words: implementation of networks, network problems, configuration of
network devices, LAN and WAN networks, IP addressing.
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INTRODUCCION

El siguiente trabajo se presenta como resultado de los conocimientos y
habilidades adquiridos en el diplomado de profundizacion cisco (disefio e
implementacion de soluciones integradas LAN / WAN), por medio de la solucién
de problemas relacionados con diversos aspectos de redes en los cuales se
plantea dos (2) escenarios para su desarrollo en el software de simulacién de red
Cisco Packet Tracer.

Las tareas realizadas en cada uno de los escenarios se encuentran acompafados
de los procesos de documentacion que llevan a la solucién, referente a las
configuracion de cada uno de los dispositivos, la descripcion de los pasos y
procedimientos para su desarrollo, pruebas de funcionamiento y conectividad.

El diplomado que permitié desarrollar el presente trabajo esta compuesto por los
modulos de fundamentos de redes y fundamentos de Routing y Switching, los
cuales se componen de diferentes tematicas que permiten adquirir las
competencias necesarias para la creaciéon de redes empresariales confiables y
escalables mediante la instalacion, configuracion, control y solucion de problemas
en los equipos pertenecientes a la red.

El campo de las redes y telecomunicaciones tiene una demanda creciente, es por
ello que el diplomado es de gran importancia profesional permitiendo iniciar y
emprender el camino de la especializacién en estas areas de las tecnologias de la
informacion.
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1. ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual deber& configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

Figura 1. Topologia de la red escenario 1

BOGOTA = 12250070

‘1

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.
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Como trabajo inicial se debe realizar lo siguiente.

eRealizar las rutinas de diagnéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

¢ Realizar la conexion fisica de los equipos con base en la topologia de red
Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
Parte 1. Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacion automaética.

b. Los routers Bogotal y Medellin deberdn afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP vy, a su vez, redistribuirla dentro de
las publicaciones de RIP.

c. El router ISP deberéa tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

b. Verificar el balanceo de carga que presentan los routers.
c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacién,
por tener dos enlaces de conexién hacia otro router y por la ruta por defecto que

manejan.

d. Los routers Medellin2 y Bogotd2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

17



Parte 3. Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

Tabla 1. Interfaces de los routers que no necesitan desactivacion

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO0/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de RIP
y las interfaces que participan de la publicacion entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Parte 5. Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP seaconfigurado
con autenticacion PAT.

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

18



Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, sélo existira comunicacion hasta los routers Bogotal,
ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccién de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellinl, cémo diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccién debe ser traducida automaticamente a la direccién de la
interfaz serial 0/1/0 del router Bogotal, como diferente puerto.

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes LAN.

b. El router Medellin3 deber& habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

c. Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el
servidor DHCP para ambas redes LAN.

d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router BogotaZ2.

DESARROLLO

1.2.1 Se procede a realizar las configuraciones basicas y el direccionamiento de
los equipos, comenzando con router MEDELLIN 1:

ROUTER MEDELLIN1

Router>enable

Router#configure terminal
Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#enable secret class
MEDELLIN1(config)#line console 0

19



MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login

MEDELLIN1(config-line)#line vty 0 4
MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login

MEDELLIN1(config-line)#exit

MEDELLIN1(config)#service password-encryption
MEDELLIN1(config)#banner motd "Solo personal autorizado"
MEDELLIN1(config)#interface serial 0/0/0
MEDELLIN1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN1(config-if)y#description Conexion a ISP
MEDELLIN1(config-ify#no shutdown
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#interface serial 0/0/1
MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)#clock rate 2000000
MEDELLIN1(config-ify#description Conexion a MEDELLIN 2
MEDELLIN1(config-if)#no shutdown
MEDELLIN1(config)#interface serial 0/1/0
MEDELLIN1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN1(config-if)#clock rate 2000000
MEDELLIN1(config-if)#description Conexion a MEDELLIN 3
MEDELLIN1(config-ify#no shutdown
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#interface serial 0/1/1
MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN1(config-if)#clock rate 2000000
MEDELLIN1(config-if)#description Conexion a MEDELLIN 3
MEDELLIN1(config-ify#no shutdown

Se procede a realizar las configuraciones basicas y el direccionamiento del router
MEDELLIN 2:

ROUTER MEDELLIN2

Router>enable

Router#configure terminal
Router(config)#hostname MEDELLIN2
MEDELLINZ2(config)#enable secret class
MEDELLIN2(config)#line console O
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#login
MEDELLINZ2(config-line)#line vty 0 4
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#login

20



MEDELLINZ2(config-line)#exit

MEDELLINZ2(config)#service password-encryption
MEDELLINZ2(config)#banner motd "Solo personal autorizado"
MEDELLINZ2(config)#interface serial 0/0/0
MEDELLINZ2(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLINZ2(config-if)#description Conexion a MEDELLIN1
MEDELLINZ2(config-ify#no shutdown
MEDELLINZ2(config-if)#interface serial 0/0/1
MEDELLINZ2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLIN2(config-if)#clock rate 2000000
MEDELLINZ2(config-ify#no shutdown
MEDELLINZ2(config-if)#description Conexion a MEDELLIN3
MEDELLIN2(config-if)#exit

MEDELLINZ2(config)#interface gigabitEthernet 0/0
MEDELLINZ2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLINZ2(config-if)#no shutdown

Se procede a realizar las configuraciones basicas y el direccionamiento del router
MEDELLIN 3:

ROUTER MEDELLIN3

Router>enable

Router#configure terminal

Router(config)#hostname MEDELLIN3
MEDELLIN3(config)#enable secret class
MEDELLIN3(config)#line console O
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login

MEDELLIN3(config-line)#line vty 0 4
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login

MEDELLIN3(config-line)#exit

MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#banner motd "Solo personal autorizado"
MEDELLIN3(config)#interface serial 0/0/0
MEDELLIN3(config-if)#description Conexion a MEDELLIN 1
MEDELLIN3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)#no shutdown
MEDELLIN3(config-if)#exit

MEDELLIN3(config)#interface serial 0/0/1
MEDELLIN3(config-if)#description Conexion a MEDELLIN1
MEDELLIN3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN3(config-if)y#no shutdown
MEDELLIN3(config-if)#exit

MEDELLIN3(config)#interface serial 0/1/0
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MEDELLIN3(config-if)#description Conexion a MEDELLIN2
MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-if)y#no shutdown

MEDELLIN3(config-if)#exit

MEDELLIN3(config)#interface gigabitEthernet 0/0
MEDELLIN3(config-if)y#description Conexion a LAN
MEDELLIN3(config-if)#ip address 172.29.4.129 255.255.255.128
MEDELLIN3(config-if)y#no shutdown

Se presenta pantallazo de la topologia de la zona MEDELLIN después de realizar
las respectivas configuraciones y sus interfaces activas:

Figura 2. Topologia zona Medellin
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Se procede a realizar las configuraciones basicas y el direccionamiento del router
BOGOTA 1:

ROUTER BOGOTA1

Router>enable
Router#configure terminal
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Router(config)#hostname BOGOTAL
BOGOTAI1(config)#enable secret class
BOGOTA1(config)#line console 0
BOGOTAI1(config-line)#password cisco
BOGOTA1(config-line)#login

BOGOTAIL(config-line)#line vty 0 4
BOGOTAI1(config-line)#password cisco
BOGOTA1(config-line)#login

BOGOTA1(config-line)#exit

BOGOTAIL(config)#service password-encryption
BOGOTAI1(config)#banner motd "Solo personal autorizado”
BOGOTAI1(config)#interface serial 0/0/0
BOGOTA1L(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTAI1(config-if)#description Conexion a ISP
BOGOTA1(config-if)#no shutdown

BOGOTA1(config-if)#exit

BOGOTAI1(config)#interface serial 0/0/1
BOGOTAIL(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#description Conexion a BOGOTA 2
BOGOTA1(config-if)#clock rate 2000000
BOGOTA1(config-if)#no shutdown

BOGOTA1(config-if)#exit

BOGOTAIL(config)#interface serial 0/1/0
BOGOTAIL(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTAIL(config-if)y#description Conexion a BOGOTA 3
BOGOTA1(config-if)#clock rate 2000000
BOGOTA1(config-if)#no shutdown

BOGOTA1(config-if)#exit

BOGOTAI1(config)#interface serial 0/1/1
BOGOTAI1(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTAIL(config-if)y#description Conexion a BOGOTA 3
BOGOTA1(config-if)#clock rate 2000000
BOGOTA1(config-if)#no shutdown

Se procede a realizar las configuraciones basicas y el direccionamiento del router
BOGOTA 2:

ROUTER BOGOTA2

Router>enable

Router#configure terminal
Router(config)#hostname BOGOTA2
BOGOTAZ2(config)#enable secret class
BOGOTAZ2(config)#line console 0
BOGOTA2(config-line)#password cisco
BOGOTAZ2(config-line)#login
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BOGOTAZ2(config-line)#line vty 0 4
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login

BOGOTAZ2(config-line)#exit

BOGOTA2(config)#service password-encryption
BOGOTAZ2(config)#banner motd "Solo personal autorizado"
BOGOTAZ2(config)#interface serial 0/0/0
BOGOTAZ2(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTAZ2(config-if)#description Conexion a BOGOTA 1
BOGOTA2(config-if)#no shutdown
BOGOTAZ2(config)#interface serial 0/0/1
BOGOTAZ2(config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTAZ2(config-if)#clock rate 2000000
BOGOTA2(config-if)#description Conexion a BOGOTA 3
BOGOTAZ2(config-if)#no shutdown

BOGOTA2(config-if)#exit

BOGOTAZ2(config)#interface gigabitEthernet 0/0
BOGOTAZ2(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTAZ2(config-if)#description Conexion a LAN
BOGOTAZ2(config-if)#no shutdown

Se procede a realizar las configuraciones basicas y el direccionamiento del router
BOGOTA 3:

ROUTER BOGOTA3

Router>enable

Router#configure terminal

Router(config)#hostname BOGOTA3
BOGOTA3(config)#enable secret class
BOGOTA3(config)#line console 0
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#line vty 0 4
BOGOTA3(config-line)#login
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login

BOGOTA3(config-line)#exit

BOGOTA3(config)#service password-encryption
BOGOTA3(config)#banner motd "Solo personal autorizado"
BOGOTAS3(config)#interface serial 0/0/0
BOGOTA3(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTA3(config-if)#description Conexion a BOGOTA 1
BOGOTA3(config-ify#no shutdown
BOGOTAS3(config-if)#interface serial 0/0/1
BOGOTA3(config-if)#description Conexion a BOGOTA 1
BOGOTA3(config-if)#ip address 172.29.3.6 255.255.255.252
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BOGOTA3(config-if)#no shutdown
BOGOTA3(config-if)#interface serial 0/1/0
BOGOTA3(config-if)#description Conexion a BOGOTA 2
BOGOTA3(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#exit

BOGOTA3(config)#interface gigabitEthernet 0/0
BOGOTA3(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTA3(config-if)#description Conexion a LAN
BOGOTA3(config-if)#no shutdown

Se presenta pantallazo de la topologia de la zona BOGOTA después de realizar
las respectivas configuraciones y sus interfaces activas:

Figura 3. Topologia zona Bogota
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Se procede a realizar las configuraciones basicas y el direccionamiento del router
ISP:

ROUTER ISP

Router>enable
Router#configure terminal
Router(config)#hostname ISP
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ISP(config)#enable secret class

ISP(config)#line console 0

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#line vty 0 4

ISP(config-line)#password cisco

ISP(config-line)#login

ISP (config-line)#exit

ISP(config)#service password-encryption
ISP(config)#banner motd "Solo personal autorizado”
ISP (config)#interface serial 0/0/0

ISP(config-if)#ip address 209.17.220.1 255.255.255.252
ISP (config-if)#clock rate 2000000

ISP(config-if)#no shutdown

ISP (config)#interface serial 0/0/1

ISP (config-if)#ip address 209.17.220.5 255.255.255.252
ISP (config-if)y#no shutdown

ISP(config-if)#clock rate 2000000

Se presenta pantallazo de la topologia completa después de realizar las
respectivas configuraciones y sus interfaces activas:

Figura 4. Topologia de red completa
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Se procede a configurar Rip en las dos zonas MEDELLIN y BOGOTA:

ROUTER MEDELLIN1
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#network 172.29.6.0
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MEDELLIN1(config-router)#network 172.29.8.0
MEDELLIN1(config-router)#network 172.29.12.0

Se ejecuta el comando show ip rip database para mirar el contenido de la base
de datos RIP del router:

Figura 5. Comando show ip rip database en router Medellinl

= =
(LT T—————ET

Physical Config CLI Attributes
]

0% Command Line Interface

MEDELLINl1fshow ip rip database "
172 .29.2.0/30 auto—Summary

172.253.6.0/30 directly connected, Seri=ld/ 0,1

172 _.29_&_8/30 auto—summary

172 _.29_&_8B/30 directly connected, Seriald/1/0

172 .29.8.12/730 auto—Sumrmary

172.25%.6.12/730 directly connected, Seri=ldsS1/1

MEDELLIN1E

ROUTER MEDELLINZ2
MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#network 172.29.4.0
MEDELLINZ2(config-router)#network 172.29.6.0
MEDELLINZ2(config-router)#network 172.29.6.4
MEDELLINZ2(config-router)#

Se ejecuta el comando show ip rip database para mirar el contenido de la base
de datos RIP del router:

Figura 6. Comando show ip rip database en router Medellin2
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MEDELLINZEshow ip rip database e
17Z.23.4.0,25 auto—Summary
17Z.23.4.0,25 directly connected, GigaskbitEthernetl/, 0
172 .29 _&€_.0,30 auto—sSummary
172 .29 _&€_.0,30 directly connected, Seriald/ 0/0
172 .23 ._.8.4,30 auto—sSummari
-E_.4/,30 directly connected, Serialds 0,1
&.8,30 auto—Summary
172 _Z2Z9_&.8,30
[1] wia 17Z2_.Z23.&.1, 00:z00:11, Seri=al0d/ 050
172 _ 293 _&_.12/30 auto—SummaSry
172 _Z9_&.1Z2/30
[1] wia 17Z2_.Z23.&.1, 00:z00:11, Seri=al0d/ 050
MEDELLINZ§
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ROUTER MEDELLIN3
MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12

Se ejecuta el comando show ip rip database para mirar el contenido de la base
de datos RIP del router:

Figura 7. Comando show ip rip database en router Medellin3
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MEDELLIN3fshow ip rip database "
172 .29.4_0/725 auto—Summary
172.25%.4.0/25
[1] wia 172.Z%.&.5, 00:00:2&, Serizldys1/0
172 _.29_4_128/25 auto—Summary
172 .29.4_128/25 directly connected, GigabitEthernet0/0
172.253.6.0/30 Eauto—SUmmary
172.29.8.0/30
[1] wia 172.Z%.€.%9, 00:00:14, Serizl0ys0/0 [1] wia 172.253.8.13,
00:00:14, Serialdys0/1 [1] wi= 172.2%.&.5, 00:00:Z&, Serisld/s1/s0
172.253.6.4/30 Eauto—SUmmary
172 .29.8.4/30 directly connected, S5eriald/ 1/ /0
172 _.29_&_8B/30 auto—Summary
172 .29.&8.8/30 directly connected, S5eriald/ 0,0
172.25%.6.12/730 Buto—SuUmmary
172 _.29_8_12/730 directly connected, Seriald/ 071
MEDELLIN3E

ROUTER BOGOTA1
BOGOTAI1(config)#router rip
BOGOTAI1(config-router)#version 2
BOGOTAIL(config-router)#¥no auto-summary
BOGOTA1(config-router)#network 172.29.3.0
BOGOTAIL(config-router)#network 172.29.3.4
BOGOTA1(config-router)#network 172.29.3.8
BOGOTAIL(config-router)#

Se ejecuta el comando show ip rip database para mirar el contenido de la base
de datos RIP del router:
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Figura 8. Comando show ip rip database en router Bogotal
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BOEOTRAl1#sho ip rip database "
172 _.29_.3.0/30 auto—Surmary

172 .29.3.0/30 directly connected, Seriald/ 1,0

172.25.3.4/30 Buto—SuUmmary

172 .29.3.4/30 directly connected, Serialld/ 1/1

172 _.29_3_8B/30 auto—Surmary

172 .29_3_8/30 directly connected, Serisld/0/1

ROUTER BOGOTA2
BOGOTAZ2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#no auto-summary
BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTAZ2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTAZ2(config-router)#

Se ejecuta el comando show ip rip database para mirar el contenido de la base
de datos RIP del router:

Figura 9. Comando show ip rip database en router Bogota2
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BOEOTAZE#sho ip rip database "
172.25.1.0/24 Buto—SuUmmary
172 _.29.1.0/24 directly connected, GigabitEthernet0/0
172 _.29_.3.0/30 auto—Surmary
172.25.3.0/30
[1] wia 172.2%.3.5, 00:00:23, Serizldys0/0
172 .29.3.4/30 auto—Surmary
172.25.3_.4/30
[1] wie 172.2%.3.%, 00:00:23, Serizldys0/s0
172.25.3.8/30 Buto—SuUmmary
172 _.29_3_8/30 directly connected, Seriald/0/0
172 .29_.3_.12/730 auto—Summary
172 .259.3.12/30 directly connected, Seriald, 071
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ROUTER BOGOTA3
BOGOTA3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTA3(config-router)#no auto-summary
BOGOTA3(config-router)#network 172.29.0.0
BOGOTA3(config-router)#network 172.29.3.0
BOGOTA3(config-router)#network 172.29.3.4
BOGOTA3(config-router)#network 172.29.3.12
BOGOTA3(config-router)#

Se ejecuta el comando show ip rip database para mirar el contenido de la base
de datos RIP del router:

Figura 10. Comando show ip rip database en router Bogota3
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BOEOTAZEshow ip rip database "
172.29.0.0/24 auto—Summary
172 .29.0.0/24 directly connected, GigabitEthernet0/s0
172 _.29.1.0/24 auto—Summary
172.25%.1.0/24
[1] wia 172.25%_.3.13, 00:00:18, Seri=l0ys1/0
172 _.29_.3.0/30 auto—Summary
172 _.25_3.0/30 directly connected, Seriald/0/0
172 .29.3_4/30 auto—summary
172 .29.3_4/30 directly connected, S5eriald/0/1
172 _.29_3_8B/30 auto—Summary
172.23.3.8/30
[1] wia 172.23.3.5, 00:00:00, Seri=l0/s0/1 [1] wia 172.25.3.13,
00:00:18, Seri=ldsS1/0 [1] wia 172.25%_.3.1, 00:00:00, Seri=ld/s0r0
172 .29.3_12/730 auto—Surmary
172 .25 _3_.12/30 directly connected, Seriald/ 1,0
BOGOTAZE

Se configura una ruta por defecto en los routers MEDELLIN1 Y BOGOTAL Yy se
redistribuye dentro de las publicaciones RIP:

ROUTER MEDELLIN1

MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#default-information originate
MEDELLIN1(config-router)#
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Se comprueba en MEDELLIN 2 Y MEDELLIN3 mediante comando show ip
route:

Figura 11. Comando show ip route en router Medellin2
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GFateway of last resocrt is 17Z.2%.&.1 to network 0.0.0.0 -

172.25%.0.0/1e is wariskly subnetted, 3 subnets, 3 masks

c 172.25%.4.0/25 is directly connected, GigabkitEthernetds0
L 172.25.4_.1/32 is directly connected, GigabitEthernetl/0
=) 172_.259. 4128725 [120/1] wvwia 172.2%.6.6, 00:00:10, Serislds0/1
[ c 172.25%.e.0/30 is directly connected, Serial0/0/0 |
L 172.253.6.2/32 is directly connected, Serizal0/s0/0
c 172.25%.8.4/30 is directly connected, Serial0/0/1
L 172.25%.8.5/32 is directly connected, Serial0/0/1
| =) 172_29.6.8B/730 [120/1] wia 172_.2%.6.1, 00:00:10, Serial0/0/0
| [120/1] wia 172_.29%_6.6, 00:00:10, Seri=lds0/1
=) 17229 6.12/730 [120/1] wvwia 172.2%.6.1, 00:00:10, Seriald/ 0,0

[120/1] wia 172.25.6.6, 00:00:10, Seri=zl0/0/1

B* 0.0.0.0/0 [120/1] wia 172_.25%.6.1, 00:00:10, Serial0d/0/0

MEDELLINZ§

Figura 12. Comando show ip route en router Medellin3
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Gateway of last resort is 172.29.6.9% to network 0.0.0.0

172_.29.0.0/16 is wariably subnetted, 10 subnets, 3 masks
172.2%.4.0/25 [120/1] wia 17Z.29.&.5, 00:00:05, Serisl0ys1/50
17Z2.29_.4_128/25 is directly connected, GigabitEthernet0/0
17Z.29.4_125/32 is directly connected, GigabitEthernet0/0
172.2%.e.0/30 [120/1] wi= 17Z.29.&.5%, 00:00:05, Serisl0ys0/0
[120/1] wia 172.25%_&.13, 00:00:05, Serialds0/1
¥ [120/1] wia 172.2%9_6.5, 00:00:05, Serial0s1,0
172.29.6€.4/30 is directly connected, Seriald/1/0
17Z2_.29_.6_.6/32 is directly connected, Seri=ld/ 1.0
17Z_.29_.8_8/30 is directly connected, S5eri=ld/ 0,0
172.29_.8€.10/32 is directly connected, Serial0/0/0
172_.29_.6€_.12/30 is directly connected, Serial0/0/1
172.29_.6_.14/32 is directly connected, Serial0/0/1

LS o B 5

[ I B i ]

B 0.0.0.0/0 [120/1] wia 172.295_6.5, 00:00:05, Serialds0/0
[120/1] wia 172.23.6.13, 00:00:05, Serial0/0/1

MEDELLIN3
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ROUTER BOGOTA1

BOGOTA1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTA1(config)#router rip
BOGOTAI1(config-router)#default-information originate
BOGOTA1(config-router)#

Se comprueba en BOGOTA2 Y BOGOTAS3 mediante comando show ip route:

Figura 13. Comando show ip route en router Bogota2
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c 172.259.1.0/24 is directly connected, GigabitEthernet0/0 "
L 172.29.1.1/32 is directly connected, GigabitEthernet0/0
=] 172.25.3.0/30 [120/1] wis 172_Z9.3.%, 00:00:18, Serizl0/ 070
[120/1] wia 172.2%.3.14, 00:00:01, Serizal0,s0/1
B 172.25.3.4/30 [120/1] wvwia 172_29.3.5%, 00:00:18, Serial0s0/0
[120/1] wia 172Z2.2%.3.14, 00:00:01, Serizl0, 071
c 172 _.29_3_8B/30 is directly connected, Seriald/0/0
L 172.29_3_.10/32 is directly connected, Seri=lds 0,0
I c 172 .29_3_12/30 is directly connected, Serialds0/1
L 172 _.259_3_13/32 is directly connected, Serialdys0/1
B> 0.0.0.0/0 [120/1] wia 172_Z%.3.9, 00:00:18, Seriald/0,/0
BOGOTRAZE

Figura 14. Comando show ip route en router Bogota3
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29.1.0/24
23_.3.0/30
S.3.2/32
9.3.4/30
29.3.8/32
Z_.25.3.8/30

[120/1] wia
iz directly
iz directly
iz directly
iz directly
[120/1] wia

172.259.3.13, 00:00:18,
connected, Seri=l0/0/0
connected, Seri=l0/0/0
connected, SerialdsS0/1
connected, Seri=l0/ 071 I
172.25.3.5, 00:00:02, Serizld/ 0/1
[120/1] wia 172.2%.3.13, 00:00:18, Seri=l0/S1/0
[120/1] wia 172.25%.3.1, 00:00:02, Seriazld/ 0/0
ig directly connected, Seriald/S1/0

is directly connected, Seriald/s1/0

wia 172.25_.3.1, 00:00:02, Seriall/0/0

wia 172.25%_.3.5, 00:00:0Z2, Seri=l0 /071

Seri=ldS1/0

4]

k3

LI T e S

172 .259.3.12/730
172 .25.3.14/32
0.0.0.0/0 [120/1]
[120/1]

[y

RII!

BOEOTRASE
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Se configura una ruta estatica en el router ISP dirigida hacia cada red interna de
las zonas BOGOTA y MEDELLIN, en las cuales las subredes se sumarizan a /22:

ROUTER ISP
ISP(config)#ip route 172.29.4.0 255.255.252.0209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0209.17.220.6

Figura 15. Comando show ip route en router ISP
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®5T5-5-CONFIE_I- Configured rrom console By console m
I5P#show ip route
Codes: L — local, C - connected, S5 - static, R - RIF, M - mobile, B -
BEE

O - EIGRP, EX - EIGREPF externzl, O - QS5PF, IX - OSPF inter area

N1 - O5PF NS55R externzl type 1, HZ - OS5SPF NS5R external type Z

El - OS5PF externzal type 1, EZ - OS5SPF external type Z, E - EGP

i - Is-Is, L1 - I5-IS lewvel-1l, LZ - IS-I5 level-Z, iz - I5-IS
inter area

* — candidate default, U - per-user static route, o - QDR

P - periodic downloaded static route
Gateway of last resort is not set

172_.29.0.0/22 is subnetted, Z subnets

S 172.25.0.0/22 [1/0] wia 205.17.220.6&

172.25.4.0/22 [1/0] wia 205.17.220.2

wvarisbly subnetted, 4 subnets, Z masks

C is directly connected, Serial0d/0/0
L is directly connected, Serial0/0/0
C is directly connected, Serial0d/0/1
L is directly connected, Seriald/0/1 |._|

Se verifica la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas:

Figura 16. Comando show ip route en router Medellinl
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MEDELLINl#show ip route -
Codes: L - local, C - connected, S - static, R - RIF, M - mobile, B - BGP
D - EIGRP, EX - EZIGRE external, O - OSPF, IA - OSEF inter area
N1 - OSDF NSSE external type 1, NZ - OSEF NSSR externsl type Z
E1 - OSPF externsl type 1, E2 - OSPF external type 2, E - EGP
i - IS-I5, Ll - IS-IS level-1, Lz - IS-IS level-%, ia - IS-IF inter area
* - candidate defsult, U - per-user static route, o - ODR
P - pericdiec downloaded static route
L
Gateway of last resort is 203.17_220.1 te netwerk 0.0.0.0
172_25.0.0/16 is varisbly subnetted, 3 subnets, 3 masks
2 172.25.4.0/25 [120/1] wia 172.29.6.2, 00:00:22, Serial0/0/1
2 172.25.4.128/25 [120/1] vis 172.2%.6.10, 00:00:28, Seriald/1/0
[120/1] via 172.25.6.14, 00:00:38, SerizldsLl/1
c 172.29.6.0/30 iz directly connected, Serizl0/0/1
[l L 172.29.6.1/3% iz directly connected, Serizl0/0/1
2 172.29.6.4/30 [120/1] wia 172.29.6.2, 00:00:22, Serial0/0/1
[120/1] wia 172.29.6.10, 00:00:28, Serizlo/1/0
[120/1] wia 172.29.6.14, 00:00:38, Serizld/1/1
c 172.29.6.8/30 is directly connected, Serial0/1/0
L 172.29.6.9/3% is directly connected, Serial0/1/0
c 172.29.6.12/30 is directly connected, Serial0/1/1 |
L 172.29.6.13/32 is direetly connected, Serial0/1/1
209.17.220.0/24 is wariably subnetted, Z subnets, Z masks
c 20%.17.220.0/30 is directly connected, Serial0/0/0
L 20%.17.220.2/3% is directly connected, Serial0/0/0 =
5% 0.0.0.0/0 [1/0] wiz 208.17.220.1
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Figura 17. Comando show ip route en router Medellin2

¥ MEDELLIN 2 =NACN X
Physzical Config CLI Aftributes
—
|05 Command Line Interface
MEDELLINZfshow ip route -
Codes: L - logezl, © - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IZ - OS5EF inter area
W1 - QSEF MS5R external type 1, WZ - O5PF NS55L external type 2
El - OS5PF external type 1, EZ - OSPF externzl type 2, E - EGF
i - IS-I5, Ll - I5-I5 level-l, Lz - I5-I5 level-Z, iz - I5-I5 inter area
* — candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
[
Cateway of last resort is 17Z2.2%.6.1 to network 0.0.0.0
172.259.0.0/1¢ is wariably subnetted, 5 subnets, 3 masks
c 172.29.4.0/25 is directly connected, GigsbitEthernet(/0
L 172.25.4.1/32 is directly connected, GigsbitEthernet(/0
=] 172 259 4 _128/25 [120/1] wvia 17Z2_2%_6.6, 00:00:17, Serial0s0/1
C 172.29.8.0/30 is directly connected, Seri=ld/0/0
L 172.29.8.2/32 is directly connected, Seri=ld/0/0
cC 172.29.6.4/30 is directly connected, Seri=ld/0/1
L 172.29.e.5/32 is directly connected, Serizld/s0/1
B 172.29.8€.8/30 [120/1] wvie 17Z.2%.€.1, 00:00:21, Seri=l0d/0/0
[120/1] wie 172.25.6.&, 00:00:17, Serialds 0/1
=] 172.23_.8.12/30 [120/1] wia 172.25%.8.1, 00:00:21, Serialds0/0 3
[120/1] wia 172.25.6.8, 00:00:17, Serialds0s1
2+ 0.0.0.0/0 [120/1] wia 172.23.&6.1, 00:00:21, Seri=ld/0/0
. . ,
Figura 18. Comando show ip route en router Medellin3
¥ MEDELLIN 3
Physical Config CLI Attributes
—
105 Command Line Interface
Codes: L - loczl, © - conmected, 5 - static, B - RIEF, M - mobile, B - BGE ~
O - EIGRE, E¥ - EIGRP external, O - OSPF, IX - OSPF inter ares
N1 - OS5SPF NS55R external type 1, MZ - O5PF NSS5A externzl type 2
El - OSEF external type 1, EZ - O5SPF external type 2, E - EEP
i - I5-I5, Ll - I5-IS lewel-l, LZ - IS-IS level-Z, iz - IS-IS5 inter zrea
* - candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
|| Gateway of last resocrt is 17Z.Z%.€.5% to network 0.0.0.0
172.25.0.0/1% is wariakly subnetted, 10 subnets, 3 masks
B 172.29.4.0/25 [120/1] wvia 17Z.25.€.5, 00:00:01, Seriall/s1/0
c 172.259.4.128/25 is directly connected, GigabitEthermet0/0
L 172_.25_4_.125/32 is directly connected, GigabitEthernetd/s0
=3 172.25.6.0/30 [120/1] wia 172_.2%.&.%, 00:00:07, Seri=l0/s0/0
[120/1] wvia 172.29.€.13, 00:00:07, Seriali/s0/1
[120/1]1 wia 172.25.€.5, 00:00:01, Serislld 1/s0
c 172_.25.6.4/30 is directly connected, Serisl0/1/0
L 172.259.6.8/32 is directly connected, Serizldys1/0
cC 172.29.8.8/30 i3 directly connected, Serisl0/0/0
L 172_.25%.6.10/32 is directly connected, Serial0/0/0
C 172.259.6.12/30 is directly connected, Seri=ld/0/1
L 172.25.6.14/32 is directly connected, Seri=l0/0/1 £
=hs 0.0.0.0/0 [120/1]1 wia 17Z.29.€.%, 00:00:07, Seriald/s0/0
[120/11 wia 172.29.%€.13, 00:00:07, Serialds0/1 -
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Figura 19. Comando show ip route en router Bogotal

. pOGOTA 1

Physical Config CLI Atftributes
I

105 Command Line Interface

L wELD Naan EalbeElilal LiYEE L, I SER Doon BERCELIET L=

El - OSPF extermzl type 1, EZ - O5PF externzl type 2, E - EGP

i - I5-I5, L1 - IS-IS lewvel-1l, LZ - IS5-I5 level-Z, ia - I5-I5 inter area
* - pandidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is Z05.17.220.5 to network 0.0.0.0

172.25.0.0/1e i3 warisbly subnetted, 9 subnets, 2 masks
TZ.25.0.0/24 [1Z20/1] wia 17Z2.25_3_&, 00:00:11, Serialds1/1
[120/1] wia 172.25_.3_Z, 00:00:11, Serialds1/0
5.1.0/24 [120/1] wia 172_.25.3_.10, 00:00:21, Seri=l0/ 0/1
5.3.0/30 is directly connected, Serizld/sLls0
9.3.1/32 is directly connected, Serizlds1l/0
5.3.4/30 is directly connected, Serizlds l/1
5
=]
=]
=]

w
[

o

-3.5/32 is directly connected, Serial0 1/1

-3.8/30 is directly connected, Seriall 0/1

-3.8/32 is directly connected, Serial0/ 071

-3.12/30 [120/1] wvia 172.2%.3.10, 00:00:21, Seriald/0/1
[120/1] wvis 17Z.29.3.&, 00:00:11, Serizld/1l/1
[120/1] wvis 17Z2.23.3.Z, 00:00:11, Seriszld/1/0

205.17.220.0/24 is warizkly subnetted, I subnets, Z masks

Cc 208_.17_.220.4/30 is directly connected, Seri=l0/0/0

205_.17_.220.68/32 is directly connected, Seri=l0/ 070

5= 0.0.0.0/0 [1/0] wia 205.17.220.5 =
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Figura 20. Comando show ip route en router Bogota2

® BOGOTA 2 = | B |

Physical Caonfig CLI Attributes
I

105 Command Line Interface

BOGOTAZEshow ip route ~
Codes: L - locel, © - connected, 5 - static, B - RIP, M - mobile, B - BGPE

o - EIGRP, EX - EIGRP externzsl, © - 0O5SPF, IZ - OSPF inter area

N1 - OSPF WS5R external type 1, HZ - OS5PF HNSS5Z external type 2

E1l - O5PF externzl type 1, EZ - O5PF externzl type 2, E - EGP

i - I5-I5, L1 - I5-I5 lewel-l, Lz - I5-I5 lewvel-Z, ia — I5-I5 inter area

* — pandidate defzult, U - per-user static route, o — CODR

P - periodic downloaded static route

Cateway of last resort is 172_.2%.3.% to network 0.0.0.0

172 0/18 is wariabkly subnetted, 3 subnets, 3 masks
-0.0/24 [120/1] wi=s 172.23.3.14, 00:00:03, Seriald/ 071

=]
5.1.0/24 is directly connected, GigsbitEthernetds0
]
]

K1 R KX R WD
K1 R KX RO

sl

[

-1.1/32 is directly connected, GigabkitEthernetld/ 0
.3.0/30 [120/1] wi=s 17Z2.29.3.9, 00:00:20, Seris=l0/s0/0
[120/1] wi= 172.23.3.14, 00:00:03, Serizl0/0/1
[120/1] wia 172.23.3.%, 00:00:20, Serial0/s0/0
[120/1] wia 172.23.3.14, 00:00:03, Seriald/0/1
-3.8/30 is directly connected, Serizal0ys0/0

-3.10/32 is directly connected, Serial0/0/0

-3.12/30 is directly connected, Serizl0/0/1

.3.13/32 is directly connected, Serizl0s0/1

[120/1] wvia 17Z.29.3.%, 00:00:20, Seri=los0/0
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Figura 21. Comando show ip route en router Bogota3

¥ BOGOTA 3

Physical Config CLI Aftributes
I

105 Command Line Interface

TOOES T o TOT=ET, G TOMTECCET, o STECIT, ¢ =TT, 1T puiinasm = ey -3 BCE
D — EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
M1 - OSEF MS55R external type 1, NZ2 - OSPF NS552& external type 2
El - OBPF externzl type 1, EZ - O5PF external type 2, E - EGP
i - Is-I5, L1 - I5-I5 level-l, Lz - IS5-I5 level-Z2, iz - IS-IS5 inter ares
* — candidate default, U - per—user static route, o — ODR
P - periodic downloaded static route
Gateway of last resocrt is 172.2%.2.1 to network 0.0.0.0
172 1& is wariskly subnetted, 10 subnets, 3 masks
.0/24 is directly connected, GigakitEthernetls0
.1/32 is directly connected, GigabitEthernet0/0
S0/24 [120/1] wia 172.29.3.13, 00:00:27, Serialds1/0
is directly connected, Seriald/ 070
.2/32 i3 directly connected, Serizl0s0/0
-4/30 is directly connected, Serial0/ 0/1
.8/32 is directly connected, Serial0/0/1
-B/30 [120/1] wia 172.29.3.5, 00:00:08, Serial0/0/1
[120/1] wia 172.25%_3_13, 00:00:27, Serialds1/0
[120/1] wia 172.29.2.1, 00:00:08, Serial0s0/s0
29.3.12/30 is directly connected, Serial0s1/0
289.3.14/32 is directly connected, Serial0/1/0
£0 [120/1]1 wia 172_.25.3.1, 00:00:08, Serizlds 040
[120/1] wia 172.29.23.5, 00:00:08, Serial0s0/1 o
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Se realiza prueba de conectividad de extremo a extremo:

Figura 22. Comando ping en router Bogota2

® BOGOTA 2

Physzical Config CLI Attributez
I

105 Command Line Interface

BOCOTRZEping 205_17_220.5

Type escape sSequence to sbort.
Sending 5, 100-byte ICHPF Echos to 209.17.220.5, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = Z/3/7 ms
BOGOTAZ#ping 205.17.220.2

Type escape sSeguence to abort.

Sending 5, 100-byte ICHMP Echos to 209.17.220.Z, timeout is Z seconds:
Success rate is 100 percent (5/5), round-trip minfavg/max = 3/10/28
ms

BOEOTRZEping 172.23.&6.10

IType escape Seguence to sbort.
Sending 5, 100-byte ICHMP Echos to 172.2%.8.10, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 4/18/38

m

ms
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Se verifica el balanceo de carga y rutas redundantes:

Figura 23. Comando show ip route en router Medellin3

? MEDELLIN 3
Physical Config cL Aftributes
—
105 Command Line Interface
El - OS5PF externzl type 1, EZ - OSPF externzl type Z, E - EEP .
i - I5-I5, Ll - I5-IS level-l, Lz - I5-I5 level-Z, ia - I5-IS
inter area
* — pcandidate default, U - per—-user static route, o - ODR
P - periopdic downloaded static route
Fateway of last resort is 172.23.6.3% to network 0.0.0.0
| 172.23.0.0/1¢€ is wariably subnetted, 10 subnets, 32 masks
=) 172.259.4.0/25 [120/1]1 wis 172.Z5%.€.5, 00:00:21, Serialds1/0
cC 172.259.4.128/25 is directly connected, GigsbitEthernetl/0
L 172.259.4.123/32 is directly connected, GigabitEthernet(/0
= 172 _29.6.0/30 [1Z20/1] wia 172_.25%_.6.5%, 00:00:03, Seriald/s0/0
[120/1] wia 172Z2_.2%_.&.13, 00:00:03, Seri=l0 0,71
[120/1] wia 17Z_Z%.&.5, 00:00:21, Seriald/s1/0
C 172 _29.6.4/30 is directly comnnected, Serialid/s1/0
| L 172.259.8.6/32 is directly connected, Seriald/1l/0
cC 172.259.8.8/30 is directly connected, Seriald/0/0
L 172.259.2.10/32 is directly connected, Serialﬂfﬂfﬂ
c 17 -8.12/30 is directly connected, Serizl0/ 071
L 172.259.8.14/32 is directly connected, Serizl0/ 071
B 0.0.0.0/0 [120/1] wia 17Z_Z%.&£.%, 00:00:03, Seriald/s0/0
[120/1] wia 172._29.6.13, 00:00:03, Seri=sl0 071 =

Figura 24. Comando show ip route en router Bogota3

¥ BOGOTA 3 =)

Physical Config CLI Aftributes
I

105 Command Line Interface

El - OS5PF externzal type 1, EZ - OS5SPF externzl type 2, E - EEF .

i - Is-I5, L1 - I5-I5 level-l, LZ - IS-IS level-2, ia - IS-IS
inter area

* — rpandidate default, U - per-user sStatic route, o — ODR

P - periocdic downloaded static route

Fateway of last rescort is 172.25%.3.1 to network 0.0.0.0

| 172.25.0.0/1%e is wariably subnetted, 10 subnets, 3 masks

c 172.25%.0.0/24 is directly connected, GigabitEthernetds0

L 172.29.0.1/32 is directly connected, GigabitEthermetl/ 0

=) 172.29.1.0/24 [120/1] wis 172.25.3.13, 00:00:15%, Seri=l0/1/0
c 172.29.3.0/30 is directly connected, Seriald/0/0

L 172_.2%_3_2/3Z2 is directly connected, Seriald/0/0

c 172.25%.3.4/30 is directly connected, Seriald/0/1

L 172.29.3.6/32 is directly connected, Serizl0/0/1

=) 172.29.3.8/30 [120/1] wis 172.25.3.5, 00:00:13, Seriazl0ds 0/1

[120/1] wia 172.25.3.13, 00:00:15%, Serial0/1ls0
[120/1] wia 17Z2.29.3.1, 00:00:13, Seriald /0,70
172.2%_.3.12/30 is directly connected, Seri=zl0s1/0
L 172.25%.3.14/32 is directly connected, Seri=zl0s1/70
A0 [120/11 wie 172.25.3.1, 00:00:13, Serial0s0/0
[120/1]1 wia 172.25.3.5, 00:00:12, Seri=al0/0/1

m
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Se realiza la configuracién de autenticacion PAT en el enlace MEDELLIN1 con el
ISP:

ROUTER ISP

ISP(config)#username MEDELLIN1 password cisco

ISP (config)#interface serial 0/0/0
ISP(config-if)#encapsulation ppp

ISP (config-if)y#ppp authentication pap

ISP (config-if)#ppp pap sent-username ISP password cisco

ROUTER MEDELLIN1

MEDELLIN1(config)#username ISP password cisco
MEDELLIN1(config)#interface serial 0/0/0
MEDELLIN1(config-ify#encapsulation ppp

MEDELLIN1(config-if)y#ppp authentication pap

MEDELLIN1(config-if)#ppp pap sent-username MEDELLIN1 password cisco

Figura 25. Comando ping desde router ISP

Phy=sical Config CLI Aftributes
|

0% Command Line Interface

ISPiping 205.17_Z220.2 -

Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.Z20.2Z, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/3/15 ms

ISPE

Figura 26. Comando ping desde router Medellinl

B MEDELLIN 1 o | B et

Phy=ical Config CLI Aftributes
|

0% Command Line Interface

MEDELLIMl¢ping 209.17.220_.1 "

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17_.220.1, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

MEDELLINI1§
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Se realiza la configuracion de autenticacion CHAT en el enlace BOGOTAL con el
ISP:

ROUTER ISP

ISP(config)#username BOGOTAL password cisco
ISP(config)#interface serial 0/0/1
ISP(config-if)#encapsulation ppp

ISP (config-if)y#ppp authentication chap

Figura 27. Comando ping desde router Bogotal

¥ BOGOTA 1 BN

Phy=ical Config CL Afttributes
|

105 Command Line Interface

BOGOIRLEping 205.17.220.5 F

Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.5, timeocut is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/17 ms

BOGOTRLE

Figura 28. Comando ping desde router ISP

B 5P =

Physica Config CL Aftributes
I

0% Command Line Interface

I5Pfping 209.17_.220.4 -

Type escape sSegquence to abort.
Sending 5, 100-byte ICMP Echos to 20%9.17_220.&, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4,/19 ms

ISEE

Se configura MEDELLI'I\JZ como servidor DHCP para las redes LAN de
MEDELLIN2 y MEDELLIN3, para lo cual ademas se habilito en el router
MEDELLIN3 el paso de los mensajes broadcast hacia la IP del router Medellin2:

ROUTER MEDELLIN2
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.6
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.134
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MEDELLINZ2(config)#ip dhcp pool MEDELLIN2
MEDELLIN2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.1
MEDELLINZ2(dhcp-config)#exit

MEDELLINZ2(config)#ip dhcp pool MEDELLIN3
MEDELLIN2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.129

ROUTER MEDELLIN3
MEDELLIN3(config)#interface gigabitEthernet 0/0
MEDELLIN3(config-if)#ip helper-address 172.29.6.5

Se habilita DHCP en los PCs de las dos redes comprobando que reciben
direccionamiento IP y se hace ping de PC a PC:

Figura 29. Habilitar DHCP en PC-Medellin2

? PC-Medellin 2
Phy=ical Config Dezktop Programming Aftributes
—
@ DHCP () Static
IP Address 172.20.47
Subnet Mask 255 255255 128
| Default Gateway 1722841
DNS Server 0.0.0.0

Figura 30. Habilitar DHCP en PC-Medellin3

? PC-Medellin 3
Phys=ical Config Dezktop Programming Aftributes
@ DHCP () Static
IP Address 17229 .4 135
Subnet Mask 255 255 255 128
| Default Gateway 172.29.4.125
DNS Server 0.0.0.0
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Figura 31. Comando ping desde PC-Medellin2

® PC-Medellin 2

Physical Config Deskiop Programming Aftributes

Command Prompt

o

Cohwping 172.25%.4_135

Pinging 172.2%.4_.135 with 32 bytes of data:

2 time=Zms TIL=1Z&
time=lms TITL=1Z&
time=3ms TIL=12Z&G

2 time=lms TIL=1Z&

Se configura BOGOTA2 como servidor DHCP para las redes LAN de BOGOTA2 y
BOGOTAS3, para lo cual ademas se habilitd en el router BOGOTAS3 el paso de los
mensajes broadcast hacia la IP del router BOGOTAZ:

ROUTER BOGOTA2

BOGOTA2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.6
BOGOTA2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.6
BOGOTA2(config)#ip dhcp pool BOGOTA2
BOGOTA2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.1.1
BOGOTA2(dhcp-config)#exit

BOGOTA2(config)#ip dhcp pool BOGOTA3
BOGOTA2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.0.1

ROUTER BOGOTAS3
BOGOTA3(config)#interface gigabitEthernet 0/0
BOGOTA3(config-if)#ip helper-address 172.29.3.13

Se habilita DHCP en los PCs de las dos redes comprobando que reciben
direccionamiento IP y se hace ping de PC a PC:

41



Figura 32. Habilitar DHCP en PC-BogotaZ2

? PC-Bogota 2
Phy=ical Config Dezktop Programming Attributes
]

@ DHCP Static
IP Address 1722917
Subnet Mask 2552552550
Default Gateway 172.29.1.1
DNS Server 0.0.0.0

Figura 33. Habilitar DHCP en PC-Bogota3

¥ PC-Bogota 3
Physical Config Deskiop Programming Attributes
|

@ DHCP Static
IP Address 172.29.0.7
Subnet Mask 255 255 2550
Default Gateway 172.29.0.1
DMNS Server 0.0.0.0

Figura 34. Comando ping desde PC-Bogota2

? PC-Bogota 2

Programming Attributes

Physical Config

Command Prompt
C:h»ping 17
Pinging 172
1y £
time=lms TTIL~1Z&

Ping statistics
Packets: Sent = Received = 4, Lost 0 (0% loss),

Approximate round trip times in milli-seco
Minimum = 1ms, Maximum = 10ms, bLverage
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Se realiza ping exitoso desde PC BOGOTA2 a PC MEDELLINZ1:

Figura 35. Comando ping desde PC-Bogota2

¥ PC-Bogota 2

Physical Config Desktop Programming Aftributes
]

Command Prompt

C-\>ping 172_25_4_7
Pinging 172.29%_4_7 with 32 bytes

uest timed out.

bpproximate r
Minimum = 13ms,

Se realiza ping exitoso desde PC MEDELLIN3 a PC BOGOTAS3:

Figura 36. Comando ping desde PC-Medellin3

¥ pC-Medellin 3

Physical Config Desktop Programming Attributes
]

Command Prompt
C:\»ping 1

Pinging 172.23.0.7 with 3Z bytes of data:

ed = 4, Lost
Approximate round tr times in milli-se
Minimum = l14ms, Maximim = 15ms, Averat

Se procede a configurar PAT mediante NAT en el router MEDELLIN1 indicando
las interfaces de entrada y de salida:

ROUTER MEDELLIN1
MEDELLIN1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN1(config)#ip nat inside source list 1 interface serial 0/0/0 overload
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MEDELLIN1(config)#interface serial 0/0/0
MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-if)#interface serial 0/0/1
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface serial 0/1/0
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface serial 0/1/1
MEDELLIN1(config-if)#ip nat inside

Se realiza ping desde el PC MEDELLIN3 hasta el router ISP:

Figura 37. Comando ping desde PC-Medellin3

¥ PC-Medellin 3 @ " &

Physical Config Desktop Programming Attributes
|

Approximate round trip times in milli-
Minimmm = 5ms, Maximm = 15ms,

Se ejecuta el comando show ip nat translations observando que la IP de PC

MEDELLINS se traduce a la IP de MEDELLINZ1:

Figura 38. Comando show ip nat translations desde router Medellinl

¥ MEDELLIN 1

Phy=ical Config CL Attributes
I

105 Command Line Interface

cd

MEDELLINl1g#show ip nat translations

Pro Inside globkal Inside local Cutside local

icmp Z05.17.ZZ0.Z:10 172.29.4.135:10 205.17.2Z0.1:10
icmp Z05.17.ZZ0.Z:11 172.29.4.135:11 205.17.22Z0.1:11
icmp ZO09.17.ZZ0.Z:1Z2 172.29.4.135:12 205.17.2Z0.1:12
iemp 209.17.220.2:9 172.29.4.135:3 208.17.220.1:3

MEDELLIN1E

Cutside global
205.17.
205.17.
205.17.
208.17.

0.1:10
-1:11
21:1z
-1:%8

I T
LI T

[ I s |
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Proceda a configurar PAT mediante NAT en el router BOGOTAL indicando las
interfaces de entrada y de salida:

ROUTER BOGOTA1

BOGOTA1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTAIL(config)#ip nat inside source list 1 interface serial 0/0/0 overload
BOGOTAI1(config)#interface serial 0/0/0
BOGOTAI1(config-if)#ip nat outside
BOGOTA1(config-if)#interface serial 0/0/1
BOGOTAIL(config-if)#ip nat inside
BOGOTA1(config-if)#interface serial 0/1/0
BOGOTAIL(config-if)#ip nat inside
BOGOTAI1(config-if)#interface serial 0/1/1
BOGOTAL(config-if)#ip nat inside

Se realiza ping desde el PC BOGOTAZ2 hasta el router ISP:

Figura 39. Comando ping desde PC-Bogota2

& PC-Bogota 2

Phy=ical Config Deskiop Programming Attributes

.5 with 3Z bytes of data:

time=1lms TIL=Z53
time=1lma TTIL—=
time=11ma TTIL—=

12 time=tms TIL=Z53

5
5
5:
5

[
o

Ping statisticsa for
Packets: Sent = !

Epproximate round trip times in milli-seconds:
Minimim = 5Sms, Maximm = llms,

Se ejecuta el comando show ip nat translations observando que la IP de PC
BOGOTAZ se traduce a la IP de BOGOTAL:
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Figura 40. Comando show ip nat translations desde router Bogotal

BOGOTA 1 I S
Physical Config CL Attributes

—

105 Command Line Interface

BOEOTAlEshow ip nmat translations -
Pro Inside global Inside local Cutside loca Cutside global |
jcmp 209.17.220.6:13 172.259.1.7:13 209.17.220.5:13 Z09.17.220.5:13
icmp 209.17.220.6:14 172.259.1.7:14 205_17.220.5:14 Z09.17.220.5:14
jomp 209.17.220.6:15 172.259.1.7:15 209.17.220.5:15 Z059.17.220.5:15
jcmp 209.17.220_.6:16 172.29.1.7:1¢ 208_.17.220_.5:18 Z059.17.220.5:1¢
BOEOTALE

Se realiza ping desde PC MEDELLIN3 a PC BOGOTAS el cual falla como es
esperado, debido a la configuracién realizada anteriormente con NAT y PAT:

Figura 41. Comando ping desde PC-Medellin3

B pC-Medellin 3

Physical

Command Prompt

-

C:\»ping 172_25.0_.7

Pinging

De

Config Desktop
|

Programming Afttributes

7 with 32 bytes of data:

{100% loss),

Se presenta el contenido del archivo de configuracion activo en todos los

dispositivos mediante el comando show running-config:

ROUTER ISP
ISP#show running-config
Building configuration...

Current configuration : 1235 bytes
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version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname ISP
|

enable secret 5 $1$mERr$9cTjUIEQNGurQiFU.ZeCil
!

no ip cef

no ipvé6 cef

!

username BOGOTAL password 7 0822455D0A16
username MEDELLIN1 password 7 0822455D0A16

!

license udi pid CISCO1941/K9 sn FTX152422SP-
|

spanning-tree mode pvst

|

interface GigabitEthernet0/0

no ip address

duplex auto

speed auto

shutdown

|

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

ip address 209.17.220.1 255.255.255.252
encapsulation ppp

ppp authentication pap

ppp pap sent-username ISP password O cisco
clock rate 2000000

|

interface Serial0/0/1

ip address 209.17.220.5 255.255.255.252
encapsulation ppp

ppp authentication chap

clock rate 2000000

|

interface Vlanl
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no ip address

shutdown

!

ip classless

ip route 172.29.4.0 255.255.252.0209.17.220.2
ip route 172.29.0.0 255.255.252.0209.17.220.6
|

ip flow-export version 9
|

banner motd ~“CSolo personal autorizado”C
!

line con 0

password 7 0822455D0A16

login

!

line aux O

!

line vty 0 4

password 7 0822455D0A16

login

!

end

ISP#

ROUTER MEDELLIN1
MEDELLIN1#show running-config
Building configuration...

Current configuration : 1631 bytes
|

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname MEDELLIN1
I

enable secret 5 $1$MERr$9cTJUIEqQNGuUrQiFU.ZeCil
!

no ip cef

no ipv6 cef

!

username ISP password 7 0822455D0A16
|

license udi pid CISC0O1941/K9 sn FTX15240XQT-
I
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spanning-tree mode pvst

|

interface GigabitEthernet0/0

no ip address

duplex auto

speed auto

shutdown

|

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

description Conexion a ISP

ip address 209.17.220.2 255.255.255.252
encapsulation ppp

ppp authentication pap

ppp pap sent-username MEDELLIN1 password O cisco
ip nat outside

|

interface Serial0/0/1

description Conexion a MEDELLIN 2

ip address 172.29.6.1 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Serial0/1/0

description Conexion a MEDELLIN 3

ip address 172.29.6.9 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Serial0/1/1

description Conexion a MEDELLIN 3

ip address 172.29.6.13 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router rip
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version 2

network 172.29.0.0

default-information originate

no auto-summary

|

ip nat inside source list 1 interface Serial0/0/0 overload
ip classless

ip route 0.0.0.0 0.0.0.0 209.17.220.1

|

ip flow-export version 9
|

access-list 1 permit 172.29.4.0 0.0.3.255
|

banner motd ~“CSolo personal autorizadoC
!

line con 0

password 7 0822455D0A16

login

!

line aux O

!

line vty 0 4

password 7 0822455D0A16

login

!

end

MEDELLIN1#

ROUTER MEDELLIN2
MEDELLIN2#show running-config
Building configuration...

Current configuration : 1321 bytes
|

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname MEDELLINZ2
I

enable secret 5 $1$mMERr$9cTjUIEqQNGurQiFU.ZeCil
!

ip dhcp excluded-address 172.29.4.1 172.29.4.6
ip dhcp excluded-address 172.29.4.129 172.29.4.134
!
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ip dhcp pool MEDELLIN2

network 172.29.4.0 255.255.255.128
default-router 172.29.4.1

ip dhcp pool MEDELLIN3

network 172.29.4.128 255.255.255.128
default-router 172.29.4.129

!

no ip cef

no ipvé6 cef

!

license udi pid CISC01941/K9 sn FTX152481BM-
!

spanning-tree mode pvst

!

interface GigabitEthernet0/0

ip address 172.29.4.1 255.255.255.128
duplex auto

speed auto

!

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

description Conexion a MEDELLIN1

ip address 172.29.6.2 255.255.255.252
!

interface Serial0/0/1

description Conexion a MEDELLIN3

ip address 172.29.6.5 255.255.255.252
clock rate 2000000

!

interface Vlanl

no ip address

shutdown

!

router rip

version 2

network 172.29.0.0

no auto-summary

|

ip classless
|
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ip flow-export version 9
|

banner motd ~“CSolo personal autorizado”C
!

line con 0

password 7 0822455D0A16

login

!

line aux 0

!

line vty 0 4

password 7 0822455D0A16

login

!

end

MEDELLIN2#

ROUTER MEDELLIN3
MEDELLIN3#show running-config
Building configuration...

Current configuration : 1256 bytes
|

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname MEDELLIN3
I

enable secret 5 $1$mERr$9cTjUIEQNGurQiFU.ZeCil
!

no ip cef

no ipvé6 cef

!

license udi pid CISC01941/K9 sn FTX1524AN0Z-
!

spanning-tree mode pvst

!

interface GigabitEthernet0/0

description Conexion a LAN

ip address 172.29.4.129 255.255.255.128

ip helper-address 172.29.6.5

duplex auto

speed auto
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interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

description Conexion a MEDELLIN 1

ip address 172.29.6.10 255.255.255.252
|

interface Serial0/0/1

description Conexion a MEDELLIN1

ip address 172.29.6.14 255.255.255.252
|

interface Serial0/1/0

description Conexion a MEDELLIN2
ip address 172.29.6.6 255.255.255.252
I

interface Serial0/1/1

no ip address

clock rate 2000000

shutdown

I

interface Vlanl

no ip address

shutdown

I

router rip

version 2

network 172.29.0.0

no auto-summary

I

ip classless
|

ip flow-export version 9
|

banner motd ~“CSolo personal autorizadoC
|

line con 0

password 7 0822455D0A16
login

I

line aux O
I

iine vty 0 4
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password 7 0822455D0A16
login

!

end

MEDELLIN3#

ROUTER BOGOTAL1
BOGOTA1#show running-config

Building configuration...
Current configuration : 1573 bytes
|

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname BOGOTA1
I

enable secret 5 $1$mMERr$9cTJUIEQNGuUrQiFU.ZeCil
!

no ip cef

no ipv6 cef

!

username ISP password 7 0822455D0A16
|

iicense udi pid CISCO1941/K9 sn FTX1524TG3lI-
|

spanning-tree mode pvst

|

interface GigabitEthernet0/0
no ip address

duplex auto

speed auto

shutdown

|

interface GigabitEthernet0/1
no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0
description Conexion a ISP
ip address 209.17.220.6 255.255.255.252
encapsulation ppp
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ppp authentication chap

ip nat outside

|

interface Serial0/0/1

description Conexion a BOGOTA 2

ip address 172.29.3.9 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Serial0/1/0

description Conexion a BOGOTA 3

ip address 172.29.3.1 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Serial0/1/1

description Conexion a BOGOTA 3

ip address 172.29.3.5 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router rip

version 2

network 172.29.0.0

default-information originate

no auto-summary

|

ip nat inside source list 1 interface Serial0/0/0 overload
ip classless

ip route 0.0.0.0 0.0.0.0 209.17.220.5

|

ip flow-export version 9

!

access-list 1 permit 172.29.0.0 0.0.3.255
|

banner motd ~“CSolo personal autorizadoC
|

line con O

password 7 0822455D0A16
login

!
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line aux O

!

line vty 0 4

password 7 0822455D0A16
login

!

end

BOGOTA1#

ROUTER BOGOTA2
BOGOTA2#show running-config
Building configuration...

Current configuration : 1329 bytes
|

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname BOGOTA2
|

enable secret 5 $1$mERr$9cTjUIEQNGurQiFU.ZeCil
!

ip dhcp excluded-address 172.29.1.1172.29.1.6

ip dhcp excluded-address 172.29.0.1172.29.0.6

|

ip dhcp pool BOGOTA2

network 172.29.1.0 255.255.255.0
default-router 172.29.1.1

ip dhcp pool BOGOTA3

network 172.29.0.0 255.255.255.0
default-router 172.29.0.1

|

no ip cef

no ipvé6 cef

|

license udi pid CISC0O1941/K9 sn FTX15241MZE-
|

spanning-tree mode pvst

|

interface GigabitEthernet0/0
description Conexion a LAN

ip address 172.29.1.1 255.255.255.0
duplex auto

speed auto
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interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

description Conexion a BOGOTA 1
ip address 172.29.3.10 255.255.255.252
|

interface Serial0/0/1

description Conexion a BOGOTA 3
ip address 172.29.3.13 255.255.255.252
clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router rip

version 2

network 172.29.0.0

no auto-summary

|

ip classless
|

ip flow-export version 9
|

banner motd ~“CSolo personal autorizadoC
!

line con 0

password 7 0822455D0A16
login

!

line aux O

!

line vty 0 4

password 7 0822455D0A16
login

!

end

BOGOTA2#
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ROUTER BOGOTA3
BOGOTA3#show running-config
Building configuration...

Current configuration : 1246 bytes
|

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname BOGOTAS3
|

énable secret 5 $1$MERr$9cTjUIEQNGuUrQiFU.ZeCil
!no ip cef

'no ipv6 cef

iicense udi pid CISC0O1941/K9 sn FTX152411EE-

|

;s,panning-tree mode pvst

interface GigabitEthernet0/0
description Conexion a LAN

ip address 172.29.0.1 255.255.255.0
ip helper-address 172.29.3.13
duplex auto

speed auto

|

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

description Conexion a BOGOTA 1
ip address 172.29.3.2 255.255.255.252
|

interface Serial0/0/1

description Conexion a BOGOTA 1

ip address 172.29.3.6 255.255.255.252

|

interface Serial0/1/0

description Conexion a BOGOTA 2

ip address 172.29.3.14 255.255.255.252
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interface Serial0/1/1
no ip address
clock rate 2000000
shutdown

I

interface Vlanl

no ip address
shutdown

|

router rip

version 2

network 172.29.0.0
no auto-summary

I

ip classless
|

ip flow-export version 9
|

banner motd ~“CSolo personal autorizadoC
!

line con 0

password 7 0822455D0A16
login

!

line aux O

!

line vty 0 4

password 7 0822455D0A16
login

!

end

BOGOTA3#
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2. ESCENARIO 2

Escenario: Una empresa de Tecnhologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogotd y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual deberé configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Figura 42. Topologia de red escenario 2

209.165.200.230

Fo/

Buenos Aires

Direccionamiento
30 192.168.30.0/24

Nombre
Administracién

40 192.168.40.0/24

Mercadeo

192.168.200.0/24

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

192.168.99.3

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario

Tabla 2. Direccionamiento IP de los dispositivos

. . . 2 Mascara de Gateway
Dispositivo Interfaz Direccion IP subred predeterminado

R1 G0/1 192.168.99.1 255.255.255.0 N/A
S0/0/0 172.31.21.1 255.255.255.252 N/A
R2 S0/0/1 172.31.21.2 255.255.255.252 N/A
S/0/0/0 172.31.23.1 255.255.255.252 N/A

LoO 10.10.10.10 255.255.255.252 | N/A

GO0/0 209.165.200.224 | 255.255.255.248
R3 S0/0/1 172.31.23.2 255.255.255.252 | N/A
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Tabla 2. (Continuacién)

Lo4 192.168.4.1 255.255.255.0 N/A
Lo5 192.168.5.1 255.255.255.0 N/A
Lo6 192.168.6.1 255.255.255.0 N/A
PC-A NIC DHCP DHCP DHCP
PC-C NIC DHCP DHCP DHCP
PC INTERNET | NIC 209.165.200.230 | 255.255.255.248 | 209.165.200.255

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Tabla 3. OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Verificar informaciéon de OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el

costo de cada interface

Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en switches acorde a topologia de red.

4. En el switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

7. Implement DHCP and NAT for IPv4
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8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estéticas.

Tabla 4. Interfaces de los routers que no necesitan desactivacion

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir tréfico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

DESARROLLO
Se configura direccionamiento de la PC Internet:

Figura 43. Habilitar DHCP en PC Internet

B PC Internet A YT B

Physzical Config Desktop Programming Atftributes

Interface | FastEthernetd
IP Configuration

DHCP @ Static

IP Address 209.165.200.230
Subnet Mask 255.255.255.245
Default Gateway 209.165.200.225
DNS Server 0.0.0.0
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Se realiza las configuraciones basicas al router R1, configuracion de la interfaz
serial y la ruta por defecto

ROUTER 1 BOGOTA

Router>enable

Router#configure terminal

Router(config)#hostname BOGOTA
BOGOTA(config)#no ip domain-lookup
BOGOTA(config)#enable secret class
BOGOTA(config)#line console 0
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#exit

BOGOTA(config)#line vty 0 4
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#exit

BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd "Solo personal autorizado”
BOGOTA(config)#interface serial 0/0/0
BOGOTA(config-if)#description Conexion a R2 MIAMI
BOGOTA(config-if)#ip address 172.31.21.1 255.255.255.252
BOGOTA(config-if)#clock rate 128000
BOGOTA(config-ify#no shutdown
BOGOTA(config-if)#exit

BOGOTA(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

Se realiza las configuraciones bésicas al router R2, configuracion de las interfaces
seriales, LAN y la ruta por defecto:

ROUTER 2 MIAMI

Router>enable

Router#configure terminal
Router(config)#hostname MIAMI
MIAMI(config)#no ip domain-lookup
MIAMI(config)#enable secret class
MIAMI(config)#line console 0
MIAMI(config-line)#password cisco
MIAMI(config-line)#login
MIAMI(config-line)#line vty 0 4
MIAMI(config-line)#password cisco
MIAMI(config-line)#login
MIAMI(config-line)#exit
MIAMI(config)#service password-encryption
MIAMI(config)#banner motd "Solo personal autorizado”
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MIAMI(config)#interface serial 0/0/1
MIAMI(config-if)#description Conexion a R1 BOGOTA
MIAMI(config-if)#ip address 172.31.21.2 255.255.255.252
MIAMI(config-if)y#no shutdown

MIAMI(config-if)#interface serial 0/0/0
MIAMI(config-if)#description Conexion a R3 BUENOS AIRES
MIAMI(config-if)#ip address 172.31.23.1 255.255.255.252
MIAMI(config-if)#no shutdown

MIAMI(config-if)#exit

MIAMI(config)#interface gigabitEthernet 0/0
MIAMI(config-if)#description Conexion a Internet
MIAMI(config-if)#ip address 209.165.200.225 255.255.255.248
MIAMI(config-if)y#no shutdown

MIAMI(config-if)#exit

MIAMI(config)#interface gigabitEthernet 0/1
MIAMI(config-if)#ip address 10.10.10.1 255.255.255.0
MIAMI(config-if)y#no shutdown

MIAMI(config-if)#description Conexion a WEB SERVER
MIAMI(config)#ip route 0.0.0.0 0.0.0.0 gigabitEthernet 0/0

Se realiza las configuraciones IP al servidor web:

Figura 44. Configuracion IP de Web Server

Physical Config Services Desktop Programming Attributes

") DHCP @ Static -
IP Address 10.10.10.10
Subnet Mask 255.255.255.0
Default Gateway 1010104
DNS Server 0.0.0.0
IPwE Configuration
_) DHCP ) Autoe Config @ Static
IPvE Address !
Link Local Address FE&0::20B:BEFF:FE36:9A37
IPvE Gateway i

IPvE DMS Server

802.1X

[7] use 802.1X Security
Authentication MD5
Username

Password

I
H [ wop
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Se realiza las configuraciones basicas al router R3, configuracion de las interfaces
serial, loopback y la ruta por defecto:

ROUTER 3 BUENOS AIRES

Router>enable

Router#configure terminal

Router(config)#hostname BUENOS_AIRES
BUENOS_AIRES(config)#no ip domain-lookup
BUENOS_AIRES(config)#enable secret class
BUENOS_AIRES(config)#line console 0
BUENOS_AIRES(config-line)#password cisco
BUENOS_AIRES(config-line)#login
BUENOS_AIRES(config-line)#line vty 0 4
BUENOS_AIRES(config-line)#password cisco
BUENOS_AIRES(config-line)#login
BUENOS_AIRES(config-line)#exit
BUENOS_AIRES(config)#service password-encryption
BUENOS_AIRES(config)#banner motd "Solo personal autorizado”
BUENOS_AIRES(config)#interface Serial 0/0/1
BUENOS_AIRES(config-if)#Description Conexion a R2 MIAMI
BUENOS_AIRES(config-if)#ip address 172.31.23.2 255.255.255.252
BUENOS_AIRES(config-if)#exit
BUENOS_AIRES(config)#interface loopback 4
BUENOS_AIRES(config-if)#ip address 192.168.4.1 255.255.255.0
BUENOS_AIRES(config-if)#no shutdown
BUENOS_AIRES(config-if)#interface loopback 5
BUENOS_AIRES(config-if)#ip address 192.168.5.1 255.255.255.0
BUENOS_AIRES(config-if)#no shutdown
BUENOS_AIRES(config-if)#interface loopback 6
BUENOS_AIRES(config-if)#ip address 192.168.6.1 255.255.255.0
BUENOS_AIRES(config-if)#no shutdown
BUENOS_AIRES(config-if)#exit

BUENOS_AIRES(config)#ip route 0.0.0.0 0.0.0.0 serial 0/0/1

Se realiza las configuraciones basicas al switch S1:

SWITCH S1

Switch>enable
Switch#configure terminal
Switch(config)#hostname S1
S1(config)#no ip domain-lookup
S1(config)#enable secret class
S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login
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S1(config-line)#line vty 0 4
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd "Solo personal autorizado"

Se realiza las configuraciones basicas al switch S3:

SWITCH S3

Switch>enable

Switch#configure terminal
Switch(config)#hostname S3
S3(config)#no ip domain-lookup
S3(config)#enable secret class
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd "Solo personal autorizado”

Se presenta la topologia realizada hasta el momento:

Figura 45. Topologia de red
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Se realiza la comprobacion de conectividad exitosa de R1 (BOGOTA) a R2
(MIAMI):

Figura 46. Ping desde router R1
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|
I0% Command Line Interface
BOGOTAfping 172.31.21.2 -~

Type escape seguence to asbort.
Sending 5, 100-byte ICHP Echos to 172.31.21.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/5 ms

BOGOTAE

Se realiza la comprobacion de conectividad exitosa de R2 (MIAMI) a R3 (BUENOS
AIRES):

Figura 47. Ping desde router R2
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MIEMI#ping 172.31.23.2 R

Type escape segquence to sbort.
Sending 5, 100-byte ICMPE Echos to 172.31.23.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfevg/mex = 1/1/Z ms

MIEMT#

Se realiza la comprobacion de conectividad exitosa de PC Internet a su puerta de
enlace:
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Figura 48. Ping desde PC Internet

¥ PC Internet
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Approximate round trip times in milli-—seconds:
Minimm = 0Oms, Maximm = 13ms, Average

Se realiza la comprobacion de conectividad exitosa del servidor web a la puerta de
enlace de PC Internet:

Figura 49. Ping desde Web Server
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Ping statistics for Z209_165_Z200_Z2

Approximate round trip times
Minimum = 0Oms, Maximum = :
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Se crea VLANS, puertos troncales, puertos de acceso, Inter-VLAN Routing en el
switch S1:

SWITCH S1

S1(config)#vlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)#exit

S1(config)#vlan 40

S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit

S1(config)#vlan 200

S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit

S1(config)#interface vlan 200
S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#interface fastEthernet 0/3
S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit

S1(config)#interface range f0/1-2, f0/4-23, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#exit
S1(config)#interface range f0/2, f0/4-23, g0/1-2
S1(config-if-range)#shutdown
S1(config-if-range)#exit
S1(config)#interface fastEthernet 0/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config)#interface fastEthernet 0/24
S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1

Se ejecuta el comando show vlan brief en el switch con el cual se puede

determinar el tipo de asignacion y pertenencia de VLAN para todos los puertos del
switch:
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Figura 50. Comando show vlan brief en switch S1
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Sl§show vlan brief

VLAN Name Status Ports

1 default active Fa0/2, Fal/d4, Fal/5
Fa0/8

Fa0/7, Fa0/8, Fal/3
Fa0/10

Fa0/11, Fa0/1Z,
Fa0/13, Fad/l4

Fa0/15, Fa0/1§,
Fa0/17, Fa0/18

Fa0/13, Fa0/z0,
Fa0/21, Fal/zz

Fa0/23, Fa0/24,

Gig0sl, Gigds2

Fad/1

nhhnnNAD
N
A
Gooodod o od o

1005 trnet-default
S1g e

Se crea VLANS, puertos troncales, puertos de acceso, Inter-VLAN Routing en el
switch S3:

SWITCH S3

S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#exit

S3(config)#vlan 40

S3(config-vlan)#name Mercadeo
S3(config-vlan)#exit

S3(config)#vlan 200

S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#interface vlan 200

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)y#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#interface f0/3
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#exit

S3(config)#interface range f0/1-2, f0/4-24, g0/1-2
S3(config-if-range)#switchport mode access
S3(config-if-range)#exit

S3(config)#interface range f0/2, f0/4-24, g0/1-2
S3(config-if-range)#shutdown
S3(config-if-range)#exit
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S3(config)#interface fastEthernet 0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vian 40

Figura 51. Comando show vlan brief en switch S3
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S3#show vlan brief -

VLAN Name Status Borts

1 default active Fa0/Z, FaD/4, Fa0/5,
Fa0/§

Fa0/7, Falj8, Fz0/3,
Fa0/10

Fa0/11, Fa0/1z,
Fa0/13, Fa0/14

Fa0/15, Fad/lg,
Fa0/17, Fa0/18

Fa0/13, Fad/zd,

Fal/2l, FaD/2Z

FaO/23, Fa0/24,

active Fa0/1

Se realiza encapsulamiento en el router 1 (BOGOTA):

ROUTER 1 BOGOTA

BOGOTA(config)#interface gigabitEthernet 0/0.30
BOGOTA(config-subif)#description LAN Administracion
BOGOTA(config-subify#encapsulation dot1Q 30
BOGOTA(config-subif)#ip address 192.168.30.1 255.255.255.0
BOGOTA(config-subif)#exit

BOGOTA(config)#interface gigabitEthernet 0/0.40
BOGOTA(config-subif)#description LAN Mercadeo
BOGOTA(config-subif)#encapsulation dot1Q 40
BOGOTA(config-subif)#ip address 192.168.40.1 255.255.255.0
BOGOTA(config-subif)#exit

BOGOTA(config)#interface gigabitEthernet 0/0.200
BOGOTA(config-subif)y#encapsulation dot1Q 200
BOGOTA(config-subif)#ip address 192.168.99.1 255.255.255.0
BOGOTA(config-subif)#description LAN Mantenimiento
BOGOTA(config-subif)#exit

BOGOTA(config)#interface gigabitEthernet 0/0
BOGOTA(config-ify#no shutdown

Se comprueba la conectividad de las configuraciones realizadas anteriormente
obteniéndose un resultado exitoso:
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Figura 52. Comando ping desde switch S1
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Slfping 192.168.99.1

Type escape seguence to sbort.
Sending 5, 100-byte ICHMP Echos to 152.188.35.1,

Success rate is 100 percent (5/5),

Sl$ping 192.168.30.1

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 132.168.30.1,

Success rate is 100 percent (5/5),

Sl¢ping 192.168.40.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 152.1&68.40.1,

Success rate is 100 percent (5/5),

round-trip min/avg/max = 0/0/1 ms

round-trip min/avg/max = 0/4/21 ms

round-trip min/avg/max = 0/0/1 ms

timecut is 2 seconds:

timecut is Z seconds:

timecut is Z seconds:

Figura 53. Comando ping desde switch S3

S3¢ping 192.168.30.1

Type escape sequence to abort.
Sending 5,

Success rate iz 100 percent (5/5),

S3¢ping 192.168.40.1
Type escape sSequence to abort.
Sending 5,

Success rate is 100 percent

S3f

100-byte ICMP Echos to 1592 _168.30.1,

round-trip minfavg/max = 0/2/3 ms

100-byte ICMF Echos to 132_.165.40.1,

(5/5), round-trip minfavg/max = 0/1/3 ms
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53¢ping 192.168.93.1 -
Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echos to 13Z2.1€8.59.1, timecut is Z seconds:
rrrrs
Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/3 ms

timeout is 2 seconds:

timecut is Z seconds:

Se configura el protocolo de enrutamiento OSPFv2 en router 1 (BOGOTA):

ROUTER 1 BOGOTA
BOGOTA#configure terminal
BOGOTA(config)#router ospf 1
BOGOTA(config-router)#router-id 1.1.1.1

BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area 0
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BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area0
BOGOTA(config-router)#network 192.168.40.0 0.0.0.255 area0
BOGOTA(config-router)#network 192.168.200.0 0.0.0.255 area O
BOGOTA(config-router)#passive-interface gigabitEthernet 0/0.30
BOGOTA(config-router)#passive-interface gigabitEthernet 0/0.40
BOGOTA(config-router)#passive-interface gigabitEthernet 0/0.200
BOGOTA(config-router)#auto-cost reference-bandwidth 100
BOGOTA(config-router)#exit

BOGOTA(config)#interface serial 0/0/0
BOGOTA(config-if)#bandwidth 256

BOGOTA(config-if)#ip ospf cost 9500

Se configura el protocolo de enrutamiento OSPFv2 en router 2 (MIAMI):

ROUTER 2 MIAMI

MIAMI(config)#router ospf 1
MIAMI(config-router)#router-id 5.5.5.5
MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area 0
MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area0
MIAMI(config-router)#network 10.10.10.0 0.0.0.255 area 0
MIAMI(config-router)#passive-interface g0/0
MIAMI(config-router)#passive-interface g0/1
MIAMI(config-router)#auto-cost reference-bandwidth 100
MIAMI(config-router)#exit

MIAMI(config)#interface serial 0/0/1
MIAMI(config-ify#bandwidth 256

MIAMI(config-if)#ip ospf cost 9500
MIAMI(config-if)#interface serial 0/0/0
MIAMI(config-if)#ip ospf cost 9500

Se configura el protocolo de enrutamiento OSPFv2 en router 3 (BUENOS_AIRES):

ROUTER 3 BUENOS AIRES

BUENOS_AIRES(config)#router ospf 1
BUENOS_AIRES(config-router)#router-id 8.8.8.8
BUENOS_AIRES(config-router)#network 172.31.23.0 0.0.0.3 area 0
BUENOS_AIRES(config-router)#network 192.168.4.0 0.0.3.255 area 0
BUENOS_AIRES(config-router)#passive-interface loopback 4
BUENOS_AIRES(config-router)#passive-interface loopback 5
BUENOS_AIRES(config-router)#passive-interface loopback 6
BUENOS_AIRES(config-router)#auto-cost reference-bandwidth 100
BUENOS_AIRES(config-router)#exit
BUENOS_AIRES(config)#interface serial 0/0/1
BUENOS_AIRES(config-if)#bandwidth 256
BUENOS_AIRES(config-if)#ip ospf cost 9500
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Se visualiza las tablas de enrutamiento y routers conectados por OSPFv2
mediante los comandos show ip route y show ip ospf neighbor, en todos los
routers.

Figura 54. Comando show ip route desde router R1
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DUCUIEESIOW 1p Loube e
Codes: L - local, T - conmected, 5 — static, R — RIF, M - mokile, B — BEE
o - EIGRP, EX - EIGREFP external, O - OSFF, I& - 0OS5PF inter area
N1 - OS5PF MNS55A external type 1, NZ2 - OSPF NS5A external type 2
El - OSPF external type 1, EZ - O5PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1, LZ - IS-IS level-2Z, iz - I5-I5 inter area
* — pandidate default, U - per-user static route, o - CODR
P — periodic downloaded static route
GFateway of last resort is 0.0.0.0 to network 0.0.0.0
10.0.0.0/24 is subnetted, 1 subnets
] 10.10.10.0/24 [110/5501]1 wia 1T72.31.21.Z, 01:18:380, Serialds0/0
172.31.0.0/1¢ is wvariasbly subnetted, 3 subnets, & masks
c 172.31.21.0/30 is directly connected, Seriald/0/0
L 172.31.21.1/32 is directly connected, Serial0/s0/0
] 172_.31_23.0/30 [110/13000] wia 172.31_21_2, 01:-18:30, Serialds0/0
1532 .168.4.0/32 is submnetted, 1 subnets
v] 132.168.4.1/32 [110/13001] wi=a 172.31.21.2, 01:18:20, Seriald/ 0/0
152.168.5.0/32 is subnetted, 1 subnets
] 192.168.5.1/3Z [110/19001]1 wi= 172.31.21.Z, 01:18:20, Serialds 0/0
152.168.8.0/32 1is subnetted, 1 subnets
] 1%2.168.8.1/32 [110/139001]1 wia 172.31.21.Z, 01:18:20, Serialds0/0
152 .168.30.0/24 is wariably subnetted, 2 subnets, 2 masks
c 1582 . 1658.30.0/24 is directly connected, GigabitEthernet0/0.30
L 1592 .1658.30.1/32 is directly connected, GigabitEthernet0/0.30
152 .1658.40.0/24 is warizsbkly subnetted, Z subnets, Z masks
c 192 .1658.40.0/24 is directly connected, GigsbitEthernet0/0.40
L 132.188.40.1/32 is directly cocnnected, GigzbitEthernetl/0.40
152.168.99.0/24 is warizsbly subnetted, 2 subnets, 2 masks
c 1532.168.99.0/24 is directly ccnnected, GigabitEthernetl/0.200
L 132.168.99.1/32 is directly ccnnected, GigabitEthernetd/0.200
5% 0.0.0.0/0 is directly connected, Serizl0/0/0
BOGOTRE
Figura 55. Comando show ip ospf neighbor desde router R1
o
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BOGOTAgshow ip ospf neighbor -

Neighbor ID Pri State Dead Time 2Address Interface
5.5.5.58 0 FUOLL/ - 00:00:3¢ 172.31.21.2 Serial0/0/0
BOGOTA%
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Figura 56. Comando show ip route desde router R2
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MIAMTIg#show ip route

Codes: L - local, C© - connected, 5 - static, R - RIF, M - mokile, B - BEP
o - EIGRP, EX - EIGRP externzl, O - OS5BF, IZ - O5PF inter area
N1 - OS5PF WNS55R externzl type 1, HZ - O5PF M5352Z external type 2
El1 - OS5PF external type 1, EZ - OSPF external type 2, E - EGP

* — candidate default, U - per-user static route, o — CDR
D - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0_.0_0

10.0.0.0/8 is wariakly subnetted, Z subnets, Z masks

c 10.10.10.0/24 is directly connected, GigabitEthernet0/1

L 10.10.10.1,/32 is directly connected, GigabitEthernet0/1
172.31_.0.0/16 is wariasbly subnetted, 4 subnets, Z masks

c 172.31.21.0/30 is directly connected, Seri=ld/s0/1

L 172.31.21.2/32 is directly connected, Serialds0s1

c 172.231.23.0/30 is directly connected, Serizld/0/0

L 172.31_.23_.1/3Z2 is directly connected, Seri=ld/0/0
192 _1e8_.4_0/32Z is subnetted, 1 subnets

] 132 .168.4.1/32 [110/9501] wia 172.31.23.2, 01:21:11, Serial0/ 070
152 .1e8.5.0/32Z is subnetted, 1 subnets

8] 132 .168.5.1/32 [110/9501] wia 172.31.23.2, 01:21:11, Seriald/ 070
152 .1€8.6.0/32Z is subnetted, 1 subnets

O 132 . 168.6.1/32 [110/9501] wia 172.31_.23_.2, 01:21:11, Serialo,0/0

] 1%2.168.30.0/24 [110/5501] wia 172.31.21.1, 01:21:11, Seri=l0/0/1

o 1%2.168.40.0/24 [110/53501]1 wia 172.31.21.1, 01:21:11, Seriald/s0/1
205%.185.200.0/24 is wariably subnetted, 2 subnets, I masks

c 205_.1685_Z200.224/25 is directly connected, GigabitEthernet0/0

L 208_1e5_Z00_225/32 is directly connected, GigabitEthernet0/0

g+ 0.0.0.0/0 is directly connected, GigakitEthernetl/ 0

i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-2, ia — I5-I5 inter area

m

Figura 57. Comando show ip ospf neighbor desde router R2
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MIZMIgshow ip ospf neighborx

Neighbor ID Pri State Dead Time Address Interface
8.8.8.8 0 FULL/ - 00:00:30 172.31.23.2 Serial0/0/0
s s ik L 0 FULL/ - 00:00:31 172.31.21.1 Serial0/0/1
MIAMI$
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Figura 58. Comando show ip route desde router R3
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BUENCS_AIRES§show ip route
Codes: L - loezl, © - connected, 5 - static, B - RIP, M - mokile, B - BEP
o - EIGRP, EX - EIGZRF extermzl, & - O5FF, IR - OSPF inter area
N1 - O5PBF MS5XZ externzl type 1, N2 - O5PF M55 externzl type I
E1l - OS5PF external type 1, EZ - OS5PF external type 2, E - EGF
i - I5-I5, Ll - IS-IS5 lewvel-l, LZ - IS5-I5 lewel-Z, ia - I5-I5 inter area
* — candidate default, U - per-user static route, o — QDR
P - peripdic downloaded static route

Fateway of last resort is 0.0.0.0 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

i o 10.10.10.0/24 [110/9501] wi=z 172.31.23.1, 01:22:5&, Seriald/ /071

172.31.0.0/1g is wvariasbkly subnetted, 3 subnets, Z masks

o 172.31.21.0/30 [110/1%000] wia 172.31.23.1, 01:22:5%&, Seri=ld/ 0/1

c 172.31_.23_.0/30 is directly connected, Seriald/s 0,1

L 172.31.23.2/32 is directly connected, Serizl0/0/1
1532 . 1¢52.4.0/24 is warisebly subnetted, £ subnets, Z masks

c 192.1c8.4.0/24 is directly connected, Loopbackd

L 152 . 1c8.4.1/32 is directly connected, Loopback4

132 . 1e2.5.0/24 is warisbly subnetted, Z subnets, Z masks

c 1532.168.5.0/24 is directly connected, Loopbacks
L 192 _168_.5_.1/3Z2 is directly connected, Loopbacks
132.168.6.0/24 i3 warizkbly subnetted, 2 subnets, 2 masks

c 132 1e8.8.0/24 is directly connected, Loopbacks

L 132 .168.€.1/32 is directly connected, Loopbacke

o 152 .168.30.0/24 [110/19001]1 wia 172.31.23.1, 0l:22:5&, Seriall0s0/1
o] 152 .168.40.0/24 [110/19001] wia 172.31.23.1, 0l:22:5&, Serial0/0/1
g 0.0.0.0/0 is directly connected, Serizal0 0/1

BUENOS RIRESE

m

Figura 59. Comando show ip ospf neighbor desde router R3
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BUENOS_AIRESgshow ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
5.5.5.5 0 FULL/ - 00:00:34 172.31.23.1 Serial0/0/1
BUENOS AIRES$

Se visualiza la lista resumida de interfaces por OSPF en la cual se identifica el

costo de cada interface mediante el comando show ip ospf interface:
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Figura 60. Comando show ip ospf interface desde router R1

? Rl - - -

Physical Config CLI Attributes
I

105 Command Line Interface

Suppress hello for 0 neighbor(s)
Seri=ld/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Arez 0O

Transmit Delay is 1 sec, State BPOINT-TO-POINT, Pricrity O
No designated router on this network
No backup designated router on this network

Hello due in 00:00:08

Index 3/3, flood gueue length 0

Next Ox0(0) /0x0{0)

Last flood scan length is 1, maximim is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
2djecent with neighkor 5.5.5.5

Suppress hello for 0 neighbor(s)

BOEOTRE

Process ID 1, Router ID 1.1.1.1, Hetwork Type BPOINI-TO-POINT, |[E=Ei--blili]

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Figura 61. Comando show ip ospf interface desde router R2

B R2

Physical Config CLI Attributes
I

105 Command Line Interface

Suppress hello for 0 neighbor(s)
Serisl0/0/0 is up, line protocol is up
Internet address is 172_31.23.1/30, RAreza 0O
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TC-POINT, Cost:
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No kackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retranamit 5
Hello due in 00:00:06
Index 2/2, flood gueues length 0
Next 0x0{0)/0x0(0)
Last flood scan length is 1, maximom is 1
| Lzst flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
Adjecent with neighbor B.E8.8.8
Suppress hello for 0 neighbor(s)
Seriald/0/1 is up, line protococl is up
Internet address is 172_31.21.2/30, RArea 0
Process ID 1, Router ID 5.5.5.5, MNetwork Type PBOINT-TO-POINTI, Cost:
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No kackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:07
Index 3/3, flocod gueue length O
Next 0:0(0)/0x0(0)
Lzst flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximim is 0 msec
Neighbor Count iz 1 , Rdjacent neighbor count is 1
Zdjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
MIZMIE

5500

3500
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Figura 62. Comando show ip ospf interface desde router R3

B R3 =

Physical Config CLI Attributes
I

105 Command Line Interface

Loopbackd is up, line protocol is up
Internet address is 13Z.168.4.1/24, Rrea 0
Erocess ID 1, Bouter ID 8.8.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
LoopbackS is up, line protocol is up
Internet address is 19Z.168.5.1/2Z4, Rreaz 0
Brocess ID 1, RBouter ID 8.8.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopback® is up, line protocol is up
Internet address is 13Z.168.8.1/2Z4, Rrea 0
Process ID 1, Router ID B8.8.8.8, Network Type LOOFBACE, Cost: 1
Loopback interface is treated as a stub Host
Serizl0/0/1 is up, line protocol is up
Internet address is 17Z.31.Z3.Z/30, Rreaz 0
Process ID 1, Router ID B2.8.8.8, Network Type POINI-TO-POINT, Cost:
Transmit Delay is 1 sec, State POINT-TO-BOINT, Priority O
NHo designated router on this network
No backup designated router on this network
Timer intervals configured, Helloc 10, Dead 40, Wait 40, Retransmit 5
Helleo due in 00:00:00
Index 4/4, flood queue length 0O
Wext 0x0(0)/0x0(0)}
Last flood scan length is 1, maximmm is 1
Last flood scan time is 0 msec, maximm is 0 msec
Neighbor Count is 1 , ARdjacent neighbor count is 1
kdjacent with neighbor 5.5.5.5
Suppress hello for 0 neighboris)
BUENCS RIRESE

3500

Figura 63. Comando show ip protocols desde router R1

Se visualiza OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router, mediante el
commando show ip protocols:

® R1 =

Physical Config CLI Attributes
I

I0S Command Line Interface

BOGOTREshow ip protocols

Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areass in this router is 1. 1 norm=l 0 stubk 0 nssa
Maximum path: 4
Bouting for Wetworks:
172.31.21.0 0.0.0.3 area 0O
152.1€8.30.0 0.0.0.255 area 0
192 .168.40.0 0.0.0_255
192 _.168_.200.0 0.0.0_.255 area 0
Pzgsive Interfacel(s):
EigabitEthernetl/0.30
FigabitEthernet0/0.40
GigabitEthernetd/0.200
Routing Information Sources:

55 area 0

Cateway Distance Lzst Update
1.1.1.1 110 00:08:38
5.5.5.5 110 00:08:40
g.8.8.8 110 00:08:40

Distance: (default is 110}

n
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Figura 64. Comando show ip protocols desde router R2

B R 2

Phyzical Config CLI Attributes
I

105 Command Line Interface

MIAMI§show ip protocols

Bouting Protocol is "ospf 1™
Cutgoing update f£ilter list for all interfaces i3 not 3et
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximum path: 4
RBouting for MNetworks:
172.31_.21.0 0.0.0.3 area 0
172.231.232.0 0.0.0.23 &rea 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernetcl/ 0

GFigabitEthernetl/1

Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 11a 00:11:00
5.5.5.5 110 00:-11:-01
g8.8.8.8 11a 00:-11:-02

Distance: (default is 110)

MIAMIE

m

Figura 65. Comando show ip protocols desde router R3

@ R3

* -

5] |-

Physical Config CLI Attributes
I

105 Command Line Interface

BUENCS ARIRES§show ip protocols

Bouting Protocol is "ogpf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces i3 not set
Router ID 8.8.8.8
Number of areas in this router is 1. 1 normsl 0 stub 0 nssa
Maximm path: 4
Routing for Metworks:
172.31.23.0 0.0.0.3%3 area 0
132.168.4.0 0.0.3.255 area 0
Paggive Interface(s):

Loopbackd

Loopbacks

Loopbacke

Routing Informstion Sources:

Fateway Distance Last Update
1.1.1.1 110 00:1Z2:30
5.5.5.5 110 00:12:32
g.8.8.8 110 00:12:32

Distance: (default is 110)

BUENCS_AIRES#

m
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Se configura router R1 (BOGOTA) como servidor DHCP para las VLAN 30 y 40,
se reserva las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas:

ROUTER 1 BOGOTA

BOGOTA# configure terminal

BOGOTA(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
BOGOTA(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
BOGOTA(config)#ip dhcp pool ADMINISTRACION
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#domain-name ccna-unad.com
BOGOTA(dhcp-config)#default-router 192.168.30.1
BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0
BOGOTA(dhcp-config)#exit

BOGOTA(config)#ip dhcp pool MERCADEO
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#domain-name ccna-unad.com
BOGOTA(dhcp-config)#default-router 192.168.40.1
BOGOTA(dhcp-config)#network 192.168.40.0 255.255.255.0
BOGOTA(dhcp-config)#

Se configura NAT estético en R2 (MIAMI):

ROUTER 2 MIAMI

MIAMI(config)#ip nat inside source static 10.10.10.10 209.165.200.228
MIAMI(config)#interface gigabitEthernet 0/0

MIAMI(config-if)#interface gigabitEthernet 0/1

MIAMI(config-if)#ip nat inside

Se configura dos listas de acceso de tipo estandar:
ROUTER 2 MIAMI

MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255

Figura 66. Comando show access-lists desde router R2

PR e |

Physical Config CL Aftributes
|

105 Command Line Interface

MIAMTIgshow access—lists "
Standard IP access list 1

10 permit 132 _168_.30.0 0.0.0_255

20 permit 192 _168_.40.0 0.0_.0_Z2Z55
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Se configura dos listas de acceso de tipo extendido:

ROUTER 1 BOGOTA

BOGOTA(config)#access-list 101 permit tcp host 192.168.30.31 10.10.10.0
0.0.0.255 eq 80 established

BOGOTA(config)#access-list 101 permit tcp host 192.168.40.31 10.10.10.0
0.0.0.255 eq 80 established

Figura 67. Comando show access-lists desde router R1

J@ R1 = B

Phy=ical Config CLI Aftributes
]

I35 Command Line Interface

BOGOTAfshow access-lists -
Extended IP access list 101

10 permit tcp host 15%2.168.30.31 10.10.10.0 0.0.0.255 eg www
established

20 permit tcp host 15%2_.168_.40.31 10.10.10.0 0.0.0_.255 eq wWww
established

Se presenta la topologia después de realizar todas las configuraciones requeridas:

Figura 68. Topologia de red

J

209.165.200.230 =S50

PC m;rnet

% 209.165.200.224/29

Miami
F—

-
i’ e v
172.31.21.0/30 10.10.10.10
R2
Web Server \
pu— 172.31.23.0/30
—

=
P‘? Buenos Aires
3

R

192.168.99.3 |

VLAN 40
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Se presenta el contenido del archivo de configuracién activo en todos los
dispositivos mediante el comando show running-config:

ROUTER 1 BOGOTA

BOGOTA#show running-config

Building configuration...

Current configuration : 2298 bytes

|

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname BOGOTA
I

enable secret 5 $1$mMERr$9cTjUIEqQNGurQiFU.ZeCil
!

ip dhcp excluded-address 192.168.30.1 192.168.30.30
ip dhcp excluded-address 192.168.40.1 192.168.40.30
|

ip dhcp pool ADMINISTRACION
network 192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 10.10.10.11
domain-name ccna-unad.com

ip dhcp pool MERCADEO

network 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 10.10.10.11
domain-name ccna-unad.com

I

no ip cef

no ipvé6 cef

I

license udi pid CISC01941/K9 sn FTX1524XK6S-
I

no ip domain-lookup

I

spanning-tree mode pvst

!

interface GigabitEthernet0/0
no ip address

duplex auto

speed auto
!
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interface GigabitEthernet0/0.30
description LAN Administracion
encapsulation dot1Q 30

ip address 192.168.30.1 255.255.255.0
|

interface GigabitEthernet0/0.40
description LAN Mercadeo
encapsulation dot1Q 40

ip address 192.168.40.1 255.255.255.0
|

interface GigabitEthernet0/0.200
description LAN Mantenimiento
encapsulation dot1Q 200

ip address 192.168.99.1 255.255.255.0
|

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

description Conexion a R2 MIAMI
bandwidth 256

ip address 172.31.21.1 255.255.255.252
ip ospf cost 9500

clock rate 128000

|

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

|

interface Vlanl

no ip address

shutdown

|

router ospf 1

router-id 1.1.1.1
log-adjacency-changes
passive-interface GigabitEthernet0/0.30
passive-interface GigabitEthernet0/0.40
passive-interface GigabitEthernet0/0.200
network 172.31.21.0 0.0.0.3 area 0
network 192.168.30.0 0.0.0.255 area O
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network 192.168.40.0 0.0.0.255 area 0
network 192.168.200.0 0.0.0.255 area O
I

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0/0

|

ip flow-export version 9
|

access-list 101 permit tcp host 192.168.30.31 10.10.10.0 0.0.0.255 eqwww
established

access-list 101 permit tcp host 192.168.40.31 10.10.10.0 0.0.0.255 eqwww
established

|

banner motd ~“CSolo personal autorizadoC
!

line con 0

password 7 0822455D0A16

login

!

line aux O

!

line vty 0 4

password 7 0822455D0A16

login

!

end

BOGOTA#

ROUTER 2 MIAMI

MIAMI#show running-config
Building configuration...

Current configuration : 1687 bytes
|

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname MIAMI
I

enable secret 5 $1$mMERr$9cTJUIEQNGuUrQiFU.ZeCil
!
no ip cef

no ipv6 cef
!
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username usuarioweb privilege 15 secret 5
$1BIMERr$hx5rVt7rPNoS4wgbXKX7mO

!

!

license udi pid CISC0O1941/K9 sn FTX1524QCHH-
!

no ip domain-lookup

|

spanning-tree mode pvst

|

interface GigabitEthernet0/0

description Conexion a Internet

ip address 209.165.200.225 255.255.255.248
ip nat outside

duplex auto

speed auto

|

interface GigabitEthernet0/1

description Conexion a WEB SERVER
ip address 10.10.10.1 255.255.255.0

Ip nat inside

duplex auto

speed auto

|

interface Serial0/0/0

description Conexion a R3 BUENOS AIRES
ip address 172.31.23.1 255.255.255.252
ip ospf cost 9500

clock rate 2000000

|

interface Serial0/0/1

description Conexion a R1 BOGOTA
bandwidth 256

ip address 172.31.21.2 255.255.255.252
ip ospf cost 9500

|

interface Vlanl

no ip address

shutdown

|

router ospf 1

router-id 5.5.5.5

log-adjacency-changes
passive-interface GigabitEthernet0/0
passive-interface GigabitEthernet0/1
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network 172.31.21.0 0.0.0.3 area 0

network 172.31.23.0 0.0.0.3 area 0

network 10.10.10.0 0.0.0.255 area O

|

ip nat inside source static 10.10.10.10 209.165.200.228
Ip classless

ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0

|

ip flow-export version 9
|

access-list 1 permit 192.168.30.00.0.0.255
access-list 1 permit 192.168.40.00.0.0.255
|

banner motd ~“CSolo personal autorizadoC
!

line con 0

password 7 0822455D0A16

login

!

line aux O

!

line vty 0 4

password 7 0822455D0A16

login

!

end

MIAMI#

ROUTER 3 BUENOS_AIRES
BUENOS_AIRES#show running-config
Building configuration...

Current configuration : 1418 bytes

|

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hosthname BUENOS_AIRES
|

enable secret 5 $1$mMERr$9cTjUIEqQNGurQiFU.ZeCil
!
no ip cef

no ipv6 cef
!
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license udi pid CISC0O1941/K9 sn FTX1524Z2AD-
|

no ip domain-lookup

!

spanning-tree mode pvst

!

interface Loopback4

ip address 192.168.4.1 255.255.255.0
|

interface Loopback5

ip address 192.168.5.1 255.255.255.0
!

interface Loopback6

ip address 192.168.6.1 255.255.255.0
|

interface GigabitEthernet0/0
no ip address

duplex auto

speed auto

shutdown

|

interface GigabitEthernet0/1
no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

no ip address

clock rate 2000000
shutdown

|

interface Serial0/0/1
description Conexion a R2 MIAMI
bandwidth 256

ip address 172.31.23.2 255.255.255.252
ip ospf cost 9500

|

interface Vianl

no ip address
shutdown

|

router ospf 1

router-id 8.8.8.8
log-adjacency-changes
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passive-interface Loopback4
passive-interface Loopback5
passive-interface Loopback6

network 172.31.23.0 0.0.0.3 area 0
network 192.168.4.0 0.0.3.255 area 0
|

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0/1

|

ip flow-export version 9
|

banner motd ~“CSolo personal autorizado”C
!

line con 0

password 7 0822455D0A16
login

!

line aux 0

I

line vty 0 4

password 7 0822455D0A16
login

!

end

BUENOS_AIRES#

SWITCH 1 S1

S1#show running-config

Building configuration...

Current configuration : 2236 bytes
|

version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname S1
I

enable secret 5 $1$mMERr$9cTjUIEqQNGurQiFU.ZeCil
!

no ip domain-lookup
!
spanning-tree mode pvst

spanning-tree extend system-id
!
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interface FastEthernet0/1
switchport access vian 30
switchport mode access

!

interface FastEthernet0/2
switchport mode access
shutdown

!

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
switchport mode access
shutdown

!

interface FastEthernet0/5
switchport mode access
shutdown

!

interface FastEthernet0/6
switchport mode access
shutdown

!

interface FastEthernet0/7
switchport mode access
shutdown

!

interface FastEthernet0/8
switchport mode access
shutdown

!

interface FastEthernet0/9
switchport mode access
shutdown

!

interface FastEthernet0/10
switchport mode access
shutdown

!

interface FastEthernet0/11
switchport mode access
shutdown

!

interface FastEthernet0/12
switchport mode access
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shutdown

I

interface FastEthernet0/13
switchport mode access
shutdown

I

interface FastEthernet0/14
switchport mode access
shutdown

!

interface FastEthernet0/15
switchport mode access
shutdown

!

interface FastEthernet0/16
switchport mode access
shutdown

I

interface FastEthernet0/17
switchport mode access
shutdown

!

interface FastEthernet0/18
switchport mode access
shutdown

I

interface FastEthernet0/19
switchport mode access
shutdown

I

interface FastEthernet0/20
switchport mode access
shutdown

I

interface FastEthernet0/21
switchport mode access
shutdown

I

interface FastEthernet0/22
switchport mode access
shutdown

!

interface FastEthernet0/23
switchport mode access
shutdown
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interface FastEthernet0/24
switchport mode trunk

!

interface GigabitEthernet0/1
switchport mode access
shutdown

!

interface GigabitEthernet0/2
switchport mode access
shutdown

!

interface Vlanl

no ip address

shutdown

!

interface VIan200
mac-address 0050.0fb2.3c01
ip address 192.168.99.2 255.255.255.0
|

ip default-gateway 192.168.99.1
|

banner motd ~“CSolo personal autorizadoC
!

line con 0

password 7 0822455D0A16
login

!

line vty 0 4

password 7 0822455D0A16
login

line vty 515

login

!

end

S1#

SWITCH 3 S3

S3#show running-config

Building configuration...

Current configuration : 2247 bytes

|

version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec
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service password-encryption
|

hostname S3
|

enable secret 5 $1$mMERr$9cTjUIEQNGurQiFU.ZeCil
!

no ip domain-lookup

!

spanning-tree mode pvst
spanning-tree extend system-id
!

interface FastEthernet0/1
switchport access vilan 40
switchport mode access

!

interface FastEthernet0/2
switchport mode access
shutdown

!

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
switchport mode access
shutdown

!

interface FastEthernet0/5
switchport mode access
shutdown

!

interface FastEthernet0/6
switchport mode access
shutdown

!

interface FastEthernet0/7
switchport mode access
shutdown

!

interface FastEthernet0/8
switchport mode access
shutdown

!

interface FastEthernet0/9
switchport mode access
shutdown
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interface FastEthernet0/10
switchport mode access
shutdown

!

interface FastEthernet0/11
switchport mode access
shutdown

!

interface FastEthernet0/12
switchport mode access
shutdown

!

interface FastEthernet0/13
switchport mode access
shutdown

!

interface FastEthernet0/14
switchport mode access
shutdown

!

interface FastEthernet0/15
switchport mode access
shutdown

!

interface FastEthernet0/16
switchport mode access
shutdown

!

interface FastEthernet0/17
switchport mode access
shutdown

!

interface FastEthernet0/18
switchport mode access
shutdown

!

interface FastEthernet0/19
switchport mode access
shutdown

!

interface FastEthernet0/20
switchport mode access

shutdown
!
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interface FastEthernet0/21
switchport mode access
shutdown

!

interface FastEthernet0/22
switchport mode access
shutdown

!

interface FastEthernet0/23
switchport mode access
shutdown

!

interface FastEthernet0/24
switchport mode access
shutdown

!

interface GigabitEthernet0/1
switchport mode access
shutdown

!

interface GigabitEthernet0/2
switchport mode access
shutdown

!

interface Vlanl

no ip address

shutdown

!

interface VIan200
mac-address 0001.4281.8d01
ip address 192.168.99.3 255.255.255.0
|

ip default-gateway 192.168.99.1
|

banner motd ~“CSolo personal autorizadoC
!

line con O

password 7 0822455D0A16
login

!

line vty 0 4

password 7 0822455D0A16
login

line vty 515

login
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!
end
S3#

Se presenta las pruebas de conectividad realizadas a los equipos comenzando por
la entrega de direccionamiento mediante DHCP a los PC-Ay PC-C:

Figura 69. Habilitar DHCP en PC-A

? PC-A
Physical Config Desktop Programming Attributes
—
IP Configuration
Interface [ FastEthernetl

IP Configuration

i@ DHCP i7) Static

IP Address 192.168.30.31
Subnet Mask 255 2552550
Default Gateway 192.168.30.1
DNS Server 10.10.10.11

Figura 70. Habilitar DHCP en PC-C

; ? PC-C -
Phy=ical Config Dezktop Programming Aftributes
—
IP Configuration
Interface [ FastEthernetl

IP Configuration

i@ DHCP (71 Static

IP Address 192.168.40.31
Subnet Mazk 255 2552550
Default Gateway 152 168.40.1
DNS Server 10.10.10.11
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Se realiza un ping de PC-1 a PC-3:

Figura 71. Comando ping desde PC-A

® pc-A

Physical Config Desktop Programming Attributes
]

Ping statistics for 1
Packets: Sent = 4, : 13t .
Approximate round trip t

Minimim = 13ms, Maximm = l4ms,

Se realiza prueba mediante navegador web hacia el servidor web, desde PC-Ay
PC-C:

Figura 72. Prueba en navegador web desde PC-A

¥ pc-A o] S
Physical ~ Config  Deskiop  Programming  Aftributes
|
| < || > |URL hittp:/710.10.10.10| |T| |Tﬂp|

IMPRUEBA DE HABILIDADES CCNA 2019!!!!

Estudiante: Danny Alfredo Rodriguez Bastidas
Tutor: Diego Edinson Ramirez

Director: Juan Carlos Vesga

Universidad Nacional Abierta v a Distancia

Escuela de Ciencias Basicas, Tecnologia e Ingenieria

Ingenieria de Sistemas

2019
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Figura 73. Prueba en navegador web desde PC-C
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Se realiza ping desde PC-A a la interfaz de los 3 routers

Figura 74. Comando ping desde PC-A

¥ pC-A

Physical Config Desktop Programming Afttributes
I

Beply fro
Beply
Beply
Beply £

Ping statistics
Packets: Sent = 4, ed = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimm = (Oms, Maximm = 5Sma, Average = lms
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Figura 75. Comando ping desde PC-A

¥ pc-a
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Command Prompt

Minimum = 1ms, Maximum =

Figura 76. Comando ping desde PC-A

? PC-A

Physical Config

Programming Altributes.

Command Prompt

Minimum = lms, Maximum

Figura 77. Comando ping desde PC-A

¥ pca

Physical Config Programming Aftributes.

Command Prompt
ping 17:

Pinging 1
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Figura 78. Comando ping desde PC-A

¥ pc-A

Physical Config
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Se realiza ping desde PC-C a la interfaz de los 3 routers

Figura 79. Comando ping desde PC-C
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Figura 80. Comando ping desde PC-C
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, Lost
times in milli-seconds:
2 1ms
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Physical Config
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Minimm = 4ms,

Programming Attributes

times in milli-seconds:

Maximm = 1lms, Ave
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Figura 81. Comando ping desde PC-C
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Command Prompt
»>ping 10.]

Pinging 10.:

Minimmam

Figura 82. Comando ping desde PC-C
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*ping 1
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Figura 83. Comando ping desde PC-C
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Se ejecuta el comando tracert desde PC-C hasta PC Internet:

Figura 84. Comando tracert desde PC-C

W PCC

Config Deskiop Programming Attributes

ywwer a maximam of 30 hops:

Tracing route to

2 ms
1 ms

Se ejecuta el comando tracert desde PC-C hasta Web server:

Figura 85. Comando tracert desde PC-C

[ PCC

Physical Config Desktop Programming Attributes
I

Command Prompt
C:\»>tracert 10.10.10.10

Tracing route to 10.10.10.10 over a maximum of 30 hops:

Se ejecuta el comando tracert desde PC-C hasta el router R3 BUENOS AIRES y
las loopback:

Figura 86. Comando tracert desde PC-C

EPCC
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I

Tracing route to 172

1l ms
0 ms
1l ms

Trace complete.
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Figura 87. Comando tracert desde PC-C

B pcC
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omplete .

C:\»tracert 1
Tracing route to 1°
0 ms
12 ma
15 ma
Trace complete.
C-\>tracert 19
Tracing route to 152

1 1 ms

-4.1 over a maximum o

5.1 over a maximum o

15 ms
10 ms

14 ms

1 over a maximum o

Los escenarios desarrollados anteriormente se realizaron en el programa Cisco

Packet Tracer version 7.2.1.0218

Figura 88. Imagen Packet Tracer version

7.2.1.0218

¥ About

ot]ret]es Networking
CI1SCO. Academy

Cisco Packet Tracer

An innovative and powerful networking simulation
tool used for practice, discovery and troubleshooting

Coursesin
20+ Languages

Integral to the Skills-to-Jobs Learning Experience

Copyright Cisco 2018

Version: 7.2.1.0218
Copyright Cisco 2018 EULA
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CONCLUSIONES

El presente trabajo permiti6 desarrollar las habilidades necesarias para
configurar y administrar diferentes dispositivos de red orientados al disefio de
redes escalables y de conmutacion.

Se adquirid6 el dominio en el uso de comandos con el fin de configurar y
verificar operaciones basicas de enrutamiento de Gateway interior.

El desarrollo de las actividades permitié afianzar los conocimientos requeridos
para el disefio de redes escalables mediante el uso de tecnologias y protocolos
de conmutacién como los usos de las VLANs y encapsulamiento por 802.1q.

Se logr6 conocer la importancia de establecer niveles de seguridad basicos, a
través de criterios y politicas de seguridad empleadas en diferentes escenarios
de red, con el objetivo de proteger la integridad de la informacion ante
cualquier tipo de ataque.

Mediante las actividades desarrolladas se adquirié la habilidad para identificar
y resolver problemas de configuracion, conectividad y enrutamiento bajo el uso
de herramientas y comandos de administraciéon del 10S en contextos LAN y
WAN.

Se adquiri6 las destrezas necesarias en el uso de herramientas de simulacion
como Cisco Packet Tracer con el propésito de recrear escenarios LAN/WAN a
fin de realizar andlisis sobre el comportamiento de los diferentes dispositivos,
protocolos y métricas de enrutamiento.

Se implementaron configuraciones con el uso de comandos de configuracion
avanzada en routers, implementando RIP, OSPF y enrutamiento con el fin de
plantear e implementar soluciones de red y conectividad escalables, mediante
el uso de los principios de enrutamiento y conmutaciéon de paquetes en
ambientes LAN y WAN.

Las actividades permitieron aplicar los conceptos y bases teoricos sobre la
arquitectura TCP/IP, el modelo OSI, como también el uso de recursos en
funcién de los protocolos y servicios de la capa fisica como soporte de las
comunicaciones.
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