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GLOSARIO

CONECTIVIDAD: Es la capacidad de un dispositivo de poder ser conectado, por lo
general a una computadora personal u otro dispositivo electronico, sin la necesidad
de un ordenador, es decir en forma autonoma.

ENCAPSULAMIENTO: Es un mecanismo que consiste en organizar datos y
métodos de una estructura, conciliando el modo en que el objeto se implementa, es
decir, evitando el acceso a datos por cualquier otro medio distinto a los
especificados. Por lo tanto, la encapsulacion garantiza la integridad de los datos
gue contiene un objeto.

RED: Nombra al conjunto de computadoras y otros equipos interconectados, que
comparten informacion, recursos y servicios.

ROUTER: Es un dispositivo de red que se encarga de llevar por la ruta adecuada el
trafico. Funcionan utilizando direcciones IP para saber a donde tienen que ir los
paquetes de datos.

SWITCH: Es un dispositivo que sirve para conectar varios elementos dentro de una
red.

AUTENTICACION: E s el acto o proceso de confirmar que algo (o alguien) es quien
dice ser.

ENRUTAMIENTO: Es el proceso de reenviar paquetes entre redes, siempre
buscando la mejor ruta (la mas corta). Para encontrar esa ruta mas optima, se debe
tener en cuenta la tabla de enrutamientoy algunos otros pardmetros como la
métrica, la distancia administrativa, el ancho de banda.

PROTOCOLO RIP: Es un protocolo de encaminamiento interno, es decir para la
parte interna de la red, la que no esta conectada al backbone de Internet. Es muy
usado en sistemas de conexion a internet como infovia, en el que muchos usuarios
se conectan a una red y pueden acceder por lugares distintos.

RUTA ESTATICA: Generalmente se establece en el router, auque también se
puede configurar localmente desde el simbolo del sistema de Windows.

SHOW RUN: Este comando imprime en pantalla la configuracién actual del router.

INTERFAZ PASIVA: Se utiliza para suprimir trafico de actualizacion innecesario,
por ejemplo, cuando una interfaz es una interfaz LAN, sin otros routers conectados.



AUTENTICACION PAP: Es un protocolo simple de autenticacion para autenticar un
usuario contra un servidor de acceso remoto o contra un proveedor de servicios de
internet.

AUTENTICACION CHAP: Es un método de autenticacion remota o inalambrica.
Diversos proveedores de servicios emplean CHAP. Por ejemplo, para autenticar a
un usuario frente a un ISP.

SERVIDOR DHCP: Es el protocolo de configuracion dinamica de host, un estandar
TCP/IP disefiado para simplificar la administracion de la configuracion IP de los
equipos de nuestrared. El estandar DHCP permite el uso de servidores DHCP para
administrar la asignacion dinamica a los clientes DHCP de la red, de direcciones IP
y de otros detalles de configuracion relacionados con el direccionamiento IP.



RESUMEN

El trabajo se desarrollara con el fin de presentar la solucion de la prueba de
habilidades practicas del curso de profundizacion de CISCO (DISENO E
IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN), mediante las
cuales se colocan a la vista las tematicas desarrolladas durante todo el curso, los
conocimientos adquiridos y aplicados en temas de redes Cisco.

Se desarrollaran 2 escenarios para dar a conocer lo aprendido en el diplomado de
profundizacién cisco, detallando los pasos y comandos utilizados para su correcto
desarrollo, también se mostrard las respectivas imagenes para verificar la
conectividad de toda la red.

En el escenario uno se dara a conocer, como configurar el enrutamiento de red
usando el protocolo RIP version 2 para redistribuirlo en las publicaciones RIP, las
rutas estaticas dirigidas hacia cada red interna, aprender a deshabilitar la
propagacion RIP, realizar su respectiva verificacion, encapsulamiento vy
autenticacion PPP, configurar PAT y servicio DHCP.

En el escenario dos se mostrara como configurar el direccionamiento IP acorde a la
topologia propuesta, configurar el protocolo de enrutamiento OSPFv2, verificar su
respectiva informacion, configuracion de VLANSs, puertos troncales, puertos de
acceso, encapsulamiento, Inter-VLAN Routing y seguridad en los switches acorde
a la topologia de red establecida, implementar DHCP y NAT para IPv4.

Es importante destacar el grado de importancia que tiene el simulador Cisco Packet
Tracer, ya que, sin la ejecucion del mismo, la interpretacion y grado de analisis
serian nulos, es importante tener en cuenta que la vision que ofrece nos permite
adquirir conocimiento y desarrollar si se quiere la critica necesaria para inferir en
decisiones de implementacion y disefio en una red.
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INTRODUCCION

En el informe se ha perfeccionado las habilidades aprendidas durante el curso, el
aprendizaje ha estado enfocado a la configuracion de los SWITCHES, ROUTER asi
como también las caracteristicas de seguridad de los mismos, la configuracion de
IPv4, la creacion y configuracion de VLANS, puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN, Routing, implementar DHCP y NAT para IPv4, por
otro lado, configurar el enrutamiento de red usando el protocolo RIP version 2 para
redistribuirlo en las publicaciones RIP, las rutas estéticas dirigidas hacia cada red
interna, deshabilitar la propagacion RIP, encapsulamiento y autenticacion PPP vy
configurar PAT.

Las necesidades de red en el entorno hacen que todas las experiencias de
aprendizaje logradas con el desarrollo del trabajo, puedan ser de ayuda en los casos
gue se deben enfrentar a diario.

Se tendra dos escenarios que se deben desarrollar mediante el uso de la
herramienta de Simulacion PACKET TRACER, que es la herramienta de
aprendizaje y simulacion de redes interactiva para instructores y alumnos de Cisco.
Esta herramienta permite crear topologias de red, configurar dispositivos, insertar
paquetes y simular una red con multiples representaciones visuales.

Una de las grandes ventajas de utilizar este programa es que permite ver cOmo
deambulan los paquetes por los diferentes equipos, ademas de poder analizar de
forma répida el contenido de cada uno de ellos en las diferentes capas.
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1. ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Figura 1. Topologia de red escenario 1

ISP
FETPAT PP OAT

"] ~, 2
3" \ 7

W0.07200/0 20172204/

MEDELLIN

DO 155 %68/

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.
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Tabla 1. Direccionamiento escenario 1

Dispositivo | Interfaz Direccion IP Mascara de Gateway
subred predeterminado
Bogot4 1 S0/0/1 172.29.3.1 255.255.255.252 | N/A
S0/1/0 172.29.3.5 255.255.255.252 | N/A
S0/1/1 172.29.3.9 255.255.255.252 | N/A
S0/0/0 209.17.220.5 255.255.255.252 | N/A
Bogota 2 S0/0/0 172.29.3.10 255.255.255.252 | N/A
S0/0/1 172.29.3.13 255.255.255.252 | N/A
G0/0 172.29.1.1 255.255.255.0 N/A
Bogota 3 S0/0/0 172.29.3.2 255.255.255.252 | N/A
S0/0/1 172.29.3.6 255.255.255.252 | N/A
S0/1/0 172.29.3.14 255.255.255.252 | N/A
GO0/0 172.29.0.1 255.255.255.0 N/A
Medellin 1 S0/0/0 172.29.6.1 255.255.255.252 | N/A
S0/0/1 172.29.6.13 255.255.255.252 | N/A
S0/1/1 172.29.6.9 255.255.255.252 | N/A
S0/1/0 209.17.220.1 255.255.255.252 | N/A
Medellin 2 S0/0/0 172.29.6.5 255.255.255.252 | N/A
S0/0/1 172.29.6.2 255.255.255.252 | N/A
GO0/0 172.29.4.1 255.255.255.128 | N/A
Medellin 3 S0/0/0 172.29.6.10 255.255.255.252 | N/A
S0/0/1 172.29.6.14 255.255.255.252 | N/A
S0/1/0 172.29.6.6 255.255.255.252 | N/A
GO0/0 172.29.4.129 255.255.255.128 | N/A
ISP S0/0/1 209.17.220.6 255.255.255.252 | N/A
S0/0/0 209.17.220.2 255.255.255.252 | N/A
PC-150 host | NIC DHCP DHCP DHCP
PC-200 host | NIC DHCP DHCP DHCP
PC-50 host NIC DHCP DHCP DHCP
PC-40 host | NIC DHCP DHCP DHCP
DESARROLLO

1. Realizar las rutinas de diagnéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

Router Bogota 1

Press RETURN to get started!
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Router>enable

Router#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogotal

Bogotal(config)#no ip domain-lookup
Bogotal(config)#enable password class
Bogotal(config)#line con O
Bogotal(config-line)#password cisco
Bogotal(config-line)#login

Bogotal(config-line)#exit

Bogotal(config)#line vty 0 15
Bogotal(config-line)#password cisco
Bogotal(config-line)#login

Bogotal(config-line)#exit

Bogotal(config)#service password-encryption
Bogotal(config)#banner motd "Prohibido el ingreso a personal no autorizado”
Bogotal(config)#end

Bogotal#

%SYS-5-CONFIG_I: Configured from console by console
Bogotal#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogotal#

Router Bogotéa 2

Press RETURN to get started!

Router>enable

Router#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota2
Bogota2(config)#no ip domain-lookup
Bogota2(config)#enable password class
Bogota2(config)#line con 0
Bogota2(config-line)#password cisco
Bogota2(config-line)#login
Bogota2(config-line)#exit
Bogota2(config)#line vty 0 15
Bogota2(config-line)#password cisco
Bogota2(config-line)#login
Bogota2(config-line)#exit
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Bogota2(config)#service password-encryption

Bogota2(config)#banner motd "Prohibido el ingreso a personal no autorizado”
Bogota2(config)#end

Bogota2#

%SYS-5-CONFIG_I: Configured from console by console

Bogota2#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota2#

Router Bogota 3
Press RETURN to get started!

Router>enable

Router#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota3

Bogota3(config)#no ip domain-lookup
Bogota3(config)#enable password class
Bogota3(config)#line con 0
Bogota3(config-line)#password cisco
Bogota3(config-line)#login

Bogota3(config-line)#exit

Bogota3(config)#line vty 0 15
Bogota3(config-line)#password cisco
Bogota3(config-line)#login

Bogota3(config-line)#exit

Bogota3(config)#service password-encryption
Bogota3(config)#banner motd "Prohibido el ingreso a personal no autorizado"
Bogota3(config)#end

Bogota3#

%SYS-5-CONFIG_I: Configured from console by console
Bogota3#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota3#

Router Medellin 1

Press RETURN to get started!
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Router>enable

Router#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellinl
Medellin1(config)#no ip domain-lookup
Medellin1(config)#enable password class
Medellin1(config)#line con 0
Medellin1(config-line)#password cisco
Medellin1(config-line)#login

Medellin1(config-line)#exit

Medellin1(config)#line vty 0 15
Medellin1(config-line)#password cisco
Medellin1(config-line)#login

Medellin1(config-line)#exit

Medellin1(config)#service password-encryption
Medellin1(config)#banner motd "Prohibido el ingreso a personal no autorizado”
Medellin1(config)#end

Medellin1#

%SYS-5-CONFIG_I: Configured from console by console
Medellinl#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Medellin1#

Router Medellin 2
Press RETURN to get started!

Router>enable

Router#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin2
Medellin2(config)#no ip domain-lookup
Medellin2(config)#enable password class
Medellin2(config)#line con O
Medellin2(config-line)#password cisco
Medellin2(config-line)#login
Medellin2(config-line)#exit
Medellin2(config)#line vty 0 15
Medellin2(config-line)#password cisco
Medellin2(config-line)#login
Medellin2(config-line)#exit
Medellin2(config)#service password-encryption

16



Medellin2(config)#banner motd "Prohibido el ingreso a personal no autorizado”
Medellin2(config)#end

Medellin2#

%SYS-5-CONFIG_I: Configured from console by console

Medellin2#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Medellin2#

Router Medellin 3
Press RETURN to get started!

Router>enable

Router#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin3
Medellin3(config)#no ip domain-lookup
Medellin3(config)#enable password class
Medellin3(config)#line con O
Medellin3(config-line)#password cisco
Medellin3(config-line)#login

Medellin3(config-line)#exit

Medellin3(config)#line vty 0 15
Medellin3(config-line)#password cisco
Medellin3(config-line)#login

Medellin3(config-line)#exit

Medellin3(config)#service password-encryption
Medellin3(config)#banner motd "Prohibido el ingreso a personal no autorizado”
Medellin3(config)#end

Medellin3#

%SYS-5-CONFIG_I: Configured from console by console
Medellin3#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]
Medellin3#
Router ISP

Router>enable
Router#configure t

17



Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#no ip domain-lookup

ISP(config)#enable password class

ISP(config)#line con O

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#exit

ISP(config)#line vty 0 15

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#exit

ISP(config)#service password-encryption
ISP(config)#banner motd "Prohibido el ingreso a personal no autorizado"
ISP(config)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console
ISP#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

ISP#

2. Realizar la conexion fisica de los equipos con base en la topologia de red

Router Bogota 1
Password:

Bogotal>enable

Password:

Bogotal#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#interface s0/0/1

Bogotal(config-if)#ip address 172.29.3.1 255.255.255.252
Bogotal(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogotal(config-if)#interface s0/1/0

Bogotal(config-if)#ip address 172.29.3.5 255.255.255.252
Bogotal(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Bogotal(config-if)#interface s0/1/1

Bogotal(config-if)#ip address 172.29.3.9 255.255.255.252
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Bogotal(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Bogotal(config-if)#interface s0/0/0

Bogotal(config-if)#ip address 209.17.220.5 255.255.255.252
Bogotal(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Bogotal(config-if)y#end

Bogotal#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogotal#

Router Bogota 2
Prohibido el ingreso a personal no autorizado

User Access Verification

Password:

Bogota2>enable

Password:

Bogota2#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#interface s0/0/0

Bogota2(config-if)#ip address 172.29.3.10 255.255.255.252
Bogota2(config-if)y#no shutdown

Bogota2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota2(config-if)#interface s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogota2(config-if)#ip address 172.29.3.13 255.255.255.252
Bogota?2(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogota2(config-if)#interface g0/0

Bogota2(config-if)#ip address 172.29.1.1 255.255.255.0
Bogota2(config-ify#no shutdown

Bogota2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Bogota2(config-if)#exit

Bogota2(config)#exit

Bogota2#copy run start

19



Destination filename [startup-config]?
Building configuration...

[OK]

Bogota2#

Router Bogota 3

Password:

Bogota3>enable

Password:

Bogota3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#interface s0/0/0

Bogota3(config-if)#ip address 172.29.3.2 255.255.255.252
Bogota3(config-if)y#no shutdown

Bogota3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota3(config-if)#interface s0/0/1

Bogota3(config-if)#ip address 172.29.3.6 255.255.255.252
Bogota3(config-if)y#no shutdown

Bogota3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Bogota3(config-if)# interface s0/1/0

Bogota3(config-if)#ip address 172.29.3.14 255.255.255.252
Bogota3(config-if)y#no shutdown

Bogota3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Bogota3(config-if)#interface g0/0

Bogota3(config-if)#ip address 172.29.0.1 255.255.255.0
Bogota3(config-if)y#no shutdown

Bogota3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Bogota3(config-if)y#end

Bogota3#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota3#

Router Medellin 1
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Password:

Medellin1>enable

Password:

Medellinl#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#interface s0/0/0

Medellin1(config-if)#ip address 172.29.6.1 255.255.255.252
Medellin1(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Medellin1(config-if)#interface s0/0/1

Medellin1(config-if)#ip address 172.29.6.13 255.255.255.252
Medellin1(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Medellin1(config-if)#interface s0/1/1

Medellin1(config-if)#ip address 172.29.6.9 255.255.255.252
Medellin1(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Medellin1(config-if)#interface s0/1/0

Medellin1(config-if)#ip address 209.17.220.1 255.255.255.252
Medellin1(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Medellin1(config-if)#end

Medellinl#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Medellin1#

Router Medellin 2
Password:

Medellin2>enable

Password:

Medellin2#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#interface s0/0/0

Medellin2(config-if)#ip address 172.29.6.5 255.255.255.252
Medellin2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Medellin2(config-if)#interface s0/0/1

Medellin2(config-if)#ip address 172.29.6.2 255.255.255.252
Medellin2(config-if)# no shutdown
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Medellin2(config-if)#interface g0/0

Medellin2(config-if)#ip address 172.29.4.1 255.255.255.128
Medellin2(config-ify#no shutdown
Medellin2(config-if)#end

Medellin2#

%SYS-5-CONFIG_I: Configured from console by console
Medellin2#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Medellin2#

Router Medellin 3
Password:

Medellin3>enable

Password:

Medellin3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin3(config)#interface s0/0/0

Medellin3(config-if)#ip address 172.29.6.10 255.255.255.252
Medellin3(config-if)y#no shutdown

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin3(config-if)#interface s0/0/1

Medellin3(config-if)#ip address 172.29.6.14 255.255.255.252
Medellin3(config-if)y#no shutdown

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Medellin3(config-if)#interface s0/1/0

Medellin3(config-if)#ip address 172.29.6.6 255.255.255.252
Medellin3(config-ify#no shutdown

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Medellin3(config-if)#interface g0/0

Medellin3(config-if)#ip address 172.29.4.129 255.255.255.128
Medellin3(config-ify#no shutdown

Medellin3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,

changed state to up
Medellin3(config-if)#end
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Medellin3#copy run start
Destination filename [startup-config]?
Building configuration...

[OK]
Medellin3#
Router ISP

User Access Verification
Password:

ISP>enable

Password:

ISP#configure t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#interface s0/0/0

ISP (config-if)#ip address 209.17.220.2 255.255.255.252

ISP (config-if)y#no shutdown

ISP (config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
ISP (config-if)#interface s0/0/1

ISP (config-if)#ip address 209.17.220.6 255.255.255.252

ISP (config-ify#no shutdown

ISP(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
ISP(config-if)#end

ISP#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

ISP#

IP estatica de las PC, mientras se configura el DHCP

23



Figura 2. IP estatica de las PC
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Ping del router Bogota 1 al router Bogota 2, Bogota 3 y el router ISP

Figura 3. Ping del Router Bogota
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Ping del router Bogota 2 al router Bogota 1, Bogota 3y a la PC-200 host
Figura 4. Ping del Router Bogota2
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Ping del router Bogota 3 al router Bogota 1 con los dos seriales, Bogota 2y a la PC-
150 host

Figura 5. Ping del Router Bogota3
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Ping del router Medellin 1 al router Medellin 2 , Medellin 3 y el router ISP

Figura 6. Ping del Router Medellinl
FJ

Physical Config CLI
105 Command Line Interface
A
Medellinl>enable
Medellinl#ping 172.25.€.2 A
Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 1 timeocut is 2 seconds:
[T
Success zate is 100 percent (§/8), round-trip min/avg/max = 1/2/8 ms )
| fHedellinl#ping 172.25.€.10 A
|
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1 5.€.10, timeout is 2 seconds:
trrne
Suscess rate is 100 persent (5/8), round-crip min/svg/max = 1/5/14 ms)
[Medellinl#ping 172 .2 14 N\
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.25.6.14, timeout is 2 seconds:
trine
Success rate is 100 percent {5/5), round-trip min/avg/max = 1/2/8 ms
(fMedellinl#ping 209.17. Zz N
Type escape seguence to abort.
Sending 5, l00-byte ICMP Echos to 209.17.220.2, timeout is 2 seconds:
[T
Success rate is 100 percent {(5/5), round-trip min/avg/max = 1/2/8 ms
| |Hedellinie v
|
Copy Paste

Ping del router Medellin 2 al router Medellin 1 , Medellin 3 y el PC-50 host

Figura 7. Ping del Router Medellin2
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Ping del router Medellin 3 al router Medellin 1 , Medellin 2 y el PC-40 host
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Figura 8. Ping del Router Medellin3
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3. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacion automética.

Router Medellin 1

Password:

Medellin1>enable

Password:

Medellinl#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#router rip
Medellin1(config-router)#version 2
Medellin1(config-router)#no auto-summary
Medellin1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.8/30 is directly connected, Serial0/1/1

C 172.29.6.12/30 is directly connected, Serial0/0/1
C 209.17.220.0/30 is directly connected, Serial0/1/0
Medellin1(config-router)#network 172.29.6.0
Medellin1(config-router)#network 172.29.6.8
Medellin1(config-router)#network 172.29.6.12
Medellin1(config-router)#

Router Medellin 2

Medellin2>enable

Password:

Medellin2#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#router rip
Medellin2(config-router)#version 2
Medellin2(config-router)#no auto-summary
Medellin2(config-router)#do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.4/30 is directly connected, Serial0/0/0
Medellin2(config-router)#network 172.29.4.0
Medellin2(config-router)#network 172.29.6.0
Medellin2(config-router)#network 172.29.6.4
Medellin2(config-router)#

Router Medellin 3
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Medellin3>enable

Password:

Medellin3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin3(config)#router rip
Medellin3(config-router)#version 2
Medellin3(config-router)#no auto-summary
Medellin3(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
Medellin3(config-router)#network 172.29.4.128
Medellin3(config-router)#network 172.29.6.4
Medellin3(config-router)#network 172.29.6.8
Medellin3(config-router)#network 172.29.6.12
Medellin3(config-router)#

Router Bogotéa 1

Bogotal>enable

Password:

Bogotal#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#router rip
Bogotal(config-router)#version 2
Bogotal(config-router)#no auto-summary
Bogotal(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/0/1

C 172.29.3.4/30 is directly connected, Serial0/1/0

C 172.29.3.8/30 is directly connected, Serial0/1/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
Bogotal(config-router)#network 172.29.3.0
Bogotal(config-router)#network 172.29.3.4
Bogotal(config-router)#network 172.29.3.8
Bogotal(config-router)#

Router Bogota 2
Password:
Bogota2>enable

Password:
Bogota2#configure t
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Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#router rip
Bogota2(config-router)#version 2
Bogota2(config-router)#no auto-summary
Bogota2(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
Bogota2(config-router)#network 172.29.1.0
Bogota2(config-router)#network 172.29.3.8
Bogota2(config-router)#network 172.29.3.12
Bogota2(config-router)#

Router Bogota 3

Bogota3>enable

Password:

Bogota3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#router rip
Bogota3(config-router)#version 2
Bogota3(config-router)#no auto-summary
Bogota3(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0
Bogota3(config-router)#network 172.29.0.0
Bogota3(config-router)#network 172.29.3.0
Bogota3(config-router)#network 172.29.3.4
Bogota3(config-router)#network 172.29.3.12
Bogota3(config-router)#

La red principal en Bogota 1 y Medellin 1 es network 172.29.0.0
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Figura 10. Red principal de Bogota y Medellin
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ip address 172.25.3.1 255.255.255.252 L] interface Seriall/1/0 A

clock rate 2000000 ip address 209.17.220.1 285.255.255.252
! clock rate 2000000
interface Seriald/1/d !
ip address 172.29.3.5 255255 235 282 inter rial0/1/1
oot ip a 29 €.9 255255 255252

clock rate 2000000
'

interface Vlanl
no ip address
shutdown

router rip
version 2
newwork 172.29.0.0
no FUTO-SUNmArY

no edp run
|

banner motd "CProhibido el ingreso a personal no autorizade”C
|

banner motd ~CProhibido el ingreso a personal no autorizado~C '
- !

v

Copy Paste

Copy Paste

4. Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro
de las publicaciones de RIP.

Router Medellin 1

Prohibido el ingreso a personal no autorizado

User Access Verification

Password:

Medellin1>enable

Password:

Medellinl#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2
Medellin1(config)#router rip
Medellin1(config-router)#default-information originate
Medellin1(config-router)#

Router Bogota 1
Prohibido el ingreso a personal no autorizado

User Access Verification
Password:
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Bogotal>enable

Password:

Bogotal#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.6
Bogotal(config)#router rip
Bogotal(config-router)#default-information originate
Bogotal(config-router)#

5. El router ISP debera tener una ruta estética dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

Password:

ISP>enable

Password:

ISP#configure t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.255.0 209.17.220.1
ISP(config)#ip route 172.29.0.0 255.255.255.0 209.17.220.5
ISP(config)#

Ping de Medellin 1 al PC-50 host y PC-40 host

Figura 11. Ping de Medellinl
‘@
Physical Config CLI

105 Command Line Interface

| |Medellinigping 172.29.2.2

Type escape sequence to abort.

| [sending s, 100-byte 1MP Echos to 172.29.4.2, timeout is 2 seconds:
NN

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/10/24 ms

Medellinlgping 172.25.4.130

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.25.4.130, timeout is 2 seconds:
|||||

Success rate is 100 percent (5/5), round-trip min/avg/max = €/9/15 ms

Ping de Bogota 1 al PC-150 host y PC-200 host
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Figura 12. Ping de Bogotal
F
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I0S Command Line Interface
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= |Bogotal#ping 172
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Bogotal#ping 172.25.1.2
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|
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Copy Paste

6. Verificar la tabla de enrutamiento

las redes y sus rutas.

en cada uno de los routers

Figura 13. Verificar tabla de enrutamiento en los Router

para comprobar

&
Physical Config =~ CLI Physical ~Config = CLI
105 Command Line Interface 10S Command Line Interface
Bogotalgshow ip route Medellinlgshow ip route Q
Codes: L - local, C - connected, S - static, R - RIP, M - mcbile, B - BGP Codes: L - local, C - comnected, § - static, R - RIP, ¥ - mobile, B - BED
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPT inter area D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSDF inter area
W1 - OSEF NSSh external type 1, N2 - OSPF NSSR external type 2 NL - OSDF NSSA suternal type 1, N2 - OSEE NSSA euternal typs 2
- OSPT external type 1, £2 - OSPF external type 2, E - EGP g El - OSDF external type 1, E2 - OSPF external type 2, E - ECD
i - IS-IS, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area i - I5-I5, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - I5-IS inter area
* - candidate defasult, U - per-user static route, o - ODR fl * - candidate default, U - pez-user static zoute, o - ODR
P - pericdic downlosded static route : P - periodic downloaded static rouse
Gateway of last resort is 209.17.220.€ to network | Gateway of last resort is 205.17.220.2 to network 0.0.0
172.25.0.0/1€ is varisbly subnetted, 5 submets, 3 masks 0/1% is variably subnetted, 9 subnets, 3 masks
R 172.29.0.0/24 [120/1] via 172.2%.3.€, 00:00:17, Seriald/1/0 R 9.4.0/25 [120/1] wia 172.29.6.. Serial0/0/0
[120/11 via 172.28.3.2, 00: 7, Seriald/d/1 fl= _4.128/28 [120/1] wia 1 Serial0/o0/L
R 172.29.1.0/24 [120/1] wia 172.2%.3.10, 00 20, Seriald/l/1 [120/1] wia 172.29.€.10, ., Serial0/l/L
c 172.2%.3.0/30 is directly connected, Seriald/0/l e _€.0/30 is directly connected, Serial0/0/0
L 172.29.3.1/32 is directly connected, Seriald/0/1 I3 9.€.1/32 is directly connected, Serial0/0/0
c 172.29.3.4/30 is directly connected, Seriald/1/0 R 29.6.4/30 [120/1] wia 172.25 6.2, 00:00:! Serial0/0/0
L 9.3.5/32 is directly connected, Serial0/L/0 [120/1] wia 172.25.6.14, , Serialo/0/L
c 2.29.3.8/30 is directly connected, Serialo/L/l [120/1] via 172.25.6.1 Serialo/L/l
L 9.3.9/32 1s dirsctly connected, Seriald/l/L c 172.29.6.8/30 is directly connected, Seriall/l/L
L 172.29.3.12/30 [120/1] ¥ia 172.29.3.10, 00 , Serialo/l/l L 172.29.6.5/32 is directly connected, Seriall/L/L
[120/1] wia L 00:00:17, Serial0/L/0 c 172.29.€.12/20 is directly connected, Serial(/0/1
[120/1] wia L 00:00:17, Serial0/0/1 L 172.29.€.13/32 is directly connected, Serial(/0/1
205.17.220.0/24 is variably subnetted, 2 subnets, 2 masks 205.17.220.0/24 is variably subnevted, 2 subnets, I masks
c 205.17.220.4/30 is dizectly connscted, Serial0/0/0 c 205.17.220.0/30 is dizectly connected, Seriald/1/0
T 209.17.220.5/32 is directly connected, Seriald/0/0 4 208.17.220.1/32 is duec\:ly connected, Seriall/l/0
s* 0.0.0.0/0 [1/0] via 209.17.220.6 g 0.0.0.0/0 [L/0] via 209.17.220.2
Bogotalg Medellinld v
Copy Paste ] Copy Paste
® ®
Physical ~ Config  CLI Physical  Config CLI
10S Command Line Interface 108 Command Line Interface
Medellinz-ensble Medellinigshow ip route ~
Passwerd: Cedes: L - local, C - comnected, S - stavie, R - RIP, ¥ - mobile, B - BGP
Medellin2gshow ip rouce D - SIGRE, EX - SIGRE external, O - OSPF, IA - OSEF inter area
Codes: I - iseal, C - comnected, S - suasic, A - RIp, X - mobile, £ - 362 i - oS2E WSS exernal type i, I - OSPF NSSh exvernal type 2
NL - OSPE NSSA extarnal type 1, N2 - OSDF NSSA excernal type 2 b i Is-1s, LI - Is-Is level-1, IS-IS level-2, ia - IS-IS inter area
El - OSPF external type 1, 52 - GSPF external type 2, E - EGP + - candidate default, U - per-user static route, o - ODR
i - IS-IS, L1 - IS-IS level-l, L2 - IS-IS level-z, ia - IS-IS inter area n ® - pericdic downloaded statie route
* - candidate defauls, U - per-user static route, © - ODR N
T - periodic downlosded static route Gateway of last rescrt is 172.25.€.13 to necwork 0.0.0.0
Gateway of last zesorc is 172.25.€.1 to newwork 0.0.0.0 172.25.0-0/1¢ is vazisily subnevced, 10 mimee, 3 masks
2 25.4.0/25 [120/1] vis 172.25..5, 00:00:15, Serial0sl/0
0.0/16 is variably subnested, 9 subnets, 3 masks c A Tinet e dlesenty somacecs, Siosmirbemenenrt
c 25.4.0/25 1= dirsctly connscted, thernecto/0 L 25.4.125/32 is airectly connected, hezneto/o
L .29.4.1/32 is directly connected, GigabitZthernet0/0 2 25.6.0/30 [120/1] via 172.25.65, Sexiald/1/0
2 25.4.128/28 [120/1] via 172.25.6.€, 00:00:2 [120/1] via I Serialo/0/1
c 0/30 15 directly connected, Serial/0/L Sezialos0/o
L 2/32 is directly connected, Seriald/0/l c €.4/30 is directly connected, Serial0/1/0
c 4/30 15 directly connected, Seriald/0/0 L /32 is directly connected, Seriald/L/0
L /32 is directly connected, Seriald/0/0 c €.8/30 is directly connected, Serial0/0/i
2 .8/30 [120/1] wia 172.28.€.1, Serialo/0/1 L .€.10/32 is directly connected, Seriald//0
(120/1] wvia 172.29_€.6, 00:00:20, Serial0/0/0 c £.12/30 is directly connected, Serial0/0/L
172.29.€.12/30 [120/1] via 172.29.€.1, 00:00:02, Serial0/0/1 L €.14/32 is directly comnected, Serial/0/1
/11 via 172.25.6.€, Serialo/0/0 a (120/1] via 172.25.6.13, 00:00:14, Serial0/o/1
R 0.0.0.0/0 [120/1] via 172.25.6.1, 00:00:02, Serialdsn/l [120/1] via 172.25.€.3, 00:00:13, Serial/0/0
Medellin2 Il |ede1rinss v
Copy Paste Copy Paste
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Figura 13. Verificar tabla de enrutamiento en los Router
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Bogotazrensble

Password

Bogota2gshow ip route

Codes: L - local, € - comnected, § - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EICRP external, O - OSPF, IA - OSEF inter area
N1 - GSPF NSSA external type 1, N2 - OSDF NSSA external type 2
El - OSDF external type 1, DF external t T - =ep
i - I8-1S, Ll - 18-1§ level-1, L2 - IS-IS level-
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.29.3.5 to network 0.0.0.0

17 /1¢ is variably subnetted, § submets, 3 masks

2 17 4 [120/1] via 172.29.3.14, 00:00:14, Serial0/o/l

c 17 4 is directly comnected, GigabitZthernet(/D

L 172.25.1.1/32 is directly connected, GigabitEthernet)/0

2 1 3.0/30 [120/11 via 17 Seriald/0/d
[120/11 via 17 , Seriald/0/1

2 172.25.3.4/30 [120/11 via 17 Seriald/0/d
[120/11 via 17 , Seriald/0/1

c 3.8/30 is directly connected, Serial/0/0

L 3.10/32 is directly comnected, Seriall/0/0

c 3.12/30 is directly comnected, Seriall/0/1

L 17 3/32 is directly comnected, Seriald/0/1
o0, /0 [120/1] via 172.25.3.5, 00:00:00, Seriald/0/0
Bogotazd

Bogotadtshow ip route
Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGP
D - EIGRE, ZX - ZIGAP externsl, O - OSPF, IA - OSEF inter area
NL - OSPF NSSA external type 1, N2 - OSEF NSSA exvernsl type 2
EL - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I5-IS, L1 - IS-IS lew - 15-15 level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
T - pericdic downloaded static route

Gateway of last resort is 172.25.3.1 to metwork 0.0.0.0

172

/1€ is varisbly subnected, 10 subnets, 3 masks

0724 is directly connected, CigabitEthernet/0

1732 is directly connected, GigabitEthernet/0

0724 [120/1] wia 172.25.3.13, 00:00:06, Serial0/1/0

5.3.0/30 is directly comnected, Serial/0/0

5.3.2/32 is directly comnected, Serial0/0/0

5.3.4/30 is directly comnected, Serial0/0/1

5.3.6/32 is directly comnected, Serial0/0/1

5.3.8/30 [120/1] wia 172
[120/1] via 1
[120/1] via 172

5.3.12/30 is directly comnected, Serial/1/0

5.3.14/32 is directly comnected, Serial/1/0

B 0.0.0.0/0 [120/1] via §.3.1, 00:00:1, Seriald/0/0

[120/1] via §.3.5, 00:00:16, Seriald/0/1

EGGGGEG

Bogotadi

Copy Paste Copy Paste ]

7. Verificar el balanceo de carga que presentan los routers.

8. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion,

por tener dos enlaces de conexién hacia otro router y por la ruta por defecto que
manejan.

9. Los routers Medellin2 y Bogotd2 también presentan redes conectadas
directamente y recibidas mediante RIP.

10. Las tablas de los routers restantes deben permitir visualizar rutas redundantes

para el caso de la ruta por defecto. EI router ISP solo debe indicar sus rutas
estaticas adicionales a las directamente conectadas

Figura 14. Comando Show run para Bogotal

# Bogota 1 - o x ®

Physical  Config  CLT Physical  Config  CLI

I10S Command Line Interface 105 Command Line Interface

gabitEthernes0/0 =

158 bytes

og dstevime msec

interface GigsbitZtherneto/l
. stamps debug datetime mess o ip adaress
ice password-encryption auplen autc
! speed auts
hostname Bogotal hutdoun
i

! interface Serialt/o/0
ip address 205.17.220.5 255
enable password 7 0921404T1AOR clock rate 2000000

interface Serialt/o/1

Llicense udi pid CISCOLSA1/KS sn FTX1524X303

i
o ip domain-leckap

" ip classiess

Copy Paste Copy Paste
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Figura 14. Comando Show run para Bogotal

®
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router rip

version 2

network 172.25.0.0
default-information originate
no auto-sumary

ip classless
ip route 0.0.0.0 0.0.0.0 209.1
'

ip flow-export version 9
'

'
'

no cdp run

banner motd “CBrohibido el ingreso a personal no autorizado™C

'
'

line con 0
password 7 08!
login

'

line aux 0
'

line vty 0 4
password 7 08

password 7 0
Login
'

Zogotalt

Copy.

Paste

Tm

igura 15. Comando Show run para Bogota2

®
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105 Command Line Interface

@ Bogota 2
Physical  Config  CLI

105 Command Line Interface

Bogota2gshow run
Building configuration
Current configuration : 1074 bytes
!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

]

hostaane Bogotal
|

enable password 7 05:

no ip ce
no ipvé cef

]

|

!

|

license udi pid CISCO1941/KS sn TTXI524DHZA

no ip domain-lookup
]

!
spanning-tree mode prst
|

Copy

Paste

T
interface CigabitZthernecd/0
ip address 1 11
duplex auto
speed auto

|
interface GigabitZthernet0/l
no ip address

duplex auto

speed auto

shutdown

|

interface Seriald/0/0
ip address 1 3.10
clock rate 2000000

interface Serial0/0/1

|
interface Vlanl
no dp address
shutdown
.
router rip
version 2
network 172.26.0.0
no auto-summary
|
ip classless
|

ip flow-expors version §
.

!
!

no cdp run

|

banner motd “CProhibido el ingreso & personal no sutorizadoC
|

.

!

Copy

Paste
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Figura 15. Comando Show run para Bogota2

®

Physical  Config CLI

105 Command Line Interface

LR g
shutdown

'

router rip
version 2

network 1 0.0

o auto-summary
|

ip classless

|

ip flov-export versien §
)

.
|
no cdp Tun
|

banner motd “CProhibido el ingreso a persomal no autorizade’C
|

I
I

I

line con 0
password 7 03
login

|

line aux 0
i

line voy 0 4
passvord 7 08:
login
line vty 5 15
password 7 03
login

24550216

Copy

Paste

Figura 16. Comando Show run para Medellinl

®
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Medellinlgshow run
Building configuration...
Current configuration : 1301 bytes
'

wversion 15.1

no service timestamps log datetime msec
no service timestamps debug datevime msec
sexvice password-encryption

'

hostname Medellinl
'
'
'

enable password 7 0822404F1A0R
!

!

!

!

ne ip cef

no ipvé cef

!

license udi pid CISCOL941/KS sn FTX15241GSS
'
'
'
'
'
'
'
'
'

no ip domain-lookup
'
'
spanning-tree mode pust
'
'

]
interface GigabitZthernet0/0
no ip address
duplex auto
speed auto
shutdown
!
interface CigabitZchernetl/l
no ip address
duplex auto
speed auto
shutdown
|
interface Serial(/0/0
ip address L
clock rate
,

!
interface Seriali/1/0
ip address 209.17

interface Serial0/l/1

ip address L
clock rate 2|
,

interface Vlanl
o ip address
shutdown
I

Touter rip
version 2
netvork L
default-information originate
1o autc-summary

|

ip classless
Y te 0000000020879

Copy

Paste

Copy

Paste
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Figura 16. Comando Show run para Medellinl
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e
; ~
router rip
0.0
ormation originste

no suto-summary
ip classless
ip route 0.0.0

|

ip Elow-export version §

|

.

a5 cdp mun

,
banner motd “CProhibido el ingresc a personal no autorizado™C
|

.

.

line com 0

password 7 0822455D0AlE

login

.

line aux 0

\

line vey 0 4

passvord 7 0822455D0A16

login

line vty § 15

password 7 0822455D0AlE

login

.

.

end

Medellinl$ v

Copy. Paste

Figura 17. Comando Show run para Medellin2

¥
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Physical ~ Config  CLI
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Medellinzgshow run
Building configuration...
Current configuration : l07€ bytes
\

wversion 15.1

no service timestamps log datetime msee
no service timestarps debug datetime msec
service password-encryption

|

hostname Medellin2

]

enable password 7 0
|

license udi pid CISCOL94L/ES sn FTHL5244084
i
'
i
!
!
i
i
i
i

no ip domain-lookup
I

spanning-tree mode pust
|

Copy

Paste

!

!

interface GigabitZthernet0/0

ip address 172

duplex auto
speed auto

|

interface GigabitZthernet0/1
no ip address

duplex aute

speed auto

shutdown

interface SerialQ/0/0
ip address 172.2
clock rate 2000000

|

interface SerialQ/0/1
ip address 17 2
clock rate 2000000
.

interface Vlanl
no ip address
shutdown

:

router rip

version 2

network 172.25.0.0
no auto-surmary

|

ip classless
|

ip flow-export version &
|

I

I

no cdp run

!

banner motd ~CProhibido el ingreso a personal no autorizado”C
.

Copy

Paste
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Figura 17. Comando Show run para Medellin2
®
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no ip address
shutdewn

I

Touter rip

version 2

network 172.29.0.0
no auto-summary

I

ip classless

|

ip flow-sxport version 9
'

I
|
5o cdp zun
i
banner motd “CProhibido el ingreso a personal mo autorizado™C
|
|
|
I
line con 0
password 7 0822435D0R1€
login
|

line aux 0
'

line vty 0 4
password 7 08224
login
line vty 5
password
login

|

Medellin2g .

Copy Paste

Figura 18. Comando Show run para ISP

# 15p - u] X
Physical Config CLI
10S Command Line Interface
~
ISPrenable
Password:
ISPgshow ip route
Codes: L - loeal, C - connected, S - static, R - RIP, M - mobile, B - BGD
D - EIGRP, EX - EIGRP external, © - OSPF, IR - OSPF inter area
N1 - OSPF NSSR external type 1, N2 - OSPF NSSA external type 2
El - OSDPF external type 1, E2 - OSDF external type 2, E — EGD
i - IS-I5, L1 - IS-IS level-l, L2 — IS-IS5 level-2Z, ia - IS5-I5 inter area
% - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Cateway of last resort is not set
5 .5
5 4 [1/0]1 via 9. = -1
wvariably subnetted, 4 subnets, 2
[ 0 is directly comnected, Seriall
L 2 is directly connected, Serial0O/0/0
c 0 is directly connected, Serial0/0/1
L . 2 is directly connected, Serial0O/0/1
ISP§ w
Copy Paste

11. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de
RIP y las interfaces que participan de la publicacion entre otros datos.

Router Bogota 1

Bogotal>enable
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Password:

Bogotal#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#router rip
Bogotal(config-router)#version 2
Bogotal(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/0/1

C 172.29.3.4/30 is directly connected, Serial0/1/0

C 172.29.3.8/30 is directly connected, Serial0/1/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
Bogotal(config-router)#passive-interface s0/0/0
Bogotal(config-router)#

Router Medellin 1

Prohibido el ingreso a personal no autorizado

User Access Verification

Password:

Medellin1>enable

Password:

Medellinl#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#router rip
Medellin1(config-router)#version 2
Medellin1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.8/30 is directly connected, Serial0/1/1

C 172.29.6.12/30 is directly connected, Serial0/0/1

C 209.17.220.0/30 is directly connected, Serial0/1/0
Medellin1(config-router)#passive-interface s0/1/0
Medellin1(config-router)#

12. Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.
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quura 19. Verificar la base de datos de RIP
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TowT
Bogotalgshow ip route
Codes: L - local, C - comnected, S - statiec, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
HL - OSEF NSSA externsl type 1, N - OSEF NSSA external cype 2
El - OSPF external type 1 - OSEF external type
i - I5-TS, L1 - I5-IS level- ia
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 208.17.220.€ to metwork 0.0.0.0

1€ is variably subnetted, 9 subnets, 3 masks

TowT
Medellinlgshow ip route
Codes: L - local, C - connected, S - static, R - RIF, M - mobile, B - BGP

D - ZIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF WSSh external type 1, N2 - OSPF NSSA external type 2

El - OSET external type 1 - OSEF external type 2, E - EGP

i - I5-1S, L1 - I5-T5 lev 2 - I15-TS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

D - pericdic dewnloaded static route

Gateway of last resort is 205.17.220.% to network 0.0.0.0

1

0.0/1€ is variably subnetted, § su}:nats, 3 masks

S .0/24 [120/1] via 1 3, Serialo/L/D R 9.4.0/25 [120/1] via 0, Seriall/0/0
[120/11 via 1 3, Serialo/o/l R 9.4.128/25 [120/1] via 1 13, Serialo/o/l
S .1.0/24 [120/1] via 1 .3 17, Seriali/l/l 1120717 via 1 13, Serialo/l/l
c is directly comnnected, Seriall/0/L c 0
L 2 is directly connected, Serial(/0/1 T 0
c directly connected, Seriall/1/0 E) Serialo/0/0
L directly connected, Seriall/1/0 . Serialo/osl
c directly connected, Seriall/l/L :00:13, Seriald/l/l
L is directly comnnected, Seriall/l/L c 1 erialosisl
S .3.12/30 [l20/1] via 17 10, ¢ 117, Serialo/l/l T 1 2 is airectly connected, serialt/i/1
[120/1] wvia 17, Seriall/1/0 c 1 30 is directly connected, Seriald/0/l
[120/1] wvia 17, Serial0/o/1 T 1 3/32 is directly connected, Seriald/0/l
209.17 0/24 is variably subnetted, 2 subnets, 2 masks 2 is varisbly subnetted, 2 subnets, 2 masks
c /30 is directly comnected, Serial0/0/d c is directly connected, Serial0/l/0
L 32 is directly connected, Serial0/0/0 T -1/32 is dirsctly conmscted, Sexisli/L/g
S*  0.0.0.0/0 [L/0] via 209.17.220.¢ s* 0.0, 0 [1/0] via 208.17.
Bogotalt Medellinly

Copy Paste

Copy Paste

13. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado

con autenticacion PAP.

Router ISP

Prohibido el ingreso a personal no autorizado

User Access Verification
Password:

ISP>enable

Password:
ISP#configure t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username Medellinl password unad

ISP(config)#interface s0/0/0
ISP (config-ify#encapsulation ppp

ISP(config-if)#ppp authentication pap

ISP (config-if)y#ppp pap sent-username ISP password unad

ISP(config-if)#

Router Medellin 1

Prohibido el ingreso a personal no autorizado

User Access Verification
Password:
Medellinl>enable
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Password:

Medellin1#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to down

Medellinl#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#username ISP password unad
Medellin1(config)#interface s0/1/0

Medellin1(config-if)#encapsulation ppp

Medellin1(config-if)#ppp authentication pap

Medellin1(config-if)#ppp pap sent-username Medellinl password unad
Medellin1(config-if)#

Figura 20. Ping de Medellinl al ISP
&

Physical Config CL1

I0S Command Line Interface

Medellinl (config) #interface s0/1/0 ~
) #encapsulation ppp

1#ppp authentication pap

1#ppp pap sent-username Medellinl password unad

Medellinl {config-if) #ping 209.17.220.2
% Invalid input detected at '*~' marker.

Medellinl (config-if) gend
Hedellinl$d
%SYS-5-CONFIG_I: Configured from comsole by conso le

Medellinl#ping 205.17.220.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 205.17.220.2, timeout is 2 seconds:
tiins

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/5/40 ms

14. El enlace Bogotal con ISP se debe configurar con autenticacion CHAP.

Router ISP

ISP#configure t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username Bogotal password unad

ISP(config)#interface s0/0/1

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

ISP (config-if)#ppp authentication chap

ISP(config-if)#
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Router Bogota 1

Bogotal>enable

Password:

Bogotal#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#username ISP password unad

Bogotal(config)#interface s0/0/0

Bogotal(config-ify#encapsulation ppp

Bogotal(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

ppPp

% Incomplete command.

Bogotal(config-if)#ppp authentication chap

Bogotal(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogotal(config-if)#

Figura 21. Ping de Bogotal al ISP
>

Physical Config CL1

10S Command Line Interface

Bogotal {config-if) 4encapsulation PP ~
Bogotal (config-if) 4§
SLINEPROTO-S-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

command .
g-if)2ppp authentication chap

g-if)#
UPDOWN: Line protocol on Interface Seriald/0/0, changed state to down

3LINEPROTO-5

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Bogotal {config-if) fend
Bogotald
35YS-5-CONFIC I: Configured from conscle by conso le

Bogotal#ping 20%.17.220.€

Type escape sequence to abort.
Sending 5, 100-byte ICMP Zchos to 209.17.220.¢, timecut is 2 seconds:
i

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/7 ms

Copy Paste

15. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Router Medellin 2

42



Medellin2>enable

Password:

Medellin2#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.10
Medellin2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.139
Medellin2(config)#ip dhcp pool medellin2
Medellin2(dhcp-config)#network 172.29.4.0 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.1
Medellin2(dhcp-config)#dns-server 9.9.9.9
Medellin2(dhcp-config)#exit

Medellin2(config)#ip dhcp pool medellin3
Medellin2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.129
Medellin2(dhcp-config)#dns-server 9.9.9.9
Medellin2(dhcp-config)#exit

Medellin2(config)#

16. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

Prohibido el ingreso a personal no autorizado

User Access Verification

Password:

Medellin3>enable

Password:

Medellin3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin3(config)#interface g0/0

Medellin3(config-if)#ip helper-address 172.29.6.5
Medellin3(config-if)#

Figura 22. DHCP en los PC de Medellin
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17. Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el
servidor DHCP para ambas redes Lan.

Prohibido el ingreso a personal no autorizado

User Access Verification

Password:

Bogota2>enable

Password:

Bogota2#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.10
Bogota2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.10
Bogota2(config)#ip dhcp pool bogota2
Bogota2(dhcp-config)#network 172.29.1.0 255.255.255.0
Bogota2(dhcp-config)#default-router 172.29.1.1
Bogota2(dhcp-config)#dns-server 1.1.1.1
Bogota2(dhcp-config)#exit

Bogota2(config)#ip dhcp pool bogota3
Bogota2(dhcp-config)#network 172.29.0.0 255.255.255.0
Bogota2(dhcp-config)#default-router 172.29.0.1
Bogota2(dhcp-config)#dns-server 1.1.1.1

Bogota2(dhcp-config)#

18. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast
hacia la IP del router Bogoté2.

Bogota3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#interface g0/0

Bogota3(config-if)#ip helper-address 172.29.1.1
Bogota3(config-if)#

Figura 23. DHCP en los PC de Bogota
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Figura 24. Verificar IP con el comando ipconfig
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Figura 25. Ping de PC-150 a las demas PC
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19. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, sélo existira comunicacién hasta los routers

Bogotal, ISP y Medellinl.

20. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién
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debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del
router Medellinl, cémo diferente puerto.

Prohibido el ingreso a personal no autorizado

User Access Verification

Password:

Medellin1>enable

Password:

Medellinl#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip nat inside source list 1 interface s0/1/0 overload
Medellin1(config)#access-list 1 permit

% Incomplete command.

Medellin1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
Medellin1(config)#interface s0/1/0

Medellin1(config-if)#ip nat outside
Medellin1(config-if)#interface s0/0/0

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#interface s0/1/1

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#interface s0/0/1

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#

21. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccién
de direcciones indique las interfaces de entrada y de salida. Al realizar una
prueba de ping, la direccion debe ser traducida automaticamente a la direccién
de la interfaz serial 0/1/0 del router Bogotal, como diferente puerto.

Prohibido el ingreso a personal no autorizado

User Access Verification

Password:

Bogotal>enable

Password:

Bogotal#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#ip nat inside source list 1 interface s0/0/0 overload
Bogotal(config)#access-list 1 permit

% Incomplete command.

Bogotal(config)#access-list 1 permit 172.29.0.0 0.0.3.255
Bogotal(config)#interface s0/0/0

Bogotal(config-if)#ip nat outside

Bogotal(config-if)#interface s0/0/1

Bogotal(config-if)#ip nat inside
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Bogotal(config-if)#interface s0/1/0
Bogotal(config-if)#ip nat inside
Bogotal(config-if)#interface s0/1/1
Bogotal(config-if)#ip nat inside
Bogotal(config-if)#

Figura 26. Verificar con ping conectividad
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2. ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogotd y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red

Figura 27. Topologia de red escenario 2
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario

Tabla 2. Direccionamiento escenario 2

Dispositivo | Interfaz Direccion IP Mascara de Gateway
subred predeterminado
R1 (Bogota) | S0/0/0 172.31.21.1 255.255.255.252 | N/A
DCE
R2 (Miami) | S0/0/1 172.31.21.2 255.255.255.252 | N/A
S0/0/0 172.31.23.1 255.255.255.252 | N/A
DCE
FO/0 209.165.200.225 | 255.255.255.248 | N/A
FO/1 10.10.10.1 255.255.255.0 N/A
R3 (Buenos | S0/0/1 172.31.23.2 255.255.255.252 | N/A
Aires)
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Lo4 192.168.4.1 255.255.255.0 N/A
LoS 192.168.5.1 255.255.255.0 N/A
Lo6 192.168.6.1 255.255.255.0 N/A
Internet PC_ | NIC 209.165.200.230 | 255.255.255.248 | 209.165.200.225
PC-A NIC DHCP DHCP DHCP
PC-C NIC DHCP DHCP DHCP
Web Server | NIC 10.10.10.10 255.255.255.0 10.10.10.1

2. Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

Router Bogota

Router>enable

Router#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota
Bogota(config)#no ip domain-lookup
Bogota(config)#enable password class
Bogota(config)#line con O
Bogota(config-line)#password cisco
Bogota(config-line)#login
Bogota(config-line)#exit

Bogota(config)#line vty 0 15
Bogota(config-line)#password cisco
Bogota(config-line)#login
Bogota(config-line)#exit
Bogota(config)#service password-encryption
Bogota(config)#banner motd "Prohibido el ingreso a personal no autorizado"
Bogota(config)#end

Bogota#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota#

Router Miami
Router>enable

Router#configure t
Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#hostname Miami
Miami(config)#no ip domain-lookup
Miami(config)#enable password class
Miami(config)#line con 0
Miami(config-line)#password cisco
Miami(config-line)#login
Miami(config-line)#exit

Miami(config)#line vty 0 15
Miami(config-line)#password cisco
Miami(config-line)#login
Miami(config-line)#exit
Miami(config)#service password-encryption
Miami(config)#banner motd "Prohibido el ingreso a personal no autorizado”
Miami(config)#end

Miami#

%SYS-5-CONFIG_I: Configured from console by console
Miami#copy run start

Destination filename [startup-config]?
Building configuration...

[OK]

Miami#

Router Buenos Aires

Router>enable

Router#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BuenosAires
BuenosAires(config)#no ip domain-lookup
BuenosAires(config)#enable password class
BuenosAires(config)#line con 0
BuenosAires(config-line)#password cisco
BuenosAires(config-line)#login

BuenosAires(config-line)#exit

BuenosAires(config)#line vty 0 15
BuenosAires(config-line)#password cisco
BuenosAires(config-line)#login

BuenosAires(config-line)#exit

BuenosAires(config)#service password-encryption
BuenosAires(config)#banner motd "Prohibido el ingreso a personal no autorizado”
BuenosAires(config)#end

BuenosAires#

%SYS-5-CONFIG_I: Configured from console by console
BuenosAires#copy run start
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Destination filename [startup-config]?
Building configuration...

[OK]

BuenosAires#

Switch 1

Switch>enable

Switch#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#enable password class

S1(config)#line con 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#line vty 0 15

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd "Prohibido el ingreso a personal no autorizado
S1(config)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console
S1#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

S1#

Switch 3

Switch>enable

Switch#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#enable password class

S3(config)#line con 0

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#line vty 0 15
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S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd "Prohibido el ingreso a personal no autorizado”
S3(config)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console
S3#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

S3#

3. Configuracion de direcciones IP.
Router Bogota

Prohibido el ingreso a personal no autorizado

User Access Verification

Password:

Bogota>enable

Password:

Bogota#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#interface s0/0/0
Bogota(config-if)y#description connection to Miami
Bogota(config-if)#ip address 172.31.21.1 255.255.255.252
Bogota(config-if)#clock rate 128000

Bogota(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Bogota(config-if)#exit

Bogota(config)#ip route 0.0.0.0 0.0.0.0 172.31.21.2
Bogota(config)#exit

Bogota#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota#

Router Miami

Prohibido el ingreso a personal no autorizado
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User Access Verification

Password:

Miami>enable

Password:

Miami#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Miami(config)#interface s0/0/1

Miami(config-if)#description connection to Bogota
Miami(config-if)#ip address 172.31.21.2 255.255.255.252
Miami(config-if)#¥no shutdown

Miami(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Miami(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Miami(config-if)#interface s0/0/0

Miami(config-if)#description connection to BuenosAires
Miami(config-if)#ip address 172.31.23.1 255.255.255.252
Miami(config-if)#clock rate 128000

Miami(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Miami(config-if)#interface f0/0

Miami(config-if)#ip address 209.165.200.225 255.255.255.248
Miami(config-if)#no shutdown

Miami(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
Miami(config-if)#interface f0/1

Miami(config-if)#description connection to Web Server
Miami(config-if)#ip address 10.10.10.1 255.255.255.0
Miami(config-if)#no shutdown

Miami(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up
Miami(config-if)#end

Miami#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Miami#

Router Buenos aires
Prohibido el ingreso a personal no autorizado

User Access Verification
Password:
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BuenosAires>enable

Password:

BuenosAires#configure t

Enter configuration commands, one per line. End with CNTL/Z.
BuenosAires(config)#interface s0/0/1
BuenosAires(config-if)#description conection Miami
BuenosAires(config-if)#ip address 172.31.23.2 255.255.255.252
BuenosAires(config-if)#no shutdown

BuenosAires(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
BuenosAires(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

BuenosAires(config-if)#interface lo4

BuenosAires(config-if)#

%LINK-5-CHANGED: Interface Loopback4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

BuenosAires(config-if)#exit

BuenosAires(config)#interface lo4

BuenosAires(config-if)#ip address 192.168.4.1 255.255.255.0
BuenosAires(config-if)#exit

BuenosAires(config)#interface lo5

BuenosAires(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

BuenosAires(config-if)#ip address 192.168.5.1 255.255.255.0
BuenosAires(config-if)#no shutdown

BuenosAires(config-if)#exit

BuenosAires(config)#interface 106

BuenosAires(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

BuenosAires(config-if)#ip address 192.168.6.1 255.255.255.0
BuenosAires(config-if)#no shutdown

BuenosAires(config-if)#exit

BuenosAires(config)#interface lo4

BuenosAires(config-if)#no shutdown

BuenosAires(config-if)#exit

BuenosAires(config)#ip route 0.0.0.0 0.0.0.0 172.31.23.1
BuenosAires(config)#exit

BuenosAires#

%SYS-5-CONFIG_I: Configured from console by console
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BuenosAires#copy run start
Destination filename [startup-config]?
Building configuration...

[OK]

BuenosAires#

Figura 28. Direccion IP de Internet PC y Web Server
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4. Verificacion entre routers

Figura 29. Ping de Bogota a Miami
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Figura 30. Ping de Buenos Aires a Miami
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Physical ~ Config =~ CLI
10S Command Line Interface
~
Frohibido el ingresc a personal no autorizado
Ussr Access Verification
Password:
Miami>ping 172.31.21.1
Type escape sequence to sbort.
Sending , 100-byte ICHP Zchos to 172.31.21.1, timecut is 2 seconds:
Success rawe is 100 percens (S/8), round-trip min/avg/max = 1/5/18 ms
Miami>ping 172.31.23.2
Type escape sequence to sbort.
Sending §, 100-byte ICHP Zchos to 172.31.23.2, timecut is 2 seconds:
Success rawe is 100 percent (S/8), round-trip min/avg/max = 3/13/28 ms
Miami> hd
Copy Paste

Figura 31. Ping de Miami a Bogota y Buenos Aires

Figura 32. Ping de Miami a Internet PC y Web Server

ay i e
10S Command Line Interface
~
Miami>ping 205.1: 00.230
Type escape sequence to sbort.
Sending 5, 100-byte ICHP Echos to 205.1€5 230, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/mam = 0/0/1 ms
Miami>ping 10.10.10.10
Type escape sequence to sbort.
Sending &, 100-byte ICMP Schos o 10.10.10.10, simeous is 2 seconds:
Success rate is 100 percent (5/8), round-trip min/avg/max = 0/0/1 ms
Miami>ping 209.1€5.200.230
Type escape sequence to sbort.
Sending &, 100-byte ICMP Echos to 205.165 230, vimeous is 2 seccnmds:
Success rate is 100 percent (5/5), round-trip min/avg/max 0/0/1 ms
Miamis v
Copy Paste

Figura 33. Ping de Internet PC a Miami
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5. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Tabla 3. OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1111
Router ID R2

5555
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Router Bogota

Bogota#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#router ospf 1

Bogota(config-router)#router-id 1.1.1.1
Bogota(config-router)#network 172.31.21.0 0.0.0.3 area O
Bogota(config-router)#network 192.168.30.0 0.0.0.255 area 0
Bogota(config-router)#network 192.168.40.0 0.0.0.255 area 0
Bogota(config-router)#network 192.168.200.0 0.0.0.255 area 0
Bogota(config-router)#passive-interface fa0/0.30
Bogota(config-router)#passive-interface fa0/0.40
Bogota(config-router)#passive-interface fa0/0.200
Bogota(config-router)#exit

Bogota(config)#interface s0/0/0

Bogota(config-ify#bandwidth 256

Bogota(config-if)#exit

Bogota(config)#interface s0/0/0

Bogota(config-if)#ip ospf cost 9500

Bogota(config-if)#end

Bogota#

%SYS-5-CONFIG_I: Configured from console by console
Bogota#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota#
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Router Miami

User Access Verification

Password:

Miami>enable

Password:

Miami#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Miami(config)#router ospf 1
Miami(config-router)#router-id 5.5.5.5
Miami(config-router)#network 172.31.21.0 0.0.0.3 area O
Miami(config-router)#network 172.31.23.0 0.0.0.3 area O
00:22:28: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done
Miami(config-router)#network 172.31.23.0 0.0.0.3 area O
Miami(config-router)#network 10.10.10.0 0.0.0.255 area 0
Miami(config-router)#passive-interface fa0/0
Miami(config-router)#exit

Miami(config)#interface s0/0/1

Miami(config-if)#bandwidth 256

Miami(config-if)#exit

Miami(config)#interface s0/0/0

Miami(config-if)#bandwidth 256

Miami(config-if)#exit

Miami(config)#interface s0/0/0

Miami(config-if)#ip ospf cost 9500

Miami(config-if)#exit

Miami(config)#

Router Buenos Aires

BuenosAires#configure t

Enter configuration commands, one per line. End with CNTL/Z.
BuenosAires(config)#router ospf 1
BuenosAires(config-router)#router-id 8.8.8.8
BuenosAires(config-router)#network 172.31.23.0 0.0.0.3 area 0
BuenosAires(config-router)#

00:27:14: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from
LOADING to FULL, Loading Done
BuenosAires(config-router)#network 192.168.4.0 0.0.3.255 area 0
BuenosAires(config-router)#passive-interface lo4
BuenosAires(config-router)#passive-interface 105
BuenosAires(config-router)#passive-interface 106
BuenosAires(config-router)#exit
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BuenosAires(config)#interface s0/0/1
BuenosAires(config-if)#bandwidth 256

BuenosAires(config-if)#end
BuenosAires#

%SYS-5-CONFIG_I: Configured from console by console

BuenosAires#copy run start

Destination filename [startup-config]?

Building configuration...
[OK]
BuenosAires#

Figura 35. Visualizar tablas de enrutamiento y routers conectados por OSPFv2
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L.1.1.1
Miamigshow ip os

FULL/ -
interface

0:37  172.31.21.1 Serial0/o/L ~

Seriald/0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID §.5.5.5, Network Type BOINI-TO-BOINT, Cost: 390
Transmit Delay is 1 sec, State POINT-TO-BOINT, Priority O
Wo designated router on this metwozk
¥o backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 4C

Hello due in 00:00:05
Index 1/1, flood queue length
Next 0x0(0) /0x0(0)

Last flood scan lengsh is 1, maximum is 1
Last flood scan time is 0 msee, maximm is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with meighbor 1.1.1.1
Suppress hello for 0 neighbor(s)

Seriald/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID §.5.5.5, Network Type POINI-TO-BOINT, Gost: 9500
Transmit Delay is 1 sec, State BOINT-TO-BOINT, Priority O
Wo designated router on this metwozk
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §

Hello due in 00:00:04
Index 2/2, flood queue length 0
Next 0x0(0) /0x0(0)

Last flood scan lengsh is 1, maximm is 1
Last flood scan time is O msee, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1

Rdjacent with neighbor 8.3.8.8
Suppress hello for 0 neighbor(s)

FastEthernet0/1 is up, line protocol is up
Internet address is 10.10.10.1/24, Rrea 0
Process ID 1, Router ID §.5.5.5, Newwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priozity 1
Designated Router (ID) 5.5.5.5, Interface address 10.10.10.1
Ve backup designated router on this netwerk
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §

Eello due in 00:-00°0)

21

Retransmit §

TS DEERUp RS TOETET POUTET ST TATT TETWSTE

Timer intervals cenfigured, Hello 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:0%

Index 1/1, flcod gueue length 0

Hext 00 (D) /0x0(0)

Last flood scan length is 1, maximum is L

Last flood scan time is 0 msec, maximm is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with meighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serial0/0/0 is up, lime protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cos
Trensmit Delay is | sec, State DOINT-TO-BOINT, Priority 0
Mo designated router on this netwerk
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit S
Hello due in 00:00:04
Index 2/2, flood queue length 0
Mext 0x0(0)/0xD(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximm is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 8.3.3.8
Suppress hello for 0 neighbor(s)
FastEtherneso/l is up, line protocol is up
Internet address is 10.10.10.1/24, Erea 0
Process ID 1, Router ID 5.5.5.5, Network Type BROADCAST, Cosu: 1
Transmit Delay is 1 sec, State DR, Prioricty 1
Designated Router (ID) 5.5.5.5, Interface address 10.10.10.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08
Index 3/3, flood queue lengsh
Mext 0x:0(0)/0xC
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
Miamig
Miamig

2500
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Figura 36. Visualizar lista resumida de interfaces por OSPF
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172.31.21.0 0.0 3 area 0 A
172.31.23.0 0.0 .3 area O
10.10.10.0 0.0.0.255 area 0
B Passive Interface(s):
FastEthernetd/0
Routing Information Sources:
Gateway Distance Last Update
110 00:11:13
| 110
E 110
(default is 110)
n
Miamigshow ip route ospf
152.1€2.4.0/32 is subnetted, 1l subnets
o 1%2.1€8.4.1 [110/9501] wia 172.31.23.2, :25, Serial0/0/0
152.165.5.0/32 is subnetted, 1 subnets
o 15%2.1€8.5.1 [110/5501] wia 172.31.23.2, €:25, Seriald/0/0
192.1€8.€.0/32 is subnetted, 1 subnets
o 19%2.1€8.€.1 [110/5501] wia 172.31.23.2, €:25, SerialQ/0/0
o 1%2.1€8.30.0 [110/391] wia 172.31.21.1, 00:1C 4, Serial0/0s1
o 152 _1€8.40.0 [110/391] wia 172.231.21.1, 00:1C 4, Serial0/0/1
o 152 _1€8.2 [llﬂ./SEh] wia 172.31.21.1, 00:10:04, Serial0/0/1
Miamig v
Copy Paste
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Figura 36. Visualizar lista resumida de interfaces por OSPF
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SLINEDROTO-5-UBDOWN: Line protocol on Interface FastEZthernes0/0.200, changed state
to up

3LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Prohibido el ingreso a personal no autorizade

User Access Verification

Dassword
Dassword

Bogota>
00:00:10: $OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Seriald/0/0 from LOADING to
FULL, Loading Done

Bogotaenable
Password:

Bogotatshow ip route ospf
.0.0.0/24 is subnetted, 1 subnets
0 10.10.10.0 [110/3501] via 17
0.0/30 is subnetted,

00:00:28, Seriald/o/0

subnets

TECIITITE T PP T —TTSTUTTTY
Copyright (c) 1586-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:52 by pt_team

~

Press RETURN to get started!

$LINK-5-CHANGE

: Interface Serial0/0/1, changed state to up

00:00:10: 30SPF-3-ADJCHE
FULL, Loading Done
Prohibido el ingreso a personal no autorizado

Process 1, Nbr 5.5.

User Access Verification
Password:
Buenostires>enable

Password:
Buenoskiresishow ip route ospf

$LINEPROTO-5-UEDOWN: Line protocol on Interface Seriald/0/1, changed state to up

5 on Seriald/d/1 from LOADING to

0 -0 [110/150007 wia 172.31 00:00:28, Seriald/0/0 0.0.0.0/24 is subnetted,
.0/32 is subnetted, 1 subnets o 10.10.10.0 [110/391] via 172.31.23.1, 00:00:31, Seriald/0/1

o [110/15001] wvia 172.31. 00:00:18, Seriald/0/0 172.31.0.0/30 is subnetted, 2 subnets

192.1€8.5.0/32 is subnetted, 1 subnets o 172.31.21.0 [110/780] via 172.31.23.1, 31, Serial0/0/1
o (110/15001] wia 172.31 . 00:00:18, Seriald/0/0 0 192.168.30.0 [110/781] via 172.31.23.1, 121, Seriald/0/l1

182.1€8.€.0/32 is subnetted, 1 subnets 0 152.168.40.0 [110/781] via 172.31.23.1, , Seriald/0/1
] €3.€.1 [110/13001] wia 00:00:18, Seriald/0/0 182.1€8.200.0 [110/781] wia 172.31.23.1, , Sexiald/0/1
Bogotag v || Buenoshiresg

Copy Paste ﬂ Copy Paste

Figura 37. Visualizar el OSPF Process ID, Router ID, Address summarizations,

Routing Networks, and passive interfaces configuradas en cada router.

T Miami

10S Command Line Interface

Physical Config LI
[ 10S Command Line Interface
Miamig -~
Miamifshow ip protocols
Routing Protocol is "ospf 1™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximum path: 4
- Passive Interface(s):
. FastEthernetl/0
A Routing Information Sources:
Cateway Distance Last Update
l.1.1.1 110 0o0:ll:13
110 0o:0e 2
110 00:04:3%
(default is 110)
-
Copy Paste
2 | &
Physical ~Config CLI Physical Config CLI

10S Command Line Interface

TSI TET T T TII0TIIOUIT VI T2 ST 2T 2, UUTOUTIE, SETTEITIUNT ” T TIT077oIT iz T TOTOTTZT, SEETEI 0T
Bogotagshow ip protocols 0 [110/7811 via 1 00:00:21, Serial0/0/1
0 0.0 [110/7811 via 172.31 00:00 Serialo/o/l
Routing Protocol is "ospf 1" Buenoshires¢show ip protocols
Outgoing update filter 1ist for all interfaces is mot set
Incoming update filter 1list for all interfaces is mot set Routing Protocol is "ospf 1"
Router ID 1.1.1.1 Outgoing update filter list for all interfaces is not set
Wumber of areas inm this router is 1. 1 normal 0 stub 0 nssa Incoming update filter list for all interfaces is not set
Router ID 5.8.8.3
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
0 Maximum path: 4
1€8.30.0 0.0.0 Routing for Networks:
1€8.40.0 0.0.0 00.0.0.3 area 0
152 168.200.0 0.0 00.0.3 o
Passive Interface(s): Dassive Interface(s):
thernet0/0.30 Loopbacké
thernet0/0.40 Loopbacks
FastEthernet0/0.200 Loopbackée
Routing Information Scurces: Routing Information Sources:
Cateway Distance Last Update Gateway Distance Last Update
1111 110 1111 110 00:03:01
5.5.5.5 110 5555 110 00:03:01
8.8.8.8 110 8.8.8.8 110
Distance: (default is 110) Distance: (defauls is 110)
Bogotat v Buenoshires

Copy Paste

Copy

Paste
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6. Configurar VLANs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Switch 1
Configurar VLANs

S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit

Puertos troncales

S1(config)#interface fa0/3

S1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to
up

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#interface fa0/24

S1(config-if)#switchport mode trunk

S1(config-if)#switchport trunk native vlan 1

Puertos de acceso

S1(config-if)#interface range fa0/1-2, fa0/4-23, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#exit

Encapsulamiento
S1(config)#interface fa0/1
S1(config-if)#switchport mode access

S1(config-if)#switchport access vlan 30
S1(config-if)#exit
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Switch 3
Configurar VLANSs

S3>enable

Password:

S3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

Puertos troncales

S3(config)#interface fa0/3
S3(config-if)y#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1

Puertos de acceso

S3(config-if)#interface range fa0/1-2, fa0/4-24, g0/1-2
S3(config-if-range)#switchport mode access
S3(config-if-range)#exit

Encapsulamiento

S3(config)#interface fa0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vian 40

Router Bogota

Routing

User Access Verification

Password:

Bogota>enable

Password:

Bogota#tconfigure t

Enter configuration commands, one per line. End with CNTL/Z.
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Bogota(config)#interface fa0/0.30

Bogota(config-subif)#description Administracion LAN
Bogota(config-subif)#encapsulation dotlq 30

Bogota(config-subif)#ip address 192.168.30.1 255.255.255.0
Bogota(config-subif)#interface fa0/0.40

Bogota(config-subif)#description Mercadeo LAN
Bogota(config-subif)#encapsulation dotlq 40

Bogota(config-subif)#ip address 192.168.40.1 255.255.255.0
Bogota(config-subif)#interface fa0/0.200

Bogota(config-subif)#description Mantenimiento LAN
Bogota(config-subif)#encapsulation dotlq 200

Bogota(config-subif)#ip address 192.168.200.1 255.255.255.0
Bogota(config-subif)#end

Bogota#

%SYS-5-CONFIG_I: Configured from console by console
Bogota#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#interface fa0/0

Bogota(config-if)y#no shutdown

Bogota(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.40, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.40,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.200,
changed state to up

Bogota(config-if)#end

Bogota#

%SYS-5-CONFIG_I: Configured from console by console

Bogota#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota#

7. En el Switch 3 deshabilitar DNS lookup

S3>enable
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Password:

S3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup

S3(config)#

8. Asignar direcciones IP a los Switches acorde a los lineamientos.
Switch 1

S1(config)#interface vlan 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-if)#ip address 192.168.200.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#ip default-gateway 192.168.200.1

Switch 3

S3(config)#interface vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to
up

S3(config-if)#ip address 192.168.200.3 255.255.255.0

S3(config-if)y#no shutdown

S3(config-if)#ip default-gateway 192.168.200.1

9. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Switch 1

S1(config)#interface range fa0/2, fa0/4-23, g0/1-2

S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively
down
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%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
S1(config-if-range)#

Switch 3

Interface FastEthernet0/6, changed state to administratively
Interface FastEthernet0/7, changed state to administratively
Interface FastEthernet0/8, changed state to administratively
Interface FastEthernet0/9, changed state to administratively
Interface FastEthernet0/10, changed state to

Interface FastEthernet0/11, changed state to

Interface FastEthernet0/12, changed state to

Interface FastEthernet0/13, changed state to

Interface FastEthernet0/14, changed state to

Interface FastEthernet0/15, changed state to

Interface FastEthernet0/16, changed state to

Interface FastEthernet0/17, changed state to

Interface FastEthernet0/18, changed state to

Interface FastEthernet0/19, changed state to

Interface FastEthernet0/20, changed state to

Interface FastEthernet0/21, changed state to

Interface FastEthernet0/22, changed state to

Interface FastEthernet0/23, changed state to

Interface GigabitEthernetO/1, changed state to

Interface GigabitEthernet0/2, changed state to
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S3(config-if)#interface range fa0/2, fa0/4-24, g0/1-2
S3(config-if-range)#shutdown

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down

Interface FastEthernet0/2, changed state to administratively
Interface FastEthernet0/4, changed state to administratively
Interface FastEthernet0/5, changed state to administratively
Interface FastEthernet0/6, changed state to administratively
Interface FastEthernet0/7, changed state to administratively
Interface FastEthernet0/8, changed state to administratively
Interface FastEthernet0/9, changed state to administratively
Interface FastEthernet0/10, changed state to
Interface FastEthernet0/11, changed state to
Interface FastEthernet0/12, changed state to
Interface FastEthernet0/13, changed state to
Interface FastEthernet0/14, changed state to
Interface FastEthernet0/15, changed state to
Interface FastEthernet0/16, changed state to
Interface FastEthernet0/17, changed state to
Interface FastEthernet0/18, changed state to
Interface FastEthernet0/19, changed state to
Interface FastEthernet0/20, changed state to
Interface FastEthernet0/21, changed state to
Interface FastEthernet0/22, changed state to

Interface FastEthernet0/23, changed state to

66



%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to
administratively down

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to
administratively down

%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to
administratively down

S3(config-if-range)#

10.Implement DHCP and NAT for IPv4

11.Configurar R1 como servidor DHCP para las VLANs 30 y 40.

12.Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Tabla 4. Configurar DHCP pool

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

13.Configurar NAT en R2 para permitir que los host puedan salir a internet

14.Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir tréfico desde R1 o R3 hacia R2.

15. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Bogota>enable

Password:

Bogota#tconfigure t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
Bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
Bogota(config)#ip dhcp pool ADMINISTRACION
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Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#domain-name ccna-unad.com
N

% Invalid input detected at ' marker.
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#ip dhcp pool MERCADEO
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#domain-name ccna-unad.com

N

% Invalid input detected at "' marker.
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#exit

Bogota(config)#ip nat inside source static 10.10.10.10 209.165.200.229
Bogota(config)#interface fa0/0

Bogota(config-if)#ip nat outside

Bogota(config-if)#exit

Bogota(config)#interface fa0O/1

Bogota(config-if)#ip nat inside

Bogota(config-if)#exit

Bogota(config)#access-list 1 permit 192.168.30.0 0.0.0.255
Bogota(config)#access-list 1 permit 192.168.40.0 0.0.0.255
Bogota(config)#access-list 1 permit 192.168.4.0 0.0.3.255
Bogota(config)#ip nat pool CONECTAR 209.165.200.225 209.165.200.228
netmask 255.255.255.248

Bogota(config)#ip nat inside source list 1 pool CONECTAR
Bogota(config)#ip access-list standard ADMIN-CISCO
Bogota(config-std-nacl)#permit host 172.31.21.1
Bogota(config-std-nacl)#permit host 172.31.23.1
Bogota(config-std-nacl)#exit

Bogota(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
Bogota(config)#exit

Bogota#

%SYS-5-CONFIG_I: Configured from console by console

Bogota#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota#
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Figura 38. DHCP en los PC
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Figura 40. Ping de PC-C a PC-A, Internet PC y Web Server
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Figura 41. Telnet para entrar al route.r
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CONCLUSION

Los equipos que se utilizaron en el disefio, configuracion e instalaciones de redes,
tienen diferentes caracteristicas, que dependen en gran medida de los
requerimientos del cliente, el cumplimiento regulatorio y el costo que se pueda
asumir; entre estos dispositivos podemos encontrar switch y router, que soportan
en gran medida la operacion de las redes. Para el caso de los swicth permiten la
conexion de multiples dispositivos en la misma red, controlando el flujo de datos y
dirigirlo. Para el caso de estos equipos en la marca CISCO, funcionan con un
sistema operativo InternetWork (I0S) y no requieren configuraciones adicionales
para su funcionamiento, pero permiten que se realicen configuraciones manuales
gue optimizan la velocidad, ancho de banda, seguridad, entre otros aspectos.

El 10S de CISCO, permite que los dispositivos establezcan las funciones basicas
de enrutamiento y conmutacion, el acceso y escalabilidad a los recursos de la red.
Para el caso de los Switch estos puedan ser administrados remotamente, se
requiere de la configuracion de la direccion IP y un Gateway predeterminado, con lo
cual se asegura su operacion en la red.

Con el desarrollo del presente trabajo fue posible demostrar destrezas en cuanto a
la configuracion de equipos de red Cisco, como Routers y Switches

Se logro llevar a cabo de manera correcta la configuracion de los switches, router
asi como también las caracteristicas de seguridad de los mismos, la configuracién
de IPv4, la creacion y configuracion de VLANS, puertos troncales, puertos de
acceso, encapsulamiento, Inter-VLAN, Routing, implementar DHCP y NAT para
IPv4, por otro lado, configurar el enrutamiento de red usando el protocolo RIP
version 2 para redistribuirlo en las publicaciones RIP, las rutas estaticas dirigidas
hacia cada red interna, deshabilitar la propagacion RIP, encapsulamiento y
autenticacion PPP y configurar PAT.
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