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INTRODUCCION

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca identificar
el grado de desarrollo de competencias y habilidades que fueron adquiridas a lo
largo del diplomado. Lo esencial es poner a prueba los niveles de comprension y

solucion de problemas relacionados con diversos aspectos de Networking.

Para dicho proceso se debe de digitar el cddigo de configuracion aplicado para cada
uno de los escenarios presentados, y realizar las respectivas capturas para
evidenciar los resultados de los comandos ping, traceroute, show ip route, entre
otros.

Sobre cada uno de los escenarios que se resuelven dentro del presente informe
se abordan técnicas béasicas de la configuracion de una red en la cual para que
su funcionamiento sea optimo y estable se hacen uso de comandos para cada
uno de los dispositivos necesarios en la red como los son router, switch,
servidores, computadores entre otros que son necesarios para lograr un buen

enrutamiento dentro de la red correspondiente.

Para que cada uno de los dispositivos anteriores tengan una buena comunicacion
dentro de su red es necesario hacer uso del comando correspondiente a cada uno
de los dispositivos como lo son: Vlans, configuraciones OSPF, implementacion de

los protocolos DHCP — NAT vy su respectiva verificacion de los ACL.
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Una empresa posee sucursales distribuidas en las ciudades de Bogotéa y Medellin,
en donde el estudiante ser& el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.
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Bedarrollo

Qo"ino trabajo inicial se debe realizar lo siguiente.

e Realizarlasrutinasde diagnosticoydejarlosequiposlistos para
su configuracion (asignar nombres de equipos, asignar claves de
seguridad, etc).

Para los router denominado Medellin 2 y Bogota 2 se les agrega 1 tarjeta de las
siguiente y para los router denomicado ISP, Medellin 1, Medellin 3, Bogota 1 vy
Bogotéa 3 se les agrega 2 tarjetas para tener mas puertos seriales a utilizar

afaln
Cisco
0

Cisco 1941 Serles

La HWIC-2T es una tarjeta de interfaz WAN de alta velocidad serie de 2 puertos de
Cisco, que proporciona 2 puertos serie.

Comando para borrar todas las configuraciones en los router
Router>enable
Router#erase startup-config

Comando para reiniciar los router
Router#reload

Router(config)#hostname BOGOTA1
Router(config)#hostname BOGOTA2
Router(config)#hostname BOGOTA3
Router(config)#hostname ISP
Router(config)#hostname MEDELLIN1
Router(config)#hostname MEDELLIN2
Router(config)#hostname MEDELLIN3




Dispositi
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ISP
ISP

BOGOTA
1

MEDELLI
N1

BOGOTA
2

MEDELLI
N 2

BOGOTA

" ¢ Realizar la%€08
~ topologia dered

Interfaz

SERIALO/
0/0
SERIALO/
0/1
SERIALO/
0/1
SERIALO/
1/0
SERIALO/
1/1
SERIALO/
0/0
SERIALO/
0/0
SERIALO/
0/1
SERIALO/
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SERIALO/
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SERIALO/
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GO0/0

SERIALO/
0/0
SERIALO/
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BOGOTA 1
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HOST
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HOST
BOGOTA 1

Direccion
IP

209.17.22
0.5
209.17.22
0.2
172.29.3.9

172.29.3.1

172.29.3.5

209.17.22
0.6
172.29.6.1
4
172.29.6.1
0
172.29.6.2

209.17.22
0.1
172.29.3.1
0
172.29.3.1
4
172.29.1.1
172.29.6.1
172.29.6.6
172.29.4.1
172.29.0.1

172.29.3.2

Mascara de
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255.255.255.
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255.255.255.

252

255.255.255.

252

255.255.255.

252

255.255.255.

252

255.255.255.

252

255.255.255.

252

255.255.255.

252

255.255.255.

252

255.255.255.

252

255.255.255.

252

255.255.255.

252

255.255.255.

0

255.255.255.

252

255.255.255.

252

255.255.255.

128

255.255.255.

0

255.255.255.

252

Gateway

Universidad Nacional
Abierta y a Distancia

exion fisica de los equipos con base ena_

predetermin

ado




Universidad Nacional

Abierta y a Distancia

A - S . .
SERIALO/ BOGOTA1 172.29.3.6 255.255.255.
0/1 \’O 252 8
SERIALO/ BOGOTA2 172.29.3.1 255.255.255. N
- 1/0 3 252
MEDELLI SERIALO/ MEDELLIN 172.29.6.5 255.255.255.
N3 00 2 252
SERIALO/ MEDELLIN 172.29.6.1 255.255.255.
0/1 1 3 252
SERIALO/ MEDELLIN 172.29.6.9 255.255.255.
1/0 1 252
GO0/1 PC-40 172.29.4.1 255.255.255.
HOST 29 128
PC-150 NIC BOGOTA3 172.29.0.1 255.255.255. 172.29.0.1
HOST 50 0
PC-200 NIC BOGOTA2 172.29.1.2 255.255.255. 172.29.1.1
HOST 00 0
PC-50 NIC MEDELLIN 172.29.4.5 255.255.255. 172.29.4.1
HOST 2 0 128
PC-40 NIC MEDELLIN 172.29.4.1 255.255.255. 172.29.4.129
HOST 3 40 128

BOGOTAIL(config)#interface serial 0/0/0
BOGOTAIL(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTAI1(config-if)#no shutdown
BOGOTA1(config-if)#interface serial 0/0/1
BOGOTA1(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#no shutdown
BOGOTAI1(config-if)#interface serial 0/1/0
BOGOTAI1(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTAI1(config-if)#no shutdown
BOGOTAI1(config-if)#interface serial 0/1/1
BOGOTA1(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTA1(config-if)#no shutdown

BOGOTA2(config)#interface serial 0/0/0
BOGOTA2(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTAZ2(config-if)#no shutdown
BOGOTA2(config-if)#interface serial 0/0/1
BOGOTAZ2(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA2(config-if)#no shutdown
BOGOTAZ2(config-if)#interface G0/0

BOGOTA2(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTAZ2(config-if)#no shutdown




If)#ip address 172.29.3.2 255.255.255.252
BOGOTA3(config-if)#no shutdown
BOGOTA3(config-if)#interface s0/0/1
BOGOTA3(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTA3(config-if)#no shutdown
BOGOTA3(config-if)#interface s0/1/0
BOGOTA3(config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTA3(config-if)#no shutdown
BOGOTA3(config-if)#interface g0/1
BOGOTA3(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTA3(config-if)#no shutdown

ISP(config)#interface s0/0/0

ISP (config-if)#ip address 209.17.220.5 255.255.255.252
ISP(config-if)#no shutdown

ISP (config-if)#interface s0/0/1

ISP (config-if)#ip address 209.17.220.2 255.255.255.252
ISP (config-if)y#no shutdown

MEDELLIN1(config)#interface s0/1/0

MEDELLIN1(config-if)#ip address 209.17.220.1 255.255.255.252
MEDELLIN1(config-if)#no shutdown
MEDELLIN1(config-if)#interface s0/0/0
MEDELLIN1(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN1(config-ify#no shutdown
MEDELLIN1(config-if)#interface s0/0/1
MEDELLIN1(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN1(config-if)#no shutdown
MEDELLIN1(config-if)#interface s0/1/1
MEDELLIN1(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLIN1(config-ify#no shutdown

MEDELLINZ2(config)#interface s0/0/0

MEDELLINZ2(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLINZ2(config-ify#no shutdown
MEDELLINZ2(config-if)#interface s0/0/1
MEDELLIN2(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLINZ2(config-ify#no shutdown
MEDELLINZ2(config-if)#interface g0/0

MEDELLINZ2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLIN2(config-if)#no shutdown

MEDELLIN3(config)#interface s0/0/1

N
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/ A. W
/' MEDELLIN3(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN3(config-ify#no shutdown
MEDELLIN3(config-if)#interface s0/1/0
MEDELLIN3(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN3(config-ify#no shutdown
MEDELLIN3(config-if)#interface s0/0/0
MEDELLIN3(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLIN3(config-if)#no shutdown
MEDELLIN3(config-if)#interface g0/1
MEDELLIN3(config-if)#ip address 172.29.4.129 255.255.255.128
MEDELLIN3(config-ify#no shutdown

Ping BOGOTAL1 a BOGOTA2

BOEOTIRLEping 172.25.3.10

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.25%.3_.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/1/4 ms

Ping BOGOTA2 a BOGOTAS3

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.25%.3.13, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max 1/1/5 ms

Ping BOGOTA3 a BOGOTAL1

BOGOTAZ§ping 172.25.3.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.2%.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/4 ms

BOEOTAIEping 172.23.3.5

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.2%_.3.5, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/¢ ms
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172.2%.0

Ping ISP a MEDELLIN1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 20%.17.220.1, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/4 ms

Ping ISP a BOGOTA1l

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 209.17_220.&, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/1 ms

Ping MEDELLIN1 a MEDELLIN2

Type escape seguence to abort.
Sending 5, 1l00-byte ICHMP Echos to 172.25%_ 6.6, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Ping MEDELLIN2 a MEDELLIN3

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.25%_&.5, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/6 ms

Ping MEDELLIN3 a MEDELLIN1

MEDELLIN3#ping 172_25_¢c.14

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.2%_.&.14, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/¢c ms
MEDELLIN3f#ping 172_.23_¢.10

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.2%_.6.10, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/2 ms

4
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ts . = 4, ved = 4,
ximate round trip times inm mill
Minimm = Oms, Maximum = Oms, Ahwverage =

r
bhpproximate round trip tim

Minimim = Oms, Maximum = 2ms, Ave

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracion del enrutamiento

a. ConfigurarelenrutamientoenlaredusandoelprotocoloRIPversion2,declare
la red principal, desactive la sumarizacion automatica.

Las siguientes imagenes son requeridas para declarar las redes principales y
designar pasivas.

BOEOTAL (config-router) fdo show ip route connected

c 172.25%.3.0/30 1is directly connected, Serial0ys1l/0

C 172.25.3.4/30 is directly connected, Serial0/1l/1

c 172.25%_.3_.8/30 1is directly connected, Serial0/0/1

c 20%.17_.220.4/30 is directly connected, Seriald/os0

BOGOTAI1(config)#router rip
BOGOTA1(config-router)#version 2
BOGOTAI1(config-router)#no auto-summary
BOGOTA1(config-router)#network 172.29.3.0
BOGOTAI1(config-router)#network 172.29.3.4
BOGOTA1(config-router)#network 172.29.3.8
BOGOTAI1(config-router)#passive-interface s0/0/0

BOFOTAZ (config-router) #do show ip route connected

c 172.2%.1.0/24 is directly connected, GigabitEthermetd/0
c 172.2%_.3_.8/30 is directly connected, Seriald/ 0,0

c 172.2%.3.12730 is directly connected, Serial0ys0/1

BOGOTAZ2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#no auto-summary
BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTA2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
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outer)#passive-interface g0/0

BOROTAS (config-router) §do show ip route connected

c 172.25.0.0/24 is directly connected, GigabitEthernetd/l
C 172.25.3.0/30 is directly connected, Serial0/ 070

c 172.25_.32_.4/30 is directly connected, Serialld/so/1

c 172.25_.3.12/30 is directly connected, Serial0ys1l/0

BOGOTA3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTAZ3(config-router)#no auto-summary
BOGOTA3(config-router)#network 172.29.0.0
BOGOTA3(config-router)#network 172.29.3.0
BOGOTA3(config-router)#network 172.29.3.4
BOGOTA3(config-router)#network 172.29.3.12
BOGOTA3(config-router)#passive-interface g0/1

MEDELLIN] {config-router) fdo show ip route connected

c 172.25%.6.0/30 is directly connected, Seriald/1l/1
C 172.25%.€.8/30 is directly connected, Serialld, 0,1
c 172.25%.6.12/30 is directly connected, Seriald/s0/0
c 205_17.220.0/30 is directly connected, Serial0ys1l/0

MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLIN1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#passive-interface s0/1/0

MEDELLINZ (config-router) #do show ip route connected

c 172.2%.4_0/25 1is directly connected, GigabitEthernet0/0
c 172.2%.€.0/30 1is directly connected, Seriald/0/0

c 172.2%.€.4/30 is directly connected, Seriald/0/1

MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#do show ip route connected
MEDELLINZ2(config-router)#network 172.29.4.0
MEDELLINZ2(config-router)#network 172.29.6.0
MEDELLIN2(config-router)#network 172.29.6.4
MEDELLINZ2(config-router)#passive-interface g0/0
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MEDELLIN3Z (config-router) #do show ip route connected

172.25.4.128/25 is directly connected, GigabitEthernet0O/1l

172.25.6.4/30 is directly connected, Seriald/0/0
172.25%_.6.8/30 is directly connected, Serial(/1/0 e
172 .25%_&6.12/730 isl directly connected, Serialld/0/1

[T

MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#no a
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12
MEDELLIN3(config-router)#passive-interface g0/1

Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento unaruta pordefecto haciael ISPy, asuvez, redistribuirladentro
de las publicaciones de RIP.

MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#default-information originate

BOGOTA1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTA1(config)#router rip
BOGOTAI1(config-router)#default-information originate

.Elrouter ISP deberatenerunaruta estatica dirigida hacia cadaredinternade
Bogotay Medellin para el caso se sumarizan las subredes de cadaunoa/22.

Direccion de salida para sucursal de Medellin
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.1

Direccion de salida para sucursal de Bogota
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
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2

Payte 2: Tabla délBRrutamiento.

a. Verificar latabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

Con el siguiente commando se verifican las 6 redes que conectan a las
sucursales de Bogota (172.29.0.0, 172.29.1.0, 172.29.3.0, 172.29.3.4,
172.29.3.8y 172.29.3.12)

Comando show ip route en BOGOTAL

172.25%.0.0/1% is wvariably subnetted, 9 subnets, 3 masks
=) 172.2%.0.0/24 [120/1] wia 172.25.3_.Z, 00:00:15, Seriald/1l 0
[120/1] wia 172.2%.3.€, 00:00:15, Seriall/ 171
=) 172.2%.1.0/24 [120/1] wia 17Z.25%.3.10, 00:00:14, Serialdys0/1
c 172.2%.3.0/30 is directly connected, Seriald/1/0
L 172.2%.3.1/32 is directly connected, Seriald/1/0
c 172.2%.3.4/30 is directly connected, Serialld/ 1/ 1
L 172.2%.3.5/32 is directly connected, Serialld/1l/1
c 172.2%.3_.8/30 is directly connected, Seriald/0/1
L 172.2%.3.9/32 is directly connected, Seriald/0/1
=) 172.2%.3.12/30 [120/1] wia 172.25%.3.10, 00:00:14, Seriald/sS0/1
[120/1] wia 172.2%.3.2, 00:00:15, Seriall/1s0
[120/1] wia 172.2%.3.6, 00:00:15, Seriall/1/1
209.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
c 2059.17.220.4/30 is directly connected, Seriald/0/0
L 209_.17_.220_.8/32 hs directly connected, Seriald/os0

Con el siguiente commando se verifican las 6 redes que conectan a las
sucursales de Medellin (172.29.6.0, 172.29.6.4, 172.29.6.8, 172.29.6.12,
172.29.4.0y 172.29.4.128)

Comando show ip route en MEDELLIN1

172.25.0.0/1¢€ is wariabkly subnetted, 5 subnets, 3 masks
=) 172.25.4.0/25 [120/1]1 wwia 172.25%.€.1, 00:00:13, Seriald/1/1
=) 172.25.4.128/25 [120/1] wia 172.25.6.13, 00:00:14, Serial0s 070
[120/1] wia 172.25%.¢6.%, 00:00:14, Serial0/0/1
c 172.2%.€.0/30 is directly connected, Seriald/1/ 1
L 172.2%.6€.2/32 is directly connected, Serialld/1l/ 1
=) 172.29.€.4/30 [120/1]1 wia 172.25%_.€.1, 00:00:13, Seriald s1l/s1
[120/1] wia 1l72.25%.¢€.13, 00:00:14, Serial0/ 070
[120/1] wia 172.25.€.%, 00:00:14, Seriald 071
c 172.2%_.€.8/30 is directly connected, Seriald/o/1
L 172.2%_.€.10/32 is directly connected, Serial0/0/1
c 172.2%.6.12/30 is directly connected, Serial0/0,/0
L 172.2%.€.14/32 is directly connected, Seriald/0/0
20%.17_.220.0/24 is wariakly subnetted, 2 subnets, 2 masks
c 209_.17_.220.0/30 is directly connected, Seriald/1/0
L 209.17.220.1/32 is directly connected, Seriald/1/0
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W4

Verificacion de carga en BOGOTAS

=) 172.259.3.8/30 [120/1] wia 172.25.3.5, 00:00:03, Serial0 071
[120/1] wia 172.25.3.14, 00:00:14, Serial0s1l/s0
[120/1] wia 172.25%.3.1, 00:00:03, Serial0/ 070
c 172.2%.3.12/30 is directly connected, Seriald/s1/0
L 172.2%.3.13/32 is directly connected, Seriall/1/0
B* 0.0.0.9/0 [120/1] wia 172.25_.3.5, 00:00:03, Serialds0/1
[120/1] wia 172.25%.3.1, 00:00:03, Serial0/ 070
Verificacion de carga en MEDELLIN3
=] 172.25%.€.0/30 [120/1] wia 172.25_.¢€.6, 00:00:18, Seriald/ 0 0
[120/1] wia 172.25%.&.14, 00:00:14, Serizl0/ 071
[120/1] wia 172.25%.€.10, 00:00:14, Seriald/s1/0
c 172.2%.6.4/30 is directly connected, Seriald/0/0
L 172.2%.€.5/32 is directly connected, Seriald/s0/0
c 172.2%_.€.8/30 is directly connected, Serialld/1l/ 0
L 172_.2%_.€.9/32 is directly connected, Seriald/1l/0
c 172.2%.6.12/30 is directly connected, Serial0/0/1
L 172.2%.€.13/32 is directly connected, Seriald/ 071
=N 0.0.0.9/0 [120/1] wia 172.259.¢€.14, 00:00:14, Seriazld /071
[120/1] wia 172.25%.€.10, 00:00:14, Seriald/s1/0

c. Obsérvese enlosrouters Bogotaly Medellinl cierta similitud por su ubicacion,
portenerdosenlacesde conexionhaciaotrorouter y porlarutapordefecto

gue manejan.
a. Los routers Medellin2 y Bogotd2 también presentan redes conectadas
directamente y recibidas mediante RIP.

Redes conectadas directaente en MEDELLIN2

=] 172.2%.€.8/30 [120/1] wia 172.25%.&.5, 00:00:04, Serialld 0,71
[120/1] wia 172.2%.€.2, 00:00:28, Serialdys0/0
B 172.2%.6.12/30 [120/1] wia 172.29_.6.2Z, 00:00:28, Serialds0/0
[120/1] wia 172.2%.€.5, 00:00:04, Serial0ys0/1
B¥ 0.0.0.0/0 [120/1] +wia 172.25%.€.2, 00:00:28, Serialdys0/0
Redes conectadas directaente en BOGOTA2
=) 172.25%.0.0/24 [120/1] wia 172.25%.3.13, 00:00:04, Serialdys0/1
c 172.25.1.0/24 is directly connected, GigabitEthernet0/0
L 172.25.1.1/32 is directly connected, GigabitEthernetd/0
B 172.25.3.0/30 [120/1] wia 172.25%.3.%, 00:00:00, Serial0ys0y 0
[120/1]1 wwia 172.25.3.13, 00:00:04, Seriald/sS0/1
=) 172.25%.3.4/30 [120/1] wia 172.2%.3.%, 00:00:00, Serialdys0y 0
[120/1] +wia 172.25.3.13, 00:00:04, Serialds0/1
C 172.25_.3.8/30 is directly connected, Seriald/0/0
L 172.25.3.10,/32 is directly connected, Seriald/0,0
c 172.25.3.12/30 is directly connected, Seriald/o/1
L 172.25.3.14/32 is directly connected, Seriald/o/1
B* o.0.0.0/0 [120/1] wia 172.2%.3.%, 00:00:00, Serialdysay70
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\/ para el caso de'la ruta por defecto.
— El balanceo de carga son rutas redundantes cuando hay mas de un camino,
imagenes suministradas en el punto B de la parte 2.

e. Elrouter ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

Se insertaron unicamente 2 rutas estatica dirigida en el ISP hacia cada red
interna de Bogota y Medellin para el caso se sumarizan las subredes de cada
uno a /22 vista en el punto C de la parte 2, permitiendo la siguiente
conectividad.

Ping de BOGOTAS3 a ISP

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 20%.17_220.&, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/4/10 ms

Ping de BOGOTAS3 a MEDELLIN3

Type escape seguence to abort.
Sending 5, 100-kbyte ICHMP Echos to 172.2%_.6.%, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/maxz = 11/12Z/18
ms

Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Parano propagar las publicaciones por interfaces que nolo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican
las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere
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/ BOGOTA1(config-router)#network 172.29.3.0
s BOGOTA2(config-router)#network 172.29.1.0
BOGOTA3(config-router)#network 172.29.0.0

MEDELLIN1(config-router)#network 172.29.6.0
MEDELLINZ2(config-router)#network 172.29.4.0
MEDELLIN3(config-router)#network 172.29.6.4

Parte 4: Verificacion del protocolo RIP.

a. Verificary documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface parala conexion hacia el ISP, la version de
RIPylasinterfaces que participande la publicacion entre otros datos.

Verificacion de la interfaz pasiva y la version del RIP en los enrutadores

router rip

wversion 2

passive-interface GigabitEtherneti/0
network 172.25%.0.0

no auto-SUmmary

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cadared.

Verificacion de la version RIP en MEDELLIN1

router rip

wersion 2

passive-interface Serialld/1l/0
network 172.25%.0.0
default-information originate
no auto-surmary
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ci6n de la version RIP en BOGOTAL

router rip
wversion 2

— passive—interface Seriald/s0/s0
network 172.25%.0.0
default-information originate
no auto—surmary

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun latopologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAP.

Creacion de usuario con clave de acceso (PAP)

ISP(config)#username MEDELLIN1 password PAP
ISP(config)#interface s0/0/1

ISP (config-if)y#encapsulation ppp

ISP (config-if)y#ppp authentication pap

ISP (config-if)#ppp pap sent-username ISP password PAP

MEDELLIN1(config)#username ISP password PAP
MEDELLIN1(config)#interface s0/1/0

MEDELLIN1(config-if)#encapsulation ppp

MEDELLIN1(config-if)y#ppp authentication pap

MEDELLIN1(config-if)#ppp pap sent-username MEDELLIN1 password PAP

Ping de ISP a MEDELLINL1 para verificar el funcionamiento del PAP

I5Pgping 205.17.220.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 205%.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/6 ms

b. Elenlace Bogotalcon ISP se debe configurar con autenticacion CHAP.

Creacion de usuario con clave de acceso (CHAP)

ISP(config)#username BOGOTAL password CHAP
ISP(config)#interface s0/0/0

ISP (config-if)y#encapsulation ppp
ISP(config-if)#ppp authentication chap




Universidad Nacional
Abierta y a Distancia

BOGOTA1(config- |f)#encapsulat|on ppp
BOGOTAIL(config-if)#ppp authentication chap

Ping de ISP a MEDELLIN1 para verificar el funcionamiento del CHAP

ISPgping 205.17.220.6

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 205.17_.220.&, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/4 ms

Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, solo existira comunicacion hasta los
routers Bogotal, ISPy Medellinl.

MEDELLIN1(config)#ip nat inside source |
MEDELLIN1(config)#ip nat inside source list 20 interface s0/1/0 overload
MEDELLIN1(config)#access-list 20 permit 172.29.4.0 0.0.3.255
MEDELLIN1(config)#interface s0/1/0

MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-if)#interface s0/0/0
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface s0/0/1
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface s0/1/1
MEDELLIN1(config-if)#ip nat inside

BOGOTA1(config)#ip nat inside source list 20 interface s0/0/0 overload
BOGOTAI1(config)#acc

BOGOTA1(config)#access-list 20 permit 172.29.0.0 0.0.3.255
BOGOTAI1(config)#interface s0/0/0

BOGOTAI1(config-if)#ip nat outside
BOGOTA1L(config-if)#interface s0/0/1

BOGOTAIL(config-if)#ip nat inside
BOGOTA1(config-if)#interface s0/1/0

BOGOTAI1(config-if)#ip nat inside
BOGOTAI1(config-if)#interface s0/1/1

BOGOTAI1(config-if)#ip nat inside
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/b Después de verificar lo indicado en el paso anterior proceda a configurar eﬁ\
NAT en el router Medellinl. Compruebe que latraduccion de direcciones T

R indique lasinterfaces de entraday de salida. Al realizar una prueba de ping, la

direccion debe sertraducida automéaticamente aladireccion de lainterfaz

serial 0/1/0 del router Medellinl, como diferente puerto.

Verificaciéon de NAT en sucursal de MEDELLIN1

MEDELLINl1gshow ip nat translations

Pro Inside global Inside local Cutside local Cutside global
icmp 20%.17.220.1:1 172.25.4.130:1 172.25%.0.2:1 172.25.0.2:1
icmp 20%.17.220.1:2 172.25.4.130:2 172_.25.0.2:2 172_.25.0.2:2
icmp 205.17.220.1:3 172.25.4.130:3 172.25.0.2:3 172.25.0.2:3
icmp 20%.17.220.1:4 172 .25.4.130:4 172.25.0.2:4 172 .25.0.2:4

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una pruebade ping, ladireccion debe sertraducida automaticamente
aladireccion de lainterfaz serial 0/1/0 del router Bogotal, como diferente
puerto.

Verificaciéon de NAT en sucursal de BOGOTA1

BOGOTRAl#show ip nat translations

Pro Inside global Inside local futside local futside globkal
icmp 205_.17.220_&8:13 172.25.0.2:13 172.25.4 2:13 172.259.4_.2:13
icmp 205 _17.220._8:14 172.259.0.2:14 172.25.4 2:14 172.259.4.2:14
icmp 20%_.17.220.6:15 172.2%.0.2:15 172.25.4 _2:15 172.2%.4_2:15
icmp 20517 .220.&6:1¢ 172.25.0.2:1¢ 172.25.4 2:1¢ 172.29.4_.2:1¢
icmp 20517 _220.&8:5 172.25.0.2:5 20%_.17.220.5:5 20%.17.220.5:5
icmp 20517 _22Z0_6:€ 172.29.0.2:¢ 20%_.17.220.5:¢ 209.17.220.5:¢
icmp 205 .17 _220.6:7 172.2%.0.2:7 20%_17_220.5:7 20%.17.220.5:7
icmp 20517 _220.&:8 172.25.0.2:8 20%.17.220.5:8 20%9.17.220.5:8

N\,
AN
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J,_;..%*'"a. Configurarlared Medellin2y Medellin3 donde el router Medellin 2 debe ser ™
el servidor DHCP para ambas redes Lan.

Se presenta la siguiente tabla para poder identificar la cantidad de host que
se deben bloquear, dando acceso unicamente a los 50 host que propone el
ejercicio para el PC del Router MEDELLIN 2.

Address: 172.29.4.50

Netmask: |255.255.255.128 =25

Wildcard: |0.0.0.127

Network: 172.29.4.0/25

HostMin: 172.29.4.1

HostMax: |172.29.4.126

Broadcast: |172.29.4.127

Hosts/Net: | 126

MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.52
172.29.4.126

MEDELLIN2(config)#ip dhcp pool PC-MEDELLIN2
MEDELLIN2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLIN2(dhcp-config)#defa
MEDELLINZ2(dhcp-config)#default-router 172.29.4.1
MEDELLINZ2(dhcp-config)#dns-server 10.10.10.10
MEDELLINZ2(dhcp-config)#exit




W pC-50HOST

Phy=ical Dezktop Programming Aftributes
 =e—

(®) DHCP () Static

IP Address 172.29.4.2
Subnet Mask 255255255128
Default Gateway 172.20.4 1

DMS Server 10.10.10.10
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La siguiente tabla sirve como referencia para activar DCHP en los PC de
MEDELLIN 3, bloqueando un rango para dan Unicamente acceso a los 40

host que propone el ejercicio.

Address: |172.29.4.140
Netmask: |255.255.255.128 =25
Wildcard: |0.0.0.127

Network: |172.29.4.128/25
HostMin: |172.29.4.129
HostMax: |172.29.4.254
Broadcast: |172.29.4.255
Hosts/Net: | 126

MEDELLINZ2(config)#ip

172.29.4.254

dhcp  excluded-address

172.29.4.170

MEDELLIN2(config)#ip dhcp pool PC-MEDELLIN3
MEDELLINZ2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLIN2(dhcp-config)#de
MEDELLIN2(dhcp-config)#default-router 172.29.4.129
MEDELLIN2(dhcp-config)#dns-server 10.10.10.10
MEDELLINZ2(dhcp-config)#exit
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. .
. Sg requiere crear |

MEDELLIN3(config)#interface go/1
MEDELLIN3(config-if)#ip helper-address 172.29.6.6

Configuracion de IPv4 en PC-40HOST mediante DHCP

® pC_40HOST
Phy=ical Dezkiop Programming Attributes
(@) DHCP ) Static
IP Address 172.29.4.130
Subnet Mask 255255255128
Default Gateway 172.25.4 129
DM Server 10.10.10.10

b. Elrouter Medellin3deberahabilitarel pasodelos mensajesbroadcasthaciala
IP del router Medellin2.

Paso creado mediante comandos anteriormente para permitir la solicitud del DHCP
en PC-40HOST.

c. Configurarlared Bogota2 y Bogota3 donde el router Bogota2 debe ser el
servidor DHCP para ambas redes Lan.

Se presenta la siguiente tabla para poder identificar la cantidad de host que se
deben bloguear, dando acceso Unicamente a los 200 host que propone el ejercicio
para el PC del Router BOGOTA 2.

Address: 172.29.1.200

255.255.255.0 =
Netmask:
24

Wildcard: ]0.0.0.255

Network: 172.29.1.0/24
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ostMin:  1172.29.1.1

HostMax: | 172.29.1.254 SN

Broadcast: |172.29.1.255

Hosts/Net: | 254

BOGOTAZ2(config)#ip dhcp excluded-address 172.29.1.202
172.29.1.254

BOGOTA2(config)#ip dhcp pool PC-BOGOTA2
BOGOTA2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA2(dhcp-config)#de
BOGOTA2(dhcp-config)#default-router 172.29.1.1
BOGOTA2(dhcp-config)#dns-server 10.10.10.10
BOGOTA2(dhcp-config)#exit

Configuracion de IPv4 en PC-200HOST mediante DHCP
W pC-200 HOST

Phy=ical Dezkiop Programming Afttributes
(@) DHCP () Static
IP Address 172.29.1.2
Subnet Mazk 255255255
Default Gateway 1722911
DNS Server 10.10.10.10

La siguiente tabla sirve como referencia para activar DCHP en los PC de BOGOTAS,
bloqueando un rango para dan Unicamente acceso a los 150 host que propone el
ejercicio.

Address: |172.29.0.150

255.255.255.0 =
Netmask:
24

Wildcard: ]0.0.0.255




'twork:

o

172.29.0.024

HostMin:

172.29.0.1

HostMax:

172.29.0.254

Broadcast:

172.29.0.255

Hosts/Net:

254

BOGOTA2(config)#ip dhcp excluded-address 172.29.0.152 172.29.0.254
BOGOTA2(config)#ip dhcp pool PC-BOGOTA3
BOGOTA2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.0.1
BOGOTA2(dhcp-config)#dns-server 10.10.10.10

BOGOTA2(dhcp-config)#exit

Se requiere crear un re-direccionamiento en BOGOTA3 con BOGOTA2

BOGOTAZ3(config)#interface g0/1

BOGOTA3(config-if)#ip helper-address 172.29.3.14

Configuracion de IPv4 en PC-150HOST mediante DHCP

® pC-150HOST

Physical Dezkiop

i®) DHCP

IP Address

Subnet Mask

DNS Server

Default Gateway

Programming

() Static

172.29.0.2

255255255

172.25.0.1

10.10.10.10
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d/ Configure elff@uter Bogota3 para que habilite el paso de los mensajes
Broadcast haciala IP del router Bogota2.

Paso creado mediante comandos anteriormente para permitir la solicitud del DHCP
en PC-150HOST.

Ping desde PC-50HOST de la sucursal MEDELLIN2 hacia PC-150HOST de la
sucursal BOGOTAS

¥ pC-s0HOST

Phy=ical Deskiop Programming Aftributes
B - -

time=15ms TTL=123
time=1Tms TTL—
time=1lms TTL—

E h
Approximate round trip times in milli-
Minimuim = llms, Maximum = 17ms, Awver

Ping desde PC-150HOST de la sucursal BOGOTAS3 hacia PC-200HOST de la
sucursal BOGOTA2

g
Physical Desktop Programming At
_ eeessssss 4
(® DHCP () Static
Beply from
IP Address 172.258.1.2
Ping stati
Subnet Mask 255.255.255.0
Default Gateway 172.29.1.1
DNS Server 10.10.10.10
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ESARROLLO DE
TﬁPOLOGIA ORIGINAL

VLAN Direccionamiento Nombre
30 192.168.30.0/24 inistracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24
Buenos Aires

192.168.99.3
192.168.99.2

TOPOLOGIA DISENADA

Cisco Packet Tracer Student S e

Fle Edit Optons View Tools Extensions Help

SlE s 0 |0 00| mL

[Root] New Cluster Move Object Set Tiled Background

Viewport

P "" =
il %3
\% 2
g

1841  BUENOSAIRES

295p-24

o34

. . [©
Time: 02:13:54 | Power Cycle Devices Fast Forward Time Realtime
SemEm= (o S N 7

2 = 1) B0 \‘ P e ol|Fire  Laststatus  source Destination  Type
% L 7 ‘ 2 | $ 5:)‘ > /
Connections ) . =

New || Delete |
HAPJeFe=

Toggle PDU List Window |
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red para cada no de los dispositivos que forman parte del -

— escenario
STATIC DEL PC DE INTERNET

Cisco Packet Tracer Student - o IEl
Fi Ex Opti elp
0 ©
® Internet Server e (=)
Logical New Cluster Viewport
| Physical | Config | Services | Desktop | Custom Interface |
A =
T —— ] I N 1 ===
I‘\\ IP Configuration
BT Interface |FastEtherneto =]
IP Configuration
104 e © DHCP @ Static
IP Address 209.165.200.230
Subnet Mask 255.255.255.248
WOTA g W s Default Gateway 209.165.200.225
R3 DNS Server 0.0.0.0
IPv6 Configuration
(O DHCP () Auto Config ® Static
295p-24 295p-24 IPv6 Address ‘/
Link Local Address FEB0::290:CFF:FE91:216E
IPV6 Gateway l
2 IPv6 DNS Server
=4 PC-PT
wom pcC
< i 2 @
Time: 00:52:39 | Power Cycle Devices Fast Forward Time ’J Realtime

v‘ Fire  Last Status Source  Destination Type  Color Time(sec) Periodic Num

g - s @ |« > {Toggle PDU List Window |

Copper Cross-Over
P 902p
Direcci6
[ o3 - o sl

aAl=1a14 LL i

_ New || Delet

ILUSTRACION DHCP PC-A

2 Cisco Packet Tracer Student - a

Lo g | [Root] New Cluster F3 PCA - o bort
of\o = | Physical | Config | Desktop | Custom Interface |
~
-~ IP Configuration
o SVERT NN 1P Configuration
@® DHcP O static DHCP failed. APIPA is being used. @
1os = 1P Address 169.254.232.197 x
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0 (K
o1 B DNS Server ‘ -
IPv6 Configuration ol
(O DHCP () Auto Config @ Static N
e 1PV6 Address /‘j 5=
295p-24 Link Local Address  FE80::2D0:FFFF:FE6D:ESCS =
1PV6 Gateway &=
| IPV6 DNS Server
soer 3

< /“

Time: 01:03:56 | Power Cycle Devices Fast Forward Time
semz AFAPPCOPNEEE M/«,
AeFe - 2 i window| | >

r Cross-Over
ESP Sl4p.m.

L(

Periodic  Num
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Cisco Packet Tracer Student

® pcC

Logical [Root] New Cluster -
= | Physical | Config | Desktop | Custom Interface | =
JX’ IP Configuration
IP Configuration
@® DHCP O static DHCP failed. APIPA is being used.
1P Address 169.254.26.22
194 MIAML
R2 Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DNS Server
BOGOTA BUENOS AIRES
" 1:;1 1Pv6 Configuration
@® DHCP () Auto Config () Static
IPv6 Address /
—— Link Local Address | FE80::20A:41FF:FE03:1A16 5
295p-24 2! -24
IPv6 Gateway G
IPV6 DNS Server
DC-V; PC-PT
PCA PcCC
A
< > |©
Time: 01:10:35 | Power Cycle Devices Fast Forward Time < Realtime
@ [Scenario 0 o||Fire  LastStatus  Source Destination  Type Color Time(sec) Periodic Num

2

New || Delete

et 3] 7] 741 53] 741 3

Copper Cross-Over

> | | Toggle PDU List Window

[\ — o3 - o o

ILUSTRACION R1

Cisco Packet Tracer Student

Logical [Root] New Cluster ® R1 =8 3

d}& | Physical | Config = CLI \

- 10S Command Line Interface i,

Server-PT \\\
Internet Server

7 =
€3488K bytes of ATA CompactFlash (Read/Write)

Cisco I0S Software, 1841 Software (C1841-ADVIPSERVICESKI-M), Version 12.4(18)T1,
RELEASE SOFTWARE (fc2)

MIAME Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:52 by pt_team

--- System Configuration Dialog —-- S

11 1841  BURNOSAIRES Continue with configuration dialeg? [yes/nel: NO
R3

14}
R2

BOGOTA|

Press RETURN to get started! \

i &

or i rm Routersensble
Routerfconfig © =
Znter configuration commands, one per line. Snd with CNTL/Z. M
Router (config) #interface serial 0/0/0

Router ig-if) ipti i

Router (config-if) #ip address 172.31.21.1 285.255.255.252
Router (config-if) #no shutdown

PCA SLINK-S-CHANGED: Interface Serial0/0/0, changed state to down

Router (config-if) exit

Router (config) #ipvé route ::/0 s0/0/0

Router (config) # b

<

.o
Realtime
Periodic  Num

Copy paste |
Time: 01:15:06 | Power Cycle Devices Fast Forward Time

Cemm O ODBE

djeFe > || Toogle POU Lt window | |

Copper Cross-Over
D 6 5 2 P
[ g 0 03/2010

[ New || Delete |
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Cisco Packet Tracer Student

Logical [Root] New Cluster - ”
= ® R2
| Physical | Config | cLI |

10S Command Line Interface

TIr=T; rToyoTT: Tser—Tre—TorreTT Ty T Ty T
Configuring global parameters:

J Enter host name [Router]:

R2 The ensble secret is z password used to protect access to
ileged EXEC and confi ion modes. This password, after

entered, becomes encrypted in the configuration. q

Znter enable secret:
No defsulting allowed
1841  BUBNOSAIRES Enter enable secret:

-

BOGOTA 1dar

Press RETURN to get started!

Router>enable
Routergconfig t
Enter configuration commands, one per line. End with CNTL/Z. =
Router (config) #no ip domain-lookup M
Router (config) $hostname R2

R2(config) #interface serial 0/0/0

R2 (config-if) #ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

295p-24 295p-24

33
o3

PCA RZ(config-if) ¢
SLINK-5-CHANGED: Interface Serial0/0/0, changed state to up

ALINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

[ copy [ Ppaste

<
Time: 01:18:33 l Power Cycle Devices Fast Forward Time

mtL 2| 3] V] vd] %3] vl e

—cTe—
Coj r Cross-Over

2

New | Delete

> | | Toggle PDU List Window

[\ — o3 - o e

ILUSTRACION WEB SERVER

Cisco Packet Tracer Student

Options Ve Ex Help
BENA[pe oM
[Root] ® WEB Server
”Lhysical Conﬁgil Services | Desktop ‘ Custom Interface |

-,
Server-PT \\\
Internet Server

Interface |FastEthernet0

e e e e e

MIAMD IP Configuration

e i O DHCP @ static
IP Address 10.10.10.10
Subnet Mask 255.255.255.0
BoaR 1dar xs;x BUENOS AIRES Default Gateway 10.10.10.1
DNS Server 0.0.0.0

1Pv6 Configuration
(O DHCP O Auto Config @ Static E

20sh-24 295p-24
1Pv6 Address / &
Link Local Address FE80::2D0:BAFF:FE03:2EAA
1PV6 Gateway
73
3 X IPv6 DNS Server
PC-PT
PC-PT
o PCC

<
Time: 01:35:14 I Power Cycle Devices Fast Forward Time

Cemm O ODBE
dfeFe -

.o
Realtime
~) Periodic

EEBEY

[ New || Delete |

v

Toggle PDU List Window |

" e Spe =  owspm.

Copper Cross-Over
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Cisco Packet Tracer Student

® R3

New Cluster | [ physical | config | cur |

10S Command Line Interface
SLINK-5-CHANGED: Interface Serial0/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

Router (config-if)#interface loopback4 |

AN Router (config-if)#

3 Server-PT L - Interface Loopback4, changed state to up
WES Server

$LINEPROTO-S-UPDOWN: Line protocol on Interface Loopback4, changed state to up

Router (config-if) ¢interface loopback §

= Router (config-if) #ip address 192.168.4.1 255.255.255.0 S

a1 1841 BUENOSAIRES -
R3 Router (config-if)#
sLT - Loopbacks, changed state to up 7=
SLINEPROTO-5-UBDOWN: Line protocol on Interface LoopbackS, changed state to up 7\
o Router (config-if) #ip address 152.163.5.1 255.255.255.0
ore i pr Router (config-if) finterface loopback &
=
Router(config-if)# b
sLT - Loopbacké, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbacké, changed state to up
2 7
PC-PT RO Router (config-if) #ip address 192.162.6.1 255.255.255.0
PCA Router (config-if) #ipvé route ::/0 30/0/1
Router (config) | b4
Copy || Paste
£ j©
Time: 01:40:23 I Power Cycle Devices Fast Forward Time ealtime

- o (= - ~ et . Fire Last Status Source Destination Type Color Time(sec) Periodic Num
B = () ( f ) -
< (g
(z1l7][7][. S|/

Connections _—eJeJ e _— New Delete
a LS5 s = < > | | Toggle PDU List Window

EEE

Copper Cross-Over

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los
siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification

Router ID R1 1.1.1.1
Router ID R2

5:5:5:5

Router ID R3
8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales
en 256 Kb/s
Ajustar el costo en la métrica de So/0 a 9500




i New Cluster

Cisco Packet Tracer Student

® R1

| physical | config | cuI |
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AN
cee Server-pT
WEB Server

|
Socom 1 1941  BUENOSAIRES
R3
295p-24 295%p-24
7
. PC-PT
PC-PT
PCA Lo

<

Time: 01:50:36 | Power Cycle Devices Fast Forward Time

10S Command Line Interface

Router>ensble

End with CNTL/Z.
Router (config) $router ospf 1

Router (config-router) $router-id 1.1.1.1

Router (config-router) ¢network 172.31
Router (config-router)$192.168.30.0 0.0.0.3 area 0

% Invalid input detected at '~' marker.

Router (config-router) #network 192.168.30.0 0.0.0.3
Router (config-router) network 192.168.40.0 0.0.0.3
Router (config-router) ¢network 192.168.30.0 0.0.

Router (config-router) ¢network 192.168.40.0 0.0.0.255 area 0
Router (config-router)¢network 192.168.200.0 0.0.0.255 area 0

)
0
[
0

Router (config 9500
% OSPF: Reference bandwidth is changed.
Please ensure i is istent across all routers.

Router (config-router) fexit

Router (config) #int 50/0/0

Router (config-if) #bandwidth 256

Router (config-if)#ip ospf cost 3500

Router (config-if) fexit

Router(config)$ M

Copy || Paste |

NG

Realtime

nemsz HPPEDEEE

HAJeFe [

&\‘ ‘*/‘ @ | scenario 0 v] | Fire

Last Status

New Delete |

v

Toggle PDU List Window

Copper Cross-Over

Router ID R2

Cisco Packet Tracer Student

Source Destination Color Time(sec) Periodic Num

2 R2 -

| Physical | cConfig | CLI |

[Root] New Cluster
e
ServerpT SN
Internet Server ~
MM
484 Server-BT
B2 WEB Server
BOGOTA  1day 1841  BUENOSAIRES

295p-24 295p-24
e oT
X
pC-BT
o BCC

<

10S Command Line Interface

R2tconfig ©

Enter configuration commands, one per line. End with CNTL/Z.
R2(config) #xouter ospf 1

R2 (config-router) $router-id 5.5.5.5

R2 (config-router) gnetwork 172.31.21.0 0.0.0.3 area 0

R2 (config-router) $networ

FULL, Loading Done

% Incomplete command.

R2 (config-router) $network 172.31.23.0 0.0.0.3 area 0
RZ (config-router) #network 10.10.10.0 0.0.0.255 area O
RZ (config-router) fpassive-interface g0/l

$Invalid interface type and number

R2 (config-router) $passive-interface gigabit0/1
$Invalid interface type and number

Rz ig idth 9500

% Invalid input detected at '~' marker.

R2 ig i 9500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across all routers.
R2 (config-router) #int 50/0/0
R2 (config-if) #bandwidth 256
RZ(config-if)#int 50/0/1
RZ(config-if) #bandwidth 256
RZ(config-if) #ip ospf cost 9500
R2 (config-if)fexit
R2(config) ¢

01:50:06: 30SPF-S-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0 from LOADING to

Copy || Paste

e OB EE

<

@ 7‘ ® [Scenarion__v] |Fire

New | Delete

Copper Cross-Over

> | | Toggle PDU List Window

Last Status Source  Destination Type  Color Time(sec) Periodic  Num
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Cisco Packet Tracer Student

® R3

New Cluster Physical | Config = CUI

10S Command Line Interface

Server-PT
WEB Server

"] Routersenable
Py 13 1041 BUENOSAIRES Routergconfig ©

i Enter configuration commands, one per line. End with CNIL/Z.
Router (config) #router ospf 1
Router (config-router) $router-id 8.8.8.8 0y
Router (config-router) network 172.16.31.23 0.0.0.3 area 0
Router (config-router) ¢network 192.168.4.0 0.0.3.255 area 0 [———
Router g ) #ps loopback 4
Router g )#ps loopback §
Router ig #passi loopback €
Router ig idth 9500 i
% OSPF: Reference bandwidth is changed.

Please ensure i is istent across all routers.

Router (config-router) #int s0/0/1
5 Router (config-if) #bandwidth 256
e PC-PT Router (config-if) #ip ospf cost 9500
SR PcC Router (config-if) fexit
Router (config) § v

BOGOTA

295p-24. 295p-24

oy |[ pase |
< > @
Time: 02:01:53 l Power Cycle Devices Fast Forward Time R

- = /& 7 D )
S e W > H‘V} /H a] 74 F
N — —

AjeFe [« >| | Toggle POU List Window

Copper Cross-Over

‘Vs‘ — gw ‘/‘ ') Fire Last Status Source  Destination Type Color Time(sec) Periodic  Num
O

. New | Delete |

Verificar informacion deOSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Cisco Packet Tracer Student

® R2 -°
New Cluster | Physical | Config | CLI |
10S Command Line Interface
s @ ~
R2(config)# show ip route
Serv "
Internet Server % Invalid input detected at '~' marker.
e R2 (config) fexit
1ealy  MAM - Rzt
R2 Vebseve: 45¥S-5-CONFIG_I: Configured from console by console
R2gshow io route
% Invalid input detected at '~' marker.
EocoRR BUENOS AIRES
% ioar R2¢show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF exvernal type 2, T - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area =
e % - candidate default, U - per-user static route, o - ODR
295p-24 295p-24 P - periodic downloaded static route
Gateway of last resort is not set b
172.16.0.0/30 is subnetted, 1 subnets
A c 172.16.31.0 is directly connected, Serial0/0/1
] PC-PT 172.31.0.0/30 is subnetted, 1 subnets
R PCC 172.31.21.0 is directly connected, Serial0/0/0
v
| copy Paste
< o

Time: 02:07:54 | Power Cycle Devices Fast Forward Time Realtime
RudedL Ll 73] vl 7] ] val e 23] = 3] 74
AeTe | >

Copper Cross-Over

Destination Color

Fire
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Cisco Packet Tracer Student

® R2

New Cluster | Physical | Config | CU |

10S Command Line Interface

T TEsEerTerTET—Type T FrTeSEeTerTE——TD
51 - OSPF external type 1, 52 - OSPF external type 2, © - 2GP
- i - IS-IS, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area
sevarrr N + - candidate defsult, U - per-user static route, o - ODR
Internet Server P - pericdic downloaded static route
| T Gateway of last resort is not set
aad,  MAM
o Server-PT _
WEB Server 172.16.0.0/30 is subnested, 1 subnets
c 172.16.31.0 is direcsly connected, Serial0/0/1
172.31.0.0/30 is subnetted, 1 subnets
c 172.31.21.0 is directly connected, Serial0/0/0
Rztshow ip ospf interface
B0soA 1 1841  BUENOSAIRES
e Serial0/0/0 is up, line protocol is up

Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type BOINT-TO-BOINT, Cost:
Transmic Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network 1
No backup designated router on this network
—— Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit S
Helle due in 00:00:07
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
) Neighbor Count is 1 , Adjacent neighbor count is 1
e pC-PT Adjacent with neighbor 1.1.1.1
it PcC Suppress hello for 0 neighbor(s)
R2¢ v

Copy || paste

< > @

Time: 02:09:45 | Power Cycle Devices Fast Forward Time Realtime
. S Fire  lastStatus  Source Destination  Type Color Time(sec) Periodic Num
SaeEd= (2 5 7 oall | Scenario 0
G715 (%) [/ —
T — |t ) A ) A el e

HAjeFTe [« > | | Toggle PDU List Window
Copper Cross-Over = e R—

295p-24. 295p-24

e Visualizarel OSPF Process ID, Router ID, Address summarizations, Routing Networks,
and passive interfaces configuradas en cada router.

Cisco Packet Tracer Student

= o 0O o|m F3 R2 = nm
[Root]

New Cluster ‘ Physical I Config | CLI |

J& 10S Command Line Interface

Logical

« Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 6152 fod
~., Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
Server-PT No designated router on this network
Internet Server \

No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:07
Server-PT Index 1/1, flood queue length 0
WEB'S ervar: Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s) v
R2¢show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - ZIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, I - ZGP
e i - Is-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
205h-24 205h-24 * - candidate defsult, U - per-user static route, o - ODR
P - pericdic downloaded static route
2
PC-PT
c

o——
ey MIAML
R2
BOGOTA

1 1841  BUENOSAIRES
R

3

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 1 subnets

4 c 172.16.31.0 is directly connected, Serial0/0/1
PC-PT 172.31.0.0/30 is subnetted, 1 subnets
PCA c 172.31.21.0 is directly connected, Serial0/0/0
228 £

Copy | [ paste |
<
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VIEANSs, Puertos troncales, puertos de acc?eso\,
encapsulamiento, Inter-VLAN Routing y Seguridad en los -

Switches acorde alatopologia de red establecida.
PARA S1

Cisco Packet Tracer Student =

F3 s

| Physical | config | ciI |

[Root] New Cluster

10S Command Line Interface

e -
e Switch(config) $vlan 30
Server-PT N, Switeh ig-vlan) fneme administ
Internet Server Switch(config-vlan) #vlan 40
———— Switch(config-vlan) $name mercadeo
R Switch(config-vlan) fvlan 200
184 Server-PT Swizch ig-vlan) #name imient
82 WEB Server Switch(config-vlan) exit
Switch(config) #int vian 200
Switch(config-if)#
SLINK-5-CHANGED: Interface V1an200, changed state to up

BOGOTA 1da1 1841  BUENOSAIRES Switch(config-if) ¢interface vlan 200

R3 Switch(config-if)#ip address 192.168.99.2 255.255.255.0
Switch(config-if)#no shutdown
Switch(config-if) exit
Switch(config)#ip default-gateway 192.168.99.1
Switch(config) #interface £0/3

7 P — Switch(config-if) #switchport mode trunk
24 255p-24 Switch(config-if)#
SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
down
$LINEPROTO-S-UPDOWN: Line protocol on Interface FastZthernet0/3, changed state to
2
. PC-PT
c

255p-
up
PC-PT
BC A SLINZPROTO-S-UPDOWN: Line protocol on Interface V1an200, changed state to up

v

[comy | [ paste |

Switch(config-if) #

<

Time: 02:21:56 | Power Cycle Devices Fast Forward Time
senm: APAZPEBEBE Y 2
< > | | Toggle PDU List Window

Copper Cross-Over
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| Physical | Config | CLI |
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10S Command Line Interface

Switch(config) #ip default-gateway 192.163.99.1
o Switch(config) #interface £0/3

Server-PT \\ Switch(config-if) #¢switchport mode trunk

Internet Server

———— Switch(config-if)$

pAM SLINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernet0/3, changed state to

284 Server-BT down

82 WEB Server

4LINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to

up

SLINEPROTO-S-UPDOWN: Line protocol on Interface V1an200, changed state to up

B0GOTA 1841  BUENOS AIRES -
R3 Switch(config-if) #switchport trunk native vlan 1

Switch(config-if)#interface £0/24

Switch(config-if) #switchpors mode trunk

Switch(config-if) #switchpert trunk native vlan 1

Switch(config-if) #interface range £0/2, £0/4-23, g0/1-2

f.._____ interface range not validated - command rejected
A s Switch(config)#interface range £0/2,£0/4-23,90/1-2
interface range not validated - command rejected
Switch(config) #switch mode access
73
. -7
c

)
@

—

=

% Invalid input detected at '~' marker.

295p-;
Switch(config) gexit

pC-BT

BCA

Switch
45YS-5-CONFIG_I: Configured from console by console

v
[ copy || Paste |

<
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S3

\ PhysicaIT Config ‘ CLI ‘

-
ServerPT N,

Internet Server

-

A
asg Server-PT
WEB Server
BOGOTA  1d4; 1941  BUENOSAIRES
R3
——— ’
295p-24 295p-24
7
. PC-PT
pC-
Re rcC

<

Time: 02:31:33 I Power Cycle Devices Fast Forward Time
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administracion
40

mercadeo

200
mantenimiento

Switch(config-vlan) ¢name
Switch(config-vlan) $vlan
Switch(config-vlan) ¢name
Switch(config-vlan) fvlan
Switch(config-vlan) ¢name
Switch(config-vlan) fexit
Switch(config)#int vlan 200
Switch(config-if)$

SLINK-S-CHANGED: Interface V1an200, changed state to up

$LINEPROTO-S-UPDOWN: Line protocol on Interface V1an200, changed state to up
Switch(config-if)#ip address 192.168.99.3 255.255.255.0
Switch(config-if)#no shutdown

Switch(config-if) fexit

Switch(config)#ip default.gateway 192.168.99.1

% Invalid input detected at '~' marker.

Switch(config) #default-gatevay 192.168.99.1

% Invalid input detected at '~' marker.

Switch(config)#ip default-gateway 192.168.99.1

Switch(config) fexit
Switche
$5YS-5-CONFIG_I: Configured from console by console

Switch#

v

i

G

>
Realtime

S e l 0>
AgeFe

<

E0PEDEBEE

B

fire  LlastStatus  Source Destination  Type Color

@ |scenario 0 v
New VDeIete

> | | Toggle PDU List Window
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r Cross-Over

v

4. En el Switch 3 deshabilitar DNS lookup

New Cluster

Cisco Packet Tracer Student

Time(sec) Periodic  Num

a

® s3

| Physical | config | cu1 |

-,
Server-PT N,

<

Internet Server
MM
263! Server-pT
82 WEB Server
BOGOTA  1d4; 1841  BUENOSARRES
R3
——e
295p-24 2
7
— PC-PT
PC-PT oo

10S Command Line Interface

Switch(config-vlan)#name mantenimiento
Switch(config-vlan) fexit
Switch(config)#int vlan 200
Switch(config-if)§

SLINK-5-CHANGED: Inverface V1an200, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface V1an200, changed state to up
Switch(config-if)#ip address 192.168.99.3 255.255.255.0
Switch(config-if)#no shutdown

Switch(config-if) #exit

Switch(config) #ip default.gateway 192.168.99.1

% Invalid input detvected at '~' marker.
Switch(config) #default-gateway 192.168.99.1

% Invalid input detected at '~' marker.
Switch(config) #ip default-gateway 192.168.99.1
Switch(config) fexit

Switch
45¥5-5-CONFIG_I:

Configured from console by console

Switchgenable

Switch(config)$

Time: 02:38:19 | Power Cycle Devices Fast Forward Time
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Cisco Packet Tracer Student

® s1

Newtliten | Physical | Config | CLI |
10S Command Line Interface
~.,
VT, NI Press RETURN to get starced.
Internet Server
A
zos Server-PT
WES Server
Bocom 1 1841  BUENOSAIRES
R3
Switchenable
Switchfconfig ©
e Enter configuration commands, one per line. End with CNTL/Z.
295024 290024 Switch(config) #interfacevlian 99
% Invalid input detected at '~' marker.
Switch(config) #interface vlan 93
Switch(config-if) #ip address 132.163.99.2 255.255.255.0
s 7 % 192.168.99.0 overleps with V1an200
T R Switch(config-if)#no shutdown
PCA Switch(config-if) fexit
Switch(config) g v
Copy Paste
< > [©

Time: 02:41:53 | Power Cycle Devices Fast Forward Time Realtime

cems: HPPPPEEBEY

New

fire  LastStatus  Source Destination  Type Color Time(sec) Periodic  Num

Delete |

Connections

< >| | Toggle PDU List Window |
Copper Cross-Over T ————

Cisco Packet Tracer Student - o]

2 s3 @ L2

New Cluster
‘ Physical | Config | CLI 7
10S Command Line Interface
- B o ~
% Invalid input detected at '~' marker.
e e e e Switch(config) #default-gateway 192.168.93.1
MIAML o
Server-PT % Invalid input detected at '~' marker.
WEB Server
Switch(config) $#ip default-gateway 192.168.99.1
Switch(config) #exit
Switch$
$SYS-5-CONFIG_I: Configured from console by console
1841 BUENOS AIRES
R3 Switchienable
Switchfconfig ©
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch (config) $EXIT
—_——— / Switchs
250D 24 255h-24 35YS-5-CONFIG_I: Configured from comsole by console
Switch$ENABLE
Switchgconfig t
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) #interface vlan 99
74 o Switch(config-if) $ip address 192.168.99.3 255.255.255.0
PC-PT ‘;’é‘é’ % 192.168.99.0 overlaps with Vlan200
PCA Switch(config-if) gexit
Switch(config) #ip default-gateway 192.168.99.1
Switch(config) £ v
2 Copy || Paste | > |©
Time: 02:44:05 | Power Cycle Devices Fast Forward Time Realtime
> - . 9 — 5 S - 9 | Scenario 0 | [Fire Last Status ource D Type  Color  lime(sec) Periodic Num
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AN
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Switch>ensble

End with CNTL/Z.

Switch(config) #interfacevlian 99

% Invalid input detected at '~' marker.

Switch(config) #interface vlan 99
Switch(config-if) $ip address 192.168.99.2
% 192.168.99.0 overlaps with Vlan200
Switch(config-if)#no shutdown
Switch(config-if) exit

Switch(config)# interface range £0/2 £0/4-23 g0/1-2

% Invalid input detected at '~' marker.
Switch(config) ¢shutdown

% Invalid input detected at '~' marker.
Switch(config) #exit

Switchg

4SYS-5-CONFIG_I: Configured from console by console

Switchgshutdown
ing "shutdown"...domain se:

er (255.285.255.255)

Time: 02:48:17 | Power Cycle Devices Fast Forward Time
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Time: 02:49:34 | Power Cycle Devices Fast Forward Time

Config | CLI |
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% Invalid input detected at '~' marker.
Switch(config) #defaulv-gateway 192.168.99.1
% Invalid input detected at '~ marker.

Switch(config) #ip default-gateway 192.168.99.1
Switch(config) fexit

Switch

$SYS-5-CONFIG_I: Configured from console by console

Switchtenable

Switchtconfig ©

Enter configuravion commands, one per line.
Switch(config)#no ip domain-lookup
Switch(config) $EXIT

Switcht

4SYS-S-CONFIG_I: Configured from console by console

End with CNTL/Z.

Switch$ENABLE
Switchteenfig ©

Enter configuravion commands, one per line.
Switch(config) $interface vian 99
Switch(config-if) $ip address 152.168.99.3 255.255.255.0
% 152.168.59.0 overlaps with V1an200

Switch(config-if) fexit

Switch(cenfig) #ip default-gateway 192.163.83.1
Switch(config)#

End with CNTL/Z.

v
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7. ImplementDHEPand NAT forIPv4

Yy
/
4

Cisco Packet Tracer Student - g

= L3 ! R3 -
Logical [Root] New Cluster

| physical | Config | CLI |

10S Command Line Interface

TTESTRTTURN TUUET STEITECT

Internet Server
MIAML

1es serverrpT

WEB Server

a1 1841  BUENOSAIRES

3 Routersensble

Routergconfig ©
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) ¢interface loopback 4 -
Router (config-if) #ip address 192.168.4.1 255.255.255.0
Router (config-if)#no shutdown
295p-24 255p-24 Router (config-if) gexit

Router (config) ¢interface loopback §
Router (config-if) #ip address 192.168.5.1 255.255.255.0 B
Router (config-if) no shutdown
Router (config-if) fexit
Router (config) ¢interface loopback &
Router (config-if) #ip address 192.168.6.1 255.255.255.0
Router (config-if)#no shutdown
Router (config-if) gexit
Router (config) ¢ Y

e L || v

< >
Time: 02:53:16 | Power Cycle Devices Fast Forward Time L Realtime

- N =¥ 2 Y — J ‘7 Fire Last Status Source Destination Type Color Time(sec) Periodic Num
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*® R1 = =
| Physical | config | cLI

10S Command Line Interface

T Invalid input decected =% mETRET. 5

Router (dhcp-config) #dns-servwer 10.10.10.11

ioad, MIAMI % Invalid input detected at '~' marker.
= Router (dhcp-config) #dns-server 10.10.10.11
Router (dhcp-config) énetwork 192.168.30.1 255.255.255.0
] Routex (dhcp-config) #ip dhcp pool mercadeo
BOGOTA devoy NN R Router (dhcp-config) ¢dns-server 10.10.10.11 -

Iy
Router (dhcp-config) #default-router 192.168.30.1 (K

2 g) #defauls-xp 192.168.40.1

% Invalid input detected at '~' marker.

Router (dhep-config) #defautl-router 192.168.40.1

295p-24 295p-24

Router (dhcp-config) #defaulv-router 192.168.40.1
Router (dhcp-config) #nevwork 192.168.30.1 255.255.255.0
Router (dhcp-config) fexit

dh

%
— ¥+ Tawalid dnpue detectadias. 2% mrkers &=
b

Router (config) & cp excluded.add 172.16.30.0
7 o % Invalid input detected at '~' marker.
PC-PT
PCA ee
#ip dhep 172.16.30.0

Router (config) #ip dhep pool
% Incomplete command.

Routes (contis) 4 v
< ©

ﬁme:03:25:24| Power Cycle Devices Fast Forward Time Cony, ‘[ Roste ‘ L
memmr EODEDEEN —
E—TT— DY YEEE (e s sl
= I~} Feo [« > | | Toggle POU List Window |

Copper Cross-Over
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Configurar DHCP pool para VLAN
30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN
40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Cisco Packet Tracer Student

== R -
Logical [Root] New Cluster
-
Server-PT \\\
Internet Server
Server-PT
WEB Server
BOGOTA 144 1941  BUENOSARRES
R3
295p-24 295p-24
4
3 pC-PT
pC-PT
BCA s
<

Time: 03:26:05 I Power Cycle Devices Fast Forward Time

2 R1 =
‘ Physical | Config | CLI ‘
10S Command Line Interface

Routerfconfig t 3

Enter configuration commands, one per line. End with CNTL/Z.

Router dhep 192.168.30.1 192.168.30.30

Router(config)#ip dhep excluded-address 192.168.40.1 192.168.40.30

Router (config) #ip dhep pool administracion

Router (dhcp-config) §dnc-server 10.10.10.11

% Invalid input detected at '~' marker.

Router (dhcp-config) §dns-servwer 10.10.10.11

% Invalid input detected at '~' marker.

Router (dhcp-config) #dns-server 10.10.10.11

Router (dhcp-config) §¢default-router 192.168.30.1

Router (dhcp-config) §network 192.168.30.1 255.255.255.0

Router (dhcp-config) #ip dhep peol mercadeo

Router (dhcp-config) $dns-server 10.10.10.11

Router (dhcp-config) #¢default-rputer 192.168.40.1

% Invalid input detected at '~' marker.

Router (dhcp-config) $§defautl-router 192.168.40.1

% Invalid input detected at '~' marker.

Router (dhcp-config) §default-router 192.168.40.1

Router (dhcp-config) #énetwork 192.168.30.1 255.255.255.0

Router (dhcp-config)$ be

‘7Cogy || Paste |
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Cisco Packet Tracer Student

H H«E‘iﬁi [\f\‘/O/O/O‘M

Ty = B I - oI
Logical [Root] New Cluster 2 R2 n
w— 5
c}& Physical | Config | CLI A
10S Command Line Interface :
R2>config t b /
Internet Server ~. - E
% Invalid input detected at '~' marker.
go—————— Pt
i T el R2>enabe
R2 WEB Server Translating "enabe" x
% Unknown command or computer name, or unable to find computer address
P— Q
R2¢config t
BOGOTA 1 1841 BUENOSAIRES Enter configuration commands, one per line. End with CNIL/Z. ‘ <
R3 R2(config) $ip http server (no es soportado este comando)
% Invalid input detected at '~' marker. x
R2(config)#ip sercer (no es scportado este comande) =
e —— % Invalid input detected at marker. E
295p-24 295p-24
R2 (config) #ip server (no es soportado este comando) M
% Invalid input detected at '~' marker.
' R2 (config) $ip nat inside scurce static 10.10.10.10 209.165.200.229
e PC-PT R2 (config) #interface g0/0
PCA PCC %Invalid interface type and number
R2 (config) #ip nat outside
% Incomplete command.
R2 (config) § v
< | copy || Paste > @
Time: 03:33:21 | Power Cycle Devices Fast Forward Time Realtime
= e B = Iriodic  Num
S e N> (7% P ﬁ/ A/ 7 | 9 1| [Scenario U |
> . # C e
e —| AR B & beite |
E’ ’ L ] s e < > | | Toggle PDU List Window
Copper Cross-Over eee———— 22

11. Configuraralmenosdoslistas de accesodetipoestandarasu
criterioenpararestringiropermitirtraficodesdeR1o0R3haciaR2.

Cisco Packet Tracer Student - g

R1 ==
New Cluster ’ port
10S Command Line Interface
~
rouTErTTTer” T 3 TyrTer—o- 7%
% Invalid input detected at '~' marker.
Router (dhcp-config) §defautl-router 192.168.40.1
% Invalid input detected at '~' marker.
Router (dhcp-config) $¢default-router 1592.168.40.1
Router (dhcp-config) #network 192.168.30.1 255.255.255.0
Router (dhcp-config) fexit
Router (config) $ip dhcp excluded.address 172.16.30.0
J % Invalid input detected at '~' marker.
BOGOTA
g 281" BLUENCSHIRES, Router (config) #ip dhcp excluded-address 172.16.30.0
Lo Router (config) #ip dhcp pool
% Incomplete command.
Router (config) fexit
Router$
%SYS-5-CONFIG_I: Configured from console by console
295p-24 205p-24 Routersensble
Routergconfig t
ZEnter configuration commands, one per line. End with CNTL/Z. K
Router (config) faccess-list 1 permit 169.254.211.2 255.255.0.0
Router (config) $interface serial 0/0/0
Router (config-if) faccess-list 1 permit 169.254.220.39 255.255.0.0
" PC—D; Router (config) §interface serial 0/0/0
pc-pT Router (config-if) § 4
PC A PcCC g
[ copy | [ peste
< . [0
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nombradas asu cntrlo en para restringir o permitir trafico desde Rl
-0 R3 haciaR2.

2 Cisco Packet Tracer Student - a
Lzl gl Physical | Config | CLI ort
~

10S Command Line Interface = R

Router con0 is now available

Press RETURN to get started.

= e 5=
205p-24
Router>enable
Routergconfig ©
PC-pT Enter configuration commands, one per line. End with CNTL/Z.
PCA Router (config) #access-1list 101 permit icmp any any echo-reply
v

Router (config) ¢

Copy || Paste
N . N N
< > [©

Realtime
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13. Verificar procesos de comunicacion y re direccionamiento de
traflco enlosrouters mediante el uso de Ping y Traceroute.

Cisco Packet Tracer Student

Internet PC

Logical [Root] New Cluster ® - i .
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i B T N ] —— A — |
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Cisco Packet Tracer Student
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SIMULACIONES

Se allega link donde se puede evidenciar las respectivas simulaciones de los
ejercicios planteados.

https://drive.google.com/drive/folders/1g-
ShFztfOWHY KxXrASeihg TWtGGeVykD?usp=sharing
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CONCLUSIONES

~—" Como se puede evidenciar en los respectivos escenarios realizados en la prueba
de habilidades préacticas, cada escenario tenia su diferente proceso de ejecucion, lo
esencial fue poner a prueba los niveles de comprension y solucién de problemas
relacionados con diversos aspectos de Networking, teniendo en cuenta los
respectivos procesos de documentacion de la solucion, correspondientes al registro
de la configuracion de cada uno de los dispositivos, la descripcion detallada del paso
a paso de cada una de las etapas realizadas durante su desarrollo, el registro de
los procesos de verificacion de conectividad mediante el uso de comandos ping,

traceroute, show ip route, entre otros.

Para el escenario 1 se realizaron las siguientes conclusiones:

e Se realizaron las respectivas rutinas de diagnosticos

e Se realizaron los respectivos enrutamientos de la red usando el protocolo
RIP.

e Se realiz6 configuracion de enrutamiento de los routers con ruta hacia la ISP.

e Se verifico el balanceo de carga de los routers

e Se deshabilito la propagacién del protocolo RIP

e Se verifico la base de datos RIP de cada routers, donde se evidencia todas
las rutas hacia cada red

e Se configuro el encapsulamiento y autenticacion PPP

e Se configuro las respectivas PAT

e Se configuro el servicio DHCP

e A cada proceso se realizd su respectivo Ping de verificacion




Para el escenario 2 se realiz6 las respectivas:
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Se realiz6 la configuracion IP para cada uno de los dispositivos que hacen
parte del escenario.

Se configuro el protocolo de enrutamiento OSPFv2

Se realizo6 la respectiva verificacion de OSPF

Se realize la Visualization Del OSPF Process ID, Router ID, Address
summarizations, Routing Networks, and passive interfaces configured en
cada router.

Se configuraron las respectivas VLANs, Puertos troncales, puertos de
acceso, encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.

Se deshabilito el DNS lookup en el Switch 3

Se realiz6 la respectiva asignacion de direccién IP a los switches acorde a
los lineamientos

Se desactivaron todas interfaces que no utilizaron en la red

Se Implementé DHCP and NAT for IPv4

Se configuré R1 como servidor DHCP para las VLANs 30 y 40.

Se Reservaron las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

Se configuro la NAT en R2 para permitir que los host puedan salir ainternet
Se verifico los procesos de comunicacion y re direccionamiento de trafico

en los routers mediante el uso de Ping y Traceroute.
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