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1.

INTRODUCCION

El presente trabajo trata sobre la implementacion de habilidades teorico-practicas en
redes adquiridas en el diplomado de profundizacién CISCO en conjunto con la
certificacion de CISCO CCNA en la pagina afin.

En este mismo orden de ideas se trabajaran aspectos claves de la herramienta de
simulacién de redes CISCO Packet Tracer, en la cual se van a configurar los distintos
protocolos de redes en los Endpoint estipulados por la guia.



2. OBJETIVOS

2.1 OBJETIVO GENERAL

- Implementar todo lo aprendido a lo largo del diplomado en CCNA de CISCO
en los 2 casos propuestos de prueba de habilidades, asi como usar el
software simulador de redes Packet Tracer.

2.2 OBJETIVOS ESPECIFICOS

- Poner en practica todas las habilidades adquiridas en el diplomado CCNA de
CISCO en los casos propuestos

- Implementar la herramienta Packet Tracer en los casos propuestos de prueba
de habilidades.



3. DESCRIPCION DE ESCENARIOS PROPUESTOS

3.1 ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en
donde el estudiante sera el administrador de la red, el cual deberd configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

3.1.1 Topologia de red

ISP
FETPAT PP OHAT

MEDELLIN f’;m"r“a___h

17225.68 /%) 3220010 20172204/

RBERID

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando
gue se tendran rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento
PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

¢ Realizar las rutinas de diagndstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).
e Realizar la conexioén fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.



3.1.2 Configuracién del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP versién 2, declare
la red principal, desactive la sumarizacion automatica.

b. Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro
de las publicaciones de RIP.

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogotéa y Medellin para el caso se sumarizan las subredes de cada uno a/22.

3.1.3 Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion,
por tener dos enlaces de conexién hacia otro router y por la ruta por defecto
que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

3.1.4 Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagaciéon del protocolo RIP, en la siguiente tabla se indican
las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1




Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

3.1.5 Verificacion del protocolo RIP.

. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de
RIP y las interfaces que participan de la publicacion entre otros datos.

. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

3.1.6 Configurar encapsulamiento y autenticacion PPP.

a Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAT.
b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

3.1.7 Configuraciéon de PAT.

En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, sélo existirA comunicacion hasta los routers
Bogotal, ISP y Medellinl.

Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién
debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del
router Medellinl, como diferente puerto.

Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccion debe ser traducida automaticamente
a la direccion de la interfaz serial 0/1/0 del router Bogotal, como diferente
puerto.

3.1.8 Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.



El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router Bogota2.



4. ESCENARIO 1

4.1 Tabla de Direccionamiento

Dispositivo Interface | Direccion IP Mascara de | Puerta
Subred de
Enlace
ISP S0/0/0 209.165.200.1 | 255.255.255.252
S0/0/1 209.165.200.5 | 255.255.255.252
MEDELLIN1 | SO/0/0 209.165.200.2 | 255.255.255.252
S0/0/1 172.29.6.1 255.255.255.252
S0/1/0 172.29.6.9 255.255.255.252
S0/1/1 172.29.6.13 255.255.255.252
MEDELLIN2 | S0/0/0 172.29.6.2 255.255.255.252
S0/0/1 172.29.6.5 255.255.255.252
GO0/0 172.29.4.1 255.255.255.128
MEDELLIN3 | S0/0/0 172.29.6.10 255.255.255.252
S0/0/1 172.29.6.14 255.255.255.252
S0/1/0 172.29.6.6 255.255.255.252
GO0/0 172.29.4.129 | 255.255.255.128
BOGOTA1 S0/0/0 209.165.200.6 | 255.255.255.252
S0/0/1 172.29.3.9 255.255.255.252
S0/1/0 172.29.3.1 255.255.255.252
S0/1/1 172.29.3.5 255.255.255.252
BOGOTA2 S0/0/0 172.29.3.10 255.255.255.252
S0/0/1 172.29.3.13 255.255.255.252
GO0/0 172.29.1.1 255.255.255.0
BOGOTA3 S0/0/0 172.29.3.2 255.255.255.252
S0/0/1 172.29.3.6 255.255.255.252
S0/1/0 172.29.3.14 255.255.255.252
GO0/0 172.29.0.1 255.255.255.0
PC- FO/0 DHCP DHCP DHCP
MEDELLIN2
PC- FO/0 DHCP DHCP DHCP
MEDELLIN3
PC- FO/0 DHCP DHCP DHCP
BOGOTA2
PC- FO/0 DHCP DHCP DHCP
BOGOTA3

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).
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ISP

hostname ISP

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso Restringido%
ip domain-name cisco.com
line console 0

password cisco

login

line vty 0 15

password cisco

login

MEDELLIN1

hostname MEDELLIN1

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso Restringido%
ip domain-name cisco.com
line console 0

password cisco

login

line vty 0 15

password cisco

login

MEDELLINZ2

hostname MEDELLIN2

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso Restringido%
ip domain-name cisco.com
line console 0

password cisco

login

line vty 0 15

password cisco

login

MEDELLIN3
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hostname MEDELLIN3

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso Restringido%
ip domain-name cisco.com
line console 0

password cisco

login

line vty 0 15

password cisco

login

BOGOTA1

hostname BOGOTAL1

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso Restringido%
ip domain-name cisco.com
line console 0

password cisco

login

line vty 0 15

password cisco

login

BOGOTA2

hostname BOGOTA2

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso Restringido%
ip domain-name cisco.com
line console 0

password cisco

login

line vty 0 15

password cisco

login

BOGOTA3
hostname BOGOTA3

no ip domain-lookup
service password-encryption



12

enable secret class

banner motd %Acceso Restringido%
ip domain-name cisco.com

line console 0

password cisco

login

line vty 0 15

password cisco

login

ISP

interface Serial0/0/0

ip address 209.17.220.1 255.255.255.252
clock rate 4000000

no shutdown

interface Serial0/0/1

ip address 209.17.220.5 255.255.255.252
clock rate 4000000

no shutdown

MEDELLIN1

interface Serial0/0/0

ip address 209.17.220.2 255.255.255.252
no shutdown

interface Serial0/0/1

ip address 172.29.6.1 255.255.255.252
clock rate 4000000

no shutdown

interface Serial0/1/0

ip address 172.29.6.9 255.255.255.252
clock rate 4000000

no shutdown

interface Serial0/1/1

ip address 172.29.6.13 255.255.255.252
clock rate 4000000

no shutdown

MEDELLINZ2

interface GigabitEthernet0/0
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ip address 172.29.4.1 255.255.255.128
no shutdown

interface Serial0/0/0

ip address 172.29.6.2 255.255.255.252
no shutdown

interface Serial0/0/1

ip address 172.29.6.5 255.255.255.252
clock rate 4000000

no shutdown

MEDELLIN3

interface GigabitEthernet0/0

ip address 172.29.4.129 255.255.255.128
no shutdown

interface Serial0/0/0

ip address 172.29.6.10 255.255.255.252
no shutdown

interface Serial0/0/1

ip address 172.29.6.14 255.255.255.252
no shutdown

interface Serial0/1/0

ip address 172.29.6.6 255.255.255.252
no shutdown

BOGOTA1

interface Serial0/0/0

ip address 209.17.220.6 255.255.255.252
no shutdown

interface Serial0/0/1

ip address 172.29.3.9 255.255.255.252
no shutdown

interface Serial0/1/0

ip address 172.29.3.1 255.255.255.252
clock rate 4000000

no shutdown

interface Serial0/1/1

ip address 172.29.3.5 255.255.255.252
no shutdown

BOGOTA2

interface GigabitEthernet0/0



ip address 172.29.1.1 255.255.255.0

no shutdown

interface Serial0/0/0

ip address 172.29.3.10 255.255.255.252
no shutdown

interface Serial0/0/1

ip address 172.29.3.13 255.255.255.252
clock rate 4000000

no shutdown

BOGOTAS3

interface GigabitEthernet0/0

ip address 172.29.0.1 255.255.255.0
no shutdown

interface Serial0/0/0

ip address 172.29.3.2 255.255.255.252
no shutdown

interface Serial0/0/1

ip address 172.29.3.6 255.255.255.252
no shutdown

interface Serial0/1/0

ip address 172.29.3.14 255.255.255.252
no shutdown

e Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
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4.2 Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la
red principal, desactive la sumarizacion automatica.

MEDELLIN1

router rip

version 2

network 172.29.0.0
no auto-summary

MEDELLINZ2

router rip

version 2

network 172.29.0.0
no auto-summary

MEDELLIN3

router rip

version 2

network 172.29.0.0
no auto-summary

BOGOTA1

router rip

version 2

network 172.29.0.0
no auto-summary

BOGOTA2

router rip

version 2

network 172.29.0.0
no auto-summary

BOGOTA3

router rip

version 2

network 172.29.0.0
no auto-summary

15



b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de enrutamiento
una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones
de RIP.

MEDELLIN1

ip route 0.0.0.0 0.0.0.0 209.17.220.1

router rip
default-information originate

BOGOTA1
ip route 0.0.0.0 0.0.0.0 209.17.220.5

router rip
default-information originate

c. El router ISP debera tener una ruta estética dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.
ISP

ip route 172.29.4.0 255.255.252.0 209.17.220.2
ip route 172.29.0.0 255.255.252.0 209.17.220.6

16



4.3 Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

st == ]3]
Physical  Config _ CLI _ Attributes

10S Command Line Interface
Password: A
ISP#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IsS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/22 is subnetted, 2 subnets
S 172.29:0.0/22 [1/0] via .209:17:220:6
.29.4.0/22 [1/0] via 209.17.220.2
209.17.220.0/24 is variably subnetted, 6 subnets, 2 masks

0
=
~
N

(&) 209.17.220.0/30 is directly connected, Serial0/0/0

I 209.17.220.1/32 is directly connected, Serial0/0/0

(¢ 209.17.220.2/32 is directly connected, Serial0/0/0

(e 209.17.220.4/30 is directly connected, Serial0/0/1

L 209.17.220.5/32 is directly connected, Serial0/0/1

(i 209.17.220.6/32 is directly connected, Serial0/0/1

ISP# v
Ctri+F6 to exit CL focus Copy Paste
[ Top

17
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@ ==L
Physical  Config & Attributes
10S Command Line Interface
Password: ~
MEDELLINl#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-ISs, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter
area
* — candidate default, U - per-user static route, o - ODR
- periodic downloaded static route
Gateway of last resort is 209.17.220.1 to network 0.0.0.0
172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
R 172.29.4.0/25 [120/1] via 172.29.6.2, 00:00:23, SerialQ/0/1
R 172.29.4.128/25 [120/1] wvia 172.29.6.14, 00:00:24, Serial0/1/1
[120/1] wia 172.29.6.10, 00:00:24, Serial0/1/0
c 172.29.6.0/30 is directly connected, Serial0/0/1
L 172.29.6.1/32 is directly connected, Serial0/0/1
R 172.29.6.4/30 [120/1] via 172.29.6.2, 00:00:23, Serial0/0/1
[120/1] wia 172.29.6.14, 00:00:24, Serial0/1/1
[120/1] wvia 172.29.6.10, 00:00:24, Serial0/1/0
c 172.29.6.8/30 is directly connected, Serial0/1/0
L 172.29.6.9/32 is directly connected, Serial0/1/0
c 172.29.6.12/30 is directly connected, SerialO/1/1
L 172.29.6.13/32 is directly connected, Serial0/1/1
209.17.220.0/24 is variably subnetted, 3 subnets, 2 masks
C 209.17.220.0/30 is directly connected, Serial0/0/0
c 209.17.220.1/32 is directly connected, Serial0/0/0
L 209.17.220.2/32 is directly connected, Serial0/0/0
S* 0.0.0.0/0 [1/0] via 209.17.220.1
MEDELLIN1# b4
Ctrl+F6 to exit CLI focus Copy Paste
[Jop
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Physical ~ Config  CLI  Attributes

105 Command Line Interface

(= E]E=]

MEDELLIN2>en
Password:
MEDELLIN2#show ip route

area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.29.6.1 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
172.29.4.0/25 is directly connected, GigabitEthernet0/0
172.29.4.1/32 is directly connected, GigabitEthernet0/0

172.29.6.0/30 is directly connected, Serial0/0/0
172.29.6.2/32 is directly connected, Serial0/0/0
172.29.6.4/30 is directly connected, Serial0/0/1
172.29.6.5/32 is directly connected, Serial0/0/1
172.29.6.8/30 [120/1] wvia 172.29.6.1, 00:00:17, Serial0/0/0
[120/1] via 172.29.6.6, 00:00:18, Serial0/0/1

W QHQHEE0

o

R* 0.0.0.0/0 [120/1] via 172.29.6.1, 00:00:17, Serial0/0/0

MEDELLIN2#

Codes: L - local, C - connected, 8 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IsS-1Is level-1, L2 - IS-IS level-2, ia - IS-IS inter

172.29.4.128/25 [120/1] via 172.29.6.6, 00:00:18, Serial0/0/1

172.29.6.12/30 [120/1] wvia 172.29.6.1, 00:00:17, Serial0/0/0
[120/1] via 172.29.6.6, 00:00:18, Serial0/0/1

Ctrl+F6 to exit CLI focus

O e

Copy Paste

B

X

Physical  Config _ CLI _Attributes
—

10S Command Line Interface

[=E]E=]

MEDELLIN3>en

Password:

MEDELLIN3#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B -
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.29.6.13 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks
172.29.4.0/25 [120/1] via 172.29.6.5, 00:00:20, Serial0/1/0
172.29.4.128/25 is directly connected, GigabitEthernet0/0
172.29.4.129/32 is directly connected, GigabitEthernet0/0
172.29.6.0/30 [120/1] via 172.29.6.13, 00:00:24, Serial0/0/1
[120/1] via 172.29.6.9, 00:00:24, Serial0/0/0
[120/1] wia 172.:29:6:5; 00:00:20; Serial0/1/0
.4/30 is directly connected, Serial0/1/0
.6/32 is directly connected, Serial0/1/0
.8/30 is directly connected, Serial0/0/0
172.29.6.10/32 is directly connected, Serial0/0/0
172.29.6.12/30 is directly connected, Serial0/0/1
172.29.6.14/32 is directly connected, Serial0/0/1
% 0.0.0.0/0 [120/1] via 172.29.6.13, 00:00:24, Serial0/0/1
[120/1] via 172.29.6.9, 00:00:24, Serial0/0/0

wHeE QW

172.29.
172,29,
172.429..

QP QB Q
oo Y O

MEDELLIN3#

i - Is-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area

BGP

Ctrl+F6 to exit CLI focus

O o

Copy Paste




Physical Config  CLI  Attributes
10S Command Line Interface
BOGOTAl#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter
area
* — candidate default, U - per-user static route, o - ODR
P — periodic downloaded static route
Gateway of last resort is 209.17.220.5 to network 0.0.0.0
172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
R 172.29.0.0/24 [120/1] wvia 172.29.3.2, 00:00:12, Serial0/1/0
[120/1] wia 172.29.3.6, 00:00:12, Serial0/1/1
R 172.29.1.0/24 [120/1] wvia 172.29.3.10, 00:00:10, Serial0/0/1
C 172.29.3.0/30 is directly connected, Serial0/1/0
L 172.29.3.1/32 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
L 172.29.3.5/32 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1
L 172.29.3.9/32 is directly connected, Serial0/0/1
R 172.29.3.12/30 [120/1] wvia 172.29.3.2, 00:00:12, Serial0/1/0
[120/1] via 172.29.3.6, 00:00:12, Serial0/1/1
[120/1] wvia 172.29.3.10, 00:00:10, Serial0/0/1
209.17.220.0/24 is variably subnetted, 3 subnets, 2 masks
C 209.17.220.4/30 is directly connected, Serial0/0/0
o 209.17.220.5/32 is directly connected, Serial0/0/0
L 209.17.220.6/32 is directly connected, Serial0/0/0
S* 0.0.0.0/0 [1/0] via 209.17.220.5
BOGOTAL#
Ctrl+F6 to exit CLI focus Copy Paste
[Jop
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BOGOTA2# show ip ro
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is 172.29.3.9 to network 0.0.0.0
172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
R 172.29.0.0/24 [120/1] via 172.29.3.14, 00:00:20, Serial0/0/1
& 172.29.1.0/24 is directly connected, GigabitEthernet0/0
L 172.29.1.1/32 is directly connected, GigabitEthernet0/0
R 172.29.3.0/30 [120/1] via 172.29.3.14, 00:00:20, Serial0/0/1
[120/1] wia 172.29.3:9; 00:00:14, 'Sérial0y/0/o0
R 172:29.3:4/30 [120/1] via 172.29.3:14,; 00:00:20, Serial0/0/1
[120/1] via 172.29.3.9, 00:00:14, Serial0/0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0
ie; 172.29.3.10/32 is directly connected, Serial0/0/0
(&) 172.29.3.12/30 is directly connected, Serial0/0/1
L 172.29.3.13/32 is directly connected, Serial0/0/1
R* 0.0.0.0/0 [120/1] via 172.29.3.9, 00:00:14, Serial0/0/0
BOGOTA2#
Ctrl+F6 to exit CLI focus Copy Paste
e
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Password:

area

BOGOTA3#show ip ro
Codes: L - local,

C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-IS,

Ll - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter

172.29.0.0/16 is

* — candidate default, U -
— periodic downloaded static route

per—-user static route, o - ODR

Gateway of last resort is 172.29.3.1 to network 0.0.0.0

variably subnetted, 10 subnets, 3 masks

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
L 172.29.0.1/32 is directly connected, GigabitEthernet0/0
R 172.29.1.0/24 [120/1] wvia 172.29.3.13, 00:00:20, Serial0/1/0
c 172.29.3.0/30 is directly connected, Serial0/0/0
L 172.29.3.2/32 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/0/1
L 172.29.3.6/32 is directly connected, Serial0/0/1
R 172.29.3.8/30 [120/1] wvia 172.29.3.1, 00:00:17, Serial0/0/0
[120/1] wvia 172.29.3.5, 00:00:17, Serial0/0/1
[120/1] via 172.29.3.13, 00:00:20, Serial0/1/0
C 172.29.3.12/30 is directly connected, Serial0/1/0
L 172.29.3.14/32 is directly connected, Serial0/1/0
R* 0.0.0.0/0 [120/1] wvia 172.29.3.1, 00:00:17, Serial0/0/0
[120/1] wvia 172.29.3.5, 00:00:17, Serial0/0/1
BOGOTA3# .
Ctrl+F6 to exit CLI focus Copy Paste
Omp

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacién, por
tener dos enlaces de conexion hacia otro router y por la ruta por defecto que manejan.
d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente

y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para

el caso de la ruta por defecto.
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105 Command Line Interface

Password: ~
BOGOTA3#show ip ro
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 — OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - I8-I8, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter

area
* — candidate default, U - per-user static route, o - ODR
— periodic downloaded static route

Gateway of last resort is 172.29.3.1 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0

L 172.29.0.1/32 is directly connected, GigabitEthernet0/0

R 172.29.1.0/24 [120/1] via 172.29.3.13, 00:00:20, Serial0/1/0

c 172.29.3.0/30 is directly connected, Serial0/0/0

L 172.29.3.2/32 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

L 172.29.3.6/32 is directly connected, Serial0/0/1

R 172.29.3.8/30 [120/1] via 172.29.3.1, 00:00:17, Serial0/0/0
[120/1] wvia 172.29.3.5, 00:00:17, Serial0/0/1
[120/1] via 172.29.3.13, 00:00:20, Serial0/1/0

C 172.29.3.12/30 is directly connected, Serial0/1/0

L 172.29.3.14/32 is directly connected, Serial0/1/0

R* 0.0.0.0/0 [120/1] wvia 172.29.3.1, 00:00:17, Serial0/0/0
[120/1] wvia 172.29.3.5, 00:00:17, Serial0/0/1

BOGOTA3# .

Ctrl+F6 to exit CLI focus Copy Paste

O mp

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

® = =[]
Physical  Config  CLI  Attributes

10S Command Line Interface
Password: A~
ISP#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - Is-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/22 is subnetted, 2 subnets
S 172:.29:0:0/22" [1/0]7 via 209:17:220:6
.29.4.0/22 [1/0] via 209.17.220.2
209.17.220.0/24 is variably subnetted, 6 subnets, 2 masks

0
fan
~J
N

(&) 209.17.220.0/30 is directly connected, Serial0/0/0

T, 209.17.220.1/32 is directly connected, Serial0/0/0

(¢ 209.17.220.2/32 is directly connected, Serial0/0/0

(c: 209.17.220.4/30 is directly connected, Serial0/0/1

L 209.17.220.5/32 is directly connected, Serial0/0/1

(o 209.17.220.6/32 is directly connected, Serial0/0/1

ISP# v
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
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4.4 Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ
Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1
Bogota2 SERIALO/0/0; SERIALO/0/1
Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0
Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1
Medellin2 SERIALO/0/0; SERIALO/0/1
Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0
ISP No lo requiere
MEDELLIN1
router rip

passive-interface Serial0/0/0
MEDELLIN2

router rip
passive-interface GigabitEthernet0/0

MEDELLIN3
router rip

passive-interface GigabitEthernet0/0
BOGOTA1

router rip
passive-interface Serial0/0/0

BOGOTA2

router rip
passive-interface GigabitEthernet0/0
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BOGOTAS3

router rip
passive-interface GigabitEthernet0/0

4.5 Verificacion del protocolo RIP.

Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la version de RIP y las
interfaces que participan de la publicacion entre otros datos.

Physical ~ Config  CLI  Attributes
—

108 Command Line Interface

S* 0.0.0.0/0 [1/0] wvia 209.17.220.1

MEDELLIN1# show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 6 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 2
Serial0/1/0 2 2
Serial0/1/1 2 2

Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Passive Interface(s):
Serial0/0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.6.2 120 00:00:19
172.29.6.14 120 00:00:18
172.29.6.10 120 00:00:18
Distance: (default is 120)
MEDELLINI1# v

Ctrl+F6 to exit CLI focus Copy Paste

[[] Top
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[IZ0/71] via I72.29.6.6, UUIUUITIT, S5eriall/uU/1I A
R* 0.0.0.0/0 [120/1] via 172.29.6.1, 00:00:17, Serial0/0/0

MEDELLINZ2#show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 4 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0n/0/1 2 2
Serial0/0/0 2 2

Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.6.1 120 00:00:01
172.29.6.6 120 00:00:01
Distance: (default is 120)
MEDELLINZ #

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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10S Command Line Interface

MEDELLIN3#show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 7 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 2
Serial0/0/0 2 2
Serial0/1/0 2 2

Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172..29.0.0
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.6.13 120 00:00:19
192..29.6.9 120 00:00:19
132.529.6.5 120 00:00:14
Distance: (default is 120)
MEDELLIN3#

Ctrl+F6 to exit CLI focus Copy Paste

[J Top

25




Physical ~ Config  CLI  Attributes
—

10S Command Line Interface

® [=E]Ez]

T ZUY. I 7.2Z2U.6/3Z I5 UIrECCly COIIECLEd, Serlalu/u/u
S* 0.0.0.0/0 [1/0] wvia 209.17.220.5

BOGOTAl#show ip protocols

Routing Protoceol is "rip"

Sending updates every 30 seconds, next due in 14 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 2
Serial0/1/0 2 2
SerialO/1/1 2 2

Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Passive Interface(s):
Serial0/0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.3.2 120 00:00:17
172.259.3.6 120 00:00:17
172.29.3.10 120 00:00:21
Distance: (default is 120)
BOGOTAT#

M

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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R* 0.0.0.0/0 [120/1] via 172.29.3.9, 00:00:14, Serial0/0/0 ~
BOGOTA2#show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 13 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 2
Serial0/0/0 2 2
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172:529::.0::0
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
1:572.5219..,3.'9 120 00:00:06
1725293414 120 00:00:08
Distance: (default is 120)
BOGOTA2# v
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
® sosoma = = ][=]
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[120/1] via 172.29.3.5, 00:00:17, Serial0/0/1 ~
BOGOTA3#show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 0 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/0 2 2
Serial0/0/1 2 2
Serial0/1/0 2 2
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.3.1 120 00:00:26
172.29.3.5 120 00:00:26
172.29.3.13 120 00:00:07
Distance: (default is 120)
BOGOTA3# v
Ctrl+F6 to exit CLI focus Copy Paste
[JTop
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a. Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.

® [==]ER]
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10S Command Line Interface
172.29.6.10 120 00:00:18 ~
Distance: (default is 120)
MEDELLINl#show ip route rip
172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
172.29.4.0/25 [120/1] via 172.29.6.2, 00:00:10, Serial0/0/1
172.29.4.128/25 [120/1] via 172.29.6.14, 00:00:21, Serial0/1/1
[120/1] via 172.29.€.10, 00:00:21, Serial0/1/0
R 172.29.6.4/30 [120/1] wvia 172.29.6.2, 00:00:10, Serial0/0/1
[120/1] via 172.29.6.14, 00:00:21, Serial0O/1/1
[120/1] wvia 172.29.6.10, 00:00:21, Serial0/1/0
209.17.220.0/24 is variably subnetted, 3 subnets, 2 masks

R
R

MEDELLIN1# v
Ctrl+F6 to exit CLI focus Copy Paste

[ mop
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172.29.6.1 120 00:00:01 ~
172.29.6.6 120 00:00:01
Distance: (default is 120)
MEDELLINZ2#show ip route rip
172.29.0.0/16 is wvariably subnetted, 9 subnets, 3 masks
R 172.29.4.128/25 [120/1] via 172.29.6.6, 00:00:17, Serial0/0/1
R 172.29.6.8/30 [120/1] wvia 172.29.6.1, 00:00:16, Serial0/0/0
[120/1] via 172.29.6.6, 00:00:17, Serial0/0/1
R 172.29.6.12/30 [120/1] via 172.29.6.1, 00:00:16, Serial0/0/0
[120/1] via 172.29.6.6, 00:00:17, Serial0/0/1
R* 0.0.0.0/0 [120/1] via 172.29.6.1, 00:00:16, Serial0/0/0

MEDELLINZ# v
Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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172.29.6.9 120 00:00:19 ~
172.29.6.5 120 00:00:14
Distance: (default is 120)
MEDELLIN3#show ip route rip
172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

R 172.29.4.0/25 [120/1] wvia 172.29.6.5, 00:00:23, Serial0/1/0
R 172.29.6.0/30 [120/1] wvia 172.29.6.13, 00:00:08, Serial0/0/1
[120/1] via 172.29.6.9, 00:00:08, Serial0/0/0
[120/1] via 172.29.6.5, 00:00:23, Serial0/1/0
R* 0.0.0/0 [l20/1] via 172.29.6.13, 00:00:08, Serial0/0/1

0.
R* 0.0.0.0/0 [120/1] via 172.29.6.9, 00:00:08, Serial0/0/0

MEDELLIN3# v

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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172.29.3.10
Distance: (default
BOGOTAl#show ip rou

172.29.
R 172.
R
R

172.
172

209.17.

BOGOTAL#

0.0/16 is
29.0.0/24

29.1.0/24
.29.3.12/30 [120/1]

120
is
te

120)
rip
variably

[120/1]
[120/1]

220.0/24 is variably subnetted,

[120/1] via 172.29.3.2,
[120/1] via 172.29.3.6,
[120/1] via 172.2%9.3.10,

00:00:21

subnetted, 9 subnets, 3 masks
00:00:18, Serial0/1/0
00:00:18, Serial0/1/1
00:00:26, Serial0/0/1
00:00:18, SerialQ/1/0
6, 00:00:18, Serial0/1/1
10, 00:00:26, Serial0/0/1
3 subnets, 2 masks

via 172.29.3.
via 172.29.3.
via 172.29.3.

2,

Ctrl+F6 to exit CLI focus
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Copy Paste
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172.29.3.9

172.29.3.14
Distance: (default is
BOGOTAZ#show ip route

172.29.0.0/16 is
R 172.29.0.0/24
R 172.29.3.0/30

R 172.29.3.4/30

R* 0.0.0.0/0

BOGOTR2#

120
120
120)
rip

variably subnetted, 9 subnets, 3 masks
ia 172
172
172
172
172.
[120/1] via 172.29.3.9,

[120/1]
[120/1]
[120/1]
[120/1]
[120/1]

via
via
via
via
via

00:00:06
00:00:08

Serial0/0/1
Serial0/0/1
Serial0/0/0

00:00:11, Serial0/0/1
00:00:10, Serial0/0/0
Serial0/0/0

.29.3.14,
.29.3.14,
.29.3.9,
.29.3.14,
29.3.9,
00:00:10,

00:00:11,
00:00:11,
00:00:10,

Ctrl+F6 to exit CLI focus

[ Top

Copy Paste
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172.29.3.5

172.29.3.13
Distance: (default is
BOGOTA3#show ip route
172.29.0.0/16 is
172.29.1.0/24
172.29.3.8/30

R
R

R*
R*

0.0.0/0 [120/1]

0.
0.0.0.0/0 [120/1]

BOGOTA3#

120
120
120)
rip

variably subnetted,

[120/1]
[120/1]
[120/1] via
[120/1] via
via 172.29.
via 172.29.

via
via

00:00:26
00:00:07

10 subnets, 3 masks
.29.3.13, 00:00:14, Serial0/1/0
.29.3.1, 00:00:07, Serial0/0/0
172.29.3.5, 00:00:07, Serial0/0/1
172.29.3.13, 00:00:14, Serial0/1/0
3.1, 00:00:07, Serial0/0/0
3.5, 00:00:07, Serial0/0/1

172
172

Ctrl+F6 to exit CLI focus

[ITop

Paste
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4.6 Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAP.

ISP

username MEDELLIN password cisco
interface Serial0/0/0

encapsulation ppp

ppp authentication pap

ppp pap sent-username ISP password cisco
MEDELLIN1

username ISP password cisco

interface Serial0/0/0

encapsulation ppp

ppp authentication pap

ppp pap sent-username MEDELLIN password cisco
b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAP.
ISP

username BOGOTA password cisco
interface Serial0/0/1

encapsulation ppp

ppp authentication chap

BOGOTAl1

username ISP password cisco

interface Serial0/0/0

encapsulation ppp
ppp authentication chap

4.7 Configuracion de PAT.
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a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, solo existira comunicacion hasta los routers
Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién
debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del
router Medellinl, como diferente puerto.

MEDELLIN1

ip nat inside source list 1 interface Serial0/0/0 overload
access-list 1 permit 172.29.4.0 0.0.3.255

interface Serial0/0/0
ip nat outside
interface Serial0/0/1
Ip nat inside
interface Serial0/1/0
Ip nat inside
interface Serial0/1/1
Ip nat inside

(4 = | =] &3

Physical ~ Config CLI  Attributes

10S Command Line Interface

Password:

MEDELLINl>en

Password:

MEDELLINl#show ip nat translation

Pro Inside global Inside local Outside local Outside global
icmp 209.17.220.2:1 172.29.4.6:1 209.17.220.1:1 209.17.220.1:1
icmp 209.17.220.2:2 172.29. : 209.17.220.1:2 209.17.220.1:2
icmp 209.17.220.2:3 172.29. 209.17.220.1:3 209.17.220.1:3
icmp 209.17.220.2:4 172.29. 209.17.220.1:4 209.17.220.1:4

s
[eaRNe RN
Wb

MEDELLINL# v

Ctrl+F6 to exit CLI focus Copy Paste

[ op

a. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de
ping, la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogotal, como diferente puerto.

BOGOTA1

ip nat inside source list 1 interface Serial0/0/0 overload
access-list 1 permit 172.29.0.0 0.0.3.255
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interface Serial0/0/0
ip nat outside
interface Serial0/0/1

ip nat inside

interface Serial0/1/0

ip nat inside

interface Serial0/1/1

ip nat inside

B = | @] | E3
Physical Config CLI Attributes
105 Command Line Interface
~
Password:
BOGOTAl>en
Password:
BOGOTAl#show ip nat translation
Pro 1Inside global Inside local Outside local Outside global
icmp 209.17.220.6:1 172.29.0.06:1 209.17.220.1:1 209.17.220.1:1
icmp 209.17.220.6:2 172.29.0.6:2 209.17.220.1:2 209.17.220.1:2
icmp 209.17.220.6:3 172.29.0.6:3 209.17.220.1:3 209.17.220.1:3
icmp 209.17.220.6:4 172.29.0.6:4 209.17.220.1:4 209.17.220.1:4
BOGOTAL# S
Ctrl+F6 to exit CLI focus Copy Paste
[ Top

4.8 Configuracién del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

MEDELLIN2

ip dhcp excluded-address 172.29.4.1 172.29.4.5

ip dhcp excluded-address 172.29.4.129 172.29.4.133
ip dhcp pool MED2

network 172.29.4.0 255.255.255.128

default-router 172.29.4.1

dns-server 8.8.8.8

ip dhcp pool MED3

network 172.29.4.128 255.255.255.128
default-router 172.29.4.129

dns-server 8.8.8.8

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP
del router Medellin2.

MEDELLIN3
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interface GigabitEthernet0/0
ip helper-address 172.29.6.5

c. Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el servidor
DHCP para ambas redes Lan.

BOGOTA2

ip dhcp excluded-address 172.29.1.1 172.29.1.5
ip dhcp excluded-address 172.29.0.1 172.29.0.5
ip dhcp pool BOG2

network 172.29.1.0 255.255.255.0
default-router 172.29.1.1

dns-server 8.8.8.8

ip dhcp pool BOG3

network 172.29.0.0 255.255.255.0
default-router 172.29.0.1

dns-server 8.8.8.8

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast
hacia la IP del router Bogota2.

BOGOTA3

interface GigabitEthernet0/0
ip helper-address 172.29.3.13
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IP Configuration

Interface FastEthemnetl -
IP Configuration
@ DHCP O static
IP Address 172.29.4.6
Subnet Mask 255255255128
Default Gateway 172.29.41
DNS Server 5.8.8.8

IPv6 Configuration

() DHCP () Auto Config @ Static
IPv6 Address | | 7]

Link Local Address |FEBU::QSU:FEFF:FECE:GSDC

IPv6 Gateway |

IPv6 DNS Semver |

802.1%

[] Use 802.1X Security
Authentication MD5
Username

Password

[] Top
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IP Configuration

Interface FastEthemnetl -
IP Configuration
@ DHCP O static
IP Address 172294134
Subnet Mask 255255255128
Default Gateway 172.29.4.129
DNS Server 5.8.8.8

IPv6 Configuration

() DHCP () Auto Config @ Static
IPv6 Address | | 7]

Link Local Address |FEBU::QSU:SCFF:FEBEI:S[MS

IPv6 Gateway |

IPv6 DNS Semver |

802.1%

[] Use 802.1X Security
Authentication MD5
Username

Password

[] Top
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IP Configuration

Interface FastEthemnetl -
IP Configuration
@ DHCP O static
IP Address 172.29.0.6
Subnet Mask 255.255.255.0
Default Gateway 172.29.01
DNS Server 5.8.8.8

IPv6 Configuration

() DHCP () Auto Config @ Static
IPv6 Address | | 7]

Link Local Address |FEBU::202:4AFF:FED8:9313

IPv6 Gateway |

IPv6 DNS Semver |

802.1%

[] Use 802.1X Security
Authentication MD5
Username

Password

[] Top
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IP Configuration

Interface FastEthemnetl -
IP Configuration
@ DHCP O static
IP Address 172.29.1.6
Subnet Mask 255.255.255.0
Default Gateway 172.2911
DNS Server 5.8.8.8

IPv6 Configuration

() DHCP () Auto Config @ Static
IPv6 Address | | 7]

Link Local Address |FEBU::QUEI:EIEFF:FE44:S48E

IPv6 Gateway |

IPv6 DNS Semver |

802.1%

[] Use 802.1X Security
Authentication MD5
Username

Password

[] Top
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5. ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogotad y Buenos Aires, en donde el estudiante sera el

administrador de la red, el cual debera configurar e interconectar entre si cada uno de
los dispositivos que forman parte del escenario, acorde con los lineamientos

establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

VLAN Direccionamiento

Internet 30 192.168.30.0/24

Nombre
Administracién

40 192.168.40.0/24

Mercadeo

200 192.168.200.0/24

Mantenimiento

172.31.21.0/30

Buenos Aires

192.168.99.3

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno

de los dispositivos que forman parte del escenario

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
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OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5555
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Verificar informaciéon de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

4. En el Switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.
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40

Name: MERCADEO

Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

Domain-Name: ccha-unad.com
Establecer default gateway.

10.

11.

12.

13.

40

Configurar NAT en R2 para permitir que los host puedan salir a internet

Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.




DESARROLLO DE LA GUIA — EXAMEN DE HABILIDADES PRACTICAS.

5.1 TABLAS DE DIRECCIONAMIENTO.
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de los dispositivos que forman parte del escenario

Tabla de Direccionamiento

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno

Dispositivo | Interface | Direccion IP Méscara de | Puerta | VLAN
Subred de
Enlace
R1 G0/0.30 | 192.168.30.1 255.255.255.0 30
G0/0.40 | 192.168.40.1 255.255.255.0 40
G0/0.99 | 192.168.200.1 | 255.255.255.0 99
S0/0/0 172.31.21.1 255.255.255.252
R2 GO0/0 209.165.200.22
S0/0/1 172.31.21.2 255.255.255.252
S0/0/0 172.31.23.1 255.255.255.252
Loopback | 10.10.10.10 255.255.255.255
0
R3 S0/0/1 172.31.23.2 255.255.255.252
Loopback | 192.168.4.1 255.255.255.0
4
Loopback | 192.168.5.1 255.255.255.0
5
Loopback | 192.168.6.1 255.255.255.0

6




S1 VLAN 99 | 192.168.200.2 | 255.255.255.0 99

S3 VLAN 99 | 192.168.200.3 | 255.255.255.0 99

PC-A FO/0 DHCP DHCP DHCP | 30

PC-B FO/0 DHCP DHCP DHCP | 40
Tabla de VLAN

VLAN Nombre Subred Puertos

30 ADMINISTRACION | 192.168.30.0/24 | S1 - F0/1

40 MERCADEO 192.168.40.0/24 | S3 - FO/1

99 MANTENIMIENTO | 192.168.200.0/24

Como en este caso ya tenemos las tablas y la IP que debemos asignar a cada una de
las interfaces que intervienen, procedemos a configurar los dispositivos segun las
especificaciones.

e CONFIGURAMOS LA IP INTERNET.
IP: 209.165.200.230

Mask: 255.255.255.248
Gateway: 209.165.200.225

¥ Internet PC - O X

Physical  Config  Desktop  Programming  Attributes

IP Configuration

Interface FastEthernet0 hd
IP Configuration

O pHeP @ Static

IP Address 209 165200 230 |
Subnet Mask | 256.256.255 248 |
Default Gateway | 209.165.200.225 |
DNS Server 10.0.0.0 |

IPw6 Configuration

() DHCP () Auto Config (@ Static
IPv6 Address | | 7]

Link Local Address |FEBU::204:9AFF:FE?’4:BEAC

IPv6 Gateway |

IPv6 DNS Server |

] Top
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e Configuramos BOGOTA.

No ip domain lookup
Hostname BOGOTA.
Enable secret class
Line console O

Password cisco

Login
Linevty 0 4

Password class

Login
Service password encryption

Banner motd &PROHIBIDO EL INGRESO.

Configure interface s0/0/0

Description CONECTA CON MIAMI.

Ip address 172.31.21.1 255.255.255.252
Clock rate 128000

No shutdown

e Configuramos una ruta por defecto

Ip routge 0.0.0.0 0.0.0.0 s0/0/0
e Configuramos MIAMI.

No ip domain-lookup
Hostname MIAMI.
Enable secret class

Line console 0
Password cisco
Login

Linevty 0 4
Password cisco
Login

Service password-encryption

Ip http server “comando no soportado por PACKET TRACER”
Banner motd & PROHIBIDO EL ACCESO

Interface s0/0/1

Description CONEXION CON BOGOTA.
Ip address 172.31.21.2 255.255.255.252
no shutdown
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interface s0/0/0

description CONEXION CON BUENOS-AIRES.
ip address 172.31.23.1 255.255.255.252

clock rate 128000

no shutdown

interface g0/1  “es la simulacion de INTERNET”
description CONEXION A INTERNET

ip address 209.165.200.225 255.255.255.248

no shutdown

e como siguiente paso debemos configurara el servidos WEB, ya que este va
conectado al mismo ROUTER 2 MIAMI.

interface g0/0

ip address 10.10.10.1 255.255.255.0

no shutdown )

description CONEXION CON WEB SERVER
e configuramos el servidor web

ip addres 10.10.10.10

mask: 255.255.255.0

Gateway: 10.10.10.1

e configuramos una ruta por defecto

ip route 0.0.0.0 0.0.0.0 g0/1 “que salga hacia internet.

Procedemos a verificar que las interfaces configuradas estén correctas.

BEZfshow ip interface brief

Interface IP-Rddress OF? Method Status Protocol
FigabitEthernet0/0 10.10.10.1 YES manual up up
FigabitEthernetl/1 209_.165_200_225 YES manual up up
Serield/ 0 0 172.31.23.1 YES manual up up
Seri=lld/ 071 172.31_.21.2 YES manual up up

e Configuramos el ROUTER 3 con cada una de las especificaciones y ademas
siguiendo las tabla de direccionamiento IP indicada.

No ip domain-lookup
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Hostname BUENOS-AIRES.
Enable secret class
Line console 0
Password cisco
login
Line vty 0 4
Password cisco
Login
Service password-encryption
Banner motd & PROHIBIDO EL INGRESO

Interface s0/0/1

Description CONEXION CON MIAMI.

Ip address 172.31.23.2 255.255.255.252
No shutdown

e Vamos a crear las interfaces loopback

Interface loopback 4
Ip addres 192.168.4.1 255.255.255.0
No shutdown

Interface loopback 5
Ip addres 192.168.5.1 255.255.255.0
No shutdown

Interface loopback 6
Ip addres 192.168.6.1 255.255.255.0
No shutdown

Loopback4d TUp - 192.168.4.1/24
Loopbackb Up - 192.1658.5.1/24
Loopbacké Up - 192.168.6.1/24
Vlianl Down 1 <not =set>

Hostname: BUENOS-ATRES

e Configurar ruta por defecto por serial 1, con el fin de que pueda tener acceso a
INTERNET.

Ip route 0.0.0.0 0.0.0.0 s0/0/1

¢ Verificamos que cada una de las interfaces y las rutas estén configuradas
correctamente:
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[ ] Top

e Configuramos switch 1

No ip domain-lookup
hostname S1
enable secret class
line console 0
password cisco
login
line vty 0 4
password cisco
login
service password-encryption
banner motd & PROHIBIDO EL INGRESO

e Configuramos SWITCH 3

No ip domain-lookup

hostname S3

enable secret class

line console O
password cisco
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BUENOS-ATRES#
BUENOS-ATRES#
BUENOS-AIRES#show ip interface brief
Interface IP-Zddress CK? Method Status Protocol
GigabitEthernetd/0 unassigned ¥YES5 unset administratively down down
GigabitEthernetd/1 unassigned ¥YES5 unset administratively down down
Seriald/soj0 unassigned YES unset administratively down down
Seriald/so/1 172.31.23.2 YES manual up up
FastEthernetd,/1/0 unassigned YES unset up down
FastEthernetd,/1/1 unassigned YES unset up down
FastEthernetd,/1/2 unassigned YES unset up down
FastEthernetd,/1/3 unassigned YES unset up down
Loopbackd 192.168.4.1 ¥ES5 manual up up
Loopkback5s 192.168.5.1 YES manual up up
Loopkbacks 192.168.6.1 YES manual up up
Vlianl unassigned YES unset administratively down down
BUENOS-RAIRES#
BUENOS-RAIRES#
BUENOS-RAIRES#
BUENOS-RAIRES#
Ctrl+F6 to exit CLI focus Copy Paste




login
line vty 0 4

password cisco

login
service password-encryption
banner motd & prohibido ingreso

o En este punto debemos verificar la conectividad de los dispositivos.

® r1 - ==
Physical | Config | CLI

10S Command Line Interface

Rlgping 172.31.23.1 "
Tvp pe sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.23.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Rlgping 172.31.21.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2 seconds:

.....

Success rate is 100 percent (5/5], round-trip min/avg/max = 1/18/88 ms

Rlgping 172.31.21.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2 seconds:

.....

Success rate is 100 percent (5/5], round-trip min/avg/max = 1/22/104 ms

Rl

n1g v

® R2 - o EW
Physical | Config | CLI

10S Command Line Interface

FastEthernet071/3  unassi gned YES unset up down G
vianl  unassi gned YES unset administratively down down
RZF
RZF
RZF
RZF
R2#ping 172.31.23
Type escepe sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.2, timeout is 2 seconds:
i
su is 100 percent (5/5), round-trip min/avg/max = 1/71/352 ms
Ritping 172.31.23.2

spe sequence to sbort.

s, 100-byte ICMP Zchos to 172.31.23.Z, timeout is Z seconds:

=s rate is 100 percent (5/5), round-trip min/avg/max = 1/14/70 ms

Rzt
Rzt v

Todos los PING son satisfactorios, con lo cual se verifica la correcta configuracion de
cada una delas INTERFACES.

e Configuramos la seguridad, las VLANS y el ruteo entre las VLANS

e |niciamos con el SWITCH 1

VLAN 30
Name ADMINISTRACION

VLAN 40
Name MERCADEO

VLAN 200
Name MANTENIMIENTO
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Slgshow wlan

VLAN Name Status Borts

1 default actiwve Fa0Os2, Fa0s4, Fal/s5, Fals/&
Fa0/7, Fa0/s8, Fa0/%, Fal0/s10
Fa0/11, Fa0/1Z, Fal/s13, Fa0/14
Fa0/15, Fa0/1l&, Fa0/s17, Fal/18
Fa0/1%, Fa0/20, Fal/Z1l, Fal/ZZ
Fals23, Gigldsl, GEigld/s:Z

20 ADMINISTRACICON actiwve Fal/s1
40 MERCADED active

200 MANTENIMIENTO actiwve

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trmet—-default act/unsup

e Asignar la direccién IP a la Vlan MANTENIMIENTO

Interface VLAN 200

Ip address 192.168.200.2 255.255.255.0
No shutdown

Ip default-Gateway 192.168.200.1

- 0O x
E S1 x|
Physical Config CLI

105 Command Line Interface

51 (config)

51{config)#

51 (config)

51 {config) §VLAN 30

581 {config-vlan) fname ADMINISTRACTICN
wlan) §VLAN 40

wlan) name MERCADED
wlan) #VLAN 200
Sliconfig-vlan) §name MANTENIMIENTO
fig-vlan)$
Sliconfig-vlan)§interfave vlan 200

g
Iig
Iig

% Invalid input detected at '~' marker.

Sliconfig-vlan)§interface vlan 200
Sliconfig-if)#
%LINF-5-CHANGED: Interface V1anZ00, changed state to up

581 {config-if) #Ip address 152.188.200.2 2Z55.255.255.0

581 {config-if) #no shutdown

fig-if) #Ip default-Gateway 13Z.168_.Z00.1

51 (config) W

e [Forzamos el tranking en la interface f0/3, usamos la vlan nativa 1
Interface f0/3
Switchport mode trunk
Switchport trunk native vlan 1

Interface f0/24
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Switchport mode trunk
Switchport trunk native vlian 1

¥ s1 - o
Physical Config CLI

10S Command Line Interface

TITCONCIO II T FID SOUITST I7Z- 100 200- T
51{config-if)#no shutdown ~
51 {config-if) #Ip default-Gateway 152.165.200.1

S1{configl$

S1{config)$

51 {configl#interface £0/3

51 {config-if) §Switchport mode trunk

Sl{config-if)§

SLINEPROTCO-5-UPDOWN: Line protocol on Interface FastEthernetd/3, changed state to
down

&LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/3, changed state to

up

SLINEPROTC-5-UPDOWN: Line protocol on Interface V1anZd0, changed state to up

51 {config-if) §Switchport trunk native wvlan 1

Sliconfig-if) §

51 (config-if) fexit

51 {config)#Interface £0/24

51 {config-if) #Switchport mode trunk

51 (config-if) §5witchport trunk native wlan 1

51 {config-if) § hd

e Configuramos todos os demas puertos como puertos de acceso.

Interface range fa0/2, fa0/4-23, g0/1-2
Switchport mode Access

Interface fa0/1
Switchport mode Access
Switchport Access VLAN 30
e Apagamos los puertos que no los estemos utilizando
Interface range fa0/2, fa0/4-23, g0/1-2
Shutdown

e Configuramos el S3

VLAN 30
Name ADMINISTRACION

VLAN 40
Name MERCADEO

VLAN 200
Name MANTENIMIENTO
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Interface VLAN 200

Ip address 192.168.200.3 255.255.255.0
No shutdown

exit

Ip default-Gateway 192.168.200.1

e Usuamos la f0/3 como troncal y la vlan 1 como nativa
Interface fa0/3
Switchport mode trunk
Switchport trunk native vlian 1

e Configuramos las interfaces en modo acceso empleando el comando rango

Interface range fa0/2, fa0/4-24, g1/1-2
Switchport mode Access

e Asignamos la interface fa0/1 a la vlan 40

Interface fa0/1
Switchport mode access
Switchport Access VLAN 40

e Apagar todos los puertos que no utilicemos

Interface range fa0/2, fa0/4-24, g0/1-2
Shutdown
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s3 - o3

Physical Config CLI

105 Command Line Interface

S3f#config ~
Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.

53 {config) §vlan 30

53 {con
53 {con

g-vlan) fname ADMINISTRACICN
g-vlan)§vlan 40

g-vlan) §name MERCRDEO

53 (config-vlan) gvlan 200

53 {config-vlan) fname MANTENIMIENTO

52 (config-vlan)
53 ({config-vlan) #interface VLAN 200
S3{config-if)§

%LINK-5-CHANGED: Interface V1anZ00, changed state to up
SLINEFROTO-5-UPDOWN: Line protocol on Interface V1anZ00, changed state to up

§Ip address 132.188.200.3 255.255.255.0
g-if) §no shutdown
#Ip default-Cateway 19Z.1€2.200.1

gSwitchport mode trunk

J#5witchport trunk native vlan 1

£

£)gInterface range £a0/Z, £a0/4-24, g0/1-2
range) §Switchport mode Rccess

range) fexit

53 (config) #Interface £a0/1

gSwitchport mode access

g-if) #Swirchport Access VLAN 40

% Invalid input detected at '~' marker.

§Switchport Access VLAN 40

£

53 (config-if) §Interface range f£al/Z, £als4-24, gl/s1-2
53 {conf range) §shutdown
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Password: ~
S3#show vlan
VLAN Name Status Ports
1 default active Fa0/2, Fa0/4, Fa0/5, FaO/6€
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/l1&, Fa0/l7, Fa0/l18
Fa0/1%, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0O/24, Gig0/1, Gig0/2
30 ADMINISTRACION active
40 HMERCADEQ active Fa0/1
200 MANTENIMIENTC active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
VLAN Type SRID MTIT Parent RingNo BridgeNo 5tp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - ) 1]
30 enet 100030 1500 - - - - - ) 1]
40 enet 100040 1500 - - - - - ) 1]
200 enet 100200 1500 - - - - - Q i}
1002 fddi 101002 1500 - - - - - ) 1]
1003 tr 101003 1500 - - - - - ) 1]
1004 fdnet 101004 1500 - - - iese - ) 1]
1005 trmet 101005 1500 - - - ibm - ) 1]
VLAN Type SAID MTU Parent RingMNo BridgeNo S5tp BrdgMode Transl Trans2
Remote SPAN VLANs
Primary Secondary Type Ports
53# | v
Ctrl+F6 to exit CLI focus Copy Paste
[

e Configuramos el BOGOTA., procedemos a configurar las subinterfaces

interface g0/0.30

description ADMINISTRACION LAN
encapsulation dotlq 30

ip address 192.168.30.1 255.255.255.0

interface g0/0.40

description MERCADEO LAN
encapsulation dotlq 40

ip address 192.168.40.1 255.255.255.0

interface g0/0.200
description MANTENIMIENTO LAN
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encapsulation dotlq 200
ip address 192.168.200.1 255.255.255.0

e Activamos ahora la interface fisica g0/0

Interface g0/0
No shutdown

% R m—
Physical Config CLI

I0S Command Line Interface

TIE N
21

Rlgconfig

Configuring from terminzl, memory, or network [terminall?

Znter configuration commands, one per line. End with CNIL/Z.

a1 g) finterface g0/0.30

a1 g-subif) f§description ADMINISTRACICH LAN

21 g-subif) fencapsulation dotlg 30

21 g-subif)$ip address 192_.188.30.1 255.255.255.0

a1 g-subif)$no shutdown

al g-subif)#

al g-subif) #interface §0/0.40

a1 g-subif) fdescription MERCADEC LAN

a1 g-subif) fencapsulation dotlg 40

21 g-subif) fencapsulation dotlg 40

21 g-subif)$ip address 192 188.40.1 255.255.255.0

a1 £

al #interface g0/0.200

a1 #description MANTENIMIENTO LAN

a1 g-subif) fencapsulation dotlg 200

ER g-subif) $ip sddress 1592.168.200.1 255.255.255.0

21 g-subifl$

21 g-subif) fexit

2l (config) #interface go/0

2l (config-ifi#no shutdown

2l (config-if)#

SLINE-5-CHANGED: Interface GigsbitEthernet0/0, changed state to up
SLINK-5-CHANGED: Interface GigabitEthernet0/0.30, changsd state to up
SLINK-5-CHANGED: Interface CigabitEchernet0/0.40, changed state to up
3LINE-5-CHANGED: Interface GigabitZthernet0/0.200, changed state to up
21 (config-if)] v

e Procedemos a verificar la conectividad de la red empleando el comendo PING
Todos estos comandos deben ser satisfactorios
PING desde el SWITCH S1

e Ping 192.168.200.1
e Ping 192.168.30.1
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BOGCTLA>enable

Password:

BOGOTL#

BOGOTA#ping 192.168.200.1

Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.200.1,
seconds:

1/7/18 m=
BOGOTA#ping 192.168.30.1

Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.30.1,
seconds:

ms

BOGOTA#

timeout is 2

Success rate is 100 percent (5/5), round-trip min/avg/max =

timeout is 2

Success rate is 100 percent (5/5), round-trip min/avg/max = 0,/2/7

Ctrl+F6 to exit CLI focus

(] Top

PING desde el SWITCH S3

54

Ping 192.168.200.1
Ping 192.168.40.1

Copy Paste
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Primary Secondary Type Ports

53%
53%
53%
S53#ping 152.168.200.1

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 1592.168.200.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip minfavg/max = 0/1/3 ms
53%ping 192.168.40.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.40.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/1/3 ms

53%

Ctrl+F6 to exit CLI focus Copy Paste

(] Top

e Procedemos a configurar OSPF V2 en el router BOGOTA.

Router ospf 1

Router-id 1.1.1.1
Network 172.31.21.0 0.0.0.3 area O
Network 192.168.30.0 0.0.0.255 area 0
Network 192.168.40.0 0.0.0.255 area O
Network 192.168.200.0 0.0.0.255 area 0

e Establecemos todas las interface LAN como pasivas
Passive-interface g0/0.30

Passive-interface g0/0.40
Passive-interface g0/0.200
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% Invalid input detected at '"' marker. ~

Rlgshow ip route connected

c 172.21.21.0/30 is directly connected, Serizl0/0/0

c 152.168.30.0/24 is directly connected, GigabitEthernet0/0.30
c 132.168.40.0/24 is directly connected, Gigabi hernet0/0.40
c 152.168.200.0/24 is directly connected, GigabitEthernetd/0.Z00
R1§

R1g

R1g

Rlgconfig

Configuring from terminal, memory, or network [terminall?

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) #Router ospf 1
= onfig-router) §Router-id 1.1.1.1
Rl {config-router)§Network 172.31.21.0 0.0.0.23 area 0
Bl {config-router) §Network 192 168 _30.0 0.0_0_255
Bl {config-router) §Network 152 _168.40.0 0.0.0.25
R onfig-router) $Network 152.168.200.0 0.0.0.255 area 0
= onfig-router)§
Rl {config-router)§Passive—interface g0/0.30
=5 onfig-router)§Passive-inte ce gl/0.40
B onfig-router)Passive-interface gl/0.200
Bl {config-router)$
Rl (config-router) §
Rl-:cc:n:'ig—rc:uter)#l W
¥ R1 - O X
Physical Config CLI  Attributes
—

105 Command Line Interface

1

interface Vlanl

no ip address
shutdown

1

router ospf 1
router-id 1.1.1.1
log-adjacency-changes

passive-interface
passive-interface
passive-interface
network 172.31.21

GigabitEthernet0/0.30
GigabitEthernet0/0.40
GigabitEthernetd/0.200
.0 0.0.0.3 area 0

network 152.168.30.0 0.0.0.255 area 0
network 152.168.40.0 0.0.0.255 area 0
network lSE.lGS.PO0.0 0.0.0.255 area O

ip classless
1

ip flow-export wversiom 9
1

Ctrl+F6 to exit CLI focus Copy Paste

[] Top

e Cambiamos el ancho de banda de las interface seriales
Interface s0/0/0
Bandwidth 256
Ip ospf cost 9500

e Configuramos OPSF V2 en el router MIAMI.
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Router ospf 1
Router-id 5.5.5.5

Network 172.31.21.00.0.0.3 area 0
Network 172.31.23.00.0.0.3 area 0
Network 10.10.10.0 0.0.0.255 area O

e Establecemos las LAN como pasivas

Passive-interface g0/0

Interface s0/0/0
Bandwidth 256
Interface s0/0/1
Bandwidth 256

Ajustar la métrica de serial s0/0/0

Interface s0/0/0
Ip ospf cost 9500

¥ r2 - a X

Physical  Config CLI  Attributes

10S Command Line Interface

no IP addrcss

shutdown “
1
router ospf 1
router-id 5.5.5.5
log-adjacency-changes
passive-interface GigabitEcthernec0/0
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.255 area 0
network 209.165.200.224 0.0.0.3 area 0
1
ip nat pool INTERNET 209.165.200.225 209.165.200.22Z3 netmask
255.255.255.248
ip mat inside source list 1 pool INTERNET
ip nat inside source static 10.10.10.10 209%.165.200.229
ip classless
ip route 0.0.0.0 0.0.0.0 GigabitEthernet(/1
1
ip flow-export wversion 9
B v
Ctrl+F6 to exit CLI focus Copy Paste

L] Top

e Configuramos OPSF V2 en el router BUENOS-AIRES.

Router ospf 1
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Router-id 8.8.8.8
Network 172.31.23.0 0.0.0.3 area O
Network 192.168.4.0 0.0.3.255 area 0

e Debemos hacer que todas las interfaces loopback sean pasivas

Passive-interface lo4

Passive-interface lo5
Passive-interface 106

Interface s0/0/1
Bandwidth 256

¥ R3 — O X

Physical  Config  CLI  Attributes
I

1058 Command Line Interface

interface FastEthernet0/1/3 ~
sWwitchport mode access

sWwitchport nonegotiate

1
interface Vlanl

no ip address

shutdown

1

router ospf 1

router-id 85.8.8.8
log-adjacency—-changes
passive-interface Loopkack4
passive-interface Loopkacks
passive-interface Loopbkackée

network 172.31.23.0 0.0.0.3 area 0
network 152.168.4.0 0.0.3.255 area 0
1

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/o/1
1 W

Ctrl+F6 to exit CLI focus Copy Paste

[ ]Top

e Debemos verificar los comandos OSPF.
e Show ip ospf neighbor

e Show ip protocols

e Show ip route ospf

e Do show ip route connected
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Show ip ospf neighbor

BOGOTA#5how ip ospf neighbor

Heighbor ID Pri State Dead Time Address
Interface

5.5.5.5 Q FULL/ - Q0:00:39 172.31.21.2
Seriald/f0/0

BOGOTA#

BOGOTAE|

MIAMI#S5how ip ospf neighbox

Neighbor ID Pri State Dead Time Address
Interface

8.8.8.8 a FULLS - 00:00:36 172.31.23.2
Seriald/oO/f0

1.1.1.1 a FULLS - 00:00:30 172.31.21.1
Seriald/O/f1

MTIAMT#

BUENOS-AIRES#5how ip ospf neighbor

eighbor ID Pri
Interface

5.5.5.5 Q
Seriald/0/1

BUENCS-AIRES#

State

FULLS -

Dead Time

00:00:31

Address

172.31.23.1

Show ip route ospf

BOGOTL#Show ip route ospf
10.0.0.0/24 is subnetted, 1 subnets

o] 10.10.10.0 [110/9501] wia 172.31.21.2, 00:24:42, Seriald/0/ 0
172.31.0.0/16 is wariably subnetted, 3 subnets, 2 masks

o] 172.31.23.0 [11l0/1%9000]) wia 172.31.21.2, 00:24:42, Serialcd/0/0
192.168.4.0/32 is subnetted, 1 subnets

o] 192.168.4.1 [110/19001] wvia 172.31.21.2, 00:24:42, Seriald/0/0
192.168.5.0/32 is subnetted, 1 subnets

o] 192.168.5.1 [110/19001] wvia 172.31.21.2, 00:24:42, Seriald/0/0
192.168.6.0/32 is subnetted, 1 subnets

o] 192.168.6.1 [110/19001] wvia 172.31.21.2, 00:24:42, Seriald/o0/0
209.165.200.0/29 is subnetted, 1 subnets

o] 209.165.200.224 [110/9501] via 172.31.21.2, 00:24:42, SerialQ/ /0 /0

BOGOTLARF

BOGOTA#
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MIAMI¥5how ip route ospf
192.168.4.0/32 is subnetted, 1 subnets

4] 192.168.4.1 [110/9501] wia 172.31.23.2, 00:25:09, Serial0/0/0
192.168.5.0/32 is subnetted, 1 subnets

152.168.5.1 [110/9501]) wia 172.31.23.2, 00:25:09, Serial0/0/0
192.168.6.0/32 is subnetted, 1 subnets
192.168.6.1 [110/9501] via 172.31.23.2, 00:25:09, Serial0/0/0
.168.30.0 [110/391] via 172.31.21.1, 00:25:09, Serial0/0/1
.168.40.0 [110/391] via 172.31.21.1, 00:25:09, Serial0/0/1
.168.200.0 [110/391] wvia 172.31.21.1, 00:25:09, Seriald/o0/1

L=

o
[ ST SN SN

[T4]

1
1
1
IZMI%

BUENOS-AIRES#Show ip route ospf
10.0.0.0/24 is subnetted, 1 subnets
10.10.10.0 [110/391] via 172.31.23.1, 00:25:18, Seriald/o0/1
172.31.0.0/16 is variably subnetted, 3 subnets, 2 masks
172.31.21.0 [110/780] wvia 172.31.23.1, 00:25:18B, SerialQ/0/1
.168.30.0 [110/781] via 172.31.23.1, 00:25:08, Seriald/o0/1
168.40.0 [110/781] wia 172.31.23.1, 00:25:08, Serial0/0/1
.168.200.0 [1l1l0/781] wia 172.31.23.1, 00:25:08, Serialc/0/1
.165.200.0/2% is subnetted, 1 subnets
o 209.165.200.224 [110/391] wia 172.31.23.1, 00:25:18, Serialc/0/1
BUENOS-ATRES#

o]

o000

LT S T O | 08

e Comando para verificar la configuracion en ejecucion

e show running-config

e Debemos implementar DHCP en el router BOGOTA..

e Procedemos en este caso a reservar las 30 primaras direcciones, tanto de la
VLAN 30 como la VLAN 40.

Ip dhcp excluded-address 192.168.30.1 192.168.30.30
Ip dhcp excluded-address 192.168.40.1 192.168.40.30

Ip dhcp pool ADMINISTRACION
Dns-server 10.10.10.11
Default-router 192.168.30.1

Network 192.168.30.0 255.255.255.0

Ip dhcp pool MERCADEO
Dns-server 10.10.10.11
Default-router 192.168.40.1

Network 192.168.40.0 255.255.255.0
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Rlg L
Rlgconfig

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CHTL/Z.

Rl {config) #Ip dhcop excluded-address 15Z.1€5.30.1 15Z.168.30.30
Bl {config) #Ip dhep excluded-address 15Z.1€5.40.1 15Z.1&8.40.20
Rli{config)#

Bl {config)£Ip dhep pool ADMINISTRACTICH

Bl (dhcp-config) #Dns-server 10.10.10.11

Bl {dhcp—confiqg) §Default-router 1592_168.30.1

Rl (dhep-config) §Network 192 _168.30.0 255.255.Z55.0

Rl {dhcp—config) §

Bl (dhcp-config) #Ip dchp pool MERCADED

% Invalid input detected at '"~" marker.

Rl {dhep-config) fexit
Rl {config) #Ip dchp pool MERCRDEQ

% Imwvalid input detected at "'~" marker.

Rl {config) #Ip dhcep pool MERCADED
Bl (dhep-config) #Dns-server 10.10.10.11
Bl (dhep-config) §Default—router 132 _168_40.1
Bl {dhep-config) #Network 152 _168.40.0 255_255_255.0
Bl {dhep—confiqg) §
e

oo £

10. Configurar NAT en MIAMI para permitir que los host puedan salir a internet
realizando la traduccion de las direcciones.

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir tréfico desde BOGOTA o BUENOS-AIRES. hacia MIAMI..

e Configuramos NAT ESTATICO y DINAMICO e MIAMI. con el fin de que los host
puedan salir a internet.
User webuser privilege 15 secret cisc012345
e En este caso debemos usar el servidor web.
Ip nat inside sourse static 10.10.10.10 209.165.200.229
e Asignamos la interface interna y externa

Interface g0/1
Ip nat outside

Interface g0/0
Ip nat inside
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RZ (config) "
B2 {config)

RZ (config) fend

RZEg

%5¥Y5-5-CONFIZ I: Configured from conscle by console

RZE§

RZE§

RIE

RIE

RIg

RIg

RiZgconfig

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CHNTL/Z.

RZ (config) §User webuser privilege 15 secret ciscolil34s

RZ (config) #Ip nat inside source static 10.10.10.10 203_.1e5.Z00.22%5
RZ (config) finterface gl/sl

RZ (config-if) #Ip nat outside

RZ (config-if) #Interface gls0

RZ ({config-if)#Ip nat inside

RZ (config-if)#

RZ (config-if) & ]

e Creamos algunas restricciones empleando las ACL.

e Configuramos la NAT DINAMICA con una ACL.
e Creamos la acces-list numero 1
e Solo debemos permitir que la traduccion sea para las redes de

ADMINISTRACION Y MERCADEO que estdn en BOGOTA. — pero la
traduccion se hace en MIAMI..
Configure terminal

Access-list 1 permit 192.168.30.0 0.0.0.255
Access-list 1 permit 192.168.40.0 0.0.0.255

e Permitir que las loopback que estan conectadas al BUENOS-AIRES. tambien
sean traducidas empleando una ruta RESUMIDA.

Access-list 1 permit 192.168.4.0 0.0.3.255

e Definimos el POOL de direcciones que se van a utilizar para el NAT DINAMICO,
definiendo el rango de direcciones que seran utilizadas.

Ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask 255.255.255.248

e Definimos la traduccién NAT dinamico

Ip nat inside source list 1 pool INTERNET

62



Physical | Config | CLI

105§ Command Line Interface

T
Rifconfig

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CHIL/Z.

RZ (config) §User webuser privilege 15 secret ciscolZ3d4s

RZ2 (configl §Ip nat inside source static 10.10.10.10 Z20%_.1685_200_2Z235
BZ (config) ginterface gl/s1

RZ (config-if) #Ip nat outside

RZ (config-if) #Interface gl/s0

RZlconfig-if) #Ip nat inside

B2 (config-if) §

BZ (config-if) §EXIT

BZ (config) g

RZ (config)§

RZ (config)

RZ (config) fhcoess-1list 1 permit 1592.168.30.0 0.0.0.255

RZ ({config) fhcoess-list 1 permit 152.1e8.40.0 0.0.0.255

B2 (config) gRccess-1list 1 permit 1532 _168_.4.0 0_.0_.3_Z255

BZ (config) g

RZ (config) $Ip nat pool INTERNET 209.165.200.225 Z09.1€5.200.2Z2Z28 netmask
255_255_255_248

RZ (config)£Ip nat inside source list 1 pool INTEERNET

RZ (config)§

BZ (config)

e Procedemos a verificar lo hecho hasta este momento.

& PC-A
| Physical | Config | Desktop | Custom Interface | [ Desktop | Custom Interface

IP Configuration
IP Configuration
(® DHCP O static DHCP request successful.

IP Configuration
IP Configuration
(® DHCP () Static DHCP request successful.

IP Address 192.168.30.31 IP Address 192.168.40.31

Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
Default Gateway 192.168.30.1 Default Gateway 192.168.40.1

DNS Server 10.10.10.11 DNS Server 10.10.10.11

IPv6 Configuration
() DHCP () Auto Config @ Static

IPv6 Configuration
() DHCP () Auto Config @ Static

IPv6 Address IPv6 Address [

Link Local Address FE80::202:16FF:FED5:C3DE Link Local Address [FEBO: :260:2FFF:FE05:2AD0

1Pv6 Gateway 1PV6 Gateway [

IPv6 DNS Server

IPv6 DNS Server |

e Ping entre PC-Ay PC-C
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Physical Config Desktop Custom Interface

® PC-C - =

Physical | Config = Desktop | Custorn Interface

e Configurar y verificar las ACL en el router MIAMI. en la cual solo le damos
acceso al router BOGOTA..

e Configuramos una ACL que me permita que solo BOGOTA. pueda hacer
TELNET a MIAMI.

Ip Access-list standard ADMIN-MANTENIMIENTO
Permit host 172.31.21.1

e Ahora si debemos aplicar la ACL nombrada a la linea VTY

Linevty 0 4
Access-class ADMIN-MANTENIMIENTO in

e Debemos verificar que las ACL esta trabajando como queremos

Vemos claramente que si empleamos TELNET desde el ROUTER BOGOTA. este es
satisfactorio, si lo hacemos desde cualquier otro equipo este no puede ser posible.
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e Sjhacemos TELNET al router MIAMI. desde el router BOGOTA. este es
SATISFACTORIO, tal como lo indica nuestra ACL.

209.165.200.230/29 I AN 30 ? R1 — X
209.165.200.224/29 POOL “AN 40
pd F"I: para direcciones NAT DINAMICO~AN 200
Inter%t PC 5 Physical ~ Config  CLI  Attributes
L o1 10S Command Line Interface
MIAMI 52, GO0 o e — 10.10.10.10/30 — =
User Access Verification
S0/0/1 194}y clock S0/ 20
/ R2 bz Password:
Web Server
172.31.21.0/30 172.31.23.0/30 BOGOTA>enable
Password:
\ Lo4 192.168.4.0/24 Password:
/" clock S0/0/0 SO0/0/1 Los  192.168.5.0/24 BOGOTA#
&2 Lo6  192.168.6.0/24 BOGOTAftelnet 172.31.21.2
BOGOTA P e oo Trying 172.31.21.2 ...OpenPROHIBIDO EL INGRESO
g0/0 R3 BUENOS AIRES
fa0/24 . )
User Access Verification
fa0/3 = fa0/3
2960}~ 296024 Password:
fa0/1 MIAMI>enable
fa0/1
Password:
MIAMI#
J J zse :
E—" —1
PC-PT ‘PCPT Ctrl+F6 to exit CLI focus Copy Paste
PC-A PC-C
[ Top
e Sihacemos TELNET desde BUENOS-AIRES — R3.
209.165.200.230/29 —
_4:] 209 165 200 224/29 POOL ﬁm ﬁg 132—12 ®re .
rd p-ﬁ para direcciones NAT DINAMICO_AN 200 19'21
Inter*l PC ) 1 Physical  Config  CL|  Attributes
g0 i
e 10S Command Line Interface
MIAMI (2, GO0 e — 10.10.10.10/30 '
line vty 0 4
S0/ ﬁ% clock S0M0/0 o o7 password 7 0822455D0R16
Web Server login
172.31.21.0/30 172.31.23.0/30 X
\ Lod 192.168.4.0/24 '
clock S0/0/0 S0/0M Los  192.168.5.0/24 end
l“‘)-’? Lo6 192.168.6.0/24
BOCEIE 1 1941 BUENOS-ATRES#
g0/0 R3 BUENOS AIRES BUENOS-AIRES#
BUENOS-RIRES#
fa0/24 BUENOS-AIRES#telnet 172.31.21.2
Trying 172.31.21.2 ...
fa0s3 = fa0i3 % Connection refused by remote host
20g0f24T BUENOS-AIRES#
fa0/1 BUENOS-AIRES#telnet 172.31.21.2
Trying 172.31.21.2 ...
% Connection refused by remote host
D BUENOS-AIRES#
F__#
PC-PT Ctrl+F6 to exit CLI focus Copy Paste
PC-A PCC
[ Top

e Aseguramos la red del trafico de INTERNET, de este modo estas no son

posibles.




En MIAMI.
Access-list 101 permit tcp any host 209.165.229.230 eq www

e Prevenir el tréfico desde INTERNET que no puedan hacer PING a lared interna
Access-list 101 permit icmp any any echo-reply

e Debemos aplicar las ACL a las interfaces adecuadas.

Interface g0/1

Ip Access-group 101 in
Interface s0/0/0

Ip Access-group 101 out
Interface s0/0/1

Ip Access-group 101 out
Interface g0/0

Ip Access-group 101 out

e Procedemos a verificar que las ACL estan funcionando

Type escape sSeguence to abort. ~
Sending 5, 100-byte ICHMP Echos to 20%.165.200.230, timeout is Z seconds:

Sucecess rate is 100 percent (5/5), round-trip minfavg/max = 1/8/27 ms

R1g
R1g
Rliping 205.16e5.200.230

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 20%.165.200.230, timeout is Z seconds:

Sucecess rate is 100 percent (5/5), round-trip minfavg/max = 1/2/8 ms
Rléping 209_165_200_230

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 20%.165.200.230, timeout is Z seconds:

Sucecess rate is 100 percent (5/5), round-trip minfavg/max = 1/3/14 ms

R1g
Rl§ W

Vamos a realizar el mismo proceso pero en este CASO desde los PC de las VLAN.

e Desde laPC-A
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¥ pca - | X

209.165.200.230/29
_—;I 209.165.200224129 POOL  HN0 137
PC!—F’T para direcciones MNAT DINAMICQAN 200 192 Physical ~ Config Programming  Attributes
Internet PC
I g0
. =]
MAM! 555 O0 w e = 10.10.10.10/30

'
10/
S0 fi9ady clock S0/ -

/ R2 Web Server
172.31.21.0/30 172.31.23.0/30

Lod4 192.168.4.0/24

/" clock S0/0/0 \ (2007 tog Eg]gggggj
— T 0 168.6.0/
sogora L W 'y
1 1941
q0/0 3 BUENOS AIRES
fa0/24
P 203~ 1203 el
2%333041 I
1
=)
PC-PT PCPT
PCA PCC
) Desde la PC-C
209 165.200 230/29
_—! 209 165.200 224129 POOL ﬁm jg
F’C!-F'T para direcciones MAT DINAMICC')hAN 200
Internet PC
1 g0/t
! —
AL I“?r? L — 10.10.10.10/30
[
0/ 104
s0/0/1 {194} clock soon0 o0t

/ R2 Web Server
172.31.21.0/30 172.31.23.0/30

Lod 192.168.4.0/24

/" clock 50/0/0 "\ SO0/ Lo5  192.168.5.0/24
socom =5 & Lo6  192.168.6.0/24
1;!‘11 9010 13‘3” BUENOS AIRES

| fa0/24
R 4
= oy 7
! 1
J
RCPT PCPT
PC-A PC-C

[ Top

¥ pcc - O e

Physical Config Desktop Programming  Attributes

mmand Prom

[ Top

e PING desde PC INTERNET hacia la PC-Ay la PC-C, en este caso NO DEBE
SER POSIBLE por la restriccion que hemos creado.
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2960p247
fa0/1

192.168.3
192.1668.4
192.168

? Internet PC

Physical

[ Top

Config
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Attributes




6. CONCLUSIONES

La evolucion de la gestion de red va a la par con la evolucion de las tecnologias de
las redes de comunicaciones, el desarrollo tecnolégico ha permitido la expansion de
las redes de comunicacion de datos en la sociedad y las organizaciones, por ende el
aumento en la necesidad de gestionar una red y sus recursos. A través de los
ejercicios propuestos de la Tercera unidad del curso de profundizacién de redes,
CCNA2 de cisco ofrecen la posibilidad de diseiar, configurar, verificar el
funcionamiento de una red con dispositivos cisco, a través del software interactivo
PACKET TRACER como herramienta de aprendizaje y simulacion de redes. Como
se sabe debemos siempre implementar medidas de seguridad es por eso que se
realizan en este laboratorio. Las VLAN nos permiten mejorar en cuanto a una red
normal en temas como seguridad, segmentacion, economia y mejoramiento en el
dominio de colisién con la agrupacion de host teniendo en cuenta sus necesidades y
sin tener en cuenta su ubicacién geografica.

Por medio del presente se implementa el routing mediante la técnica Routeronstick
donde a diferencia de su antecesora se requeria de un puerto por Vlan lo cual era en
eso entonces considerado como gran pérdida de recursos. Para implementar
Routeronstick debemos configurar en el modo de configuraciébn de interfaces
encapsulation dotlQ mas el ID de la Vlan con el fin de poder crear una subinterface.
Es muy importante manejar los comandos SHOW ya que con ellos podemos ir
verificando configuraciones como también validar posibles malas configuraciones.
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