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GLOSARIO

CONFIGURAR: Adaptar una aplicacion software o un elemento hardware al resto
de los elementos del entorno y a las necesidades especificas del usuario. Es una
tarea esencial antes de trabajar con cualquier nuevo elemento.

DOMINIO: Parte de una direccion de Internet que identifica un sitio web y que
describe el tipo de empresa u organizacion a la que pertenece o bien el pais
donde esta registrado.

ENCAPSULAMIENTO: Es un método de disefio modular de protocolos de
comunicacion en el cual las funciones logicas de una red son abstraidas ocultando
informacion a las capas de nivel superior

GATEWAY: (Puerta de enlace) Un Gateway es un dispositivo que permite
interconectar redes con protocolos y arquitecturas diferentes a todos los niveles de
comunicacién. Su propésito es traducir la informacién del protocolo utilizado en
una red al protocolo usado en la red de destino.

INTERFAZ: Es un término que procede del vocablo inglés interface. En
informatica, esta nocion sirve para sefialar a la conexion que se da de manera
fisica y a nivel de utilidad entre dispositivos o sistemas.

PROTOCOLO: Un protocolo de red designa el conjunto de reglas que rigen el
intercambio de informacion a través de una red de computadoras.

ROUTER: Un router es un dispositivo de hardware que permite la interconexion de
ordenadores en red.

SERVIDOR: Es un equipo informatico que forma parte de una red y provee
servicios a otros equipos cliente. Se denomina servidor dedicado, aquel que
dedica todos sus recursos a atender solicitudes de los equipos cliente.

SWITCH: Un Switch o conmutador es un dispositivo de interconexiéon de redes
informaticas. En computacion y en informatica de redes, un Switch es el
dispositivo analdgico que permite interconectar redes.

TOPOLOGIA: En Informética se define como el mapa fisico o légico de una red
para intercambiar datos. En otras palabras, es la forma en que esta disefiada la
red, sea en el plano fisico o légico.

TRAZAS: La traza de un algoritmo (0 programa) indica la secuencia de acciones

(instrucciones) de su ejecucion, asi como, el valor de las variables del algoritmo (o
programa) después de cada accién (instruccion).
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RESUMEN

Antes de disefiar y crear una red se debe pensar que mediante la creacion de ésta
se le va a dar solucion a un problema de comunicacion entre dispositivos,
lldamense computadoras, celulares, impresoras, portatiles, etc. Dicha red necesita
de medios de conexibn, y para eso hay otros dispositivos que ayudan con esa
conexion, entre esos encontramos los Routers, Switchs, entre otros. Dichos
dispositivos deben ser configurados apropiadamente y dependiendo de las
necesidades de cada red, ya que cada una es diferente de las otras.

El objetivo de realizar este trabajo en cada escenario es demostrar la habilidades
practicas adquiridas durante el diplomado de profundizacion CCNA Iy CCNAIl, en
el Escenario 1 se demuestra y se refuerza la capacidad de implementar NAT,
servidor de DHCP, RIPV2 y ademas el routing entre VLAN. Los cuales son
factores muy importantes en al momento de disefiar redes que necesiten este tipo
de configuraciones para facilitar su conexion.

Por otra parte el Escenario 2 es una empresa de Tecnologia que posee tres
sucursales distribuidas en las ciudades de Bogot4, Miami y Buenos Aires, donde
se debe configurar e interconectar entre si cada uno de los dispositivos de red.

Se implementd la configuracion de protocolos de enrutamiento dinamico OSPF V2
para interconectar los Routers. En el router de Miami se
realizd la configuracion o parametrizacion del router Inter-VLan, DHCP para la
VLan de Administracion y Mercadeo, listas de acceso para controlar el tréfico
desde R1 hacia R2.

Por otra parte en R2 se implementé la configuracion de NAT para permitir la salida
de internet de las VLan definas en R1y R3.
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ABSTRACT

Before designing and creating a network, you should think that by creating it you
will be able to solve a communication problem between devices, call computers,
cell phones, printers, laptops, etc., said network needs connection means, and for
that there are other devices that help with that connection, among which we find
the Routers, Switchs, among others. These devices must be configured
appropriately and depending on the needs of each network, since each one is
different from the others.

The objective of carrying out this work in each scenario is to demonstrate the
practical skills acquired during the CCNA | and CCNA Il deepening course, in
Scenario 1 the ability to implement NAT, DHCP server, RIPV2 and in addition the
routing is demonstrated and reinforced. between VLANs Which are very important
factors when designing networks that need this type of configuration to facilitate
their connection.

On the other hand, Scenario 2 is a Technology company that has three branches
distributed in the cities of Bogot4a, Miami and Buenos Aires, where each of the
network devices must be configured and interconnected.

The configuration of dynamic routing protocols OSPF V2 was implemented
to interconnect the routers. In the Miami router,
made the configuration or parameterization of the Inter-VLan router, DHCP for the
Administration and Marketing VLan, access lists to control traffic from R1 to R2.

On the other hand, in R2, the NAT configuration was implemented to allow the
Internet exit of the VLan defines in R1 and R3.
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INTRODUCCION

En el presente trabajo se pondran en practica las habilidades adquiridas durante
los cursos de CCNA 1 y CCNA 2, mediante el desarrollo de dos ejercidos, en
donde se plantean dos casos que debemos resolver como administradores de las
respectivas redes, mediante el uso de la aplicacion Packet Tracer.

Cada ejercicio es una situacion diferente en los cuales se pondran en préctica los
conocimientos acerca de enrutamiento mediante el uso de algunos dispositivos
como el Router y el Switch, ademas de niveles de seguridad e implementacion de
varios tipos de configuraciones y servicios tales como NAT, DHCP, OSPFv2,
Enlaces Troncales, entre otros.

Por lo mencionado anteriormente en el presente trabajo se pretende dar solucion a
los ejercicios planteados con la finalidad de poner en préactica lo aprendido durante
el diplomado de profundizacion CISCO (Disefio e Implementacién de Soluciones
Integradas LAN/WAN).
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ESCENARIO 1
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"' Laptop-PT  Laptop-PT — — PC31 Server-PT
PCL | aptopd Laptopl Laptop-PT Laptop-PT e
Laptop31 Laptop30
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Tabla 1. Direccionamiento Escenario 1.

ISP S0/0/0 200.123.211.1 255.255.255.0 N/D

Se0/0/0 200.123.211.2 255.255.255.0 N/D

R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D

Se0/1/1 10.0.0.5 255.255.255.252 N/D

Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D

Fa0/0,200 192.168.21.1 255.255.255.0 N/D

R2 Se0/0/0 10.0.0.2 255.255.255.252 N/D

Se0/0/1 10.0.0.9 255.255.255.252 N/D

192.168.30.1 255.255.255.0 N/D

Fa0/0 (2)201:db8:130::9C0:80F:3 /64 N/D

R3 Se0/0/0 10.0.0.6 255.255.255.252 N/D

Se0/0/1 10.0.0.10 255.255.255.252 N/D

SwW2 VLAN 100 N/D N/D N/D

VLAN 200 N/D N/D N/D

SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
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Tabla 2. Asignacion de VLAN y de puertos

Dispositivo VLAN Nombre Interfaz
SwW2 100 LAPTOPS Fa0/2-3
SW2 200 DESKTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla 3. Enlaces troncales

Dispositivo Interfaz local

local

Dispositivo
remoto

SwW2 Fa0/2-3

100
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Situacion Escenario 1

En esta actividad, demostrard y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping Unicamente.

Descripcién de los equipos necesarios: De acuerdo a la topologia
necesitaremos
e 4 Routers 1841
2 Switch 2950-24
4 PC’s de Escritorio
4 Portatiles
1 Servidor Genérico
Se le debe agregar a cada Router 1 tarjeta con puertos seriales para la
interconexidén entre ellos junto con sus respectivos cables (el Router 1
necesitara 2 tarjeta o 4 puertos).
e Las demas conexiones se hacen con cable de red estandar

Descripcion de las actividades
SW2 VLAN y las asignaciones de puertos de VLAN deben cumplir con la tabla 1.

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW2
SW2(config)#vlan 100

SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#vlan 200
SW2(config-vlan)#name DESKTOPS
SW2(config-vlan)#int range fa0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#int range f0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#int fa0/1
SW2(config-if)#switchport mode trunk

Los puertos de red que no se utilizan se deben deshabilitar.
SW2(config-if)#int range fa0/6-24
SW2(config-if-range)#shutdown
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Switch>en

Switch#conf t
Switch(config)#hostname SW3
SW3(config)#int range f0/7-24
SW3(config-if-range)#shutdown

La informacién de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.
Configuracién del Router 1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#int s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)y#no shut

R1(config-if)#int s0/1/0
R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shut

R1(config-if)#int sO/1/1
R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shut

Configuracién del Router 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#int f0/0.100

R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#int f0/0.200
R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip add

R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#int f0/0

R2(config-if)#no shutdown

R2(config-if)#int s0/0/0
R2(config-if)#ip add

18



R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#int s0/0/1

R2(config-if)#ip add

R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shut

Configuracion del Router 3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#ipv6

R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#ipv6 dhcp server vian_1

R3(config-if)#ipv6 nd other-config-flag

R3(config-if)#no shutdown

R3(config-if)#int s0/0/0
R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#int s0/0/1
R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown

Configuracién del ISP

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 200.123.211.1 255.255.255.0
Router(config-if)y#no shutdown

Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31 deben
obtener informacion IPv4 del servidor DHCP.

19



& pc21

Physical | Config | Desktop | Cu

IP Configuration
IP Configuration

@ DHCP Static

Imagen 1. Configuracion de IP, usando protocolo DHCP

Todos los terminales los configuramos de esta manera, para que tomen la
direccion del servidor DHCP.

R1 debe realizar una NAT con sobrecarga sobre una direccion Ipv4 publica.
Asegurese de que todos los terminales pueden comunicarse con Internet pablica
(haga ping a la direccion ISP) y la lista de acceso estandar se llama INSIDE-
DEVS.

R1>en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask
255.255.255.0

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.0.0.255
R1(config)#ip nat inside source list 1 int sO/0/0 overload
R1(config)#int s0/1/0

R1(config-if)#ip nat inside

R1(config-if)#int sO/1/1

R1(config-if)#ip nat inside

R1(config-if)#int s0/0/0

R1(config-if)#ip nat out

R1(config-if)#ip nat outside

R1 debe tener una ruta estatica predeterminada al ISP que se configuré y que
incluye esa ruta en el dominio RIPv2.

R1(config)#router rip
R1(config-router)#version 2
R1(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0

R2 es un servidor de DHCP para los dispositivos conectados al puerto

20



FastEthernet0/0.

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp pool vian_100

R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)#ip dhcp pool vian_200
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.21.1

R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las VLAN
100 y 200.

Con la configuracion hecha las VLAN tienen acceso entre si, como consta en el
siguiente PING.

& pc1

Physical | Config | Desktop | Custom Interface

e O = N e N T

Command Prompt

Packet Trac ommand Line
PCrping 19:

Pinging 189:

Approximst

Minimmam

Imagen 2. Ping de PC21 a 192.168.21.3
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& Laptopd

Physical | Config | Desktop | Custom Interface

e I T B e I e O O T

Command Prompt

Packet Trac
PCrping 132

Pinging 152_168_.20.2 with 32 bytes of data:

Imagen 3. Ping de Laptop0 a 192.168.20.2

El ServidorO es soOlo un servidor Ipv6 y solo debe ser accesible para los
dispositivos en R3 (ping).

DHCP @ Auto Config Static

IPvo Address

Link Local Address FEE0::20C:CFFF:FEQ2:BO03

Imagen 4. Asignacién de IPv6

Revisamos la direccion del servidor y hacemos ping desde cualquier equipo de la
red de R3

22



5_3 Laptop31

Physical | Config | Desktop | Custom Interface

Packet
PCrping

Pinging

Approxims ocund trip t in mil
Minimum = Oms, Maximum = 1lms,

Imagen 5. Ping desde Laptop31 al ServidorO

La NIC instalado en direcciones Ipv4 e Ipv6 de Laptop30, de Laptop3l, de PC30y
obligacion de configurados PC31 simultaneas (dual-stack). Las direcciones se
deben configurar mediante DHCP y DHCPV6.

#’f Laptop3l

Physical | Config | Deskt

IP Configuration

IP Configuration

@ DHCP g
IP Address 19
Subnet Mask 24
Default Gateway 19
DMNS Server

IPvb Configuration
DHCP @ Auto Config

Imagen 6. Activacién de Protocolo DHCP parala Laptop31

Se deben configurar todos los equipos de esta manera para que reciban la
configuracion Ipv6 e Ipv4 simultdneamente del Router.
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La interfaz FastEthernet 0/0 del R3 también debe tener direcciones Ipv4 e Ipv6
configuradas (dual- stack).

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ipv6

Router(config)#ipv6 unicast-routing

Router(config)#int f0/0

Router(config-if)#ip address 192.168.30.1 255.255.255.0
Router(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
Router(config-if)#ipv6 dhcp server vlian_1
Router(config-if)#ipv6 nd other-config-flag

R3(config)#ip dhcp pool vlan_1

R3(dhcp-config)#network 192.168.30.1 255.255.255.0
R3(dhcp-config)#default-router 192.168.30.1
R3(dhcp-config)#ipv6 dhcp pool vian_1
R3(config-dhcp)#dns-server 2001:db8:130::

R1, R2 y R3 intercambian informacion de routing mediante RIP version 2.

Configuracion de R1
R1(config)#router rip
R1(config-router)#version 2

Configuraciéon de R2
R2(config)#router rip
R2(config-router)#version 2

Configuracién de R2
R3(config)#router rip
R3(config-router)#version 2

R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta predeterminada
desde R1.

Configuracién de R1
R1(config-router)#network 10.0.0.4
R1(config-router)#network 10.0.0.0
R1(config-router)#default-information originate

Configuracién de R2
R2(config-router)#network 192.168.30.0
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R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0
R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.8

Configuraciéon de R3
R3(config-router)#network 192.168.0.0
R3(config-router)#network 10.0.0.8
R3(config-router)#network 10.0.0.4
R3(config-router)#exit

Verifigue la conectividad. Todos los terminales deben poder hacer ping entre si
y a la direccién IP del ISP. Los terminales bajo el R3 deberian poder hacer
Ipv6-ping entre ellos y el servidor.

RZfping 200.123.211.1

Type escape sSeguence to abort.
Sending 5, 100-bByte ICHMP Echos to Z200.123_.211.1, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = Z2/3/7 ms

Imagen 7. Ping desde R2 al ISP

R23gping 192.162.20.2

Type escape seguence to abort.
Sending 5, 100-byte ICMF Echos to 18%2_.1&88.20.2, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/5/13 ms

Imagen 8. Ping desde R3 a Pc21
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& Laptop20

Physical | Config = Desktop | Custom Interface

i e — —

Command Prompt

PC>ping

Pinging

Lo
Approximate T d trip times in milli-s
Minimim = 3, Maximum = 3ms, Awver

-

Imagen 9. Ping desde Laptop20 a ISP

BE3fping FEB0::Z0C:CFFF:FES2:B303

Cutput Interface: fastethernetd/0

Iype escape seguence to abort.

Sending 5, 100-byte ICMP Echos to FE20::20C:CFFF:FESZ2:B303, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

Imagen 10. Ping desde R3 al Servidor

Blfping 10.0.0.6

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.&, timeocut is Z2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = Z/3/€ ms

Imagen 11. Ping desde R1 a R3
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i;’ Laptop2l

Physical Config | Desktop | Custom Interface

e T e =

Imagen 12. Ruta desde Laptop 21 a ISP

& pcao

Physical | Config | Desktop | Custom Interface

Packet Tra
BC>ping FE

Pinging FE

Ping statisti
Pack

Approximate &
Minimam = E lma, Averat

Imagen 13. Ping entre PC30 y Laptop 31
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ARCHIVOS DE CONFIGURACION ESCENARIO 1
R1

R1#show running-config
Building configuration...

Current configuration : 1478 bytes
|

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!

hostname R1

!

!

!

enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCil
enable password cisco

!

!

no ip cef

no ipv6 cef

!

!

no ip domain-lookup

!

!

spanning-tree mode pvst

!

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

shutdown

!

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0
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ip address 200.123.211.2 255.255.255.0
ip nat outside

clock rate 2000000

|

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

|

interface Serial0/1/0

ip address 10.0.0.1 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Serial0/1/1

ip address 10.0.0.5 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router rip

version 2

network 10.0.0.0

default-information originate

|

ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask 255.255.255.0
ip nat inside source list 1 interface Serial0/0/0 overload
ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0/0

|
ip flow-export 29ersién 9

access-list 1 permit 192.168.0.0 0.0.255.255

access-list 1 permit 10.0.0.0 0.0.0.255

i

banner motd ~Cadvertencia... El ingreso es solo para personal autorizado™C
!

!

line con O

password cisco

login

29



line aux O

|

line vty 0 4
password cisco
login

line vty 5 15
password cisco
login

[

[

[

end

R2

R2#show running-config
Building configuration...

Current configuration : 1412 bytes
|

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname R2

!

!

enable secret 5 $1$mMERr$9cTjUIEqQNGurQiFU.ZeCil
enable password cisco

!

!

ip dhcp pool vian_100

network 192.168.20.0 255.255.255.0
default-router 192.168.20.1

ip dhcp pool vlan_200

network 192.168.21.0 255.255.255.0
default-router 192.168.21.1

!

no ip cef

no ipv6 cef

!

!
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no ip domain-lookup

!

!

spanning-tree mode pvst

!

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

!

interface FastEthernet0/0.100
encapsulation dot1Q 100

ip address 192.168.20.1 255.255.255.0
|

interface FastEthernet0/0.200
encapsulation dot1Q 200

ip address 192.168.21.1 255.255.255.0
I

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

I

interface Serial0/0/0

ip address 10.0.0.2 255.255.255.252
clock rate 2000000

I

interface Serial0/0/1

ip address 10.0.0.9 255.255.255.252
clock rate 2000000

I

interface Vlanl

no ip address

shutdown

I

router rip

version 2

network 10.0.0.0

network 192.168.20.0

network 192.168.21.0

network 192.168.30.0

i
ip classless
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[
ip flow-export version 9
|

[

!

banner motd ~Cadvertencia... El ingreso es solo para personal autorizado™C
|

line con 0
password cisco
login

|

line aux O

|

line vty 0 4
password cisco
login

line vty 5 15
password cisco
login

[

[

end

R3

R3#show running-config
Building configuration...

Current configuration : 1344 bytes
|

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec
no service password-encryption

|

hostname R3

!

enable secret 5 $1$mMERr$9cTjUIEqQNGurQiFU.ZeCil
enable password cisco

!

ip dhcp pool vian_1

network 192.168.30.0 255.255.255.0

default-router 192.168.30.1
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!

no ip cef

Ipv6 unicast-routing
|

no ipv6 cef

!

ipv6 dhcp pool vian_1
dns-server 2001:DB8:130::
!

!

no ip domain-lookup

!

!

spanning-tree mode pvst

!

!

interface FastEthernet0/0
ip address 192.168.30.1 255.255.255.0
duplex auto

speed auto

ipv6 address 2001:DB8:130::9C0:80F:301/64
ipv6 nd other-config-flag
ipv6 dhcp server vian_1

!

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

ip address 10.0.0.6 255.255.255.252
clock rate 2000000

!

interface Serial0/0/1

ip address 10.0.0.10 255.255.255.252
clock rate 2000000

!

interface Vlanl

no ip address

shutdown

!

router rip

version 2

network 10.0.0.0
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network 192.168.0.0
network 192.168.20.0
network 192.168.21.0
network 192.168.30.0
|

ip classless
|

ip flow-export version 9
[

i

banner motd ~Cadvertencia... El ingreso es solo para personal autorizado™C
|

!

line con 0
password cisco
login

|

line aux O

|

line vty 0 4
password cisco
login

line vty 5 15
password cisco
login

[

[

end
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ESCENARIO 2

Situacion Escenario 2: Una empresa de Tecnologia posee tres sucursales
distribuidas en las ciudades de Miami, Bogot4d y Buenos Aires, en donde el
estudiante sera el administrador de la red, el cual deberd configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

Internet

30 192.168.30.0/24 Administracion
= 40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

S0/0

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

FO/0 Buenos Aires

192.168.99.3
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Descripcion de

necesitaremos

los equipos necesarios:

1 Router ISP

3 Routers 1841

2 Switch 2960

3 PC’s de Escritorio
1 Web Server

1 PT Cloud

De acuerdo a la topologia

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario

Tabla 4. Direccionamiento Escenario 2.

ROUTER ISP | GI 0/0 209.165.200.230 255.255.255.248
R2 FA 0/0 209.165.200.225 255.255.255.248
R2 S0/0/0 172.31.23.1 255.255.255.252
R2 S0/0/1 172.31.21.2 255.255.255.252
R2 LoO 10.10.10.10 255.255.255.255
R1 S 0/0/0 172.31.21.1 255.255.255.252
R1 FA 0/0.30 192.168.30.1 255.255.255.0
R1 FA 0/0.40 192.168.40.1 255.255.255.0
R1 FA 0/0.200 192.168.200.1 255.255.255.0
R1 FA 0/0.99 192.168.99.1 255.255.255.0
R3 S0/0/1 172.31.23.2 255.255.255.252
R3 Lo4 192.168.4.1 255.255.255.0
R3 Lo5 192.168.5.1 255.255.255.0
R3 Lo6 192.168.6.1 255.255.255.0

SW1 Vlan 1 192.168.99.2 255.255.255.0
SW3 Vian 1 192.168.99.3 255.255.255.0
PC-A Vlan 30 DHCP DHCP
PC-C Vlan 40 DHCP DHCP
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New Cluster Mowve Object

Lo0 Web Server
mlmlmlmm Faoi

Web Server

172,31.23.0/30

Lo4 192,168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

DIRECCIOMAMIENTO NOMERE

VLAN
0 192, 168.30.0/24 ADMINISTRACION
40 192.168.40.0/24 ~ MERCADED
200

192.168,200.0/24 MANTENIMIENTO

Imagen 14. Escenario 2

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Tabla 5. OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces 256 Kb/s
seriales en
Ajustar el costo en la métrica de S0/0 a 9500
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Configuracién R1

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#exit

R1(config)#router ospf 1

R1(config-router)#do show ip route connected

C 172.31.21.0/30 is directly connected, Serial0/0/0
R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#router ospf 1
R1(config-router)#exit

R1(config)#router ospf 1
R1(config-router)#passive-interface f0/0
R1(config-router)#exit

R1(config)#int sO/0/0

R1(config-if)#bandwidth 256

R1(config-if)#exit

R1(config)#int s0/0/0

R1(config-if)#ip ospf cost 9500

R1(config-if)#exit

Configuracién R2

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5

R2(config-router)#exit

R2(config)#router ospf 1

R2(config-router)#do show ip route connected

C 10.10.10.10/32 is directly connected, LoopbackO

C 172.31.21.0/30 is directly connected, Serial0/0/1

C 172.31.23.0/30 is directly connected, Serial0/0/0

C 209.165.200.0/24 is directly connected, FastEthernet0/0
R2(config-router)#

R2(config-router)#network 172.31.21.0 0.0.0.3 area O
R2(config-router)#networ

01:33:54: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done
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R2(config-router)#network 172.31.23.0 0.0.0.3 area O
R2(config-router)#exit

R2(config)#router ospf 1
R2(config-router)#passive-interface f0/0
R2(config-router)#exit

R2(config)#int s0/0/0

R2(config-if)y#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#exit

Configuracién R3

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#exit

R3(config)#router ospf 1

R3(config-router)#do show ip route connected

C 172.31.23.0/30 is directly connected, Serial0/0/1

C 192.168.4.0/24 is directly connected, Loopback4

C 192.168.5.0/24 is directly connected, Loopback5

C 192.168.6.0/24 is directly connected, Loopback6
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#exit

R3(config)#route

01:41:05: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from
LOADING to FULL, Loading Done

R3(config)#router ospf 1
R3(config-router)#passive-interface f0/0
R3(config-router)#exit

R3(config)#int s0/0/1

R3(config-if)#bandwidth 256

R3(config-if)#ip ospf cost 9500

R3(config-if)#exit
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Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

Rlgshow ip route
Codes: C - connected, 5 - statie, I - IGERP, R - RIF, M - mokile, B - BEE

O — EIGRP, EX - EIGRP external, & - O5PF, IR - OS5EF inter ares

N1 - OQS5PF MS52 external type 1, MZ - O5PF NS55R external type Z

El - OSPF externzsl type 1, EZ - O5SPF externzl type 2, E - EGP

i - I5-I5, L1 - I5-I5 level-1l, LZ - I5-I5 lewel-Z, ia - I5-I5 inter area
* — pandidate default, U - per-user static route, o — CDR

P - periodic downloaded static route

Fateway of last resort is not set

172.31.0.0/30 is subnetted, Z subnets
c 172.31.21.0 is directly connected, Serial0s0/70
o 172.31_.23.0 [110/15%000] wia 172_.31_.21_.2, 00:03:3&, Seri=l0/0/0

Imagen 15. Comando Show ip route en R1

Blfshow ip ospf

Bouting Process "ospf 1" with ID 1.1.1.1

Supports only single TOS(TOS50) routes

Supports opague LS&

S5PF schedule delay 5 secs, Hold time between two S5PBFs 10 secs
Minimuam LSA interwval 5 secs. Minimum LSA arrivel 1 secs
Humber of extermnal LSA 0. Checksum Sum 0000000

Number of opague 25 LS& 0. Checksum Sum 0x000000

Number of DCkitless externzl and ocpague AS LSZ 0

Humber of DoMothge external and opague A5 LEA O

Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
External flood list length 0O

Area BARCEBCONE (D)

Imagen 16. Comando Show ip ospfen R1
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Rlgshow ip ospf interface s0/0/50

Seri=l0/0/0 is up, line protocol is up
Internet address is 17Z.31_.21.1/30, RArea 0O
Process ID 1, Bouter ID 1.1.1.1, MNetwork Type BOINT-TO-BOINT,
Transmit Delay is 1 sec, State BPOINI-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40,

Hello due in 00:00:02

Wait 40,

Cost:

Eetransmit 5

5500

Imagen 17. Comando Show ip ospf interface s0/0/0 en R1

Rlfshow ip protocols

Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 1.1.1.1
Humker of areas in this router is 1.
Maximim path: 4
Routing for Wetworks:
172.31.21.0 0.0.0.28 area O
Bassive Interface(s):

FastEthernet(/0
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:0&:035
5.5.5.5 110 00:07:55
g.8.8.8 110 00:10:45
Distance: (default is 110}

1 normal 0 stuk 0 nssa

Imagen 18. Comando Show ip protocols R1

Régshow ip route

P - periocdic downloaded static route
GFateway of last resocrt is not set

10.0.0.0/32 is subnetted, 1 subnets

c 10.10.10.10 is directly connected, Loopback0l
172.21.0.0/30 is subnetted, Z subnets

c 172.31.21.0 is directly connected, Seriz=lls0/1

c 172.31.23.0 is directly connected, Serizl0s0/0

C 205_185.200.0/24 is directly connected, FastEthernetcl/0

Codes: C - connected, 5§ - statie, I - IGRP, B - RIP, M - mokile, B - BEP
I - EIGRE, EX - EIGRPF external, O - OS5PF, IA - OS5PF inter area
N1 - OS5PBF MS55A external type 1, NZ - OS5PF H552 external type 2
E1l - OQSPF external type 1, EZ - 0O5PF external type 2, E - EGF
i - I5-I5, L1 - I5-I5 lewvel-l, LZ - I5-IS5 lewel-2, iz - I5S-I5 inter ares
* - candidate default, U - per-user static route, o - ODR

Imagen 19. Comando Show ip route en R2
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RZgshow ip ospf

Bouting Process "ospf 1" with ID 5.5.5.5

Supports only single TOS(TOS50) routes

Supports opague LSA

SPF schedule delay 5 secs, Hold time between two SPBFs 10 secs
Minimum LS2& interval 5 secs. Minimum LSA arrival 1 secs
Number of external L5& 0. Checksum Sum 0000000

Humker of opague AS LSA 0. Checksum Sum 0x000000

Humkber of DCkitless externzl and opagque A5 LS2 0

Humker of DoMotlge external and opague 25 L& 0

Humker of areas in this router is 1. 1 normal 0 stubk 0 nssa
External flood list length O

Lrea BACEBONE (0)

Imagen 20. Comando Show ip ospf en R2

RZ¢show ip ospf interface 307070

Serial0d/0/0 is up, line protocol is up
Internet address is 172.31.23_.1/30, Rrea 0O
Process ID 1, Router ID 5.5.5.5, MNetwork Type POINI-TO-BOINT, Cost: 3500
Transmit Delay is 1 sec, State BOINT-TO-BOINT, Priocrity O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Imagen 21. Comando Show ip ospf interface s0/0/0

RZgshow ip protocols

Bouting Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for 2ll interfaces is not set
Router ID 5.5.5.5
Number cof areass in this router is 1. 1 normzal 0 stubk 0 nssa
Maximim path: 4
RBouting for MHetworks:
172.31.21.0 0.0.0_.3 area 0
172_.31.23.0 0.0.0_.3 area 0
Paszive Interface(s):
FastEthernetl/0
Fouting Information Sources:

Cateway Distance Last Update
1.1.1.1 110 00:05%:3%
5.5.5.5 110 00:11:25
8.8.8.8 110 00:14:-15

Distance: (default is 110)

Imagen 22. Comando Show ip protocols
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BE3gshow ip route
Codes: C - connected, 5 - statie, I - IGRP, B - RIP, M - mobile, B - BGEP
I - EIGRE, EE - EIGRP external, O - OSPF, I& - O5PF inter area
M1 - OSEF MNS5A extermal type 1, MNZ - OSPF NS55Z externzsl type 2
El1 - O5PF externzl type 1, EZ - O5PF external type Z, E - EGP
i - I5-I5, L1 - I5-IS5 lewel-1l, LZ - I5S-I5 lewvel-Z, iz - I5-I5 inter area
* - candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is not set

172.31.0.0/30 is subnetted, Z subnets
¢] 172.31.21.0 [110/19000] wie 17Z.31.23.1, 00:12:12, Seri=l0/0/1
cC 172.31.23.0 is directly connected, Seriall/ 0,1
c 132.168.4.0/24 is directly connected, Loopback4
c 132 .168.5.0/24 is directly connected, Loopbacks
c 1932 .168.6€.0/24 is directly connected, Loopbackt

Imagen 23. Comando Show ip route

Rifshow ip ospf

BRouting Process "ospf 1" with ID 8.8.8.8

Supports only single TOS5(TOS50) routes

Supports opague LSA

5PF schedule delay 5 secs, Hold time between two 5PFs3 10 secs
Minimm LS& interval 5 secs. Minimum LSA arrival 1 secs

Number of external LS& 0. Checksum Sum 0x000000
Number of opague A5 LSA 0. Checksum Sum 0x000000
Humber of DCbitless external and opague AS LSA O
Number of Dolothge external and opagque AS LSA O
Number of areas in this router is 1. 1 norm=l 0 stubk 0 nssa

External flood list length O
Erea BACKBONE (O)

Imagen 24. Comando Show ip ospf

R3fshow ip ospf interface 30/0/1

S5eri=l0/0/1 is up, line protococl is up
Internet address is 172.31.23.2/30, RArea O
Process ID 1, Router ID 8.8.8.8, Metwork Type BOINT-TO-POINT, Cost: 2500
Transmit Delay is 1 sec, State POINT-TO-POINT, Pricricy O
No designated router on this network
Ho backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0&

Imagen 25. Comando Show ip ospf interface s0/0/1
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R3gshow ip protocols

Bouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Bouter ID B8.8.8.8

Humber of areas in this router is 1.

Maximum path: 4

Bouting for Wetworks:
172.31_.23.0 0.0.0_.3 area 0

Passive Interface(s):
FastEthernetl/0

Bouting Information Sources:

Fateway Distance Last Update

1.1.1.1 114 00:14:05

5.5.5.5 114 00:15:51

g.8.8.8 114 00:18:40
Distance: (default is 110}

1l normal 0 stubk 0 nssa

Imagen 26. Comando Show ip protocols

3. Configurar VLANSs, Puertos troncales,
Inter-VLAN Routing y Seguridad en los
establecida.

puertos de acceso, encapsulamiento,
Switches acorde a la topologia de red

S1#config t

Enter configuration commands, one
per line. End with CNTL/Z.
S1(config)#int vlan 1
S1(config-if)#ip address
192.168.99.2 255.255.255.0
S1(config-if)y#no sh

S1(config-if)#
%LINK-5-CHANGED: Interface
Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface Vlanl, changed
state to up

S1(config-if)#

S1(config)#vlan 30

S3#config t

Enter configuration commands, one per
line. End with CNTL/Z.

S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#int fa0/1

S3(config-if)#exit

S3(config)#int fO/1

S3(config-if)#swi
S3(config-if)y#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#exit

S3(config)#

S3(config)#int vlan 30
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S1(config-vlan)#name
Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name
Mantenimiento
S1(config-vlan)#exit
S1(config)#int fO/1
S1(config-if)#swi
S1(config-if)y#switchport mode
access

S1(config-if)#swi
S1(config-if)#switchport access vlan
30

S1(config-if)#exit

S1(config)#int vlan 30
S1(config-if)#
%LINK-5-CHANGED: Interface
Vlan30, changed state to up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface Vlan30,
changed state to up

S1(config-if)#ip address
192.168.30.2 255.255.255128
N

% Invalid input detected at
marker.

S1(config-if)#ip address
192.168.30.2 255.255.255.128
S1(config-if)#no sh
S1(config-if)#exit
S1(config)#int vlan 40
S1(config-if)#
%LINK-5-CHANGED: Interface
Vlan40, changed state to up

S1(config-if)#ip address
192.168.40.126 255.255.255.128
S1(config-if)#no sh

S3(config-if)#
%LINK-5-CHANGED: Interface Vlan30,
changed state to up

S3(config-if)#ip address 192.168.30.2
255.255.255.128

S3(config-if)y#no sh

S3(config-if)#exit

S3(config)#int vlan 40

S3(config-if)#

%LINK-5-CHANGED: Interface Vlan40,
changed state to up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface Vlan40, changed
state to up

S3(config-if)#ip address 192.168.40.126
255.255.255.128

S3(config-if)#no sh

S3(config-if)#exit

S3(config)#int vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface
VIan200, changed state to up

S3(config-if)#ip address
192.168.200.126 255.255.255.128
S3(config-if)#no sh
S3(config-if)#exit

S3(config)#

S3#config t

Enter configuration commands, one per
line. End with CNTL/Z.

S3(config)#int fa0/1

S3(config-if)#swi
S3(config-if)y#switchport mode access
S3(config-if)#swi
S3(config-if)#switchport access vlan 40
S3(config-if)#

S3(config)#int fa0/3

S3(config-if)#swi
S3(config-if)#switchport mode trunk
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S1(config-if)#exit S3(config-if)#exit
S1(config)#int vlan 200
S1(config-if)#
%LINK-5-CHANGED: Interface
VIan200, changed state to up

S1(config-if)#ip address
192.168.200.126 255.255.255.128
S1(config-if)y#no sh

S1#config t

Enter configuration commands, one
per line. End with CNTL/Z.
S1(config)#int fa0/24
S1(config-if)#swi
S1(config-if)#switchport mode trunk
S1(config-if)#int fa0O/1
S1(config-if)#exit

S1(config)#int fa0/3
S1(config-if)#swi
S1(config-if)#switchport mode trunk

S1(config-if)#
%LINEPROTO-5-UPDOWN: Line
protocol on Interface
FastEthernet0/3, changed state to
down

%LINEPROTO-5-UPDOWN: Line
protocol on Interface Vlanl, changed
state to down

%LINEPROTO-5-UPDOWN: Line
protocol on Interface
FastEthernet0/3, changed state to

up

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int fa0/0.3

R1(config-subif)#encap

R1(config-subif)#encapsulation dotlqg 1

R1(config-subif)#no encapsulation dotlq 1
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R1(config-subif)#exit

R1(config)#int fa0/0.1

R1(config-subif)y#enc

R1(config-subif)#encapsulation dotlq 1

R1(config-subif)#ip address 192.168.99.1 255.255.255.128
R1(config-subif)#int fa0/0.30

R1(config-subif)#enca

R1(config-subif)#encapsulation dotlq 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.128
R1(config-subif)#int fa0/0.40

R1(config-subif)#encap

R1(config-subif)#encapsulation dot1g40

N

% Invalid input detected at ‘~ marker.
R1(config-subif)#enca
R1(config-subif)#encapsulation dotqg 40
N

% Invalid input detected at ‘~ marker.
R1(config-subif)#encapsulation dot1q 40

R1(config-subif)#ip address 192.168.40.1 255.255.255.128
R1(config-subif)#int fa0/0.200

R1(config-subif)#enca

R1(config-subif)#encapsulation dotlg 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.128
R1(config-subif)#exit

R1(config)#int fa0/0

R1(config-if)#no sh

R1(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.3, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.3,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.40, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.40,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.200,
changed state to up

Rlgshow ip route
Codes: C - connected, 5 - statie, I - IGRP, R - RIP, M - mokile, B - BEE

o — EIGRP, EX - EIGRP externzl, & - OSPF, IA - OSPF inter area

W1 - OS5PF MWS5R external type 1, WEZ - OE5PF MNSSR external type 2

El1 - O5PF external type 1, EZ - O5PF externzl type 2, E - EGP

i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewvel-Z2, is — I5-I5 inter area
* — pandidate default, T - per-user static route, o - QDR

P — periodic downloaded static route

Fateway of last resocrt is not set

172.31.0.0/30 is subnetted, 2 subnets

c 172.31.21.0 is directly connected, Serizl0/ /070
O 172_.31_23.0 [110/150001 wvia 172.31_Z21_Z, 04:15:37, Serial0/0/0
1532 _.168.30.0/25 i3 subnetted, 1 subknets
c 132 _.168.30.0 is directly connected, FastEthernet0/0.30
1532 _.1€8.40.0/25 i3 subnetted, 1 subknets
Cc 182 _168.40.0 is directly connected, FastEthernet(0/0_.40
192 .148.33_ 0,25 is subnetted, 1 subnets
c 132 _.168.5%353.0 is directly connected, FastEthernet0/0.1
1532 _.1€8.200.0/25 i3 subnetted, 1 subnets
Cc ) 182 _168.200.0 is directly connected, FastEthernet0/0.200

Imagen 27. Comando Show ip route a R1

4. En el Switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
7. Implement DHCP and NAT for Ipv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.
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R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool MERCADEO

R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

Name: ADMINISTRACION
Configurar DHCP pool DNS-Server: 10.10.10.11

para VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool DNS-Server: 10.10.10.11

para VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#END

R1#
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%SYS-5-CONFIG_I: Configured from console by console

R1#CONFIG T

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool MERCADEO

R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#end

10.  Configurar NAT en R2 para permitir que los host puedan salir a internet

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip route 0.0.0.0 0.0.0.0 172.31.21.2

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#show ip route static
S* 0.0.0.0/0 [1/0] via 172.31.21.2

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

R2(config)#access-list 1 permit 192.168.99.0 0.0.0.255
R2(config)#ip nat pool public_access 209.165.201.225 209.165.201.230 netmask
255.255.255.248

12.  Configurar al menos dos listas de acceso de tipo extendido o nombradas a
Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

13.  Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.
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Rlgping 172.31.21.2

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 17Z2.31.21.2, timeout is Z seconds:
rrrrl

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/4/8 ms
Imagen 28. Ping de R1 a R2

R2fping 172.31.21.1

Type escape sequence to abort.

Sending 5, 100-kbyte ICMP Echos to 172.31_21.1, timeout is 2 seconds:
rrrre

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/8 ms
Imagen 29. Ping de R2 aR1

RZgping 172_.31.2Z3.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31_23_.2, timeout is 2 seconds:
rrrrl

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/13 ms
Imagen 30. Ping de R2 a R3

R3gping 172.31.21.1

Type escape sequence to abort.

Sending 5, 100-kbyte ICMP Echos to 172.31_21.1, timeout is 2 seconds:
rrrrt

Success rate is 100 percent (5/5), round-trip min/avg/max = 9/11/14 ms

Imagen 31. Ping de R3aR1
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B3#ping 172.21.23.1

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 17Z2.31_.23.1, timecut is 2 seconds:

Buccess rate is 100 percent (5/5), round-trip min/avg/max

5/8/1¢ ms

Imagen 32. Ping de R3 a R2

Blfping 172.31.23.2

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.23_.2, timeout is Z seconds:

Sucecess rate is 100 percent (5/5), round-trip min/avg/max

3/10/13 ms

Imagen 33. Ping de R1a R3
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Archivos de configuracién escenario 2

Se anexa los archivos de configuracion de los dispositivos de la red del Escenario
2.

R1

R1#show running-config
Building configuration...

Current configuration : 1898 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

iﬁostname R1

!

enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCil
enable password cisco

!

!

ip dhcp excluded-address 192.168.30.1 192.168.30.30
ip dhcp excluded-address 192.168.40.1 192.168.40.30
|

ip dhcp pool ADMINISTRACION
network 192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 10.10.10.11

ip dhcp pool MERCADEO

network 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 10.10.10.11

|

no ip cef

no ipv6 cef

[

I

no ip domain-lookup

|

[

spanning-tree mode pvst

[
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interface FastEthernet0/0

no ip address

duplex auto

speed auto

|

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip address 192.168.99.1 255.255.255.128
|

interface FastEthernet0/0.3

no ip address

!

interface FastEthernet0/0.30
encapsulation dot1Q 30

ip address 192.168.30.1 255.255.255.128
|

interface FastEthernet0/0.40
encapsulation dot1Q 40

ip address 192.168.40.1 255.255.255.128
|

interface FastEthernet0/0.200
encapsulation dot1Q 200

ip address 192.168.200.1 255.255.255.128
I

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

I

interface Serial0/0/0
bandwidth 256

ip address 172.31.21.1 255.255.255.252
ip ospf cost 9500

clock rate 128000

I

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

|

interface Vlanl

no ip address

shutdown
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router ospf 1

router-id 1.1.1.1
log-adjacency-changes
passive-interface FastEthernet0/0
network 172.31.21.0 0.0.0.3 area 0
!

ip classless

ip route 0.0.0.0 0.0.0.0 172.31.21.2
i

ip flow-export 55ersién 9

i
banner motd ~Cadvertencia... el ingreso es solo para personal autorizadoC
[

[

line con 0
password cisco
login

!

line aux O

!

line vty 0 4
password cisco
login

line vty 5 15
password cisco
login

!

!

!

end

R2

R2#show running-config
Building configuration...

Current configuration : 1347 bytes
|

version 12.4
no service timestamps log datetime msec
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no service timestamps debug datetime msec
no service password-encryption

!

hostname R2

!

!

enable secret 5 $1$mERr$9cTJUIEqQNGurQiFU.ZeCil
enable password cisco

!

!

no ip cef

no ipvé6 cef

!

!

!

no ip domain-lookup

!

!

spanning-tree mode pvst

!

!

!

interface LoopbackO

ip address 10.10.10.10 255.255.255.255
!

interface FastEthernet0/0

ip address 209.165.200.225 255.255.255.248
duplex auto

speed auto

ipv6 ospf cost 1

!

interface FastEthernet0/1

no ip address

duplex auto

speed auto

!

interface Serial0/0/0

bandwidth 256

ip address 172.31.23.1 255.255.255.252
ip ospf cost 9500

clock rate 128000

!

interface Serial0/0/1

bandwidth 256

ip address 172.31.21.2 255.255.255.252
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ip ospf cost 9500

clock rate 2000000

!

interface Vlanl

no ip address

shutdown

!

router ospf 1

router-id 5.5.5.5
log-adjacency-changes
passive-interface FastEthernet0/0
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
!

ip classless

ip route 209.165.200.224 255.255.255.252 172.31.21.1
|

ip flow-export version 9
[

|

banner motd ~Cadvertencia el Ingreso es solo para personal Autorizado”C
|

!

line con O

password cisco
logging synchronous
login

|

line aux O

|

line vty 0 4
password cisco
login

line vty 5 15
password cisco
login

[

[

end

R3

R3#show running-config
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Building configuration...
Current configuration : 1300 bytes
|

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname R3

!

!

enable secret 5 $1$mERr$9cTjUIEqQNGurQiFU.ZeCil
enable password cisco

!

!

no ip cef

no ipv6 cef

!

!

no ip domain-lookup

!

!

spanning-tree mode pvst

!

!

interface Loopback4

ip address 192.168.4.1 255.255.255.0

|

interface Loopback5
ip address 192.168.5.1 255.255.255.0
|

interface Loopback6
ip address 192.168.6.1 255.255.255.0
|

interface FastEthernet0/0
no ip address

duplex auto

speed auto

shutdown

|

interface FastEthernet0/1
no ip address

duplex auto

speed auto
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shutdown

|

interface Serial0/0/0

no ip address

clock rate 2000000

shutdown

|

interface Serial0/0/1

bandwidth 256

ip address 172.31.23.2 255.255.255.252
ip ospf cost 9500

clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router ospf 1

router-id 8.8.8.8
log-adjacency-changes
passive-interface FastEthernet0/0
network 172.31.23.0 0.0.0.3 area 0
|

ip classless
[

ip flow-export version 9

|

[

banner motd ~Cadvertencia el Ingreso es solo para personal Autorizado”C
!

!

line con O

password cisco
logging synchronous
login

!

line aux O

!

line vty 0 4
password cisco
login

line vty 5 15
password cisco
login

!
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end
S1

S1#show running-config
Building configuration...

Current configuration : 1751 bytes
|

version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec
no service password-encryption

|

hostname S1

!

enable secret 5 $1$mMERr$9cTjUIEqNGurQiFU.ZeCil
enable password cisco

I

I

no ip domain-lookup

I

I

spanning-tree mode pvst
I

interface FastEthernet0/1
switchport access vian 30
switchport mode access

I

interface FastEthernet0/2
shutdown

I

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
shutdown

I

interface FastEthernet0/5
shutdown

!

interface FastEthernet0/6
shutdown

I

interface FastEthernet0/7
shutdown
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interface FastEthernet0/8
shutdown

I

interface FastEthernet0/9
shutdown

I

interface FastEthernet0/10
shutdown

I

interface FastEthernet0/11
shutdown

!

interface FastEthernet0/12
shutdown

I

interface FastEthernet0/13
shutdown

I

interface FastEthernet0/14
shutdown

I

interface FastEthernet0/15
shutdown

!

interface FastEthernet0/16
shutdown

I

interface FastEthernet0/17
shutdown

I

interface FastEthernet0/18
shutdown

I

interface FastEthernet0/19
shutdown

I

interface FastEthernet0/20
shutdown

!

interface FastEthernet0/21
shutdown

I

interface FastEthernet0/22
shutdown
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interface FastEthernet0/23
shutdown

I

interface FastEthernet0/24
switchport mode trunk

I

interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
|

interface Vlanl
ip address 192.168.99.2 255.255.255.0

|

interface VIan30

ip address 192.168.30.2 255.255.255.128
|

interface Vlan40
ip address 192.168.40.126 255.255.255.128
|

interface Vian99

no ip address

!

interface VIan200

ip address 192.168.200.126 255.255.255.128
I

in default-gateway 192.168.99.1
|

banner motd ~Cbienvenido”C
!

!

I

line con 0

logging synchronous

I

line vty 0 4
login

line vty 5 15
login

|

[

end

S3
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S3#show running-config
Building configuration...

Current configuration : 1679 bytes
|

version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec
no service password-encryption

|

hostname S3

!

enable secret 5 $1$SMERr$hx5rVt7rPNoS4wgbXKX7mO0
enable password class

I

!

no ip domain-lookup

!

I

spanning-tree mode pvst
I

interface FastEthernet0/1
switchport access vilan 40
switchport mode access

I

interface FastEthernet0/2
shutdown

I

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
shutdown

I

interface FastEthernet0/5
shutdown

!

interface FastEthernet0/6
shutdown

I

interface FastEthernet0/7
shutdown

|

interface FastEthernet0/8
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shutdown

I

interface FastEthernet0/9
shutdown

!

interface FastEthernet0/10
shutdown

I

interface FastEthernet0/11
shutdown

I

interface FastEthernet0/12
shutdown

I

interface FastEthernet0/13
shutdown

!

interface FastEthernet0/14
shutdown

I

interface FastEthernet0/15
shutdown

!

interface FastEthernet0/16
shutdown

I

interface FastEthernet0/17
shutdown

I

interface FastEthernet0/18
shutdown

!

interface FastEthernet0/19
shutdown

I

interface FastEthernet0/20
shutdown

I

interface FastEthernet0/21
shutdown

I

interface FastEthernet0/22
shutdown

|

interface FastEthernet0/23
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shutdown
|

interface FastEthernet0/24

shutdown
|

interface GigabitEthernet0/1
|

interface GigabitEthernet0/2
|

interface Vlanl
ip address 192.168.99.3 255.255.255.0
|

interface Vlan30
ip address 192.168.30.2 255.255.255.128
|

i.nterface Vlan40
ip address 192.168.40.126 255.255.255.128
|

interface VIan200
ip address 192.168.200.126 255.255.255.128

|

ip default-gateway 192.168.99.1
!

!

line con 0

logging synchronous

[

line vty 0 4
login

line vty 5 15
login

[

[

end
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CONCLUSIONES

Mediante el desarrollo del presente trabajo se puso a prueba las habilidades
adquiridas durante los cursos de CCNA 1y CCNA 2, ya que fue posible configurar
diversos dispositivos y utilizar protocolos de enrutamiento y servicios, mediante el
uso de la herramienta Packet Tracer.

En el desarrollo del Escenario 1 se implementd NAT, se configuré y se puso en
funcionamiento el Servidor DHCP, al igual que RIPv2 y el routing entre VLAN,
entre otras configuraciones béasicas.

En el Escenario 2 se configuraron los dispositivos para conectarlos entre si, se
implementd el protocolo de enrutamiento OSPFv2, al igual que se configurd
DHCP VLAN 30 y VLAN 40, ademas se realizo la configuracion NAT en R2 y
otras configuraciones basicas en todos los dispositivos.

Por otra parte se agradece al tutor, al director del curso y a la UNAD por

brindarnos esta oportunidad de hacer este curso como opcién de grado y por el
apoyo brindado durante este semestre.
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