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RESUMEN

En el presente trabajo se plantean dos topologias de red, las cuales se deben
construir en la herramienta packet tracert, asi como también realizar las
configuraciones o lineamientos correspondientes. El estudiante quien a su vez
es el administrador de la red, debera analizar las necesidades que se tieneny
asi mismo asegurar una solucion eficaz y un funcionamiento 6ptimo de la red.
Para ello aplicara los conceptos, competencias y habilidades obtenidas, en las
diferentes etapas del diplomado de profundizacién CCNA de la Universidad
Nacional Abierta y a Distancia.
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ABSTRACT

In the present work, two network topologies are proposed, which must be built
in the packet tracert tool, as well as making the corresponding configurations or
guidelines. The student, who in turn is the administrator of the network, must
analyze the needs they have and also ensure an effective solution and optimal
functioning of the network. For this, it will apply the concepts, competences and
skills obtained, in the different stages of the CCNA deepening diploma from the
National Open and Distance University.
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INTRODUCCION

En la actualidad la tecnologia avanza cada dia de una manera indetenible,
logrando asi integrar los sistemas de comunicacion a los sistemas de
computacion, lo que poco a poco ha logrado convertir a este factor, como un
recurso vital de nuestras vidas.

Dentro de este campo tan amplio es de vital importancia que el personal de TI,
encargado de administrar y controlar tanto la infraestructura como las
actividades que se ejecutan en la red. Desarrolle y adopte las destrezas
necesarias que garanticen y contribuyan a su funcionamiento 6ptimo.

Con el presente trabajo se pretende poner en practica los conocimientos
adquiridos e identificar el grado de desarrollo alcanzado, en las competencias y
habilidades, asociadas a la implementacién de una red, su direccionamiento ip,
configuraciones DHCP, RIPv2, y NAT.

12
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OBJETIVO GENERAL

Aplicar las habilidades adquiridas en el desarrollo de las diferentes tematicas,
gue componen el Diplomado de Profundizacion CCNA. Mediante la
herramienta packet tracer. Asi implementar y solucionar de manera correcta los
escenarios propuestos.

OBJETIVOS ESPECIFICOS

v' Aplicar la configuracion basica requerida en cada uno de los dispositivos
de red.

Configurar los protocolos de enrutamiento

v" Emplear las configuraciones requeridas sobre NAT, OSPF, DHCP,
RIPv2.

Disefiar las topologias de los casos de estudio.

AN

AN

Verificar la conectividad entre los dispositivos de cada una de las
topologias.

13
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DESCRIPCION DE ESCENARIOS PROPUESTOS PARA LA PRUEBA DE
HABILIDADES

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y
Medellin, en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

Topologia de red

FETPAT
MEDELLIN *»:gm'-*é’ '
17225683 WH200/D 2012204/

Figura 1. Topologia de red escenario 1

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo,
habilitar el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo
Como trabajo inicial se debe realizar lo siguiente:

e Realizar las rutinas de diagndstico y dejar los equipos listos para su

configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

14
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Configuracion del Router MEDELLIN1

Router(config)#hostname MEDELLIN1

MEDELLIN1(config)#no ip domain-lookup
MEDELLIN1(config)#enable secret class

MEDELLINZ1(config)#line console O
MEDELLINZ1(config-line)#password cisco
MEDELLIN1(config-line)#login

MEDELLINZ1(config-line)#line vty 0 4
MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login

MEDELLINZ1(config-line)#exit

MEDELLIN1(config)#service password-encryption
MEDELLIN1(config)#banner motd "Prohibido el acceso no
autorizado"

MEDELLIN1(config)#interface s0/0/0
MEDELLIN1(config-if)#description connection medellin-1_medellin-
2

MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)#clock rate 128000

MEDELLIN1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#interface s0/1/1
MEDELLIN1(config-if)#description connection medellin-1_medellin-
3

MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN1(config-if)#clock rate 128000

MEDELLIN1(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
MEDELLIN1(config-if)#exit

MEDELLIN1(config)# interface s0/0/1

MEDELLIN1(config-if)# description connection medellin-

1 _medellin-3

MEDELLIN1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN1(config-if)#clock rate 128000

MEDELLIN1(config-if)#no shutdown

MEDELLINZ1(config)#interface s0/1/0
MEDELLIN1(config-if)#description connection Medellin1_ISP
MEDELLIN1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN1(config-ify#no shutdown

Configuracion del Router MEDELLIN2

Router(config)#hostname MEDELLIN2
MEDELLIN2(config)#no ip domain-lookup
MEDELLIN2(config)#enable secret class
MEDELLIN2(config)#line console O

15
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MEDELLIN2(config-line)#password cisco
MEDELLIN2(config-line)#login

MEDELLINZ2(config-line)#line vty O 4
MEDELLIN2(config-line)#password cisco
MEDELLIN2(config-line)#login

MEDELLINZ2(config-line)#exit

MEDELLIN2(config)#service password-encryption
MEDELLIN2(config)#banner motd "Prohibido el acceso no
autorizado"

MEDELLINZ2(config)#interface s0/0/1
MEDELLINZ2(config-if)#description connection medellin-3
MEDELLINZ2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLIN2(config-if)#clock rate 128000
MEDELLIN2(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLINZ2(config)#interface g0/1
MEDELLIN2(config-if)#description connection medellin2_Pc-M
MEDELLIN2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLINZ2(config-if)#no shutdown

MEDELLIN2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernetO/1, changed state to
up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1, changed

state to up

MEDELLINZ2(config)#interface s0/0/0
MEDELLIN2(config-if)#description connection medellin-2_medellin-
1

MEDELLIN2(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLIN2(config-if)#no shutdown

MEDELLIN2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Configuracion del Router MEDELLIN3

Router(config)#hostname MEDELLIN3
MEDELLIN3(config)#no ip domain-lookup
MEDELLIN3(config)#enable secret class
MEDELLIN3(config)#line console 0
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#line vty 0 4
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#exit
MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#banner motd "Prohibido el acceso no
autorizado”

16
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MEDELLIN3(config)#interface s0/0/0
MEDELLIN3(config-if)#description connection medellin-2
MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-if)#no shutdown

MEDELLIN3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
MEDELLIN3(config)#interface g0/1
MEDELLIN3(config-if)#description connection medellin3_Pc-A
MEDELLIN3(config-if)#ip address 172.29.4.129 255.255.255.128
MEDELLIN3(config-if)#no shutdown

MEDELLIN3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernetO/1, changed state to
up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernetO/1, changed

state to up

MEDELLIN3(config-if)#exit

MEDELLIN3(config)#interface s0/0/1
MEDELLIN3(config-if)#description connection medellin-3_medellin-
1

MEDELLIN3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN3(config)#interface s0/1/0
MEDELLIN3(config-if)#description connection medellin-3_medellin-
1

MEDELLIN3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN3(config-if)#no shutdown

MEDELLIN3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

Configuracion del Router BOGOTA1

Router(config)#hostname BOGOTA1

BOGOTA1(config)#no ipdomain-lookup

BOGOTA1(config)#enable secret class

BOGOTA1(config)#line console O
BOGOTA1L(config-line)#password cisco
BOGOTA1(config-line)#login

BOGOTA1(config-line)#line vty 0 4
BOGOTA1(config-line)#password cisco
BOGOTA1(config-line)#login

BOGOTA1(config-line)#exit

BOGOTA1(config)#service password-encryption

BOGOTA1 (config)#banner motd "Prohibido el acceso no autorizado™
BOGOTA1(config)#interface s0/1/1
BOGOTA1(config-if)#description connection bogota-1_bogota-3
BOGOTA1(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTA1(config-if)#clock rate 128000

17



NI
CI1SCO. Cisco Networking Academy

BOGOTAL(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
BOGOTA1(config)#interface s0/1/0
BOGOTAL(config-if)#description connection bogota-1_bogota-3
BOGOTA1(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTA1(config-if)#clock rate 128000

BOGOTA1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTA1(config)#interface s0/0/1
BOGOTA1(config-if)#description connection bogota-1_bogota-2
BOGOTA1(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#clock rate 128000

BOGOTA1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA1(config)#interface s0/0/0
BOGOTA1(config-if)#description connection BOGOTAL1_ISP
BOGOTA1(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTA1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA1(config-if)#end

Configuracion del Router BOGOTA2

Router(config)#hostname BOGOTAZ2

BOGOTAZ2(config)#no ipdomain-lookup
BOGOTAZ2(config)#enable secret class

BOGOTAZ2(config)#line console O
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login

BOGOTAZ2(config-line)#line vty 0 4
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login

BOGOTAZ2(config-line)#exit

BOGOTAZ2(config)#service password-encryption
BOGOTAZ2(config)#banner motd "Prohibido el acceso no autorizado"
BOGOTAZ2(config)#interface s0/0/1
BOGOTA2(config-if)#description connection bogota-2_bogota-1
BOGOTA2(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTA2(config-if)#no shutdown

BOGOTA2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
BOGOTA3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO/0/1,
changed state to up

BOGOTA2(config-if)#

BOGOTAZ2(config)#interface s0/1/0
BOGOTAZ2(config-if)#description connection bogota-2_bogota-3
BOGOTA2(config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTAZ2(config-if)#clock rate 128000

18
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BOGOTA2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTA2(config-if)#

BOGOTAZ2(config)#interface g0/1

BOGOTAZ2(config-if)#description connection BOGOTA2 PC-C
BOGOTAZ2(config-if)#ip address 172.29.1.1 255.255.255.0

Configuracion del Router BOGOTAS3

Router(config)#hostname BOGOTA3

BOGOTA3(config)#no ipdomain-lookup
BOGOTA3(config)#enable secret class

BOGOTA3(config)#line console O
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login

BOGOTA3(config-line)#line vty 0 4
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login

BOGOTA3(config-line)#exit

BOGOTA3(config)#service password-encryption
BOGOTA3(config)#banner motd "Prohibido el acceso no autorizado"
BOGOTA3(config)#interface s0/0/1
BOGOTA3(config-if)#description connection bogota-3_bogota-2
BOGOTA3(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA3(config-ify#no shutdown

BOGOTA3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
BOGOTA3(config)#interface s0/0/0
BOGOTA3(config-if)#description connection bogota-3_bogota-
1 s0/1/0

BOGOTA3(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
BOGOTA3(config)#interface s0/1/0
BOGOTA3(config-if)#description connection bogota-3_bogota-
1 s0/1/1

BOGOTA3(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
BOGOTA3(config)#interface g0/1
BOGOTA3(config-if)#description connection BOGOTA3 Pc-B
BOGOTA3(config-if)#ip address 172.29.0.1 255.255.255.0
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Configuracion del Router ISP

ISP(config)#interface s0/0/0

ISP(config-if)#description connection ISP_Medellinl
ISP(config-if)#ip address 209.17.220.1 255.255.255.252
ISP(config-if)#clock rate 128000

ISP(config-if)#no shutdown

ISP(config)#interface s0/0/1

ISP(config-if)#description connection ISP_BOGOTAl
ISP(config-if)#ip address 209.17.220.5 255.255.255.252
ISP(config-if)#clock rate 128000

ISP(config-if)#no shutdown

Configuracion de los host de la red

=

Physical Desktop | Custom Interface

IP Configuration
IP Configuration

(®) DHCP () Static

IP Address 172.29.4.6

Subnet Mask 255.255.255.128

Default Gateway 172.20.4.1

DNS Server 8.8.8.8

IPv6 Configuration
() DHCP (O Auto Config @ Static

IPvH Address |f

Link Local Address FEB0::201:96FF:FEB2:DC27

IPvE Gateway

IPvE DNS Server

Figura 2 Host conectados al router medellin-2

Physical Desktop Custom Interface

IP Configuration
IP Configuration

(®) DHCP () Static

IP Address 172.29.4.134
Subnet Mask 255.255.255.128
Default Gateway 172.29.4.129
DNS Server 8.8.8.8

IPv6 Configuration
() DHCP () Auto Config @ Static

IPv6 Address

Link Local Address FE80::2E0:FOFF:FE00:716A

IPvE Gateway

IPvE DNS Server

Figura 3 Host conectados al router medellin-3

20



ol l Il I I T I
Ci1sco. Cisco Networking Academy” l ] AD

Physical Desktop | Custom Interface
IP Configuration
IF Configuration
(®) DHCP () Static
IP Address 172.29.0.6
Subnet Mask 255.255.255.0
Default Gateway 172.29.0.1
DNS Server 8.8.8.8

IPv6 Configuration
() DHCP (O Auto Config @ Static

IPvE Address ‘ |,"|

Link Local Address ‘FEBD::ZDU:Q?FF:FEIA:SQBU

IPvE Gateway ‘

IPv6 DNS Server ‘

Figura4Host conectados al router Bogota-2

Physical Desktop | Custom Interface

IP Configuration
IP Configuration

(® DHCP () static

IP Address 172.29.1.6
Subnet Mask 255.255.255.0
Default Gateway 172.29.1.1
DNS Server g8.8.8.8

IPv6E Configuration
() DHCP () Auto Config (® Static

IPvE Address | ‘;’|

Link Local Address |FEB{J::2DD:BAFF:FEIB:BCD?

IPvE Gateway |

IPv6 DNS Server |

Figura5Hostconectados al router Bogota-3
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e Realizar la conexion fisica de los equipos con base en la topologia dered

Q@ N -
% 19!41!"
M MEDEJLIN2

7
~— L

B r—p—

1941 W
1941 1941
EDELLIN1 ISP BocoTAL

Figura 6 Conexion fisica escenario 1

Configurar latopologia de red, de acuerdo con las siguientes
especificaciones.

Parte 1: Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacién automatica.

Configuracion de protocolo RIPv2 en MEDELLIN

MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLIN1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#passive-interface s0/1/0

MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLIN2(config-router)#no auto-summary
MEDELLIN2(config-router)#network 172.29.4.0
MEDELLIN2(config-router)#network 172.29.6.0
MEDELLINZ2(config-router)#network 172.29.6.4
MEDELLIN2(config-router)#passive-interface g0/1

MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#network 172.29.6.4
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MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12
MEDELLIN3(config-router)#passive-interface g0/1

Configuracion de protocolo RIPv2 en BOGOTA

BOGOTAL(config)#router rip
BOGOTAL(config-router)#version 2
BOGOTA1L(config-router)#no auto-summary
BOGOTA1(config-router)#network 172.29.3.0
BOGOTA1L(config-router)#network 172.29.3.4
BOGOTAI1(config-router)#network 172.29.3.8
BOGOTA1(config-router)#passive-interface s0/0/0

BOGOTAZ2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#no auto-summary
BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTAZ2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTAZ2(config-router)#passive-interface g0/1

BOGOTAZ3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTA3(config-router)#no auto-summary
BOGOTA3(config-router)#network 172.29.0.0
BOGOTA3(config-router)#network 172.29.3.0
BOGOTA3(config-router)#network 172.29.3.4
BOGOTA3(config-router)#network 172.29.3.12
BOGOTA3(config-router)#passive-interface g0/1

b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro
de las publicaciones de RIP.

Rut taticarouter MEDELLIN1 a ISP
MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1

MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#default-information originate

Ruta estatica router BOGOTA1 a ISP

BOGOTAIL(config)# ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTAILl(config)#router rip
BOGOTAIL(config)# default-information originate
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c. El router ISP deberd tener una ruta estética dirigida hacia cada red interna
de Bogota y Medellin para el caso se sumarizan las subredes de cada uno a
122.

Ruta estatica al router MEDELLIN1

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2

Ruta estatica al router BOGOTA1

ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacion, por tener dos enlaces de conexion hacia otro router y por la ruta por
defecto que manejan.

Para verficar los pasos anteriores ejecutamos el comando #show ip route en
cada router

& MEDELLIN1 = | ] e

| Physical | Config | CLI |

105 Command Line Interface

MEDELLINl#show ip route -
Codes: L - local, C - connected, 5 - static, R - RIP, M - mokile, B - BGP

D - EIGRF, EX - EIGRP extermal, 0 - O5PF, IA - OSPF inter zrea

N1l - QS5PF MS55R external type 1, NZ - OS5PF HS5R external type 2

El - Q5PF external type 1, EZ - O5FF external type 2, E - EEGP

i - I5-I5, 1.1 - IS-I5 lewvel-1l, LZ - I5-I5 lewvel-Z, ia - I5-I5 inter area

* — candidate default, U - per—user static route, o - CDR

P - periodic downloaded static route

Gateway of last resort is 20%.17.22Z0.1 to network 0.0.0.0

172 .

25_0.0/1¢ is wvariskly subnetted, % subnets, 3 masks
2 172.29.4.0/25 [120/1] wia 17Z.2%.6.2, 00:00:03, Serizl0/0/0
2 172.29.4_128/25 [120/1] wia 172.Z5%.&.14, 00:00:02, Serizl0/1/1
[120/1] wia 17Z.29.6.10, 00:00:0Z, Seri=l0/ 0/1

c 172.29.6.0/30 is directly connected, Serial0/s/0/0

L 172.259.€.1/32 i3 directly connected, Serial0/0/0

B 172.25.6.4/30 [120/1] wia 172.25%.%.2, 00:00:03, Seriald/0/0
[120/1] wie 172.29%.&.14, 00:00:02, Serial0/1/1
[120/1] wie 172.29.6.10, 00:00:02, Serial0/0/1

c 172_.29.€.8/30 is directly connected, Seriallys0/1

L 172.29.€.3/32 is directly connected, Serialldy 071

c 172.25%.€.12/30 is directly connected, Seriald/ 171

L 172.29.6€.13/32 is directly connected, Serizld 151

20%.17_.220.0/24 is warisbly subnetted, 3 subnets, Z masks =

c Z203.17.2Z0.0/30 is directly connected, Seriall0s/1/0

c Z03.17.22Z0.1/32 is directly connected, Seriall/1/0

L 20%8_.17.2Z0.2/3Z2 is directly connected, Seriall/1/0

g5+ 0.0.0.0/0 [1/01 wia Z209.17.220.1

Figura 7 Show ip route en MEDELLIN1
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& BOGOTAL = | B s
| Physical | Config | CLI |
10S Command Line Interface
TCECTEITSIIOE ID IOUTE
Codes: L - local, C - connected, 5 - static, R — RIP, M - mobile, B — BGP i
D - EIGRP, EX — EIGRP external, O - OSPF, IA - OS5PF inter area
N1 - OSPF WN55A external type 1, W2 - QOSPF WS55A externzl type 2
El - OS5PF external type 1, EZ - OQSPF externzl type 2, E - EGPF
i - Is-I5, L1 - I5-I5 lewel-1, LZ - IS5-I5 level-2, ia - I5S-IS5 inter area
* — candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
Fateway of last resort is 205.17.220.5 to network 0.0.0.0
172.25%.0.0/1¢ is wariably subnetted, % subnets, 3 masks
B 172.29.0.0/24 [120/1] wvia 172.29_.3.&, 00:00:0%, Seriald/s1/0
[120/1]1 wia 172.2%.3.2, 00:00:0%, Serialls1s1
=) 172.29%.1.0/24 [120/1] wie 172.25.3.10, 00:00:03, Serizl0s0/1
C 172.25%.3.0/30 is directly connected, Serizl0/ 171
L 172.25%.3.1/32 is directly connected, Serizl0/ 171
c 172.259.3.4/30 is directly connected, Serial0/170
L 172.29_.3.5/32 is directly connected, Serial0/150
c 172.29.3.8/30 is directly connected, Serizl0/0/1
L 172.29.3.5/32 is directly connected, Serizl0/0/1
=3 172.25%.3.12/30 [120/1] wia 172.25.3.10, 00:00:03, Seri=l0/0/1
[120/1] wia 172.29.3.¢6, 00:00:0%, Serial0/ /170 il
[120/1]1 wia 172.29.3.2, 00:00:0%, Serial0/1/71
20%.17.220.0/24 is warisbly subnetted, 3 subnets, 2 masks
c 205.17.220.4/30 is directly connected, Serizld/0/0 =
C 209.17.220.5/32 is directly connected, Serialds0/0
L 209.17.220.6/32 is directly connected, Serialds0/0
5% 0.0.0.0/0 [1/0] wia 205.17.220.5 —
BOCOTALE -

Figura 8 Show ip route en BOGOTA 1

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas

directamente y recibidas mediante RIP.

& MEDELLINZ = | E el
| Physical | Config | CLI |
10S Command Line Interface
MEDELLINZEshow ip route i
Codes: L - local, T - connected, 5 - 3tatic, B - RIP, M - mobkile, B - BEP
In - EIGRP, EX - EIGRE extermnzal, O - Q5PF, IR - OQS5EF inter area
N1l - CQS5PF M55Z extermnal type 1, W2 - OS5PF NS55R external type 2
E1l - OSPF externzal type 1, EZ - OS5PF externzl type 2, E — EEP
i - I5-I5, L1 - I5-IS lewel-1, LZ - I5-I5 lewel-Z, ia — IS5-IS inter area
* — pandidate default, U - per-user static route, o — ODR
P - peripdic downloaded static route
Gateway of last rescort is 172.2%.6.1 to network 0.0.0.0
172.25.0.0/1¢ is wariably subnetted, 5 subnets, 3 masks
c 172.25.4_.0/25 i3 directly connected, GigabitEthernetd/l
L 172.25.4.1/32Z is directly connected, GigabitEthernetd/l
=3 17Z.25.4.128/725 [120/1] wia 172.25%.&6.5, 00:00:1Z, Seri=l0s0/1
C 172.259.2.0/30 is directly connected, Serial0/0/0
L 172.29.2_2/3Z is directly connected, Serial0/0/0
c 172.25%.2.4/30 i3 directly connected, Seri=al0/ 0/1
L 172.253.8.5/32Z i3 directly connected, Seri=al0/ 0/1
=3 17Z.25%.e.8/30 [120/1] wia 172.2%_.8.1, 00:00:20, Seri=l0/ 0,70
[120/1] wvia 17Z.29.e.6, 00:00:1Z, Serialds0/1
=3 17Z_29_.&€_1Z/30 [120/1] wie 172_.2%9_€.1, 00:00:20, Seri=l0/0/0 b
[120/1] wia 172.25_&_.&, 00:00:12, Serizalds0/1
R* 0.0.0.0/0 [120/1]1 wia 172.2%.e.1, 00:00:20, Serial0/0/s0

Figura 9 Show ip route en MEDELLIN2
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& BOGOTA2

| Physical | Config | CLI |

I0S Command Line Interface

BOEOTAZ»enable
BOEOTAZEshow ip route

o — EIGRE, EX - EIGRP external, O - OS5PF, IZ - OS5PF inter area
N1 - OS5BF MSSE external type 1, N2 - OS5PF NS55R external type I
El1 - OS5PF external type 1, EZ - O5PF external type 2, E - EGF

* — pandidate default, U - per-user static route, o — CODR
P - periodic downloaded static route

GFateway of last resort is 172.2%.3.5% to network 0.0.0.0

172.29.0.0/1€ is warizskly subnetted, 5 subnets, 3 masks

=) 172.25.0.0/24 [120/1] wia 172.Z25%.3.14, 00:00:1Z, Seri=zl0/1/0

c 172.25.1.0/24 is directly connected, GigabitEthernetl/1

L 172.28.1.1/32 is directly connected, GigabitEthernetd/1l

R 172.25.3.0/30 [120/1] wia 172.2%.3.5, 00:00:2&6, Serial0s0rs1
[1Z20/1] wia 17Z.29.3.14, 00:00:12Z, Seri=l0s1/0

=) 172.25.3.4/30 [120/1] wia 172.2%.3.5, 00:00:2&, Serisl0s0/1
[120/1] wia 17Z2.259.3.14, 00:00:12, Serizld/sS1/0

c 172.25.3.8/30 is directly connected, Serisl(/ 0,1

L 172.25%.3.10/32 is directly connected, Seri=l0 071

c 172_.29_3_12/30 is directly connected, Serisl0/ 150

L 172.25.3.13/32 is directly connected, Serizl0/1/0

B* 0.0.0.0/0 [120/1] wia 172.25.3.5, 00:00:2&, Seri=l0 0/1

Figura 10 Show ip route BOGOTAZ2

e. Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

& MEDELLIN3 =

Codes: L - loczl, © - connected, 5 - static, B - RIE, M - mokile, B - BEP

i - I5-I5, L1 - I5-I5 lewvel-l, LZ - I5-I5 lewel-Z2, ia - I5-I5 inter area

| Physical | Config | CLI |

105 Command Line Interface

MEDELLINI»enable

MEDELLIMN3fshow ip route

Codes: L - local, C - connected, 5 - static, B - RIE, M - mokile, B - BEP
D - EIGRPF, EX - EIGEP externzsl, 0 - OSPF, IA - OSPF inter area
M1l - OS5PF NS55A externzl type 1, NZ - O5PF NS55A external type 2
El1 - O5PF externzal type 1, EZ - OS5PF externzal type Z, E - EEP

* — pcandidate defsult, U - per—user static route, o - CDR
P - periodic downloaded static route

Fateway of last resort is 172.23.6.13 to network 0.0.0.0

172.25%.0.0/1¢ is wariably subnetted, 10 subnets, 3 masks
= 172.29.4.0/25 [1Z0/1]1 wi=a 17Z.29.6.5, 00:00:25, Seri=zld/s0/0
c 172.29_4_128/25 is directly connected, GigabitEthernetl/1l
L 172.25%.4.129/32 is directly connected, GigabitEthernetl/1
B 172.29.6.0/30 [1Z20/1]1 wia 17Z2.29.6.13, 00:00:24, Serial0/s1/0
[120/1] wi=a 17Z.Z5.&.3, 00:00:24, Serial0,/0/1
[120/1] wia 172_25_&6.5, 00:00:25, Seriald/ 0,70
c 172.29.6.4/30 is directly comnected, Serial0s0/0
L 172.29.6.6/32 is directly connected, Seris=l0/0/0
C 172.29.6.8/30 is directly connected, Seris=ld/ 071
L 172.259.6.10/32 is directly connected, Serial0s0/1
C 172.29.6.12/30 is directly ccnnected, Serizll/s1/0
L 172.259.6.14/32 is directly connected, Serizl0s1/0
= 0.0.0.0/0 [120/1] wia 1T72_Z3_.6.13, 00:00:24, Serizld/ 170
[120/1] wi=a 17Z.Z5.&.%, 00:00:24, Serisl0 /0/1

Figura 11 Show ip route en MEDELLIN3
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& BOGOTA3

| Physical | Config | CLI |

105 Command Line Interface

DUeUlaslellalle
BOEOTR3$show ip route
Codes: L - local,

o - EIGRF,

c -

connected,

El1 - COS5PF external type 1,
i - I5-I5, L1 - I5-I5 lewel-1l,

* — candidate default,

5 - static,

EX - EIGRP externzsl, O - O5PF,
N1 - OSPF MNS55R external type 1,
EZ - O5PF external type £, E -
LZ - I5-I5 lewvel-Z,
U - per-user static route,

R - RIF, M - mokile,
IA — OS5SPF inter aresa
Nz - OSPF MNS55RZ externzal type 2

B - BGEE

EGE
ia - I5-I5 inter ares
o — CODR

P - periodic downloaded static route

Gateway of last resort is 172.25%.3.5 to nmetwork 0.0.0.0

17z
172
17z
172
17z

172.253.0.0/1¢e is
172.25.0.0/24

23.0.1732
29.1.0/24
23.3.0/30
29.3.2732
23.3.4/30

wariasbkly subnetted,

is directly
iz directly
[120/11 wvia
iz directly
directly
directly

is
i=

10 subnets, 2 masks
connected, GigabitEthernetls1
connected, GigabitEthernet0/1

172.25.3.13,

connected,
connected,
connected,

00:-00:17,
Seri=l0/1/70
Seri=lds1/s0
Seri=l0/0/0

Seri=lds0/1

172.23.3.6/32
17z2.23.3.8/30

Seri=l0/s0/50
00:-00:05,

is directly
[120/1] wia

connected,
172.25%.3.5,
[120/1] wia 172.25.3.1, 00:00:05,
[120/1]1 wia 172.25.3.13, 00:00:17,
is directly connected, Serizll/ 071

iz directly connected, Seri=l0/ 071
via 172.29.3.5, 00:00:05, Seri=zl0 /070
wvia 172.Z%.3.1, 00:00:05, Serisl0 1,0

Figura 12 Show ip route en BOGOTA3

WHOHOWDE N

Seri=ld/s0/0
Seri=llS1/0
Seri=l0/0/1
172.23.3.12/30
172.25.3.14/32
0.0.0.0/0 [120/11
[120/1]

[ ]

=L

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

& 15p

m

E s

| Physical | Config | CLI |

I0S Command Line Interface

]

ISE>enakle

ISPgshow ip route

Codes: L - local, € - connected, 5 - static,
D - EIZREF, EX - EIGRF externzl,
N1 - QS5PF MS552 external type 1,
E1l - O5PF externzal type 1, EZ - OS5PF externzl type 2, E - EEP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - IS5-I5 level-Z,
* — pandidate default, U - per—-user static route,
P - periocdic downloaded static route

R - RIF, ¥ - mobile, B - BEP
0 - Q5PF, IR - OS5PF inter area
MZ - OQ5PF MESA externzl type 2

ia -
o — ODR

Fateway of last resort is not set

172.25.0.0/22 is subnetted, 2

172.25.0.0/22 [1/0] 205,
[1/0] 205,
20917 _220_0/24 is wariably subnetted,
209_.17.220.0/30 is directly
208.17.220.1/32 directly
205.17.220.2/32 directly
Z05.17.220.4/730 directly
Z08.17.220.5/32 directly
205.17.220.6/32 directly

[i7]

wia

wia

& subknets, I masks
connected, Serizl0/0/0
connected, Serizl0/0/0
connected, Seriald/0/0
connected, Serizl0/0/1
connected, Seriald/0/1
connected, Serizl0/ /071

is
is
is
is
is

A0 n0nen

SDg
Figura 13 Show ip route en ISP
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Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se
indican las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0; SERIALO/1/1
Bogota2 SERIALO0/0/0; SERIALO/0/1

Bogota3 SERIALO0/0/0; SERIALO/0/1; SERIALO/1/0
Medellinl SERIALO/0/0; SERIALO/0/1; SERIALO/1/1
Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO0/0/0; SERIALO/0/1; SERIALO/1/0
ISP No lo requiere

Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de
RIP y las interfaces que participan de la publicacion entre otros datos.

Para esta verificacion ejecutamos el #show ip protocols en cada route de la
red.

&7 MEDELLIN1 o | E -t

| Physical I Config | CLI |

105 Command Line Interface

MLUCDLINTE

MEDELLINl1g§show ip protocols

Routing Protococl is "rip"™

Sending updates every 30 seconds, next due in B seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
RBedistributing: rip

Default wersion control: send wersion 2, receive 2

Interface Send Recv Triggered RIF Eey-chain
Serisl0s0/1 z z
Serisl0/0/0 z 3
Serisl0s1/1 z Z
Automatic netweork summarization is not in efifect

Maximum path: 4
Bouting for MNetworks:
172_.23.0.0
Pazsiwve Interfacei(s):
Seriald/s1/0
Routing Information Scurces:
Fateway Distance Last Update
172.2% . 8.2 120 00:-00:18
172.25%_8.14 120 00:00:13
172_2%_&_.10 120 00:-00:13
Distance: {(default is 1zZ0)

Figura 14 Show ip protocols en router MEDELLIN1
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&7 MEDELLINZ

| Physical | Config | CLI |

I0S Command Line Interface

MEDELLINRE ¥
MEDELLINZ$#show ip protocols
Bouting Protocol is “rip"

Invalid after 180 seconds, hold
Cutgoing update filter list for
Incoming update £ilter list for
Bedistributing: rip

Automatic network summarizaticn
Maximim path: 4
Bouting for Metworks:

172_.25_0.0
Paszsiwve Interface(s):
GigabitEthernetl/1
Bouting Information Sources:
Fateway Distance Lazst Update
17z2.2%9.&.1 1z0 00:-00:z03
17225 _&_¢& 120 00:-00:23
Distance: (defzult is 120)
MEDELLINZ £
Figura 15 Show ip protocols en router MEDELLIN2
&7 MEDELLIN3

Sending updates every 30 seconds, next due in 21 seconds

down 180, flushed after Z40
all interfaces is not set
21l interfaces is not set

Defzult wersion control: send wersion 2, receiwe 2

Interface Send Recwv Triggered RIF Eey-chain
Serizl0/ 071 Z z
Serizslos0/0 Z z

is not in effect

| Physical | Config | CLI |

105 Command Line Interface

| N - gy | wila L. d 0o, ST LS e SEL La U U 1L
HMEDELLIN:§
HMEDELLINZ§show ip protocols
Bouting Protocol is "rip"”
Sending updates ewvery 30 seconds, next due in 1& seconds
Inwvalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update filter list for all interfaces is not et
Incoming update f£ilter list for all interfaces is not set
Bedistributing: rip
Default version control: send wersion 2, receive 2

Interface Send ERecv Triggered RIF Eey-chain
Seriald/s1/0 Z 2
Serialds0rsl 2 2
Seriald/s0/s0 2 2

LZutomatic network summarizatiom is not in effect
Maximum path: £
Routing for Networks:
172.2%9.0.0
Passive Interface(s):
GFigaebitEthernetl/1
Bouting Information Sources:
Fateway Distance Last Update
172_23.6.13 120 00:-00:Z24
172.29.8.5 120 00:00:24
172.29%.8.5 120 00:00:Z¢
Distance: (default is 120)
MEDELLIN3§

Figura 16 Showip protocolsen router MEDELLIN3
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| Physical | Config | CLI |

I0S Command Line Interface

=] LS UL T g ) LL/7J)] viga £UJ_ L7 ccld.a

BOGOTRALE

BOEOTAlEshow ip protocols

Bouting Protocol is "rip"

Sending updates ewvery 30 seconds, next due in 27 seconds
Invalid after 180 secconds, hold down 180, flushed after 240
Cutgoing update filter list for 811 interfaces is not set
Incoming update filter list for 211 interfaces is not set
Bedistributing: rip

Defzult version control: send wersiom 2, receiwve 2

Interface Send PRecw Triggered RIP Eey-chain
Serial0s1/1 z z
Serial0s0s1 Z 2
Serial0s1/0 z 2

dutomatic network summarization is not in effect
Maximim path: 4
Routing for Hetworks:

172.25.0.0
Passive Interface(s):
Serizld/s0/0
Bouting Information Sources:
GFateway Distance Last Update
172.259.3.& 1z0 00:00:22
172 _.23_3_.2 120 00:-00:-22
172.25.3.10 1z0 00:00:14
Distance: (default is 120)
BOGOTRLE
Figura 17 Showipprotocolsenrouter BOGOTA1
& BOGOTA2

m

SN X

| Physical | Config ‘ CLI |

I0S Command Line Interface

P T o

BOEOTAZE§show ip protocols

Bouting Protocol is "rip"

Sending updates every 320 seconds, next due in 1 seconds
Inwalid after 180 seconds, hold down 180, £flushed after I40
Cutgoing update filter list for 11 interfaces is not set
Incoming update filter list for &l11 interfaces is not set
Bedistributing: rip

Default wersion control: send versiomn 2, receiwve 2

Interface Send PRecw Triggered RIP Eey-chain
Serialdys1s0 z z
Serial0so0s1 2 z

Zutomatic network summarization is not in effect
Maximim path: 4
Bouting for Metworks:
172.25.0.0
Passive Interface(s):
GigabitEthernetls1
Bouting Information Sources:
Cateway Distance Last Update
172.29.3.9 120 00:00:11
172.25.3.14 1z0 00:00:086
Distance: (default is 120]
BOGOTLZE

Figura 18 Showipprotocolsenrouter BOGOTA2
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& BOGOTA3 =NACN X

| Physical | Config | CLI |

I0S Command Line Interface

[l oS E

BOE0OTRIEshow ip protocols

Routing Protocol is "rip™

Sending updates ewvery 30 seconds, next due in 2& seconds
Invalid after 180 seconds, hold down 180, £flushed after 240
Outgoing update f£ilter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wversion 2, receive 2

Interface Send BRecv Triggered RIP Hey-chain
Seris=ld /070 z Z
Serislds1s0 Z 2
Seris=l0s0/1 Z 2
Automatic network summarization is not in effect

Maximim path: 4

Bouting for Metworks:
172.25.0.0

Passive Interface(s):

GigakitEthernetl/1
Bouting Information Sources:
Eateway Distance Last Update
172.25.3.5 1z0 00:00:08
172.25.3.1 1z0 00:-00:08
172 .%9.3.13 1z0 00:-00:Z23
Distance: (default is 120)

ROCOTRAIE

Figura 19 Show ip protocols en router BOGOTA3

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Para la verificacion solicitada ejecutamos #show ip rip database

& MEDELLINL SRR X

| Physical | Config | CLI |

I0S Command Line Interface

SISO LLLINL
MEDELLINl1fshow ip rip database it
0.0.0.0/70 SUto—SUmmary
0.0.0.0/0
[0]1 wiz 0.0.0.0, 00:19:48
172_.29.4_ 0725 auto—Summsry
172.25.4.0/28
[1] wia 172.25%.€.Z, 00:00:25, S5erizl0/s0/0
172 _23_.4_128/25 auto-summary
172.25.4.1Z28/25
[1] wia 17Z2.29.€.14, 00:00:07, Seriallds1/1 [1] wia 172_.2%_&.10, 00:00:07,
Seri=zl0/s0/1
172_23_.&.0730 auto-summary
172 _.25.8.0/30 directly connected, Serial0 /0,0
172_.23.€.4730 auto—Summsry
172.25.6.4/30
[1]1 wie 17Z2.259%.6.2, 00:00:25, Seris=l0/0/0 [1] wis 172.25.€.14, 00:00:07,
Seriald/s1ls1 [1] wia 172_.2%_&.10, 00:00:07, Serial0 0/1
172.25.8.8/30 EUuto—Summary
172 _ 29 _&.8/730 directly connected, Seri=l0/0/1
172.23.8.12/730 auto-SUNmary
172_23_8.12/730 directly connected, Seriall/1/1
MEDELLIN1$
WETETTT TR &

Figura 20 Show ip rip database en router MEDELLIN1
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& MEDELLIN2 =NACIN X
| Physical | Config ‘ CLI |
10S Command Line Interface
TLUDDLINS #
MEDELLINZE i
MEDELLINZ§
MEDELLINZ§S5how ip rip database
a.0.0.0/s0 auto—summary
0.0.0.0/0
[1] wia 172.Z9%.&.1, 00:00:26, S5eri=ldys0/0
172 _259_.4_0/Z5 auto—summary
172.25.4_.0/25 directly connected, GigabitEthernetl/1
172.25.4.128/25 auto-surmary
172.29.4_ 128725
[1] wia 172.Z9%.&.6, 00:00:10, Seri=ldys0/1
172.253.6.0/30 auto—sSummary
172.25%.6.0/30 directly connected, Serizld/0/0
172.25.8.4,/30 auto—sSummary
172.25.6.4/30 directly connected, Serizld/0/1
172 _.25.8.8/30 auto—Summary
172.29.6.8/30
[1] wia 172_.29.6.1, 00:00:26, Seri=ldy 070 [1] wia 172_Z9_&_.6, 00:00:10,
Seri=ld/0/1
172.253.6.12/30 Sauto—Summary
172.259.6.12/30
[1]1 wia 172.Z9%.&.1, 00:00:26, S5eri=lds0s0 [11 wia 172_Z9%.&.6, 00:00:10,
Seri=ld/0/1
METET.T.THT # =
Figura21Show ip rip database en router MEDELLIN2
& MEDELLIN3 - o [ B |3
‘ Physical | Config | CLI ‘
I0S Command Line Interface
% Invalid input detected a2t "' marker. 0
MEDELLIN3§show ip rip database
a.0.0.0/0 EULO—SUNmary
a_.0.0.0s0
[1] wia 172_.Z9.&.13, 00:00:1&, Seriald/ 170 [1] wia 172_.2Z5_.&.%, 00:00:1%,
Seriald/s0/1
172.25.4_.0/25 auto—Summary
172.25.4.0/25
[1] +wia 172_.29.&.5, 00:00:1%, Serial0s0s0
172.25.4.128/25 auto—summary
172.25.4.128/25 directly connected, GigabkitEthernet(/1
172.25.6.0/30 auto—Summary
172.25%.6.0/30
[11 wia 172_.Z9.6.13, 00:00:16, Seriald/s1/0 [1]1 wia 172.Z5%_&.%, 00:00:16,
Seriald/s0 1 [1] wia 172_.25_&.5, 00:00:13, Serial0s0/0
172.25.8.4/30 auto—Summary
I 172.25.6.4/30 directly connected, Seriald/0/0
172.25_8.8/30 EUutOo—-SUNmary
172.23.6.8/30 directly connected, Serialls/0/1
172.253_€.12/30 auto—summary
172.25.6.12/30 directly connected, Serizll/ 1/0

Figura 22 Show ip rip database en router MEDELLIN3
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& BOGOTAL =NACN X

| Physical | Config | CLI ‘
10S Command Line Interface
[Pl oL T
BOGOTAl#Show ip rip datzbase i
o.0_0_ays0 auto—sSurmary
0.0.0.0/0
[0] wia 0.0.0.0, 00:Z22:Z4
172.25.0.0/24 auto—Summary
172.25.0.0/24
[11 wia 172_.29.3_.6, 00:00:17, Serial0ys1s0 [11 wia 17Z_.25_.3_2, 00:00:17,
Seri=ld/S171
172.25.1.0/24 auto—Summary
172.259.1.0/24
[1] wia 172_.25.3.10, 00:00:18, Seriald/0/1
172.253.3.0,/30 AUuto—SUmmary
172.25.3.0,30 directly connected, Seriall/ 1/1
172.25.3.4/30 auto—summary
172.25.3.4/30 directly connected, Serialld/1/0
172.253.3.8/530 auto—Summary
172.23.3.8/30 directly connected, Serialls0/1
172 _29_3_12/30 auto—Surmmary
172.25.3.12/30
[1] wia 172_.29.2.10, 00:00:18, Seriald/ 071 [1] wia 172_.29_.3_.&, 00:00:17,
Seri=ld/1/70 [1] wia 172.29.3_.2, 00:00:17, Seriallsf1/1
BOGOTL1#
Figura23 Showiprip database enrouter BOGOTA1
& BOGOTA2 o | E s
| Physical | Config | CLI ‘
10S Command Line Interface
e o
BOCOTAZ#show ip rip database i
0.0.0_.0s0 EUutOo-SUNMmary
0.0.0.0/0
[1] wia 1T7Z2.23.32.3, 00:00:04, Seriazld/ /0,71
172.25.0.0724 auto-Summary
172.29.0.0/24
[1] wia 1T72_.2%_3_.14, 00:00:Z&, Serizl0/ 150
172.253.1.0/24 auto-Summsary
172.258.1.0/24 directly connected, GigabitEthernet(/1
172_.25.3_0/30 auto-SUNmaYy
172.25.3.0/30
[1] wia 172_.25.2_.9, 00:00:04, Serial0/0/1 [1] wia 17Z_.29.3.14, 00:00:Z2&,
Serialds1/0
172.25.3.4/730 Suto-sSummary
172.25.3.4/320
[1] wia 17Z2_.25.3.9, 00:00:04, Serial0s0/1 [1]1 wia 17Z_.25.3.14, 00:00:2&,
Seriald/S1/0
172_.Z5_.3_8/30 auto-SUNmaYy
172 .25.3_.8/30 directly connected, Serisal0/0/1
172.258.3.12/30 auto-—Summary
172.258.3.12/30 directly connected, Serizl0s1s0
BOGOTRZ §

Figura24Showiprip database enrouter BOGOTA2
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& BOGOTA3
‘ Physical | Config | CLI |
105 Command Line Interface

= LW T e Y
BOGEOTA3Eshow ip rip database
a.0.0.0/0 auto—summary
0.0.0.0/0

[11 wia 172_.29.3.5, 00:00:16, Serial0s0s0 [1]1 wia 172.29.3.1,
Seri=ld/s1/0
172.25.0.0/24 auto—sSummary
172.25.0.0/24 directly connected, GigabkitEthernet0/1
172.25.1.0/24 Euto-Summsary
172.25.1.0/24

[1] wia 172_29.3_.13, 00:00:10, Seriald/0/1
172.25.3.0/30 auto—sSummary
172.25.3.0/30 directly connected, Seriald/sS1/0
172.25_.3.4/30 Euto-Summsary
172.25.3.4/30 directly connected, S5erial0ds0/0
172_.25_.3.8/30 auto—sSummary
172.25.2.8/30

[1] wia 172_.259.3.5, 00:00:16, Serial0s0/0 [1] wia 172.25.3.1,
Seri=ld/s1/0 [1] wia 172.25.3.13, 00:00:10, Seriald/ 071
172.25_3.12/730 EUtO—SUNmary
172_.25_3_12/30 directly connected, Serial0s0/1
BOGOTR3§

Figura 25 Show ip rip database en router BOGOTA3

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea

configurado con autenticacion PAT.

MEDELLIN1#config t

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN1(config)#username ISP password cisco
MEDELLIN1(config)#interface s0/1/0
MEDELLIN1(config-if)#encapsulation ppp
MEDELLIN1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO/1/0,

changed state to down
MEDELLIN1(config-if)#ppp authentication pap

MEDELLINZ1(config-if)#ppp pap sent-username MEDELLIN1 password

cisco
MEDELLIN1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO/1/0,

changed state to up
MEDELLINZ1(config-if)#end

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.

ISP(config)#username MEDELLIN1 password cisco
ISP(config)#interface s0/0/0
ISP(config-if)#encapsulation ppp
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ISP(config-if)#ppp authentication pap

ISP(config-if)#ppp pap sent-username ISP password cisco
ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO/0/0,
changed state to up

& MEDELLINI E=ARel >

[ Physical | Config | CLI ]

I0S Command Line Interface

interface Serial0/1/0
description connection Medellinl ISP
ip address 209.17.220.2 255.255.255.252
encapsulation ppp
ppp authentication pap
PpPp pap sent-username MEDELLIN1 password 0 cisco
clock rate 2000000

Figura 26 Validacién de configuracion de PAP en router MEDELLIN1

Physical Config | CLI

I0S Command Line Interface

interface Seriald/0/0
description connection ISP Medellinl
ip address 205.17.220.1 Z55.Z55.2Z55.252
encapsulation ppp
ppp authentication pap
ppp pap Sent-username ISP password 0 cisco

clock rate 128000

Figura 27 Validacion de configuracion de PAP en router ISP
b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

BOGOTA1#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#username ISP password class
BOGOTA1(config)#interface s0/0/0
BOGOTA1(config-if)y#encapsulation ppp

BOGOTA1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO/0/0,
changed state to down

BOGOTA1L(config-if)#ppp authentication chap
BOGOTA1(config-if)#

BOGOTA1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,

changed state to up
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ISP#config t
Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username BOGOTAL password class
ISP(config)#interface s0/0/1
ISP(config-if)#encapsulation ppp
ISP (config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO/0/1,
changed state to up
ISP (config-if)#ppp authenticationchap
ISP(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO/0/1,
changed state to down

Physical Conﬁg| CLI

I0S5 Command Line Interface

interface Seriald/0/1
descripticon connection ISP _BOGOTAL
ip address 209.17.220.5 255.255.255_252
encapsulation ppp
ppp authentication chap

clock rate 128000

Figura 28 Validacion de configuracion de CHAP en router ISP

Physical | Config | CLI

105 Command Line Interface

interface Serizl0/s0/0

description connection BOEOTRL_ISE

ip address Z03.17.22Z0.& Z55.Z55.Z55.Z52
encapsulation ppp

ppp authentication chap

ip nat outside

clock rate 2000000

Figura 29 Validacién de configuracién de CHAP en router BOGOTA1

Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, sélo existirh comunicacion hasta los routers
Bogotal, ISP y Medellinl.
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b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellinl. Compruebe que la traduccion de direcciones
indique las interfaces de entrada y de salida. Al realizar una prueba de ping, la
direccion debe ser traducida automaticamente a la direccion de la interfaz serial
0/1/0 del router Medellin1, como diferente puerto.

MEDELLIN1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN1(config)#ip nat inside source list 1 interface s0/1/0
overload

MEDELLIN1(config)#interface s0/0/0
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface s0O/1/1
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface s0/0/1
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface s0/1/0
MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#exit

Para validar la configuracion anterior primero ejecutamos ping desde PC-M
direccion del ISP 209.17.220.1

®rcm eSSl

Physical | Config | Desktop | Custom Interface

Command Prompt

BCyping 205.17_220.1

Beply from Z0%

Ping statistics for 2
Packets: Sent ce 4, Lost = 0 (0% loss),

m

Figura 30 Validacién Ping desde PC-M al ISP

Ejecutamos el comando #show ip nat statistics para ver la informacién
de la cantidad y el tipo de traducciones activas.

37



1IN
CIsCO. Cisco Networking Academy l II ] --

& MEDELLIN-1 o0 P

| Physical | Config | CLI |

105 Command Line Interface

CINEERwT T OEDONN . LIIE DLOCORDL Ol IIICELLERE SBLIslur ur v, RlI=Iged Sr=re oo uE

3LINEPROTO-5-UPDCWN: Line protocol on Interface Serizl0d/ 170, changed state to up

3LINEPROTO-5-UPDCOWN: Line protocol on Interface Serizl0d 071, changed state to up
Prohibido el accesc no sutcrizado

User Rcocess Verificeticon

Password:

MEDELLINl»enable

MEDELLINl#show ip nat statistics
otal translations: 4 (0 static,
Cutside Interfaces: Serialls 170
Inside Interfaces: Seriald/0/0 ,

4 dynamic, 4 extended)

Seriald/0/1 , Seriald/1l/1

0

Figura 31 Ejecuciéon comando show ip nat statistics en router MEDELLIN1

Ejecutamos el comando #show ip nat translations con el fin de mostrar
las traducciones.

& MEDELLIN1 EENEERTC

| Physical | Config | CLI |

105 Command Line Interface

[ chl D NP S -
MEDELLINl1§show ip nat translations i
Pro Inside global Inside local Cutside local Cutside glokal

217 172.25 4. 8:17 20%.17_220.1:17 20%.17_220_.1:17

5]

icmp 209_17._Z220.

romp 209.17.220.2:18 172.29.4.&8:18 208.17.220.1:18 208.17.220.1:18
icmp 20%.17_220.2:18 172.25 4. 8:1%9 20%.17_.220.1:15 20%.17_220.1:1%3
icmp 209.17.220.2:20 172.29.4.8:20 208.17.220.1:20 205.17.220.1:20

MEDELLINI1§
MEDELLIN1E
MEDELLINI1§

Figura 32 Ejecucion del comando show ip nat translations en MEDELLIN1

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccién de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccién debe ser traducida automaticamente a

la direccion de la interfaz serial 0/1/0 del router Bogotal, como diferente puerto.
Nota: Para este la caso la interfaz s0/0/0 es nuestra outside en el router bogotal, por lo cual la
traduccién automatica se realizara sobre esta interfaz

BOGOTA1#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAI1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA1(config)#ip nat inside source list 1 interface s0/0/0
overload

BOGOTA1(config)#interface s0/0/1
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BOGOTAIL(config-if)#ip nat inside
BOGOTA1(config-if)#interface s0/1/1
BOGOTAIL(config-if)#ip nat inside
BOGOTA1(config-if)#interface s0/1/0
BOGOTAIL(config-if)#ip nat inside
BOGOTA1(config-if)#interface s0/0/0
BOGOTAIL(config-if)#ip nat outside
BOGOTAL(config-if)#
BOGOTAL(config-if)#end

BOGOTAL#

Para validar la configuracion anterior primero ejecutamos ping desde PC-B a la

direccion del ISP 209.17.220.5
@F’C-B T . [D}@l%l‘

!Lhysical 7]: anf:g; Desktop ;‘Custbm Interface

>

Command Prompt
P1ng <U5.L17. -
Pinging 209.17.
y from 209.17. time=2ms TTL=253
from 209.

m 2098.17.22
7.220.5:

time=2ms TTL=253
time=2ms TTL=253
time=3ms TTL=253

5
S
5-
S

Ping statistics for 2085.17.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

m

Minimum = 2Zms, Maximum = 3ms, Average = 2Zms

Figura 33 Validacion Ping desde PC-B al ISP

& BOGOTAL B

’ Physical | Conﬁgﬂj CLI !;

I0S Command Line Interface

BOGOTAl$show ip nat statistics
Total translations: 4 (0 static, 4
Oucside Interfaces: Serial0/0/0
Inside Interfaces: Serial/0/1 ,
Hits: 4 Misges: 4
Expired translations:

Figura 34 Ejecucion del comando show ip nat statistics en BOGOTA1

Ejecutamos el comando #show ip nat translations con el fin de mostrar
las traducciones.
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& BOGOTAL = | B j-id

| Physical | Config | CLI |

I0S Command Line Interface

BOEOTRlEshow ip mat statistics

Total translatiocmns: 4 (0 statiec, 4 dynamic, 4 extended)
Outside Interfaces: Serizld/ 070

Inside Interfaces: Seri=zlldys0/1 , Seriszl0s/1/0 , Serizld/ 171
Hits: 4 Misses: 4

Expired translations: 0

Dynamic mappings:

BOGOTRI1E

BOEOTAlEshow ip nmat translations

Pro Inside global Inside local Cutside loca Cutside globkal
icmp 209.17.220_6:-Z21 172_.25_.0.6:-Z21 205.17_.220.5:-Z21 Z209.17_.220.5:-Z21
icmp 209.17.220.6:Z22 172.25.0.8:22 20%.17.220.5:22 20%.17.220.5:22
icmp 20%9.17.220.6:Z23 172.253.0.6:23 20%.17.220.5:23 Z20%3.17.220.5:Z23
icmp 20%.17.220.6:Z24 172.25.0.6:24 Z0%.17.220.5:Z24 Z03.17.220.5:24

Figura 35 Ejecucion del comando show ip nat translations en BOGOTA1

Parte 7: Configuracion del servicio DHCP.
a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

MEDELLIN2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.129
172.29.4.133

MEDELLINZ2(config)#ip dhcp pool R-MEDELLIN2
MEDELLIN2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLIN2(dhcp-config)#default-router 172.29.4.1
MEDELLIN2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit

MEDELLIN2(config)#

MEDELLIN2(config)#ip dhcp pool R-MEDELLIN3
MEDELLIN2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.129
MEDELLIN2(dhcp-config)#dns-server 8.8.8.8
MEDELLIN2(dhcp-config)#exit

MEDELLIN2(config)#

MEDELLIN3#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#interface gO0/1

MEDELLIN3(config-if)#ip helper-address 172.29.6.5
MEDELLIN3(config-if)#

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia
la IP del router Medellin2.
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c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

BOGOTAZ2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTA2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
BOGOTAZ2(config)#ip dhcp pool R-BOGOTA2
BOGOTAZ2(dhcp-config)#network 172.29.1.0 255.255.255.0
BBOGOTA2(dhcp-config)#default-router 172.29.1.1
BOGOTAZ2(dhcp-config)#dns-server 8.8.8.8
BOGOTA2(dhcp-config)#exit

BOGOTA2(config)#ip dhcp pool R-BOGOTA3
BOGOTAZ2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.0.1
BOGOTA2(dhcp-config)#dns-server 8.8.8.8
BOGOTAZ2(dhcp-config)#exit

BOGOTA2(config)#

BOGOTA3(config)#interface g0/1

BOGOTA3(config-if)#ip helper-address 172.29.3.13
BOGOTA3(config-if)#exit

d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router Bogota2.

Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en
las ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Figura 36 Topologia de Red escenario 2
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1. Configurar el direccionamiento IP acorde con latopologia de red para

cada uno de los dispositivos que forman parte del escenario.

A continuacion, se evidencia la configuracion de cada uno de los dispositivos que
componen la red.

Physical

IP Configuration
IP Configuration

@ DHCP ©) Static DHCP request successful.

IP Address 192.168.30.31
Subnet Mask 255.255,255.0
Default Gateway 192.168.30.1
DNS Server 10.10.10.11
IPv6 Configuration
) DHCP () Auto Config @ Static
IPv6 Address
Link Local Address FEB0::260:3EFF:FEBD:8730
IPvE Gateway
IPvE DNS Server

Figura 37 Configuracion PC-A

G -

Physical | Config | Desktop | Custom Interface

IP Configuration
IP Configuration

@ DHCP ) Static DHCP request successful.

IP Address 192.168.40.31
Subnet Mask 255.256.255.0
Default Gateway 192.168.40.1

DMNS Server 10.10.10.11

IPv6 Configuration
() DHCP () Auto Config @ Static

IPvG Address

Link Local Address FEB0::201:43FF:FE24:E023
IPvE Gateway

IPvG DNS Server

Figura 38 Configuracion de PC-C
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Physical Services

N y—1"
IP Configuration

Interface | FastEthernetd

IP Configuration
() DHCP (® Static

IP Address 10.10.10.10

Subnet Mask 255.255.255.0

Default Gateway 10.10.10.1

DMNS Server

IPvE Configuration
() DHCP () Auto Config (@ Static

IPve Address

Link Local Address FEB0::201:64FF:FEEQ:CC10

IPvE Gateway

IPvG DNS Server

Figura 39 Configuracion de Webserver

Physical Desktop | Custom Interface

IP Configuration
IP Configuration

() DHCP (@) Static

IP Address |209.165.200.230

Subnet Mask |255.255.255.248

Default Gateway 209.165.200.225

DMNS Server

IPv6 Configuration
() DHCP () Auto Config (® Static

IPv6 Address |

Link Local Address |FEBD::20A:F3FF:FE?9:8DAC

IPvE Gateway |

IPve DNS Server |

Figura 40 Configuracion de Internet PC
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Topologia de la red

[=
INTER%T-PC
—
B21X Server-PT
R2 WebServer
-
¥ ==
2641 XM ‘
2621XM
R3S
I S ——
29608 24TT 2960p24TT

L

n
0
>3

&=
&

'ﬁ}’)

C-PT
C-C

'IJ
1
o e

Figura 41 Topologia escenario 2 encendida

CONFIGURACION DEL ROUTER R1

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#no ip domain-lookup

R1(config)#enable secret class

R1(config)#line console O

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#line vty O 4

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption

R1(config)#banner motd "Prohibido el acceso no autorizado”
R1(config)#interface s0/0

R1(config-if)#ip address 172.31.21.1 255.255.255.252
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R1(config-if)#clock rate 128000

R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0, changed state to down
R1(config-if)#

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0

CONFIGURACION DEL ROUTER R2

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#no ip domain-lookup

R2(config)#enable secret class

R2(config)#line console O

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#line vty 0 4

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption

R2(config)#banner motd "Prohibido el acceso no autorizado™
R2(config)#interface s0/0

R2(config-if)#description connection R3

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0, changed state to down
R2(config-if)#exit

R2(config)#interface s0/1

R2(config-if)#description connection R1

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface SerialO/1, changed state to up
R2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO/1,
changed state to up

CONFIGURACION DEL ROUTER R2 INTERFACE F0/0 - FO/1

R2(config-if)#

R2(config-if)#exit

R2(config)#interface fO/0

R2(config-if)#description connection R2_INTERNET
R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#
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%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0,
changed state to up

R2(config-if)#

R2(config-if)#ext

N

% Invalid input detected at ' marker.

R2(config-if)#exit

R2(config)#

R2(config)#interface f0/1

R2(config-if)#description connection R2 WEBSERVER
R2(config-if)#ip address 10.10.10.10 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1,
changed state to up

R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 fO/0

CONFIGURACION DEL ROUTER R3

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#no ip domain-lookup

R3(config)#enable secret class

R3(config)#line console O

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#line vty 0 4

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption

R3(config)#banner motd "Prohibido el acceso no autorizado™
R3(config)#interface s0/1

R3(config-if)#description connection R2

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#

%LINK-5-CHANGED: Interface SerialO/1, changed state to up
R3(config-if)#

R3(config-if)#exit

R3(config)#interface lo4

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Loopback4, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4,
changed state to up

R3(config-if)#exit

R3(config)#interface lo5

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5,
changed state to up

R3(config-if)#exit

R3(config)#interface o6

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6,
changed state to up

R3(config-if)#exit

R3(config)#ip route 0.0.0.0 0.0.0.0 sO/1

R3(config)#

CONFIGURACION DEL ROUTER S1

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#no ip domain-lookup

S1(config)#enable secret class

S1(config)#line console O

S1(config-line)#password cisco

S1(config-line)#login S1(config-

line)#line vty 0 4 S1(config-

line)#password cisco

S1(config-line)#login S1(config-

line)#exit

S1(config)#service password-encryption

S1(config)#banner motd "Prohibido el acceso no autorizado™
S1(config)#

CONFIGURACION DEL ROUTER S3

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#enable secret class

S3(config)#line console O
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S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#line vty O 4

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption

S3(config)#banner motd "Prohibido el acceso no autorizado™
S3(config)#

S3(config)#

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0O

Configuration Item or Task Specification

Router ID R1 1111
Router ID R2

5.5.5.5
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Configuracién Router ID R1

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#network 192.168.30.0 0.0.0.255 area O
R1(config-router)#network 192.168.40.0 0.0.0.255 area O
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#passive-interface F0/0.30
R1(config-router)#passive-interface F0/0.40
R1(config-router)#passive-interface F0/0.200
R1(config-router)#passive-interface FastEthernet0/0.99
R1(config-router)#exit

R1(config)#interface s0/0

R1(config-if)y#bandwidth 256

R1(config-if)#ip ospf cost 9500

R1(config-if)#exit

R1(config)#
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Configuracién Router ID R2

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 172.31.21.0 0.0.0.3 area O
R2(config-router)#

00:25:50: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on SerialO/1
from LOADING to FULL, Loading Done
R2(config-router)#network 172.31.23.0 0.0.0.3 area O
R2(config-router)#network 10.10.10.0 0.0.0.255 area O
R2(config-router)#passive-interface fO/1
R2(config-router)#exit

R2(config)#interface s0/1

R2(config-if)y#bandwidth 256

R2(config-if)#interface s0/0

R2(config-ify#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#exit

R2(config)#

Configuracién Router ID R3

R3>enable

Password:

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area O
R3(config-router)#

00:06:03: %0OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1
from LOADING to FULL, Loading Done

R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface 105
R3(config-router)#passive-interface 106
R3(config-router)#interface s0/1

R3(config-if)#bandwidth 256

R3(config-if)#ip ospf cost 9500

R3(config-if)#exit

R3(config)#exit
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Verificar informacion de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Para este paso empleamos el comando #show ip ospf neighbor

®u | i3

| Physical | Config | CLI |

I0S Command Line Interface

Press RETUEN to get started.

Prohibide el accesc no sutorizado
User Access Verification

Pagsword:

Rlrenzble
Password:
Rl§show ip ospf neighbor

m

Interface
Seriall/0

Dead Time Rddress
172.31.21.2

State
FULL/ — 00-00:-37

Pri
0

Meighkbor ID

P

Figura42Ejecucion del comandoshow ip ospf neighbor en R1

#Fr2 - el

Physical | Config |_CL[ |

I0S Command Line Interface

= 8 R L 80 = 3 g 3.4 0= P M e Mg e w e e w . = ==

BZ (config-router) §
00:25:50: %0SPF-5-ADJCHGE: Process 1, Wbr 1.1.1.1 on Seriszl0/1 from LOADING to

FULL, Loading Done

RZ (config-router) fnetwork 172_.31_.23.0 0.0.0.3 area 0
RZ {config-router) fnetwork 10.10.10.0 0.0.0_255 area 0
RZ {config-router) §passive-interface £0/1

RZ (config-router) §exit

RZ (config) #interface s30/1

RZ (config-if) fbandwidth 2Z5¢&

RZ (config-if) #interface 30/0

RZ (config-if) fbandwidth 2Z5¢&

RZ (config-if)#ip ospf cost 5500

BZ (config-if) fexit

BZ (config)§

00:28:38: %0SPF-5-ADJCHG: Process 1, Wbr 8.8.8.8 on Serizl0/0 from LOADING to
FULL, Loading Done

BZ (config) fexit
RZ§
%5Y5-5-CONFIG I: Configured from conscle by conscle

BEZgshow ip oapf neighbor

m

Jjeighbor ID Pri State Address Interface
-8.8 [} FUOLLS - a0:a0:-32 Seriald/o
1.1 [i] FULL/ = Seriall/1

4

Figura43Ejecucion del comando show ip ospf neighbor en R2
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| Physical | Config |_ CLI |

I0S Command Line Interface

TS TE
Password:

R3fconfig t

Enter configuration commands, one per line. End with CHTL/Z.

B3 (config) #router ospf 1

B3 (config-router) §router-id 8_8_8_8

B3 (config-router) fnetwork 17Z.31.23.0 0.0.0.3 srea 0

B3 (config-router) §

00:28:38: %05PF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Seriald/s/1 from LOADING to
FUOLL, Loading Done

B3 (config-router) #network 132 _168_4_.0 0.0.3_255 area 0
B3 {config-router) fpassive-interface lo4

B3 (config-router) fpassive—-interface lob

B3 (config-router) §passive-interface loé

B3 (config-router) fexit

B3 (config) interface =071

B3 (config-if) #bandwidth Z5&

B2 {config-ifi#ip ospfi cost 3500

R3 (config-if) fexit

B3 (config) gexit

R3¢

%5Y5-5-CONFIG I: Configured from conscle by conscle

B3fshow ip oapf neighbor

Interface
Seriall/1l

State Dead Time Address
FULLS — 00:-:00:33 172.31.2

Meighbor ID

Pri

4] 3.1

m

Figura 44 Ejecucion del comando show ip ospf neighbor en R3

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el

costo de cada interface

Para este paso empleamos el comando #show ip ospf interface

#r ESNEEE X

| Physical | Config | CLI |

105 Command Line Interface

Prohibkido el acceso no sutocrizado
User Access Verification
Password:

Blzenakle

Password:
Rlishow ip ospf neighbor

Neighkor ID Eri State Dead Time Address Interface
5.5.5.5 0 FULLS - 00:00:37 172.31.21.2 Serisld/s0
Rlishow ip ospf interface

Seriald/0 is up, line protocol is up
Internet address is 172.31_.21.1/30, Area 0
Process ID 1, Bouter ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: 5500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priocrity O
Mo designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:00
Index 1/1, flcoocd gueue length O
Wext 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximim is 0 maec
Neighbor Count is 1 , Rdjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 neighboris)
R1g

n

Figura 45 Ejecucién del comando show ip ospf interface en R1
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I Physical I Config | cu !
10S Command Line Interface

RZ%
R2¢show ip ospf interface

FastEthernet0/1 is up, line protocel is up
Internet address is 10.10.10.10/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type BROADCAST, Cost: 1
Tzansmit Delay is 1 sec, State DR, Priorisy 1
Deaignated Router (ID) 5.5.5.5, Interface address 10.10.10.10
No backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retranasmit 5

No Helles (Passive interface)

Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last £lcod scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)

Seriald/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 5.5.5.5, Netwezk Type POINT-TC-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Prioricy O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Waic 40, Retransmit 5

Hello due in 00:00:04

Index 2/2. flecod queue lenath 0

Figura46 Ejecuciéndelcomandoshow ip ospfinterface enR2

#rs e B oo S

— - -

| Physical | config | cu
105 Command Line Interface

INCEILaSCE

Serialdsl

P L= p50.2n 0 o o TrI TTICE TEIX IO TOOLES T

5.5.5.5 00:00:33 172.31.23.1
show ip ospf interface

up, line proto
egs ig 17

9500

, Cost:

Dead 40, Wait 40, tranamit 5

gth is 1, maximam is 1
n time is
or Count is 1

Suppress hello fo
Loopback4 is up, line proto
Internet addreas is 13

3 ID 1,

up, line proto
addre

--More--

Figura47 Ejecuciondel comandoshow ip ospf interface enR3
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e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

Para este paso empleamos el comando #show ip protocol

| Physical | Conﬁg | cu

10S Command Line Interface

R1>
Rl>enable
Rlgshow ip protocol

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filver list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal O stub 0 nssa
Maximum path: 4
Routing for Netwozrks:
172.31.21.0 0.0.0.3 area 0
192.168.30.0 0.0.0.255 area 0
192.168.40.0 0.0.0.255 area 0
152.168.200.0 0.0.0.255 arxea 0
192.168.99.0 0.0.0.255 area 0
Passive Interfaceis):
FastEchernet0/0.30
FastZctherner0/0.40
FastEthernet0/0,.99
FastEZthernet0/0.200
Routing Information Sources:
Gateway Distance Last Update
1:1:3:1 110 00:02:22
5.5.5.5 110 00:02:21
g.8.8.8 110 00:02:21
Distance: (default is 110)

R1% v
Figura48Ejecucion delcomandoshowip protocolenR1

#R2 - E——— -— — [ [

| Physical | Config | C_L[ | ]

I0S Command Line Interface
:IIJ.EJPLI‘_"_‘!‘:! IIEL LU LU0 U Jll'_‘J.‘glJ.lJI-H'-\‘-'in'
nzg
BZgshow ip protocol

Bouting Protococl is "ogpf 1"
Outgoing update filter list for all interfaces is not set
Incoming update £ilter list for =211 interfaces is not set
Router ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximm path: 4
Bouting for Networks:
172.31.21.0 0.0.0.3 area 0
172.231.22.0 0.0.0.38 area 0
10.10.10.0 0.0.0.255 area 0
Passiwve Interface(3):

FastEthernetl/1

Bouting Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:14:18
5.5.5.5 110 00:11:-31
g.8.8.8 110 00:10:00

Distance: (default is 110}

RZE

Figura49Ejecucion del comandoshowipprotocolenR2
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| physical | config = cUI

I10S Command Line Interface

00:00:10: $0OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/1 from LOADING to
FULL, Loading Done

R3>enable
R3gshow ip protecol

Routing Protocol is "ospf 1"
Cutgoing update filver lisc for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID B8.8.8.8
Number of areas in this router ia 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 area 0O
152.168.4.0 0.0.3.255 area 0
Passive Interfaceis):

Locpback4

Loopback5

Loopbacké

Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:12:11
5.5.5.5 110 00:12:11
8.8.8.8 110 00:12:11

Distance: (default is 110)

R3t
=l
Figura 50 Ejecucion del comando show ip protocol en R3

3. Configurar VLANSs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde
alatopologia de red establecida.

CONFIGURACION S1

S1>enable

Password:

S1#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name administracion
S1(config-vlan)#vlan 40

S1(config-vlan)#name mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name mantenimiento

S1(config-vian)#vlan 99

S1(config-vlan)#name S1-S3

S1(config-vlan)#exit

S1(config)#interface vlan 99

S1(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up
S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#end
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S1#

%SYS-5-CONFIG_I: Configured from console by console

S1#CONFIG T

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#lp default-gateway 192.168.30.1

S1(config)#interface f0/3

S1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/3,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/3,
changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed
state to up

S1(config-if)#switchport trunk native vian 1
S1(config-if)#interface f0/24

S1(config-if)#switchport mode trunk

S1(config-if)#switchport trunk native vian 1

S1(config-if)#interface range faO/1-2, fa0/4-23, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#interface fO/1

S1(config-if)#switchport mode access

S1(config-if)#switchport access vian 30

CONFIGURACION S3

S3>enable

Password:

S3#config t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name administracion
S3(config-vlan)#vlan 40

S3(config-vlan)#name mercadeo

S3(config-vlan)#vian 200

S3(config-vlan)#name mantenimiento

S3(config-vlan)#vlan 99

S3(config-vlan)#name S3-S1

S3(config-vlan)#exit

S3(config)#interface vlan 99

S3(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan30, changed
state to up

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

S3(config)#ip default-gateway 192.168.40.1
S3(config)#interface f0/3

S3(config-if)#switchport mode trunk

55



NI
CI1SCO. Cisco Networking Academy

S3(config-if)y#switchport trunk native vlan 1 S3(config-
if)#interface range f0/1-2, f0/4-24, g0/1-2 S3(config-if-
range)#switchport mode access
S3(config-if-range)#interface fO/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vian 40

Configuracién de 802.10 en ROUTER R1

R1>enable

Password:

Password:

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface f0/0.30

R1(config-subif)#description administracion LAN
R1(config-subif)#encapsulation dotlq 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#interface f0/0.40
R1(config-subif)#description mercadeo LAN
R1(config-subif)#encapsulation dotlq 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#interface f0/0.200
R1(config-subif)#description mantenimiento LAN
R1(config-subif)#encapsulation dotlq 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config)#int f0/0.99

R1(config-subif)#description S1-S3
R1(config-subif)#encapsulation dotlq 99
R1(config-subif)#ip add 192.168.99.1255.255.255.0
R1(config-subif)#exit

R1(config)#interface f0/0

R1(config-if)#no shutdown

R1(config-if)#

4. En el Switch 3 deshabilitar DNS lookup

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#no ip domain-lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Configuracion en el S1

S1(config)#interface vlian 99
S1(config-if)#
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%LINK-5-CHANGED: Interface VIaN99, changed state to up
S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)#no shutdown

Configuracion en S3

S3(config)#interface vlan 99

S3(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed

state to up

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

DESACTIVACION DE INTERFACES EN

1

S1l(config-if)#interface range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#shutdown

%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively

Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down

FastEthernet0/2,
FastEthernet0/4,
FastEthernet0/5,
FastEthernet0/6,
FastEthernet0/7,
FastEthernet0/8,
FastEthernet0/9,
FastEthernet0/10,
FastEthernet0/11,
FastEthernet0/12,
FastEthernet0/13,
FastEthernet0/14,
FastEthernet0/15,
FastEthernet0/16,
FastEthernet0/17,

FastEthernet0/18,
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changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed

changed

state

state

state

state

state

state

state

state

state

state

state

state

state

state

state

state

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to
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%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%LINK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively

Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down

S1(config-if-range)#

FastEthernet0/19, changed
FastEthernet0/20, changed
FastEthernet0/21, changed
FastEthernet0/22, changed
FastEthernet0/23, changed
GigabitEthernet0/1, chang

GigabitEthernet0/2, chang

DESACTIVACION DE INTERFACES EN S3

S3(config-if)#interface range t0/2, t0/4-24, g0/1-2
S3(config-i1f-range)#shutdown

%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively

Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down

FastEthernet0/2, changed

FastEthernet0/4, changed

FastEthernet0/5, changed

FastEthernet0/6, changed
FastEthernet0/7, changed
FastEthernet0/8, changed

FastEthernet0/9, changed

FastEthernet0/10, changed
FastEthernet0/11, changed
FastEthernet0/12, changed
FastEthernet0/13, changed

FastEthernet0/14, changed

FastEthernet0/15, changed
FastEthernet0/16, changed
FastEthernet0/17, changed
FastEthernet0/18, changed

FastEthernet0/19, changed
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%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively
%L INK-5-CHANGED:
administratively

Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down

FastEthernet0/20, changed state to
FastEthernet0/21, changed state to
FastEthernet0/22, changed state to
FastEthernet0/23, changed state to
FastEthernet0/24, changed state to
GigabitEthernet0/1, changed state to

GigabitEthernet0/2, changed state to

7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

R1>enable

Password:

R1#config t

Enter configuration commands, one per line.

End with CNTL/Z.

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Configurar DHCP pool para

VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

R1(config)#ip dhcp pool administracion
R1(dhcp-config)#?

default-router
dns-server

exit
network
no
option

Default routers

Set name server

Exit from DHCP pool configuration mode
Network number and mask

Negate a command or set its defaults

Raw DHCP options

R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com n
% Invalid input detected at ' marker.
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#exit
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Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccnha-unad.com
Establecer default gateway.

R1(config)#ip dhcp pool mercadeo

R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com n
% Invalid input detected at '~ marker.
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#exit

R1(config)#

10. Configurar NAT en R2 para permitir que los host puedan salir a
internet

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat inside source static 10.10.10.10
209.165.200.229

R2(config)#interface fO/0

R2(config-if)#ip nat outside
R2(config-if)#interface fO/1

R2(config-if)#ip nat inside

R2(config-if)#ip nat pool INTERNET 209.165.200.225
209.165.200.228 netmask 255.255.255.248
R2(config)# ip nat inside source list 1 pool INTERNET

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

Configuracién en R2

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#

R2(config)#ip access-list standard ACCESS-ADMIN
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 4

R2(config-line)#access-class ACCESS-ADMIN in
R2(config-line)#

60



TNIr
CI1sco. Cisco Networking Academy

12. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1 o R3

hacia R2.

R2(config)#user usuarioweb privilege 15 secret ciscol23

e ®e
® @

R2(config)#access-list 101 permit tcp any host 209.165.200.229 eq www

R2(config)#access-list 101 permit icmp any any echo-reply

R2(config)#interface 0/0
R2(config-iF)#ip access-group 101 in
R2(config-iF)#interface s0/0
R2(config-if)#ip access-group 101 out
R2(config-if)#interface s0/1
R2(config-iF)#ip access-group 101 out
R2(config-i1f)#interface 10/1
R2(config-if)#ip access-group 101 out
R2(config-if)#end

13. Verificar procesos de comunicacion y re direccionamiento de trafico

en los routers mediante el uso de Ping y Traceroute.

Ejecucion del ping desde R2 a R3

EJ Ll S——

| Physical | Config | CLI |

I0S Command Line Interface

Prohibkido el accesoc no autorizado

User Access Verification

Password:
Password:

RZrenable

Password:

Password:

RZE

RZfping 17Z.31.23.2

Type escape sSegquence to abort.
seconds:

Success rate is 100 percent (5/5),
154716 ms

RZE

Sending 5, 100-byte ICHF Echos to 172.31.23.2, timeout is 2

round-trip min/avg/max =

m

Figura 51 Verificacion ping desde R2 a R3
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Ejecucién del ping desde PC-C a PC-A

Physical | Config | Desktop | Custom Interface

T N I e O I M I ==

Command Prompt i

PCxPING 1
Pinging 1
quest

eply m 1
eply from 1

Minimum
DC>PING 1

Pinging

Appr
Minimam

Figura 52 Verificacion ping desde PC-C a PC-A

Ejecucidon de Ping desde S3 a INTERNET PC

a2 53 -

»

Physical = Config | CLI

105 Command Line Interface

S3fping 209_.165.200.225
Iype escape sSeguence to abort.
Sending 5, l1l00-byte ICHMP Echos to Z05.1€5.200.225, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfevg/max = 1/1/2 ms

Figura 53 Verificacion ping desde S3 a INTERNET PC
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Ejecuciéon de Ping desde S1 a Webserver

& S1 = O
Physical Config CLI

105 Command Line Interface

Sl#ping 10.10.10.10

Iype escape seguence to abort.
Sending 5, 1l00-bByte ICHMP Echos to 10.10.10.10, timeout is 2 seconds:

Sucecess rate is 100 percent (5/5), round-trip min/favg/max = 1/1/3 ma

Slf
S1f

Figura 54 Verificacion ping desde S1 a Webserver

Ejecucién del ping desde Webserver a puerto de enlace Internet-Pc

& WebServer b= | B S

Physical | Config | Services | Desktop | Custom Interface

e —— || r——s —1i —_—
Command Prompt [x]

Pinging 20%_165_Z200_225 with 32 bytes of data:

in milli-secon

Avrerad

Figura 55 Verificacion ping desde WEBSER a Puerto de enlace 209.165.200.225
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Ejecucién de ping desde S1 aR1

& s1

S

Physical Conﬁg; CLI

I0S Command Line Interface

Prcohibide el accesoc no autorizadeo
User Access Verification

Password:
Password:

Sl>enzble

Password:

Slgconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Sl({config)éping 192.168.95.2

% Invalid input detected at '~' marker.

S1(config) #exit

S1%

%SYS-5-CONFIG_I: Configured from conscle by conscle

Slgping 192.168.99.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 152.1€8.89.2, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/7/18 ms

s1g

m

Figura 56 Verificacion ping desde S1a R1

Ejecucién de tracert desde PC-A a PC-C

& pC-A -'

Physical [ éonﬁg Desktop | Custom Interface

Trace complete.

PC>TRACERT 192.168.40.31

Tracing route to 192.168.40.31 over a maximum of 30 hops:

0 ms 0 ms 152.168.30.1
1 ms 0 ms -168.40.31

ms
ms

Trace complete.

Figura 57 Verificacion tracert desde PC-A a PC-C
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Ejecucion de tracert desde PC-C a INTERNET PC

£ PC-C = =

Physical | Config | Desktop | Custom Interface

e e | e

Command Prompt

ms
0 ms
ms

Figura 58 Verificacion tracert desde PC-C a INTERNET PC

Ejecucién de tracert de PC-A a INTERNET PC

® PC-A

Physical Config | Desktop Custom Interface

e | = e T T W | ==

Command Prompt

PCrtracert Z09.165.200_230

Tracing route to Z20%.165_200.23(

0 ms 0 ms 0 ms 15
0 ms 1 ms 0 ms ;

0 ms 0 ma3 0 ms

e complete.

Figura 59 Verificacion tracert desde PC-A a INTERNET PC

Ejecucién de ping de INTERNET PC a PC-C

Este ping es inalcanzable debido a la ACL que se configuro en la cual se
establece que la conexion desde PC de Internet a cualquier dispositivo en la
red interna, no deben ser permitidos.
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&

INTERNET-PC - o

Physical Config Cesktop Custom Interface

Packet Tracer PC Command Line 1.0
BCrping 1 40_31

Pinging 152 _: 40_31 with 32 bytes of data:

stination host unreachakle.
Destination host unreachable.
stination host unreachakle.

)estination host unreachable.

Ping statistics for 1
Packe

Figura 60 Verificacion tracert desde INTERNET PC a PC-C
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CONCLUSIONES

v De los conceptos aplicados en el desarrollo de este trabajo podemos

determinar que el implementar el protocolo DHCP, nos permitié
simplificar la administracion de la red, asi como también empleamos
NAT, facilitando que los diferentes dispositivos pueden acceder a
internet usando una direccién ip publica. El tener escenarios con
topologias en distintas redes, hizo que se aplicaran protocolos que nos
facilitarian la actualizacién de enrutamiento, para ello empleamos el
protocolo RIPv2 o el OSPF, que nos permitia seleccionar la ruta mas
eficiente. Lo que le aportaba al rendimiento de la red.

Este ambiente de aprendizaje basado en la simulacién, haciendo uso de
la herramienta packet tracer, facilito el aprendizaje ya que se interactto
con todos los elementos y dispositivos que componen una red. Logrando
gue al aplicar lo adquirido en situaciones de nuestra vida profesional,
podremos evitar errores ya previstos.

El desarrollo de este diplomado me permitié fortalecer mi conocimiento
frente al proceso de disefiar y configurar de manera correcta una red,
acorde a las necesidades. Asi como también me impulsa a seguir
afianzando las habilidades adquiridas.

Como administradores de una red debemos tener en cuenta cuales son
las necesidades que se presentan, para asi brindar la solucion mas
optima y eficaz que contribuyan al funcionamiento de la red.
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RECOMENDACIONES

Para la construccién de las topologias se empled la herramienta packet tracert
version 6.
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