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INTRODUCCION

La prueba de habilidades es una actividad evaluativa obligatoria del diplomado de
profundizacién cisco, el cual busca medir el grado de competencias y habilidades
que el estudiante logro adquirir durante el desarrollo de este. El cual pone a
prueba al estudiante a comprender y dar soluciones a problemas relacionado con
redes.

Esta prueba esta basada en escenarios correspondiente a la teméatica vista en el
diplomado de profundizacion cisco.




DESARROLLO DE LOS ESCENARIOS
ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

DESARROLLO DEL PROYECTO

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagndéstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).
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MEDELLINZ2(config)#hostname MEDELLIN2
MEDELLIN2(config)#no ip domain-lookup

MEDELLINZ2(config)#service password-encryption




MEDELLINZ2(config)#enable secret class
MEDELLINZ2(config)#line console 0
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#login
MEDELLINZ2(config-line)#LINE VTY 0 15
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#login

MEDELLIN3(config)#hostname MEDELLIN3
MEDELLIN3(config)#no ip domain-lookup
MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#enable secret class
MEDELLIN3(config)#line console O
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#LINE VTY 0 15
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
ISP(config)#no ip domain-lookup
ISP(config)#service password-encryption
ISP(config)#enable secret class
ISP(config)#line console 0
ISP(config-line)#password cisco
ISP(config-line)#login

ISP(config-line)#LINE VTY 0 15
ISP(config-line)#password cisco

ISP(config-line)#login




MEDELLIN>ENABLE

MEDELLIN#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#hostname MEDELLIN1
MEDELLIN1(config)#no ip domain-lookup
MEDELLIN1(config)#service password-encryption
MEDELLIN1(config)#enable secret class
MEDELLIN1(config)#line console O
MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login
MEDELLIN1(config-line)#LINE VTY 0 15
MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login

BOGOTA>ENABLE

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#no ip domain-lookup
BOGOTA(config)#service password-encryption
BOGOTA(config)#enable secret class
BOGOTA(config)#line console 0
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#LINE VTY 0 15
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login




Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA2
BOGOTA2(config)#no ip domain-lookup
BOGOTAZ2(config)#service password-encryption
BOGOTAZ2(config)#enable secret class
BOGOTA2(config)#line console 0
BOGOTAZ2(config-line)#password cisco
BOGOTA2(config-line)#login
BOGOTA2(config-line)#LINE VTY 0 15
BOGOTAZ2(config-line)#password cisco
BOGOTA2(config-line)#login

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA3
BOGOTA3(config)#no ip domain-lookup
BOGOTA3(config)#service password-encryption
BOGOTA3(config)#enable secret class
BOGOTA3(config)#line console 0
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login
BOGOTA3(config-line)#LINE VTY 0 15
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login




Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
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llustracién 2: Topologia

PARTE 1: CONFIGURACION DEL ENRUTAMIENTO

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacién automatica.

Router ISP
Router>ENABLE

Router#tconf t

Enter configuration commands, one per line. End with CNTL/Z.




Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#int s0/0/1

Router(config-if)#ip address 209.17.220.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

ROUTER_MEDELLIN1

Router>ENABLE

Router#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.6.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut
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%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int sO/1/0

Router(config-if)#ip address 172.29.6.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int sO/1/1

Router(config-if)#ip address 172.29.6.13 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down

Router(config-if)#

ROUTER_MEDELLINZ2

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.6.5 255.255.255.252
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Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.4.1 255.255.255.128
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

ROUTER_MEDELLIN3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.10 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#int s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed st
Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.14 255.255.255.252
Router(config-if)#no shut

Router(config-if)#
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%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Router(config-if)#int s0/1/0
Router(config-if)#ip address 172.29.6.6 255.255.255.252

Router(config-if)#no shut

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.4.129 255.255.255.128
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Router(config-if)#

BOGOTA1

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.6 255.255.255.252

13




Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.3.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.3.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int sO/1/1

Router(config-if)#ip address 172.29.3.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#

BOGOTA2
Router(config-if)#int g0/0
Router(config-if)#ip address 172.29.1.1 255.255.255.0

Router(config-if)#no shut
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Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Router(config-if)#int s0/0/0

Router(config-if)#ip address 172.29.3.10 255.255.255.252
Router(config-if)#no shut

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.3.13 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

Router(config-if)#

BOGOTAS3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.3.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#int

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.3.6 255.255.255.252

Router(config-if)#no shut
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Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.3.6 255.255.255.252

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

% 172.29.3.4 overlaps with Serial0/0/1

Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.0.1 255.255.255.0
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Router(config-if)#

CONFIGURACION RIP

MEDELLIN1

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1
C 172.29.6.8/30 is directly connected, Serial0/1/0
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C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface s0/0/0

Router(config-router)#

MEDELLINZ2

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.4.0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.4
Router(config-router)#passive-interface g0/0

Router(config-router)#

MEDELLIN3

Router>enable
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Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.4.128
Router(config-router)#network 172.29.6.4
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface g0/0
Router(config-router)#

BOGOTA1

Router>

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1
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C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.8
Router(config-router)#passive-interface s0/0/0

Router(config-router)#

BOGOTA2

Router(config-router)#

Router(config-router)#

Router(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
Router(config-router)#exit

Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.1.0
Router(config-router)#network 172.29.3.8
Router(config-router)#network 172.29.3.12

Router(config-router)#passive-interface g0/0
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Router(config-router)#

BOGOTAS3

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0
Router(config-router)#network 172.29.0.0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#passive-interface g0/0

Router(config-router)#

b.Los routers Bogotal y Medellin deberan afiadir a su configuracion de enrutamiento
una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las
publicaciones de RIP.

ROUTER MEDELLIN1

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
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Router(config)#router rip
Router(config-router)#default-information originate

Router(config-router)#

ROUTER BOGOTA1

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
Router(config)#route rip
Router(config-router)#default-information origina

Router(config-router)#

c.El router ISP deberéa tener una ruta estéatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
Router(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
Router(config)#
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Parte 2: Tabla de Enrutamiento.

a.Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las

redes y sus rutas.

¥ poGOTA - [m]
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—
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inter area
* - candidate default, U - per-user static route, o - ODR
P = periodic dovnloaded static route

Cateway of last resort is Z0%.17.220.5 to network 0.0.0.0

172.29.0.0/16 is wariably subnetted, 9 subnets, 3 masks
172.29.0.0/24 [120/1) wia 172.29.3.6, 00:00:02, Serial0/1/1
[120/1) wia 172.25.3.2, 00:00:02, Serial0/1/0
172.29.1.0/24 [l20/1] wvia 172.29.3.10, 00:00:25, Serial0/ /071
172.29.3.0430 is directly connected, Seriald/1/0
172.29.2.1/32 is directly connected, Serialds1s0
172.29.3.4/30 is directly connected, Serial0sLl/1
172.29.3.5/32 is directly connected, Seriall/1/1
172.29.3.8/30 is directly connected, Serial0/0/1
172.29.2.9/32 is directly connected, Serial0/0/1
172.29.3.12/30 [1l20/1) wia 172.29.3.10, 00:00:25, Serial0s0/1
[120/1] wia 172.29.3.6, 00:00:02, Seriallds1/1
[120/1) wia 172.29.3.2, 00:00:02, Serial0s1/0
209.17.220.0/24 is variably subnetted, Z subnets, Z nasks
c 209.17.220.4/30 is directly commected, Serial0/0/0
L Z09.17.220.6/322 is directly connected, Seriald/s0s0
s 0.0.0.0/0 [1/0] wia Z05.17.2Z0.5%5

=

sErororax

Routerd

Cirl+F6 to exit CLI focus Copy Paste
(R

llustracion 3: Enrutamiento Router Bogota
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P - periodic dovnloaded static route
GCateway of last resort is EZ09.17.ZEZ0.1 to metwork 0.0.0.0

172.29.0.0716 is wariably subnetted, 9 subnets, 3 masks

o 172 _F9_.4 0525 [1Z20/1] wia 17Z_ 29 _ 6_F, 0O0:00:F4, ZHerialdys0f1
R 172.22.4.125725 [l20/1] wia 17Z.25.6.14, 00:00:13,
Seriallslrsl

[120/1] wia 17Z.Z%.6.10, 00:00:18,
Seriald/l/s0
c 172 E93.6.0/20 is directly comnnected, Seriallys051
L 172 E23.6.1/32 is directly commected, Serial0ys071
o 172 _F9_6.4,320 [1Z20/1] wia 17Z_ 29 _6_F, 0O0:00:F4, ZHerialds0f1

[120/1] wia 172.22.6.14, 00:00:138, Serialdsls1
[120/1] wia 17Z.29.6.10, 00:00:12, Zerialdsls0
172 _E9.6.8/30 is directly comnnected, Serial0ysls0
172 . E3.6.9/32 is directly comnected, Seriallsls0
172 E3.6. 12,230 is directly connected, Serialdslrsl
172 E23.6.13/32 is directly connected, Zerialds1s1
Z0O9_17 _FFO_0/F4 iz wariably subnetted, Z subnets, 7 masks
c ZO3_17.ZZ0.0/30 is directly connected, Serialdys0/0
L EOS_17.EEQ0.Z/2E is directly comnected, Zerialds0/0
5+ 0.0.0.0/0 [1/0] wia Z09.17.220.1

BEoEn

Louter ﬁl

Ctrl+FE to exit CLI focus Copy Paszte

[ tp

llustraciéon 4: Enrutamiento Router Medellinl
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b.Verificar el balanceo de carga que presentan los routers

¥ poGoTaz - a b4

Physical Config CLI Attributes
—

108 Command Line Irterface

i - IS-I8, L1 - IS-IS level-l, L2 - IS-IS level-2Z, ia - IS-IS .
inter area

* - candidate default, U - per-user static rouce, o - ODR

P - periodic dowvmloaded statiec route

Cateway of last resort is 17Z2.2%9.2.1 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 nasks
172.29.0.0/24 is directly comnected, GigabitEthernet0/0
172.29.0.1/32 is directly connected, GigabitEthernet0/0
172.29.1.0/24 [120/1) wia 172.29.3.13, 00:00:02, Zeriald/1/0
172.29.3.0/30 is directly comnected, Serial0/0/0
172.29.3.2/32 is directly comnected, Serial0/0/0
172.29.3.4/30 is directly comnected, Serial0/0/1
172.29.3.6/32 is directly connected, Serial0/0/1
172.29.3.8/30 [120/1) via 172.29.3.13, 00:00:03, Serial0/1/0
[120/1] wia 172.29.3.1, 00:00:07, Serial0s0/0
[120/1]) wvia 172.29.3.5, 00:00:07, Serial0/0/1
C 172.29.3.12/30 is directly connected, Seriall/l/0
I 172.29.3.14/32 is directly connected, Serial0/1/0
n* 0.0.0.0/0 [120/1] wia 172.29_.32.1, 00:00:07, Zeriall/0/0
[120/1) wvia 172.29.3.5, 00:00:07, Serial0/0/1

Yo aee 0

Routerf
Rout ex § v

Ciri+F6 to exit CLI focus Copy Paste

O ®oe

llustracién 5: Balanceo de Carga Router 3

¥ MEDELLING — m] x
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* - candidate default, U - per-user static route, o - ODR ~
P - periodic downloaded static route

Gateway of last resort is 172.29.6.13 to network 0.0.0.0

172.2%9.0.0/16 is wariably subnetted, 10 subnets, 3 masks
R 172.29.4.0/28 [120/1) wia 172.29%.6.5, 00:00:12, Serial0/1l/0
c 172.29.4_128/25 is directly connected, CGigabitEthernet0/0
L

Routerf
Routerf
Roucer#
Routerf o

Cirl+F6 to exit CLI focus Copy Paste

e

llustracién 6: Balanceo de Carga MEDELLIN3
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c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion,
por tener dos enlaces de conexidn hacia otro router y por la ruta por defecto que
manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

L — O *

Physical Config CLI Afributes
I

105 Command Line Interface

EGP A
I - EIGRP, EX - EIGRP external, 0 - 08FF, IA - 0S5PF inter area
N1 - 0O5PF MSSA external type 1, NEZ - 0O8PF NSSA external type 2
El - O5PF external type 1, EZ - 08PF external type £, E - EGP
i - IS-I&, L1 - IS-IS lewel-1l, Lz - IS-IS lewel-Z, ia - IS-IS
inter area
* - pandidate defanlt, T - per-user static rouwte, o - ODR
P - periodic dowmloaded static route

Gateway of last resort is not set

172_E2.0.0/24 i=s subnetted, 2 subnets

FOR_17.EZE0.0/24 i=s wariably subnetted, 4 subnets, £ mashks
E0D. 17,220,030 iz directly commected, Serialds0/ 0
EOS_1T7.E2E0.1732 is directly connected, Serialds0/ 0
FO2_17_ZE0_.4730 is directly connected, Serial0s0/1
EOD.17.220.5/32 iz directly commected, Serialds0/ 1

|- I R |

Routerf
Bouter§
Eouterf
Bouter§
Bouterf W

Ctrl+F6 to exit CLI focus Copy Paszte

[ e

llustracion 7: Puntoc,d, e y f

Parte 3. Deshabilitar la propagacion del protocolo RIP.
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a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIAL0O/1/0

Medellinl SERIALO/0/O; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Ya se realiz6 cuando se configuro RIP

Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexioén hacia el ISP, la version de RIP
y las interfaces que participan de la publicacion entre otros datos.

¥ MEDELLINI - ] *
Phrysical Config CLI Aftributes
—
105 Command Line Interface
Routers ~
Routerfshow ip protocols
Pouting Protocol is “rip"
Sending updates every 30 seconds, next due in 20 seceon ds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send wersion 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0s1s0 z z
Serial0/1/1 z z
Serial0/0/1 z z
= tic = * ization is not in effect
Maximum path: 4
Routing for Networks:
17z.29.0.0
Passive Interfaceis):
Serial0s0s0
Routing Information Sources:
Gateway Distance Last Update
17z.22.6.2 izo0 00:00:24
172.29.6.14 1zo0 00:00:17
17z.2%.6.10 1z0 00:00:17
--More—— l v
Ctri+F6 to exit CLI focus Copy Paste

O wp

llustraciéon 8: Enrutamiento MEDELLIN1
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1% Command Line Interface
$BVE-L-CONFIG I: Configured from conscole by console ~
Louterfshow ip protocols
Bouting Protocol is "rip"
Sending updates ewvery 30 seconds, next due in 14 seconds
Invalid after 180 seconds, hold dowm 120, flushed after Z40
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wversion control: send wersion 2, receiwe Z
Interface Send PRecv Triggered BIP Eey-chain
Serialls 070 Z Z2
Seriallys0/1 z z
Automatic network summarization is not in effect
Maximum path: 4
Routing for MNetworks:
172 _E3.0.0
Passive Interfacel(s):
GigabitEthernset0/0
RBouting Information Sources:
Gateway Distance Last Tpdate
172 E9.6.1 120 00:00: 24
172 E3.6.6 1z0 0o:00:03
Distance: (default is 120}
Router#l v
Ctrl+FE to exit CLI focus Copry Paste
L] Top
llustracion 9: Enrutamiento MEDELLIN2
B MEDELLIMG O
Fhryzical Config CLI Adtributes
I
105 Command Line Interface
Sending updates every 30 seconds, next dus in 19 seconds
Inwvalid after 180 seconds, hold dowa 180, flushed after Z40
Outgoing update filter list for all interfaces iz not set
Incoming update filter list for all interfaces is not set
Pedistributing: rip
Default wversion control: send wersion E, receiwe Z
Interface Send Pecv Triggered BRIP Eey-chain
Serialls 00 =4 Z
SerialdsOosl =4 z
Serialls1ls0 =4 Z
Automatic network summarization iz not in effect
Maximum path: 4
Pouting for Networks:
17z.g5.0.0
Passive Interface(s):
GigabhitEthernet0ys0
Pouting Information Sources:
Gat eway Distance Last Update
172 29.6.9 1z0 00:00: 03
172.29.6.12 1z0 00:00: 03
17z 3. 6.5 1z0 oo0:00:z0
Distance: {(default is 120}
Pouter§
Pouter§
Rout,er§|
Ctrl+F6 to exit CLI focus Copy Paste

[ o

llustracion 10: Enrutamiento Medellin3
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Phyzical Config cLl Attribtes
—
105 Command Line Interface
RBouting Protocol is "rip" ~
Sending updates ewery 20 seconds, next due in Z1 seconds
Invalid after 120 seconds, hold dowm 1820, flushed after EZ40
Outgoing update filter list for all interfaces is nok set
Inconing update filter list for all interfaces is not et
Bedistributing: rip
Default wersion control: send version Z, receive Z
Interface Zend Pecw Triggered RIP Hey-chain
Seriall/0/L Z Z
Seriall/Ll/0 Z z
Serial0fl/1 Z z
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.2%.0.0
Passive Interface(s):
Berial0/0/0
RBouting Information Sources:
Gateway Distance Last TUpdate
172 _E3_3.6 1Z0 oo0:00:z5
172.29.3.2 lz0 oo0:00:zE
172.22.3.10 1z0 00:00:2Z2
Distance: {(default is 120}
Bouter#
Bouterf v
Ctrl+F 6 to exit CLI focus Copy Pazte
[ won
llustracion 11: Enrutamiento BOGOTA1L
¥ BOGOTA2 - O x
Physical Config LI Attributes I
—
105 Command Line Interface
-~
Routerfshow ip protocols
Routing Protocol is “"rip"
Sending updaces ewvery 30 seconds, next due in 25 seconds
Invalid after 180 seconds, hold dowm 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Defaulr wersion control: send wersion 2, receive 2
Interface Send Recv Triggered RIP Hey-chain
Serial0/0/0 z 2
SerialD/071 -4 -4
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
17z2.25.0.0
Passive Interfaceis):
CigabitEthernet0/0
Routing Information Sources:
Catevay Distance Last Update
172.29.3.9 1z0 00:00:16
172.29.3.14 1z0 00:00:08
Discance: (default is 120)
Router#
Ruu\;erﬂl b
Ctrl+F6 to exit CLI focus Copy Paste
O e
]

llustracion 12: Enrutamiento BOGOTA2
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Sending updates ewvery 30 seconds, next due in 12 seconds ”
Invalid after 180 seconds, hold dowm 120, flushed after Z40

Dutgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set
RPedisztributing: rip

Default wersion control: send wersion Z, receiwe 2

Interface Send Pecvy Triggered BIP EHey-chain
Serialls0sN0 z z
Serialds0rs1 z z

Seriald/s1l/s0 z z
Adutomatic network summarization is not in effect
Maximuam path: 4
Routing for MNetworks:

17z E2.0.0
Passiwe Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gat eway Distance Last Update
172 E9.3.1 1lz0 oo0:00: 22
17E.29.3. 5 lz0 00:00:z2E
17E.859.3.13 1z0 00:00:10
Disztance: (default is 1Z0)
Fouterf
Router#
Roucer| hd
Cirl+FG to exit CLI focus Copy Faste
L Top

llustraciéon 13: Enrutamento BOGOTAS3

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.

MEDELLIN1

Router(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
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BOGOTA1

Router(config-router)#do show ip route connected

C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAT.

b. El enlace Bogot4l con ISP se debe configurar con autenticacion CHAT.

ISP

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#username MEDELLIN password cisco
ISP(config)#int s0/0/0

ISP (config-ify#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

ISP (config-if)y#ppp authentication pap
ISP(config-if)y#ppp pap sent-username ISP password cisco

ISP(config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

ISP(config-if)y#EXIT

ISP(config)#username BOGOTA password cisco
ISP(config)#int s0/0/1

ISP (config-ify#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

ISP (config-if)y#ppp authentication chap

MEDELLIN1

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN
MEDELLIN(config)#username ISP password cisco
MEDELLIN(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

MEDELLIN(config)#int sO/0/0

MEDELLIN(config-ify#encapsulation ppp

MEDELLIN(config-if)y#ppp authentication pap

MEDELLIN(config-if)#ppp pap sent-username MEDELLIN password cisco
MEDELLIN(config-if)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#ping 209.17.220.1
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Success rate is 0 percent (0/5)

MEDELLIN#ping 209.17.220.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/9 ms

BOGOTA

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
BOGOTA(config)#username ISP password cisco
BOGOTA(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

BOGOTA(config)#int s0/0/0
BOGOTA(config-if)#encapsulation ppp
BOGOTA(config-if)#ppp authentication chap
BOGOTA(config-if)#

BOGOTA(config-if)#
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PARTE 6: CONFIGURACION DE PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, solo existird comunicacion hasta los routers Bogotal, ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellinl, cémo diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccién
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccién debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogotal, como diferente puerto.

MEDELLIN 1

MEDELLIN>enable

MEDELLIN#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip nat inside source list 1 interface s0/0/0 ovserload
MEDELLIN(config)#

MEDELLIN(config)#ip nat inside source list 1 interface s0/0/0 overload
MEDELLIN(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN(config)#

MEDELLIN(config)# INT S0/0/0

MEDELLIN(config-if)#ip nat outside

MEDELLIN(config-if)# INT S0/0/1

MEDELLIN(config-if)#ip nat intside

MEDELLIN(config-if)#ip nat inside

MEDELLIN(config-if)# INT S0/1/1

MEDELLIN(config-if)#ip nat inside
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MEDELLIN(config-if)#INT S0/1/0
MEDELLIN(config-if)#ip nat inside
MEDELLIN(config-if)#

BOGOTA1

BOGOTA>ENABLE

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip nat inside source list 1 interface s0/0/0 overload
BOGOTA(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#ip nat outside

BOGOTA(config-if)#int sO/1/0

BOGOTA(config-if)#ip nat inside

BOGOTA(config-if)#int s0/1/1

BOGOTA(config-if)#ip nat inside

BOGOTA(config-if)#

PARTE 7: CONFIGURACION DEL SERVICIO DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

MEDELLIN2

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Router(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
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Router(config)#ip dhcp pool MEDELLIN2
Router(dhcp-config)#network 172.29.4.0 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.1
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

Router(config)#ip dhcp pool MEDELLIN3
Router(dhcp-config)#network 172.29.4.128 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.129
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

MEDELLIN3

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-address 172.29.6.5
Router(config-if)#

b. El router Medellin3 deberéa habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast
hacia la IP del router BogotaZ2.

BOGOTA3

Router>enable

Router#tconf t
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Router(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Router(config)#ip dhcp pool BOGOTA2
Router(dhcp-config)#NETWORK 172.29.1.0 255.255.255.0
Router(dhcp-config)#DEFAULT-ROUTER 172.29.1.1
Router(dhcp-config)#DEFAULT-ROUTER 172.29.1.1
Router(dhcp-config)#dns-server 8.8.8.8

Router(dhcp-config)#ip dhcp pool BOGOTA3
Router(dhcp-config)#NETWORK 172.29.0.0 255.255.255.0
Router(dhcp-config)#DEFAULT-ROUTER 172.29.0.1
Router(dhcp-config)#dns-server 8.8.8.8

Router(dhcp-config)#

BOGOTA3

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-address 172.29.3.13
Router(config-if)#
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llustracion 14: Ping de extremo a extremo — pc
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

Internet 30 192.168.30.0/24 Ad

40 192.168.40.0/24 Mercadeo
200 192,168.200.0/24 Mantenimiento

172.31.21.0/30

S0/0

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

FO/0 Buenos Aires
Foi24 802.1Q

192.168.99.3
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Configurar el direccionamiento IP acorde con la topologia de red
para cada uno de los dispositivos que forman parte del escenario

&R

( BOGOTA BLENCE AFES |.

CONFIGURACION BASICA R1

Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA

BOGOTA(config)#no ip domain-lookup

BOGOTA(config)#enable secret class

BOGOTA(config)#line con O

BOGOTA(config-line)#password cisco

BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd $ Acceso no autorizado o prohibido!! $
BOGOTA(config)#

CONFIGURACION BASICA R2
Router>en




Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MIAMI

MIAMi(config)# no ip domain-lookup

MIAMI(config)#enable secret class

MIAMI(config)#line con O

MIAMI(config-line)#password cisco

MIAMI(config-line)#login

MIAMI(config-line)#exit

MIAMI(config)#service password-encryption

MIAMI(config)#banner motd $ Acceso no autorizado o prohibido!! $

MIAMI(config)#

CONFIGURACION BASICA R3

Router>enable
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUENOSAIRES

BUENOSAIRES(config)#no ip domain-lookup
BUENOSAIRES(config)#enable secret class
BUENOSAIRES(config)#line con 0
BUENOSAIRES(config-line)#password cisco

BUENOSAIRES(config-line)#login BUENOSAIRES(config-line)#exit
BUENOSAIRES(config)#service password-encryption
BUENOSAIRES(config)#banner motd $ Acceso no autorizado o prohibido!! $
BUENOSAIRES(config)#

CONFIGURACION BASICA S1
Switch>en
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Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#no ip domain-lookup

S1(config)#enable secret class S1(config)#line con 0
S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd $ Solo personal autorizado!! $
S1(config)#

CONFIGURACION BASICA S3
Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#enable secret class

S3(config)#line con 0

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd $ Solo personal autorizado!! $

S3(config)#

1. Configurar el protocolo de enrutamiento OSPFv2 bajo
los siguientes criterios:
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OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2
5555
Router ID R3
8.8.8.8

Configurartodas lasinterfaces LAN
como pasivas

Establecer el ancho de banda para
enlaces seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Verificar informacion de OSPF

BOGOTA(config)#router ospf 1

BOGOTA(config-router)#router-id 1.1.1.1
BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area O
BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.40.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.200.0 0.0.0.255 area 0
BOGOTA(config-router)#

BOGOTA(config-router)#passive-interface f0/0.30
BOGOTA(config-router)#passive-interface f0/0.40
BOGOTA(config-router)#passive-interface f0/0.200
BOGOTA(config-router)#

BOGOTA(config)#int s0/0/0
BOGOTA(config-ify#bandwidth 256
BOGOTA(config-if)#ip ospf cost 9500
BOGOTA(config-if)#
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MIAMI(config)#router ospf 1
MIAMI(config-router)#router-id 5.5.5.5
MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area 0
MIAMI(config-router)#

00:16:21: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/1/0 from
LOADING to FULL, Loading Done

MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area 0
MIAMI(config-router)#network 10.10.10.0 0.0.0.255 area 0
MIAMI(config-router)#
MIAMI(config-router)#passive-interface f0/1
MIAMI(config-router)#exit

MIAMI(config)#int sO/1/1

MIAMI(config-ify#bandwidth 256

MIAMI(config-if)#ip ospf cost 9500

MIAMI(config-if)#

BUENOSAIRES(config)#router ospf 1
BUENOSAIRES(config-router)#router-id 8.8.8.8

BUENOSAIRES(config-router)#network 172.31.23.0 0.0.0.3 area 0
BUENOSAIRES(config-router)#

00:25:00: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/0 from
LOADING to FULL, Loading Done

BUENOSAIRES(config-router)#network 192.168.4.0 0.0.3.255 area O
BUENOSAIRES(config-router)#passive-interface lo4

BUENOSAIRES(config-router)#passive-interface 105
BUENOSAIRES(config-router)#passive-interface 106
BUENOSAIRES(config-router)#exit
BUENOSAIRES(config)#int s0/0/0
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BUENOSAIRES(config-if)#bandwidth 256
BUENOSAIRES(config-if)#ip ospf cost 9500
BUENOSAIRES(config-if)#

MIAMT (config) frouter ospf 1

MIMMT (config-router) frouter-id 5. 5. 5.5

MIAMT (config-router) fnetwork 172.31.E21.0 0.0.0.3 area 0

MIAMT (config-router)

O00:1&6:21: %0BPF-L-ADJCHG: Process 1, Mbr 1.1.1.1 on Serial0/l/0
from LOADING to FULL, Loading Done

MIAMT (config-router) fnetwork 172.31.22.0 0.0.0.3 area 0
MIAMT (config-router) fnetwork 1lO.10.10.0 0.0.0.Z55 area O
MIAMT (config-router)

MIAMT (config-router) fpassive-interface £071

MIAMT (config-router) fexit

MIAMT (config)#int s0,/1571

HIANTI (config-if)fbandwidch 256

MIAMT (config-if)#ip ospf cost 2500

MIAMT (config-if)#

BOGOTA (config)frouter ospf 1

BOGOTA (config-router ) frouter—-id 1.1.1.1

BOGOTA (config-router ) ffnetwork 172.31.F21.0 0.0.0.3 area O
BOGOTA (config-router ) fnetwork 192.168.30.0 0.0_.0_2Z5L% area 0
BOGOTA (config-router ) ffnetwork 1922.162.40.0 0. 0_0_2ZE5L8 area 0
BOGOTA (config-router ) fnetwork 192168 Z00.0 O.0.0_Z55 area O
BOGOTA (config-router) #

BUENOSAIRES (config) frouter ospf 1

BUENOSAIRES (config-router) frouter-id 5. 8. 5.8

BUENOSAIRES (config-router) fnetwork 172.31.&32.0 0.0.0.3 area 0O
EUENOSATIRES (config-router) #

O0:z&:00: %05PF-5-ADJCHG: Process 1, Mbr 5. 5. 5.5 on Berial0f0/0
from LOADING to FULL, Loading Done

BUENOSAIRES (config-router) fnetwork 1972 168.4.0 0.0.3. 255 area 0
EUENOSAIRES (config-router)fpassive-interface lod

EUENOSAIRES (config-router) fpassive-interface lob

BUENOSAIRES (config-router)fpassive-interface log

EUENOSAIRES (config-router)fenit

BUENOSATRES {config) fint =0/0/0

EUENOSATIERES (config-if) fhandwideh 256

BUENOSAIRES (config-if) fip ospf cost 2500
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Visualizar tablas de enrutamiento y routers conectados por OSPFv2

MIaMTIfshow ip ospf neighhbor

Neighhor ID Pri State Dead Time Addre=ss
Interface

1.1.1.1 u] FULL/S - o0:00: 34 172.21.21.1
Beriallsls0

2.8.8.8 u] FULLS - o0:00:31 172.321.23_2

Serial0s1l/1
MIAMTIH|

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cadainterface

MIAMTI#=show ip ospf interface

FastEthernet0/1l i= up, line protocol is up
Internet address i= 10.10.10.10/24, Areas 0O
Process ID 1, Bouter IDI S5 E5E_E5_E5E, MNetwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, SBtate WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit &
MNo Hellos=s (Passiwe interface)
Index 151, flood gquens length O
Next 0x0{0) /0x0{0)
Last flood =scan length i= 1, maximum is 1
Last flood =scan time is 0 msec, maXimuam jis 0 msec
MNeighbhor Count i=s 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbori(=s)
Serialdslsl i= up, line protocol i=s up
Internet address i=s 17E2_31_E3_.1/30, Area 0O
Process ID 1, Bouter ID 5. E_E5_E5E, MNetwork Type POINT-TO-POINT, Cost: 3500
Transmit Delay is 1 sec, State POINT-TO-POINT, Prioritsy 0
Mo designated router on this network
Mo backup designated router on this network
Timer intervals conficuared, Hello 10, Dead 40, Wait 40, Retransmit &
Hello due in O0:00:00
Index EZ/2, flood gquaens leng:-h O
Next O0x0(0) /0x0{0)
Last flood =scan length is 1, marimam is 1
Last flood =scan time is 0 msec, maximam is 0 msec
Neighbor Count is 1 . Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 neighbor (=)
SerialldsSls 0 i= up, line protocol i=s up
Internet address i=s 172 21.21.2,20, Area 0O
Process ID 1, Bouter ID E£E.E_E_E, MNetwork Type POINT-TO-POINT, Cost: &4
Transmit Delay i=s 1 sec, State POINT-TO-POINT, Priaoritcs 0O
Mo designated router on this netcwork
Mo backup designated router on this network
Timer intervals conficuared, Hello 10, Dead 40, Wait 40, Retransmit &
Hello due in O0:00:03
Index 33, flood gquews length 0O
Next O0xz0{0)/0x0(0)
Last flood =scan length is 1, maximam is 1
Last flood =scan time is 0 msec, maXimuam is 0 msec
MNeighhor Count i=s 1 | Adjacent neighbor count i=s 1
Adjacent with neighbor 1.1.1.1
Euppress hello for 0 neighbor =)
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Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router

router ospf 1
router—-id E.E.E5.5
log-adjacency-changes
passive-inter face FastEthernetd71
network 17Z.31.21.0 0.0.0.3 area 0
network 172.31.EZ3.0 0.0.0.3 area 0O

network 10.10.10.0 0.0.0_.Z55 area 0O
1

Configurar VLANS, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los
Switches acorde ala topologia de red establecida.

S1(config)#

S1(config)#int f0/3

S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#

S1(config)#int f0/24
S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#no shutdown

S1(config-if)#

S1(config)#int range fa0/1-2, fa0/4-24
S1(config-if-range)#switchport mode access
S1(config-if-range)#

S1(config)#int fO/1

S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#int range fa0/1-2, fa0/4-24
S1(config-if-range)#shutdown
S1(config)#int vlan 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#
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S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30 S3(config-vlan)#name ADMINISTRACION
S3(config-vlan)#vlan 40 S3(config-vlan)#name MERCADEO
(config-vlan)#vlan 200 S3(config-vlan)#name MANTENIMIENTO
S3(config-vlan)#exit

S3(config)#

S3(config)#int vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up S3(config-if)#ip
address 192.168.99.3 255.255.255.0

S3(config-if)#

S3(config)#ip default-gateway 192.168.99.1
S3(config)#

S3#

S3(config)#int f0/3

S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#

S3(config)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#

S3(config)#int fO/1

S3(config-if)#switchport mode access
S3(config-if)#switchport access vian 40
S3(config-if)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#shutdown
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BOGOTA(config)#int f0/0.30
BOGOTA(config-subif)#description accounting LAN
BOGOTA(config-subify#encapsulation dotlq 30
BOGOTA(config-subif)#ip address 192.168.30.1 255.255.255.0
BOGOTA(config-subify# BOGOTA(config)#int f0/0.40
BOGOTA(config-subif)#description accounting LAN
BOGOTA(config-subify#encapsulation dotlqg 40
BOGOTA(config-subif)#ip address 192.168.40.1 255.255.255.0
BOGOTA(config-subify# BOGOTA(config)#int f0/0.200
BOGOTA(config-subif)#description accounting LAN
BOGOTA(config-subif)y#encapsulation dotlq 200
BOGOTA(config-subif)#ip address 192.168.200.1 255.255.255.0
BOGOTA(config-subif)#

En el Switch 3 deshabilitar DNS lookup

S3(config)#no ip domain-lookup

Asignar direcciones IP a los Switches acorde a los lineamientos.

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#

S3(config)#ip default-gateway 192.168.99.1
S3(config)#

47




Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
S1(config-if)#int range fa0/1-2, fa0/4-24
S1(config-if-range)#shutdown

S3(config-if)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#shutdown

Implement DHCP and NAT for IPv4

MIAMI(config)#user webuser privilege 15 secret cisco12345

MIAMI(config)#ip nat inside source static 10.10.10.10 209.165.200.229
MIAMI(config)#int f0/0

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#exit MIAMI(config)#int fO/1
MIAMI(config-if)#ip nat inside

MIAMI(config-if)#

MIAMI(config-if)#exit

MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255

MIAMI(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.229 netmask
255.255.255.248

MIAMI(config)#

Configurar R1 como servidor DHCP para las VLANs 30 y 40.

BOGOTA(config)#ip dhcp pool ADMINISTRACION
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#default-router 192.168.30.1
BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0
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BOGOTA(dhcp-config)#

BOGOTA(config)#ip dhcp pool MERCADEO
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#default-router 192.168.40.1
BOGOTA(dhcp-config)#network 192.168.40.0 255.255.255.0
BOGOTA(dhcp-config)#

Reservar las primeras 30 direcciones IP de las VLAN 30y 40
para configuraciones estéticas.

BOGOTA#conft

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip dhcp excluded-address 192.168.30.1
192.168.30.30

BOGOTA(config)#ip dhcp excluded-address 192.168.30.1
192.168.40.30

BOGOTA(config)#

Configurar NAT en R2 para permitir que los host puedan salir a
internet

MIAMI(config)#int f0/0

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#exit

MIAMI(config)#int fO/1

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#

Configurar al menos dos listas de acceso de tipo estandar a su

criterio en para restringir o permitir trafico desde R1 o R3 hacia
R2.

MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
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MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255
MIAMI(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.229
netmask 255.255.255.248

MIAMI(config)#ip access-list standard ADMIN
MIAMI(config-std-nacl)#permit host 172.31.21.1
MIAMI(config-std-nacl)#exit MIAMI(config)#line vty 0 4
MIAMI(config-line)#access-class ADMIN in

MIAMI(config-line)#

Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico
desde R1 o0 R3 hacia R2.

MIAMI(config)#access-list 100 permit tcp any host 209.165.200.229 eq www
MIAMI(config)#access-list 100 permit icmp any any echo-reply

Verificar procesos de comunicacion y redireccionamiento de
trafico en los routers mediante el uso de Ping y Traceroute.

MIiMNTf=show access—-lists
Btandard IP access list 1
10 permit. 19Z.168.30.0 0O.0.0_ZE55
Z0 permit 192_155.40.0 0.0_0.255
20 permit 19Z.168.4.0 0.0_.2_ZE5E
Standard IP access list ADMIN
10 permit host 17zZ.321.2Z1.1
Extended IP access list 100
10 permit teop any host Z09.165_ Z00.229 =9 wmng
Z0 permit icmp any any echo-reply

BOGOTAfping Z03_16E&.Z00.Z30

Type escape sedquence to abort.
Sending 5, l00-byte ICHMP Echos to EZ09_ 165 Z00.Z30, timeout is 2
seconds:

Buccess rate is 80 percent (4/5), round-trip min/favg/max = 175718
ns

BOGOTA
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CONCLUSIONES

De acuerdo a los vistos dentro del diplomado de profundizacién cisco se a logrado
manejar los significados de uso, red de protocolos y métodos de transporte de
datos. Los cual usamos diariamente en las redes informaticas para comunicarnos
compartir informacién entre otras cosas.

Un ejemplo de esto es el protocolo DHCP el cual es disefiado para ahorrar tiempo
en la gestion de direccionamiento IP en una red extensa.
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