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GLOSARIO

PROTOCOLO DE RED: Conjunto de normas standard que especifican el método
para enviar y recibir datos entre varios ordenadores.

DIRECCION IP: es un nimero que identifica, de manera logica y jerarquica, a una
Interfaz en red de un dispositivo que utilice el protocolo IP

HOST: cualquier dispositivo como un Pc, impresora, etc. que hace parte de una
red.

DHCP: Protocolo de configuracion dinamica de host, es de tipo cliente/servidor
mediante el cual un servidor de red DHCP asigna de forma dinamica las
direcciones IP y otros parametros de configuracion de red a los diferentes
dispositivos conectados.

INTERFAZ: Se trata de la conexion entre ordenadores o maguinas con el
exterior, sea cual sea la comunicacién entre distintos niveles.

OSPF: es un Internal Gateway Protocol (IGP) que se usa para distribuir la
informacion de ruteo dentro de un solo sistema autbnomo. OSPF permite un
mejor balanceo de carga.

RIP: es un protocolo de enrutamiento del tipo vector distancia. Los protocolos de
enrutamiento vector distancia calculan la mejor ruta para encaminar los paguetes
IP hacia su destino correspondiente utilizando como métrica el nimero de saltos.
RIP soporta un maximo de 15 saltos. Cualquier ruta que esté a mas de 15 saltos
se considera inalcanzable.

ROUTER: es un dispositivo de red que se encarga de llevar por la ruta adecuada
el trafico. Es el dispositivo encargado de conectar las diferentes redes.

SWITCH: dispositivo de capa 2 que proporciona la conexién de red y contiene
varios puertos que conecta dispositivos tales como lo son Pc, Teléfonos,
impresoras, servidores, entre otros.

VLAN: (Red de area local virtual o LAN virtual) es una red de area local que
agrupa un conjunto de equipos de manera légica y no fisica.

NAT: se refiere a un proceso especifico que implica la reordenacion de una Unica
direccion IP en otra direccion IP, a menudo publica, mediante la alteracion de la
informacion de red y la informacion de direccion que se encuentra en la cabecera
IP de los paquetes de datos.



PING: es una utilidad de diagndstico en redes de computadoras que comprueba
el estado de la comunicacion del anfitrion local con uno o varios equipos remotos
de una red que ejecuten IP.

TRACEROUTE: es una herramienta que nos va a dar informacién acerca de la
ruta que toma un paquete que sera enviado desde nuestro equipo hasta un host
de destino, bien sea en una red local o en Internet a un dominio en concreto.



RESUMEN

En esta actividad se presenta el desarrollo correspondiente a la evaluacion de la
prueba de habilidades practicas CCNA, en la que se plantean dos escenarios de
red. Cada escenario cuenta con sus respectivos dispositivos dentro de los cuales
se pueden observar Router, Switch de borde y equipos de usuario final en los
cuales se debe realizar la respectiva configuracion de acuerdo a su topologia y
requerimientos. A su vez se debe aplicar lo aprendido a lo largo del diplomado
con el que se desarrollaron las habilidades y competencias necesarias para dar
solucién a los escenarios ya antes mencionados. Se aplican conceptos como
enrutamiento estatico y dinamico a través de RIPv2 y OSPF, Vlan, Acls estandar
y extendidas, direccionamiento IP, Dhcp, Nat, Frame relay, ppp, chap, entre
otros.

Como parte de la configuracién de seguridad en los dispositivos solo se configuro
el “enable secret” en todos los equipos de red y se cifraron las contrasefias con
el comando service password-encryption. Por supuesto se puede crear un
usuario local, configurar las lineas vty y de consola, pero en el presente trabajo
no se tuvo como alcance.



INTRODUCCION

El desarrollo de este diplomado nos permite como aprendices introducirnos en el
mundo de las redes a partir del conocimiento de los diferentes conceptos en
Networking en lo que corresponde a la arquitectura, estructura, funciones,
componentes y modelos de Internet y otras redes de computadores. A través de
diferentes escenarios se demuestra la aplicabilidad de los diferentes conceptos
aprendidos y se emplean diferentes simuladores (en este caso packet tracert) para
realizar las configuraciones de las diferentes topologias y a su vez simular pruebas
de conectividad y funcionamiento.
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ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los router Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los router 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los router Bogotal y medellinl.
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Desarrollo escenario 1

e Asignacion de enable secret password y cifrado de contrasefias en Routers:

Nota: La contrasefia que se asigno es diplomado2019 tanto para los router
como los Switch en el escenario 2.

Sede Medellin

RTR_Medellin2#configure terminal
RTR_Medellin2(config)#enable secret diplomado2019
RTR_Medellin2(config)#service password-encryption

RTR_Medellin3#configure terminal
RTR_Medellin3(config)#enable secret diplomado2019
RTR_Medellin3(config)#service password-encryption

GW_Medellin#configure terminal
GW_Medellin(config)#enable secret diplomado2019
GW_Medellin(config)#service password-encryption

Sede Bogoté

GW _Bogota#configure terminal
GW_Bogota(config)#enable secret diplomado2019
GW _Bogota(config)#service password-encryption

GW_Bogotaz#conf t
GW_Bogota2(config)#enable secret diplomado2019
GW _Bogota2(config)#service password-encryption

GW_Bogota3#conf t

GW_Bogota3(config)#enable secret diplomado2019
GW_Bogota3(config)#service password-encryption
ISP

RTR_ISP#conft

RTR_ISP(config)#enable se
RTR_ISP(config)#enable secret diplomado2019
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RTR_ISP(config)#service password-encryption
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Conexién fisica de los dispositivos y topologia

Configuracién del enrutamiento Router Medellin

Protocolo de Enrutamiento RIP V2

Punto a.

RTR_Medellin2#configure terminal

RTR_Medellin2(config)# router rip

RTR_Medellin2(config-router)# version 2
RTR_Medellin2(config-router)# passive-interface GigabitEthernet0/0
RTR_Medellin2(config-router)# network 172.29.4.0
RTR_Medellin2(config-router)# network 172.29.6.0
RTR_Medellin2(config-router)# network 172.29.6.4
RTR_Medellin2(config-router)# no auto-summary

GW__Medellin #configure terminal
GW_Medellin(config)#router rip
GW_Medellin(config-router)#version 2
GW_Medellin(config-router)#passive-interface serial 0/1/0
GW_Medellin(config-router)#network 172.29.0.0
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GW_ Medellin(config-router)#default-information originate
GW_Medellin(config-router)#no auto-summary

RTR_Medellin3#configure terminal

RTR_Medellin3(config)#router rip
RTR_Medellin3(config-router)#version 2
RTR_Medellin3(config-router)# passive-interface GigabitEthernet0/0
RTR_Medellin3(config-router)# network 172.29.0.0
RTR_Medellin3(config-router)# no auto-summary

Configuracién del enrutamiento Router Bogota

GW_Bogota#configure terminal

GW _Bogota(config)router rip
GW_Bogota(config-router)#version 2

GW _Bogota(config-router)# passive-interface serial 0/0/0
GW_Bogota(config-router)# network 172.29.0.0

GW _Bogota(config-router)# default-information originate
GW_Bogota(config-router)# no auto-summary

RTR_Bogota2#conf t

RTR _Bogota(config)#router rip

RTR_Bogota2(config)#version 2

RTR _Bogota2(config-router)# passive-interface GigabitEthernet0/0
RTR _Bogota2(config-router)# network 172.29.0.0

RTR _Bogota2(config-router)# no auto-summary

RTR-Bogota3#conf t

RTR-Bogota3(config)#router rip

RTR-Bogota3(config)#version 2
RTR-Bogota3(config-router)#passive-interface GigabitEthernet0/0
RTR-Bogota3(config-router)#network 172.29.0.0
RTR-Bogota3(config-router)#no auto-summary

Punto b.

GW_Medellin#conf t
GW_Medellin#ip route 0.0.0.0 0.0.0.0 209.17.220.1

14



GW_Bogota#conf t
GW _Bogota#ip route 0.0.0.0 0.0.0.0 209.17.220.5

Punto c.
RTR_ISP#conf t

RTR_ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
RTR_ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

Parte 2 Tabla de Enrutamiento

Puntos de laletra a al f.

Tabla de Enrutamiento ISP

BTR ISP#show ip rcutel
Codes: L - local, € - connected, 5 - static, B - RIP, H — mokile, B -
BEE

I - EIGRP, EX - EIGRP external, & - 05FPF, IR - OS5PF inter area

N1 - OSPF NS55L extermal type 1, NZ - O5PF NS52 external type 2

El - O5PF external type 1, E2 - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-IS5 lewel-1l, L2 - I5-IS5 lewvel-2, ia - I5-I5
inter area

¥ - pandidate default, U - per-user static route, o — CDR

P - periodic downlocaded static route

Fateway of last resort is not set

172.2%.0.0/22 is subnetted, 2 subnets

5 172.25.0.0/22 [1/0] wia 208.17.220.¢
5 172.25.4 0722 [1/0] wia 205.17_220.2

209.17.220.0/24 is wariabkly subnetted, € subnets, 2 masks
20%_17_.220.0/30 is directly connected, Serial0/1l/0
20%_17_.220.1/32 is directly connected, Serial0/1l/0
20%_.17_.220.2/32 is directly connected, Serial0/1/0
20%_17_.220.4/30 is directly connected, Serial0/s0/0
20%_17_.220.5/32 is directly connected, Serial0/0,/0
20%_17_.220.6/32 is directly connected, Serial0/0/0

e aaea

Tablas de Enrutamiento Routers Sede Medellin
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GH Medelling#show ip rcutel

Codes: L - local, © — connected, 5 - static, B - RIP, M - mokile, B - BGEF
D — EIGRP, EX - EIGRP extermal, O - 0O5PF, I& - OQ5PF inter area
N1 - OSPF HN552& external type 1, N2 - OS5PF HN554Z external type 2
E1l - 0O5PF external type 1, EZ2 - OS5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - IS5-IS5 lewel-2, ia - I5-I5 inter area
¥ — randidate default, U - per—-user static route, o - ODRE
P - periocdic downloaded static route

Fateway of last resort is 20%.17.220.1 to mnetwork 0.0.0.0

.0.0/1l€ is wariably subnetted, 5 subnets, 2 masks

=) -4.0/25 [120/1] wia 172.2%.€.2, 00:00: Serialdys0/0
=) -4.128/25 [12051]1 wia 172.25.€.14, 00:00:05, Serialosls1l
[120/1] wia 172.25_€_.10, 00:00:05, Seriald/0/1

c .€.0/30 is directly connected, Seriald/ 0/s0

L .£.1/32 is directly connected, Seriald/o0/0

=) .E.4/30 [120/1] wia 172.2%.€.14, 00:00:05, Seriald/1/1
[120/1] wia 172.2%_€_.2, 00:00: Seriall/0/0
[120/1] wia 172.2%.€.10, 00:00:05, Serialls 0/1

c _€.8/30 is directly connected, Seriald/0/1

L .€.59/32 is directly connected, Seriald/ 0/1

C -£.12/30 is directly connected, Seriald/1/1

L .€.123/32 is directly connected, Serial0/Ll/l

20%.17.220.0/24 is wariably subnetted, 3 subnets, 2 masks

cC 205.17 0.0/30 is directly connected, Seriald/s1ls0

C 205_17 0.1/32 is directly connected, Seriald/s1/0

L 20%.17.220.2/32 is directly connected, Seriald/1l/0

g% 0.0.0.0/0 [170] wia 205.17_220.1

GW_Medelling

RTR_MedellinZgshow ip route |
Codes? L = Iocal, © - connected, § - static, R - RIP, M - mobkile, B -
BEP

L - EIZRP, EX - EIGRP external, © - O5PF, IR - OS5PF inter area

N1 - OSPF NS55LX external type 1, M2 - OS5PF NSS5A external type 2

El - OSPF external type 1, E2 - OS5PF external type 2, E - EGP

i - IS-I5, L1 - I5-I5 lewel-l, L2 — IS5-I5 lewel-2, ja - I5-IS
inter area

¥ - pandidate default, U - per-user static route, o — CDR

P - periodic downloaded static route

Zateway of last resocrt is 172.25%.&.1 to network 0.0.0.0

172.25.0.0/1¢ is wariakly subnetted, % subnets, 2 masks

c 172.25.4.0/25 is directly connected, GigabitEthernetd/s0

L 172.29.4_1/32 is directly connected, GigabitEthernetl,0

=] 172.25.4.128/25 [120/1] wia 172.2%.6.€, 00:00:25, Seriald/sLl/s0

c 172.25%.€.0/30 is directly connected, Serialld/0/0

L 172.25.6.2/32 is directly connected, Serialld/0/0

c 172.25%.6.4/30 is directly connected, Serialld/l1l/0

L 172.25%.6.5/32 is directly connected, Serialld/l1l/0

=] 172.25.€.8/30 [120/1] wia 172.25.€.1, 00:00:03, Serialdys0s0
[120/1] wia 172_.2%_.&€.&, 00:00:25, Seriald/ls0

B 172.29.6.12/30 [120/1] wvia 172.25.6.&, 00:00:25, Seriall0sls0

L3

[120/1] wia 1
R* 0.0.0.0/0 [l20/1] wia 172.25.€.1

.2%.€.1, 00:00:03, Serial0/SO0s0
, 00:00:03, Serialds0/f0

RTRE MedellinZg
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RTE Medellin3#show ip route
Codes: L. - local, C - connected, 5 - static, R - RIF, H — mobile, B — BEP
D - EIGRF, EX - EIGRF external, O - O5PF, IA - O5PF inter area
N1 - OS5PF NS55Z external type 1, W2 - O5SPF N55R external type 2
El - OS5FF external type 1, EZ - O5PF external type Z, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 lewel-2, ia - IS5-I5 inter area
¥ — rcandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Fateway of last resort is 172.25.6.13 to network 0.0.0.0

172.25%.0.0/1l¢e is wariakly subnetted, 10 subnets, 2 masks

= 172.2%.4.0/25 [120/1] wia 172.25%.e.5, 00:00:25, Serialds1l/s0

c 172.25%.4_1228/25 is directly connected, GigabitEthernetd/0d

L 172.25%.4.12%/32 is directly connected, GigabitEthernetd/0d

=] 172.2%.€.0/30 [120/1] wia 172.2%.€.13, 00:00:15, Serialdsl/s1
[120/1] wia 172.25%3.€.5, 00:00:25, Seriald/sls0
[120/1] wia 172.25%.€.%, 00:00:15, Seriald/s0/1

c 172.25%.€.4/30 is directly connected, Seriald/1l/0

L 172.25%.€.€/32 is directly connected, Seriald/1l/0

c 172.25%.€.8/30 is directly connected, Seriald/ o/1

L 172.25%.€.10/32 is directly connected, Seriald/s0/1

C 172.25.€.12/30 is directly connected, Seriald/s1l/ 1

L 172.25.€.14/32 is directly connected, Seriald/1l/1

= a.2.0.0/0 [120/1] wia 172.25%.€.13, 00:00:15, Seriald/l/s1

[120/1] wia 172.2 .S, 00:00:15, Seriald/ 071

RTR Medellin3g

Tablas de Enrutamiento Routers Sede Bogota

GW_Bogotagshow ip rcutel
Lodes: L - local, © - connected, 5 - static, B - RIP, M - mokile, B - BGP
I - EIZRP, EX - EIZRF extermnal, O - 0O5PF, IR - OS5PF inter area
N1l - OSPF N55& extermnal type 1, N2 - OSPF NS552& external type 2
El - OS5PF external type 1, EI - O5PF external type 2, E - EGP
i - I5-I5, L1 - IS5-IS5 lewel-1l, LZ - I5-IS5 lewel-2, ia - IS5-IS5 inter area
¥ — candidate default, U - per-user static route, o - QDR
P - periocdic downloaded static route

Fateway of last resort is 205.17.220.5 to network 0.0.0.0

172.25.0.0/1¢ is wariably subnetted, 5% subnets, 3 masks

= 172.25_.0.0/24 [120/1] wia 172.25.3_¢€, 00:00:05, Serialds1/1
[120/11 wia 172.2%.3.2, 00:00:05, Seriald/1l/0

= 172 .0/24 [120/1] wia 172.25.3.10, 00:00:02, Seriald/s/o/1

c 172 .0/30 is directly connected, Seriald/1ls0

L 172 .1/32 is directly connected, Seriald/1/0

C 1 -4/30 is directly connected, Seriald/1/1

L 172 .5/32 is directly connected, Seriald/s1/1

C 172 _8/30 is directly connected, Seriald/0/1

L 172 .8/32 is directly connected, Serialds0/1

= 172 12730 [120/1] wia 172.25.3.10, 00:00:02, Serialld/so/1
[120/1] wia 172_.29.3_.&, 00:00:05, Seriald/ 11
[120/1] wia 172.29%.3.Z, 00:00:05, Seriald/sl/s0

205.17.220.0/24 is wariably subnetted, 3 subnets, 2 masks

c 205.17.220.4/30 is directly connected, Seriallds0/0

C 205.17.220.5/32 is directly connected, Serialld/0/0

L 205.17.220.8/32 is directly connected, Serialld/s0/0

5% 0.0.0.0/0 [1/0] wia 205.17.220.5
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ETR Bogotalxen
Dassword:
RTR BogotaZf#sho

RTE Bogotalfshow ip route I

D - EIGRP, EX

i - Is-Is5, L1
¥ - candidate

ETR Bogotalg

-0/1€ is

[120/1]

Codes: L - local, C - connected,

§ - static, B - RIP, M - mobile, B - BGP

- EIGRF external, & - O5PF, IZ - GOS5PF inter area

Nl - OSPF M55R external type 1, N2 - OS5PF NS5A external type 2
El - OSPF external type 1, EZ2 — O5PF external type Z, E — EEP

- I5-I5 lewel-1, LZ - I5-I5 level-2Z, ia - I5-I5 inter area
default, U - per-user static route, o - C0DR

c -0/24

L 1732

R _0/24

c

L

c

L

=} _8/30 [120/1] wia 172
[120/1] wia 172
[120/1] wia 172

c 172 -3.12/30

L 172 -3.13/32

R* 0.0.0.0/0 [1l20/1] wia 172

P - periodic downloaded static route
Zateway of last resort is 172.25%.3.5 to network 0.0.0.0

wariabkly subnetted, 10 subnets, 3 masks

is directly connected, GigabitEthernetl/0

is directly conmnected, GigabitEthernetld/0d
[120/1] wia 172.25_3_14, 00:00:28, Serizaldso/0
-0/30 is directly connected, Seriald/ 1/ 0

.2/32 is directly connected, Seriald/Lls0

.4/30 is directly connected, Seriald/Ll/1

.6/32 is directly connected, Seriald/Ll/1

29 _3_14, 00:00:28, Seriald/0/0
25%.3.5, 00:00:11, Seriald/ 171
25.3.1, 00:00:11, Seriald/s1ls0

is directly connected, Serizld/ 070
is directly connected, Seriazld/ 070
25.3.5, 00:00:11, Seriald/s1/1
wia 172.2%.3.1, 00:00:11, Serialds1l/0

RTRE-Bogotaldren
Password:
BRTRE-Bogota3gsho

RTR-Bogotadgshow ip rou

RTE

Bogota3gshow ip route

Codes: L - local, C - connected, 5 - statie, B - RIP, M - mokile, B - BGP
0 - EIGRP, EX - EIGZRP external, © - O5PF, IR - OS5PF inter area
N1 - OSPF MNS55R external type 1, N2 - OSPF MNS5R external type 2

El - 0OSPF exter

nal type 1, E2 - OSPF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-IS5 lewel-2, ia - I5-I5 inter area
U - per-user static route, o — QDR

¥ - pandidate default,

P - periodic downloaded static route

Gateway of last resort is 172.29%.3.% to network 0.0.0.0

172.25.0.0/1¢ is
R 172 -0/24
c 172 -0/24
L 172 -1/32
R 17 -0/320
R 172.29.3.4/30
c -3.8/30
L -3.10/32
c -3.12/30
L -3.14/32
R* 0.0.0.0/0 [120/1]

RTR-Bogotasg]

variably subnetted, % subnets, 2 masks

[120/1] wia
is directly
is directly
[120/1] wia
[120/1] wia
[120/1] wia
[120/1] wia
is directly

172.2%.3.13, 00:00:21, Serial0ys0s0
connected, GigabitEthernet0/0
connected, GigabitEthernet0/0

172.29.3.9, 00:00:07, Serial0/0/1
172.29.3.13, 00:00:21, Serial0/0/0
29.3.13, 00:00:21, Serial0/0/0

172.25%.3.%, 00:00:07, Serialds0/1
connected, Serisll/s0/1

is directly connected, Seriald/0/1
is directly connected, Seriald/0/0
is directly connected, Seriald/0/0

wia 172.25_

3.9, 00:00:07, Seriald/s0/1
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Parte 3: Deshabilitar la propagacion del protocolo RIP

Routers Medellin

RTR_Medellin2#conf t
RTR_Medellin2(config)#router rip
RTR_Medellin2(config-router)# passive-interface GigabitEthernet0/0

GW_Medellin#conf t
GW_Medellin(config)#router rip
GW_Medellin(config-router)#passive-interface serial 0/1/0

RTR_Medellin3#conf t

RTR_Medellin3(config)#router rip

RTR_Medellin3(config-router)# passive-interface GigabitEthernet0/0
Routers Bogota

GW_Bogota#conf t

GW _Bogota(config)#router rip
GW_Bogota(config-router)# passive-interface serial 0/0/0

RTR_Bogota2#conf t

RTR _Bogota(config)#router rip

RTR _Bogota2(config-router)# passive-interface GigabitEthernet0/0
RTR-Bogota3#conf t

RTR-Bogota3(config)#router rip
RTR-Bogota3(config-router)#passive-interface GigabitEthernet0/0

Parte 4: Verificacion del protocolo RIP

Puntos ay b.

Tablas de enrutamiento RIP en Routers Medellin, interfaces pasivas y
version de RIP.
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B GW_Medellin — O X
Phy=ical Config CLI Aftributes
]
105 Command Line Interface
shutdown L]

router rip

version 2
passive-interface Serialld/1 /0

network 1VZI_Z5_ 0.0

=W Medellingshow ip route rip I

lEE.ES-D.D!lE is wariakly subnetted, 9% subnets, 3 masks

=] 172.25%.4.0/725 [120/1] wia 172
=] 172.25_4.128/25 [120/1] wia 172
Serialds1l/1

[120/1] wia 172
Seriald/s0/ 1
=] 172.2%.e.4/30 [120/1] wia 172.

[120/1] wia 172.
[120/1] wia 172.

3 -

25
- &

z5
S

[= I = I

, 00:00:12, Seriall/ 070

_€.14, 00:00:17,

.10, 00:00:17,

[=}]

14, 00:00:17, Serialld/s1l/s1
L2, 00:00:12, Seriald/0/0
10, 00:00:17, Seriall0/ 071

209_17_.220.0/24 is wariakly subnetted, 3 subnets, 2 masks

W _Medelling
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¥ RTR_Medellin2 — O

Physzical Config CLI Attributes
|

105 Command Line Interface

clock rate €4000

!

interface Seriald/ 1/s1
no ip address

clock rate 2000000

!

interface Vlianl

no ip address
shutdown

!

r rrip

wersion 2

passive-interface GigabitEthernetd/0
network 172.25.0.0

no auto-SUmmary

edellinifshow 1p route rip |
172.2%.0.0/16 is wariakly submnetted, 5% subnets, 3 masks

=] 172.25_4 128725 [120/1] wia 172_2Z%.&€. Q0:00:01, Serialdysls0
2] 172.25%.€.8/30 [120/1] wia 172.25%.6.1, 00:00:01, Serial0/0/s0
[120/1] wia 172.25%.6.€, 00:00:01, Seriald/S1l/0

=] 172.25_€.12/30 [120/1] wia 172.25%_¢6.€, 00:00:01, Seriall/Sl/s0

[120/1] wia 172_.25%.&e.1, 00:00:01, Serialds0/0

B o.0.0.0/0 [120/1] wia 172.2%.€.1, 00:00:01, Serialdysoys0

RTE Medellinlg
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¥ RTR_Medellin3 — O *
Phy=ical Config CLI Aftributes
—
|05 Command Line Interface
[ UESCLIDC IO CHL-=n_Hede LTI
ip address 172.25%_.&.14 255_255.255.252 ”
clock rate €4000
1
interface Vlanl
no ip address
shutdown
!
router riE
wversion 2
passive-interface GigabitEthernetl,/0
network 172.25%.0.0
no auto-SUmNmary
1
RETR Medellin3gshow ip route rip I
'm:ﬂedelllmamw 1p route rip
172_.25%.0.0/1e is wariably subnetted, 10 subnets, 3 masks
R 172.2%.4.0/25 [120/1] wia 172.29.€.5, 00:00:20, Serialdys1l/s0
=) 172.2%.€.0/30 [120/1] wia 172.25%_.€.13, 00:00:01, Seriall 1l 1
[120/1] wia 172.2%_€.5, 00:00:20, Serialld 1,0
[120/1] wia 172.2%_€.%, 00:00:01, Serialds0,/1
B> 0.0.0.0/50 [120/1] wia 172.25.6.13, 00:00:01, Serialds1l/1
B* 0.0.0.0/0 [120/1] wia 172.25.€.%, 00:00:01, Serialdys0/1
BETE MHedellinig

Tablas de enrutamiento RIP en Routers

de RIP.
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¥ GW Bogota

Phy=ical Config CLI Afttributes
|

105 Command Line Interface

ip mat inside
clock rate €4000
I
interface Vlanl
no ip address

shutdown
1

mouter oo

version 2

passive—interface Seriall/0,/0
network 172.25%.0.0
default-information originate
no auto-sSUurmary

EW_Bogotagshow ip route rip
172.25.0.0/16 is wariably subnetted, 9 subnets, 3 masks

=W Bogotad

23

=] 172.25.0.0/24 [120/1] wia 172.25_.32 .6, 00:00:13, Seriald/1l/1
[120/1] wia 172.25%_.3_.Z, 00:00:13, Serialdsls0

R 172.2%.1.0/24 [120/1] wia 172.25%_3.10, 00:00:00, Serial0s 071

R 172.2%.3.12/30 [120/1] wia 172.25.3.10, 00:00:00, Serialdy0/1

[120/1] wia 172.25%.2.€, 00:00:13, Seriall/ 1l/1
[120/1] wia 172.25%.2.2, 00:00:13, Serial0/ 1l/0
205_17.220.0/24 is wariakly subnetted, 3 subnets, 2 masks



¥ RTR_Bogotal — O

Phy=ical Config CLI Aftributes
|

105 Command Line Interface

ip address 172.2%.3.2 255.255.255.252
!

interface Seriald/ 1/ 1

description CHX-GW_Bogota

ip address 172.2%.3.¢ 255.255.255.252

1
interface Vlanl

no ip address

shutdown

!

router rip

wversion 2

passive-interface GigabitEthernetl/0
network 172.26.0.0

no auto-summary

RTIR BogotaZ#show ip route ripl
I En. 0. usIE 15 wvariably subnetted, 10 subnets, 3 masks

.25.1.0/24 [120/1] wia 172.2%_.3.14, 00:00:05, Seriald/ /0,0

S25.3.8/30 [120/1] wia 172.2%.3.14, 00:00:05, Seriald/sas0
[120/1] wia 172.25.3.5, 00:00:27, Seriald/l/1
[120/1] wia 172.2%_.3.1, 00:00:27, Seriald s1/0

B* g.0.0.0/0 [120/1] wia 172.25.32.5, 00:00:27, Seriald/1l/1

B g.0.0.0/0 [120/1] wia 172.25.3.1, 00:00:27, Seriald/ls0

L

=]
=]

S

[

1
1

ETE Bogotalg
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¥ RTR-Bogotal — a >

Phy=ical Config CLI Attributes
I

105 Command Line Interface

speed auto s
shutdown

!
interface Seriall/0/0

description CHX-RIR Bogotal

ip address 172.25.3.14 255.255.255.252
clock rate &4000

!
interface Seriall/0/1

description CHNE-GW_Bogota

ip address 172.25.3.10 255.255.255.252
!

interface Vlanl

no ip address

shutdown

!

router rip

version 2

passive-interface GigabitEthernet0/s0
[ HELROIE L7229 0.0

no auto-summary

zhog
BETR-Bogotaldfshow ip route rip
1VZ2 25 . 0_U/1le 15 wvariably subnetted, 9 subnets, 3 masks

Ly

R 172.2%.0.0/24 [120/1] wia 172.25%_3.13, 00:00:0&8, Seriald/s0/0
R 172.2%.3.0/30 [120/1] wia 172.29.3.5, 00:00:1€, Serialdys0/1
[120/1] wia 172.25%.3.132, 00:00:0&8, Seriald/ 070
=] 172.2%.3.4/30 [120/1] wia 17 9.3.13, 00:00:0&, SerialdsO/s0
!

&
&

9.3.%, 00:00:1¢, Seriald/0f1

1
1
[120/1] wia 1
3.9, 00:00:1¢, Seriald/ 0/l

B* 0.0.0.0/50 [120/1] wia 1l72.25.

BETR-Bogotalg

Parte 5: Configurar encapsulamiento y autenticacion PPP

Punto a. Enlace Medellinl con ISP sea configurado con autenticacion PAP

Desde el Router Medellin 1
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GW_Medellin# configure terminal

GW_Medellin(config)# username RTR_ISP secret pppl23
GW_Medellin(config)# interface serial 0/1/0

GW_Medellin(config-if)# encapsulation ppp

GW_Medellin(config-if)# ppp authentication pap

GW_Medellin(config-if)# ppp pap sent-username GW__Medellin password 0

pppl23

Desde el Router ISP

RTR_ISP# configure terminal

RTR_ISP(config-if)# username GW_Medellin secret ppp123
RTR_ISP(config-if)# encapsulation ppp

RTR_ISP(config-if)# ppp authentication pap

RTR_ISP(config-if)# ppp pap sent-username GW_Medellin password 0 ppp123

Punto b. Enlace Bogotal con ISP sea configurado con autenticacion PAP

Desde el Router Bogotal

GW_Bogota#conf t

GW_Bogota(config)#username RTR_ISP secret pppl123

GW_Bogota(config)# interface serial 0/0/0

GW _Bogota(config-if)#encapsulation ppp

GW _Bogota(config-if)# ppp authentication pap

GW _Bogota(config-if)#ppp pap sent-username GW __ Bogota password 0 pppl123

Desde el Router ISP

RTR_ISP# configure terminal

RTR_ISP(config)# username GW_Bogota secret ppp123

RTR_ISP(config)# int s0/0/0

RTR_ISP(config-if)# encapsulation ppp

RTR_ISP(config-if)# ppp authentication pap

RTR_ISP(config-if)# ppp pap sent-username GW_Bogota password 0 pppl123
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Parte 6: Configuracion de NAT
Puntosa,byc

Router Medellinl

B GW_Medellin

Phy=ical Config CL Aftributes
]

interface Seriald/s0/0
description RTR Medellinl

e on

ip address 172.2%.&.1 255.255_255_ 3252

|1p Tat lnside |
clock rate &4000
!

interface Seriall/0/1

description CHNX-RTR Medellin3

ip address 172_25%_&6.5% 255.255.255_252
IiE nat inside I

clock rate &4000

1

interface Seriall/S1/0

description CHNE-RTR ISP

ip address 205%_17.220.2 255_2Z55_255_252
encapsulation ppp

PP authentication pap

FPE pap sent-username W _Medellin password 0 pppl23
no keepalive

lip nat outside |

1

interface Serialld 1/ 1
description CHNE-RTR HMedellin2

ip address 172.2%.&.13 255_255_255_ 252

IiE nat insidel

GW_Medellin#conf t
GW_Medellin(config)#int s0/0/0
GW_Medellin(config-if)#ip nat inside

GW_Medellin#conf t

GW_Medellin(config)#int s0/0/1
GW_Medellin(config-if)#ip nat inside
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GW_Medellin#conf t
GW_Medellin(config)#int s0/1/0
GW_Medellin(config-if)#ip nat outside

GW_Medellin#conf t
GW_Medellin(config)#int sO/1/1
GW_Medellin(config-if)#ip nat inside

Router Bogotal

¥ GW Bogota

Physical Config CL Aftributes

0% Command Line Interface

duplex auto

speed auto

shutdown

I
interface Serialld/ 0,0

description CHX-RTR ISP

ip address 20%.17.220.¢ 255.255_.255.252
encapsulation ppp

ppp authentication chap

Ilp naE cuElee I

interface Seriald/ 0,1
description CHNE-RIR Bogotas
ip address 172.25.3.5% 255.255.2
1 nat inside |
clock rate €4000
1

Lo
[i3]
(i3}
(8]
[i}]
(o8]

interface Serialld/s1l/sS0
description CNX-RTR Bogotal
ip address 172.25%.3.1 255.255.255.252
clock rate €4000
!
interface Serialdfs1l/1
description CHNE-RIR Bogotal

ip address 172.25%_.3.5 255_255.255.252
IHEIHEHI!HH!HH!
clock rate &4000

GW_Bogota#conf t
GW_Bogota(config)#int s0/0/0
GW_Bogota(config-if)#ip nat outside
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GW_Bogota#conf t
GW _Bogota(config)#int s0/0/1
GW_Bogota(config-if)#ip nat inside

GW_Bogota#conf t
GW_Bogota(config)#int s0/1/0
GW_Bogota(config-if)#ip nat inside

GW_Bogota#conf t

GW_Bogota(config)#int s0/1/1
GW _Bogota(config-if)#ip nat inside

Prueba de ping desde host Medellin a ISP

’l ¥ HOST_LANMED3

Phy=ical Config Desktop Programming Attributes
|

Command Prompt

5.1.1 with 32 bytes of «

st timed out.
st timed out.
> timed out.
> timed out.

{l00% loss),

from
v from
v from
¥ from
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Estadisticas de NAT GW_Medellin

CW_Medelling#show ip nat statisticsl

otal tramslations: U (U static, U dynamic, 0 extended)
Cutside Interfaces: Seriald/S1l/0

Inside Imterfaces: Seriald/0/0 , Seriald/ 071
Hits: 5 Misses: 23

Expired translations: 13

Dynamic mappings:

W Medelling

, Serialdfslsl

Prueba de ping desde host Bogota a ISP

| ¥ HOST_LANBOG2 |

Physical Config

Programming Attributes

Command Prompt

=W_Bogotagshow ip nat sta
=W Bogotagshow ip nat statistics

Total translatioms: 0 (0 static, 0 dynamic, 0 extended)
tside lnterfaces: Seriald/so0s0
nside Interfaces: Serialld/0/1 , Serial0yf1l/0
Hits: 22 Misses: 50
Expired translations: 35
Dynamic mappings:
=W_Bogotag

, Seriald/sls1
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Parte 7: Configuracion del servicio DHCP

Puntos a,b,cyd

DHCP Server sede Medellin

RTR_Medellin2#configure terminal

RTR_Medellin2(config)#

RTR_Medellin2(config)#service dhcp

RTR_Medellin2(config)#ip dhcp pool LAN2
RTR_Medellin2(dhcp-config)#default-router 172.29.4.1
RTR_Medellin2(dhcp-config)#network 172.29.4.0 255.255.255.128
RTR_Medellin2(config)#ip dhcp excluded-address 172.29.4.1

Configuracién DHCP Server LAN Router Medellin 3

RTR_Medellin2(config)#ip dhcp pool LAN3
RTR_Medellin2(dhcp-config)#network 172.29.4.128 255.255.255.128
RTR_Medellin2(dhcp-config)#default-router 172.29.4.129
RTR_Medellin2(config)#ip dhcp excluded-address 172.29.4.129

Configuracion DHCP Relay en Router Medellin 3

RTR_Medellin3>

RTR_Medellin3#

RTR_Medellin3#configure terminal
RTR_Medellin3(config)#interface g0/0
RTR_Medellin3(config-if)#ip helper-address 172.29.6.5

DHCP Server sede Bogota

RTR_Bogota2#conf t

RTR_Bogota2(config)# service dhcp

RTR_Bogota2(config)# ip dhcp pool LAN2

RTR_Bogota2 (dhcp-config)# default-router 172.29.0.1
RTR_Bogota2 (dhcp-config)# network 172.29.0.0 255.255.255.0
RTR_Bogota2 (dhcp-config)# ip dhcp excluded-address 172.29.0.1
RTR_Bogota2 (dhcp-config)# ip dhcp excluded-address 172.29.1.1
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RTR_Bogota2#conf t

RTR_Bogota2(config)# ip dhcp pool LAN3
RTR_Bogota2(dhcp-config)#default-router 172.29.1.1
RTR_Bogota2(dhcp-config)#network 172.29.1.0 255.255.255.0

Pruebas de ping entre Routers desde el simulador

.

Realtime |( — Simulation

Fire  Last Statuz  Source Destination Type | Color Time(sec)  Periodic
& Successful RTR_Medelin2 RTR_Medellin3 ICHP . 0.000 i
& Successful RTR_Medelin2 GW_Medellin ICKP 0.000 H
@@ Successful RTR_Medelin2 RTR_ISP ICKP . 0.000 H

Ir -~

L .

Realtime || —' Simulation

Fire  LastStatus  Source Destination Type Color Tme(sech) Periodic
& Successful RTE_BogotaZ RTR_ISP ICHP . 0.000 i

4 Successful RTR_BogotaZ GW_Bogota ICKMP . 0.000 M

& Successful RTR-Bogotad GW_Bogota ICHP . 0.000 M

I -~

ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual deber& configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.
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VLAN Direccionamiento Nombre

| 30 192.168.30.0/24 Administracién
| 40 192.168.40.0/24 Mercadeo
209.165.200.230 | 200 192.168.200.0/24 imi

172.31.21.0/30

S0/0

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires
Foi24 802.1Q

192.168.99.3
192.168.99.2
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B Cisco Packet Tracer - C:\Users\robinson.osorio\Google Drive\XV_semestre\DIPLOMADO DE GRADO\Prueba de habilidades practicas\Escenario2. pkt
File Edit Options View Tools Extensions Help

IiSNmOrik 23¢1QQAOE E=SE
Qe B/ med B

Logical [, Physical) < 2. y: 204

=

Cloud-PT  PCO
Internet 1

=P
Uy
251
BUENOS AIRES

Conexion fisica de los dispositivos y topologia

Configuracién de enable secret en dispositivos

RTR_BOGOTA#conf t
RTR_BOGOTA(config)#enable secret diplomado2019
RTR_BOGOTA(config)#service password-encryption

RTR_MIAMI#conf t
RTR_MIAMI(config)#enable secret diplomado2019
RTR_MIAMI(config)#service password-encryption

RTR_BUENOSAIRES#conf t
RTR_BUENOSAIRES(config)#enable secret diplomado2019
RTR_BUENOSAIRES(config)#service password-encryption

SWl#conft
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SW1(config)#enable secret diplomado2019
SW1(config)#service password-encryption

SW3#conf t
SW3(config)#enable secret diplomado2019
SW3(config)#service password-encryption

Configuracion direccionamiento IP en dispositivos

Direccionamiento Router Bogota

RTR_BOGOTA#conf t

RTR_BOGOTA(config)#interface GigabitEthernet0/0.30
RTR_BOGOTA(config-subif)#encapsulation dot1Q 30
RTR_BOGOTA(config-subif)#ip address 192.168.30.1 255.255.255.0

RTR_BOGOTA#conf t

RTR_BOGOTA(config)#interface GigabitEthernet0/0.40
RTR_BOGOTA(config-subif)#encapsulation dot1Q 40
RTR_BOGOTA(config-subif)#ip address 192.168.40.1 255.255.255.0

RTR_BOGOTA#conf t
RTR_BOGOTA(config)# interface Serial0/0/0
RTR_BOGOTA(config-if)#ip address 172.31.21.1 255.255.255.252

Direccionamiento Router Miami

RTR_MIAMI#conf t
RTR_MIAMI(config)#interface LoopbackO
RTR_MIAMI(config-if)#ip address 10.10.10.10 255.255.255.255

RTR_MIAMI#conf t
RTR_MIAMI(config)#interface GigabitEthernet0/0
RTR_MIAMI(config-if)#ip address 209.165.200.225 255.255.255.248

RTR_MIAMI#conf t
RTR_MIAMI(config)#interface Serial0/0/0
RTR_MIAMI(config-if)#ip address 172.31.21.2 255.255.255.252

RTR_MIAMI#conf t

RTR_MIAMI(config)#interface Serial0/0/1
RTR_MIAMI(config-if)#ip address 172.31.23.1 255.255.255.252
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Direccionamiento Router Buenos Aires

RTR_BUENOSAIRES#conf t
RTR_BUENOSAIRES(config)#interface Loopback4
RTR_BUENOSAIRES(config-if)#ip address 192.168.4.1 255.255.255.0

RTR_BUENOSAIRES#conf t
RTR_BUENOSAIRES(config)# interface Loopback5
RTR_BUENOSAIRES(config-if)# ip address 192.168.5.1 255.255.255.0

RTR_BUENOSAIRES#conf t
RTR_BUENOSAIRES(config)# interface Loopback6
RTR_BUENOSAIRES(config-if)# ip address 192.168.6.1 255.255.255.0

RTR_BUENOSAIRES#conf t
RTR_BUENOSAIRES(config)# interface Serial0/0/1
RTR_BUENOSAIRES(config-if)#ip address 172.31.23.2 255.255.255.252

Direccionamiento Switchl

SWl#conf t
SW1(config)#interface Vlan10
SW1(config-if)# ip address 192.168.99.2 255.255.255.0

Direccionamiento Switch3

SW3#conf t
SW3(config)#interface Vlanl10
SW3(config-if)#ip address 192.168.99.3 255.255.255.0

Configuracién OSPFv2 area 0

RTR_BOGOTA#conf t

RTR_BOGOTA# router ospf 1

RTR_BOGOTA(config-router)#router-id 1.1.1.1
RTR_BOGOTA(config-router)#log-adjacency-changes
RTR_BOGOTA(config-router)#passive-interface GigabitEthernet0/0.30
RTR_BOGOTA(config-router)#passive-interface GigabitEthernet0/0.40
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RTR_BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area 0
network 192.168.40.0 0.0.0.255 area O
network 172.31.21.0 0.0.0.3 area 0

RTR_BOGOTA#conf t

RTR_BOGOTA(config)#interface Serial0/0/0
RTR_BOGOTA(config-if)#description CNX-RTR_MIAMI
RTR_BOGOTA(config-if)#bandwidth 256
RTR_BOGOTA(config-if)#ip address 172.31.21.1 255.255.255.252
RTR_BOGOTA(config-if)#ip ospf cost 9500
RTR_BOGOTA(config-if)#clock rate 64000
RTR_BUENOSAIRES#conf t
RTR_BUENOSAIRES(config)#interface Serial0/0/1
RTR_BUENOSAIRES(config-if)# description CNX-RTR_MIAMI
RTR_BUENOSAIRES(config-if)# bandwidth 256
RTR_BUENOSAIRES(config-if)#ip address 172.31.23.2 255.255.255.252
RTR_BUENOSAIRES(config-if)#ip ospf cost 9500

RTR_BUENOSAIRES#conf t

RTR_BUENOSAIRES(config)# router ospf 1
RTR_BUENOSAIRES(config-router)#router-id 8.8.8.8
RTR_BUENOSAIRES(config-router)# log-adjacency-changes
RTR_BUENOSAIRES(config-router)# passive-interface Loopback4
RTR_BUENOSAIRES(config-router)# passive-interface Loopback5
RTR_BUENOSAIRES(config-router)# passive-interface Loopback6
RTR_BUENOSAIRES(config-router)# network 172.31.23.0 0.0.0.3 area 0
RTR_BUENOSAIRES(config-router)# network 192.168.4.0 0.0.0.255 area 0
RTR_BUENOSAIRES(config-router)# network 192.168.5.0 0.0.0.255 area 0
RTR_BUENOSAIRES(config-router)# network 192.168.6.0 0.0.0.255 area O

RTR_MIAMI#conf t

RTR_MIAMI(config)#interface Serial0/0/1
RTR_MIAMI(config-if)# description CNX-RTR_BUENOSAIRES
RTR_MIAMI(config-if}# bandwidth 256

RTR_MIAMI(config-if)# ip address 172.31.23.1 255.255.255.252
RTR_MIAMI(config-if)# ip ospf cost 9500
RTR_MIAMI(config-if)# clock rate 64000

RTR_MIAMI#conf t
RTR_MIAMI(config)#router ospf 1
RTR_MIAMI(config-router)# router-id 5.5.5.5
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RTR_MIAMI(config-router)#log-adjacency-changes
RTR_MIAMI(config-router)#passive-interface GigabitEthernet0/0
RTR_MIAMI(config-router)#passive-interface LoopbackO
RTR_MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area O
RTR_MIAMI(config-router)#network 209.165.200.224 0.0.0.7 area 0
RTR_MIAMI(config-router)#network 10.10.10.10 0.0.0.0 area O
RTR_MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area O

Verificar informacion de OSPF

Tablas de enrutamiento conectados por OSPFv2

Bogotéa

lzT2 BOCOTZ#sh ip route ospf |
10.0.0.0,32 is subnetted, 1 subnets

] 10.10.10.10 [110/9501] wia 172.31.21.2, 1l0:1€:4%, Serialdys0/0

172.31.0.0/16 is wariakly submnetted, 3 subnets, 2 masks
) 172.31.23.0 [110/1%000] wia 172.31.21.2, 1l0:1e:4%,
Serialdys0/0

152 _.168.4_.0/32 is subnetted, 1 subnets
] 152 .1e8.4.1 [110/19001] wia 172.31.21.2, 1l0:1€:3%,
Serialdysas0

152 _.168.5.0/32 is subnetted, 1 subnets
] 1%2.1€8.5.1 [110/19001] wia 172.31.21.2, 1l0:1€:3%,
Seriald/sOs0

152 168 _.&€.0/32 is subnetted, 1 subnets
o 132 .1€8.6.1 [110/19001] wia 172.31.21.2, 1l0:1€:3%,
Serialdysa 0

205%_.1€5.200.0/2% is submnetted, 1 subnets
) 205 _1e5.200.224 [110/59501] wia 172.31.21.2, 10:1&:4%5,
Serialdys0/0

RTE BOZOTLE
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Buenos Aires

"RIR BUENOSATIRESf#show ip route ospf I
10.0.0.0/32 is subnetted, 1 subnets

O 10.10.10.10 [110/5%501]1 wia 172.31.23.1, 10:18:28, Seriald/0/1
172.31.0.0/1e is wariably subnetted, 2 subnets, 2 masks

] 172.31.21.0 [110/19000] wia 172.31.23.1, 10:18:28,

Seriald 0,1

O 1%2.1€8.30.0 [110/15001] wia 172.31.23.1, 10:18:28, Serialds0/1

O 1%2.1e8.40.0 [110/15001]1 wia 172.31.23.1, 10:18:28, Serialds0/1
205 _1€5.200.0/25% is subnetted, 1 subnets

] 20%.1€5.200.224 [110/5501] wia 172.31.23.1, lo:l3:2s8,

Seriald/s0r1

BETE BUENOSAIRESE

Miami

RTE MIZMT#sh ip route ospf |
152 _.162.4_.0/32 is subnetted, 1 subnets

] 152 .1e28.4.1 [110/58501] wia 172.31.23.2, 10:22:55, Seriald/0/1
152 _.168.5.0/32 is subnetted, 1 subnets

o 1%2.1€28.5.1 [11l0/5501] wia 172.31.23.2, 10:22:55, Seriald/0/1
1532 .1€8.€.0,/32 is subnetted, 1 subnets

] 1%2.1e8.5.1 [110/5501] wia 172.31.23.2, 10:22:55, Serial0/0/1

o 152.165.30.0 [l10/3501] wia 172.31.21.1, 10:22:55, SerialQ/0/0
o 152.1¢5.40.0 [l10/5501] wia 172.31.21.1, 10:22:55, SerialQ/0/0
RTR MIZMI$

Visualizacion de OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router

Bogota
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RTIR BOROTIRfEshow ip ospf interface

GigabitEthernetd,/0.30 is up, line protocol is up
Internet address is 152 _1€8_.30.1/24, brea 0O
rirccess ] l, Bouter 1D 1.1.1.1, Hetwork Eype ERDADEEETT-EEEE?-T-1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Bouter (ID) 1.1.1.1, Interface address 15%2.1&23_.30_.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Ho Hellos (Passiwve interface)
Index 1/1, £flood gueues length O
Next 020 ({0) /0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is O, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
GigabitEthernetd,/0.40 is up, line protocol is up
Internet address is 152 .1€2.40.1/24, Rrea 0O
Process ID 1, Bouter ID 1.1.1.1, HNetwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priocrity 1
Designated Bouter (ID) 1.1.1.1, Interface address 1532.1€83_40_.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Mo Hellos (Passiwve interface)
Index 272, floocd gueue length O
Wext 0x0(0) 0x0({0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)

Serial0/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, RArea 0
Process ID 1, HRouter ID 1.1.1.1, Wetwork Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:0&
Index 3/3, flood gueue length 0
Next 0x0{0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , hdjacent neighbor count is 1
Zdjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
RTR BOEOTRE
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Buenos Aires

|RIR_EU3NDSAIRZS#shcw ip ospf interfacel

Loopback4 is up, line protocol is up
Internet address is 1532 .1€8.4.1/24, Area 0
Process ID 1, Router ID 28_.2.8.8, HNetwork Type
Loopkack interface is treated as a stubk Host
Loopback? is up, line protocol is up
Internet address is 1532 .1€68.5.1/24, Area 0
Process ID 1, Router ID 28_.2.8.8, HNetwork Type
Loopkack interface is treated as a stubk Host
Loopbacké is up, line protocol is up
Internet address is 132 .1€8.&6.1/24, Area 0O
Process ID 1, Router ID 28_.2.8.8, HNetwork Type
Loopkack interface is treated as a stubk Host
Serialld/0/1 is up, line protocol is up
Internet address is 172.31_.23.2/30, Area 0

LOOPBACE,

LOOPBACE,

LOOPBACE,

Cost: 1
Cost: 1
Cost: 1

Process ID 1, Router ID 28.2.8.8, HNetwork Type POINT-TO-POINT, Cost:
Priority O

Transmit Delay is 1 sec, State POINT-TO-POINT,

No designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40,
Hello due in 00:00:00

Index 474, £flood gueues length O

Hext 0x0(0) /0x0{0)

Last flood scan length is 1, maximum is 1

Wait 40,

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count
2djacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
ETE BUENOSRIRESE

is 1

Betransmit 5

5500

Miami
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RTR MIZMT#show ip ospf interface

Loopkbackd is up, line protocol is up
Internet address is 10.10.10.10/32, Area 0O
Process ID 1, Router ID 5.5.5.5, Network Type LOOFBACE, Cost: 1
Loopkback interface is treated as a stubk Host
FigabitEthernetd/0 is up, line protocol is up
Internet address is 205%.1€5.200.225/29, Area 0
Process ID 1, Router ID 5.5.5.5, WNetwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 5.5.5.5, Interface address 2Z05_1g5.200_225
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passiwve interface)
Index 2/2, flood gueue length O
Hext 02x0{0)/00{0)
Last £flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximam is 0 msec
Neighbor Count is 0, Rdjacent neighkbor count is 0O
Suppress hello for 0 neighbor(s)
Seriald/0 1 is up, line protocol is up
Internet address is 172.31.23_.1/30, RArea 0O
Process ID 1, Router ID 5.5.5.5, Hetwork Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:03
Index 3/3, flood gueue length O
Neaxt 020{0)/020{0)
Last flood scan length is 1, maximuam is 1
Last flood scan time is 0 msec, maximuam is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
Adjacent with neighbor 2.2.8_82
Suppress helloc for 0 neighbor(s)
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Seriald/0/1 is up, line protocol is up
Internet address is 172.31.23_.1/30, RArea 0O
Process ID 1, Bouter ID 5.5.5.5, MNetwork Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
Ho backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03
Index 3/3, £flood gueue length 0O
HNext 02e0{0)/02x0{0)
Last flood scan length is 1, maximuam is 1
Last flood scan time is 0 msec, maximam is 0 msec
Neighbor Count is 1 | Adjacent neighbor count is 1
Adjacent with neighbor 2.8.8_.8
Suppress hello for 0 neighbkor(s)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.21_.2/30, Area 0
Process ID 1, BRouter ID 5.5.5.5, Hetwork Type POINT-TO-POINT, Cost: S500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hellog due in 00:00:03
Index 4/4, flood gueues length 0O
MNext 020{0),/02x0({0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximam is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbkor(s)
RTR MIZMT#

Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switch acorde a la topologia de red
establecida.

Switch 1

SWl#conf t

SW1(config)# interface FastEthernet0/1
SW1(config-if)#description CNX-PC-A
SW1(config-if)#switchport access vlan 30
SW1(config-ify#switchport mode access

SWl#conft

SW1(config)# interface GigabitEthernet0/1
SW1(config-ify#description CNX_RTR-BOGOTA
SW1(config-if)#switchport trunk allowed vian 30,40
SW1(config-ify#switchport mode trunk
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SWl#conf t

SW1(config)# interface GigabitEthernet0/2
SW1(config-if)# description CNX_SW3
SW1(config-if)# switchport trunk native vlan 10
SW1(config-if)# switchport trunk allowed vlan 10,30,40
SW1(config-if)#switchport mode trunk

SWl#conf t
SW1(config)# interface Vlanl10
SW1(config)# ip address 192.168.99.2 255.255.255.0

Switch 3

SW3# conf t

SW3(config)# interface FastEthernet0/1
SW3(config-if)#description CNX-PC-C
SW3(config-if)#switchport access vlan 40
SW3(config-if)#switchport mode Access

SW3# conf t

SW3(config)# interface GigabitEthernet0/2
SW3(config-if)# description CNX_SW1
SW3(config-if)#switchport trunk native vlan 10
SW3(config-if)#switchport trunk allowed vlan 10,30,40
SW3(config-if)#switchport mode trunk

SW3# conf t

SW3(config)#interface Vlan10
SW3(config)#ip address 192.168.99.3 255.255.255.0

En el Switch 3 deshabilitar DNS lookup

SW3#conf t
SW3(config)#no ip domain-lookup
SW3(config)#

Asignar direcciones IP a los Switchs acorde a los lineamientos
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Switch 1

SWl#conf t
SW1(config)# interface Vlanl10
SW1(config)# ip address 192.168.99.2 255.255.255.0

Switch 3

SW3# conf t
SW3(config)#interface Vlan10
SW3(config)#ip address 192.168.99.3 255.255.255.0

Desactivar todas las interfaces que no sean utilizadas en el esquema de red

Switch 1

SW1#conf t

SW1(config)#int range f0/2-24
SW1(config-if-range)#shu
SW1(config-if-range)#shutdown

Switch 3

SW3#conf t

SW3(config)#interface range f0/2-24
SW3(config-if-range)#shu
SW3(config-if-range)#shutdown
SW3(config)# interface GigabitEthernet0/1

Desarrollo de puntos 7,8y 9 DHCP

RTR_BOGOTA#conf t

RTR_BOGOTA(config)#ip dhcp pool VLAN30
RTR_BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0
RTR_BOGOTA(dhcp-config)#default-router 192.168.30.1
RTR_BOGOTA(dhcp-config)#domain-name ccna-unad.com
RTR_BOGOTA(dhcp-config)# dns-server 10.10.10.11
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RTR_BOGOTA#conf t

RTR_BOGOTA(config)#ip dhcp pool VLAN40
RTR_BOGOTA(dhcp-config)# network 192.168.40.0 255.255.255.0
RTR_BOGOTA(dhcp-config)# default-router 192.168.40.1
RTR_BOGOTA(dhcp-config)#domain-name ccna-unad.com
RTR_BOGOTA(dhcp-config)#dns-server 10.10.10.11
RTR_BOGOTA(dhcp-config)# ip dhcp excluded-address 192.168.30.1
192.168.30.30

RTR_BOGOTA(dhcp-config)# ip dhcp excluded-address 192.168.40.1
192.168.40.30

Configurar NAT en R2 para permitir que los hosts puedan salir a internet

RTR_MIAMI#conf t
RTR_MIAMI(config)#interface Serial0/0/0
RTR_MIAMI(config-if)#ip nat inside

Listas de acceso de tipo estandar para restringir o permitir trafico desde R1 o
R3 hacia R2.

RTR_BOGOTA#conf t
RTR_BOGOTA(config)# access-list 1 deny 192.168.30.0 0.0.0.255
RTR_BOGOTA(config)# access-list 1 permit 192.168.40.0 0.0.0.255

Listas de acceso de tipo extendido o nombradas para restringir o permitir
trafico desde R1 o R3 hacia R2.

RTR_BUENOSAIRES#conf t

RTR_BUENOSAIRES(config)# ip access-list extended ACL-UNAD
RTR_BUENOSAIRES(config-ext-nacl)# deny tcp any host 172.31.23.1
RTR_BUENOSAIRES(config-ext-nacl)# permit icmp any any echo-reply

RTR_BUENOSAIRES#conf t

RTR_BUENOSAIRES(config)#interface Serial0/0/1
RTR_BUENOSAIRES(config-if)#ip access-group ACL-UNAD out

Verificar procesos de comunicacién y redireccionamiento de trafico en los
Routers mediante el uso de Ping y Traceroute.
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Prueba de ping desde Bogot4 a Miami y Buenos Aires

Last Status
4 Successful
< Successful

Source Crestination
BOGOTA KLa
BOGOTA BUENOS A

ire Tvpe Color Tme(sec) Periodic Mum
ICMP . 0.000 i 0

ICHMP . 0.00d M 1

RTR BOGOTRE
RTR BOGOTREping 172.31.21.2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31_.21.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/5/12 ms
RTR BOGOTRfping 172.31.23.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31_.23.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/13 ms

ETE BOEOTRE v

RTR BOE0TREping 172.31 .23 2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.23.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 2/&/25 ms
RTR BOEOTRfping 152.1le2.4.1

Type escape segquence to abort.
Sending 5, 100-kbyte ICHMP Echos to 15%2.1€82.4.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 2/4/15 ms

ETE BOEOTRE

Prueba de ping desde Miami a Bogota y Buenos Aires
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Simulatinq

Fire  Last Statuz  Source Destination  Type | Color Time(zec) Periodic  MNum
& Successful KIAKI BOGOTA  ICKMP . 0.000 M 0
& Successful KLAKI BUENOS A... ICKMP . 0.000 M 1

L—

Prueba de ping desde Buenos Aires a Miami y Bogota

ire LastStatus  Source Destination  Type | Color Time(zec) Periodic  Mum
& Successful BUENOSAL.. M1 0.000 M 1]

@ Successful BUENOSAL.. BOGOTA  ICMP 0.000 M 1

Prueba de tracert desde Bogota a Miami y Buenos Aires

RETR BOGCTRf#traceroute l?2.31.21.2|
Type escape seguence to abort.
Tracing the route to 172.31.21.2

1 172.31.21.2 0 msec 1l msec 0 msec
RTR BOROTRftracercute 152.1le8. 4.1
Type escape seguence to abort.
Tracing the route to 1%2.168.4.1

1 172.31.21._2 10 msec 0 msec 1l msec
2 172.31.23_.2 2 msec 1l msec 2 msec
RTR BOGOTAH

Prueba de traceroute desde Miami a Bogota y Buenos Aires
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RTR MIAMT#traceroc

BRTE MIAMIf§traceroute 172_.31.21.1
Type escape seguence to abort.
Tracing the route to 172.31.21.1

1 172.31.21.1 1 msec 0 msec 0 msec
RTR MI2MIgtraceroute 172.31.23.2
Type escape seguence to abort.
Tracing the route to 172.31.23.2

1 172.31.23_2 0 msec 3 msec 0 msec
RTR MIAMTIE

Prueba de tracert desde Buenos Aires a Miami y Bogotéa

-
ETE BUENOSRIRESftraceroute 172.31.21.1 I
Type escape seguence to abort.

Tracing the route to 172.31.21.1

1 172.31.23.1 g msec 1l msec 1l msec
2 172.31.21.1 1l msec 2 msec 1l msec
RTR BUENOSAIRESgtracercute 172.31.21.2

b 1 T m

Tracing the route to 172.31.21.2 I

1 172.31.23.1 0 msec 1l msec 3 msec
RTR BUENOSAIRESH

Prueba de ping entre PC

Fire Last Status  Source Destination  Type | Color Time(sec) Pericdic  Num
& Successful PC-A PC-C ICHMP . 0.000 N i}
@@ Successful PC-C PC-A ICHP . 0.000 N 1
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CONCLUSIONES

A través del desarrollo de los dos ejercicios se aplicaron en un gran
porcentaje todo lo aprendido a lo largo del curso. Conceptos como
direccionamiento ip, rutas estaticas, protocolos dinamicos (ospf y rip), vlan,
dhcp, nat, ppp, chap, entre otros, permitieron obtener un aprendizaje
significativo que perfectamente puede simular un ambiente real.

El uso del simulador Packet Tracert permitio llevar a cabo los dos escenarios
y poder probar el funcionamiento en las topologias. Aunque la aplicacion es
un poco limitada en cuanto a los comandos de configuracion, permite que se
puedan simular escenarios como parte de disefios de red y tener una idea
clara de los requerimientos.

El diplomado de profundizacion me permitio adquirir destrezas en la
configuracion de diferentes dispositivos como lo son routers, Switch, ademas
de aprender todos los conceptos que se deben tener presentes en el mundo
de las redes. EI método de aprendizaje es bastante practico y se puede hacer
muy parecido a lo que se presenta en un escenario real.

Los Routers son dispositivos que operan en la capa 3 del modelo OSI y son
los que nos permiten que podamos enrutar todo el trafico de las diferentes
redes conectadas, los Routers no permiten el paso de Broadcast.

Por medio del protocolo OSPF se facilita en gran medida la implementacion
de grandes redes, ya que permite establecer la mejor ruta para la transmision
de informacién mejorando la latencia en la transmision y facilitando la
administracion y gestion de la red.

Los Switch son dispositivos de capa 2 del modelo OSI los cuales nos
permiten la conexion de cualquier dispositivo de red como un PC, impresora,
teléfono IP, AP, etc. Cada puerto en el Switch es un dominio de colision. En
el Switch se puede segmentar redes a partir de vlan que se pueden asociar
a los puertos segun la necesidad que se presente y permite ademas brindar
mas seguridad a la red.

El comando como ping permite revisar la correcta o no correcta conectividad
entre dispositivos conectados a la red.

El comando traceroute permite revisar los saltos que hace un paquete para
llegar a su destino.

Servicios como el Dhcp permiten que a los dispositivos finales se les pueda
asignar direccionamiento de forma automatica permitiendo asi que no se
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tenga que configurar cada equipo de la red con una ip estética. Este servicio
en una red grande es muy util considerando lo complejo que se hace la
administracion.

El NAT nos permite traducir las direcciones IPs privadas de la red en una IP
publica para que la red pueda enviar paquetes al exterior; y traducir luego
esa IP publica de nuevo a la IP privada del pc que envio el paquete para que
pueda recibirlo una vez llega la respuesta.

Existen diferentes tipos de enrutamiento y segun el escenario de
conectividad se aplica el enrutamiento estatico o dinamico. Las Rutas
Estaticas o Enrutamiento Estatico son la manera mas simple y la menos
escalable de armar una tabla de rutas, son mas seguras y consumen menos
recursos de hardware en un router.
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