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INTRODUCCION

El Diplomado de Profundizacion CCNA, busca identificar el grado de desarrollo de
competencias y habilidades que fueron adquiridas poniendo a prueba los niveles
de comprension y solucién de problemas relacionados con diversos aspectos de
Networking.

Para ello, se desarroll6 el presente informe el cual muestra la evaluacion
denominada “Prueba de habilidades practicas” y contiene los respectivos procesos
de documentacion de la solucion, correspondientes al registro de la configuracion
de cada uno de los dispositivos, la descripcién detallada del paso a paso de cada
una de las etapas realizadas durante su desarrollo, el registro de los procesos de
verificacion de conectividad, utilizando la herramienta Packet Tracer.
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1. DESARROLLO DE LA ACTIVIDAD

1.1 ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

MEDELLIN > $72.29.4.0 /21

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
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be habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

DESARROLLO
Como trabajo inicial se debe realizar lo siguiente:
e Realizar las rutinas de diagnostico y dejar los equipos listos para su

configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

Router#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#

ISP#

ISP(config)#line console O

ISP (config-line)#password cisco
ISP(config-line)#login

ISP (config-line)#exit

ISP (config)#exit

ISP#

MEDELLIN1>enable

MEDELLIN1#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#line console O
MEDELLIN1(config-line)#password cisco




DELLINZ1(config-line)#login
EDELLIN1(config-line)#exit

medellin2>enable
medellin2#config
Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.

medellin2(config)#line console 0
medellin2(config-line)#password cisco
medellin2(config-line)#login
medellin2(config-line)#

MEDELLIN3>enable
MEDELLIN3#config
Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN3(config)#line console 0
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#

BOGOTA1>enable
BOGOTA1#config
Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA1(config)#line console 0
BOGOTA1(config-line)#password cisco
BOGOTA1(config-line)#

BOGOTA2>enable
BOGOTA2#config
Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA2(config)#line consol 0
BOGOTA2(config-line)#password cisco
BOGOTAZ2(config-line)#exit

BOGOTA3>enable
BOGOTA3#config
Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA3(config)#line console 0
BOGOTA3(config-line)#password cisco
BOGOTAS3(config-line)#exit

Universidad Nacional
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¢ Realizar la conexiodn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

ISP(config-if)#no ip address

ISP (config-if)#ip address 209.17.220.5 255.255.255.0
ISP (config-if)#

ISP (config-if)#exit

ISP(config)#interface Serial0/0/0

ISP (config-if)#ip address 209.17.200.1 255.255.255.0
ISP (config-if)#

MEDELLIN1(config)#interface Serial0/1/1
MEDELLIN1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN1(config-if)#

MEDELLIN1(config-if)#exit

MEDELLIN1(config)#interface Serial0/0/0
MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)#

MEDELLIN1(config-if)#exit

MEDELLIN1(config)#interface Serial0/0/1
MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN1(config-if)#

MEDELLIN1(config-if)#exit

MEDELLIN1(config)#interface Serial0/1/0
MEDELLIN1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN1(config-if)#

medellin2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
medellin2(config)#interface Serial0/0/1
medellin2(config-if)#ip address 172.29.6.2 255.255.255.252
medellin2(config-if)#

medellin2(config-if)#exit

medellin2(config)#interface Serial0/0/0
medellin2(config-if)#ip address 172.29.6.5 255.255.255.252
medellin2(config-if)#

medellin2(config-if)#exit

medellin2(config)#interface GigabitEthernet0/0
medellin2(config-if)#ip address 172.29.4.1 255.255.255.128
medellin2(config-if)#

MEDELLIN3#
MEDELLIN3#configure terminal
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ter configuration commands, one per line. End with CNTL/Z.
EDELLIN3(config)#interface Serial0/1/0
MEDELLIN3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)#

MEDELLIN3(config-if)#exit

MEDELLIN3(config)#interface Serial0/0/1
MEDELLIN3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN3(config-if)#

MEDELLIN3(config-if)#exit

MEDELLIN3(config)#interface Serial0/0/0
MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-if)#

MEDELLIN3(config-if)#exit

MEDELLIN3(config)#interface GigabitEthernet0/0
MEDELLIN3(config-if)#ip address 172.29.4.129 255.255.255.128
MEDELLIN3(config-if)#

BOGOTA1(config)#interface Serial0/0/0
BOGOTAL(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTAIL(config)#interface Serial0/1/1
BOGOTA1(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#

BOGOTAIL(config-if)#exit

BOGOTA1(config)#interface Serial0/0/1
BOGOTA1(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTA1(config-if)#

BOGOTA1(config-if)#exit

BOGOTAIL(config)#interface Serial0/1/0
BOGOTAI1(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTA1L(config-if)#

BOGOTA2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZ2(config)#interface Serial0/0/1

BOGOTA2(config-if)#

BOGOTAZ2(config-if)#exit

BOGOTAZ2(config)#interface GigabitEthernet0/0
BOGOTAZ2(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTA2(config-if)#

BOGOTAZ2(config-if)#exit

BOGOTA2(config)#interface Serial0/0/1
BOGOTA2(config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTA2(config-if)#

BOGOTAZ2(config-if)#exit

BOGOTAZ2(config)#interface Serial0/0/0

10
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GOTA2(config-if)#ip address 172.29.3.10 255.255.255.252
OGOTA2(config-if)#

BOGOTA3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#interface Serial0/0/0
BOGOTA3(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTA3(config-if)#

BOGOTA3(config-if)#exit

BOGOTAZ3(config)#interface Serial0/0/1
BOGOTA3(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTA3(config-if)#

BOGOTA3(config-if)#exit

BOGOTA3(config)#interface GigabitEthernet0/0
BOGOTA3(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTA3(config-if)#

1.1.1 Parte 1: Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacién automatica.

MEDELLIN1>enable

MEDELLIN1#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2

MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#no auto-summary
BOGOTA1>enable

BOGOTA1#

BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAIL(config)#router rip
BOGOTA1(config-router)#version 2
BOGOTA1(config-router)#network 172.29.3.0

BOGOTAIL(config-router)#no auto-summary

11
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b. Los routers Bogotal y Medellin deberdn afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla
dentro de las publicaciones de RIP.

MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN1(config-router)#default-information originate

BOGOTAZ1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTA1(config-router)#default-information originate

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna
de Bogota y Medellin para el caso se sumarizan las subredes de cada uno
al22.

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

1.1.2 Parte 2: Tabla de Enrutamiento
a. Verificar la tabla de enrutamiento en cada uno de los routers para
comprobar las redes y sus rutas.

¥ pocoTAle — O

Phy=ical Config CLI Aftributes
I

105 Command Line Interface

Pasgsword:

BOECTRLl>enakble

BOFOTRAlEshow ip route

Codes: L — local, € - connected, 5 - static, B - RIP, M - mobkile, B -
BEE

oD — EIZRPF, E¥ - EIFEP external, & — Q5SPF, I& — O5PF inter aresa
M1l — QS5PF MN55A external type 1, HZ — OS5PF MN55& external type 2

El - OS5PF external type 1, EZ — O5PF external type 2, E — EEP

i - I5-I5, L1 - I5-I5 lewel—-1, LZ — IS5-I5 lewel—-Z, ia — IS-IS
inter area

* — pcandidate defasult, T - per—user static route, o — ODR

P — periodic downloaded static route

CEateway of last resort is 0.0.0_.0 to metwork O0.0_.0_.0

172.293.0.0/1lg¢ is wariakly subnetted, € subnets, Z masks

[d 172.259.3_.0/30 is directly connected, Serialld/ 071
L 172 _29_3_.1/32 is directly connected, Seriald 0,1
[ o 172 _29_3_.4/30 is directly connected, Serialds 1/0
L 172.29.3.5/232 is directly connected, Serizld/ 150
c 172.29.3.8/30 is directly connected, Seriazl0/ 151
I 172.259.3_.58/32 is directly connected, Serialld/ 1,1
S O0_.0_.0.0,/0 is directly connected, Serial0/ 0,1

12




. H
L)
‘I‘ 46'5 b Universidad Nacional

Abéerta y 8 Distanc

N -
Physical Config CLI Attributes
I
105 Command Line Interface
MEDELLIN1 fshow

% Tnocomplete command .
MEDELLIMl1#show ip route
Codes: L — logcal, T — connected, 5 — static, BE — BRIF, M — mokile, B -—
BEE
I — EIZREF, EX — EIZRF externsl, & — Q5PF, IR — O5PFF inter aresa
M1 — ©$SPF MNSS5A externzasl type 1, MZ — O5FPF M55A external type 2

El - QSPF externzsl type 1, EZ — O5SPF external type Z, E — EGF

i - Is-Is, Ll - Is5-IS level-l1, LZ — I5-IS5 lewvel—-Z, ia — I5-IS
inter area

* — candidate defsult, U — per—user static route, o — ODR

P — pericdic downloaded static route

Cateway of last resocrt ig 0.0.0.0 to metwork 0.0.0.0

172.23_0.0/16 is wariably subnetted, & subnets, Z masks
172 .28 _.8.0/30 is directly connected, Seriald/s /0,0
172 .28 _.8.1/32 is directly connected, Seriald/s 0,0
172 .28 _8_8/30 is directly connected, Serialdys1s0
172 .28 _8_.9/32 is directly connected, Serialdys1s0
172 .28 _8_12,30 is directly comnnected, Serialds 07,1
172 .28 _8_13,/32 is directly connected, Serialds 071

2089 _17 _Z220_0/24 is wariably submetted, Z subnets, Z masks
Z05%_17_Z2Z20_.0,/30 is directly connected, Serialdy 171
Z05%_ 17 _Z2Z20_2/32 is directly connected, Serialdys 1/, 1

- 0_0_.0_.0/0 is directly connected, Serialds 0,0
[1/,0] <wia Z05_.17_Z2Z20.1

FoEoHEN

w0

MEDELL.ITN1 &

b. Verificar el balanceo de carga que presentan los routers.

2 PMEDELLIMNG @ — O

.

W

Physical Config cLI Attributes
I

105 Command Line Interface

MEDELLIN3>enable -~
MEDELLINSgshow ip route
Codes: L — local, T — connected, 5 — static, R — RIPF, M — mobile, B —
BEE
I — EIZREF, EX - EIZERPF externzl, & - O5SPF, IX - OS5PF intcer area
N1l — OS5PF NSSA extermnal type 1, NZ — O5PF NS5A external type 2
El1 — OS5PF external type 1, EZ — OSPF externzal type Z, E — EEP
i — Is—-I5, L1 — IS5-I5 lewvel-1, Lz — IS5-IS lewvel—-Z, ia — IS5-IS
inter area
* — pandidate default, T — per—-user sStatic route, o — CODR
P — pericdic downloaded static route

Zateway of last resort is not sSet

1AT7Z2.293.0.0/1€ iz wariably subnetted, B8 sSubnets, 2 masks

- 172 .25 _4_128/25 is directly connected, GigabitEthernetd/,0

L 172.25.4.1253/32 iz directly connected, GigaebitEthernetds0

[ 172 .29 . ©.4/30 is directly connected, Seriald/ 070

L 172 .29 _&.6/32 is directly connected, Serial0d/s0,/,0

Lo 172.29.6.8/230 is directly connected, Serizal0/s1l/s0

L 172 .29 _ &.10/32 is directly connected, Seri=ld 1,0

[ 172.25.8.12/730 ig directly connected, Seri=zld 071

L 172 .29 _©.14/32 is directly connected, Seriald/ 071

MEDELLINIE el
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Phy=ical Config CLI Aftributes
I

® pOGOTAZ @

105 Command Line Interface

"y
BOEOTAS»enable
BOEOTASEshow ip route
Codes: L — local, © - connected, 5 — static, B — BRIP, M — mokile, B -
BEE
o — EIZRP, EX - EIGZEFP external, & — O5SPF, IZ — OS5SPF inter ares
M1l - OQSPF MS552 external type 1, MZ — QO5SPF HNS55R external type Z
El - OSPF extermal type 1, EZ — O5PF external type Z, E — EEZP
i - Is-I5, L1 - I5-IS lewvel-1, LZ — I5-IS5 lewel—-Z, ia — I5-IS
inter area
* — pcandidate default, T — per—user sStatic route, o — ODR
P — pericodic downloaded static route
Fateway of last resort is not Set
172 _Z25_0.0/1¢ is wariakly subnetted, & subnets, 3 masks
[ 172 .29 _0_.0/24 is directly connected, GigabkitEthernetd/ 0
I 172 .29 _0_.1/32 is directly connected, GigabkitEthernetd/,0
[ n 172_.29_3_.0/30 is directly connected, Seriald/ 070
I 172 .29 _3_2/32 is directly connected, Seriald/ 070
[ n 172_.29_.3_.4/30 is directly connected, Seriald 071
I 172 _.29_3_.8/32 is directly connected, Seriald/ 071
BOZOTASE
BOCOTASE| w

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacion, por tener dos enlaces de conexién hacia otro router y por la ruta
por defecto que manejan.

d.

L4 ¥ socotal - o "
Sy Conty AtrSates Pryscn Lonfg ATt ren
J— —
S Cormrand Line wierface 0% Coswnans L viarface
MIDIIIINIfshow ~ DOCOTALSshow ip zuwtm -
Codes: L ~ local, s stazic, 3 3IP, X - makile, B Coden L local, C© oc=naczed, 2 statiz, R RIF, M s=kile, B
aar B2
D~ RISEF, EX -~ LIGHD ewtetnel, © - SHPF, 1A - ONFF smter ates

intar

iviar »

* - candidets Sefeult. U - per-user 3t4tic route, ® - OO0 .- sharic zouse, & - COB
P - periodic downloaded sTatic oute 5 - pericdic downioceded stetic ute

Gaceway of 1asz seecat is 0.0.0.0 te netwosk 2.0.0,0 Sazeusy of last sweers 38 0.9.0,0 To mecuars 0.0,0.0
177.33.0.0/1¢ 13 veziakly sube 0 subnets, I zests L8} 0.0 sstebly scboetted, € sutoens,

c 733 d, SarialD/S/0 c ]

8 71.3%. Serial0/2/0 L

[ 3.3 ¢

1 223 L

c 7 c

z L

MEDELLINGG
MXDITIIIVIS
MIDTIIINLE

MEDELLINLY

MROELLIMNLS BIGUIALY

MZDEIIINIG DOGOTALY

MIDITIINL Y v m’&'.ti d
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Los routers Medellin2 y Bogota2 también presentan redes

irectamente y recibidas mediante RIP.

B MEDELUNZ - o x L 4

. O B I Coe At

yace Conty Atrtatan WeCe ] 1]

€5 Command Liw hiariecs 105 Comwend Line miarface

Fastauord - Parswzra: -
Fedellini>enadle SOCOTAI >enable

smdeliinitahow 1p 3oute 0COTAIgahow ip o

Codes al, C ooz 8 s N - mcbile, B Sotes L - Jowal, 8 - svanin, B~ RIP, M - mobile, B -
Ao a3

X - FI03F excesnal, O - OGPF, TA - CGUT inzer are
NIZh externel type L, 52 - OEFY MIZA extesnal type 3
sxzazzal type 1, K3 ~ O30T extesnal zype 3, I - 53
Li - 18-I8 levei-i, LI - IN-14 Jevmi-2, fa - 1-18

.
vy
2

E1 - Of5Y extecznal type I, &
S <18, 21 15415 level-
D in:
*w sult, U * pez user stasic route, o eded
¥ - perlodio downlonded $TATiO Faute

Ldate Safauls, U - per-aser ssatle route, » - COR
iodic downlicaded rTetic oo

Gateway af et L0 not el

noT aeT

172 wvarisbly subsetted, § subnetzs, J maaks /A€ in ¥ oubnersed, & sunets

c ie lieeotly sonmeoted, SigsbitEcharnesd/ o 1.0/3¢ 1y cconsczed,

b8 is dizectly coonected, SigabicXzhecnecsd/0 L3038 i i ¥ Seanscced,

c s direatly zooreated, Seriald/ds: .3.8/30 L» Sigectly coanected,

a is dizectly coomected, 10/0 il dizectly ccnrected,

€ is directly zcanscted, Seriald/0/2 3.12/39 Ls directly e=nnected, Serstal0/0/2

8 i digectly sunrected, Saciall/0/9 3.13/33 iws dizmc:ly ccnrected, SazialD/d/1

wadeliinds| v -

f. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

N ¥ so00ta) x
Py B AR
Prypace Caniy Afrtaten A Conrg ok T
PR——
€3 Cormrasd Lice kiwtface l 03 ot mebinho
— Paascara ~
METILLINIsazablie -
MEIKLLINISsxow Lp swate
DOGOTAXrenable
L - tccat - & cted, § - 9% B - Rty M- ‘e, 8 -
:':v:-' L iccel, € cosnscies, O satic, R RIF, ¥ - ==bile, 8 BOOOTASS AN i FouTe
- = L - loe - = - c. B - -
QP KX - RIORD ewzesmal, O - SIPF, TA - OGFT inver eres B e Sy N B T Rty s
- - o&i 1
: g:f: :i“‘::; e wefion = D - KIZRS, X - RIOURD easexnai. © - CHPF, IA - DRIV Antar aees
L2 33 - 10-18 lave F WL - OCPY B35A extezzal sype 3 - osPY
PPROCY i male - L - 7 excernsl rype i, II PF axteszal
= Lo DA-TA. L) - 18-14 4 -1 vel-
* - candidete default, T - per-uses siatio roate, o - 000 2 > 510, 11 - 18- e IB-18 lavel-3,
izter =
V.= phziadie doviidodel spotis teme * - cantideze defalt, U - per-uses Ate s - oom
a0t THEOTT $h NER SAE | P - pericdic dewnlosded stavis fox
Sazeway of last sesrT L4 oot Met
o is veriakly ssbostted, § schosts, J masks
o c 3734 4n dazeotly ooanested, Slgekiciznernes)/Q
T L 1/32 i» directly cosnece
E c .2/30 i directly coznected,
P L JEL A% Aireotly conhected,
‘T c directly cocmnecied,
< 14 directly coznected, Se
.
MLLINIS v

g. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.
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ISP>enable
ISPEshow ip route
Codes: L — local, € — connected, 5 — static, B — BRIPF, M — mokile, B -
BEE

o - EIZRP, EX — EIZERPF externzsl, & - O5SPF, IX — OS5PF inter area

N1l — O5PF NSSE extermnal type 1, HNZ — O5PF NS5h extermal type 2

El1 — OSPF external type 1, EZ — OSPEF external type Z, E — EEP

i — Is-I5, L1 — I5-I5 lewvel-1l, LZ — IS5-I5 lewel—-2Z, ia — I5-I5
inter ares

* — gcandidate default, T — per—usser sStatic route, o — ODR

F — periodic downlocaded static route
Fateway of last resort is mnot set

172 .29 _0_0/22 is subnetted, Z subnets
172.29.0.0/,722 [1/70]1 wia Z05.17.220.%
5 172 .29 4 0722 [1/0]1 wia 20917 _2Z220_2
Z05.17.220.0/24 iz wariesbly subnetted, 4 subnets, Z masks

[ 209 _ 17 _Z20_0,/30 is directly connected, Serialdys0/0
L. 208 .17 _220.1,/32 is directly connected, Serial0ds 0750
[ 209 _ 17 _Z220_4,/30 is directly connected, Serialdys0/1
I. 20517 _Z220.5,/32 is directly connected, Serial0ds 071
Iseg h

1.1.3 Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se
indican las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1
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Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1,
SERIALO/1/0

ISP No lo requiere

1.1.4 Parte 4: Verificacion del protocolo RIP.

Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la versién de RIP y las
interfaces que participan de la publicacion entre otros datos.

BOGOTA1(config-router)#passive-interface s0/0/0
BOGOTAZ2(config-router)#passive-interface g0/0
BOGOTA3(config-router)#passive-interface g0/0

MEDELLIN1(config-router)#passive-interface s0/1/1
medellin2(config-router)#passive-interface s0/0/0
MEDELLIN3(config-router)#passive-interface s0/0/0

L 4 P JoGoma
Myacal Canly Alrtaten Drrpmcal Cenfig Alrtases
—- —
IG5 Carmmmnd Low lertacs 05 Cavrrand Lne Hariace
Faawwozd - Pansword
MNXCTIIINIvenadle DOCOTAL vamable

Ifabow ip protccocls

Protoccl ts “zip”

updates svery 30 secoods, next Sos in 1Y seccods
rnde, hold down 13 e ez 240

ACHE Ls 2t e

aces Ls sot sel

MIDEILINlgwhow i protocols
18 *rip"®
O seccods, mext dus in 10 seconds

Scusing Protosol
Sending upde
Invalid afte
Cusgeing update
Incoming update 1
Redisseibuning: rip Pedistributing: rip
17 send veraise 3, receive Daf version consrol: send version 3, ceceive 3

ace fand Reov Trigpersd 5P Fay-shain

2 B

1iss for all inv

fenad  Seov Triggexed RIP Vey-obain
i i

Sarialo/o/0

Gezialo/siso i 3 3 :

AuzorATic NATWOrk FIEmArLZIATION 18 32T in effact Aurcma ATNCIE AUSIATLIZATION I8 NOT An effect
Manizur path: 4 Mazimom pazh: 4
Szuzing Zor Networks: Rwsting for Nesworkas

273.3%.0.2 173.3%.0.0
Fazzive Inow Pazazve Iotecsfacw in)

10/0/0

Scusing L 29 Lfaformatice Scuszces:

Cistance Last Update Distance Lass Updatn
Dissence: (defaulu is 130

MECELLINLS v
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a. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

e ety arveey

C% Canrwnt Line rasctece

BOCOTAINatem Lp Tip tatabase @
3.0.0.3 el b iama y

1.1.5 Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAT.

ISP>enable

ISP#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username ISP password clsco

ISP(config)#int s0/0/0

ISP (config-ify#encapsulation ppp

ISP(config-if)#
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(config)#int s0/0/0

SP(config-if)#ppp authentication pap
ISP (config-if)#

ISP (config-if)#ppp pap sent-username ISP password clsco
ISP (config-if)#

MEDELLIN1(config)#int s0/1/1

MEDELLIN1(config-ifyj#username ISP password clsco
MEDELLIN1(config)#int s0/1/1

MEDELLIN1(config-ify#encapsulation ppp

MEDELLIN1(config-if)y#ppp authentication pap

MEDELLIN1(config-if)#ppp pap sent-username MEDELLIN1
MEDELLIN1(config-if)y#ppp pap sent-username MEDELLIN1 password clsco
MEDELLIN1(config-if)#

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

ISP(config)#username BOGOTAL password clsco
ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP (config-if)#

ISP (config-if)#ppp authentication chap

1.1.6 Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, so6lo existira comunicacion hasta los
routers Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellinl. Compruebe que la traduccion de direcciones
indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida autométicamente a la direccion de la interfaz
serial 0/1/0 del router Medellinl, como diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccion debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Bogotal,
como diferente puerto.

19
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DELLIN1>enable

EDELLIN21#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip nat inside source list 1 interface s0/0/0 overload
MEDELLIN1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-if)#ip nat outside

MEDELLIN1(config-if)#int s0/0/1

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#int s0/1/0

MEDELLIN1(config-if)#ip nat outside

MEDELLIN1(config-if)#int sO/1/1

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#

BOGOTA1#config

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAI1(config)#

BOGOTA1(config)#ip nat inside source list 1 interface s0/0/0 overload
BOGOTAI1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA1(config)#int s0/0/0

BOGOTA1(config-if)#ip nat outside

BOGOTAI1(config-if)#int sO/1/0

BOGOTAIL(config-if)#ip nat inside

BOGOTA1(config-if)#int sO/1/1

BOGOTA1(config-if)#ip nat inside

1.1.7 Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

MEDELLIN1#config

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip dhcp excluded-address 172.29.4.1 172.20.4.25
MEDELLIN1(config)#ip dhcp excluded-address 172.29.4.129 172.20.4.154
MEDELLIN1(config)#ip dhcp pool medellin2
MEDELLIN1(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLIN1(dhcp-config)#default-router 172.29.4.1
MEDELLIN1(dhcp-config)#dns-server 4.4.4.4
MEDELLIN1(dhcp-config)#exit

MEDELLIN1(config)#ip dhcp pool MEDELLIN3
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DELLIN1(dhcp-config)#network 172.29.4.128 255.255.255.128
EDELLIN1(dhcp-config)#default-router 172.29.4.129
MEDELLIN1(dhcp-config)#dns-server 4.4.4.4
MEDELLIN1(dhcp-config)#exit

MEDELLIN1(config)#

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast
hacia la IP del router Medellin2.

MEDELLIN3#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#int g0/0

MEDELLIN3(config-if)#ip helper-address 172.29.6.5
MEDELLIN3(config-if)#

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

BOGOTA2>enable

BOGOTA2#config

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTA2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
BOGOTA2(config)#ip dhcp pool BOGOTA2
BOGOTA2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.1.1
BOGOTA2(dhcp-config)#dns-server 4.4.4.4
BOGOTA2(dhcp-config)#ip dhcp pool BOGOTA3
BOGOTA2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.0.1
BOGOTA2(dhcp-config)#dns-server 4.4.4.4
BOGOTA2(dhcp-config)#exit

BOGOTA2(config)#

d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router BogotaZ2.

BOGOTA3>enable

BOGOTA3#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#int g0/0
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GOTAS3(config-if)#ip helper-address 172.29.3.13
OGOTAS3(config-if)#exit
BOGOTA3(config)#

1.2 ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogotéa y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

=l
»Cc Dt oCcionamie Mo
X Internet 30 192,368.30.0/24 Adwinistracion |

0 J_!v-_--z“_-erffom ___Mecadea

T 192.100.300.0/24 | Mentermmiento |

209.165.200.230 209.165.200.224/29
Fo/0 A

Web Server
10.10.10.10/32

172.31.23.0030

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24
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1.2.1 Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

R1#config

Internet PC Intépnet

Web Server
vy
BUENOS AIRES
—_—T PR
PC-A PC-C
® |nternet PC
Physical Config Desktop Programming Attributes
—
() DHCP (@) Static
IP Addrezs | 209.165.200.230
Subnet Mask |255.255.255.24B
Default Gateway | 205.165.200.255
DNS Server [0.0.0.0

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#hostname R1
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(config)#line console O

1(config-line)#password cisco
R1(config-line)#login

R1(config-line)#banner motd "Prohibido EI Acceso"
R1(config-if)#exit

R1(config)#interface Serial0/0/0

R1(config-if)#exit

R1(config)#service password-encryption
R1(config)#enable secret class

R1(config)#int sO/0/0

R1(config-if)#description conexion r2
R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#no shutdown

R1(config-if)#

R2#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#line console 0

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#int s0/0/1

R2(config-if)#description conexion a R1

R2(config-if)#ip address 172.31.22.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#int sO/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#int g0/0

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#int g0/1

R2(config-if)#ip address 10.10.10.1 255.255.255.0
R2(config-if)#no shutdown

R2(config-if)#exit

R3(config)#line console 0

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#int s0/0/1

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#int lo4

R3(config-if)#ip address 192.168.4.1 255.255.255.0
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(config-if)#no shutdown

3(config-if)#int o5

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#int lo6

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shutdown

1.2.2 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.111
Router ID R2
5555
Router ID R3
8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Configuracion OSPF

R1#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1

R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.3 area 0
R1(config-router)#network 192.168.40.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#passive-interface g0/0.30

%lInvalid interface type and number
R1(config-router)#passive-interface g0/0.40

%lInvalid interface type and number
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(config-router)#passive-interface g0/0.200
Yolnvalid interface type and number
R1(config-router)#exit

R1(config)#int sO/0/0
R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

R2>enable

R2#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5

R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#

00:58:01: %OSPF-5-ADJCHG: Process 1, Nbr 8.8.8.8 on Serial0/0/0 from
LOADING to FULL, Loading Done

R2(config-router)#network 10.10.10.10 0.0.0.255 area 0
R2(config-router)#passive-interface g0/1
R2(config-router)#int s0/0/1

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cos 9500

R2(config-if)#int s0/0/0

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cos 9500

R2(config-if)#

Verificar informaciéon de OSPF

o Visualizar tablas de enrutamiento y routers conectados por OSPFv2

B MIAMI I

Physical Config CLI Attributes
I

105 Command Line Interface

REZrenable
RZfshow ip ospf neighbor

Neighbor ID Eri State Dead Time Rddress
Interface

g.8.8.8 u} FULL,S, - 00:00:30 172.31.23.2
Serialds0/0

RZE
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Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

B MIAMI =HACIH

Phy=ical Config CLI Afttributes
]

105 Command Line Interface

BZfshow ip ospf interface

Serield/s0/0 is up, line protocol is up

Internet address is 172.31.323_.1/30, RArea 0O

Process ID 1, Bouter ID 5.5.5.5, MNetwork Type POINT-TO-PBOINT, Cost:
3500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router om this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit

Hello due in 00:00:09
Index 1/1, flood gqueue length O
Hext 0x0{0)/0x0{0)
Last flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbkor count is 1
Adjacent with neighbor 8_8_.8_8
Suppress hello for 0 neighbor({s)
GigabitEthernetl/1 is up, line protocol is up
Internet address is 10.10.10.1/24, RArea 0
Process ID 1, RBouter ID 5.5.5.5, MNetwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router om this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit

No Hellos (Passiwve interface)
Index Z2/2, flood gueue length O
Hext 0x0{0)/0x0{0)
Last flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Zdjacent neighbkor count is 0
Suppress hello for 0 neighbor{s)
RZE

o Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.
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RZgshow ip protocols

Bouting Protocol is "ospf 17
Cutgoing update filter list for all interfaces i3 not set
Incoming update filter list for &1l interfaces is not set
REouter ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
Bouting for Wetworks:
172.31.21.0 0.0.0.3 arez 0
172.31.23.0 0.0.0.3 arez 0
10.10.10.0 0.0.0.255 arezs 0
Passive Interface(s):

GigabitEthernetl/1
Bouting Information Sources:
Gateway Distance Last Update
5.5.5.5 1140 00:17:-41
g8.8.8.8 110 00:10:1%
Distance: (default is 110)
® BUENOS AIRES b

Physical Config CLI Attributes
|

0% Command Line Interface

B3fshow ip protocols

Bouting Protocol is "ospf 17
Cutgoing update filter list for all interfaces is not 3et
Incoming update filter list for all interfaces i3 not 3et
Router ID B8.8.8.8
Number of areas in this router is 1. 1 norm=l 0 stuk 0 nssa
Maximim path: 4
Bouting for Metworks:
172.31.23.0 0.0.0.3 area 0O
132 _.1€8.4.0 0.0.3.255 area 0
Passive Interface(s):

Loopback4
Loopbacks
Loopbacke

Bouting Information Sources:
Fateway Distance Last Update
5.5.5.5 114 00:15:10
8.8.8.8 110 00:11:-48

Distance: (default is 110)

R3g
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¥ BOGOTA s

Phy=ical Config CLI Attributes
]

105 Command Ling Interface

Rlgshow ip protocols

Bouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces i3 not set
Incoming update filter list for all interfaces is not set
Fouter ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
Bouting for Metworks:
172.31.21.0 0.0.0.3 area 0
1532 .1688.30.0 0.0.0.3 area 0
1532 .168.40.0 0.0.0.3 area 0
152 .168.30.0 0.0.0.255 area 0O
1532 .168.40.0 0.0.0.255 area 0O
1532 .1&88_.Z00.0 0.0.0.255 area 0O
Bouting Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:-20:0%9
Distance: (default is 110)

Rlg

1.2.3 Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

S1#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento

S1(config-vlan)#exit

S1(config)#int vlan 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
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(config)#int f0/3
1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to
up

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int f0/24

S1(config-if)y#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to up

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int range fa0/1-2, fa0/4-23, g0/1-2

S1(config-if-range)#shutdown

S3#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name administracion
S3(config-vlan)#vlan 40

S3(config-vlan)#name Mantenimiento

VLAN #200 and #40 have an identical name: Mantenimiento
S3(config-vlan)#exit

S3(config)#vlan 30

S3(config-vlan)# name Administracion
S3(config-vlan)#vlan 40

S3(config-vlan)#name Mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#int vlan 200

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#int f0/3
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(config-ify#switchport mode trunk
3(config-if)#switchport trunk native vlian 1
S3(config-if)#int range fa0/1-2, fa0/4-24, g0/1-2
S3(config-if-range)#shutdown

R1>enable

Password:

R1#config

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int g0/0.30

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

R1(config-subif)#description Administracion LAN
R1(config-subif)#encapsulation dotlg 30

R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#int g0/0.40

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.40, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.40,
changed state to up

R1(config-subif)#description Mercadeo LAN

R1(config-subif)#encapsulation dotlqg 40

R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#int g0/0.200

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.200,
changed state to up

R1(config-subif)#description Mantenimiento LAN
R1(config-subif)#encapsulation dotlq 200

R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-subif)#int g0/0

R1(config-if)#no shutdown

R1(config-if)#

1.2.4 En el Switch 3 deshabilitar DNS lookup

S3#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup
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1.2.5 Asignar direcciones IP a los Switches acorde a los lineamientos.

S1(config)#int vlan200
S1(config-if)#int vlan 200
S1(config-if)#ip address 192.168.99.2 255.255.255.0

S3(config)#int vian 200
S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

1.2.6 Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

S1(config)#int fO/1

S1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#shutdown
S1(config-if-range)#

S3(config)#int f0/1

S3(config-if)#int range fa0/2, fa0/4-24, g0/1-2
S3(config-if-range)#shutdown
S3(config-if-range)#

1.2.7 Implement DHCP and NAT for IPv4

R1#config

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.20
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.30.20
R1(config)#

1.2.8 Configurar R1 como servidor DHCP para las VLANs 30y 40.

R1(config)#ip dhcp pool admin
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
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1.2.9 Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

R1#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool Administracion
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#

1.2.10 Configurar NAT en R2 para permitir que los host puedan salir a internet

R2>enable

R2#config

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int g0/0

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

R2(config-if)#
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.11 Configurar al menos dos listas de acceso de tipo estandar a su criterio e
para restringir o permitir trafico desde R1 o R3 hacia R2.

R1#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R1(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R1(config)#ip access-list standard Administracion
R1(config-std-nacl)#permit host 172.31.21.1

1.2.12 Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

R1(config)#access-list 101 permit tcp any host 209.168.200.229 eq www
R1(config)#

1.2.13 Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

B piam — O

Physical Config CLI Attributes

0% Command Ling Interface

R2fping 203.185.200.230

Type escape sequence to abort.
Sending 5, 100-kbyte ICMP Echos to 209.165_200.230, timecut is

seconds:
11l

P

Success rate is B0 percent (4/5), round-trip minfavg/max = 0/0/3 ms

Bfgping 172.31.23.2

Type escape sequence to abort.
Sending 5, 100-kbyte ICMP Echos to 17Z2.31_23.2, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/4/14 ms
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Phy=ical Config CLI Aftributes
|

0% Command Line Interface

B3fping 10.10.10.10

Type escape sSegquence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 2 seconds:

Success rate is B0 percent (4/5), round-trip minfavg/max = 1/1/1 ms

R3E
B pami

Phy=ical Config CLI Aftributes
]

I35 Command Line Interface

User Access Verification
Password:

RZrenzble

FiZgtrace 172.31.23.Z

Type escape sSeguence to abort.

Tracing the route to 17Z.31_.23_2

172.31.23.2 T maec 4 msec 4 msec

35




‘ . 3
[ J L)

‘ M\ . Universidad Nacional

P a . Abéerta y 8 Distancia

2. CONCLUSIONES

Con la solucion de los escenarios propuestos se logré adentrar en temas muy
Gtiles y necesarios en la planeacion y resolucion de problemas a nivel de redes,
apoyandonos en la herramienta Packet Tracer, que nos permite llevar dichos
problemas a la realidad, con una simulacién excelente.
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