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Glosario

Direccionamiento IP: La direcciéon IP es el identificador del dispositivo dentro de
una red y debe ser Unico dentro de los limites de dicha red. El uso, formato, tipos y
demas caracteristicas del direccionamiento IP estan incluidos en lo que se conoce
como protocolo IP (Internet Protocol).

Enrutamiento RIP: Es un protocolo de enrutamiento del tipo vector distancia. Los
protocolos de enrutamiento vector distancia calculan la mejor ruta para encaminar
los paquetes IP hacia su destino correspondiente utilizando como métrica el nimero
de saltos (Hop Count).

Enrutamiento estatico: Es un método manual que requiere que el administrador
indique explicitamente en cada equipo las redes que puede alcanzar y por qué
camino hacerlo.

Balanceo de carga y redundancia: Este tipo de configuracion tiene la ventaja de
gue si se cae un proveedor todo el trafico sea redirigido por el ISP activo, o si ambos
funcionan correctamente dividir todas las conexiones salientes por ambos servicios.

Protocolo de encapsulamiento PPP: Es un método para encapsular datagramas
a través de enlaces seriales PPP, el cual utiliza un control de enlace de datos de
alto nivel (hdic).

DHCP: El protocolo de configuracién dindmica de host (en inglés: Dynamic Host
Configuration Protocol, también conocido por sus siglas de DHCP) es un protocolo
de red de tipo cliente/servidor mediante el cual un servidor DHCP asigna
dinamicamente una direccion IP y otros parametros de configuracion de red a cada
dispositivo en una red para que puedan comunicarse con otras redes IP.

Protocolo de enrutamiento OSPF: Open Shortest Path First (OSPF), Primer
Camino Méas Corto, es un protocolo de red para encaminamiento jerarquico de
pasarela interior o Interior Gateway Protocol (IGP), que usa el algoritmo Dijkstra,
para calcular la ruta mas corta entre dos nodos.

Vlan: Es un acrénimo que deriva de una expresion inglesa: virtual LAN. Esa
expresion, por su parte, alude a una sigla ya que LAN significa Local Area Network.
De este modo, podemos afirmar que la idea de VLAN refiere a una red de area local
(lo que conocemos como LAN) de caracter virtual.

Nat: Network Address Translation (Traduccion de direcciones de red). Este sistema
hace que redes de ordenadores utilicen un rango de direcciones especiales (Ips
privadas) y se conecten a internet usando una Unica direccion IP (IP publica).



Resumen

La evolucion de la tecnologia y el uso de medios de comunicacion, ha conllevado a
gue diariamente se estructuren diferentes herramientas, con el fin de garantizar que
los usuarios puedan acceder a todos los servicios que las tecnologias de la
informacion y la comunicacion brindan actualmente.

Aun asi ningun dispositivo o medio tendria tanto beneficio, si no existieran las redes.
Es por esto que en el presente informe se da a conocer cOmo un especialista
deberia configurar una serie de equipos, para garantizar que una red transmita
informacion de un punto a otro.

Aqui se podra evidenciar cual es el procedimiento para configurar las condiciones
basicas y direccionamiento de un switch y router, el enrutamiento RIP y estatico, el
balanceo de carga, el protocolo RIP, la configuracion de un servidor DHCP, entre
otros conceptos que son necesarios para el funcionamiento de una red de datos.



Introduccién

Teniendo en cuenta que una red es definida como un sistema a través del cual se
comparte recursos e informacién, gracias a un conjunto de hardware y software que
sirve como medio para la transferencia de datos, es importante conocer cuéles son
los tipos de redes que existen y el alcance de las mismas.

Entre las redes mas comunes estan la red LAN y WAN siendo estas una red de area
local y red de area amplia, respectivamente. Para poder configurar cualquiera de
éstas dos redes es necesario acceder a los dispositivos usando una serie de
comandos, que permiten no solo ingresar al software de los equipos, sino modificar
su funcionamiento a partir de este. En toda red, se requiere configurar las NIC de
los equipos, los switchs, los routers, los servidores y cualquier otro elemento que
componga la infraestructura, principalmente en cuanto al direccionamiento IP el cual
se constituye en uno de los elementos mas importantes para establecer la
comunicacion.

Dicha configuracion estara basada en los niveles que conformen la topologia, las

capas de acceso a la red, volumen de usuarios, cantidad de conexiones, flujo de
datos y demas necesidades de acuerdo a la demanda del servicio.
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Objetivos

Objetivo General

Configurar cada uno de los escenarios propuestos, para lograr la
transferencia de informacion en el entorno de red, poniendo en practica los
modulos vistos en el disefio e implementacion de redes integradas Lan y
Wan.

Objetivos especificos

Efectuar la configuracion de alistamiento para cada dispositivo.

Realizar la conexién fisica de los equipos de acuerdo a la topologia de red.
Crear la tabla de enrutamiento de cada uno de los escenarios propuestos
Configurar el enrutamiento en cada uno de los dispositivos que conforman la
infraestructura de red

Aplicar los diferentes protocolos de red de acuerdo a lo solicitado
Establecer rutas estaticas y/o dinAmicas de acuerdo al Proveedor de
servicios de Internet.

Configurar la autenticacion PAT

Especificar las caracteristicas del servicio DHCP y configurar los dispositivos
de acuerdo a lo requerido.

Verificar la comunicacién entre los dispositivos.

11



Evaluacion — Prueba de habilidades practicas CCNA

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

WMEDELLIN 3 BOGOTA 2

Gréfico No. 1: Topologia
Fuente: Elaboracién propia
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1. Configuracion Inicial
1.1.Configuracion Router Isp

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname ISP

ISP(config)#enable secret class

ISP(config)#line console 0

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#exit

ISP(config)#line vty 0 4

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#exit

ISP(config)#service password-encryption
ISP(config)#banner motd #

Enter TEXT message. End with the character '#'.

***% Servicio Restringido - Solo se permite acceso a personal autorizado **** #
ISP (config)#exit

ISP#

%SYS-5-CONFIG_I: Configured from console by console
ISP#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

ISP#

ISP#exit

1.2.Configuracion Router Medellin 1

MEDELLIN_1>enable

Password:

MEDELLIN_1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_1(config)#no ip domain-lookup
MEDELLIN_1(config)#hostname MEDELLIN_1
MEDELLIN_1(config)#enable secret class
MEDELLIN_1(config)#line console O
MEDELLIN_1(config-line)#password cisco
MEDELLIN_1(config-line)#login

13



MEDELLIN_1(config-line)#exit

MEDELLIN_1(config)#line vty 0 4
MEDELLIN_1(config-line)#password cisco
MEDELLIN_1(config-line)#login
MEDELLIN_1(config-line)#exit
MEDELLIN_1(config)#service password-encryption
MEDELLIN_1(config)#banner motd #

Enter TEXT message. End with the character '#'.

***% Servicio Restringido - Solo se permite acceso a personal autorizado **** #
MEDELLIN_1(config)#exit

MEDELLIN_1#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_1#exit

1.3.Configuracién Router Medellin 2

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname MEDELLIN_2
MEDELLIN_2(config)#enable secret class
MEDELLIN_2(config)#line console 0
MEDELLIN_2(config-line)#password cisco
MEDELLIN_2(config-line)#login
MEDELLIN_2(config-line)#exit

MEDELLIN_2(config)#line vty 0 4
MEDELLIN_2(config-line)#password cisco
MEDELLIN_2(config-line)#login
MEDELLIN_2(config-line)#exit
MEDELLIN_2(config)#service password-encryption
MEDELLIN_2(config)#banner motd #

Enter TEXT message. End with the character '#'.

*** Servicio Restringido - Solo se permite acceso a personal autorizado **** #
MEDELLIN_2(config)#exit

MEDELLIN_2#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_2#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...
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[OK]
MEDELLIN_2#exit

1.4.Configuracion Router Medellin 3

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname MEDELLIN_3
MEDELLIN_3(config)#enable secret class
MEDELLIN_3(config)#line console 0
MEDELLIN_3(config-line)#password cisco
MEDELLIN_3(config-line)#login
MEDELLIN_3(config-line)#exit

MEDELLIN_3(config)#line vty 0 4
MEDELLIN_3(config-line)#password cisco
MEDELLIN_3(config-line)#login
MEDELLIN_3(config-line)#exit
MEDELLIN_3(config)#service password-encryption
MEDELLIN_3(config)#banner motd #

Enter TEXT message. End with the character '#'.

**x% Servicio restringido - Solo se permite acceso a personal autorizado **** #
MEDELLIN_3(config)#exit

MEDELLIN_3#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_3#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_3#exit

1.5.Configuracion Router Bogota 1

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname BOGOTA 1

BOGOTA _1(config)#enable secret class
BOGOTA_1(config)#line console 0

BOGOTA _1(config-line)#password cisco
BOGOTA_1(config-line)#login

15



BOGOTA _1(config-line)#exit

BOGOTA_1(config)#line vty 0 4

BOGOTA _1(config-line)#password cisco
BOGOTA_1(config-line)#login

BOGOTA _1(config-line)#exit
BOGOTA_1(config)#service password-encryption
BOGOTA _1(config)#banner motd #

Enter TEXT message. End with the character '#'.

***% Servicio restringido - Solo se permite acceso a personal autorizado **** #
BOGOTA_1(config)#exit

BOGOTA _1#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA _1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA_1#exit

1.6.Configuracion Router Bogota 2

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname BOGOTA 2
BOGOTA_2(config)#enable secret class
BOGOTA_2(config)#line console 0
BOGOTA_2(config-line)#password cisco

BOGOTA _2(config-line)#login
BOGOTA_2(config-line)#exit

BOGOTA 2(config)#line vty 0 4
BOGOTA_2(config-line)#password cisco

BOGOTA _2(config-line)#login
BOGOTA_2(config-line)#exit

BOGOTA 2(config)#service password-encryption
BOGOTA_2(config)#banner motd #

Enter TEXT message. End with the character '#'.

***% Servicio restringido - solo se permite acceso a personal autorizado **** #
BOGOTA_2(config)#exit

BOGOTA 2#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA_2#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...
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[OK]
BOGOTA_2#exit

1.7.Configuracion Router Bogota 3

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname BOGOTA 3
BOGOTA_3(config)#enable secret class

BOGOTA _3(config)#line console 0
BOGOTA_3(config-line)#password cisco

BOGOTA _3(config-line)#login
BOGOTA_3(config-line)#exit

BOGOTA_3(config)#line vty 0 4
BOGOTA_3(config-line)#password cisco

BOGOTA _3(config-line)#login
BOGOTA_3(config-line)#exit

BOGOTA _3(config)#service password-encryption
BOGOTA_3(config)#banner motd #

Enter TEXT message. End with the character '#'.

**x% Servicio restringido - Solo se permite acceso a personal autorizado **** #
BOGOTA _3(config)#exit

BOGOTA_3#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA _3#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA_3#exit

2. CONFIGURACION DIRECCIONAMIENTO IP
2.1.Direccionamiento Router Isp

ISP>enable

Password:

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#int s0/0/0

ISP(config-if)#ip address 209.17.220.1 255.255.255.252
ISP(config-if)#clock rate 2000000

17



ISP (config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP (config-if)#int s0/0/1

ISP(config-if)#ip address 209.17.220.5 255.255.255.252

ISP (config-if)#clock rate 2000000

ISP (config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP(config-if)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console
ISP#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

ISP#exit

2.2.Direccionamiento Router Bogota 1

BOGOTA 1>enable

Password:

BOGOTA _1#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA_1(config)#int s0/0/0

BOGOTA_1(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTA_1(config-if)#no shutdown

BOGOTA_1(config-if)#no shutdown

BOGOTA _1(config-if)#int s0/0/1

BOGOTA_1(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA _1(config-if)#clock rate 2000000
BOGOTA_1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA _1(config-if)#int sO/1/0

BOGOTA_1(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTA_1(config-if)#clock rate 2000000

BOGOTA _1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTA _1(config-if)#int sO/1/1

BOGOTA _1(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTA _1(config-if)#clock rate 2000000
BOGOTA_1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
BOGOTA_1(config-if)#end

BOGOTA 1#

%SYS-5-CONFIG_I: Configured from console by console
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BOGOTA _1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA_1#exit

2.3.Direccionamiento Router Bogota 2

BOGOTA 2>enable

Password:

BOGOTA_2#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA_2(config)#int s0/0/0

BOGOTA_2(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTA_2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA_2(config-if)#int sO/0/1

BOGOTA_2(config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTA_2(config-if)#clock rate 2000000
BOGOTA_2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA_2(config-if)#int g0/0

BOGOTA_2(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTA_2(config-if)#no shutdown

BOGOTA_2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
BOGOTA _2(config-if)#end

BOGOTA 2#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA_2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA_2#exit

2.4.Direccionamiento Router Bogota 3

BOGOTA_3>enable

Password:

Password:

BOGOTA_3#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA_3(config)#int s0/0/0
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BOGOTA_3(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTA_3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA_3(config-if)#int sO/0/1

BOGOTA_3(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTA_3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA_3(config-if)#int sO/1/0

BOGOTA_3(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA_3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTA_3(config-if)#int g0/0

BOGOTA_3(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTA_3(config-if)#no shutdown

BOGOTA _3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
BOGOTA _3(config-if)#end

BOGOTA_3#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA_3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA_3#exit

2.5.Direccionamiento Router Medellin 1

MEDELLIN_1>enable

Password:

MEDELLIN_1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_1(config)#int s0/0/0

MEDELLIN_1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN_1(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN_1(config-if)#int sO/0/1

MEDELLIN_1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN_1(config-if)#clock rate 2000000
MEDELLIN_1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN_1(config-if)#int s0/1/0

MEDELLIN_1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN_1(config-if)#clock rate 2000000
MEDELLIN_1(config-if)j#no shutdown

20



%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
MEDELLIN_1(config-if)#int s0/1/1

MEDELLIN_1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN_1(config-if)#clock rate 2000000
MEDELLIN_1(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
MEDELLIN_1(config-if)y#end

MEDELLIN_1#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_1#exit

2.6.Direccionamiento Router Medellin 2

MEDELLIN_2>enable

Password:

MEDELLIN_2#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_2(config)#int s0/0/0

MEDELLIN_2(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLIN_2(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN_2(config-if)#int sO/0/1

MEDELLIN_2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLIN_2(config-if)#clock rate 2000000
MEDELLIN_2(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN_2(config-if)#int g0/0

MEDELLIN_2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLIN_2(config-ify#no shutdown

MEDELLIN_2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
MEDELLIN_2(config-if)y#end

MEDELLIN_2#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_2#exit
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2.7.Direccionamiento Router Medellin 3

MEDELLIN_3>enable

Password:

MEDELLIN_3#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_3(config)#int s0/0/0

MEDELLIN_3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN_3(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN_3(config-if)#int s0/0/1

MEDELLIN_3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN_3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN_3(config-if)#int s0/1/0

MEDELLIN_3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN_3(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
MEDELLIN_3(config-if)#int g0/0

MEDELLIN_3(config-if)#ip address 172.29.4.129 255.255.255.128
MEDELLIN_3(config-if)y#no shutdown

MEDELLIN_3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
MEDELLIN_3(config-if)y#end

MEDELLIN_3#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_3#exit

3. Configuracién del enrutamiento

3.1.Configurar el enrutamiento en la red usando el protocolo RIP versién
2, declare lared principal, desactive la sumarizacion automatica.

3.1.1. Enrutamiento Rip Version 2 - Bogota 1

BOGOTA 1>enable

Password:

BOGOTA 1#config t

Enter configuration commands, one per line. End with CNTL/Z.
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BOGOTA _1(config)#router rip
BOGOTA_1(config-router)#version 2

BOGOTA _1(config-router)#no auto-summary
BOGOTA_1(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
BOGOTA _1(config-router)#network 172.29.3.0
BOGOTA_1(config-router)#network 172.29.3.4
BOGOTA _1(config-router)#network 172.29.3.8
BOGOTA_1(config-router)#passive-interface s0/0/0
BOGOTA _1(config-router)#end

BOGOTA 1#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA_1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA 1#exit

3.1.2. Enrutamiento Rip Version 2 - Bogota 2

BOGOTA 2>enable

Password:

BOGOTA_2#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA_2(config)#router rip
BOGOTA_2(config-router)#version 2
BOGOTA_2(config-router)#no auto-summary

BOGOTA _2(config-router)#do show ip route connected
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
BOGOTA_2(config-router)#network 172.29.1.0
BOGOTA_2(config-router)#network 172.29.3.8
BOGOTA_2(config-router)#network 172.29.3.12
BOGOTA_2(config-router)#passive-interface g0/0
BOGOTA_2(config-router)#end

BOGOTA 2#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA_2#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]
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BOGOTA_2#exit

3.1.3. Enrutamiento Rip Version 2 - Bogota 3

BOGOTA 3>enable

Password:

BOGOTA_3#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA_3(config)#router rip

BOGOTA _3(config-router)#version 2
BOGOTA_3(config-router)#no auto-summary
BOGOTA_3(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0
BOGOTA _3(config-router)#network 172.29.0.0
BOGOTA_3(config-router)#network 172.29.3.0
BOGOTA _3(config-router)#network 172.29.3.4
BOGOTA_3(config-router)#network 172.29.3.12
BOGOTA _3(config-router)#passive-interface g0/0
BOGOTA_3(config-router)#end

BOGOTA_3#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA _3#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA_3#exit

3.1.4. Enrutamiento Rip Version 2 — Medellin 1

MEDELLIN_1>enable

Password:

MEDELLIN_1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_1(config)#router rip
MEDELLIN_1(config-router)#version 2
MEDELLIN_1(config-router)#no auto-summary
MEDELLIN_1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1

C 209.17.220.0/30 is directly connected, Serial0/0/0
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MEDELLIN_1(config-router)#network 172.29.4.0
MEDELLIN_1(config-router)#network 172.29.6.0
MEDELLIN_1(config-router)#network 172.29.6.4
MEDELLIN_1(config-router)#passive-interface g0/0
MEDELLIN_1(config-router)#end

MEDELLIN_1#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_1#exit

3.1.5. Enrutamiento Rip Versiéon 2 — Medellin 2

MEDELLIN_2>enable

Password:

MEDELLIN_2#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_2(config)#router rip
MEDELLIN_2(config-router)#version 2
MEDELLIN_2(config-router)#no auto-summary
MEDELLIN_2(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
MEDELLIN_2(config-router)#network 172.29.4.0
MEDELLIN_2(config-router)#network 172.29.6.0
MEDELLIN_2(config-router)#network 172.29.6.4
MEDELLIN_2(config-router)#passive-interface g0/0
MEDELLIN_2(config-router)#end

MEDELLIN_2#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_2#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_2#exit

3.1.6. Enrutamiento Rip Version 2 — Medellin 3

MEDELLIN_3>enable
Password:
MEDELLIN_3#config t
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Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_3(config)#router rip
MEDELLIN_3(config-router)#version 2
MEDELLIN_3(config-router)#no auto-summary
MEDELLIN_3(config-router)#do show ip route connected

C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1

MEDELLIN_3(config-router)#network 172.29.4.128
MEDELLIN_3(config-router)#network 172.29.6.4
MEDELLIN_3(config-router)#network 172.29.6.8
MEDELLIN_3(config-router)#network 172.29.6.12
MEDELLIN_3(config-router)#passive-interface g0/0
MEDELLIN_3(config-router)#end

MEDELLIN_3#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN_3#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_3#exit

3.2.Los routers Bogotal y Medellin deberan afiadir a su configuracion de
enrutamiento unaruta por defecto hacia el ISP y, a su vez, redistribuirla
dentro de las publicaciones de RIP.

3.2.1. Bogotal

BOGOTA 1>enable

Password:

BOGOTA 1#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA_1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTA_1(config)#router rip

BOGOTA _1(config-router)#default-information originate
BOGOTA_1(config-router)#end

BOGOTA _1#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA _1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]
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BOGOTA_1#exit

BOGOTA_lenable
Passwor. s

BOGOTA_l#show ip route
Codes: L - local, C -

cccccccc

o
B

mEQHOEO

Gréfico No. 2: Diagnostico de enrutamiento IP Router Bogota
Fuente: Elaboracion propia

3.2.2. Medellin 1

MEDELLIN_1>enable

Password:

MEDELLIN_1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN_1(config)#router rip
MEDELLIN_1(config-router)#default-information originate
MEDELLIN_1(config-router)#end

MEDELLIN_1#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_1#exit

MEDELLIN lenable
DPassword:
MEDELLIN_lgshow ip zoute
Codes: L - loca -

o

Wb ao Dooooo

Grafico No. 3: Diagnostico de enrutamiento IP Router Medellin 1
Fuente: Elaboracén propia.
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3.3.El router ISP debera tener una ruta estatica dirigida hacia cada red
interna de Bogota y Medellin para el caso se sumarizan las subredes
de cada uno a /22.

La sumarizacion de rutas las cuales se conocen como superredes o supernetting
buscan reducir significativamente las entradas en la tabla de enrutamiento,
resumiendo la informacién de direccionamiento en un solo bloque ip®.

Tabla No. 1: Tabla de Sumarizacion Bogota

IP/SUB RED DIRECCIONES EN BINARIO

172.29.00/24 1 o0 1 0 1 1 0 OfO 0 O 1 1 1 0 1|0 0 O O O O O OJO O O O O O O O
172.29.10/24|1 0o 1 0 1 1 0 O/O O O 1 1 1 0 1|0 O O O O O O 1J0 O O O O O O O
172.29.312/30{1 o 1 0 1 1 0 OfO O0 O 1 1 1 0 1f0 0 O O O O 1 1|0 O O O 1 1 O O
1722938/30 |1 o 1 0 1 1 0 O/O O O 1 1 1 O 1|0 O O O O O 1 1J0 O O O 1 O O O
172.2934/30 |1 o 1 0 1 1 0 OfO O O 1 1 1 0 1f0 0 O O O O 1 1|0 O O O O 1 O O

1722930301 0 1 0 1 1 0 OJO O O0 1 1 1 0 10 O O O O O 1 1J0 O O O O O O O

172.29.00/22 |1 o 1 0 1 1 0 OfO0O 0 0 1 1 1 0 1|0 0 0 O O O O OJO O O O O O O O

POSICION DE BITS COMUNES EN AMBAS SUBREDES
Tabla No. 1: Tabla de sumarizacion Bogota
Fuente: Elaboracion propia

Tabla No. 2: Tabla de Sumarizacién Medellin

IP/SUB RED DIRECCIONES EN BINARIO

172.29.4.0/25 1 01011 0 00 0 01 110 10 0 0 0 0 1 0 01O O O O O 0 0 O
172.29.4.128/25f1 0 1 0 1 1 0 O/O O O 1 1 1 0 1|0 O O O O 1 O OJ1 O O O O O O O
172.29.6.4/30 1 01011 0 00 0 01 110 1f0 0 0 0 0 1 1 010 0 0 O O 1 0 O
172.29.6.0/30 1 01011 0 00 0 0 1 110 1f0 0 0 0 0 1 1 00 0 O O O O O O
172.29.6.8/30 1 01011 0 00 0 01 110 1f0 0 0 0 0 1 1 00 0 0O O 1 0 0 O

172.29612/30 |1 0 1 0 1 1 0 o0ofO0O O O 1 1 1 0 1f0 0 0 0 O 1 1 O0OfO O O O 1 1 0 O

172.29.4.0/22 i1 01 01 1 0 00 0 0 1 1 1 0 10 0 0 0 0 1 0 OjJO O O O O 0 0 O

POSICION DE BITS COMUNES EN AMBAS SUBREDES
Tabla No. 2: Tabla de sumarizacion Medellin
Fuente: Elaboracion propia

1 Colomes, Paulo (2010). Sumarizacion de rutas (superredes o supernetting) y rutas por defecto
(default routes). Redescisco.net. http://www.redescisco.net/sitio/2010/06/26/sumarizacion-de-rutas-
superredes-o-supernetting-y-rutas-por-defecto-default-routes/
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3.3.1. Enrutamiento Estatico Isp

ISP>enable
Password:
ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
ISP(config)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console
ISP#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

ISP#exit

3.4.Tabla de Enrutamiento.

3.4.1. Verificar latabla de enrutamiento en cada uno de los routers para

comprobar las redes y sus rutas.

Tabla No. 3: Tabla de enrutamiento

DISPOSITIVO INTERFAZ DIRECCION IP
ISP S 0/0/0 209.17.220.1
S 0/0/1 209.17.220.5
S 0/0/0 209.17.220.6
” S 0/0/1 172.29.3.9
BOGOTA 1 S 0/1/0 172.29.3.1
S 0/1/1 172.29.3.5
S 0/0/0 172.29.3.10
BOGOTA 2 S 0/0/1 172.29.3.13
G 0/0 172.29.1.1
S 0/0/0 172.29.3.2
3 S 0/0/1 172.29.3.6
BOGOTA 3 S 0/1/0 172.29.3.14
G 0/0 172.29.0.1
S 0/0/0 209.17.220.2
] S 0/0/1 172.29.6.1
Al L S 0/1/0 172.29.6.9
S 0/1/1 172.29.6.13
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MASCARA
SUBRED

255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.0

255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.0

255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
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S 0/0/0
MEDELLIN 2 S 0/0/1
G 0/0
S 0/0/0
S 0/0/1
S 0/1/0
G 0/0
PCO (50 HOST) NIC
PC1 (40 HOST) NIC
PC2 (150 HOST) NIC
PC3 (200 HOST) NIC

MEDELLIN 3

Tabla No. 3: Tabla de enrutamiento

Fuente: Elaboracion propia

172.29.6.2
172.29.6.5
172.29.4.1
172.29.6.10
172.29.6.14
172.29.6.6
172.29.4.129
DHCP
DHCP
DHCP
DHCP

3.4.2. Diagnostico de enrutamiento

Router Bogota 1

BOGOTA_l>enable
Password:
BOCOTA_l#show ip route
Codes: L - loca

mrarapamp  w©

255.255.255.252
255.255.255.252
255.255.255.128
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.128
DHCP
DHCP
DHCP
DHCP

Grafico No. 4: Diagnostico de enrutamiento Bogota 1

Fuente: Elaboracion propia

Router Bogotéa 2

BOGOTA_27enable

Grafico No. 5: Diagnostico de enrutamiento Bogotéa 2

Fuente: Elaboracion propia
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Router Bogota 3

BOGOTA_3renable

Password:

BOGOTA_3gshow ip route

Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGP
D - EIGRF, EX - EIGRP external, O - OSPF, I - OSEF inter area
N1 - OSPF NSSA external type 1, N2 - OSDF NSSA external type 2
El - OSPF external type L, E2 - OSPF external type 2, I - EGP
i - IS-I5, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS imter area
* - candidate defauls, U - per-user stavic route, o - ODR
P - pericdic downloaded static route

Gateway of last resort is 1

9.3.1 to network 0.0.0

.0.0/1€ is variably subnetted, L0 subnets, 3 masks

c .29.0.0/24 is directly comnected, CigabitEthernetd/0

L .25.0.1/32 is directly comnected, CigabitZthernewd/d

R .28.1.0/24 [120/1] via 172.28.3.13, 00:00:08, Serial0/1/0

c .25.3.0/30 is directly connected, Seriald/0/0

L .29.3.2/32 1s directly comnected, Ser1alo/0/0

c .29.3.4/30 1s directly comnected, Ser1alo/0/1

L .29.3.€/32 is directly comnected, Serialo/0/1

2 -25.3.8/30 [120/1] via 0:05, Serialo/0/0
[120/1] via 17 0:05, Serialo/0/1
[120/1] via 172.29.3.13, 00:00:05, Serial0/1/0

c 172.22.3.12/30 is directly connected, Seriald/1/0

Grafico No. 6: Diagnostico de enrutamiento Bogota 3
Fuente: Elaboracion propia

Router Medellin 1

MEDELLIN_1>-enable
Password:
MEDELLIN_l8show ip route
Codes: L - local, C - connected, S - static, R - RIE, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, I - OSDF inter area
N1 - OSPF NSS external type 1, N2 - OSEF NSSA external type
El - OSPF external type 1, - OSPF external type 2, E - EGP
i - IS-IS, Ll - Is-IS level-l, - I5-15 level-2, ia - IS-IS inter area
- candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 209.17.22

1 to network 0.0.0.

172.29.0.0/1€ is varizbly subnetted, € subnets, 2 masks
€.0/30 is directly connected, Serial0/0/1

.1/32 is directly comnected, Serial/0/1

/30 is directly connected, Seriall/1/0

/32 is directly comnected, Seriall/1/0
12/30 is directly connected, Seriald/1/1
13/32 is directly connected, Seriald/1/1

/2% is varizbly subnested, 2 submets, 2 masks
0.0/30 is directly connected, Serial0/0/0

0s 0.2/32 is directly comnected, Serial0/0/0

S*  0.0.0.0/0 [1/0] via 209.17.2:

i
mommmom

HOapano

SheRnon

@
-

2K

.

MEDELLIN, 18|

Grafico No. 7: Diagnostico de enrutamiento Medellin 1
Fuente: Elaboracion propia

Router Medellin 2

2renable

Password:

MEDELLIN_2¢show ip route

Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGP
D - EIGAP, EX - EIGRP external, O - GSPF, IA - OSEF inter area
N1 - OSPF NSSA external type 1, N2 - OSDF NSSA external type 2
El - OSPF external type 1, 52 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - pericdic downloaded static route

Gateway of last resort is not set

9.4.0/25 is directly connected, GigabitZthernesi/o
1/32 is directly connected, GigabitEthernet0/0
28725 [120/1] via 172.29.§.€, 00:00:17, Serial0/0/1
0/30 is directly connected, Seriald/0/0
2/32 is directly connected, Seriald/0/0
.4/30 is directly connected, Seriald/0/1
.§/32 is directly connected, Seriald/0/1
.2/30 [120/1] via 172.28.€.€, 00:00:17, Sexiald/0/1
12/30 [120/1] via 172.28 €€, 00:00:17, Serial0/0/1

172.25.0.0/1€ is variably subnetted, § subnets, 3 masks

w o
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e
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Grafico No. 8: Diagnostico de enrutamiento Medellin 2
Fuente: Elaboracion propia
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Router Medellin 3

MEDELLIN_3>enable

172

MEDELLIN_ 34| v

Grafico No. 9: Diagnostico de enrutamiento Medellin 3
Fuente: Elaboracion propia

3.5. Verificar el balanceo de carga que presentan los routers.

3.5.1. Balanceo de Carga y Redundancia en Bogota 3 — Bogota 1/ 3
Respectivamente

b - . .
~ MEDELLIN 1 BOGOTAT™S Va PC3

WEDELLIN 3 BOGOTA 2

Grafico No. 10: Balanceo de carga y redundancia Bogota 3
Fuente: Elaboracion propia
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BOGOTA_3*enable

Password

BOGOTA_3¢show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BEP
D - EIGRP, EX - EIGRP external, O - OSEF, IA - OSPF inter area
N1 - CSPF NSSA external type 1, N2 - OSEF NSSA external type 2
El - OSEF external type 1, Z2 - OSEF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-l, L2z - IS-IS level
* - candidate default, U - per-user static route, o - ODR
? - periodic downloaded static route

ia - IS-IS inter area

Gateway of last resort is 172.29.3.1 to network 0.

0

0/1€ is varisbly subnetted, 10 subnsts, 3 masks

0/24 is directly connectsd, GigabitZthernezi/o
is directly connectsd, GigabitZthernezi/o
[120/1] via 172.29.3.13, 00:00:05, Serialo/l/0
is directly comnectsd, Serialo/0/0
2 is directly comnected, Serialo/0/0

is directly comnectsd, Serialo/o/l
2 is airectly comnected, Serialo/o/l

3.1, 00

3.5, 00
3.13, o

mEOBO®REO

Serialo/0/0
Serialoso/1
, Serialo/l/o

[120/1] wia
29.3.12/30 is directly conmected, Serial/l/0

Grafico No. 11: Diagnostico de enrutamiento Bogota 3
Fuente: Elaboracion propia

3.5.2. Balanceo de Carga y Redundancia Medellin 3 — Medellin 1 / 3
Respectivamente
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Grafico No. 12: Balanceo de carga y redundancia Medellin 3
Fuente: Elaboracion propia

MEDELLIN_3>enable
Password:

MEDELLIN_3#show ip route
Codes: L - local, C - conmected, § - static, R - RIP, M - mobile, B - BGD
GRP, EX - EIGRP external, © - OSDF, IA - OSPF inter area

W2z - OSPF NSSR external typ

D-
N1 - OSPF NSSR external typ
EL - OSDF external type 1, - OSDF external type zp

i - IS-IS, L1 - IS-IS level-1, L2z - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static rouse, o - GDR

P - pericdic downloaded static route

1

Gateway of last resort is not set

12/30 is directly connected, Serial0/0/1
€.14/32 is directly conmected, Serial0/0/1

172 .0/1€ is variably subnetted, 10 subnets, 3 masks

) 172.29.4 [120/1] wvia 172.25.6.5, 00:00:16, Seriald/1/0
c 172.25.4. is directly coanected, CigabitEtheznstd/0
b 172.29.2 s directly comnectad, GigabitEthernsto/O
'n 17, 5 _E.0 £11 wvia 1 3_€.5, 00 1€, Serialds1/0
c 172 23 € s directly connscted, Serialn/L/0

L 5. s directly connected, Seriald/L/0

c $.€.8/30 is directly connected, Serial0/0/0

L 5.6.10/32 is directly conmected, Serial0/0/0

c 5.

L s

Grafico No. 13: Diagnostico de enrutamiento Medellin 3
Fuente: Elaboracion propia
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3.6.0bsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacién, por tener dos enlaces de conexion hacia otro router y por
la ruta por defecto que manejan.

3.7.Los routers Medellin2 y Bogot42 también presentan redes conectadas
directamente y recibidas mediante RIP.

3.8.Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

3.9.El router ISP solo debe indicar sus rutas estéaticas adicionales a las
directamente conectadas.

eeeeeeeeee

LLLLL

aaaaaaaaaaaaaaaaaaaaaaaaaaaaa

Grafico No. 14: Diagnostico de enrutamiento ISP
Fuente: Elaboracion propia

4. Deshabilitar la propagacién del protocolo RIP.

4.1.Para no propagar las publicaciones por interfaces que no lo requieran
se debe deshabilitar la propagacion del protocolo RIP, en la siguiente
tabla se indican las interfaces de cada router que no necesitan
desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIAL0/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIAL0/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Tabla No. 4: Interfaces a desactivar de cada Router
Fuente: Universidad Nacional Abierta y a Distancia. Unad
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4.2.Verificacion del protocolo RIP.

4.2.1. Verificar y documentar las opciones de enrutamiento
configuradas en los routers, como el passive interface para la
conexion hacia el ISP, la versién de RIP y las interfaces que
participan de la publicacion entre otros datos.

4.2.2. Verificar y documentar la base de datos de RIP de cada router,
donde seinforma de manera detallada de todas las rutas hacia cada
red.

5. Configurar encapsulamiento y autenticacion PPP.

5.1.Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAT.

Medellin 1

MEDELLIN_1>enable

Password:

MEDELLIN_1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_1(config)#username ISP password cisco

MEDELLIN_1(config)#int s0/0/0

MEDELLIN_1(config-if)j#encapsulation ppp

MEDELLIN_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

MEDELLIN_1(config-if)y#ppp pap sent-username MEDELLIN_1 password cisco
MEDELLIN_1(config-ify#end

MEDELLIN_1#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN_1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_1#exit

Isp

ISP>enable

Password:

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username MEDELLIN_1 password cisco
ISP(config)#int sO/0/0
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ISP (config-ify#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

ISP (config-if)y#ppp pap sent-username ISP password cisco
ISP(config-if)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console
ISP#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

ISP#exit

MEDELLIN l>ping 205.17.220.1

Type escape seguence to abortc.
Sending 5, 100-byte ICHMP Echos to 209.17_.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/2 ms

Grafico No. 14: Prueba de diagnostico Ping Medellin 1 - ISP
Fuente: Elaboracion propia

5.2.El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.
Bogota 1

BOGOTA 1>enable

Password:

BOGOTA _1#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA _1(config)#username ISP password cisco

BOGOTA _1(config)#int s0/0/0

BOGOTA _1(config-if)#encapsulation ppp
BOGOTA_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

BOGOTA _1(config-if)#ppp authentication chap
BOGOTA_1(config-if)#end

BOGOTA _1#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA _1#copy running-config startup-config

Destination filename [startup-config]?
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Building configuration...
[OK]
BOGOTA_1#exit

Isp

ISP>enable

Password:

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username BOGOTA_1 password cisco
ISP(config)#int s0/0/1

ISP (config-ify#encapsulation ppp

ISP (config-if)#ppp authentication chap

ISP(config-if)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console
ISP#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

ISP#exit

ISPrping 205.17.220_.¢

Type escape segquence to abort.
Sending 5, 100-byte ICMP Echos to 209.17_.220.&, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1l/2/8 ms

15D
Grafico No. 15: Prueba de diagnostico Ping ISP — Bogota 1
Fuente: Elaboracion propia

6. Configuracion de PAT.

6.1.En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta
los routers internos en el otro extremo, so6lo existirA comunicacién
hasta los routers Bogotal, ISP y Medellinl.

6.2.Después de verificar lo indicado en el paso anterior proceda a
configurar el NAT en el router Medellinl. Compruebe que la traduccién
de direcciones indique las interfaces de entrada y de salida. Al realizar
una prueba de ping, la direccion debe ser traducida automaticamente
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a la direccion de la interfaz serial 0/1/0 del router Medellinl, coOmo
diferente puerto.

6.3.Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida.
Al realizar una prueba de ping, la direccion debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router
Bogotal, como diferente puerto.

Bogota 1

BOGOTA 1>enable

Password:

BOGOTA 1#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA _1(config)#ip nat inside source list 1 interface s0/0/0 overload
BOGOTA_1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA _1(config)#int s0/0/0

BOGOTA_1(config-if)#ip nat outside

BOGOTA _1(config-if)#int s0/0/1

BOGOTA_1(config-if)#ip nat inside

BOGOTA _1(config-if)#int s0/1/0

BOGOTA_1(config-if)#ip nat inside

BOGOTA_1(config-if)#int s0/1/1

BOGOTA_1(config-if)#ip nat inside

BOGOTA _1(config-if)#end

BOGOTA_1#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA _1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA_1#exit

Medellin 1

MEDELLIN_1>enable

Password:

MEDELLIN_1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_1(config)#ip nat inside source list 1 interface s0/0/0 overload
MEDELLIN_1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN_1(config)#int s0/0/0

MEDELLIN_1(config-if)#ip nat outside

MEDELLIN_1(config-if)#int sO/0/1
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MEDELLIN_1(config-if)#ip nat inside
MEDELLIN_1(config-if)#int sO/1/0
MEDELLIN_1(config-if)#ip nat inside
MEDELLIN_1(config-if)#int sO/1/1
MEDELLIN_1(config-if)#ip nat inside
MEDELLIN_1(config-if)y#end

MEDELLIN_1#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_1#exit

7. Configuracion del servicio DHCP.

7.1.Configurar lared Medellin2 y Medellin3 donde el router Medellin 2 debe
ser el servidor DHCP para ambas redes Lan.

7.2.El router Medellin3 deberé habilitar el paso de los mensajes broadcast
hacia la IP del router Medellin2.

DHCP en Medellin 2

MEDELLIN_2>enable

Password:

MEDELLIN_2#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MEDELLIN_2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
MEDELLIN_2(config)#ip dhcp pool MEDELLIN_2
MEDELLIN_2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLIN_2(dhcp-config)#default-router 172.29.4.1
MEDELLIN_2(dhcp-config)#dns-server 8.8.8.2
MEDELLIN_2(dhcp-config)#exit

MEDELLIN_2(config)#ip dhcp pool MEDELLIN_3
MEDELLIN_2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLIN_2(dhcp-config)#default-router 172.29.4.129
MEDELLIN_2(dhcp-config)#dns-server 8.8.8.2
MEDELLIN_2(dhcp-config)#exit

MEDELLIN_2(config)#end

MEDELLIN_2#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_2#copy running-config startup-config

Destination filename [startup-config]?
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Building configuration...
[OK]
MEDELLIN_2#exit

Configuracién Router Medellin 3

MEDELLIN_3>enable

Password:

MEDELLIN_3#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN_3(config)#int g0/0

MEDELLIN_3(config-if)#ip helper-address 172.29.6.5
MEDELLIN_3(config-if)y#end

MEDELLIN_3#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN_3#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN_3#exit

Dhcp en PcO

¥ pco

Physical Config Deskiop Programming Attributes

(®) DHCP () static DHCP request successful.
IP Address 1722946

Subnet Mask 255.255.255.128

Default Gateway 1722941

DNS Server 8882

Grafico No. 16: Configuracion DHCP PCO
Fuente: Elaboracion propia

DHCP en Pcl
¥ pc1
Physical Config Desktop Programming Aftributes
@ DHCP O Static DHCP reguest successful.
IP Address. 172.28.4.134

Subnet Mask

Default Gateway 172.

DMNS Server

Grafico No. 17: Configuracién DHCP PC1
Fuente: Elaboracion propia
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7.3.Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe
ser el servidor DHCP para ambas redes Lan.

7.4.Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router Bogota2.

Configuracion Router Bogota 2

BOGOTA 2>enable

Password:

BOGOTA_2#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA_2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTA _2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
BOGOTA_2(config)#ip dhcp pool BOGOTA_2

BOGOTA 2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA_2(dhcp-config)#default-router 172.29.1.1

BOGOTA 2(dhcp-config)#dns-server 8.8.8.2
BOGOTA_2(dhcp-config)#ip dhcp pool BOGOTA_3
BOGOTA_2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA_2(dhcp-config)#default-router 172.29.0.1

BOGOTA 2(dhcp-config)#dns-server 8.8.8.2
BOGOTA_2(dhcp-config)#end

BOGOTA 2#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA _2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA 2#exit

Configuracién Router Bogota 3

BOGOTA 3>enable

Password:

BOGOTA 3#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA _3(config)#int g0/0

BOGOTA_3(config-if)#ip helper-address 172.29.3.13
BOGOTA _3(config-if)#end

BOGOTA_3#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA_3#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...
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[OK]
BOGOTA_3#exit

DHCP en Pc2
®pc - O b
Physical Config Desktop Programming Attributes
I
(®) DHCP () static DHCP reguest successful. ~
P Address 172.29.0.6

Subnet Mask 255.255.255.0

Default Gateway

DNS Server 8.882

Grafico No. 18: Configuracion DHCP PC2
Fuente: Elaboracion propia

DHCP en Pc3

¥ pc3 - a x

Physical Config Desktop Programming Aftributes
I
(® DHCP () Static DHCP request successful. ()
IF Address 172.29.1.6

Subnet Mask 255

Default Gateway 172.29.1.1

DNS Server 8.8.8.2

Grafico No. 19: Configuracion DHCP PC3
Fuente: Elaboracion propia

Verificacion Conectividad de Pc2 Y Pc3
¥ pca - O X

Phys=ical Config Desktop Programming Aftributes
I

Command Prom)

Grafico No. 20: Prueba diagnostico ping PC2 — PC3
Fuente: Elaboracion propia
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Comprobacion de conexion extremo a extremo luego de haber restringido

la comunicacion entre los equipos de Bogota y Medellin
¥ poo — O *

Physical Config Deskiop Programming Aftributes.
I

Command Prompt

Minimim = lms, Maximum = 4
ing 17

Pinging 1

Pinging 1

»ly from 17
1y
Ly
1y

Grafico No. 21: Prueba diagndstico ping Extremo — Extremo
Fuente: Elaboracion propia

43



Escenario 2

Escenario: Una empresa de Tecnhologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

l nte rnet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3
192.168.99.2

8. Configurar el direccionamiento IP acorde con latopologia de red para cada
uno de los dispositivos que forman parte del escenario.

8.1.Configuracion Inicial
Router R1

Router>enable
Router#config t
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R1

R1(config)#enable secret class

R1(config)#line console 0

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#line vty 0 4

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption

R1(config)#banner motd #

Enter TEXT message. End with the character '#'.

*** Servicio restringido - Solo se permite acceso a personal autorizado*** #
R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R1#exit

Router R2

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R2
R2(config)#enable secret class
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit

R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit

R2(config)#service password-encryption
R2(config)#banner motd #
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Enter TEXT message. End with the character '#'.

*** Servicio restringido - Solo se permite acceso a personal autorizado **** #
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R2#exit

Router R3

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R3

R3(config)#enable secret class

R3(config)#line console 0

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#line vty 0 4

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption
R3(config)#banner motd #

Enter TEXT message. End with the character '#'.

*** Servicio restringido - Solo se permite acceso a personal autorizado *** #
R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console
R3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R3#exit
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Switch S1

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname S1

S1(config)#enable secret class

S1(config)#line console 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#line vty 0 4

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd #

Enter TEXT message. End with the character '#'.

***% Servicio restringido - Solo se permite acceso a personal autorizado **** #
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console
S1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S1#exit

Switch S3

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname S3
S3(config)#enable secret class
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#exit

S3(config)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login
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S3(config-line)#exit
S3(config)#service password-encryption
S3(config)#banner motd #

Enter TEXT message. End with the character '#'.
*** Servicio Restringido - Solo se permite acceso a personal autorizado *** #
S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console
S3#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]
S3#exit

Tabla de direccionamiento IP

DISP.

R1

R2

R3

S1

S3
PC-A
PC-C
PC — INT

INTER

S 0/0/0
G 0/0
S 0/0/0
S 0/0/1
G 0/0
G0/1
LoO

S 0/0/0
Lo 4
Lo5
Lo 6

G 0/0
G 0/0
NIC
NIC
NIC

DIRECCION IP

172.31.21.1
192.168.99.1
172.31.23.1
172.31.21.2
10.10.10.1
209.165.200.225
10.10.10.10
172.31.23.2
192.168.4.1
192.168.5.1
192.168.6.1
192.168.99.2
192.168.99.3
DHCP

DHCP
209.165.200.230

Tabla No. 5: Tabla de direccionamiento IP
Fuente: Elaboracion propia

8.2.Direccionamiento IP

Router R1

R1>enable
Password:
R1#config t
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MASCARA DE
SUBRED
255.255.255.252

255.255.255.0
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.255
255.255.255.252
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0

255.255.255.248

GATEWAY

209.168.200.225



Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface s0/0/0

R1(config-if)#description connection to MIAMI
R1(config-if)#clock rate 2000000

R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#interface G0O/0

R1(config-if)#ip address 192.168.99.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R1(config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console
R1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R1#exit

Router R2

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface s0/0/0

R2(config-if)#description connection to BOGOTA
R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 2000000

R2(config-if)#no shutdown

R2(config-if)#exit

R2(config)#interface s0/0/1

R2(config-if)#description connection to BUENOS AIRES
R2(config-if)#no clock rate

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#exit

R2(config)#interface g0/0
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R2(config-if)#description connection to INTERNET PC
R2(config-if)#ip address 10.10.10.1 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#exit

R2(config)#interface g0/1

R2(config-if)#description connection to WEB SERVER
R2(config-if)#ip address 209.165.200.225 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
R2(config-if)#exit

R2(config)#int loopback O

R2(config-if)#ip address 10.10.10.10 255.255.255.255
R2(config-if)#description web server simulado
R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 g0/1

%Default route without gateway, if not a point-to-point interface, may impact
performance

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R2#exit

Router R3

R3>enable

Password:

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface s0/0/0

R3(config-if)#description connection to MIAMI

R3(config-if)#no clock rate

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#exit

R3(config)#int loopback 4

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up
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R3(config-if)#ip address 192.168.4.1 255.255.255.0

R3(config-if)#exit

R3(config)#int loopback 5

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0

R3(config-if)#exit

R3(config)#int loopback 6

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0

R3(config-if)#exit

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R3(config)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R3#exit

Pc — Internet

¥ INTERNET PC - a b 4
Config Deszktop Programming Attributes
(O DHCP (@ Static ~
PP Address | 209.165.200.230 |
Subnet Mask | 255.255.255.248 |
Default Gateway [209.168.200.225 |
DNS Server [0.00.0 |

Grafico No. 22: Direccionamiento IP PC — Internet
Fuente: Elaboracion propia
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9. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.111
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Tabla No. 6: Tabla de Configuracion OSPF v2 area 0
Fuente: Universidad Nacional Abierta y a Distancia UNAD

9.1.Enrutamiento OSPFv2
Router R1

R1>enable

Password:

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 172.31.23.0 0.0.0.3 area 0
R1(config-router)#network 10.10.10.0 0.0.0.255 area 0
R1(config-router)#do write

Building configuration...

[OK]

R1(config-router)#passive-interface g0/0
R1(config-router)#exit

R1(config)#interface s0/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9600

R1(config-if)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console
R1#copy running-config startup-config
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Destination filename [startup-config]?
Building configuration...

[OK]

R1#exit

Router R2

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 172.31.21.0 0.0.0.3 area O
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#passive-interface g0/1
R2(config-router)#exit

R2(config)#interface s0/0/0

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R2#exit

Router R3

R3>enable

Password:

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface 105
R3(config-router)#passive-interface lo6
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R3(config-router)#exit
R3(config)#interface s0/0/0
R3(config-if)#bandwidth 256
R3(config-if)#ip ospf cost 9500
R3(config-if)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console
R3#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R3#exit

9.2.Verificacion de informacion de OSPF en cada router

Router R1

B R — | X

Phy=ical Config CL Attributes
I

105 Command Line Interface

[Tessword:
Rléshow ip ospf
Routing Process "ospf 1™ with ID 1.1.1.1
Supports only single TOS(TOS0) routes
Supports opague LSA
SPF schedule delay 5 secs, Hold time between two S5PFs 10 secs
Minimam LSE interwval 5 secs. Minimum LSA arrival 1 secs
Humber of external LSA 0. Checksum Sum 0x000000
Number of opague A5 LSA 0. Checksum Sum 0x000000
Number of DCbitless external and opague A5 LSA O
Number of DoNothge external and opague AS LSA 0
Humber of areas in this router is 1. 1 normal 0 stub O nssa
External flood list length 0
Area BACEBCNE(0) (Inactiwve)
Humber of interfaces in this area is 0
Zrea has no authentication
SPF algorithm executed 1 times
Lrea ranges are
Humber of LSA 1. Checksum Sum 0x0051ldc
Number of opague link LSE 0. Checksum Sum 02000000
Humber of DChitless LER 0
Humber of indication LSR O
Number of DoNothge LSL O
Flood list length 0
--More--

Grafico No. 23: Prueba de configuracion OSPF Router 1
Fuente: Elaboracion propia
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Router R2

¥ r2 -

Physical Config C Attributes

105 Command Line Interface

Password:

RZgshow ip ospf

Bouting Process "ospf 1™ with ID 5.5.5.5
Supports only single TOS5(TOS0) routes
Supports opague LSRR

Minimum LSE interval 5 secs. Minimum LSRR arriwval 1 secs
NHurber of external LSE 0. Checksum Sum O0x000000

Number of opague RS LSRR 0. Checksum Sum 0x000000

Number of DChitless external and opague A5 LSRE O

Number of DoNothge external and opague RS LSRR 0O

Number of areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length O

Number of interfaces in this area is 1
Lrea has no authentication
SPF algorithm executed 2 times
Lrea ranges are
Humbber of LSZ& 1. Checksum Sum 0x00d4032
Number of opague limk LSE 0. Checksum Sum 0x000000
Humber of DCkitless LSA O
Humber of indicatiomn LSR O
Number of DoMotRge LSRE O
Flood list length 0
——More——

SPF schedule delay 5 secs, Hold time between two S5PEFs 10 secs

W

Grafico No. 24: Prueba de configuracion OSPF Router 2

Fuente: Elaboracion propia

Router R3

Lt — X
Physical Config CL Aftributes.
—
105 Command Line Interface
TEssword: -
R3gshow ip ospi
Routing Process "ospf 1" with ID 2.2.2.8
Supports only single TOS(T0S0) routes
Supports opague LSA
SPF schedule delay 5 secs, Hold time between two S5PFs 10 secs
Minimum LSA interval 5 secs. Minimum LSE arrival 1 secs
Humber of external LSE 0. Checksum Sum 0x000000
Number of opague 25 L5& 0. Checksum Sum 0x000000
Number of DCbitless external and opague AS LSA 0
Number of DoMothge external and opaque RS LSR O
Hurber of areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length O
Area BACEEONE (0Q)
Hurber of interfaces in this area is 3
Area has no authentication
SPF algorithm executed 1 times
Lrea ranges are
Humber of LSA 1. Checksum Sum 0xz00e8bk2
Number of opague link LS& 0. Checksum Sum 0x000000
Hurmber of DCkitless LSR O
Hurmber of indication LSA 0
Number of DoNothge LSAZ 0
Flood list length 0
--More—-- W

Grafico No. 25: Prueba de configuracién OSPF Router 3

Fuente: Elaboracion propia
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9.3.Visualizar tablas de enrutamiento y routers conectados por OSPFv2
9.4.Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

Router R1

L - O x

Physical Config CLl Attributes
I

105 Command Line Interface

Password:

Rl=enable
Password:
Rlgshow ip ospf interface

Serizlds0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, RArea O

Process ID 1, Bouter ID 1.1.1.1, Network Type POINT-TC-POINT, Cost:
S&00

Transmit Delay is 1 sec, State POINI-TO-POINTI, Priority 0O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

m

Hello due in 00:00:04
Index 1/1, flood gqueus length 0O
Wext Ox0 (0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 meighbor(s)
R1g v

Grafico No. 26: Tabla de enrutamiento OSPF Router R1
Fuente: Elaboracion propia

Router R2

¥ r2 — 0 %

Physical Config CLI Attributes
I

10S Command Line Interface

Loopbackl is up, line protocol is up
Internet address is 10.10.10.10/32, RArea 0
Process ID 1, Router ID 5.5.5.5, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Seriald/0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, Rrea 0
Process ID 1, Router ID 5.5.5.5, Wetwork Type POINT-TO-POINT, Cost:
€4
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

wn

Hello due in 00:00:01
Index 2/2, flood gueue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 1.1.1.1
Suppress hellc for 0 neighbor(s)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Rrea 0
——Hcre——l W

Grafico No. 27: Tabla de enrutamiento OSPF Router R2
Fuente: Elaboracion propia
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Router R3

L] — 0 *

Physical Config CLI Attributes
I

I0S Command Line Interface

¥¥% Bervicio restringido - Solo se permite acceso a personal
autorizado *F¥

User Recess Verification
Password:

R3zenable
Password:
R3g¢show ip ospf interface

Loopbackd4 is up, line protocol is up
Internet address is 1%2.1€5.4.1/24, Area 0O
Process ID 1, Router ID 2.2.2.8, Network Type LOOPBRACE, Cost: 1
Loopback interface is treated as a stubk Host

Loopbacks is up, line protocol is up
Internet address is 1%2.1€8.5.1/24, Area 0O
Process ID 1, Router ID 2.2.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stubk Host

Loopback€ is up, line protocol is up
Internet address is 1%2.1€8.&€.1/24, Area 0O
Process ID 1, Router ID 2.2.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host

nag v

Grafico No. 28: Tabla de enrutamiento OSPF Router R3
Fuente: Elaboracion propia

9.5.Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

ROUTER R1

Ll — O *

Physical Config CL Attributes.
I

105 Command Line Interface

Neighbor Lount 15 1 , Adjacent Nelghnbor count 15 1
RBdjacent with neighkor 5.5.5.5
Suppress hello for 0 neighboris)
Rlg
R1£5HOW IP PROTOCOLS

Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
1 31.21.0 0.0.0.3 area 0
172.21.22.0 0.0.0.2 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernetl/0
Routing Information Sources:

Fateway Distance Last Update

1.1.1.1 110 00:059:25

5.5.5.5 110 00:09:29
Distance: (default is 110)

Grafico No. 29: Tabla de Protocolos OSPF Router R1
Fuente: Elaboracion propia
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Router R2

L v — O 4

a

Physical Config CLI Aftributes
I

105 Command Line Interface

Tast tlood SCam Lime 15 U DSec, Darinum 15 O Dsec
Suppress hello for 0 neighboris)

RIg

RIg

R2Z$5HOW IP PROTOCOLS

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximum path: 4
Routing for Networks:
172.21.21.0 0.0.0.23 area 0
172.21.22.0 0.0.0.2 area 0
10.10.10.0 0.0.0.255 area 0O
Passive Interface(s):
GigabitEthernetd/1
Routing Information Sources:

Cateway Distance Last Update
1.1.1.1 110 a0:10:27
5.5.5.85 110 00:10

Distance: (default is 110)

Grafico No. 30: Tabla de Protocolos OSPF Router R2
Fuente: Elaboracion propia

Router R3

L] — O

Physical Config CLi Attributes
I

105 Command Line Interface

[ INLeELner =0dress 15 192.1t0.t.Ll72%, =fe= O
Process ID 1, Router ID 2.2.8.8, Network Type LOCOFBACE, Cost: 1
Loopback interface is treated as a stub Host

R3¢

R23$5SHOW IP PROTOCOLS

Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 2.8.8.8
Humber of areas in this router is 1. 1 normal O stub O nssa
Haximum path: 4
Routing for Networks:

172.21.22.0 0.0.0.3 area 0

132 1€58.4.0 0.0.3.255 area 0
Passive Interface(s):
Loopkackd
Loopbacks
Loopbacké
Routing Information Sources:
Fateway Distance Last Tpdate
g.8.8.8 110 00:05:48

Distance: (default is 110)

Grafico No. 31: Tabla de Protocolos OSPF Router R3
Fuente: Elaboracion propia

58




9.6.Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde alatopologia de red establecida.

Vlan’S Switch S1

Sl1>enable

Password:

S1#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name ADMINISTRATION
S1(config-vlan)#exit

S1(config)#vlan 40

S1(config-vlan)#¥name MERCADEO
S1(config-vlan)#exit

S1(config)#vlan 200
S1(config-vlan)#name MANTENIMIENTO
S1(config-vlan)#exit

S1(config)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console
S1#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

Sl#exit

Vlan’S Switch S3

S3>enable

Password:

S3#config t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRATION
S3(config-vlan)#exit

S3(config)#vlan 40

S3(config-vlan)#name MERCADEO
S3(config-vlan)#exit

S3(config)#vlan 200
S3(config-vlan)#¥name MANTENIMIENTO
S3(config-vlan)#exit

S3(config)#end
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S3#

%SYS-5-CONFIG_I: Configured from console by console
S3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S3#exit

9.7.En el Switch 3 deshabilitar DNS lookup

S3>enable

Password:

S3#config t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup

S3(config)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console
S3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S3#exit

9.8.Configuracion de puertos troncales

Switch S1

Sl1>enable

Password:

S1#config t

Enter configuration commands, one per line. End with CNTL/Z.

S1(config)#int fO/3

S1(config-if)y#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int f0/24

S1(config-if)#switchport mode trunk

S1(config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to up

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#no shutdown

S1(config-if)#int range fa0/1-2, fa0/4-24

S1(config-if-range)#switchport mode access

S1(config-if-range)#int fO/1

S1(config-if)#switchport mode access

S1(config-if)#switchport access vlan 30

S1(config-if)#int range fa0/1-2, fa0/4-24

S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to
administratively down
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%LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

S1(config-if-range)#

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to down

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to
administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to down

S1(config-if-range)#int vian 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to
up

S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console

S1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Sl#exit

Switch S3

S3>enable

Password:

S3#config t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int f0/3

S3(config-if)#switchport mode trunk
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S3(config-if)#switchport trunk native vlan 1
S3(config-if)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#int fO/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#shutdown

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

Interface FastEthernet0/2, changed state to administratively
Interface FastEthernet0/4, changed state to administratively
Interface FastEthernet0/5, changed state to administratively
Interface FastEthernet0/6, changed state to administratively
Interface FastEthernet0/7, changed state to administratively
Interface FastEthernet0/8, changed state to administratively
Interface FastEthernet0/9, changed state to administratively
Interface FastEthernet0/10, changed state to
Interface FastEthernet0/11, changed state to
Interface FastEthernet0/12, changed state to
Interface FastEthernet0/13, changed state to
Interface FastEthernet0/14, changed state to
Interface FastEthernet0/15, changed state to
Interface FastEthernet0/16, changed state to
Interface FastEthernet0/17, changed state to
Interface FastEthernet0/18, changed state to
Interface FastEthernet0/19, changed state to

Interface FastEthernet0/20, changed state to
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%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to
administratively down

S3(config-if-range)#

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to down

S3(config-if-range)#int vian 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to
up

S3(config-if)#ip address 192.168.99.3 255.255.255.0

S3(config-if)#ip default-gateway 192.168.99.1

S3(config)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S3#exit

9.9.Configuracion de Encapsulacion

Router R1

R1#enable

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int g0/0

R1(config-if)#int g0/0.1

R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.128
R1(config-subif)#do write

Building configuration...

[OK]

R1(config-subif)#exit
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R1(config)#int g0/0.2

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.2, changed state to up
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.128
R1(config-subif)#do write

Building configuration...

[OK]

R1(config-subif)#exit

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console
R1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R1#exit

10.Asignar direcciones IP a los Switches acorde a los lineamientos.
10.1. Direccionamiento ip
Switch S1

Sl1>enable

Password:

S1#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface vlan 30

S1(config-if)#

%LINK-5-CHANGED: Interface VIan30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan30, changed state to
up

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1

S1(config)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console
S1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]
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S1#
S1#exit

Switch s3

S3>enable

Password:

S3#config t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int vlan 200

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)y#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console
S3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S3#exit

10.2. Desactivar todas las interfaces que no sean utilizadas en el esquema
de red.

Interfaces desactivas en switch sl

Sl1>enable

Password:

S1#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int range fa0/2, fa0/4-23
S1(config-if-range)#shutdown

S1(config-if-range)#exit

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console
S1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Sl#exit
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Interfaces desactivadas en switch s3

S3>enable

Password:

S3#config t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int range fa0/2, fa0/4-23
S3(config-if-range)#shutdown

S3(config-if-range)#exit

S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console
S3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S3#exit

10.3. Implementar DHCP y NAT para IPv4
Router R2 — Miami

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user webuser privilege 15 secret cisco54321
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int g0/0

R2(config-if)#ip nat outside

R2(config-if)#exit

R2(config)#int g0/1

R2(config-if)#ip nat inside

R2(config-if)#exit

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#ip nat pool Internet 209.165.200.225 209.165.200.229 netmask
255.255.255.248

R2(config)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...
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[OK]
R2#exit

10.4. Configurar R1 como servidor DHCP para las VLANs 30y 40.
Router R1 - Bogota

R1>enable

Password:

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console
R1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R1#exit

10.5. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para | DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para | DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.
Tabla No. 7: Tabla de Configuracion DHCP

Fuente: Universidad Nacional Abierta y a Distancia UNAD
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DHCP Router R1

R1>enable

Password:

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.40.30
R1(config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console
R1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R1#exit

10.6. Configurar NAT en R2 para permitir que los host puedan salir a
internet

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface g0/0

R2(config-if)#ip nat outside

R2(config-if)#exit

R2(config)#interface g0/1

R2(config-if)#ip nat inside

R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R2#exit

10.7. Configurar al menos dos listas de acceso de tipo estandar a su
criterio en pararestringir o permitir trafico desde R1 o R3 hacia R2.

R2>enable
Password:
R2#config t

69



Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.229 netmask
255.255.255.248

R2(config)#ip access-list standard ADMINISTRADOR
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 4

R2(config-line)#access-class ADMINISTRADOR in
R2(config-line)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R2#exit

10.8. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde
R1 o R3 hacia R2.

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 100 permit tcp any host 209.165.200.229 eq www
R2(config)#access-list 100 permit icmp any any echo-reply
R2(config)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R2#exit
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10.9. Verificar procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

Bl>ping 20%.1€5.200.225

Type escape seguence to abort.
Sending 5, l00-byte ICHMP Echos to 205%.1€5.200.225, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/2 ms

R13| "

Grafico No. 32: Prueba diagndstico Ping R1 — R2
Fuente: Elaboracion propia

B2>ping 20%9.165.200.230

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 205.1&5.200.230, timeout is 2
seconds:

ror_t

Success rate is ¢0 percent (3/5), round-trip minfavg/max = 0/0/1 ms
Rz

Grafico No. 33: Prueba diagnéstico Ping R2 — Pc Internet
Fuente: Elaboracion propia

-y

INTERNET PC \..., -
e ——
5 B

R2 WEB SERVER

Grafico No. 34: Topologia en funcionamiento escenario 2
Fuente: Elaboracion propia
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Conclusiones

El disefio e implementacion de redes Lan y Wan, requiere de unos conocimientos
previos que permitan configurar aspectos basicos como la asignacion de trazados
IP que bien pueden estar basadas en el protocolo Ipv4 o Ipvé.

Ademas de tener una tabla de enrutamiento que me permite asignar las direcciones
IP a cada interfaz, es necesario configurar otros aspectos tanto de menor como de
mayor relevancia para que toda la infraestructura de datos pueda funcionar.

Uno de los aspectos que aunque no se crea importante, constituye la seguridad de
configuracion de la red, es el alistamiento inicial, a través de éste se asignan
contrasefias de seguridad para el ingreso a la configuracion del dispositivo (router
o switch), procurando de ésta manera que el mismo no sea vulnerable a ningun
tercero.

Adicional existe otro tipo de disposiciones de mayor relevancia, que ajustan
aspectos especificos de la red procurando siempre cumplir con la demanda de
usuarios, flujo de informacién, seguridad, estabilidad, y demas requisitos exigidos
por la organizacion.
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