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Introduccion

En el presente documento se identifica la prueba de habilidades préacticas del diplomado de
profundizacién. CISCO es una herramienta muy Util para desarrollar simulaciones de red
para generar una comunicacion efectiva de servicios convergentes y aprovechando los
beneficios que esta plataforma ofrece tras las nuevas tecnologias en el campo de las
telecomunicaciones se propone una solucién de acuerdo con los requerimientos descritos en
la prueba de habilidades.



Objetivos
Objetivo General

Implementar los conocimientos obtenidos en el diplomado de profundizacion de
Cisco, mediante la realizacién de dos casos de estudio reales.

Objetivos Especificos

» Generar la comunicacion entre las redes, manejando los requisitos de
seguridad del switch y routers.

» Utilizar el protocolo de routing OSPFv2 para las redes IPv4

» Realizar enlaces troncales entre redes VLAN que admitan el transporte de
informacion entre sus dispositivos



Descripcion de escenarios propuestos para la prueba de habilidades.

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en donde
el estudiante sera el administrador de la red, el cual debera configurar e interconectar entre
si cada uno de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que
forman parte de la topologia de red.

llustracion 1. Topografia propuesta escenario 1
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llustracién 2. Topografia propuesta escenario 1
Parte 1: configuracion del enrutamiento
a) Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red
principal, desactive la sumarizacién automatica.

ISP

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#int s0/0/0

ISP(config-if)#ip address 209.17.220.1 255.255.255.252

ISP (config-if)#clock rate 4000000

ISP(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP (config-if)#int s0/0/1

ISP(config-if)#ip address 209.17.220.5 255.255.255.252

ISP (config-if)#clock rate 4000000

ISP(config-if)#no shut
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%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP (config-if)#

ISP#

%SYS-5-CONFIG_I: Configured from console by console

Medellin 1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname medellinl

medellin1(config)#int s0/0/0

medellin1(config-if)#ip address 209.17.220.2 255.255.255.252
medellin1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
medellin1(config-if)#int s0/0/1

medellin1(config-if)#ip address 172.29.6.1 255.255.255.252
medellin1(config-if)#clock rate 4000000

This command applies only to DCE interfaces
medellin1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
medellin1(config-if)#int sO/1/0

medellin1(config-if)#ip address 172.29.6.9 255.255.255.252
medellinl(config-if)#clock rate 4000000

This command applies only to DCE interfaces
medellin1(config-if}#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
medellin1(config-if)#int s0/1/1

medellin1(config-if)#ip address 172.29.6.13 255.255.255.252
medellin1(config-if)#clock rate 4000000

This command applies only to DCE interfaces
medellin1(config-if)#no shut

medellin1(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up

medellin1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state to up

Medellin 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.



Router(config)#hostname medellin2

medellin2(config)#int s0/0/0

medellin2(config-if)#ip address 172.29.6.2 255.255.255.252
medellin2(config-if)#no shut

medellin2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

medellin2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

medellin2(config-if)#int sO/0/1

medellin2(config-if)#ip address 172.29.6.5 255.255.255.252
medellin2(config-if)#clock rate 4000000
medellin2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
medellin2(config-if)#int g0/0

medellin2(config-if)#ip address 172.29.4.1 255.255.255.128
medellin2(config-if)#no shut

medellin2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state

to up

medellin2(config-if)#

Medellin 3

Router>en

Router#confi t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname medellin3

medellin3(config)#int s0/0/0

medellin3(config-if)#ip address 172.29.6.10 255.255.255.252
medellin3(config-if)#no shut

medellin3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

medellin3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

medellin3(config-if)#int s0/0/1
medellin3(config-if)#ip address 172.29.6.14 255.255.255.252
medellin3(config-if)#no shut
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medellin3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

medellin3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

medellin3(config-if)#int s0/1/0
medellin3(config-if)#ip address 172.29.6.6 255.255.255.252
medellin3(config-if)#no shut

medellin3(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

medellin3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up

medellin3(config-if)#int g0/0
medellin3(config-if)#ip address 172.29.4.129 255.255.255.128
medellin3(config-if}#no shut

medellin3(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

medellin3(config-if)#

Bogota 1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname bogotal

bogotal(config)#int s0/0/0

bogotal(config-if)#ip address 209.17.220.6 255.255.255.252
bogotal(config-if)#no shut

bogotal(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

bogotal(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

bogotal(config-if)#int s0/0/1

bogotal(config-if)#ip address 172.29.3.9 255.255.255.252
bogotal(config-if)#clock rate 4000000
bogotal(config-if)#no shut

13



%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
bogotal(config-if)#int sO/1/0

bogotal(config-if)#ip address 172.29.3.1 255.255.255.252
bogotal(config-if)#clock rate 4000000

bogotal(config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
bogotal(config-if)#int sO/1/1

bogotal(config-if)#ip address 172.29.3.5 255.255.255.252
bogotal(config-if)#clock rate 4000000

bogotal(config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
bogotal(config-if)#
bogotal(config-if)#

Bogota 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname bogota2

bogota2(config)#int g0/0

bogota2(config-if)#ip address 172.29.1.1 255.255.255.0
bogota2(config-if)#no shut

bogota2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state

to up

bogota2(config-if)#int s0/0/0
bogota2(config-if)#ip address 172.29.3.10 255.255.255.252
bogota2(config-if)#no shut

bogota2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

bogota2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

bogota2(config-if)#int s0/0/1

bogota2(config-if)#ip address 172.29.3.13 255.255.255.252
bogota2(config-if)#clock rate 4000000
bogota2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
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bogota2(config-if)#

Bogota 3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname bogota3

bogota3(config)#int s0/0/0

bogota3(config-if)#ip address 172.29.3.2 255.255.255.252
bogota3(config-if)#no shut

bogota3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

bogota3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

bogota3(config-if)#int s0/0/1
bogota3(config-if)#ip address 172.29.3.6 255.255.255.252
bogota3(config-if)#no shut

bogota3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

bogota3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

bogota3(config-if)#int g0/0
bogota3(config-if)#ip address 172.29.0.1 255.255.255.0
bogota3(config-if)#no shut

bogota3(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

bogota3(config-if)#

Configuracion RIP

Medellin 1

medellinl>en

medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
medellin1(config)#router rip

medellin1(config-router)#version 2
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medellin1(config-router)#no auto-summary
medellin1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0

medellin1(config-router)#network 172.29.6.0
medellin1(config-router)#network 172.29.6.8
medellin1(config-router)#network 172.29.6.12
medellin1(config-router)#passive-interface s0/0/0
medellin1(config-router)#

medellinl#

%SYS-5-CONFIG_I: Configured from console by console

medellinl#

Medellin 2
medellin2>en
medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

medellin2(config)#router rip
medellin2(config-router)#version 2
medellin2(config-router)#no auto-summary
medellin2(config-router)#do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1

medellin2(config-router)#network 172.29.4.0
medellin2(config-router)#network 172.29.6.0
medellin2(config-router)#network 172.29.6.4
medellin2(config-router)#passive-interface g0/0
medellin2(config-router)#

medellin2#

%SYS-5-CONFIG_I: Configured from console by console

medellin2#

Medellin 3
medellin3>en
medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

medellin3(config)#router rip
medellin3(config-router)#version 2
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medellin3(config-router)#no auto-summary
medellin3(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1

medellin3(config-router)#network 172.29.4.128
medellin3(config-router)#network 172.29.6.4
medellin3(config-router)#network 172.29.6.8
medellin3(config-router)#network 172.29.6.12
medellin3(config-router)#passive-interface g0/0
medellin3(config-router)#

Bogota 1
bogotal>en
bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.

bogotal(config)#router rip
bogotal(config-router)#version 2
bogotal(config-router)#no auto-summary
bogotal(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0

bogotal(config-router)#network 172.29.3.0
bogotal(config-router)#network 172.29.3.4
bogotal(config-router)#network 172.29.3.8
bogotal(config-router)#passive-interface s0/0/0
bogotal(config-router)#

Bogota 2
bogota2>en
bogota2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

bogota2(config)#router rip
bogota2(config-router)#version 2
bogota2(config-router)#no auto-summary
bogota2(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

bogota2(config-router)#network 172.29.1.0
bogota2(config-router)#network 172.29.3.8
bogota2(config-router)#network 172.29.3.12
bogota2(config-router)#passive-interface g0/0
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bogota2(config-router)#

Bogota 3

bogota3>en

bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bogota3(config)#router rip
bogota3(config-router)#version 2
bogota3(config-router)#no auto-summary
bogota3(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1
bogota3(config-router)#network 172.29.0.0
bogota3(config-router)#network 172.29.3.0
bogota3(config-router)#network 172.29.3.4
bogota3(config-router)#passive-interface g0/0
bogota3(config-router)#

b) Los routers Bogotal y Medellin deberan afiadir a su configuracion de enrutamiento una
ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones de RIP.

Medellin 1

medellinl1>en

medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
medellin1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
medellin1(config)#router rip
medellin1(config-router)#default-information originate
medellinl(config-router)#

Bogota 1

bogotal>en

bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bogotal(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
bogotal(config)#route rip
bogotal(config-router)#default-information origina
bogotal(config-router)#
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c) El router ISP debera tener una ruta estética dirigida hacia cada red interna de Bogota y
Medellin para el caso se sumarizan las subredes de cada uno a /22.

ISP

ISP>en

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
ISP(config)#

Parte 2: Tabla de enrutamiento

a) Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes y
sus rutas.

llustracién 3. Comprobar redes y rutas

=
~
Physical Config CL Attributes
—
105 Command Line Interface
medellinl (config-router) g¢default—information originate ~
medellinl (config-router) gend
medellinlg

HSYE-5-CONFIGC_I: Configured from console by console

medellinlgen

5 medellinl#show ip Toute

Codes: L — local, © — conmected, § — static, R — RIP, M — mcbile, B — BGP
D — EIGRP, EX - EIGRP external, O — OSPF, IA — OSPF inter arzea
Nl — OSPF NSSA extermal type 1, N2 — OSPF NSSA external type 2

E1l - OSPF external type 1, EZ - OSPF external type Z, E - EGF
i — IS-IS, Ll - IS-IS lewel-1l, LZ — IS-IS lewvel-2, ia - IS-IS inter area
+ - candidate default, U - per-user static route, o — ODR
r - periodic downloaded static route

Gateway of last resort is 205_17_220.1 to network 0.0.0.0

0.0/1€ is variably subnetted, 5 subnets, 3 masks

=] .0/25 [120/2] wia 172.2%.€.10, 00:00:05, Seriald/s1/0

=] 12225 [120/1]1 wvia 172.29_€.10, 00:00:05, Seriald/1/0

c .0/20 is directly connected, Serialds0/1

L .1/22 is directly connected, Serialds0/1

=] .4/20 [120/1] wia 172.29.€.10, 00:00:05, Serial0/s1/0

c .8/20 is directly connected, Seriald/l/0

L -89/22 is directly comnected, Seriald/1l/s0

c .12/230 is directly connected, Serial0/ 171

L .13/22 is directly connected, Serial0/ 171

24 is wariably subnetted, 2 subnets, 2 masks

c _0/30 is directly connected, Serial0/0/0

L .2/32 is directly connected, Serial0/0/0

S* 0.0.0.0/0 [1/0]1 wia 205.17.220.1

medellinlg

medellinlg b

Ctrl+F§ to exit CLI focus Copy Paste
[ Top
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llustracion 4. Comprobar redes y rutas

¥ pogota 1 — O >

Phy=ical Config CLI Attributes
I

105 Command Line Interface

&5¥S5-5-CONFIG I: Configured from comsole by conscle -~

kogotald#show ip route
Codes: L — local, © — connected, 5 — static, R — RIP, M — mobile, B -—
BEEE
O — EIZRF, EX - EIGRP external, & — O5SPF, IZ — OSPF inter area
N1l — OSPF MSSRE external type 1, M2 — OSPF NSSR external type 2

El1 - OSPF external type 1, EZ2 - OSPF external type 2, E - EGP

i - Is-I5, Ll — IS-IS lewvel—-l, LZ — IS5-IS lewvel—-2Z, ia — IS5-IS
inter area

* — candidate default, T - per—-user static route, o — ODR

P - periocdic downloaded static route

Fateway of last resort is Z09.17_.220.5 to network 0.0.0.0

172.25.0.0/1€ is wariably subnetted, € subnets, 2 masks

- -3.0/30 is directly connected, Seriald/ 1/0
L -2.1/32 is directly connected, Serialld/ 170
c -2.4/320 is directly connected, Serialld/ 1,1
L -2.5/32 is directly connected, Serizalds1/1
c -3.8/20 is directly connected, Serialld/ 0,1
L -3.89/32 is directly connected, Serialds0/1
.0/24 is wariakly subnetted, 2 subnets, 2 masks
c 2.4/,30 is directly connected, SerialdsO0/0
L 0.€/32 is directly connected, Serizld/ 070
S Q.0.0_.0/0 [1/0] wia 205_.17.220.5
bogotalf b
Ctri+F& to exit CLI focus Copy Paste

[ 7ep

b) Verificar el balanceo de carga que presentan los routers.
llustracion 5. Verificar el routers
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B Medellin 3 — O b
Phys=sical Config C Attributes
105 Command Line Interface
~
medellin3=en
medellinZgshow ip route
Codes: L — local, € — connected, S — static, R — RIP, M — mobile, B -—
B=P
D — EIZRF, EX — EIRF external, © — OQSPF, I — OSPF inter area
M1l — OSPF MNSSRE external type 1, N2 — OSPF NSSR extermnal type 2
El - OSPF external type 1, EZ2 — OSPF external type 2, E — ECD
i — Is-Is, L1 — IS—IS level—-1l, L2 — IS-IS level—-2, ia — IS-IS
inter area
* — candidate default, U — per—-user static route, o — ODR
P — periodic downloaded static route
Fateway of last resort is 172 .25 .&€.5% to network 0.0.0.0
172.29_0_0/1€ is wariakly submnetted, 10 subnets, 2 masks
=3 172.29.4_0/25 [120/1] wia 172.25%.€.5, 00:00:14, Serialld/ 170
o 172 .25.4_128/25 is directly connected, GigakbitEthernetl/ 0
L 172 .29 .4 _123/732 1is directly connected, GigabitEthernet0/0
=3 172.29_€.0/20 [120,1] wia 172.25.€.5, 00:00:14, Serialld 1. 0
[120/1] wia 172.25.€.9%, 00:00:21, Seriald/ 0,0
o 172 .25 .€.4/30 is directly connected, Serialds1ls0
L 172 .23 . €.6/32 is directly connected, Serialds1ls0
c 172 .29 _€.8/230 is directly connected, Serizalos 0,0
L 172 .29 _.€.10/22 is directly comnnected, Serialld/ 0/ 0
o 172 .25 .€.12/30 is directly connected, Seriallds 0,1
L 172 .23 .€.14/32 is directly connected, Serialds 0,1
——More—— hat
Ctri+F& to exit CLI focus Copy Paste
[ e

llustracion 6. Verificar el routers

¥ pogota 2 — =
Physical Config Attribputes
05 Command Line Interface
L 172 .29 _.0_.1,32 is directly connected, GCigakitEthernetdsO
= 172 .29 .3 .0/30 is directly connected, Seriald., 0,0
L 172 .29 .3 _.2,/322 is directly connected, Serialds0,0
= 172 .29 .3 .4,/30 is directly connected, Seriald., 0,1
L 172 .29 .3 _.€,/32 is directly connected, Serialdos0s1
bogotafg#show ip route
Codes: L. — local, © — connected, 5 — static, B — RIPF, M — mobile, B —
=Reh =)
oD — EICRP, EX — EIGRPF external, © — OSPF, I& — OSPF inter area
M1l — OSPF MNSSAE external type 1, N2 — OSPF MNSSE external type =2
= — OSPF external type 1, EZ2Z — OSPF external type 2, E — EGP
i — IsS—-Is, L1 — IS—IS lewel—1l, L — IS—IS lewvel—2Z, ia — IS—IS
inter area
* — candidate default, U — per—user static route, o — ODR
P — periodic downloaded static route
Cateway of last resort is not setT
172 .25 .0 _0,/1€ is wariabkly subnetted, € subnets, 3 masks
= 172 .29.0.0,/,24 is directly connected, GigakbitEthernetOd/, 0
L 172 .29 _.0_.1,322 is directly connected, GCigakitEthernetdsO
= 172 .29 .3 .0/30 is directly connected, Seriald., 0,0
L 172 .29 .3 _.2,/322 is directly connected, Serialds0,0
= 172 .29 .3 .4,/30 is directly connected, Seriald., 0,1
L 172 .29 .3 _.€,/32 is directly connected, Serialdos0s1
bogotaZ#
Ctri=F& to exit CLI focus Copy Paste

1

Top
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c) Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion, por tener
dos enlaces de conexion hacia otro router y por la ruta por defecto que manejan.

d) Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.

e) Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el
caso de la ruta por defecto.

f) El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

Puntoc,d,eyf

llustracion 7. Router ISP

=
~
Phys=ical Config CL Attributes
—
105 Command Line Interface
-~
ISP=en
ISP#show ip router
& Imvalid input detected at "' marker.
ISP#show ip route
Codes: L — local, C - connected, S5 — static, R — RIP, M — mobile, B — BGP
D — EIGZRP, EX - EIGZRPF external, © - OSPFF, IZ - OS5PF inter area
M1l — OSPF MNS55A external type 1, N2 - O5PF MNSS5A external type 2
El - OSPF extermal type 1, EZ — OSPF external type Z, E —- EGP
i - Is-Is, L1 — IS-IS lewel-1l, LZ — IS-IS lewel—2, ia — IS5-IS5 inter area
* — candidate default, U — per—-user static route, o — ODR
P — periocodic downloaded static route
Cateway of last resort is not set
subnetted, 2 subnets
=1 2 [1/0] =wia Z09_.17_.220.&
=1 2 [1/0] =wia 2Z05.17.220.2
wariakly subnetted, 4 subnets, Z masks
c 0 is directly connected, Seriald/s070
L 2 is directly connected, Serialds 00
c 0 is directly comnected, Seriald/ 0/1
L 2 is directly comnected, Serial0d/0s1
ISDg "
Ctri+F§& to exit CLI focus Copy Paste
] e

Parte 3: Deshabilitar la propagacion RIP

a) Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

Ya se realizo cuando se configuro RIP
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Parte 4: Verificacion del protocolo RIP.

a) Verificar y documentar las opciones de enrutamiento configuradas en los routers, como
el passive interface para la conexion hacia el ISP, la version de RIP y las interfaces que
participan de la publicacion entre otros datos.

llustracion 8. Verificacion del protocolo RIP

¥ Medellin 1 — O x

Physical Config CL Afttributes
|

105 Command Line Interface

]
medellinl>zen
medellinlf$show ip protocols
RBouting Protocol is "rip™
Sending updates every 30 seconds, next due in 13 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update f£ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wersion control: send wersiom 2, receiwve 2
Interface Send Recv Triggered RIF EKey-chain
Serizld/O/1 2 2
Seriald/1ls 0 2 2
Seriald/sls1 2 2
butomatic network summarization is not in effect
Maximim path: 4
Bouting for MHetworks:
172.25.0.0
Passiwve Interface(s):
Seriald/sOs 0
Bouting Information Sources:
Fateway Distance Last Update
172.25_.¢€.10 1za a0:00:21
Distance: (default is 120)
medellinl$ i
Ctrl+F& to exit CLI focus Copy Paste

(] Top

llustracion 9. Verificacion del protocolo RIP
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¥ Medellin 2 — O

Physical Config CL Aftributes
]

0% Command Line Interface

medellinizen
medellinZgshow ip protocols
Routing Protocol is "rip™
Sending updates every 30 seconds, next due in 4 seconds
Invalid after 180 seconds, hold down 180, £flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip

Default wersiom control: send wersiom 2, receiwe

-

Interface Send BRecv Triggered RIFP Eey-chain
Seriald/sOs 0 2 2
Seriald/sO 1 2 2

dutomatic network summarization is not in effect
Maximim path: 4
Routing for MNetworks:

172.25.0.0
Passive Interface(s):
GigabitEthernetd/0
RBouting Information Sources:
Fateway Distance Last Update
172.25.6.¢6 120 00:-00:2%
Distance: (default is 120)
medellinZg
Ctrl+F& to exit CLI focus Copy Paste

L] mp

llustracion 10. Verificacion del protocolo RIP



¥ Medellin 3 O
Physical Config CL Attributes
—
|05 Command Line Interface
medellini>
medellindzen
medellin3gshow ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 23 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wersion control: send wersion 2, receiwve 2
Interface Send Recv Triggered RIP Eevy-chain
Seriald/ 0,0 2 z
Serialidysor1 2 Zz
Serialdys1ls0 2 2
Zutomatic network summarization is not in effect
Maximim path: 4
Bouting for MNetworks:
172.25.0.0
Passive Interface(s):
GFigabitEthernetd/0
Bouting Information Sources:
Fateway Distance Last Update
172.25.6.9 1lzad 00:00:02
172.25_.6.5 1zad o0:-00:28
Distance: (default is 120)
medellinig
Ctrl+Fé to exit CLI focus Copy Paste

(] wop

llustracion 11. Verificacion del protocolo RIP

25



¥ Bogota 1 — O

Physical Config CL Attributes
]

105 Command Ling Interface

bogotalzen

bogotal#show ip protocols
Routing Protocol is "rip"”
Sending updates every 30 seconds, next due in 10 seconds
Invalid after 180 seconds, hold down 120, flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
RBedistributing: rip

Default wersion control: send wersion 2, receiwve

)

Interface Send Recv Triggered RIP Eey-chain
Serialdys1lys0 2 2
Seriald/1ls1 2 2
Seriald/o/1 2 2

Zutomatic network summarization is not in effect
Maximam path: 4
Routing for Metworks:
172.25.0.0
Passiwve Interface(s):
Serial0ys0/0
RBouting Information Sources:
Fateway Distance Last Update
Distance: (default is 120)
bogotald

Ctrl+F& to exit CLI focus Copy Paste

(] Top

llustracion 12. Verificacion del protocolo RIP



¥ Bogota 2 — O

Physical Config CL Attributes
]

05 Command Line Interface

bogotal>
bogotalzen
bogotal#show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 8 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wersion control: send wersiom 2, receiwve 2
Interface Send Recv Triggered RIP Eey-chain
Seriald/ 0,0 2 2
Zutomatic network summarization is not in effect
Maximim path: 4
Routing for MNetworks:
172.25.0.0
Passiwve Interface(s):
GFigabitEthernetd/0
Bouting Information Sources:

Fateway Distance Last Update
Distance: (default is 120)
bogotalf
Ctrl+F& to exit CLI focus Copy Paste

(] wop

llustracion 13. Verificacion del protocolo RIP




¥ Bogota 2 — O ot

Physical Config CL Attributes
]

05 Command Line Interface

"
bogotad>
bogotaizen
bogotai#show ip protocols
REouting Protocol is "rip"™
Sending updates every 30 seconds, next due in 12 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Jutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wersion control: send wersiom 2, receiwve 2
Interface Send Recv Triggered RIP Eey-chain
Seriald/ 0/ 0 2 2
Seriazld/O0 1 2 2
Butomatic network summarization is not in effect
Maximim path: 4
REouting for Wetworks:
172.25.0.0
Passiwve Interface(s):
GFigabitEthernetd/0
BEouting Information Sources:
Fateway Distance Last Update
Distance: (default is 120)
bogotald bl
Ctrl+F& to exit CLI focus Copy Paste

(] wop

b) Verificar y documentar la base de datos de RIP de cada router, donde se informa de
manera detallada de todas las rutas hacia cada red.

Medellin 1

medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
medellin1(config)#do show ip route connected

C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1

C 209.17.220.0/30 is directly connected, Serial0/0/0

Bogota 1
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bogotal(config)#do show ip route connected

C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0

Parte 5. Configurar encapsulamiento y autenticacion PPP.

a) Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado con
autenticacion PAT.

b) El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

ISP

ISP>en

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.

ISP(config)#username MEDELLIN password cisco

ISP(config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down

ISP (config-if)#ppp authentication pap

ISP (config-if)y#ppp pap sent-username ISP password cisco
ISP(config-if)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.

ISP(config)#username BOGOTA password cisco

ISP(config)#int s0/0/1

ISP (config-ify#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to down

ISP (config-if)y#ppp authentication chap
ISP(config-if)#

Medellin 1

medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
medellin1l(config)#username ISP password cisco

medellin1(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down
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medellin1(config)#int sO/0/0

medellinl(config-if}#encapsulation ppp

medellin1(config-if)#ppp authentication pap

medellin1(config-ify#ppp pap sent-username MEDELLIN password cisco
medellin1(config-if)#end

medellinl1#

%SYS-5-CONFIG_I: Configured from console by console

medellin1#ping 209.17.220.1 Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Success rate is 0 percent (0/5)

medellin1#ping 209.17.220.1 Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/9 ms
Bogota 1

bogotal>en

bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bogotal(config)#username ISP password cisco
bogotal(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down

bogotal(config)#int s0/0/0
bogotal(config-ify#encapsulation ppp
bogotal(config-if)#ppp authentication chap
bogotal(config-if)#

bogotal(config-if)#

Parte 6: Configuracion de PAT.
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a) En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl), los
routers internos de una ciudad no podran llegar hasta los routers internos en el otro
extremo, solo existira comunicacion hasta los routers Bogotal, ISP y Medellinl.

b) Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellinl. Compruebe que la traduccion de direcciones indique las interfaces de
entrada y de salida. Al realizar una prueba de ping, la direccion debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Medellinl, como
diferente puerto.

c) Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0
del router Bogotal, como diferente puerto.

Medellin 1

medellin1>enable

medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
medellin1(config)#ip nat inside source list 1 interface s0/0/0 ovserload
medellin1(config)#

medellin1(config)#ip nat inside source list 1 interface s0/0/0 overload
medellinl(config)#access-list 1 permit 172.29.4.0 0.0.3.255
medellin1(config)#

medellin1(config)# int S0/0/0

medellin1(config-if)#ip nat outside

medellin1(config-if)# int SO0/0/1

medellin1(config-if)#ip nat intside

medellin1(config-if)#ip nat inside

medellin1(config-if)# int SO/1/1

medellin1(config-if)#ip nat inside

medellin1(config-if)#int SO/1/0

medellin1(config-if)#ip nat inside

medellin1(config-if)#

Bogota 1

bogotal>en

bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bogotal(config)#ip nat inside source list 1 interface s0/0/0 overload
bogotal(config)#access-list 1 permit 172.29.0.0 0.0.3.255
bogotal(config)#int s0/0/0
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bogotal(config-if)#ip nat outside
bogotal(config-if)#int sO/1/0
bogotal(config-if)#ip nat inside
bogotal(config-if)#int sO/1/1
bogotal(config-if)#ip nat inside
bogotal(config-if)#

Parte 7: Configuracion del servicio DHCP.

a) Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor
DHCP para ambas redes Lan.

Medellin 2

medellin2>en

medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
medellin2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
medellin2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
medellin2(config)#ip dhcp pool medellin2
medellin2(dhcp-config)#network 172.29.4.0 255.255.255.128
medellin2(dhcp-config)#default-router 172.29.4.1
medellin2(dhcp-config)#dns-server 8.8.8.8
medellin2(dhcp-config)#exit

medellin2(config)#ip dhcp pool medellin3
medellin2(dhcp-config)#network 172.29.4.128 255.255.255.128
medellin2(dhcp-config)#default-router 172.29.4.129
medellin2(dhcp-config)#dns-server 8.8.8.8
medellin2(dhcp-config)#exit

medellin 3

medellin3>en

medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
medellin3(config)#int g0/0

medellin3(config-if)#ip helper-address 172.29.6.5
medellin3(config-if)#
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b) EIl router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP del
router Medellin2.

c) Configurar lared Bogota2 y Bogot43 donde el router Medellin2 debe ser el servidor DHCP
para ambas redes Lan.

d) Configure el router Bogotal para que habilite el paso de los mensajes Broadcast hacia la
IP del router Bogota2.

Bogota3

bogota3>en

bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bogota3(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5 Router(config)#ip dhcp
excluded-address 172.29.0.1 172.29.0.5

bogota3(config)#ip dhcp pool bogota2
bogota3(dhcp-config)#network 172.29.1.0 255.255.255.0
bogota3(dhcp-config)#default-router 172.29.1.1
bogota3(dhcp-config)#dns-server 8.8.8.8
bogota3(dhcp-config)#ip dhcp pool BOGOTA3
bogota3(dhcp-config)#network 172.29.0.0 255.255.255.0
bogota3(dhcp-config)#default-router 172.29.0.1
bogota3(dhcp-config)#dns-server 8.8.8.8
bogota3(dhcp-config)#
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bogota3

bogota3>en

bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bogota3(config)#int g0/0

bogota3(config-if)#ip helper-address 172.29.3.13
bogota3(config-if)#

Escenario 2

Una empresa de Tecnhologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP,
protocolos de enrutamiento y demas aspectos que forman parte de la topologia de red

llustracién 14.topologia

VLAN Direccionamiento Nombre

Internet

30 192.168.30.0/24 Administracién
i 40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

FO/0 Buenos Aires
Foi24 802.1Q

192.168.99.3
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llustracion 15 .topologia realizada

Parte 1. configurar el direccionamiento IP acorde con latopologia de red para cada uno de
los dispositivos que forman parte del escenario

llustracién 16. Configuracion IP Internet PC

2 Internet PC

Config Dezktop Prograrmming Attributes

P Configuration

Interface FastEthernetd
P Configuration
() DHCP (®) Static
IP Address 209.165.200.230
Subnet Mask 295255255248
Default Gateway 209.165.200.255
DME Server 0000

IPvE Configuration

) DHCP ) Auto Config (@) Static
IPvE Address

Link Local Address FESO:: 208 BEFF.FE35:D954

IPwE Gatesvay

IPv& DNS Server

a02.1%

[ Use 8021 % Security
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llustracién 17. PC-A DHCP

[
.

Physical Confg Desktop Programming Attributes

F Corfiguration

IP Configuraton

{®) DHCP i) Static

IP Address 169,254, 238, 140
Subnet Mask 255.253.0.0
Cefaut Gaeway 0.0.0.0

DS Sarwesr 0.0.0.0

Router 1

Router>enable
Router#configure t
Router#configure terminal

Router(config)#hostname

R1 R1(config)#enable se

R1(config)#enable secret cisco

R1(config)#service password-encryption
R1(config)#banner motd "solo acceso autorizado”
R1(config)#line console 0 R1(config-line)#password class
R1(config-line)#password class

R1(config-line)#login

R1(config-line)#exit

R1(config)#line

R1(config)#line vty 0 15

R1(config-line)#password class

R1(config-line)#login

R1(config-line)#exit

R1(config)#

R1#

%SYS-5-CONFIG_I: Configured from console by console

Configuracion del direccionamiento router 1
R1>en
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Password:
Ri1#conft

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#interface S0/0/0

R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 12800

Unknown clock rate

R1(config-if)#no shutdown

R1(config-if)#description Bogota

R1(config-if)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

Router 2
R2>en
R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#hosthame R2

R2(config)#enable secret cisco
R2(config)#service password-encryption
R2(config)#banner motd "solo acceso autorizado”
R2(config)#line console O
R2(config-line)#password class
R2(config-line)#login

R2(config-line)#exit

R2(config)#line vty 0 15
R2(config-line)#password class
R2(config-line)#login

R2(config-line)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

Configuracion del direccionamiento router 2
R2>en

Password:
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#interface S0/1/0

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#clock rate 12800

Unknown clock rate

R2(config-if)#no shutdown

R2(config-if)#description miami

R2(config-if)#end

R2#
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%SYS-5-CONFIG_I: Configured from console by console
Router 3

R3#en

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#hostname R3
R3(config)#enable secret class
R3(config)#service password-encryption
R3(config)#banner motd "Solo personas autorizado™
R3(config)#line console 0
R3(config-line)#password cisco
R3(config-line)#login
R3(config-line)#exit

R3(config)#line vty 0 15
R3(config-line)#password cisco
R3(config-line)#login
R3(config-line)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console
Configuracion del direccionamiento router 3

R3#en
R3#conft

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#interface s0/0/1

R3(config-if)#ip address 172.32.23.1 255.255.255.252
R3(config-if)#clock rate 12800

Unknown clock rate

R3(config-if)#no shutdown

R3(config-if)#description buenos aires

R3(config-if)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

Configuracion del direccionamiento internet
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#interface S0/0/0

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#duplex auto

R2(config-if)#speed auto

R2(config-if)#description Internet

R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console
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Configuracion del direccionamiento Web Server

R2>en
Password:
R2#en
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#interface loopback 0

R2(config-if)#ip address 10.10.10.10 255.255.255.255
R2(config-if)#description Conexion a Web server
R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

Configuracion de la interface S0/0/0

R2#en
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#interface s0/0/0

R2(config-if)#ip address 172.32.23.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

Configuracion de la interface S0/0/1

R2#conft

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#interface s0/0/1

R2(config-if)#ip address 172.31.21.2 255.255.255.252

% 172.31.21.0 overlaps with Serial0/1/0

R2(config-if)#no shutdown

R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console
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Configuracion Switch 1

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#no ip domain-lookup

S1(config)#hostname S1

S1(config)#enable secret class

S1(config)#line con O

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#line vty 0 4

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption

S1(config)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console

Configuracion el switch 3

Sl#en

Si1#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#no ip domain-lookup

S1(config)#hostname S3

S3(config)#enable secret class

S3(config)#line con 0

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#line vty 0 4

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption

S3(config)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console

Parte 2: Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
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OSPFv2 area 0

No se encuentran elementos de
tabla de ilustraciones.

Specification

Router ID R1

1.111

Router ID R2

5.5.55

Router ID R3

8.8.8.8

Configurar todas las interfaces LAN
como pasivas

Establecer el ancho de banda para enlaces
seriales en

256 Kb/s

Ajustar el costo en la métrica de S0/0 a

9500

llustracion 18. Configuracion OSPFv2 en R1

® R1

Physical | Config | CLI

105 Command Line Interface

E1I~EIT
Password:
Rlgconf ©

Bliconfig)fip router ospf 1
% Inwalid input detected at '*' marker.

Bli{config)froucer ospf 1
RBliconfig-router) frouter-id 1.1.1.1

~

% Inwalid input detected at '*' marker.

Rliconfig-router) frassive-interface gls1.30
(Invalid interface type and number
Rliconfig-router) frassive-interface gls1.40
(Invalid interface type and number

Bl {config-router) fpassive-interface gls1. 200
(Invalid interface type and mumber

Bl i{config-router) fend

R1g

58T5-5-CONFIG I: Configured from console by console

RBliconfig-router) fnecwork 172_31.21.0 0.0.0.3 area 0
Rliconfig-router) frnecwork 19Z_168.30.0 0.0.0.0.2 area O

Enter configuration commands, one per line. End with CNTLSE.

RBliconfig-router) fnetwork 19Z_168.30.0 0.0.0.3 area 0
RBliconfig-router) fnetwork 192 1628.40.0 0.0.0.3 area 0
Rliconfig-router) frnecwork 19Z_168.30.0 0.0.0_2E55 area O
Rliconfig-router) frnecwork 19Z_168.40.0 0.0.0_2E55 area O

Rliconfig-router) fnetwork 192 168 _Z00.0 0.0.0.Z55 area 0

Copy

Paste
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llustracion 19. Configuracion OSPFv2 en R1

Bl {config-router ) fnetwork 172.31.21.0 0.0.0.3 area 0
Bl iconfig-router) ffnetwork 192.162.30.0 0.0.0.3 area 0O
Bl iconfig-router ) ffnetwork 192.162.40.0 0.0_.0.3 area 0O
S0ooono.
.0 oo.o.

Lo ]

Bl iconfig-router ) fnetwork 122.165._30 O0.Z55 area 0
Bl {config-router ) ffnetwork 132,163 40 O.ZEE5 area 0
Bl iconfig-router ) ffnetwork 192.162_Z00.0 0.0_.0_.Z5E5 area 0
Bl iconfig-router ) fipassive-interface glO/s1._ 30
(Invalid interface type and manber
Bl (config-router) ffipassive-interface g0s1_40
(Invalid interface type and mawber
Bl iconfig-router ) fipassive-interface gl0/s1._ 200
(Invalid interface type and manber
Bl iconfig-router ) fanto-cost reference-bandwidth 2500
¥ O08PF: Reference bandwidch is changed.
Please ensure reference bandwidth is consistent across all routers.
Bl iconfig-router) fexit
Bl iconfig)#inter face =0,/0/0
Bliconfig-if)fbandwidch 1E8
Bliconfig-if) #ip ospf cost 2500
Rliconfig-if)

[0}

llustracién 20. Configuracion OSPFv2 en R2
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= R2

Physical Zonfig CLI

105 Command Line Interface

Tser Access Werificatcion
Password:

BEZran

Password:

REZfconft ©

Enter configuration commands, one per line. End with CHTL/Z._
BZiconfig) frouter oaspf 1

BEZiconfig-—router ) frouter—-id Z_ 2. 2.2

R iconfig-router) frnetwork 17221 Z1.0 0.0.0.0.32 area 0O

-~

[

¥ Inwalid input detected at marker
BEZiconfig-—router ) frnecwork 17Z2_21.2Z1.0 0.0.0_.32 area 0
B iconfig-router) fnetwork 172321 Z2.0 0.0.0.32 area 0O
BEZiconfig-router ) fnetcwork 1010 10.0 0. 0_.0_.2E8E5 area 0
BEZiconfig-—router ) fpassive—inter face glf1l
Bzioconfig-—router ) fanto—cost reference-bandwidily 2500
¥ 05PF: Reference bandwidth is changed.

Pleass ensure reference bandwidth is consistent across all
BEZiconfig-—router ) i
B {config-router) fint =000
B iconfig-if)fhandwidth 128
BEiconfig-ifi#fint s0001
RBEZiconfig-ifl#bhandwidth 122
BEZiconfig-if)#fip ospf cost S5O0
PEZiconfig-if)fexit
BZ {config) #

router=s |
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llustracion 21. Configuracion OSPFv2 en R3

= R3

Physical Config ZLI

IC0s Command Line Interface

TS T OO T T OO T I e o =T = = e = g = T
Od:Z20: 54: 08SPF—S—-ADJCHG: Process 1, MNbhbr 2. 2.2.2 omn Serialdys,0f1 from LOATTR
FUOLL, Loadiiryng Dormne

PEiconfig—router) frouter ospf 1

PZiconfig—router)f#froutcer—did S.25.5.85

PEiconfig—router)#leload or wuse "clear ip ospf process" commarnd, for this 4
effect

PR iconfig—router) fnetwork 17EZ_2L_Z2.0 0. 0. 0_32 area 0O
PZiconfig-—router) fnetwork 132 _ 183 4.0 0. 0_3_Z55 area 0O
P iconfig—router ) fpassive—inter face lo4d

% TITriwalid input detcecteaed at marker _
PEZiconfig—router ) fpassive—inter fac=e lo4d
PR iconfig—router) fpassive—inter face 1ok
PZiconfig—router) fpassive—inter face log
PEZiconfig—router ) Ffauto—cost reference—bandwidcl, 2500
% O0O8PF: PReference bandwidclh is=s charnged.

Pleass ensure refersence bandwidth is consistent across all roubers
PEiconfig—router) Ffexit
DElconfiglf#in: =0/ 071
PR iconfig—1ifl fhandwidth ZE&
PIiconfig—dif) Feuin
BEZiconfig) Fernd
kel
FEVYS—-—E5E—COMFIG T: Configured from comnsole by console

Copy

Verificar informacion de OSPF

¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2

llustraciéon 22, Visualizacion tablas de enrutamiento en R3

44



E 3 R3 —
Physical Config ZLI

I10Os Command Line Interface

effect -

B3 {config-router) $fnetwork 172_.31.23.0 0.0,
nEi{config-—router) frnetwork 19Z_1sS28.4.0 0.0,
LZ(config-roucer) fpassive—intcerface lod

% Imnmwalid imgpuat detected at '™ marker.

B {config-router) fpassive—inter face lo4
DZiconfig-router) frassive—interface lofb
RZlconfig-—routcer) fpassive—incer face log
R3lconfig-—router) fauto—cost reference—bandwidch 22500
% O0SPF: Peference bandwidtlh is charnged.

Fleasse ensure reference bandwidch is comnsistcent across all roucers.
RP3lconfig-—router) fexit
Piconmfig)fHint =001
RSiconfig—if)Fbhandwidch Z5&
B {config—iflfexit
D2 {config Fornd
poRcy 3
¥FSWS-—E5-CONFIG TIT: Configured from console by consoles

hSfishow ip ospf neig

MNeighbor IIr Pri State Dead Time Address Inter face

ZE.z. 2.2 [u] FULL - oo-0o0:- 22 17z 21L.z=2.Z SEeriald0s 0O 1

pokcy 4 ot
Copy Paste
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[lustracién 23. Costo de las interfaces en R3

£3 R3 = D

Physical Config CLI

105 Command Line Interface

Difizhow ip ospf interface

Serialls0f1 is up, line protocol is up
Internet address is 1T7E_31.E3_E/30, Area 0O
Process ID 1, PBouter IR 2.8.8.8, Network Type POINT-TO-POINT, Cost: &615E
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No dezignated router on this network
No backup designated router on this network
Timer interwals configured, Hello 10, Dead 40, Wait 40, Retransmit &
Hello due in 00:00:01
Index 171, flood gueus length O
Next 0x0(0)/0x0{0;
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maXimum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor Z.Z_E_F
Suppress hello for 0 neighboris)
Loopbackd i= up, line protocol is up
Internet address iz 19Z.165.4.1/24, Area 0O
Process ID 1, RBouter ID 8.2.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopbackt is up, line protocol is up
Internet address is 19E_168_.5_ 1784, Area 0O
Process ID 1, RBouter ID 2.8.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopbacké is up, line protocol is up
Internet address iz 19Z.1628.6.1/24, Area 0O
Process ID 1, RBouter ID 8.2.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host

Copy Paste

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.
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llustracion 24. Visualizacion OSPF en R3

Ri=en

Password:

B3ffcont &

Enter configquration commands,
B3 iconfig) froucer ospf 1
Bifconfig-router) froucer-id 8. 2. 8.8
Biiconfig-router) fnetwork 172_31.(3.0 0.0.0.3 area O
Biiconfig-router) fnetwork 172_31.E3.0 0.0.0.3 area O

one per line. End with CHNTL/Z.

Od4:z0:E54:

FULL, Loading Done

305PF-5-ADJCHE:

Process 1, Nbr 2.2.2.Z on Seriald /071 frow LOADING o

Parte 3: Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde alatopologia de red establecida.

llustracion 25. Configurar Vlans en S1

L3

Physical Config

LI

51

105 Command Line Interface

Passtword:

Sl=en
Passtword:
Password:
Slfconft

Sl iconfig)#wlan =20
Sliconfig-wvlan) fname
Zllconfig—wlan) fwlan
Sliconfig-wvlan! #fnanes
Sliconfig-wvlan) fwvlan
Zllconfig—wlan! fnane
Sliconfig-wlan) fexit
Sliconfigl#

Urnathorized Access is Prohibited!

Tser Access Werification

Enter configuratiomn commsamds,

one per limnae. End with CHNTL/Z._
Adminiscratcion

40

Mercadeo

Zoo

Mantaeniniento

Copy
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llustracion 26. Configurar Vlans en S1

Phyw =iz al Zomntig LI

IToa= Cormirmiard

Lims=s Inmnterface

TThuaarhori=med Acocce=s= 4=
TT==r Aocoe=s= TWerdirfdiocotsb o
Pas=swrox do

=== =ra

FPasswrord:

SIS ocomE =

Enter comnfioguar=tciorn commarads
EElocomficol Ewlarm =0

EEZiconfig—wlarnl #wlan <20
SSElocomEfig—wlarnl Fmames Mer cadeo
EE iocomfig—wlarnd Fwvl=axn =00

S lcomfiog—wlornl e

HEEZ docornEfiogl Fhirnte wl=msn =00

SE=E loomfico—d € &

FLIME S —CHAMGEED: Intc=1 £fmcs W=

Fro®lhilisedl

o= per

=EZicomnmfig—wlarn) Fonames Admbrxnistrsci o

SEEZiocomnfig—wlarnl #name Moamntcerndmisns o

[= =

A hzae _

SEZ focornfdig—d £33 &

EET dioornEfiog—i £33 o =khat doores
SEElocomfiog—HGrl Fexdie

=== dooraEiors |

Eraid wrdiit-k CEHTL .= _

Ihariged =t ate Eo A

ST iococmEiglFip desfsnalt o gateway 1L9= . 1lesg . 99 1

SEElicomnfig—EHdr) F#hHip address 192 1l68S 99 .= =255 =255 _=s55_0

Parte 4: En el Switch 3 deshabilitar DNS lookup

llustraciéon 27. Desahibilitacion DNS en S3

S3ffcont -

B3iconfig) fno ip domain-lookup
53 (confiog) g

Enter configquration commands, one per line.

%bIb—b—LUﬂFIG_I. CORITGUreEd IFOm Cofsole By Console

End with CNTL/Z.

Copy

Parte 5: Asignar direcciones IP a los Switches acorde a los lineamientos

llustracion 28. Asignacion direccion IP a switches en S1

Sl{config-if)g#ip add 192.1¢3.9%
Sl {config-if) $#no shut
Sl {config-if) gexit

- &99

.255

Jaan.

llustracion 29. Asignacién direccion IP a switches en S3
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55_.255_255.0

&

S3{config—-if) #ip add 15Z2.1€8.55.3
S3 (config—-if) #no shut

S3 (config—if) gexic

S3 (config) §ip default—gateway 1l5SZ2.1€2.55_1
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Parte 6: Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

llustracion 30. Desactivar interfaces

Sl{config-if) #int range fal/2Z, £al/4-23, gU/1-2
Sl{config-if-range) §shutdown

Parte 7: Implementar DHCP and NAT for IPv4

llustracion 31. configurando DHCP, reservas direcciones IP

¥ R — O X

AN

Physical Config CLI Attributes

10S Command Line Interface

Rlgconf ¢t A
Enter configuration commands, one per line. End with CNTL/Z.
Rl {config) §ip dhcp excluded-address 152.1€8.30.1 152.1€8.30.30
Rl (config) #§ip dhcp excluded-address 152.1€8.40.1 152.1€8.40.30
Rl(config) #ip dhcp pool admin

Rl (dhcp-config) §dns—-server 10.10.10.11

Rl (dhcp-config) §default-router 152.1€8.30.1

Rl (dhcp—config) gnetwork 152.1€8.30.0 255.255.255.0

Rl (dhcp-config) $ip dhcp pool merca

Rl (dhcp-config) §dns-server 10.10.10.11

Rl (dhcp-config) §default-router 152.1€8.40.1

Rl (dhcp-config) §network 152.168.40.0 255.255.255.0

Parte 8: Configurar R1 como servidor DHCP para las VLANs 30y 40
Parte 9: Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estatic

Name: ADMINISTRACION DNS-Server:
Configurar DHCPpool para 10.10.10.11

VLAN 30 Domain-Name: ccna-unad.com Establecer
default gateway.
Name: MERCADEO DNS-Server:
Configurar DHCP pool para 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com Establecer

default gateway.

Parte 10: Configurar NAT en R2 para permitir que los hosts puedan salir a internet
Parte 11: Configurar al menos dos listas de acceso de tipo estandar a su criterio en
pararestringir o permitir trafico desde R1 o R3 hacia R2.
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llustracién 32. IP a R2

¥ R

Physical Config CLI Attributes

10S Command Line Interface

Password:
R2gconf ¢t

netmask 255.255.255.248

R2 (config)

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) §access-list 1 permit 192_.1€8.30.0 0.0.0.255

R2 (config) $access-list 1 permit 152.1€8.40.0 0.0.0.255

R2 (config) $ip nat pool INTERNET 209.1€5.200.225 209.1€5.200.228

RZ (config) #ip nat inside source list 1 pool INTERNET

Parte 12: Configurar al menos dos listas de acceso de tipo extendido o nombradas a

Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

llustracién 33.Acceso exentendido

| ¥ R2

Physical Config CLI Attributes

10S Command Line Interface

RZ (config) §access-1list 10l permit
R2Z (config) §access-1list 101 permit
R2 (config) #int g0/0

R2 (config-if) #ip access-group 101
R2 (config-if)$int s0/0/0

R2 (config-if) §ip access-group 101
R2 (config-if)g#int s0/0/1

R2 (config-if) §ip access-group 101
R2 (config-if)#int gl/1

R2 (config-if) #ip access-group 101
R2 (config-if) ¢

tcp any host 205.1€5.200.2295 eq www
icmp any any echo-reply

in
out
out

out

A

Parte 13: Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute
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llustracién 34. Observando ping de R1 a PC internet

¥ Rr1 — [m]

Physical Config CLI Attributes

I0S Command Line Interface

Rlgping 205.1€5.200.230

Type escape seguence to aborc.
Sending S5, 100-byte ICMP Echos to 209.1€5.200.230, timeout is 2
seconds:

ms

Success rate is 20 percent (4/5), round-trip minfavg/max = 1/€/23

llustracion 35. Lista de acceso

¥ Rz — O

Physical Config CLI Attributes

I0S Command Line Interface

RZ#show access-lists
Standard IP access list 1
10 permit 192.1€8.30.0 0.0.0.25
20 permit 192.1€8.40.0 0.0.0.25
Standard IP access list ADMIN S
10 permit host 172.31.21.1
Extended IP access list 101
10 permit tcp any host 205.1€5.200.229 eg www
20 permit icmp any any echo-reply
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Conclusioén

Finalmente es de resaltar que el diplomado de profundizacién CISCO es una
aplicacion que estd revolucionando al mundo especialmente a las
organizaciones, y empresas que de alguna manera se estan acoplando a las
TIC, la comunicacion, el servicio de internet, que es una de las herramientas
mas utilizada en la actualidad.
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