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Universidad N
Abierta y a D

INTRODUCCION

En el presente documento se evidenciara el desarrollo de dos escenarios
planteados de la evaluacion final — prueba de habilidades practicas CCNA, de
acuerdo con las tareas propuestas, se muestra los procesos con su respectiva
descripcion de cada uno.

En los escenarios propuestos se trabajo con el Packet Tracer para la
configuracion, el cual fue durante el curso la plataforma de aprendizaje para
realizar las practicas del diplomado.

Entrando un poco mas en detalle del desarrollo de los escenarios, se realiza la
configuracion y definen los lineamientos como administrador en este caso se
establecen los protocolos de enrutamiento RIP, encapsulamiento, autenticacion,
entre otros servicios planteados en la guia, de acuerdo con los pasos de cada
caso se evidencia el cédigo de cada una de lasconfiguraciones.



OBJETIVOS

OBJETIVO GENERAL

Solucionar los escenarios planteados en la prueba de habilidades con el fin de
aplicar los conocimientos adquiridos durante el Diplomado de profundizacion
de CISCO

OBJETIVOS ESPECIFICOS

e Revisar con los escenarios planteados con el fin de determinar los
requerimientos de los casos.

e Configurar las topologias de acuerdo los requerimientos con el finde
establecer comunicacion.

e Utilizar los distintos comandos para verificar las configuraciones
realizadas.



1. DESARROLLO ACTIVIDAD PARA EL ESCENARIO 1.

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia dered.

Topologia de red

FETPAT

WR.00.200/0 20172204/

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asi mismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



1.1 EVIDENCIAS DE LA SOLUCION DEL ESCENARIO 1

Como trabajo inicial se debe realizar lo siguiente:

e Realizar las rutinas dediagnéstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).

Se procede a configurar de acuerdo con los nombres de los equipos y condiciones
de seguridad:

Configuracion ISP

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP
ISP(config)#no ip domain-lookup
ISP(config)#enable secret class

ISP (config)#line console 0
ISP(config-line)#password cisco

ISP (config-line)#login
ISP(config-line)#exit

ISP(config)#line vty 0 4
ISP(config-line)#password cisco
ISP(config-line)#login
ISP(config-line)#exit

ISP(config)#service password-encryption
ISP (config)#banner motd #SOLO PERSONAL AUTORIZADO#
ISP(config)#EXIT

ISPH#WR

Building configuration...

[OK]

Configuracion Medellin 1
Router#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname medellinl
medellin1(config)#no ip domain-lookup
medellinl(config)#enable secret class
medellin1(config)#line console 0
medellin1(config-line)#password cisco
medellin1(config-line)#login
medellin1(config-line)#exit
medellin1(config)#line vty 0 4
medellin1(config-line)#password cisco



medellin1(config-line)#login

medellin1(config-line)#exit

medellin1(config)#service password-encryption
medellin1(config)#banner motd #SOLO PERSONAL AUTORIZADO#
medellin1(config)#exit

medellin1#wr

Building configuration...

[OK]

Configuracion Medellin 2

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname medellin2

medellin2(config)#no ip domain-lookup
medellin2(config)#enable secret class

medellin2(config)#line console 0
medellin2(config-line)#password cisco
medellin2(config-line)#login

medellin2(config-line)#exit

medellin2(config)#line vty 0 4

medellin2(config-line)#password cisco
medellin2(config-line)#login

medellin2(config-line)#exit

medellin2(config)#service password-encryption
medellin2(config)#banner motd #SOLO PERSONAL AUTORIZADO#
medellin2(config)#exit

medellin2#wr

Building configuration...

[OK]

Configuracion Medellin 3
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname medellin3
medellin3(config)#no ip domain-lookup
medellin3(config)#enable secret class
medellin3(config)#line console 0
medellin3(config-line)#password cisco
medellin3(config-line)#login
medellin3(config-line)#exit
medellin3(config)#line vty 0 4
medellin3(config-line)#password cisco
medellin3(config-line)#login



medellin3(config-line)#exit

medellin3(config)#service password-encryption
medellin3(config)#banner motd #SOLO PERSONAL AUTORIZADO#
medellin3(config)#EXIT

medellin3#wr

Building configuration...

[OK]

Configuracion Bogota 1

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname bogotal

bogotal(config)#no ip domain-lookup

bogotal(config)#enable secret class

bogotal(config)#line console 0

bogotal(config-line)#password cisco
bogotal(config-line)#login

bogotal(config-line)#exit

bogotal(config)#line vty 0 4

bogotal(config-line)#password cisco
bogotal(config-line)#login

bogotal(config-line)#exit

bogotal(config)#service password-encryption
bogotal(config)#banner motd #SOLO PERSONAL AUTORIZADO#
bogotal(config)#exit

bogotal#wr

Building configuration...

[OK]

Configuracion Bogota 2

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname bogota2

bogota2(config)#no ip domain-lookup

bogota2(config)#enable secret class

bogota2(config)#line console 0

bogota2(config-line)#password cisco
bogota2(config-line)#login

bogota2(config-line)#exit

bogota2(config)#line vty 0 4

bogota2(config-line)#password cisco
bogota2(config-line)#login

bogota2(config-line)#exit

bogota2(config)#service password-encryption
bogota2(config)#banner motd #SOLO PERSONAL AUTORIZADO#



bogota2(config)#exit
bogota2#wr

Building configuration...
[OK]

Configuracion Bogota 3
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname bogota3
bogota3(config)#no ip domain-lookup
bogota3(config)#enable secret class
bogota3(config)#line console 0
bogota3(config-line)#password cisco
bogota3(config-line)#login
bogota3(config-line)#exit
bogota3(config)#line vty 0 4
bogota3(config-line)#password cisco
bogota3(config-line)#login
bogota3(config-line)#exit
bogota3(config)#service password-encryption

bogota3(config)#banner motd #SOLO PERSONAL AUTORIZADO#

bogota3(config)#exit
bogota3#wr

Building configuration...
[OK]

Configuracion pc 50 Host
? 50 Host

Physical Config Desktop Programming

Aftributes

Interface FastEthernetd
IP Configuration

() DHEP

IP Address
Subnet Mask
Default Gateway

DNS Server

10

IP Configuration

® Static

255255255128
1722541
0.0.0.0



Configuracion pc 40 Host

B 40 Host

Physical

Config

Desktop

Programming

Attributes

IP Configuration

Interface FastEthernetl
IP Configuration
(O pHCP (@) Static
IP Address 172.29.41320
Subnet Mask 255 355 355 128
Default Gateway 1722594129
DNS Server oc.0.0.0
Configuracion pc 150 Host
#1530 Host
Physical Config Desktop Programming Attributes
() DHCP (@ Static
P Address 172.28.0.2
Subnet Mask 255.255.255.0
Default Gateway 172.29.0.1
DNS Server 0.0.0.0]
IPwE Configuration
Configuracion pc 200 Host
200 Host
Physical Config Desktop Programming Aftributes
(") DHCP (@ Static
IP Address 1722512
Subnet Mask 255.255.255.0
Default Gateway 172.28.1.1
DNS Server 0.0.0.0
IPvS Configuration
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e Realizar la conexion fisica de los equipos con base en la topologia de red

s .

bogeta3 150 Host

-]
<) p— 1
g__'—'—-t < ‘ bogota2 200 Host

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracién del enrutamiento
a. Configurar el enrutamiento en la red usando el protocolo RIP versién 2, declare
la red principal, desactive la sumarizacién automatica.

Configuracion ISP

ISP (config)#int s0/0/0

ISP (config-if)#ip add 209.17.220.1 255.255.255.252
ISP (config-if)#clock rate 128000

ISP (config-if)y#no shutdown

ISP (config-if)#exit

ISP (config)#int s0/0/1

ISP(config-if)#ip add 209.17.220.5 255.255.255.255
Bad mask /32 for address 209.17.220.5
ISP(config-if)#ip add 209.17.220.5 255.255.255.252
ISP(config-if)#clock rate 128000

ISP (config-if)y#no shutdown

ISP (config-if)#exit

ISP (config)#router rip

ISP(config-router)#version 2

ISP (config-router)#network 209.17.220.0
ISP(config-router)#network 172.29.0.0
ISP(config-router)#no auto-summary
ISP(config-router)#exit

ISP(config)#exit

ISP#wr

Building configuration...

[OK]

12



Configuraciéon Medellin 1

medellin1(config)#int s0/0/0

medellin1(config-if)#ip add 209.17.220.13 255.255.255.252
medellin1(config-if)#clock rate 128000
medellin1(config-if)#no shutdown
medellin1(config-if)#exit

medellin1(config-if)#exit

medellin1(config)#int sO/0/1

medellin1(config-if)#ip add 172.29.6.1 255.255.255.252
medellin1(config-if)#clock rate 128000
medellin1(config-if}#no shutdown

medellin1(config-if)#

medellin1(config-if)#exit

medellin1(config)#int sO/1/0

medellin1(config-if)#ip add 172.29.6.9 255.255.255.252
medellin1(config-if)#clock rate 128000
medellin1(config-if)#no shutdown
medellin1(config-if)#exit

medellin1(config)#int s0/1/1

medellin1(config-if)#ip add 172.29.6.13 255.255.255.252
medellin1(config-if)#clock rate 128000
medellin1(config-if)#no shutdown
medellin1(config-if)#exit

medellin1(config)#router rip
medellin1(config-router)#version 2
medellin1(config-router)#network 172.29.0.0
medellin1(config-router)#network 209.17.220.0
medellin1(config-router)#no auto-summary
medellin1(config-router)#exit

medellin1(config)#exit

medellin1#wr

Building configuration...

[OK]

Configuracion Medellin 2

medellin2(config)#int s0/0/1

medellin2(config-if)#ip add 172.29.6.2 255.255.255.252
medellin2(config-if)#clock rate 128000
medellin2(config-if}#no shutdown
medellin2(config-if)#exit

medellin2(config)#int s0/0/0

medellin2(config-if)#ip add 172.29.6.6 255.255.255.252
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medellin2(config-if)#clock rate 128000
medellin2(config-if)#no shutdown
medellin2(config-if)#exit
medellin2(config)#int g0/0
medellin2(config-if)#ip add 172.29.4.1 255.255.255.128
medellin2(config-if)#¥no shutdown
medellin2(config-if)#exit
medellin2(config)#router rip
medellin2(config-router)#version 2
medellin2(config-router)#network 172.29.0.0
medellin2(config-router)#no auto-summary
medellin2(config-router)#exit

Configuracion Medellin 3

medellin3(config)#int s0/0/0

medellin3(config-if)#ip add 172.29.6.5 255.255.255.252
medellin3(config-if)#clock rate 128000
medellin3(config-if)#no shutdown

medellin3(config-if)#int sO/1/0

medellin3(config-if)#ip add 172.29.6.10 255.255.255.252
medellin3(config-if)#clock rate 128000
medellin3(config-if)#¥no shutdown

medellin3(config-if)#int s0/1/1

medellin3(config-if)#ip add 172.29.6.14 255.255.255.252
medellin3(config-if)#clock rate 128000
medellin3(config-if)#¥no shutdown
medellin3(config-if)#exit

medellin3(config)#int g0/0

medellin3(config-if)#ip add 172.29.4.129 255.255.255.128
medellin3(config-if)#no shutdown
medellin3(config-if)#exit

medellin3(config)#router rip
medellin3(config-router)#version 2
medellin3(config-router)#network 172.29.0.0
medellin3(config-router)#exit

medellin3(config)#exit

medellin3#wr

Building configuration...

[OK]
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Configuraciéon Bogota 1

bogotal(config)#int s0/0/1

bogotal(config-if)#ip add 209.17.220.6 255.255.255.252
bogotal(config-if)#clock rate 128000
bogotal(config-if)#no shutdown
bogotal(config-if)#exit

bogotal(config)#int sO/1/1

bogotal(config-if)#ip add 172.29.3.1 255.255.255.252
bogotal(config-if)#clock rate 128000
bogotal(config-if)y#no shutdown
bogotal(config-if)#exit

bogotal(config)#int s0/1/0

bogotal(config-if)#ip add 172.29.3.5 255.255.255.252
bogotal(config-if)#clock rate 128000
bogotal(config-if)y#no shutdown
bogotal(config-if)#exit

bogotal(config)#int s0/0/0

bogotal(config-if)#ip add 172.29.3.9 255.255.255.252
bogotal(config-if)#clock rate 128000
bogotal(config-if)y#no shutdown
bogotal(config-if)#exit

bogotal(config)#router rip
bogotal(config-router)#version 2
bogotal(config-router)#network 172.29.0.0
bogotal(config-router)#network 209.17.220.0
bogotal(config-router)#no auto-summary
bogotal(config-router)#exit

bogotal(config)#exit

Building configuration...

[OK]

Configuracion Bogota 2

bogota2(config)#int s0/0/0

bogota2(config-if)#ip add 172.29.3.10 255.255.255.252
bogota2(config-if)#clock rate 128000
bogota2(config-if)#no shutdown

bogota2(config-if)#exit

bogota2(config)#int s0/0/1

bogota2(config-if)#ip add 172.29.3.14 255.255.255.252
bogota2(config-if)#clock rate 128000
bogota2(config-if)#no shutdown

15



bogota2(config-if)#exit

bogota2(config)#int g0/0

bogota2(config-if)#ip add 172.29.1.1 255.255.255.0
bogota2(config-if)#no shutdown

bogota2(config)#router rip
bogota2(config-router)#version 2
bogota2(config-router)#network 172.29.0.0
bogota2(config-router)#no auto-summary
bogota2(config-router)#exit
bogota2(config)#exit

bogota2#wr

[OK]

Configuraciéon Bogota 3

bogota3(config)#int s0/1/1

bogota3(config-if)#ip add 172.29.3.2 255.255.255.252
bogota3(config-if)#clock rate 128000
bogota3(config-if)y#no shutdown
bogota3(config-if)#exit

bogota3(config)#int s0/1/0

bogota3(config-if)#ip add 172.29.3.6 255.255.255.252
bogota3(config-if)#clock rate 128000
bogota3(config-if)#no shutdown
bogota3(config-if)#exit

bogota3(config)#int s0/0/1

bogota3(config-if)#ip add 172.29.3.13 255.255.255.252
bogota3(config-if)#clock rate 128000
bogota3(config-if)#no shutdown
bogota3(config-if)#exit

bogota3(config)#int g0/0

bogota3(config-if)#ip add 172.29.0.1 255.255.255.0
bogota3(config-if)y#no shutdown
bogota3(config-if)#exit

bogota3(config)#router rip
bogota3(config-router)#version 2
bogota3(config-router)#network 172.29.0.0
bogota3(config-router)#no auto-summary
bogota3(config-router)#exit

bogota3(config)#exit

bogota3#wr

[OK]
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b. Los routers Bogotal y Medellin 1 deberan anadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.

medellin1(config)# ip route 0.0.0.0 0.0.0.0 209.17.220.1
medellin1(config)#router rip
medellin1(config-router)#default-information originate
medellin1(config-router)#exit

medellin1(config)#exit

bogotal(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
bogotal(config)#router rip
bogotal(config-router)#default-information originate
bogotal(config-router)#exit

bogotal(config)#exit

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a/22.

ISP (config)#ip route 172.29.4.0 255.255.255.0 209.17.220.2
ISP (config)#ip route 172.29.4.128 255.255.255.255 209.17.220.2
ISP (config)#ip route 172.29.0.0 255.255.255.0 209.17.220.6
ISP(config)#ip route 172.29.1.0 255.255.255.0 209.17.220.6

17



Parte 2: Tabla de Enrutamiento.

Universidad Nac
Abierta y &

Distancia

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las

redes y sus rutas.

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogota1 y Medell
por tener dos enlaces de conexion hacia otro
manejan.

in1 cierta similitud por su ubicacién,
router y por la ruta por defecto que

d. Los routers Medellin2 y Bogotd2 también presentan redes conectadas

directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes

para el caso de la ruta pordefecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente

conectadas.

Cateway of last resort is L172.25.2.5 to network 0.0.0.0
172.29.0.0/1€ is wvariably subnetted, 1€ subnets, 4 masks
c 172.2%.0.0/24 is directly connected, GigabitEthernet0l/O
T 172.29.0.1/32 is directly connected, Gigabi
= 1.0r,22 [120/11 wia 172.29.3.13,
< 2.0/230 is directly connected, SerialdslsLl
3 -2.2/32 is directly connected, Serialdslsl
c 3.4/30 is directly connected, Seriald/Ll/0
T 2.€/32 is directly connected, Serial0/1/0
= 3.8/30 [120/1] wvia 172.29.3.5, 00:00:12, Serialos1ls0|
[120/1]1 +wia 172.29.3.1, 00:00:12, Serialo/lsl
[120/1]1 +wia 172.29.3.14, 00:00:11, Serialosos1
c 172.2%.%.12/30 is directly connected, Seriald/0s1
L 172.2%.%.13/32 is dizectly connected, Seriald/0sL
= 172.25.4.0/25 [120/4] via 172.25.3.5, , Serialoslso
[120/4] wia 172.25.3.1, Serialos1/1L
= 172.29.4.128/25 [120/2] wia 172.29.3_ 2, Serialoslso
[120/2] wia 172.29. 3. , Serialoslsl
= 172.2%.€.0/30 [120/3]1 wia 172.25.3.5, . Serialos1ls0
[120/3]1 wia 172.25.3.1, . Serialoslsl
= 172.25.€.4,30 [120/4]1 wvia 172 3.5, . Serialo/ls0
[120/4] wia 172 =1, , Serialosl/L
= 172.2%_&.8,30 [120/3] wia 172 =.s, . Serialoslso
[120/3] wia 172 S=.1, , Serialoslsl
= 172.29.6.12/30 [120,/3] wia 172.29.3.5, 00:00:12, Serialos1ls0
[120/3] wia 172.2% 3.1, 00:00:12, Serialdsl/1
205.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
n 205.17.220.0/24 is possibly down, routing via 172.25.3.14, Serialos0/1
= 20%.17.220.0/30 [120/2] wia 172.25.3.5, 00:00:12, Serial0/l/0
[12z0/2] wia 172.25.3.1, :12, Serialosls1
= 209.17.220.4/30 [120/1] wia 172 , Serialoslso
[120/1]1 wia 172.29_3.1, 00:00:12, Serialoslsl
= 0.0.0.0s0 [120/11 wia 172.25 3.5, 00:00:12, Serialds1/0
[120/11 wia 172.25.3.1, 00:00:12, Sexialdrsls1
bogotazs
bogotalésh ip route
Codes: L - local, © - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter area
W1 - OSPF NSS& external type 1, N2 - OSPF NSSA external type 2
E1 - OSPY external type 1, EZ - OSPF external type Z, E - EGE
i - IS-Is, L1 - IS-IS lewvel-1, Lz - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
D - pericdic downloaded static route
Gateway of last resort is 172.25.3.3 to network 0.0.0.0
172.25.0.0/1€ is variably subnetted, 15 subnets, 4 masks
R 172.25.0.0/24 [120/1] wia 172.25.3.13, 00:00:17, Seriald/0/1
c 172.25.1.0/24 is directly connected, GigabitEthernet0/0
L 172.25.1.1/32 is directly connected, GigabitEthernet0/0
R 172.25.2.0/30 [120/1] wia 172.29.3.%, 00:00:20, Serial0l/0/0
[120/11 via 172.25.3.13, 00:00:17, Seriald/0/1
R 172.25.3.4/30 [120/1]1 wia 172.25.3.%, 00:00:20, Seriall/0/s0
[120/1] wia 172.25.3 13, 00:00:17, Seriald/0s1
c 172.25.3.8/30 is directly connected, Seriald/os0
L 172.25.3.10/32 is directly connected, Seriald/0/0
c 172.25.3.12/30 is directly connected, Seriald/0/1
L 172.25.2.14/32 is directly connected, Serialld/0/1
R 172.25.4.0/25 [120/4] wia 172.25.3.%, 00:00:20, Serial0l/0/0
R 172.25.4.128/25 [120/4]1 via 172.2%.3.5, 00:00:20, Seriald/s0/0
=3 172 .25 _€.0/30 [120/3] wia 172.25.3.5, 00:00:20, Serial0d/0/0
R 172.25.€.4/30 [120/4] wia 172.23.3.93, 4 . Serialdsos0
R 172.25.€.8/30 [120/3] wia 172.25.3.3, 00:00:20, Seriald/0/0
R 172.29.€.12/30 [120/3] wia 172.29.3.9, 00:00:20, Serial0/0/0
205.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
] 209.17.220.0/24 is possibly down, routing via 172.25.3.9, Seriald/0/0
R 209.17.220.0/30 [120/2]1 via 172.25.3.5, 00:00:20, Seriald/0/0
R 205.17.220.4/30 [120/1]1 via 172.2%.3.5, 00:00:20, Seriald/s0/0
R* 0.0.0.0/0 [120/1] wia 172.29.3.%, 00:00:20, Serialo/o/0
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bogotal#
bogotalgsh ip route
Codes: L — local, C — connectsd, S — static, R — RIP, M - mobile, B - BEE

D - EIGRP, EX — EIGRP external, © - OSPF, IA - OSPF inter area
W1 - OSPF NSSA external type 1, N2 - OSDF NSSA external type 2
EL - OSPF external tvpe 1, E2 - OSPF external twpe 2, E - EGP

i — IS-IS, L1 — IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U — per—user static route, o — ODR
P - periodic downloaded static route
Cateway of last resort is 208.17.220.5 to network 0.0.0.0
172.25.0.0/1€ is variably subnetted, 15 subnets, 4 masks

= 172.29.0.0/24 [120/1] wia 172.2%.3.€, 00:00:10, Serialo/1/0
[120/1]1 via 172.25.3.2, 00:00:10, Serialos1/1

1 172.25.1.0/24 [120/1] wia 172.25.3.10, 00:00:05, Serial0/0/0

c 172.2%.2.0/30 is directly commected, Serialds1l/1

T 172.25.3.1/32 is directly comnected, SerialQ/1/1

c 172.29.3.4/30 is directly connected, Seriald/1/0

T 172.29.3.5/32 is directly connected, Seriald/1/0

c 172.25.3.8/30 is directly comnected, Seriall/0/0

4 172.25.%.5/32 is directly comnected, Seriall/0/0

R 172.25.3.12/30 [120/1] wvia 172.25.3.10, 00:00:05, Serial0/0/0
[120/1] via 172.25.3.6, 00:00:10, Serialds/1/0
(12011 via 172.29.3.2, 00:00:10, Serialds1l/1

-3 172.25.4.0/25 [120/3] wvia 205.17.220.5, 00:00:02, Seriald/0/1

-3 172.25.4.122/25 [120/3] wvia 205.17.220.5, 00:00:02, SerialQs0sL

EY 172 25 €.0/30 [120/2] wia 205.17.220.5, 00:00:02, Serial0/0/1

R 172 25.€.4/30 [120/3] wia 205.17.220.5, 00:00:02, Serial0/0/1

= 172.29.6.8/30 [120/2] wia 209.17.220.5, 00:00:02, Seriald/0/s1

- 172,25 6.12/30 [120/2] wia 20%.17.220.5, 00:00:02, Serial0/0/1

208.17.220.0/24 is wvariably subnetted, 4 subnets, 3 masks

3 205.17.220.0/24 is possibly down, routing via 172.29.3.6, Serial0/l1/0

EY 20%.17.220.0/30 [120/1] wvia 205.17.220.5, 00:00:02, SerialQ/0/L

c 20%.17.220.4/30 is directly connected, Serialls0sL

4 20%.17.220.€/32 is directly connected, Serialls0sL

S+ 0.0.0.0/0 [1/0] wvia 205.17.220.5

ISPesh ip route
Codes: L - local, C - connected, S - static, R - RIF, M -

E1 - OSDF external type 1, E2 - OSDF external type
i - IS-IS, Ll - IS-IS level-1, Lz - IS-IS level-2,
T - pericdic downloaded static route

Gateway of last resort is 205.17.220.2 to metwork 0.0.0.0

mcbile, B - BEF

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
W1 - OSDF NSSA external type 1, N2 - OSDF NSSZ external type 2

2, E - EGP
ia - I5S-IS inter area

* - candidate defauls, U - per-user static route, o - ODR

172.29.0.0/1€ is wariably subnetted, 14 subnets, 4 masks

s 172.29.0.0/24 [1/0] via 209.17.220.€

s 172.25.1.0/24 [1/0] via 20%.17.220.6

R 172.25.3.0/30 [120/1] via 205.17.220.%, Serialo/o/1

R 172.25.3.4/30 [120/1] via 205.17.220.¢, Serialo/o/1

2 172.29.3.8/30 [120/1]1 wvia 209.17.220.%, Serialo/o/l

2 172.25.3.12/30 [120/2] via 209.17.220.6, Seriald/os1

s 172.28.4.0/24 [1/0] via 208.17.220.2

R 172.29.4.0/25 [120/2] wia 20%.17.220.2, 00:00:07, Serial0/0/0

R 172.25.4.128/25 [120/2] wia 205.17.320.2, 00:00:07, Serial0/0/0

s 172.25.4.128/32 [1/0] via 205.17.220.2

R 172.25.€.0/30 [120/1] wia 205.17.220.2, 00:00:07, Seriald/0/0

R 172.25.€.4/30 [120/2] wia 205.17.220.2, 00:00:07, Seriald/0/0

2 172.29.€.8/30 [120/1]1 wvia 209.17.220.2, 00:00:07, Serialo/o/0

2 172.25.€.12/30 [120/1] via 209.17.220.2, 00:00:07, Serial0/0/0
209$.17.220.0/24 is variably subnetted, § subnets, 3 masks

R 209.17.220.0/24 [120/10]1 wia 20%.17.220.€, 00:00:01, Serial0s0/1

c 209.17.220.0/30 is directly connected, Serial0d/0/0

L 20%.17.220.1/32 is directly connected, Serial0/0/0

c 209.17.220.4/30 is directly connected, Serial0/0/1

L 209.17.220.5/32 is directly connected, Serial0/0/1

R*  0.0.0.0/0 [120/1] via 209.17.220.2, 00:00:07, Serialns0/0

[120/1] wvia 205.17.220.€, 00

0:08, Serial0s0/1

medellinl#sh ip route

Codes: L - local, © - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, NZ - OSDF NSSA external tvpe 2
=1 - OSPF external type 1, E2 - OSPF external type 2, E - ZGP

i - IS-IS, L1 - IS-IS lewel-1, Lz - IS-IS level-2, ia — IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
P - pericdic downloaded static route

Gateway of last resort is 209.17.220.1 to neswork 0.0.0.0

172.29.0.0/1€ is variably subnetted, 15 subnets, 4 masks
172.25.0.0/24 [120/31 wia 205.17.320.1, Serial0/0/0
172.25.1.0/24 [120/3] wia 205.17.220.1, Serialo oo
172.25.3.0/30 [120/2] wia 205.17.220.1, Serialo 00
172.29.2.4/30 [120/2] wvia 209.17.220.1, 0:085, Seriall/0/0
172.25.3.8/30 [120/2]1 wia 205.17.320.1, 00:00:05, Serial0d/0/0
172.29.3.12/30 [120/3] wia 205.17.220.1, 00:00:05, Serial0so/0
172.25.4.0/25 [120/1] wia 172.25. 6.2, 00:00:05, Serial0/0/1
172.29.4.128/25 [120/1] wia 172.28.€.10, 00:00:14, Seriall/1/0
[120/11 wia 172.2%.€.14, 00:00:14, Serialo/1/1
172.29.6.0/30 is directly connected, Seriald/0/1
172.25_€.1/32 is directly connected, Seriald/0/1
172.29.€.4/30 [120/1] wvia 172.298.€.2, 00:00:05, Serial0/0/1
[120/11 wia 172.25.€.10, 00:00:14, Seriald/1/0
[120/1] wia 172.29.6.14, 00:00:14, Seriald/ls1
172.25_€.8/30 is directly connected, Seriald/1/0
172.29.€.9/32 is directly connected, Serial0d/l/d
172.25.€.12/30 is directly connected, Serialdsl/l
172.25_€.13/32 is directly connected, Serialds1/1
208.17.220.0/24 is variably subnetted, 4 subnets, 3 masks
209.17.220.0/24 is possibly down, routing via 208.17.220.1, Serial0d/0/0
205.17.220.0/30 is dizrectly connected, Seriald/0/0
205.17.230.2/32 is directly connected, Serial0/0/0
209.17.220.4/30 [120/1] wia 209.17.220.1, 00:00:05, Seriald/0/0
*  0.0.0.0/0 [1/0] wia 209.17.220.1
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medellin2gsh ip route

Codes: L - local, C - connected, S — static, R - RIP,
D - EIGRP, EZX - EZIGRF external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 — OSEF NSSA external type 2
E1 - OSPF external type 1, EZ - OSDPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, oDR
P - pericdic downloaded static route

M - mobile, B - BGP

o

Gateway of last resort is 172.29.€.1 to metwork 0.0.0.0
172.29.0.0/1€ is
172.25.0.0/24
172.2%.1.0/24
172.23.3.0/30

warisbly subnetted, 15 subnets, 4
[120/4] wia 172.25.€.1, 00:00:03,
[120/41 172.2%_ .1, 00:00:03
[120/31 172.28.€.1,
172.29.3.4/30 [120/3] via 172.29 8.1,
172.28.3.8/30 [120/3] via 172.25.€.1, 00:00: Serial0/0/1
172.2%.3.12/30 [120/4] wvia 172.2%.6.1, 00:00:03, Serialdsos1
172.29.4.0/25 is directly connected, GigabitEthernet0/0
172.25.4.1/32 is directly connected, GigabitEthernetO/0
172.29.4.128/25 [120/1]1 via 172.28.€.5, 00:00:2€, Seriald/0/0
172.25.€.0/30 is directly connected, Serial0/0/1
172.2%.6.2/32 is directly connected, Serial0/0/1
172.28.6.4/30 is directly connected, Serial0/0/0
172.2%_6.%/32 is directly connected, Serial0/0/0
172.28.€.8/30 [120/1] via 172.25.€.1, 00:00:03,
[120/1] wia 172.2%.6.5, 00:00:2%,
172.29.€.12/30 [120/1] wvia 172.23.€.1, 00:00:03,
[12071] wia 172.25.6€.5, 00:00:2€,
209.17.220.0/24 is variably subnetted, 3 submets,
209.17.220.0/24 is possibly down, routing wvia 172.25.€.5,
209.17.220.0/30 [120/1] wia 172.2%_6.1, 00:00:03, Seriald/0/1
209.17.220.4/30 [120/2] via 172.2%.6.1, 00:00:03, Seriald/0/1
0.0.0.0/0 [120/1] via 172.25% 6.1, 00:00:03, Serial0/o/1

masks

Serialn/o/1
Serial0/0/1
Serial0/d/1
Serial0/0/1

wia
via

00:00:03,
3

00:00

WEHODOEE 08NN H Y

Serial0/d/1

Serial0/0/0

Serialo/o/1
Serialoso0/0
2 masks

w

Serialo/0/0

ax

Gateway of last resort is 172.29.6.9 to neswork 0.0.0.0

172.2%.0.0/1€ is wvariably subnetted,

172.25.0.0/24 [120/4]
[120/4]
[120/4]
1120741
[120/3]
[120/3]
[120/3]
1120431

1€ subnets, 4 masks
172 _25.6.5, 00:00:03, Serial0/1/0
172_25.£.13, 00:00:03, Seriald/1/1
172.29.6.13, 00:00:03, Seriald/1/1
172.25.€.5, 00:00:03, Serial0s1/0
172.28.€.5, 00:00:03, Serialdsl/d
172.25.€.13, 00:00:03, Seriald/l/1l
172 _25.€.5, 00:00:03, Serial0/1/0
172.29.6.13, 00:00:03, Seriald/1/1
[120/3] wia 172.29.6.9, 00:00:03, Seriald/Ls0
[120/3] wia 172.25.€.13, 00:00:03, Seriald/l/1l
172.2%.3.12/30 [120/4]1 wia 172.25.€.13, 00:00:03, Seriald/l/1
[120/4] via 172.25_€.5, 00:00:03, Serial0/1/0
172.29.4.0/25 [12041] via 172.29.€.6, 00:00:15, Seriall/0/0
172.29.4.128/25 is directly connected, GigabitEthernet0so
172.2%.4.125/32 is directly connected, GigabitEZthernet(/0
172.2%.€.0/30 [120/11 via 172.25.€.5, 00:00:0%3, Serial0s1l/0
[120/1] via 172.25_€.€, 00:00:15, Seriald/0/0
(120,11 172_25.£.13, 00:00:03, Seriald/1/1
172.29.6.4/30 is directly connected, Serial0s0/0
172.25 €.5/32 is directly comnected, Serial0s0/0
172.2%.€.8/30 is dizectly comnected, Sexiall/Ll/0

wia
wia
wvia
via
wia

172.29.1.0/24

172.2%.3.0/30

172.2%.3.4/30

172.29.3.8/30

w

wHOw

172 .25 €.10/32 is directly connected,
172.25.€.12/30 is directly connected,
172.29.6.14/32 is directly connected,

209.17 .220.0/24 is variably subnetted, 3
20%.17.220.0/24 is possibly down, rou
209.17.220.0/30 [120/1] via 172.25.€.

[120/1] via 172 .25 &_
[120/2] via 172.29. 6.
[120/2] via 172.29 6.
via 172.25.€.5, 00:00:
via 172.25.€.13, 00:00

HOFaRn

W

ES 20%.17.220.4/30

R+ 0.0.0.0/0 [120/1]

[1zos11

medellin3g
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Seriald/1/0
Seriald/1/1
Serialo/ls1
subnets, 2 masks
ting wia 172.25.€.13,
S, 00:00:03,
12, 00:00:0%,
s, 00:00:03, Serialo/l/0
13, 00:00:03, Serial0s1/1
0%, Seriald/1ls0

103, Serialdsl/1l

SerialOsl/l
Serialo/1/0
Serialo/l/1



Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las

interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ
Bogotal SERIALO/0/1;SERIALO/1/0; SERIALO/1/1
Bogota2 SERIALO/0/0; SERIALO/0/1
Bogota3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
Medellin1 SERIALO/0/0; SERIALO/O/1; SERIALO/1/1
Medellin2 SERIALO/0/0; SERIALO/0/1
Medellin3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
ISP No lo requiere

bogotal(config)#route rip
bogotal(config-router)#version 2

bogotal(config-router)#passive-int g0/0
bogotal(config-router)#passive-int g0/1

bogota2(config)#router rip
bogota2(config-router)#version 2

bogota2(config-router)#passive-int g0/1
bogota2(config-router)#passive-int s0/1/0
bogota2(config-router)#passive-int s0/1/1

bogota3(config)#router rip
bogota3(config-router)#version 2

bogota3(config-router)#passive-int g0/1
bogota3(config-router)#passive-int s0/0/0

medellin1(config)#router rip
medellin1(config-router)#version 2

medellin1(config-router)#passive-int g0/0
medellin1(config-router)#passive-int g0/1

medellin2(config)#router rip
medellin2(config-router)#version 2

medellin2(config-router)#passive-int g0/1
medellin2(config-router)#passive-int s0/1/0
medellin2(config-router)#passive-int s0/1/1

medellin3(config)#router rip
medellin3(config-router)#version 2

medellin3(config-router)#passive-int g0/1medellin3(config-router)#passive-int

s0/0/1
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Parte 4: Verificaciéon del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la version de RIP y las
interfaces que participan de la publicacion entre otros datos.

bogota3>sh ip protocols

Routing Protocol is "rip"

Sending updates ewvery 320 seconds, next due in 1% seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wersion 2, receiwve 2

Interface Send Recv Triggered RIP Eey-chain
GigabitEthernetd/0 2 2
Seriald/0/1 2 2
Serialdys/1s0 2 2
Serialld/1l/1 2 2

Automatic network summarization is not in effect
HMaximum path: 4
Routing for Hetworks:
172_.25_0.0
Passive Interface(s):
GigabkitEthernetlds1

Serialdy/0s0
Routing Information Sources:
Fateway Distance Last Update
172.25.3.5 1z0 a0:00:23
172.23.3.1 1z0 00:00:23
172_25.3.14 izo 00:00:15
Distance: (default is 120}

bogotaZfsh ip protocols

Bouting Protocol is "rip"

Sending updates every 30 seconds, next due in 9 seconds
Invalid after 1820 seconds, hold down 180, flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wersion 2, receiwe 2

Interface Send Recwv Triggered RIP Eey-chain
FigabitEthernetl/0 2 2
Serialo/ 070 2 2
Serizlo/0/1 2 2

Zutomatic network summarization is not in effect
Maximum path: 4
Bouting for Networks:
172.25.0.0
Passiwve Interface(s):
GFigabitEthernetl/1
Serialn/1l/0
Serialo/s1s1
RBouting Information Sources:
CFateway Distance Last Update
172.28.3.9 120 a0:00:22
172.25%_3.13 1zad ad:00:-13
Distance: (default is 120)
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bogotalésh ip protocols

Routing Protocol is
Sending updates every 30 seconds,
Invalid after 120 seconds,

Cutgoing update
Incoming update
Redistributing:
Default wersion
Interface
Serizla/sas1
Seriald/o/s0
Serizld/s1/s1
Serialds1ls0

rripT

hold down 180,

next due in 5 seconds
flushed after 240

filter list for all interfaces is not set

filter list for all interfaces is not set

rip
control:

send wersiom Z,
Send

Z
2
Z
2

receive 2

Recwv Triggered RIP Eey—chain
2

2

2

2

Butomatic network summarization is not in effect

Maximm path: 4

Routing for Hetworks:
172.25_.0.0
205 _17_220.0

Passiwve Interface(s):
FigabitEthernetds 0
GFigabitEthernetls1

REouting Information Sources:
Fateway
172.25_3 .6
172.25.3.2
172.25.32.10
209.17.220.5

Distance:

I5P#sh ip protocols

Routing Frotocol is
Sending updates every 20 seconds,
Invalid after 120 seconds,

futgoing update
Incoming update
Redistributing:
Default wersion
Interface
Seriald/a/0
Serialdsosl

Distance Last Update
1za 0o0:-00:0&
1za 0o0:-00:0&
1za 00:-00:-12
1za a0:-00:03

{default is 120)

rip

hold down 120,

next due in 5 seconds
flushed after 240

filter list for all interfaces is not set

filter list for all interfaces is not set

rip
control:

send wersion Z,

receive 2

Send Recv Triggered RIP Eey-chain

2
2

2
2

Zutomatic network summarization is not in effect

Mamwimim path: 4

Routing £for WNetworks:
172 .25.0.0
205 .17.220.0

Passive Interface(s):

Routing Information Sources:

Fateway
20%_17_220_2
Z05% . 17_.220_.€

Distance:

OCutgoing update
Incoming update
Redistributing:
Default wversion
Interface
Serialds0r 1
Seriald/1/0
Seriald/1l/1
Seriald/0/0

Maximum path: 4

Distance:

"rip

Distance Last Update
120 a0:0a:1&
1z0 Qo0:00:15

(default is 120)

medellinlésh ip protocols
Routing Protocol is
Sending updates ewvery 30 seconds,
Invalid after 180 seconds,

hold down 120,

next due in 22 seconds
flushed after 240

filter list for all interfaces is not set

filter list for all interfaces is not set

rip
control:

Routing for WNetworks:
172.25.0.0
209_17.220.0

Passive Interface(s):
FigabitEthernetls0
FigabitEthernetls1

Bouting Information Sources:

Fateway
205.17.220.1
172.25_6.2
172.23.6.10
172._29.6.14

{default is 120)

send wersion 2,

Send
2
2
2
2

receive 2

Recwv Triggered RIF Eey-chain
2

2

2

2

Rutomatic network summarization is mot in effect

Distance Last Update
1z0 Q0:-00:13
1z0 00:00:13
1z0 00:00:2€
1z0 00:00:2&
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b. Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cadared.

bogotald (config-router) fdo sh ip route connected

c 172.29.0.0/24 is directly connected, GigabitEthernet0/0
L 172 .259.3.0/30 is directly connected, Seriald/1/1
c 172.259.32.4/30 is directly connected, Seriald/ 1/ 0
c 172.29_3_.12/30 is directly connected, Serialldys0/1

bogotal (config-router) fdo sh ip route connected

c 172.25.1.0/24 is directly connected, GigabitEthernetd/0
[ 172 _.25_.3_.8/30 is directly connected, Serial0y/0,/0

c 172.25_.3_.12/30 is directly connected, Seriall/0/1

bogotal {(config-router) fdo sh ip route connected

c 172.29_.3_.0/30 is directly connected, Seriald/s1l/1
c 172.29_.3_4/30 is directly connected, Seriald/s1ys0
L 172 _25_3_8/320 is directly connected, Serialdys0,/0
c 205%.17.220_.4730 is directly connected, Seriald/s0/1
ISP {config-router)fdo sh ip route connected
c 205_.17_.220_.0/30 is directly connected, Serialdys0/ 0
c 209_17_.220_.4,30 is directly connected, Serialdysof 1

medellinl {(config-router)f#do sh ip route connected
172.25%_€.0,/30 is directly connected, Serialdy/ 071
172.29%.6.8/30 is directly connected, Seriald/s1ls0
172 .25 . €. 12/730 is directly connected, Seriald/ 1,1
20%_.17.220_.0/30 is directly connected, Serialld/s0/0

a0 nn

medellin (config-routerif do sh
[ 172.259.4_0/25 is directly
[ 172.29.€.0/30 is directly
c 172.25%.€.4/30 is directly

ip route connected

connected, GigakitEthernetld/0
connected, Serialld/0/1
connected, Serialld/ 0,0

medellind (config-router) §do sh ip route connected

172
172
172
172

29,4 1328725
.29 .8.4/30
.29.8.8/30
2% .8 12730

Ty

is directly connected, GigabitEthernetl/0
is directly connected,
is directly connected,
is directly connected, Serialld/s1/1

Serialdoys0/0
Serialdys1ys0
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Parte 5: Configurar encapsulamiento y autenticacion PPP.

Antes de inicias la configuracion las autenticaciones PAT y CHAP, realizaremos
encapsulado PPP

ISP (config)#int sO/0/0

ISP (config-if)y#encapsulation ppp

ISP (config-if)#no shutdown

ISP (config-if)#exit

ISP (config)#int sO/0/1

ISP (config-if)y#encapsulation ppp

ISP (config-if)#no shutdown

bogotal(config)#int s0/0/1
bogotal(config-if)#encapsulation ppp
bogotal(config-if)#no shutdown
medellin1(config)#int s0/0/0
medellin1(config-ify#encapsulation ppp
medellin1(config-if)#no shutdown

a. Segun la topologia se requiere que el enlace Medellin1 con ISP sea configurado
con autenticacion PAT.

ISP(config)#username medellinl secret cisco

ISP (config)#int s0/0/0

ISP (config-if)#ppp authentication pap

ISP (config-if)y#ppp pap sent-username isp password cisco
ISP (config-if)#exit

medellin1(config)#username ISP secret cisco

medellin1(config)#int s0/0/0

medellin1(config-ify#ppp authentication pap

medellin1(config-ify#ppp pap sent-username medellinl password cisco
medellin1(config-if)#exit

b. El enlace Bogota1 con ISP se debe configurar con autenticacién CHAP.
ISP(config)#username bogotal secret class
ISP (config)#int s0/0/1

ISP(config-if)#ppp authentication chap
ISP(config-if)y#no shutdown
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bogotal(config)#username ISP secret class
bogotal(config)#int s0/0/1
bogotal(config-if)#ppp authentication chap
bogotal(config-if)#no shutdown

Parte 6: Configuracion de PAT.

a. En latopologia, si se activa NAT en cada equipo de salida (Bogota1 y Medellin1),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, solo existira comunicacion hasta los routers Bogota1, ISP y Medellin1.
b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellin1. Compruebe que la traduccién de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién debe
ser traducida automaticamente a la direccién de la interfaz serial 0/1/0 del router
Medellin1, cémo diferente puerto.

c. Proceda a configurar el NAT en el router Bogota1. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogota1, como diferente puerto.

bogotal(config)#access-list 1 permit 172.29.0.0 0.0.3.255
bogotal(config)#int s0/0/1

bogotal(config-if)#ip nat outside

bogotal(config-if)#int sO/1/1

bogotal(config-if)#ip nat inside

bogotal(config-if)#int s0/1/0

bogotal(config-if)#ip nat inside

bogotal(config-if)#int s0/0/0

bogotal(config-if)#ip nat inside

medellin1(config)#ip nat inside source list 1 int sO/0/0 overload
medellin1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
medellin1(config)#int sO/0/0

medellin1(config-if)#ip nat outside

medellin1(config-if)#int sO/0/1

medellin1(config-if)#ip nat inside

medellin1(config-if)#int s0/1/0

medellin1(config-if)#ip nat inside

medellin1(config-if)#int sO/1/1

medellin1(config-if)#ip nat inside
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Parte 7: Configuracioén del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

c. Configurar lared Bogota2 y Bogota3 donde el router bogota2 debe ser el servidor
DHCP para ambas redes Lan.

d. Configure el router Bogota1 para que habilite el paso de los mensajesBroadcast
hacia la IP del router BogotaZ2.

medellin2(config)#ip dhcp excluded-add 172.29.4.1 172.29.4.5
medellin2(config)#ip dhcp excluded-add 172.29.4.129 172.29.4.133
medellin2(config)#ip dhcp pool medellin2
medellin2(dhcp-config)#network 172.29.4.0 255.255.255.128
medellin2(dhcp-config)#default-router 172.29.4.1
medellin2(dhcp-config)#dns-server 8.8.8.8
medellin2(dhcp-config)#exit

medellin2(config)#ip dhcp pool medellin3
medellin2(dhcp-config)#network 172.29.4.128 255.255.255.128
medellin2(dhcp-config)#default-router 172.29.4.129
medellin2(dhcp-config)#dns-server 8.8.8.8

medellin3(config)#int g0/0
medellin3(config-if)#ip helper-add 172.29.6.5
medellin3(config-if)#exit

bogota3(config)#ip dhcp excluded-add 172.29.1.1 172.29.1.5
bogota3(config)#ip dhcp excluded-add 172.29.0.1 172.29.0.5
bogota3(config)#ip dhcp pool bogota2
bogota3(dhcp-config)#network 172.27.1.0 255.255.255.0
bogota3(dhcp-config)#default-router 172.27.1.1
bogota3(dhcp-config)#dns-server 8.8.8.8
bogota3(dhcp-config)#exit

bogota3(config)#ip dhcp pool bogota3
bogota3(dhcp-config)#network 172.29.0.0 255.255.255.0
bogota3(dhcp-config)#default-router 172.29.0.1
bogota3(dhcp-config)#dns-server 8.8.8.8

bogota2(config)#int g0/0

bogota2(config-if)#ip helper-add 172.29.3.13
bogota2(config-if)#exit
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Verificacion de los DHCP en los Pc

[ 50 Host
Physical Config Desktop Programming Attributes
(@) DHCP () Static
IP Address 1722946
Subnet Mask 255.255.255.128
Default Gateway 172.29.41
DNS Server 8.8.88
#1350 Host
Physical Config Desktop Programming Attributes
(@) DHCP () Static
IP Address 1722906
Subnet Mask 255.255.255.0
Default Gateway 1F2.29.0.1
DNS Server 33338
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2. DESARROLLO DE LA ACTIVIIDAD ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre
| 30 192.168.30.0/24 Administracién
| 40 192.168.40.0/24 Mercadeo
| 200 192.168.200.0/24 imi

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Fo/0 Buenos Aires
Foj24 | 802.1Q

192.168.99.3

DHCP DHCP
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2.1 EVIDENCIAS DE LA SOLUCION DEL ESCENARIO 2

1

PC Internet

Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

Prynicai | Gonfig | Destop | Dropramming | Atibsies
! > DHCP @) Static
1P agdress [209.185.200.230

1 Subnet Mask
Detaut Gateway
DNS Server

P8 Configuration
© oHep

1Pv6 Address

Link Local address.

© Auto Config

| 255 255 285 24
[209.165.200.225

[s.00.0

@ static

[Feso-20asarrres: 26

IPus Cateway I

1Py ONS Servar [

802.1x%
[ use 802.1x Security
Authentication Mos

WEB SERVER

¥ WEEB SERVER

Physical Config Services Desktop Programmin o Attributes
) DHCP (® Static
P Address [10.10.10.10

Subnet Mask

[2s5.255.255.0

Default Gatewray [10.10.101

DMS Server |o.0.0.0

IPwE Configuration

) DHCP ) Auto Config

@ Static

IPuE Address. |

Link Local Address

[ FEBOD::20C:B85FF:FEA3AS0S

IPwE Gatewway [

IPvE DNS Server [

8021
[ use 802.1X Security

Authentication MDS

CONFIGURACION ACCESO R1
Router(config)#hostname bogota
bogota(config)#enable secret class
bogota(config)#line consol 0
bogota(config-line)#password cisco
bogota(config-line)#login
bogota(config-line)#exit
bogota(config)#line vty 0 4
bogota(config-line)#password cisco
bogota(config-line)#login
bogota(config-line)#exit
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bogota(config)#service password-encryption
bogota(config)#banner motd #SOLO PERSONAL AUTORIZADO#
bogota(config)#no ip domain-lookup

CONFIGURACION PUERTOS R1

bogota(config)#int s0/0/0

bogota(config-if)#ip add 172.31.21.1 255.255.255.252
bogota(config-if)#clock rate 128000
bogota(config-if)y#no shutdown

bogota(config-if)#exit

CONFIGURACION ESTATICA POR DEFECTO R1
bogota(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
bogota(config)#

CONFIGURACION ACCESO R2
Router(config)#hostname Miami
miami(config)#enabl secret class

miami(config)#line console 0
miami(config-line)#password cisco
miami(config-line)#login
miami(config-line)#exit

miami(config)#line vty 0 4
miami(config-line)#password cisco
miami(config-line)#login
miami(config-line)#exit
miami(config)#service password-encryption
miami(config)#banner motd #SOLOPERSONAL AUTORIZADO#
miami(config)#no ip domain-lookup

CONFIGURACION PUERTOS R2

miami(config)#int s0/0/0

miami(config-if)#exit

miami(config)#int s0/0/1

miami(config-if)#ip add 172.31.21.2 255.255.255.252
miami(config-if)#clock rate 128000
miami(config-if)#no shutdown

miami(config-if)#exit

miami(config)#int s0/0/0

miami(config-if)#ip add 172.31.23.2 255.255.255.252
miami(config-if)#no shutdown

miami(config-if)#no shutdown

miami(config-if)#exit
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miami(config)#int f0/0

miami(config-if)#ip add 209.165.200.225 255.255.255.248
miami(config-if)#no shutdown

miami(config-if)#exit

miami(config)#int fO/1

miami(config-if)#ip add 10.10.10.11 255.255.255.0
miami(config-if)j#no shutdown

miami(config-if)#exit

CONFIGURACION ESTATICA POR DEFECTO R2
miami(config)#ip route 0.0.0.0 0.0.0.0 f0/0
miami(config)#

CONFIGURACION ACCESO R3
Router(config)#hostname buenosa
buenosa(config)#hostname buenosaires
buenosaires(config)#enable secret class
buenosaires(config)#line console 0
buenosaires(config-line)#password cisco
buenosaires(config-line)#login
buenosaires(config-line)#exit
buenosaires(config)#line vty 0 4
buenosaires(config-line)#password cisco
buenosaires(config-line)#login
buenosaires(config-line)#exit
buenosaires(config)#service password-encryption
buenosaires(config)#banner motd #SOLO PERSONAL AUTORIZADO#
buenosaires(config)#no ip domain-lookup

CONFIGURACION PUERTOS R3
buenosaires(config)#int s0/0/1

buenosaires(config-if)#ip add 172.31.23.1 255.255.255.0
buenosaires(config-if)#clock rate 128000
buenosaires(config-if)#no shutdown
buenosaires(config-if)#exit

CONFIGURACION PUERTOS LOOPBACK WEBSERVER
buenosaires(config)#int lo4

buenosaires(config-if)#ip add 192.168.4.1 255.255.255.0
buenosaires(config-if)y#no shutdown
buenosaires(config-if)#exit

buenosaires(config)#int lo5

buenosaires(config-if)#ip add 192.168.5.1 255.255.255.0
buenosaires(config-if)y#no shutdown
buenosaires(config-if)#exit

32



buenosaires(config)#int 106

buenosaires(config-if)#ip add 192.168.6.1 255.255.255.0
buenosaires(config-if)#no shutdown
buenosaires(config-if)#exit

buenosaires(config)#

CONFIGURACION ESTATICA POR DEFECTO R3
buenosaires(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1
buenosaires(config)#exit

CONFIGURACION ACCESO S1

Switch#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#enable secret class

S1(config)#line console 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#line vty 0 4

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption

S1(config)#banner motd #SOLO PERSONAL AUTORIZADO#
S1(config)#exit

CONFIGURACION ACCESO S3

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#enable secret class

S3(config)#line console 0

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#line vty 0 4

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption

S3(config)#banner motd #SOLO PERSONAL AUTORIZADO#
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2 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5555
Router ID R3 5888
Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

e Configurar todas las interfaces LAN como pasivas

e Establecer el ancho de banda para enlaces seriales en

256 Kb/s

e Ajustar el costo en la métrica de S0/0 a 9500

Determinamos los wildcard para las redes y la sumatoria de los lookup (solo una

direccion)

Address:
Metmask:
Wildcard:

Address:
Metmask:
Wildcard:

Address:
Metmask:
Wildcard:

192.168.30.0
255.255,.255.8 = 24
@.8.8.255

172.31.21.@
255.255.255.252 = 3@
d.8.8.3

172.31.23.8
255.255.255.252 = 3@
a.8.8.3

Interface lookup

Address:
Metmask:
Wildcard:

152.168.4.8
255.255.255.0 = 24
@.8.8.255
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CONFIGURACION OSPF R1

bogota(config)#router ospf 1

bogota(config-router)#router-id 1.1.1.1
bogota(config-router)#network 172.31.21.0 0.0.0.3 area 0
bogota(config-router)#network 192.168.30.0 0.0.0.255 area O
bogota(config-router)#network 192.168.40.0 0.0.0.255 area 0
bogota(config-router)#network 192.168.200.0 0.0.0.255 area 0
bogota(config-router)#network 192.168.99.0 0.0.0.255 area 0
bogota(config-router)#passive-int default
bogota(config-router)#no passive-int s0/0/0
bogota(config-router)#auto-cost reference-bandwidth 1000

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
bogota(config-router)#exit

CONFIGURACION ANCHO DE BANDA Y COSTO R1
bogota(config)#int s0/0/0

bogota(config-if)y#bandwidth 256

bogota(config-if)#ip ospf cost 9500

CONFIGURACION OSPF R2

iami(config)#router ospf 1

miami(config-router)#router-id 5.5.5.5

miami(config-router)#network 172.31.21.0 0.0.0.3 area 0
miami(config-router)#network 172.31.21.0 0.0.0.3 area 0

02:47:32: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 f
miami(config-router)#network 172.31.23.0 0.0.0.3 area 0
miami(config-router)#network 10.10.10.0 0.0.0.255 area 0
miami(config-router)#passive-int f0/1

miami(config-router)#auto-cost reference-bandwidth 1000

CONFIGURACION ANCHO DE BANDA Y COSTO R2
iami(config-if)#ip ospf cost 9500

miami(config-if)#exit

miami(config)#int s0/0/0

miami(config-if)#bandwidth 256

miami(config-if)#ip ospf cost 9500
miami(config-if)#exit

miami(config)#
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CONFIGURACION OSPF R3

buenosaires(config)#router ospf 1
buenosaires(config-router)#router-id 8.8.8.8
buenosaires(config-router)#network 172.31.23.0 0.0.0.3 area 0
buenosaires(config-router)#network 192.168.4.0 0.0.0.255 area 0
buenosaires(config-router)#passive-int lo4
buenosaires(config-router)#passive-int 105
buenosaires(config-router)#passive-int l06
buenosaires(config-router)#auto-cost reference-bandwidth 1000

CONFIGURACION ANCHO DE BANDA Y COSTO R3
buenosaires(config)#int s0/0/1
buenosaires(config-if)#bandwidth 256
buenosaires(config-if)#ip ospf cost 9500
buenosaires(config-if)#exit

Verificar informacion de OSPF

. Visualizar tablas de enrutamiento y routers conectados por OSPFv2

bogotatsh ip ospf neig

Neighbor ID Pri State Dead Time Lddress
Interface

5.5.5.5 a FUOLLS - Q0:00:35 172.31.21.2
Seriald/sO0/0

miamifsh ip ospf neig

Neighbor ID Eri State Dead Time Zddress
Interface

1.1.1.1 a FULLS - 00:00:32 172.31.21.1
Seriald/0 /1

ndamiﬂ

buenocsairesgsh ip ospf neig

Neighbor ID Eri State Dead Time Lddress
Interface

5.5.5.5 a FOLLS - 00:-00:3¢ 172.31.23.2
Serialdsors1

buenocsairesgsh ip protocols
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Visualizar lista resumida de interfaces por OSPF en donde seilustre el costo
de cadainterface

bogotagsh ip ospf int

Seriald/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Rrea 0

Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT,
Cost: 5500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit

Hello due in 00:00:00
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Zdjacent neighbor count is 1
Edjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
bugutaﬂ Al

miamifsh ip ospf int

FastEthernet(/1 is up, line protococl is up
Internet address is 10.10.10.11/24, Area 0O
Process ID 1, Router ID 5.5.5.5, Network Type BRORDCRST, Cost: 1
Transmit Delay is 1 sec, State DR, Priocrity 1
Designated Router (ID) 5.5.5.5, Interface address 10.10.10.11
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

Ho Hellos (Passive interface)

Index 1/1, flood gueue length 0O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is O

Suppress hello for 0 neighbori(s)
Seriald/0/0 is up, line protocol is up

Internet address is 172.31.23.2/20, Brea 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT,
Cost: 58500

Transmit Delay is 1 sec, State POINI-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:02

Index 2/2, flood gueue length 0O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Suppress hello for 0 neighboris)
Seriald/0/1 is up, line protocol is up

Internet address is 172.31.21.2730, Rrea 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT,
Cost: 5500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network
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buenosairesg#sh ip ospf int|

Loopback4 is up, line protocol is up

Internet address is 132.1€3.4.1/24, Rrea 0
Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host

Seriald/0/1 is up, line protocol is up

Internet address is 172.31.23.1/24, Area 0
Process ID 1, Router ID 8.8.8.8, Network Type POINT-TO-BOINT,

Cost: 3500

Transmit Delay is 1 sec, State POINT-TCO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:07
Index 2/2, flood gueue length 0
Wext 0x=0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighbor(s)

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.

bogotagsh ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.21.21.0 0.0.0.2 area 0
192.1€28.20.0 0.0.0.255 area 0
192.168.40.0 0.0.0.255 area 0
192.168.200.0 0.0.0.255 area 0
152.1€8.95.0 0.0.0.255 area 0
Passive Interface(s):

Vlanl
FastEthernet0/0
FastEthernetd/1
Seriald/0/1
Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 00:17:38
5.5.5.5 110 00:17:38

Distance: (default is 110)

miamigsh ip protocols

Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):

FastEthernetl/1

Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:18:14
5.5.5.5 110 00:-18:14

Distance: (default is 110)
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buenosairesdsh ip protoco 1s

Routing Protocol is "ospf 1™

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Router ID 8.8.8.8

Number of areas in this router is 1. 1 normal 0 stub O nssa

s
Maximum path: 4
Routing for Metworks:
172.31.23.0 0.0.0.3 area 0
192.1€28.4.0 0.0.0.255 area 0
Passive Interface(s):
Loopbackd
Loopbacks
Loopbacke
Routin g Information Sources -
Cateway Distance Last Update
1.1.1.1 110 00:2€:01
5.5.5.5 110 00:02-40
3.3.8.8 110 00:02:3%
Distance: (default is 110)

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

establecida.

CONFIGURACION S1

S1(config)#vlan 30

S1(config-vlan)#name ADMINISTRACION
S1(config-vlan)#EXIT

S1(config)#vlan 40

S1(config-vlan)#name MERCADEO
S1(config-vlan)#EXIT

S1(config)#vlan 200
S1(config-vlan)#name MANTENIMIENTO
S1(config-vlian)#EXIT

S1(config)#vlan 99

S1(config-vlan)#name S1S3
S1(config-vlan)#EXIT

S1(config)#vlan 99

S1(config)#int vlan 99

S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown
S1(config-if)#exit

S1(config)#ip default-gateway 192.168.30.1
S1(config)#int f0/3

S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit

S1(config)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlian 1
S1(config-if)#exit

S1(config)#int range f0/1-2, f0/4-23, g0/1
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S1(config-if-range)#switchport mode access
S1(config-if-range)#exit

S1(config)#int fO/1

S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#int range f0/2, f0/4-23, g0/1
S1(config-if-range)#shutdown

CONFIGURACION S3

S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRACION
S3(config-vian)#EXIT

S3(config)#vlan 40

S3(config-vlan)#name MERCADEO
S3(config-vian)#EXIT

S3(config)#vlan 200

S3(config-vlan)#name MANTENIMIENTO
S3(config-vlian)#EXIT

S3(config)#vlan 99

S3(config-vlan)#name S1S3
S3(config-vlian)#EXIT

S3(config)#int vlan 99

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown
S3(config-if)#exit

S3(config)#ip default-gateway 192.168.40.1
S3(config)#int f0/3

S3(config-if)#switchport mode trunk
S3(config-if)y#switchport trunk native vlan 1
S3(config-if)#exit

S3(config)#int range f0/1-2, f0/4-24, g0/1-2
S3(config-if-range)#switchport mode access
S3(config-if-range)#exit

S3(config)#int fO/1

S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#exit

S3(config)#int range f0/2, f0/4-24, g0/1-2
S3(config-if-range)#shutdown
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1 ®s - o x LX)

Physical  Config  CLl  Aftributes Physical  Config  CLI  Attributes.

[| 10S Command Line Interface 108 Command Line Interface

ccccccccccc

CONFIGURACION 802.1Q EN R1

bogota#

bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#int f0/0.30
bogota(config-subif)y#encapsulation dotlq 30
bogota(config-subif)#ip add 192.168.30.1 255.255.255.0
bogota(config-subif)#exit

bogota(config)#int f0/0.40
bogota(config-subif)#encapsulation dotlq 40
bogota(config-subif)#ip add 192.168.40.1 255.255.255.0
bogota(config-subif)#exit

bogota(config)#int f0/0.200
bogota(config-subif)#encapsulation dotlg 200
bogota(config-subif)#ip add 192.168.200.1 255.255.255.0
bogota(config-subif)#exit

bogota(config)#int f0/0.99
bogota(config-subif)#encapsulation dotlq 99
bogota(config-subif)#ip add 192.168.99.1 255.255.255.0
bogota(config-subif)#exit

bogota(config)#

bogota(config)#interface FastEthernet0/0
bogota(config-if)#no shutdown

bogota(config-if)#
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4. En el Switch 3 deshabilitar DNS lookup

53zen

Password:

53gcont ¢

Enter configuration commands, one per line. End with CHNTL/Z.
53 ({config) #no ip domain-loockup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

CONFIGURACION EN S1

S1(config)#int vlan 30

S1(config-if)#ip add 192.168.30.2 255.255.255.0
S1(config-if)y#no shutdown

S1(config-if)#int vlan 40

S1(config-if)#ip add 192.168.40.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#int vlan 200

S1(config-if)#

S1(config-if)#ip add 192.168.200.2 255.255.255.0
S1(config-if)y#no shutdown

CONFIGURACION EN S2

S3(config)#int vlan 30

S3(config-if)#ip add 192.168.30.2 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#exit

S3(config)#int vlan 40

S3(config-if)#ip add 192.168.40.2 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#exit

S3(config)#int vlan 200

S3(config-if)#ip add 192.168.200.2 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#exit
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6 Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Sl#sh ip int br
Interface Ip-Address OK? Method Status Protocol
FastEthernet0/1 unassigned YES manual up wp
FastEthernet0/2 unassigned YES manual administretively down down
FastEthernet0/3 unassigned YES manual up up
FastEhernet0/4 unassigned YES manual administratively down dewn
FastEthernet0/s unassigned YES manual administratively down dewn
FastEthernet0/€ unassigned ¥ES manual administravively down dewn
FastEthernet0/7 unassigned ¥ES manual administravively down dewn
FastEthernst0/s unassigned ¥ES manual administratively down down
FastEthernst0/s unassigned ¥ES manual administratively down down
FastEthernet0/10 unassigned YES manual administratively down down
FastEthernet0/11 unassigned ¥ES manual administratively down down
FastEthernet0/12 unassigned YES manual administratively down down
FastEthernet0/13 unassigned YES manual administratively down down
FastEthernet0/14 unassigned YES manual administratively down down
FastEthernet0/15 unassigned YES manual administratively down down
FastEthernet0/1€ unassigned YES manual administratively down down
FastEthernet0/17 unassigned YES manual administretively down down
FastEthernet0/18 unassigned YES manual administretively down down
FastEthernet0/19 unassigned YES manual administratively down dewn
FastEshernet0,/20 unassigned YES manual administratively down dewn
FastEthernst0/21 unassigned ¥ES manual administravively down dewn
FastEthernst0/22 unassigned ¥ES manual administravively down dewn
FastEthernst0/23 unassigned ¥ES manual administratively down down
FastEthernst0/24 unassigned ¥ES manual up wp
CigabitZthernetd/1 unassigned ¥ES manual administratively down down
CigabitIthernetd/2 unassigned ¥ES manual down down
Vlanl unassigned YES manual administratively down down
Vian3o 152.165.30.2  YES manual up wp
Viando 152.165.40.2  YES manual up wp
Vlanss 152.168.55.2  YES manual up wp
Vlanz00 152.165.200.2  YES menual up wp

S3fsh ip int br
Interface IP-2ddress OK? Method Status Protocol
FastEthernet0/l unassigned YES manual u

FastZthernet0/2 unassigned YES manual administratively down down
FastSthernet0/3 unassigned YES manual up up
FastZthernet0/4 unassigned YES manual administratively down down
FastSthernet0/s unassigned YES manual administratively down down
FastZthernet0/§ unassigned YES manual administratively down down
FastEthernet0/T unassigned YES manual administratively down down
FastZthernet0/8 unassigned YES manual administratively down down
FastSthernet0/s unassigned YES manual administratively down down
FastZthernet0/10 unassigned YES manual administratively down down
FastEtherneto/1l unassigned YES manual administratively down down
FastZthernet0/12 unassigned YES manual administratively down down
FastEthernet/13 unassigned YES manual administratively down down
FastZthernet0/14 unassigned YES manual administratively down down
FastEthernet0/1s unassigned YES manual administratively down down
FastZthernet0/18 unassigned YES manual administratively down down
FastEthernet0/17 unassigned YES manual administratively down down
FastZthernet0/18 unassigned YES manual administratively down down
FastSthernet/1s unassigned YES manual administratively down down
FastZthernet0/20 unassigned YES manual administratively down down
FastEthernet0/zl unassigned YES manual administratively down down
FastZthernet0/22 unassigned YES manual administratively down down
FastSthernet0/23 unassigned YES manual administratively down down
FastZthernet0/24 unassigned YES manual administratively down down
GigabitEthernetn/l unassigned YES manual administratively down down
GigabitZthernes0/2 unassigned YES manual administratively down down
Vianl unassigned YES manual administratively down down
Vlan30 152.1€8.30.2  ¥ES manual up up
Viando 152.1€2.40.2  YES manual up up
Vlangs 152.1€8.95.3  YES manual up up
vianzoo 152.1€2.200.2  YSS manual up up
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7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

CONFIGURACIONENR17,8Y9

bogota(config)#ip dhcp excluded-add 192.168.30.1 192.168.30.30
bogota(config)#ip dhcp excluded-add 192.168.40.1 192.168.40.30
bogota(config)#ip dhcp pool ADMINISTRACION
bogota(dhcp-config)#dns-server 10.10.10.11
bogota(dhcp-config)#domain-name ccna-unad.com
bogota(dhcp-config)#default-router 192.168.30.1
bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
bogota(dhcp-config)#exit

bogota(config)#ip dhcp pool MERCADEO
bogota(dhcp-config)#dns-server 10.10.10.11
bogota(dhcp-config)#domain-name ccna-unad.com
bogota(dhcp-config)#default-router 192.168.40.1
bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
bogota(dhcp-config)#exit

bogota(config)#

10. Configurar NAT en R2 para permitir que los hosts puedan salir a internet
miami(config)#access-list 1 permit 192.168.30.0 0.0.0.255
miami(config)#access-list 1 permit 192.168.40.0 0.0.0.255
miami(config)#access-list 1 permit 192.168.4.0 0.0.0.255
miami(config)#ipnatpoolinternet209.165.200.225209.165.200.228netmask255.255.
255.248

miami(config)#ip nat inside source list 1 pool internet

miami(config)#ip nat inside source static 10.10.10.10 209.165.200.229
miami(config)#int f0/0

miami(config-if)#ip nat outside
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Univ
Abie:

miami(config-if)#int fO/1
miami(config-if)#ip nat inside
miamifsh ip mat statistics
Total translations: 2 (1 static, 1 dynamic, 1 extended)
Cutside Interfaces: FastEthernetO/0
Inside Interfaces: FastEthernetl/l
Hits: 1% Misses: €
Expired translations: 3
Dynamic mappings:
—— Inside Source
access—list 1 pool intermet refCount 0O
pool internet: netmask 255_255_255_248
start 209.1€5.200.225 end 209.1€5.200.228
Itype generic, total addresses 4 , allocated O (0%), misses O

11 Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 haciaR2.

miami(config)#ip access-list standard admin
miami(config-std-nacl)#permit host 172.31.21.1
miami(config-std-nacl)#exit

miami(config)#line vty 0 4
miami(config-line)#access-class admin in
miami(config-line)#exit

miami(config)#

12 Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 haciaR2.

miami(config)#access-list 100 permit tcp any host 209.165.200.229 eq www
miami(config)#access-list 100 permit icmp any any echo-reply
miami(config)#int f0/0

miami(config-if)#ip access-group 100 in

miami(config-if)#exit

miami(config)#
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13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

Ping y Traceroute desde PC-A a PCINTERNET
=

| Physical Config Desktop Programming Adtributes
|
| | mpt

ply

uikr
|
X
X
route o

g
|
X
a

Ping y Traceroute desde PC-C a PC INTERNET

¥ pc-C

Phys=ical Config Desktop Programming Adtributes

Tracing
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Ping y Traceroute desde R1 a R3

SOLO FERSONAL AUTCORIZADD
User Rccess Verification
Password:

bogotaren
Password:
bogotagping 172.31.23.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31_.23_.1, timeocut is I seconds:
Success rate is 100 percent (5/5), round-trip minfavg/max = 2/7/15
ms

bogotaftraceroute 172.31.23.1
Type escape seguence to abort.
Tracing the route to 172.31.23.1

1 172.31.21.2 1l msec 0 msec 1l msec
2 172.31.23.1 & msec 3 msec 1l msec
bogotag
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CONCLUSIONES

Durante el proceso de profundizacion de Cisco se trabaja sobre una curva de
conocimiento basico hasta llegar a configuraciones en topologias aplicables
en el ambito laboral actual, logrando en el desarrollo de los escenarios
planteados la aplicacion de configuraciones como la de direccionamiento,
seguridad, OSPF, NAT, entre otros.

De los dispositivos conocidos en este proceso se considera que el
servidor DHCP importante debido a que mejora la administracion de una
red, ya que una gran parte de la configuracion la realizaria elservidor.

Se resalta de manera positiva la herramienta Packet Tracer durante el
desarrollo del diplomado, el cual permite simular cualquier tipo de red con
diferentes dispositivos segun el disefio, errores en la mismay las posibles
soluciones que se puede aplicar y sus respectivas comprobaciones.
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