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INTRODUCCION

En este documento se encuentra resuelta la actividad final de la prueba de
habilidades, en este se encuentran inmersos en la solucion, los conceptos de
enrutamiento, pardmetros de seguridad, acceso a los dispositivos, entre otros
conceptos.

En los dos escenarios propuestos para la solucion del presente documento se
evidencian las respectivas validaciones, anexando capturas de los diferentes
resultados y comandos utilizados para dichos resultados.



ESCRIPCION DE ESCENARIOS PROPUESTOS PARA LA PRUEBA DE
HABILIDADES

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.
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Figura 1. Topologia de la red.

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Configuracién del enrutamiento

Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacién automatica.

Los routers Bogotal y Medellin deberan afiadir a su configuraciéon de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla
dentro de las publicaciones de RIP.

El router ISP debera tener una ruta estatica dirigida hacia cada red interna
de Bogota y Medellin para el caso se sumarizan las subredes de cada uno a
122.

Tabla de Enrutamiento.

a)
b)
c)
d)
e)

f)

Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

Verificar el balanceo de carga que presentan los routers.

Obsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacion, por tener dos enlaces de conexién hacia otro router y por la ruta
por defecto que manejan.

Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.



Deshabilitar la propagacion del protocolo RIP.

a) Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se
indican las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Verificacion del protocolo RIP.

a) Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version
de RIP y las interfaces que participan de la publicacion entre otros datos.

b) Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Configurar encapsulamiento y autenticacion PPP.
a) Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacién PAT.
b) El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

Configuracién de PAT.

a) En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, so6lo existira comunicacion hasta los
routers Bogotal, ISP y Medellinl.



b)

Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellinl. Compruebe que la traduccién de direcciones
indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida autométicamente a la direccion de la interfaz
serial 0/1/0 del router Medellinl, cémo diferente puerto.

Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccidén debe ser traducida automaticamente
a la direccion de la interfaz serial 0/1/0 del router Bogot4l, como diferente
puerto.

Configuracién del servicio DHCP.

a)
b)
c)

d)
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Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

El router Medellin3 deberé habilitar el paso de los mensajes broadcast hacia
la IP del router Medellin2.

Configurar la red Bogotad2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router BogotaZ2.
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Figura 2. Topologia del Escenario 1



Configuracién Seguridad

e Router BOGOTA 1

BOG1(config)#enable secret class
BOG1(config)#line console O
BOG1(config-line)#password cisco
BOG1(config-line)#exec-timeout 5 0
BOG1(config-line)#login
BOG1(config-line)#loggin synchronous
BOG1(config-line)#exit

BOG1(config)#line vty 0 4
BOG1(config-line)#password cisco
BOG1(config-line)#exec-timeout 5 0
BOG1(config-line)#login
BOG1(config-line)#loggin synchronous
BOG1(config-line)#exit
BOG1(config)#service password-encryption
BOG1(config)#banner motd $NO AUTORIZADO$

Los comandos anteriores se repiten en todos los Routers

Configuracion de Enrutamiento

R ISP

ISP(config)#int s0/0/0

ISP(config-if)#ip add 209.17.220.1 255.255.255.252
ISP(config-if)#clock rate 4000000

ISP (config-if)#no shutdown

ISP(config-if)#int sO/0/1

ISP(config-if)#ip add 209.17.220.5 255.255.255.252



ISP (config-if)#clock rate 4000000
ISP (config-if)#no shutdown

R BOG1

OG1(config)#int s0/0/0

BOG1(config-if)#ip add 209.17.220.6 255.255.255.252
BOG1(config-if)#no shut

BOG1(config-if)#int sO/0/1

BOG1(config-if)#ip add 217.29.3.9 255.255.255.252
BOG1(config-if)#clock rate 400000

Unknown clock rate

BOG1(config-if)#clock rate 4000000
BOG1(config-if)#no shut

BOG1(config-if)#int sO/1/0

BOG1(config-if)#ip add 172.29.3.1 255.255.255.252
BOG1(config-if)#clock rate 4000000
BOG1(config-if)#no shut

BOG1(config-if)#int sO/1/1

BOG1(config-if)#ip add 172.29.3.5 255.255.255.252
BOG1(config-if)#clock rate 4000000
BOG1(config-if)#no shut

R BOG 2

BOG2(config)#int s0O/0/0

BOG2(config-if)#ip add 172.29.3.10 255.255.255.252
BOG2(config-if)#no shut

BOG2(config-if)#int sO/0/1
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BOG2(config-if)#ip add 172.29.3.10 255.255.255.252
BOG2(config-if)#ip add 172.29.3.13 255.255.255.252
BOG2(config-if)#clock rate 4000000
BOG2(config-if)#no shut

BOG2(config-if)#int g0/0
BOG2(config-if)#ip add 172.29.1.1 255.255.255.0
BOG2(config-if)#no shut

R BOG 3

BOG3(config)#int s0/0/0
BOG3(config-if)#ip add 172.29.3.2 255.255.255.252
BOG3(config-if)#no shut

BOG3(config-if)#int sO/0/1
BOG3(config-if)#ip add 172.29.3.6 255.255.255.252
BOG3(config-if)#no shut

BOG3(config-if)#int g0/0
BOG3(config-if)#int g0/0
BOG3(config-if)#ip add 172.29.0.1 255.255.255.0
BOG3(config-if)#no shut

R MED1

MED1(config)#int s0/0/0

MED1(config-if)#ip add 209.17.220.2 255.255.255.252
MEDZ1(config-if)#no shut

MED?1(config-if)#int sO/0/1

MED1(config-if)#ip address 172.29.6.1 255.255.255.252
MED?1(config-if)#clock rate 4000000

MED1(config-if)#no shut

11



MED1(config-if)#int s0/1/0

MED1(config-if)#ip add 172.29.6.9 255.255.255.252
MED1(config-if)y#clock rate 40000000
MED1(config-if)#clock rate 4000000
MEDZ1(config-if)#no shut

MED1(config-if)#int sO/1/1

MED1(config-if)#ip add 172.29.6.13 255.255.255.252
MED1(config-if)#clock rate 4000000
MED1(config-if)#no shut

R MED 2

MED?2(config)#int sO/0/0
MED2(config-if)#ip add 172.29.6.2 255.255.255.252
MEDZ2(config-if)#no shut

MEDZ2(config-if)#int sO/0

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed stat
MEDZ2(config-if)#int sO/0/1

MED2(config-if)#ip add 172.29.6.5 255.255.255.252

MED?2(config-if)#clock rate 4000000

MED2(config-if)#no shut

MED2(config-if)#int g0/0

MED2(config-if)#clock rate 4000000
MEDZ2(config-if)#clock rate 400000
MED2(config-if)#int g0/0

MED?2(config-if)#ip add 172.29.4.1 255.255.255.128
MED2(config-if)#no shut

R MED3

MED3(config)#int s0/0/0

MED3(config-if)#ip add 172.29.6.10 255.255.255.252
MED3(config-if)#no shut

MED3(config-if)#int sO/0/1
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MED3(config-if)#ip add 172.29.6.14 255.255.255.252
MED?3(config-if)#no shut

MED3(config-if)#int s0/1/0
MED3(config-if)#ip add 172.29.6.6 255.255.255.252
MED3(config-if)#no shut

MED3(config-if)#ip add 172.29.6.129 255.255.255.128
MED3(config-if)#no shut

Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacién automaética.

R BOG1

BOG1(config)#router rip
BOG1(config-router)#version w
BOG1(config-router)#version 2
BOG1(config-router)#no auto-summary
BOG1(config-router)#network 172.29.3.0
BOG1(config-router)#network 172.29.3.4
BOG1(config-router)#network 172.29.3.8
BOG1(config-router)#passive-interface s0/0/0

R BOG2
BOG2(config)#router rip
BOG2(config-router)#version 2
BOG2(config-router)#no auto-summary
BOG2(config-router)#network 172.29.1.0
BOG2(config-router)#network 172.29.3.8
BOG2(config-router)#network 172.29.3.12
BOG2(config-router)#passive-interface g0/0
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R BOG3
BOG3(config-if)#route rip
BOG3(config-router)#version 2
BOG3(config-router)#no auto-summary
BOG3(config-router)#do show ip route connected
BOG3(config-router)#network 172.29.0.0
BOG3(config-router)#network 172.29.3.0
BOG3(config-router)#network 172.29.3.4
BOG3(config-router)#network 172.29.3.12
BOG3(config-router)#passive-interface g0/0

R MED1

MED1(config)#router rip
MEDZ1(config-router)#version 2
MED1(config-router)#no auto-summary
MED1(config-router)#do show ip route connected
MED1(config-router)#network 172.29.6.0
MED1(config-router)#network 172.29.6.8
MED1(config-router)#network 172.29.6.12

R MED2
MED2(config)#router rip
MEDZ2(config-router)#version 2
MED2(config-router)#no autosummary
MEDZ2(config-router)#network 172.29.4.0
MEDZ2(config-router)#network 172.29.6.0
MED2(config-router)#network 172.29.6.4
MEDZ2(config-router)#passive-interface g0/0
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R MED3
MED3(config)#router rip
MED3(config-router)#version 2
MED3(config-router)#no auto-summary
MED3(config-router)#network 172.29.4.128
MED3(config-router)#network 172.29.6.4
MED3(config-router)#network 172.29.6.8
MED3(config-router)#network 172.29.6.12
MED3(config-router)#passive-interface g0/0

e Los routers Bogotal y Medellin deberdn afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla
dentro de las publicaciones de RIP.

R BOG1

BOG1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOG1(config)#router rip
BOG1(config-router)#default-information originate
R MED1

MED1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1

MEDZ1(config)#router rip
MED1(config-router)#default-information originate

e El router ISP debera tener una ruta estatica dirigida hacia cada red interna
de Bogota y Medellin para el caso se sumarizan las subredes de cada uno a
122.

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.6

Tabla de Enrutamiento.
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a) Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

b) Verificar el balanceo de carga que presentan los routers.

c) Obsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacion, por tener dos enlaces de conexion hacia otro router y por la ruta
por defecto que manejan.

d) Los routers Medellin2 y Bogotd2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e) Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

R ISP

P =5 EoB 5T

| Physical | config | clUI | Attributes

105 Command Line Interface

IsP§
%5¥5-5-CONFIG I: Configured from conscle by conscle
El
% Ambiguous command: "s"
ISP§show ip route
Codes: L - local, C - connected, 5 - static, B - RIPF, M - mobile, B
- BGP
D - EIGRP, EX - EIGRP extermal, 0 - OSPF, IX - OSPF inter
area
N1 - OSPF NSSA externzal type 1, N2 - OSPF N55X external type
z
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - I5-I5, Ll - IS-IS5 level-l, LZ - IS-I5 level-Z, ia - IS-IS
inter area
“ - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Cateway of last resort is not set

172.25.0.0/22 is subnetted, 1 subnets
) 172.29.4.0/22 [1/0] wia 205.17.220.2
[1/0] wia 205.17.220.%
209.17.220.0/24 is wariably subnetted, 4 subnets, 2 masks

c 209.17.220.0/30 is directly connected, Serial0/0/0

L 209.1 -1/32 is directly connected, Serial0/0/0

c 209.17.220.4/30 is directly connected, Serial0/0/1

L 209.17.220.5/32 is directly connected, Serial0/0/1 E

ISF: i
Copy Paste

Top

Figura 3. Tabla de Enrutamiento en router ISP

R BOG1
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¥ poGoTAl
| Physical | config | cuI | Attributes
105 Command Line Interface
TETIWETAT
BOG1l#show ip route 0
Codes: L - local, C - connected, 5 - static, R - RIPF, M - mobile, B - BEP
D - EIGRP, EX - EIGRF external, O - QO5FF, IR - OS5EF inter area
N1 - OS5PF MS5R external type 1, NZ - OSPF NS5R external type 2
El - OQSPF external type 1, EZ - O5FF external type 2, E - EGP
i - Is-Is, L1 - IS-IS5 level-l, LZ - IS-I5 level-2Z, ia - IS-IS inter area
* - candidate defsult, U - per-user static route, o - CODR
P - periodic downloaded static route
Gateway of last resort is Z0%.17.Z20.5 to network 0.0.0.0
172.29_0.0/16 is variably subnetted, 8 subnets, 3 masks
R -25.0.0/24 [120/1] wia -3.8, 00:00:05%, Seriald/1/1
[120/1] wia -3.2, 00:00:05%, Serial0/1/0
R 172.25.1.0/724 [120/Z2] wvia -3.8, 00:00:05%, Seriald/1/1
[120/2] wia 172.29.3.Z, 00:00:09, Serial0/s1/0
c 172.25.3.0/30 is directly connected, Serial0/s1/0
L 172.25.3.1/32 is directly connected, Serial0/s1/0
c 172.25.3.4/30 is directly connected, Serial0ds1/1
L 172.25.3.5/32 is directly connected, Serial0ds1/1
R 172.25.3.8/30 [120/2] wvia 172.29.3.6&, 00:00:09, Serial0/s1/1
[120/2] wia 172.29.3.Z, 00:00:09, Serial0/s1/0 =
R 172.25.3.12/30 [120/1] wvia 172.25.3.6, 00:00:0%, Serial0d/1/1 1
--More-- -
Copy ] [ Paste
[C Top

Figura 5. Tabla de enrutamiento router Bogota 1

R BOG2

¥ BoGOTAZ
| Physical | Config | clI | Attributes
105 Command Line Interface

TETTWOTAT
BOGZ#show ip route it
Codes: L - loczl, C - connected, 5 - static, B - RIPF, M - mobile, B - BGPE

D - EIGRP, EX - EIGRPF externzl, 0 - 05SPF, IR - OSPF inter area

N1 - OSEF NSSR external type 1, NZ - OS5PF MSSR externzl type 2

El - OSPF external type 1, - 0QS5PF externzl type Z, E =P

i - Is5-I5, L1 - IS-IS lewel-1l, Lz - IS-IS5 lewvel-Z, ia - IS-I5 inter arez

* - candidate default, U - per-user static route, o — CDR

P - periocdic downloaded static route
Gateway of last resort is 172.235.23.14 to metwork 0.0.0.0

0.0/16 is variebly subnetted, 9 subnets, 3 masks
R 23.0.0/24 [120/1] wvia 172.23.3.14, 00:00:03, Serialds0/1
c 29.1.0/24 is directly ccnnected, GigabitEthernet0/0
L 25.1.1/32 is directly connected, GigabitEthernet0/0
R 25.3.0/30 [120/1] wia 172.25.3.14, 00:00:0%, Serialds0/1
R 25.3.4/30 [120/1] wia 172.25.3.14, 00:00:0%, Serialds0/1
c 29.3.8/30 is directly connected, Seri=l0/0/0
L 29.3.10/32 is directly connected, Serialds0/0
c 29.3.12/30 is directly connected, Serisl0/0/1
L -29.3.13/32 is directly connected, Serizl0/0/1
B 0.0.0.0/0 [1Z0/Z] wia 172_23%.3 .14, 00:-:00:03%, Serialds0/1 =
BOGZE -
[F] Top

Figura 6.Tabla de Enrutamiento en router Bogota 2
R BOG3
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¥ BoGOTA3

| Physical | config | cI | Attmibutes

105 Command Line Interface

e W IF IoUTE
Codes: L - local, C - connected, 5 - static, R - RIPF, M - mokile, B - BGPE
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NS5R external type 1, NZ2 - O5PF NSS5R externzal type 2
El - OSPF externzl type 1, EZ - O5PF external type 2, E - EGP
i - Is-I5, L1 - IS-I5 lewel-1l, LZ - I5-I5 level-Z, ia - I5-IS inter
ares
* - candidate default, U - per-user sStatic route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 17Z.2%.3.1 to network 0.0.0.0

172.29.0.0/1¢ is wvariably subnetted, 10 subnets, 3 masks
c 172.29.0.0/24 is directly connected, GigabitEthernetl/0
L 172.25.0.1/32 is directly connected, GigabitEthernet0/0
R 172.29.1.0/24 [120/1] wia 172.29.3.13, 00:00:0&6, Seriall/1/0
c 172.29.3.0/230 is directly connected, Serial0/0/0
L 172.29.3.2/32 is directly connected, Serial0/0/0
c 172.29.3.4/30 is directly connected, Serial0s0/1
L 172.29.3.6/32 is directly connected, Serial0s0/1
R 172 3.8/30 [120/1] wia 172.25.3.13, 00:00:0&, Seriald/1/0
c 1 3.1Z/30 is directly connected, Serisl0s1/0
L 1 3.14/3Z is directly connected, Serisl0s1/0 =
R [120/1] wvia 172.25.3.1, 00:00:10, Serial0ys0/0 1

Copy ] [ Paste

[ Top

Figura 7.Tabla de Enrutamiento en router Bogota 3
R MED1

B2 MEDELLINL
| Physical I Config | CLI | Attributes
105 Command Line Interface
TEDI-ONoW IF ToOUTLE e
Codes: L - local, T - connected, 5 - static, B - RIP, M - mobkile, B - BEP
Ir — EIGRP, EX - EIGRPF externzl, O - O5PF, IR - OS5PF inter area
N1l - OSEF NS5R externzl type 1, NZ2 - OSPF MN55A extermnal type Z
E1 - OSDF external type 1, EZ - OSDF external type 2, E — ECD
i - IS-I5, Ll - I5-IS lewvel-1l, LZ - I5-IS5 level-Z, ia - IS-IS inter
ares
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is Z05.17.220.1 to metwork 0.0.0.0
172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
= 17Z.29.4.0/25 [120/1] wia 172.29.€.2, 00:00:00, Seri=l0s0/1
c 17Z.23.6.0/30 is directly connected, Serial0/0/1
L 17Z.29.6.1/32 is directly connected, Serial0/0/1
= 17Z.29.6.4/30 [120/1] wia 172.29.€.2, 00:00:00, Seri=l0s0/1
[1Z0/1] wia 172.Z5.&6.14, 00:00:11, Serial0/1/1
[120/1] wia 172.Z5.6.10, 00:00:11, Serial0/1/0
c 2% _6_.8/30 is directly connected, Serial0/S170
L 9.6.9/32 is directly connected, Serial0/1/0
c 9.6.12/30 is directly connected, Seriald/1l/1
L 29.6.13/32 is directly connected, Seriall/1/1 =
R 23.8.128/25 [120/1] wia 172.25.&6.14, 00:00:11, Seriald/1/1 1
—-More-- -
Copy ] [ Paste ]
[ Top

Figura 8.Tabla de Enrutamiento en router Medellin 1
R MED2
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¥ MEDELLINZ

| Physical | config | cl1 | Attributes

105 Command Line Interface

TMEDZ T onoW 1D EoUtE
Codes: L - local, C - connected, 5 - static, R - RIPF, M - mobile, B - BEPE
o — EIGRP, EX - EIGRPF external, © — O5PF, IR — O5PF inter area
N1l - OSPF NS5R external type 1, NZ - O5PF NS55A external type 2
El — OSPF extermnal type 1, EZ — OS5PF external type Z, E
i - Is-Is, L1 - IsS-IS level-l, LZ - I5-I5 lewvel-Z, iz -
inter area
* — pandidate default, U - per—-user static route, o - CLDR
E — periodic downloaded static route

Gateway of last resocrt is 172.23%_.¢€.1 to metwork 0.0.0.0

172.29.0.0/1¢ is wariably subnetted, % subnets, 3 masks

c 1 is directly connected, GigabitEthernetd/ 0
L 1 -4 is directly connected, GigabitEthernetd/0
c 172.29.8.0/30 is directly connected, Serizal0 070
L 172.29.6.2/32 is directly connected, Serizl0/0/0
c 172.25.€.4/30 is directly connected, Seriald/ 071
L 17Z2.29_.€_.5/32 is directly connected, Serial0ys0/1
=] 17z2.29.€.8/30 [120/1] wi= 172.259.e.1, 00:00:00, Serial0/ 070
[1Z20/1] wvia 17Z.Z3.&.&, 00:00:08, Seri=l0/0/1
R 172.29.8€.12/30 [120/1] wvia 1 S.6.1, 00:00:00, Serisld/0/ 0
[120/1]1 wvia 1 3.6.6, 00:00:08, SerialdsOs1 =
2 172 .29 €.128/25 [120/11 wvia 172.29.6.6, 00:00:08, Seriall/ 0,71 1
——More—— -

Copy ] [ Paste

[ Top

Figura 9.Tabla de Enrutamiento en router Medellin 2

R MED3

B MEDELLING

| Physical | config | clI | atiributes

105 Command Line Interface
El - OSDF extermal type 1, EZ2 - OSDPF external type 2, E - EGD
i - Is-Is, L1 - IS-IS level-l, LZ - IS-IS level-Z, iz - IS-IS
inter area
+ - candidate default, U — per-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is 17Z.Z23.6.3% to network 0.0.0.0

wariably subnetted, 10 subnets, 3 masks

=] [120/1] wia 172.Z23 5 00:00:27 Seriall/s1ls0

=] [120/1] wia 17 23 Serial0/ 071
[120/1] wia 172.23.8€.5 Seriall/L1/0
[120/1] wia 172.29_&. Seriall/0/0

c 17 -€.4/20 is directly connected, Serizl0/ 1,70

L 17 9.6.68/32 is directly connected, Serizl0/s1/0

C 17 9_&6.8/30 is directly connected, Seriald/ 070

L 17 29 _&6_10/32 is directly connected, Seriald/ /070

c 172.25.6.12/30 is directly connected, Serial0d/0/1

L 17 29.6.14/3Z2 is directly connected, Serial0s0/1

C 17 29.68.128/25 is directly connected, GigabitEthernet0/0

L 172.259.6.125/32 is directly connected, GigabitEthernet0/s0

B 0.0.0.0/0 [120/1] wia T7Z2.25%.6.3, 00:00:04, Seriald/s0/0

17z2.2 &
[120/1] wia 172.253.&6.13, 00:00:04, Serialds/0,/1

m

i
=)
(0]
v
[

Copy ] [ Paste ]

[ Top

Figura 10.Tabla de Enrutamiento en router Medellin 3
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e El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

e R el T kb ———— == .-

a.
a

ISPi{config)#ip route 17Z2_.23.4.0 Z255.255_252.0 Z205.17.
ISP (config)f#ip route 172.23.4.0 255_.255.252.0 Z05.17.

Figura 11. Rutas estaticas en router ISP

k1R
B3 R
m R

Deshabilitar la propagacion del protocolo RIP.

e Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacién del protocolo RIP, en la siguiente tabla se
indican las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

El punto anterior se encuentra realizado en la configuracién RIP, anteriormente
solicitada por la guia.

Verificacion del protocolo RIP.

a) Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la versién
de RIP y las interfaces que participan de la publicacion entre otros datos.

b) Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.
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Configurar encapsulamiento y autenticacion PPP.

a) Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAT.

b) El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

Autenticacién PPP

R ISP

ISP(config)#username MED1 pass cisco

ISP (config)#int s0/0/0

ISP (config-ify#encapsulation ppp

ISP(config-if)#ppp authentication pap

ISP (config-if)#ppp pap ?

sent-username Set outbound PAP username

ISP (config-if)y#ppp pap sent-username ISP password cisco

R MED1

MED1(config)#username ISP pass cisco
MED21(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

MED1(config)#int s0/0/0

MED1(config-if)#encapsulation ppp

MED1(config-if)#ppp authentication pap
MED1(config-if)#ppp pap sent-username MED1 pass cisco

21



Prueba de Ping

8% MEDELLINL |2 ]

| Physical | Config | CLI | Atiributes

105 Command Line Interface
MED] (config-if) §ppp pap sent-username MEDELLIN pass cisco
MED] (config-if) #ppp pap sent—username MED]1 pass cisco
MED] (config-if) §
SLINEPROTO-5-UEDOWN: Line protocol on Interface Serial0s0/0,
changed state to up

MED1 (config-if) fexit
MED] (config)fping 205.17.220.1

% Inwalid input detected at '~' marker.

MED] (config) fexit

MED1§

%5YS-5-CONFIG_I: Configured from conscle by conscle

MED1§ping 205.17.220.1

Iype escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 209.17.220.1, timeout is 2

seconds:
rrret
Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/6
ms £
MED1§ ol
Copy ‘ I Paste
[[] Top

Figura 12. Prueba de Ping desde el Router Medellin 1

Autenticaciéon CHAP

R ISP

ISP(config-ifjfusername BOGL1 pass cisco
ISP(config)#int s0/0/1
ISP(config-ify#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

ISP (config-if)#ppp authentication chap

R BOG1
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OG1(config)#username ISP pass cisco
BOG1(config)#int sO/0/0
BOG1(config-ify#encapsulation ppp
BOG1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

BOG1(config-ify#ppp authentication chap

Prueba de Ping

"

B 15p = E=R ==

| Physical I Config | CLI | Attributes

105 Command Line Interface

ISP (config-if) #encapsulation ppp ~
ISP (config-if)

£LINEEROTO-5-UPDOWN: Line protocol on Interface S5erisl0y 001,

changed state to down

ISP (config-if) #ppp authentication chap

ISP {config-if)#

£LINEEROTO-5-UPDOWN: Line protocol on Interface S5erisl0y 001,
changed state to up

ISP ({config-if) #EXIT

ISP {config) $EXIT

ISP

%5¥5-5-CONFIE I: Configured from console by console

ISDéping 209.17.220.6

Type escape segquence to sbort.
Sending 5, 100-byte ICMP Echos to 209_.17_.220_6, timecut is 2

seconds:
rrret
Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/510 ms E
ISPE e
Copy l [ Paste
[Z] Top

Figura 13. Pueba ping desde router ISP.
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Configuracién del servicio DHCP.

e Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

R MED2

ED2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MED2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
MED?2(config)#ip dhcp pool MED2

MED2(dhcp-config)#network 172.29.4.0 255.255.255.128
MED2(dhcp-config)#default-router 172.29.4.1
MED2(dhcp-config)#dns-server 8.8.8.8

MED2(dhcp-config)#exit

MED?2(config)#ip dhcp pool MED3
MED2(dhcp-config)#network 172.29.4.128 255.255.255.128
MED2(dhcp-config)#default-router 172.29.4.129
MED2(dhcp-config)#dns-server 8.8.8.8
MED2(dhcp-config)#exit
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R MED 3

B e

Physical Config Desktop Attributes Software/Services |

IF Configuration

IP Configuration

@ DHCP ) Static DHCP request successful.
IP Address 172.258.4.6

Subnet Mask 255.255.255.128

Default Gateway 172.29.4.1

DNS Server 8.8.8.8

IPv6E Configuration

) DHCP ) Auto Config @ Static
IPvE Address !
Link Local Address FEB0::2E0:BOFF:FEED: 1836

IPvE Gateway

IPvE DNS Server

[] Top

Figura 14. Configuracion PC 0-DHCP

MED3(config)#int g0/0
MED3(config-if)#ip helper-address 172.29.6.5
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Bpa [E=3 Eo =

Physical Config Desktop Attributes Software [Services |

[P Configuration

IP Configuration
@ DHCP

IP Address

Subnet Mask
Default Gateway

DNS Server

IPv6E Configuration

©) DHCP ) Auto Config @ Static
IPvE Address !
Link Local Address FES0::207:ECFF:FE38:5598

IPvE Gateway

IPvE DNS Server

[ Top

Figura 15. Configuracion PC 1-DHCP

a) El router Medellin3 deberéa habilitar el paso de los mensajes broadcast hacia
la IP del router Medellin2.

b) Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.
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®Epo2 [E=8(EcR 5

Physical I Config Desktop Attributes Software Services |

figuration

IP Configuration

@ DHCP ) Static DHCP request successful.
IP Address 172.29.0.6

Subnet Mask 255.255.255.0

Default Gateway 172.29.0.1

DNS Server 8.8.8.8

IPv6 Configuration

© DHCP () Auto Config @ Static
IPvE Address !
Link Local Address FES0::203:E4FF:FED4:3242

IPvE Gateway

IPvE DNS Server

[ Top

Figura 16. Configuracion PC2-DHCP
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¥ pc3

Physical Config Desktop Attributes Software Services |

IF Configuration

@ DHCP

IP Address
Subnet Mask
Default Gateway

DMNS Server

IPv6 Configuration

IPvE Address
Link Local Address
IPvE Gateway

IPvE DNS Server

) Static DHCF request succezsful.

) DHCP ) Auto Config @ Static

FES0::20C: CFFF:FEG3: 7562

[ Top

Figura 17. Configuracion PC3-DHCP
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ESCENARIO 2

Una mpresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamientoy demas aspectos que forman parte
de la topologia de red.

VLAN Direccionamiento Nombre

l nte rnet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3
192.168.99.2

Figura 18. Topologia Escenario 2
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"’:‘ I —
194
B2 Server-PT
Server Web
F‘?-l-'r‘.
l o
1941
R3

PC-PT
PC-C

Figura 19. Topologia en Packet Tracer
Configurar el direccionamiento IP acorde con latopologia de red para cada
uno de los dispositivos que forman parte del escenario

B pC IMTERNET — [m] X

Physical Config Desktop Attributes Software/Services

1P Configuration

IP Configuration

) DHeP ® Static

IP Address [209.165.200.230 |
Subnet Mask [255.255.255.248 |
Default Gateway [209.165.200.225 |
DNS Server | |

IPv6 Configuration
O DHCP O Auto Config (@ Static
IPv6 Address [ | 7]

Link Local Address |FEBD::202:4AFF:FE47:1202

IPvE Gateway |

IPvE DNS Server [

[ Top

Figura 20. Parametrizacion de PC Internet
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Configuracion R1-Bogota

Asignacion de Nombre, lineas de consola vty, protocolos de seguridad del
Router.

Router>en

Router#conf t

Enterconfigurationcommands, one per line. Endwith CNTL/Z.
Router(config)#hostname R1
R1(config)#ipdomain-lookup
R1(config)#enablesecretclass

R1(config)#line con O
R1(config-line)#password cisco
R1(config-line)#login

R1(config-line)#line vty 0 4
R1(config-line)#password cisco
R1(config-line)#login

R1(config-line)#exit
R1(config)#servicepassword-encryption
R1(config)#banner motd $NO AUTORIZADO$

e Configuracion Serial S0/0/0

R1(config)#servicepassword-encryption
R1(config)#banner motd $NO AUTORIZADO$
R1(config)#

R1(config)#int s0/0/0
R1(config-if)#descriptionConexion a R2
R1(config-if)#ipaddress 172.31.21.1 255.255.255.252
R1(config-if)#clockrate 128000
Thiscommandappliesonlyto DCE interfaces
R1(config-if)#no shutdown

e Asignaciones de IP

R1(config)#int g0/1.30
R1(config-subif)#descriptionAdministracion LAN
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ipaddress 192.168.30.1 255.255.255.0
R1(config-subif)#exit

R1(config)#int g0/1.40

R1(config-subif)#description Mercadeo LAN
R1(config-subif)#encapsulation dot1Q 40
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R1(config-subif)#ipaddress 192.168.40.1 255.255.255.0
R1(config-subif)#exit

R1(config)#int g0/1.200

R1(config-subif)#description Mantenimiento LAN
R1(config-subif)#encapsulation dot1Q 200
R1(config-subif)#ipaddress 192.168.200.1 255.255.255.0
R1(config-subif)#exit

Configuracion R2-Miami

Asignacion de Nombre, lineas de consola vty, protocolos de seguridad del
Router.

Router>en

Router#config t

Enterconfigurationcommands, one per line. Endwith CNTL/Z.
Router(config)#no ipdomain-lookup
Router(config)#hostname R2
R2(config)#enablesecretclass

R2(config)#line console O

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#servicepass
R2(config)#servicepassword-encryption
R2(config)#banner motd $Acceso no Autorizado$
R2(config)#int sO/0/0
R2(config-if)#descriptionConexion a R1
R2(config-if)#ipaddress 172.31.21.2 255.255.255.252

R2(config-if)#no sh
R2(config-if)#clockrate 128000

R2(config-if)#exit

R2(config)#int g0/0
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R2(config-if)#descriptionConexion a Internet
R2(config-if)#ipaddress 209.165.200.255 255.255.255.249
R2(config-if)#no sh

R2(config-if)#exit

R2(config)#int g0/1

R2(config-if)#ipaddress 10.10.10.1 255.255.255.0
R2(config-if)#no sh

R2(config-router)#int s0/0/0
R2(config-if)#bandwidth 128
R2(config-if)#int sO/0/1

R2(config-if)#bandwidth 128

¥ Serve Web - O x

Physical Caonfig Services Desktop Attributes Software/Services

1P Configuration

Interface FastEthernet0 hd
IP Configuration

() DHCP (@ Static

IP Address |10.10.10.10 |
Subnet Mask |255.255.255.0 |
Default Gateway [10.10.10.1 |
DNS Server [0.0.0.0 |

IPw6 Configuration

() DHCP () auto Config (® Static
IPvE Address | | ! |
Link Local Address |FEBD::209:?CFF:FE?3:5491

IPvE Gateway |

IPv6 DNS Server |

[ Top

Figura 21. Parametrizacion de Server Web
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Configuracion R3-Buenos Aires

e Asignacion de Nombre, lineas de consola vty, protocolos de seguridad del
Router.

Router>en

Router#config t

Enterconfigurationcommands, one per line. Endwith CNTL/Z.
Router(config)#no ipdomain-lookup
Router(config)#hostname R3
R3(config)#enablesecretclass

R3(config)#line console O

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#line vty 0 4

R3(config-line)#password cisco

R3(config-line)#exit
R3(config)#servicepassword-encryption
R3(config)#banner motd $Acceso no Autorizado$
R3(config)#int s0/0/1
R3(config-if)#descriptionConexion a R2
R3(config-if)#ipaddress 172.31.23.2 255.255.255.252
R3(config-if)#no sh

R3(config-if)#ipaddress 192.168.4.1 255.255.255.0
R3(config-if)#no sh
R3(config-if)#int lo4
R3(config-if)#ipaddress 192.168.4.1 255.255.255.0
R3(config-if)#no sh
R3(config-if)#int 105
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R3(config-if)#ipaddress 192.168.5.1 255.255.255.252
R3(config-if)#no sh

R3(config-if)#int o6

R3(config-if)#ipaddress 192.168.1 255.255.255.0
R3(config-if)#ipaddress 192.168.6.1 255.255.255.0
R3(config-if)#no sh

R3(config-if)#int lo5

R3(config-if)#ipaddress 192.168.5.1 255.255.255.0
R3(config-if)#no sh

R3(config-if)#exit

R3(config)#routerospf 1

R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 172.31.23.0 0.0.0.0 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface lo5
R3(config-router)#passive-interface 106
R3(config-router)#auto-costreference-bandwidth 1000
R3(config-router)#exit

R3(config)#int s0/0/1

R3(config-if)#bandwidth 128

e ConfiguracionSwitch 1- SW1

Switch>EN

Switch#config t

Enterconfigurationcommands, one per line. Endwith CNTL/Z.
Switch(config)#no ipdomain-lookup
Switch(config)#hostname SW1
SW1(config)#enablesecretclass

SW1(config)#line console O

SW1(config-line)#password cisco
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SW1(config-line)#login

SW1(config-line)#exit

SW1(config)#line vty 0 4
SW1(config-line)#password cisco
SW1(config-line)#login

SW1(config-line)#exit
SW1(config)#servicepassword-encryption
SW1(config)#banner motd $Acceso no Autorizado$
SW1(config)#vlan 30
SW1(config-vlan)#nameAdministracion
SW1(config-vlan)#vlan 40

SW1(config-vlan)#name Mercadeo
SW1(config-vlan)#vlan 200
SW1(config-vlan)#name Mantenimiento
SW1(config-vlan)#ipaddress 192.168.200.2 255.255.255.0

SW1(config)#intvlan 200
SW1(config-if)#intvlan 200
SW1(config-if)#ipaddress 192.168.200.2 255.255.255.0
SW1(config-if)#no sh

SW1(config-if)#exit

SW1(config)#ip default-gateway 192.168.200.1
SW1(config)#int f0/3
SW1(config-if)#switchportmodetrunk
SW1(config-if)#switchporttrunknativevlan 1
SW1(config-if)#int f0/24
SW1(config-if)#switchportmodetrunk
SW1(config-ify#switchporttrunknativevian 1
SW1(config-if)#intrange fa0/1-2, f0/4-23, g1/1-2
interface rangenotvalidated - commandrejected
SW1(config)#int fa0/1
SW1(config-ify#switchportmodeaccess
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SW1(config-if)#switchportaccessvlan 30

e ConfiguracionSwitch3- SW3

Switch>en

Switch#config t
Enterconfigurationcommands, one per line. Endwith CNTL/Z.
Switch(config)#no ipdomain-lookup
Switch(config)#hostname SW3
SW3(config)#enablesecretclass
SW3(config)#line console 0
SW3(config-line)#password cisco
SW3(config-line)#line console 0
SW3(config-line)#password cisco
SW3(config-line)#login
SW3(config-line)#line vty 0 4
SW3(config-line)#password cisco
SW3(config-line)#login
SW3(config-line)#exit
SW3(config)#servicepassword-encryption
SW3(config)#banner motd $Acceso no Autorizado$
SW3(config)#hostname SW2
SW2(config)#hostname SW3
SW3(config)#vlan 30
SW3(config-vlan)#nameAdministracion
SW3(config-vlan)#vlan 40
SW3(config-vlan)#name Mercadeo
SW3(config-vlan)#vlan 200
SW3(config-vlan)#name Mantenimiento
SW3(config-vlan)#exit
SW3(config)#intvlan 200
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SW3(config-if)#ipaddress 192.168.200.3 255.255.255.0
SW3(config-if)#no sh

SW3(config-if)#exit

SW3(config)#ip default-gateway 192.168.200.1
SW3(config)#intvlan 40

SW3(config-if)#ipaddress 192.168.40.3 255.255.255.0
SW3(config-if)#no sh

SW3(config-if)#exit

SW3(config)#ip default-gateway 192.168.40.1
SW3(config)#int fa0/3
SW3(config-if)#switchportmodetrunk
SW3(config-if)#switchtrunknativevian 1
SW3(config-if)#exit

SW3(config)#int fa0/1
SW3(config-if)#switchportmodeaccess
SW3(config-if)#switchportaccesvian 40
SW3(config-if)#exit

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

OSPFv2 area 0

Configuration Item or Task

Specification

Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como
pasivas

Establecer el ancho de banda para enlaces

seriales en 256Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Configuracion en R1

1(config)#router ospf 1

38




R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#exit

R1(config)#int sO/0/0

R1(config-if)#bandwith 128

R1(config-if)#bandwidth 128

R1(config-if)#ip ospf cost 7500

R1(config-if)#int sO/0/1

R1(config-if)#bandwidth 128

Configuracion en R2

R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 209.165.200.224 0.0.0.7 area 0
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.10 0.0.0.3 area 0
R2(config-router)#passive-interface g0/0
R2(config-router)#int s0/0/0

R2(config-if)#bandwidth 128

R2(config-if)#ip ospf cost 7500

R2(config-if)#int s0/0/1

R2(config-if)#bandwidth 128

Configuracion en 3

R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.0.255 area 0
R3(config-router)#network 192.168.5.0 0.0.0.255 area 0
R3(config-router)#network 192.168.6.0 0.0.0.255 area 0
R3(config-router)#int s0/0/0

R3(config-if)#bandwidth 128

R3(config-if)#ip ospf cost 7500

R3(config-if)#int sO/0/1

R3(config-if)#bandwidth 128

Verificarinformacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

39



¥ R1-BOGOTA

| Physical | config | LI | Atiributes

(o] o |mes]

I05 Command Line Interface

Bl>en
Pagsword:
Rlgsh ip route
Codes: L - local,
B - BGP
D

c connected, 5 static, R RIE,

- EIGRP, EX - EIGRP external, ¢ - O5PF, IZ -

area

N1l - OSPF H55A external type 1, HZ -

=1 - -

EZ

OSFF external type 1,

Ll

Lz

i I5-I5, -
IS-I5 inter area

-

I5-I5 lewvel-1,
— candidate default,
P - periodic downloaded static route

Gateway of last resocrt is not set

172.21.0.0/16 is wariakly subnetted, 2 subnets,

172.31.21.0/30 is directly connected,
L 172.21.21.1/32 is directly connected,
o 172.31.22.0/30 [110/245] wvia 172.31.21.2,
Serisl0/0/0

c

21

U - per-user static route,

M - mobile
OSPF intex
OSPF NSS5ER external

O5PF external type Z, E

IS-I5 level-Z,

o

2 masks
Seri=zl0/ 0,0
Serisl0/0/0
00:07:51,

i=

m

[ Copy

]

[ Paste ]

Figura 22. Tabla de enrutamiento R1-Bogota

B R2-MIAMI

| Physical | Confia | LI | Atributes

(=] 5 =]

105 Command Line Interface

RZ¥en -
Password:
RZg&sh ip route
Codes: L - local, C - connected, S - static, B — RIP, M — mobile,
B - BEE

D - EIGRP, EX - EIGRP external, ¢ - OSPF, IR — OS5SPF inter
area

N1 - OQSPF MSER enternal type 1, W& - OSPF NE5R external
type 2

El - OSEF externzl type 1, EZ - O5PF externzl type Z, E -
EGD

i - I5-I5, L1 - I5-I5 level-1l, LZ - I5-I5 level-Z, iz -
I5-I5 inter ares

* — candidate defsult, U - per—-user static route, o - CDR

P - periodic downloaded static route
Gateway of last resort is not set

172.231.0.0/1le i3 warizskly subnetted, 4 subnets, 2 masks

c 172.31_21.0/30 is directly connected, Seri=zl0s0/1

L 172.31.21_2/32 is directly connected, Serial0/0/1

C 172.31.23.0/30 is directly connected, Serizl0/0/70 H

L 172.31.23.1/32 is directly connected, Seri=zl0/0/0

Rz -
Copy ] [ Paste

[ Top
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Figura 23. Tabla de enrutamiento R2-Miami

B2 R3-BUENOS AIRES =N EER

| Physical | config | ClUI | Attributes

105 Command Line Interface

area o~
N1 - O5PF WS5R external type 1, NZ - OSEF NS5A external

E1 - O5FF external type 1, EZ — O5FF external type Z, E -

i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 lewvel-2, ia -
I5-IS inter area

* — candidate defsult, U - per—user static route, o - CDR

P - periodic downloaded static route

GFateway of last resort is not set

172.31.0.0/1l¢ is wariably subnetted, Z subnets, Z masks
c 172.31.23.0/30 is directly connected, Serial0/0/1
L 172.31.23.2/32 is directly connected, Serial0/0/1
132 _168.4.0/24 is wvariebly subnetted, Z subnets, Z masks
c 13Z.168.4.0/24 is directly connected, Loopbackd
L 132.168.4.1/32 is directly connected, Loopbackd
132 _168.5.0/24 is wvarisbly subnetted, Z subnets, Z masks
c 192.1e8.5.0/24 i3 directly connected, LoopbackS:
L 192.1€8.5.1/532 is directly connected, Loopback5
132 _.168.6.0/24 is warisbkly subnetted, Z subnets, Z masks =
c 132.168.€.0/24 is directly connected, Loopbacké
L 13Z.168.6.1/3Z is directly comnnected, Loopbacks
—-More—— sl

Copy ] [ Paste

[ Top

Figura 24. Tabla de enrutamiento R3-Buenos Aires

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface
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¥ R1-BOGOTA

| Physical Config | CLI | Attributes

105 Command Line Interface
Password: i
Rlwen
Password:
Rlgshow ip ocspf interface
Serialds0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Rrea 0
Process ID 1, Router ID 1.1.1.1, Network Type POINI-TO-POINT,
Cost: 4
Transmit Delay is 1 sec, State BOINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Waitc 40,
Betransmit 5
Hello due in 00:00:0%
Index 1/1, flood gueue length 0O
Next 0x0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Lzst flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjscent neighbor count is 1
Zdjzcent with neighbor 2.2.2.2 =
Suppress helloc for 0 neighbkoris)
n1g -
Copy ] ’ Paste

[[] Top

Figura 25. Interfaz por Ospf R1-Bogota

¥ R2-mrant =n ==

Physical | config | CLI | attributes

105 Command Line Interface

RZ§show ip ospf interface -

Serialdys0/0 is up, line protocol is up

Internet address is 172.31.23.1/30, Area 0

Process ID 1, Router ID Z.2_Z.2Z, Network Type BPOINT-TO-BOINT,
Cost: 781

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

Mo designated router on this network

Mo backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due in 00:00:01

Index 171, £lood gqueue length O

Next 0x0(0)/0x0{0)

Last flood scan length is 1, maximm is 1

Last flood scan time is 0 msec, maximum is 0 msec

Suppress helloc for 0 neighboris)
Serialds0/1 is up, line protocol is up

Internet address is 172.31_.Z21.2/30, Arez 0O

Process ID 1, Router ID Z.2.Z2.2Z, Network Type PDINI—ID—EDINI,
Cost: 781

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

Mo designated router on this network

Mo backup designated router on this network

Timer intervals configqured, Hello 10, Dead 40, Weit 40

m

[ Copy ] [ Paste

[ Top

Figura 26. Interfaz por Ospf R2-Miami
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¥ R3-BUENOS AIRES =3 EcR %=

| Physical Config | CLI | Attributes

105 Command Line Interface

Arcceso no Butorizado
User RAccess Verification
Password:

E3xen
Password:
R3fshow ip ospf interface

Loopbackd is up, line protocol is up
Internet address is 1%2.168.4.1/24, Rrez 0
Erocess ID 1, Bouter ID 3.3.3.3, MNetwork Type LOOEBACE, Cost: 1
Loopback interface is treated as a stub Host

Loopkack is up, line protocol is up
Internet address is 1%2_1&8.5.1/24, RArez 0
Process ID 1, Router ID 3.3.3.3, Network Type LOOPBACE, Cost: 1
Loopback interface is treated a5 a stubk Host

Loopbacké is up, line protoceol is up
Internet address is 192_1e8.6.1/24, Area 0
Frocess ID 1, Bouter ID 3.3.3.3, Wetwork Type LOOEBACE, Costc: 1
Loopback interface is treated a3 a stubk Host

B3z -

m

Copy ] [ Paste

[C] Top

Figura 27. Interfaz por Ospf R3-Buenos Aires

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.
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® r1-80GoTA oo s
| physical | comfig | it | Attributes
105 Command Line Interface
Rl ConriIg) Froute
-
% Incomplete command.
Rl{config) #show ip route
% Invalid input detected at '~" marker.
Rl {config) frouter rip
Rl {config-router)fdo sh ip ospf interface
S5erizl0/0/0 is up, line protocol is up
Internet address is 172.31.Z21.1/30, Area O
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State BOINT-TO-POINT, Priority O
No designated router om this network
Ho backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04
Index 171, £leood gqueue length 0O
MNext O0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximim is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
Zdjacent with neighbkor Z.2.Z2.2 =
Suppress hello for 0 neighbor(s)
Rliccnfig—:cuter)#l -
Copy ] [ Paste
[ Top

Figura 28. Process ID, Router ID, Address summarizations, Routing
Networks R1-Bogota
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B2 R2-MIAMI

| Physical | Config | CLI | Attributes

105 Command Line Interface

Seriell/s0/0 13 up, line protocol 13 up "

Internet address is 172.31.23.1/30, Arez 0O

Process ID 1, Router ID Z2.2.2.Z, MNetwork Type POINI-TO-PBOINT,
Cost: 7500

Transmit Delay is 1 sec, State BOINT-TCO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Betransmit 5

Hello due in 00:00:03

Index 1/1, £flood gueue length 0

Next 0x0(0) /0x0(0)

Last flood scan length is 1, maximim is 1

Last flood scan time is 0 msec, maximm is 0 msec

Neighbkor Count is 1 , Adjacent neighbor count is 1

2djacent with neighbor 3.3_.3_3

Suppress hello for 0 neighbor(s)
Seri=l0/0/1 is up, line protocol is up

Internet address is 172_.31_.21_2/30, Arez 0O

Process ID 1, Bouter ID Z2.2_2.2, Network Type POINT-TO-PBOINT,
Cost: 781

Transmit Delay is 1 sec, State BOINT-TCO-POINT, Priority O

No designated router on this network

No backup designated router on this network

—-More—-

m

Copy ] [ Paste

[] Top

Figura 29. Process ID, Router ID, Address summarizations, Routing
Networks R1-Miami
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¥ R3-BUENOS AIRES =5 ol

| Physical | Config | CLI | Attributes

105 Command Line Interface

Loopkackd is up, line protocol is up
Internet address is 192_.168.4_.1/24, Area 0
EProcess ID 1, Bouter ID 3.3.3.3, Metwork Type LOOFBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopback5 is up, line protocol is up
Internet address is 13%2.1€5.5.1/24, RArea 0
Process ID 1, Router ID 3.3.3.3, MNetwork Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopbacké is up, line protocol is up
Internet address is 15%2_.168.&€.1/24, RArez 0
Process ID 1, Bouter ID 3.3.3.3, Metwork Type LOOFBACE, Cost: 1
Loopback interface is trested =23 2 stuk Host
Seri=lds0/1 is up, line protocol is up
Internet address is 172.31.23_2/30, Area 0
Brocess ID 1, Bouter ID 3.3.3.3, Metwork Type POINT-TO-BOINT,
Cost: 781
Transmit Delay is 1 sec, State POINT-TO-POINI, Pricrity 0
No designated router on this network
No backup designated router on this network
Timer interwals configured, Hello 10, Dead 40, Wait 40,
Eetransmit 5
Hello due in 00:00:0%
Index 4/4, flood gueue length O
--More--

m

Copy I I Paste

Top

Figura 30. Process ID, Router ID, Address summarizations, Routing
Networks R1-B. Aires

Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Se crean las VLANs
Switch 1 — SW1

SW1(config)#vlan 30
SW1(config-vlan)#name Administration
SW1(config-vlan)#exit
SW1(config)#vlan 40
SW1(config-vlan)#name Mercadeo
SW1(config)#vlan 200
SW1(config-vlan)#name Mantenimiento
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Physical Config CLI Attributes

105 Command Line Interface

5w E@

SWlgshow vlan brief
VLAN Name Status Ports
1 default active Fal/Z, Fals4, Fal/5,
Fald/&

Fa0/7, Fal/8, Fa0/3,
Fa0/10

Fa0/11, Fa0/12, F=0/13,
Fal/14

Fa0/15, Fal/l&, Fa0/17,
Fal/18

Fa0/13, Fal/20, Fal/fzl,
Fal/22

Fa0/23, Fal/24, Gig0s1,
Gig0/2
30 Administration active Fal/1
40 Mercadeo active
200 Mantenimiento active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

Copy | | Paste

Top

Figura 31. Show Vlan SW1
Asignando la IP a la VLAN 200 Mantenimiento

SW1(config)#interface vian 200

SW1(config-if)#ip address 192.168.200.2 255.255.255.0
SW1(config-if)#no shutdown

SW1(config-if)#ip default-gateway 192.168.200.1

Se forza el tranking en las interfaces f0/3 y f0/24

SW1(config)#interface f0/3
SW1(config-if)#switchport mode trunk
SW1(config-if)#switch trunk native vian 1
SW1(config-if)#exit

SW1(config)#interface f0/24
SW1(config-if)#switchport mode trunk
SW1(config-if)#switchport trunk native vian 1

Se configuran los demas puertos como puertos de acceso

SW1(config)#interface range f0/2, f0/4-23,90/1-2
SW1(config-if-range)#switch mode access
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SW1(config-if-range)#interface fa0/1
SW1(config-if)#switch mode access
SW1(config-if)#switch access vlan 30

Este proceso se repite en el SW3, con la vlan40

En el Switch 3 deshabilitar DNS lookup

SW3(config)#no ip domain-lookup

SW3(config)#exit

SW3#

%SYS-5-CONFIG_I: Configured from console by console

Asignar direcciones IP a los Switches acorde a los lineamientos.

En SW1

SW1(config)#int vlan 200

SW1(config-if)#ip address 192.168.200.2 255.255.255.0
SW1(config-if)#no shut

SW1(config-if)#exit

SW1(config)#ip default-gateway 192.168.200.1

EN SW3

SW1(config)#int vlan 200

SW1(config-if)#ip address 192.168.200.2 255.255.255.0
SW1(config-if)#no shut

SW1(config-if)#exit

SW1(config)#ip default-gateway 192.168.200.1

Desactivar todas las interfaces que no sean utilizadas en el esquema de
red

EnSW1

SW1(config)#interface range f0/1-2, f0/4-23, g0/1-2
SW1(config-if-range)#switchport mode access
SW1(config-if-range)#int fa0/1
SW1(config-ify#switch mode access
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SW1(config-if)#switch access vlan 30
SW1(config-if)#interface range fa0/2, fa0/4-23, GigabitEthernet0/1-2
SW1(config-if-range)#shutdown

En SW 2

SW1(config)#interface range f0/1-2, f0/4-23, g0/1-2
SW1(config-if-range)#switchport mode access

SW1(config-if-range)#int fa0/1

SW1(config-if)#switch mode access

SW1(config-if)#switch access vlan 40

SW1(config-if)#interface range fa0/2, fa0/4-23, GigabitEthernet0/1-2
SW1(config-if-range)#shutdown

Implemente DHCP and NAT for IPv4
Configurar R1 como servidor DHCP para las VLANs 30y 40.

R1(config)#ip dhcp pool Administracion
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

Configurar
VLAN 30

DHCP pool

para

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.
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Name: MERCADEO
Configurar DHCP pool para | DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

R1(config)#ip dhcp excluded-address 192.168.31.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.31.1 192.168.40.30
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

Configurar NAT en R2 para permitir que los host puedan salir a internet

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

R2(config)#ip nat inside source list 1 pool INTERNET

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229

Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

R2(config)#access-list 1 permit 192.168.99.0 0.0.0.255
R2(config)#access-list 2 deny 192.168.30.0 0.0.0.255

Configurar al menos dos listas de acceso de tipo extendido o nombradas
a su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

R2(config)#access-list 100 permit ip 192.168.4.0 0.0.0.255 any
R2(config)#access-list 101 deny ip 192.168.5.0 0.0.0.255 any
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1. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

¥ PC-A E=8|E=E 5

Physical Config Desktop Attributes Software (Services

Command Prompt

ymmand Line 1.0

with 3

out .
out .
out .
out.

C-\>tracert 19

Tracing route to

1 st ti out.
out.
out .
out .
out .
out .
out .

Top

Figura 32. Ping-Tracert PC-A
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¥ pcc =n [ EoH ==

Physical Config Desktop Attributes Software/Services

mmand Prompt

Please check

Ping statisti
Packets:

Top

Figura 33. Ping-Tracert PC-C
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CONCLUSIONES

Se logro reconocer el comportamiento de las redes LAN y WAN en las simulaciones
atreves de la herramienta ofrecida por CISCO.

Se pudo verificar la escala de la seguridad en las telecomunicaciones especialmente
en las redes, ademas de reconocer de manera practica las diferentes utilidades que
ofrecen los dispositivos CISCO en este ambito.
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