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RESUMEN

A nivel corporativo grandes organizaciones a nivel mundial han optado por la
implementacidon de los servicios prestados mediante los servicios que presta Cisco. Combinar
la tecnologia y el negocio de formas que antes se pensaban imposibles mediante el uso de
herramientas que permiten la implementacion de conexiones a internet, comunicaciones de
voz, video y datos. EI mundo digital crece a pasos agigantados, lo cual hacen de cisco el
socio ideal para la nueva proyeccion de futuros servicios que conjugaran las conexiones a la
red de la gente, los procesos, los datos y las cosas entregando un resultado sin precedente. El
poder de las conexiones da paso a nuevos tipos de datos y conocimientos, asi como a entornos

fisicos y virtuales que se combinan perfectamente.

El objetivo de realizar el Diplomado de profundizacion en CCNA es introducirnos en el
mundo de capacitacién que ofrece cisco mediante la plataforma netAcad con el fin de
afianzar los conocimientos necesarios que nos permita tener autoridad al momento de
explotar los servicios que el mundo cisco nos ofrece como por ejemplo herramientas
robustas, software y servicios profesionales de seguridad informatica, la nube, el Internet de

las Cosas y la movilidad, entre otros.

Como futuro ingeniero de sistemas es de vital importancia tener conocimiento y las
habilidades necesarias para gestionar, personalizar y brindar soluciones a las problematicas
relacionados con equipos de redes Cisco, brindandonos las bases necesarias para tener un

manejo estructural en el disefio e implementacion de soluciones integradas LAN / WAN.
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ABSTRACT

At corporate level big organizations on a global scale have chosen for the implementation of
the services given by means of the services that gives Slack. To combine the technology and
the business of forms that earlier were thinking impossible by means of the use of hardware
that allow the connections implementation Internet, communications of voice, video and
information. The digital world grows to massive steps, which they do of slack the ideal
associate for the new projection of future services that they were bringing together the
connections to the network of the people, the processes, the information and the things
delivering a result without precedent. The power of the connections passes to new types of
information and knowledge, as well as to physical and virtual environments that get together
perfectly.

The target to realize the deepening Qualified one in CCNA is to introduce us in the world of
training that offers slack by means of the platform netAcad in order to strengthen the
necessary knowledge that authority allows us to have at the moment of exploiting the services
that the world slack offers us like for example robust hardware, software and professional
services of computer safety, the cloud, the Internet of the Things and the mobility, between
others.

As future system engineer is of vital importance to have knowledge and the necessary skills
to manage, to personalize and to offer solutions to the problematic ones related to teams of
networks Slack, offering to us the necessary bases to have a structural handling in the design

and implementation of integrated solutions LAN / WAN.
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INTRODUCCION

Por medio del presente documento se realizan las actividades practicas propuestas en la
fase final del diplomado CCNA 1y CCNA 2 cursado a lo largo del periodo, con lo cual
se busca demostrar los conocimientos adquiridos en cada una de las fases desarrolladas
en la plataforma de Certificacion Cisco dispuesta con un plan de capacitacion en
tecnologia de redes informaticas que la empresa Cisco ofrece para obtener el Cisco

Certified Network Associate, mas conocida por sus siglas CCNA.

Para el desarrollo de los escenarios propuestos se hizo uso del programa Packet Tracer,
en el cual se llevd a cabo cada una de las topologias presentadas, con el objetivo de
demostrar las habilidades adquiridas y la aplicabilidad que tiene en el mundo laboral,

recordando siempre su importancia en la ingenieria de sistemas y carreras afines.
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OBJETIVOS

OBJETIVO GENERAL

Aplicar los conceptos basicos que nos permitan entender el funcionamiento
interno de las maquinas y como desarrolla su conectividad, implementando
IPv4, seguridad en la red, configuracion de diferentes dispositivos y pruebas

realizadas por medio de la plataforma Packet Tracer.

OBJETIVOS ESPECIFICOS

e Desarrollar las topologias propuestas con sus respectivas

especificaciones y pruebas de conectividad.

e Al realizar el estudio de los modulos propuestos en la plataforma
cisco, se obtienen conceptos basicos que permiten entender el
funcionamiento de las redes, permitiéndonos llevar a la practica

mediante el desarrollo de topologias de red.

e Realizar un informe general en donde se detalle el paso a paso
aplicado para obtener resultados satisfactorios en las pruebas
realizadas a los escenarios propuestos con el fin de emular entornos

reales.
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DESARROLLO DE LA ACTIVIDAD

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogotd y Medellin, en donde
el estudiante sera el administrador de la red, el cual debera configurar e interconectar entre
si cada uno de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que
forman parte de la topologia de red.

Topologia de red

Clave: cisco

ISP

FFTPAT
MEDELLIN w;__h’“/;__m
172.29.6.8 % 200/ 20 172204/D

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que se
tendran rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP y su
autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propiared LANy a
los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagndstico y dejar los equipos listos para su configuracion (asignar
nombres de equipos, asignar claves de seguridad, etc).

¢ Realizar la conexion fisica de los equipos con base en la topologia de red

10
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Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Topologia

=

MEDELLIN 2
EDELLIN 1 BOGOTA

4-"* lf‘

~
PCO K x‘ PC3
7

‘AH EDELLIN 3 BOGOTA 2&

PC1

Configuracion en router Medellin 1

MEDELLIN_1#sh run
Building configuration...

Current configuration : 1536 bytes
|

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

I

hostname MEDELLIN_1

!

enable secret 5 $1$MERr$hx5rVt7rPNoS4wgbXKX7mO0
!

no ip cef

no ipv6 cef

!

username ISP password 7 0822455D0A16

!

11
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license udi pid CISCO1941/K9 sn FTX152455Y M-
|

spanning-tree mode pvst!

|

interface GigabitEthernet0/0
no ip address

duplex auto

speed auto

shutdown

|

interface GigabitEthernet0/1
no ip address

duplex auto

speed auto

shutdown

I

interface Serial0/0/0

ip address 172.29.6.13 255.255.255.252
encapsulation ppp

ppp authentication pap

ppp pap sent-username MEDELLIN password 0 cisco

Ip nat outside
clock rate 2000000
|

interface Serial0/0/1

ip address 209.17.220.1 255.255.255.252

ip nat outside

!

interface Serial0/1/0

ip address 172.29.6.9 255.255.255.252
|

interface Serial0/1/1

ip address 172.29.6.2 255.255.255.252
ip nat outside

clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router rip

version 2

passive-interface Serial0/0/0
network 172.29.0.0

12
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default-information originate

|

ip nat inside source list 1 interface Serial0/0/0 overload
ip classless

ip route 0.0.0.0 0.0.0.0 209.17.220.2

ip route 172.29.4.0 255.255.252.0 209.17.220.2

ip route 172.29.0.0 255.255.252.0 209.17.220.6

|

ip flow-export version 9
|

access-list 1 permit 172.29.4.0 0.0.3.255
I

line con 0

password 7 0822455D0A16
login

!

line aux 0

!

line vty 0 4

password 7 0822455D0A16
login

!

end

Configuracion en router Medellin 2

MEDELLIN_2#sh run
Building configuration...

Current configuration : 1462 bytes
I

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

|

hostname MEDELLIN_2
I

enable secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7mO0
|

ip dhcp excluded-address 172.29.4.1 172.29.4.5
ip dhcp excluded-address 172.29.4.129 172.129.4.133
I

ip dhcp pool MEDELLIN_2

13
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network 172.29.4.0 255.255.255.128
default-router 172.29.4.1

dns-server 8.8.8.8

ip dhcp pool MEDELLIN_3
network 172.29.4.128 255.255.255.128
default-router 172.29.4.129
dns-server 8.8.8.8

ip dhep pool BOGOTA 2

network 172.29.0.0 255.255.255.0
default-router 172.29.0.1

ip dhep pool BOGOTA 3

network 172.29.1.0 255.255.255.0
default-router 172.29.1.1

|

no ip cef

no ipv6 cef

|

iicense udi pid CISCO1941/K9 sn FTX1524A4RD-
|

spanning-tree mode pvst

!

interface GigabitEthernet0/0

ip address 172.29.4.1 255.255.255.128
duplex auto

speed auto

!

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/1/0

ip address 172.29.6.5 255.255.255.252
clock rate 2000000

]

interface Serial0/1/1

ip address 172.29.6.1 255.255.255.252
|

interface Vlanl
no ip address
shutdown

I

router rip

14
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version 2

passive-interface GigabitEthernet0/0
network 172.29.0.0

no auto-summary

|

ip classless
|

ip flow-export version 9

!

line con 0

password 7 0822455D0A16
login

!

line aux 0

!

line vty 0 4

password 7 0822455D0A16
login

!

End

Configuracion en router Medellin 3

MEDELLIN_3#sh run
Building configuration...

Current configuration : 1135 bytes
I

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

I

hostname MEDELLIN_3
I

enable secret 5 $1$SMERr$hx5rVt7rPNoS4wgbXKX7mO0
!

no ip cef

no ipv6 cef

I

iicense udi pid CISCO1941/K9 sn FTX1524TIT8-
I

spanning-tree mode pvst
!

15
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interface GigabitEthernet0/0

ip address 172.29.4.129 255.255.255.128

ip helper-address 172.29.6.5
duplex auto

speed auto

|

interface GigabitEthernet0/1
no ip address

duplex auto

speed auto

shutdown

I

interface Serial0/0/0

ip address 172.29.6.13 255.255.255.252
I

interface Serial0/0/1

no ip address

clock rate 2000000

!

interface Serial0/1/0

ip address 172.29.6.6 255.255.255.252
!

interface Serial0/1/1

ip address 172.29.6.10 255.255.255.252
clock rate 2000000

!

interface Vlanl

no ip address

shutdown

!

router rip

version 2

passive-interface GigabitEthernet0/0
network 172.29.0.0

no auto-summary

|

ip classless
I

ip flow-export version 9

!

line con 0

password 7 0822455D0A16
login

!

16
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line aux 0

!

line vty 0 4

password 7 0822455D0A16
login

!

End

Configuracion en router ISP

ISP#sh run
Building configuration...

Current configuration : 1078 bytes
|

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

I

hostname ISP
|

enable secret 5 $1$MERr$hx5rVt7rPNoS4wgbXKX7mO0
!

no ip cef

no ipv6 cef

!

username BOGOTA password 7 0822455D0A16
username MEDELLIN password 7 0822455D0A16

I

iicense udi pid CISCO1941/K9 sn FTX152440Y 3-
|

spanning-tree mode pvst

|

interface GigabitEthernet0/0
no ip address

duplex auto

speed auto

shutdown

|

interface GigabitEthernet0/1
no ip address

duplex auto

speed auto

17
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shutdown

|

interface Serial0/1/0

ip address 209.17.220.2 255.255.255.252
encapsulation ppp

ppp authentication pap

ppp pap sent-username ISP password 0 cisco
clock rate 2000000

|

interface Serial0/1/1

ip address 209.17.220.5 255.255.255.252
encapsulation ppp

ppp authentication chap

|

interface Vlanl
no ip address
shutdown

|

ip classless
I

ip flow-export version 9
I

line con 0

password 7 0822455D0A16
login

I

line aux 0
I

line vty 0 4

password 7 0822455D0A16
login

!

end
Configuracion en router Bogot4 1

BOGOTA_1#sh run
Building configuration...

Current configuration : 1341 bytes

!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec

18
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service password-encryption
|

hostname BOGOTA 1
|

enable secret 5 $1$MERr$hx5rVt7rPNoS4wgbXKX7mO0
!

no ip cef

no ipv6 cef

I

iicense udi pid CISCO1941/K9 sn FTX15245SPP-
!

spanning-tree mode pvst

|

interface GigabitEthernet0/0

no ip address

duplex auto

speed auto

shutdown

!

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

ip address 172.29.3.1 255.255.255.252
ip nat outside

clock rate 2000000

!

interface Serial0/0/1

ip address 172.29.3.5 255.255.255.252
clock rate 2000000

!

interface Serial0/1/0

ip address 209.17.220.6 255.255.255.252
ip nat inside

clock rate 2000000

!

interface Serial0/1/1

ip address 172.29.3.9 255.255.255.252
ip nat inside

!

interface Vlanl

19
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no ip address

shutdown

|

router rip

version 2

passive-interface Serial0/1/0
network 172.29.0.0
default-information originate

no auto-summary

|

ip nat inside source list 1 interface Serial0/0/0 overload
ip classless

ip route 0.0.0.0 0.0.0.0 209.17.220.5
|

ip flow-export version 9
I

access-list 1 permit 172.29.0.0 0.0.3.255
I

line con 0

password 7 0822455D0A16
login

I

line aux 0

!

line vty 0 4

password 7 0822455D0A16
login

!

end

Configuracion en router Bogot4 2

BOGOTA_2#sh run
Building configuration...

Current configuration : 1427 bytes
|

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

I

hostname BOGOTA 2
!

20
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enable secret 5 $1$mERr$hx5rVt7rPNoS4wghXKX7m0
!

ip dhcp excluded-address 172.29.1.1 172.29.1.5

ip dhcp excluded-address 172.29.0.1 172.29.0.5

|

ip dhcp pool BOGOTAS3

network 172.29.1.0 255.255.255.0
default-router 172.29.1.1
dns-server 8.8.8.8

ip dhcp pool BOGOTA2

network 172.29.0.0 255.255.255.0
default-router 172.29.0.1
dns-server 8.8.8.8

|

no ip cef

no ipv6 cef

|

license udi pid CISCO1941/K9 sn FTX1524568X-
|

spanning-tree mode pvst

!

interface GigabitEthernet0/0

ip address 172.29.0.1 255.255.255.0
ip helper-address 172.29.3.13
duplex auto

speed auto

!

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

ip address 172.29.3.6 255.255.255.252
|

interface Serial0/0/1

no ip address

clock rate 2000000

!

interface Serial0/1/0

ip address 172.29.3.13 255.255.255.252

clock rate 2000000
!
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interface Serial0/1/1
ip address 172.29.3.2 255.255.255.252
|

interface Vlanl

no ip address

shutdown

|

router rip

version 2

passive-interface GigabitEthernet0/0
network 172.29.0.0

no auto-summary

|

ip classless
|

ip flow-export version 9
|

line con 0

password 7 0822455D0A16
login

!

line aux 0

I

line vty 0 4

password 7 0822455D0A16
login

!

end

Configuracién en router Bogota 3

BOGOTA_3#sh run
Building configuration...

Current configuration : 1038 bytes
|

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

|

Hostname BOGOTA 3
|

enable secret 5 $1SMERr$hx5rVt7rPNoS4wghXKX7mO0

22
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!

no ip cef
no ipv6 cef
|

license udi pid CISC0O1941/K9 sn FTX15249E6L -
|

spanning-tree mode pvst

|

interface GigabitEthernet0/0

ip address 172.29.1.1 255.255.255.0
ip helper-address 172.29.3.13

ip helper-address 172.29.6.5

duplex auto

speed auto

I

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown

I

interface Serial0/1/0

ip address 172.29.3.14 255.255.255.252
I

interface Serial0/1/1

ip address 172.29.3.10 255.255.255.252
clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router rip

version 2

passive-interface GigabitEthernet0/0
network 172.29.0.0

no auto-summary

|

ip classless
I

ip flow-export version 9
|

line con 0
password 7 0822455D0A16
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login

!

line aux 0

!

line vty 0 4

password 7 0822455D0A16
login

!

end

Parte 1: Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red
principal, desactive la sumarizacion automatica.

b. Los routers Bogotal y Medellin deberan afiadir a su configuracién de enrutamiento una
ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones de RIP.
c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota y
Medellin para el caso se sumarizan las subredes de cada uno a /22.

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes y
sus rutas.

b. Verificar el balanceo de carga que presentan los routers.

c. Observese en los routers Bogotal y Medellinl cierta similitud por su ubicacidn, por tener
dos enlaces de conexion hacia otro router y por la ruta por defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el caso
de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

24
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Physical Config CLI Aftributes
I

105 Command Line Interface

ip address 172.25%.6.2 Z55.255.255_252 -
ip nat outside

clock rate 2000000

1

interface WVlanl

no ip addreass

shutdown
!

router rip
wersion 2
passive-interface Seriall/0/0
network 172.25.0.0
default-information ocriginat

1

ip nat inside source list 1 interface Seri=ld/0/0 overload
ip classless l
ip route 0.0.0.0 0.0.0.0 205.17.2

ip route 172.25%.4.0 255.255.252.0

ip route 172.25%.0.0 255.255.25Z.0
!

ip flow-export wersion 9 5l
: 5
!

access—-list 1 permit 172.2%.4.0 0.0.3.255

-
!

@ BOGOTA 1 : v | S

| " ¥ ¥ ™

Physical Config CLI Attributes
—

05 Command Line Interface

interface Serizl0/ 1,70 ~
ip address 17Z.2%.3.1 E55.Z55.2Z55.25Z
ip nat outside
1
interface Serialls1/1
ip address 17Z.25%.3.5% EZ55.Z55.255.252
ip nat inside
clock rate Z000000
1
interface Vlanl
no ip address
shutdown

router rip
wersion 2
passive-interface Serialld/s1/0
network 17Z.25.0.0
default-information criginate
no auto—SumMmary

ip nat inside source list 1 interface Serizl0s0/0 overload
ip clzssless

ip route 0.0.0.0 0.0.0.0 205.17.220.5
!

]

——More——

Cirl<F& to exit CLI focus Copy || Paste |

Mind Wide Open"
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Parte 3: Deshabilitar la propagacién del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe deshabilitar
la propagacion del protocolo RIP, en la siguiente tabla se indican las interfaces de cada router

que no necesitan desactivacion.

ROUTER INTERFAZ
Bogotal SERIALO/0/1; SERIALO0/1/0; SERIALO/1/1
BOEOTE lfsh ip route connected
c 172_.29_.3.0/30 is directly connected, Serialdfs1/0
c 172.259_.3.4/30 1is directly connected, Serisld/ 071
c 172.25.3.8/30 is directly connected, Serisl0 171
Bogota2 SERIALO/0/0; SERIALO0/0/1
BOGOTR Z2#sh ip route connected
c 172.25.0.0/24 1is directly connected, GigabitEthernet0/0
c 172 .29_.3_.4/30 1is directly connected, Serisldy 0,0
C 172 _.29_32_8B/30 is directly connected, Serialdy 071
Bogota3 SERIALO0/0/0; SERIALO/0/1; SERIALO/1/0
BOECOTRE 3fsh ip route connected
c 172_.29.0.0/24 is directly connected, GigabitEthermnetO/0
c 172_29_.3_.4/30 is directly connected, Seri=ld/ 0/1
c 172_29_3_8/30 is directly connected, S5eriaelds 1/1
c 172_29.3_.12/30 is directly connected, Serisl0/1/0
Medellinl SERIALO/0/0; SERIALO/0/1; SERIALO/1/1
MEDELLIN l#sh ip route connected
C 172_.29_.6.0/30 is directly connected, Seri=sl0/1/1
c 172.29.6.8/30 is directly connected, Seri=sl0/1/0
Medellin2 SERIALO/0/0; SERIALO0/0/1
MEDELLIN Z2§sh ip route connected
c 172.29.4_0/25 i3 directly connected, GigabitEthernetl/0
c 172_.2%9_.6.0/30 i3 directly connected, Seri=l0/s1/1
c 172.29.6.4/30 i3 directly connected, Serisl0ys1/0
Medellin3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
MEDELLIN 2fsh ip route connected
c 172.29_.4_128/25 is directly connected, GigabitEthernet0/0
c 172.29.6.4/30 is directly connected, Seri=sl0/1/0
c 172_.29_.6.8/30 i3 directly connected, Serial0/1/1
ISP No lo requiere
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Parte 4: Verificacion del protocolo RIP.

a Verificar y documentar las opciones de enrutamiento configuradas en los routers, como el
passive interface para la conexion hacia el ISP, la version de RIP y las interfaces que

participan de la publicacion entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de manera

detallada de todas las rutas hacia cada red.

B MEDELUN 1 —

E -

Physical Config CLI Attributes
—

105 Cemmand Line Interface

interface Seri=li 1/ 0
ip address 17Z.Z5.&8.3% Z55.Z55.Z55.Z5Z2
!
interface Serialdf1/1
ip address 172.25.6.2 Z55_.255.255_252
ip nat outside
clock rate 2000000
!
interface Vlanl
no ip address
shutdown
!
router rip
wersion 2
pagsive-interface Seri=l0/ 070
network 172.23.0.0
default-information ocrigimate
1

B MEDELLIN 1 - -

Physical Config CLI Atftributes.
I

105 Command Line Interface

interface Serizall/ 0s0

ip address 172.2%.6.13 255.255.255.252
encapsulation ppp

ppp suthentication pap

ppp pap sent-username MEDELLIN password 0 cisco
ip nat outside

clock rate 2000000

1
interface Serizall/0/1

ip address 20%.17.220.1 255.255.255.252
ip nat outside

1

interface Serizall/1/0

ip address 172_.2%.6.% Z55.255.255._252
1

interface Seriall/1/1

ip address 172.29.8.% 2Z55.2Z55.255.252
ip nat outside

clock rate 2000000

!

interface Vlanl

no ip address

shutdown

1

ropter rip

Ctri+F8 to exit CLI focus
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Parte 5: Configurar encapsulamiento y autenticacioén PPP.
a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado con

autenticacion PAT.

| e

B 5P

Physical Config CLI Aftributes
L

I0S Command Line Interface

1
interface Serizal0/1/0

ip address Z209.17.220.2 255.255.255.252
encapsulation ppp

prp authentication pap

PPp pap sSent-username I5P password 0 cisco
clock rate 2000000

1
interface Serial0/1/1

ip address 20%.17.220.5 255.255_255_25Z
encapsulation ppp

ppp authentication chap

1

interface Vlianl

no ip address

shutdown

!

ip classless

1

ip flow-export version 9

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

—ul=l !!ggi!!

B sp

Physical Config CLI Attributes.
I

105 Command Line Interface

1
interface Serizall 1l/s0
ip address 20%.17.220.2 Z55.255.255.252
encapsulation ppp
ppp suthentication pap
ppp pap Sent-uscername ISP password 0 cisco
clock rate 2000000
1
interface Seriald/ 1,1
ip address 203.17.220.5 2Z55.255.255.252
encapsulation ppp
1
interface Vlanl
no ip address
shutdown
!
ip classless
1
ip flow-export wversiom 9

lam, |

1

CHri+F to exit CLI focus copy || Paste |
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Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl), los
routers internos de una ciudad no podran llegar hasta los routers internos en el otro extremo,
solo existira comunicacion hasta los routers Bogotal, ISP y Medellinl.

b. Despues de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellinl. Compruebe que la traduccién de direcciones indique las interfaces de
entrada y de salida. Al realizar una prueba de ping, la direccion debe ser traducida
automéaticamente a la direccion de la interfaz serial 0/1/0 del router Medellinl, cémo
diferente puerto.

c. Proceda a configurar el NAT en el router Bogotdl. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping, la
direccion debe ser traducida automéaticamente a la direccion de la interfaz serial 0/1/0 del
router Bogotal, como diferente puerto.

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor
DHCP para ambas redes Lan.

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP del
router Medellin2.

c. Configurar la red Bogotd2 y Bogota3 donde el router Medellin2 debe ser el servidor
DHCP para ambas redes Lan.

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast hacia la
IP del router Bogota2.
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. MEDELLIM 2

[ |

[Ely

Mind Wide Open"

-

Physical Config

CLI Altributes
I

105 Command Line Interface

ip dhep pool MEDELLIN 2

network 172.25.4.0 255.255.255.128
default-router 17Z_25_ 4.1
dns-server 85.8.8.8

ip dhep pool MEDELLIN 3

network 172.25.4.128 Z55.255.255.128
default-router 172_.25.4_12%
dns-server §.8.8.8

ip dhep pool BOEOTR 2

network 172_Z%.0.0 2Z55_2Z55_.255.0
defsult-router 172.25.0.1

ip dhep pool BOGOTR 3

network 172.25.1.0 255.255.255.0
default-router 172.25.1.1

engble secret 5 FlsmERrshxSrVe7rENoS4wgbHEHTmo

ip dhep excluded-address 172.23.4.1 17Z.23.4.5
ip dhep excluded-address 172.293.4.12% 172.125.4.133

® pco

*

IPvE Configuration
@) DHCP

IPvE Address

Link Local Address
IPvG Gateway

IPvG DNS Server

B02.1X

Authentication
Username

Password

U Auto Config (@ Static

FEB0::250:FFF.FEBA.CECD

[ use 802.1X Security

MDS

Physical Config Desktop Programming Aftributes
@ DHCP ) static i
IP Address
Subnet Mask 255 255 255 128
Default Gateway 1722941 I
DNS Server 0.0.0.0

m
=

O wop
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—
e

? PC1 - & -
Physical Config Desktop Programming Adtributes.
@ DHCP @) Static gt
P Address 172.29.4177
Subnet Mask 255.255.255.128
Default Gateway 172294129 T
DNS Server 0.0.0.0

IPv5 Configuration
© DHCP

IPvE Address

Link Local Address
IPvE Gateway
IPvE DNS Server
802.1X

[ use 802.1X Security

() Auto Config

@ Static

FE&0::2D0:D3FF-FES3:8A11

m

IPv& Configuration
@ DHCP

IPvE Address

Link Local Address
IPvE Gateway

IPvE DNS Server
B02.1X

[T use 802.1X Security

Authentication KNS

() Auto Config

) Static

FE20::206:2AFF . FE1C.E40D

m

Authentication MD5 -
Username
Password il
[ op
? ue - . - . - E‘-ﬂ‘y
Physical Config Desktop Programming Attributes.
-
Interface [Fasﬂithernem v] AN
IP Cenfiguration
@ DHCP ©) Static
IP Address 172.29.16
Subnet Mask 255255255,
Default Gateway 1722911
DNS Server 8.6.8.8

O op
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Escenario 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogota y Buenos Aires, en donde el estudiante serd el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

m I nternet VIAN Direccionamiento Nombre
.- 30 192.168.30.0/24 Admini ion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 imiento
F0/0

209.165.200.230 209.165.200.224/29

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3

192.168.99.2/9

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario.
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Topologia
Clave: cisco

o

Internet PC

Web Server

o
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Habilitacion de DHCP en PC-A'y PC-C

IPvE Configuration
~) DHCP
IPvS Address

Link Local Address

) Auto Config (@) Static

FES0::20C.85FF:FE31:D825

IPvE Gateway

IPwG DMNS Server

. _ .
PC-A a - o B |
Phy=ical Config Deskiop Programming Attributes

@ DHCP ) Static DHCP failed. APIPA is being used. T

IP Address 169.254.216.37

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0 i

DNS Server 0.0.0.0

m

[ e ., B - - - - - - - " - - .-
# Internet PC b
Physical Config Desktop Programming Attributes

IP Configuration

Interface

IP Configuration
) DHCP

IP Address
Subnet Mask
Default Gateway

DNS Server

IPv& Configuration
) DHCP

IPv5 Address

IPvE Gateway

IPwE DNS Server

B0214X

FastEthernetl

Link Local Address

) Auto Config

[[] use 802.1X Security

@ Static
209.165.200.230
255255 255248
2059.185.200.225

0.0.0.0

@ Static

FEB0::200:BOFF:FES8:8414

m

L=l

[€] Top
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=~ . SRR
% PC-C =
Physical Config Desktop Programming Attributes
—
i@ DHCP () Static o
IP Address 169.254 172.59
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DNS Server 0.0.0.0

IPvS Configuration

© DHCP (C) Auto Config (@ Static
IPvE Address
| Link Local Address FE&0::20C.CFFF.FE25:.AC3B
IPvS Gateway
IPvE DNS Server

Configuracion R1

R1#sh run
Building configuration...

Current configuration : 2156 bytes
|

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

I

hostname R1
I

enable secret 5 $1$MERr$hx5rVi7rPNoS4wgbXKX7mO0
I

ip dhcp excluded-address 192.168.30.1 192.168.30.30

ip dhcp excluded-address 192.168.40.1 192.168.40.30

|

ip dhcp pool ADMINISTRACION
network 192.168.30.0 255.255.255.0
default-router 192.168.30.1

m
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dns-server 10.10.10.11
domain-name ccna-unad.com
ip dhcp pool mercadeo

ip dhep pool MERCADEO
network 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 10.10.10.11
domain-name ccna-unad.com
|

no ip cef

no ipv6 cef

|

license udi pid CISC0O1941/K9 sn FTX1524F0R7-
I

no ip domain-lookup

!

spanning-tree mode pvst

!

interface GigabitEthernet0/0
bandwidth 256

no ip address

ip ospf cost 9500

duplex auto

speed auto

!

interface GigabitEthernet0/0.30
description "Administracion LAN"
encapsulation dot1Q 30

ip address 192.168.30.1 255.255.255.0
I

interface GigabitEthernet0/0.40
description "Mercadeo LAN"
encapsulation dot1Q 40

ip address 192.168.40.1 255.255.255.0

|

interface GigabitEthernet0/0.200
description "Mantenimiento LAN"
encapsulation dot1Q 200

ip address 192.168.200.1 255.255.255.0
|

interface GigabitEthernet0/1
no ip address

duplex auto

speed auto
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shutdown

|

interface Serial0/1/0

description "Connection to R2"

ip address 172.31.21.1 255.255.255.252
clock rate 128000

|

interface Serial0/1/1

no ip address

clock rate 2000000

shutdown

|

interface Vlanl

no ip address

shutdown

|

router ospf 1

router-id 1.1.1.1

log-adjacency-changes
passive-interface GigabitEthernet0/0.30
passive-interface GigabitEthernet0/0.40
passive-interface GigabitEthernet0/0.200
network 172.31.21.0 0.0.0.3 area 0
network 192.168.30.0 0.0.0.255 area 0
network 192.168.40.0 0.0.0.255 area 0
network 192.168.200.0 0.0.0.255 area 0
|

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/1/0

ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0
|

ip flow-export version 9

!

line con 0

password 7 0822455D0A16
login

I

line aux 0

!

linevty 0 4

password 7 0822455D0A16
login

!

end
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Configuracion inicial en R2

R2#sh run
Building configuration...

Current configuration : 1870 bytes
|

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

I

hostname R2
|

enable secret 5 $1$MERr$hx5rVt7rPNoS4wgbXKX7mO0
!

no ip cef

no ipv6 cef

I

iicense udi pid CISCO1941/K9 sn FTX15248P46-
|

no ip domain-lookup

|

spanning-tree mode pvst

|

interface GigabitEthernet0/0
description "Connection Internet PC"
ip address 209.165.200.225 255.255.255.248
ip access-group 101 in

ip nat outside

duplex auto

speed auto

|

interface GigabitEthernet0/1
description "Connection Web Server"
ip address 10.10.10.1 255.255.255.0
ip access-group 101 out

ip nat inside

duplex auto

speed auto

|

interface Serial0/1/0
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description "Connection to R1"
bandwidth 256

ip address 172.31.21.2 255.255.255.252
ip ospf cost 9500

|

interface Serial0/1/1

description "Connection R3"

bandwidth 256

ip address 172.31.23.1 255.255.255.252
ip access-group 101 out

clock rate 128000

I

interface Vlanl

no ip address

shutdown

I

router ospf 1

router-id 5.5.5.5

log-adjacency-changes

passive-interface GigabitEthernet0/1
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.3 area 0

I

ip nat inside source list 1 pool INTERNET
ip nat inside source static 10.10.10.10 209.165.200.229
ip classless

ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0
I

ip flow-export version 9
I

access-list 1 permit 192.168.30.0 0.0.0.255
access-list 1 permit 192.168.40.0 0.0.0.255
access-list 1 permit 192.168.4.0 0.0.3.255
ip access-list standard ADMIN_MTO
permit host 172.31.21.1

access-list 101 permit tcp any host 209.165.200.229 eq www

access-list 101 permit icmp any any echo-reply
I

line con 0

password 7 0822455D0A16

login

I

line aux 0

39




CIsco. Cisco Networking Academy” Mind Wide Open
I

I
line vty 0 4

access-class ADMIN-MTO in
password 7 0822455D0A16
login

I

end

Configuracion de Web Server

® Web Server | = B

Physical Config Services Desktop Programming Attributes
—
) DHCP @ Static i
IP Address 10.10.10.10
Subnet Mask 2552552550 =
Default Gateway 1010101
DNS Server 0.0.0.0

IPvS Configuration
) DHCP () Auto Config (@ Static
IPvS Address !

| Link Local Address FEBO::250:2BFF.FEGS.CAAB

m

IPvS Gateway

IPv6 DNS Server
802.1X

[7] use 802 1X Security

Authentication MD5S -

Uzername

Pazsword

] Top

E

Configuracion en router 3

R3#sh run
Building configuration...

Current configuration : 1365 bytes
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version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

|

hostname R3
|

enable secret 5 $1$MERr$hx5rVt7rPNoS4wgbXKX7mO0
I

no ip cef

no ipv6 cef

I

license udi pid CISCO1941/K9 sh FTX1524M8GG-
|

ho ip domain-lookup
|

spanning-tree mode pvst
|

interface Loopback4

ip address 192.168.4.1 255.255.255.0
!

interface Loopback5

ip address 192.168.5.1 255.255.255.0
|

interface Loopback6
ip address 192.168.6.1 255.255.255.0
I

interface GigabitEthernet0/0
no ip address

duplex auto

speed auto

shutdown

|

interface GigabitEthernet0/1
no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/1/0

no ip address

ip ospf cost 9500

clock rate 2000000
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shutdown

!

interface Serial0/1/1

description "Connection R2"
bandwidth 256

ip address 172.31.23.2 255.255.255.252
|

interface Vlanl

no ip address

shutdown

|

router ospf 1

router-id 8.8.8.8
log-adjacency-changes
passive-interface Loopback4
passive-interface Loopback5
passive-interface Loopback6
network 172.31.23.0 0.0.0.3 area 0
network 192.168.4.0 0.0.3.255 area 0
|

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/1/1
|

ip flow-export version 9
|

line con 0

password 7 0822455D0A16
login

|

line aux 0
I

line vty 0 4

password 7 0822455D0A16
login

!

end

Configuracién S1

S1#sh run
Building configuration...

Current configuration : 2149 bytes
!
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version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

|

hostname S1
|

enable secret 5 $1$mERr$hx5rVt7rPNoS4wghXKX7m0
!

spanning-tree mode pvst
spanning-tree extend system-id
!

interface FastEthernet0/1
switchport mode access

!

interface FastEthernet0/2
switchport mode access

!

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
switchport mode access
shutdown

!

interface FastEthernet0/5
switchport mode access
shutdown

]

interface FastEthernet0/6
switchport access vlan 30
switchport mode access
shutdown

!

interface FastEthernet0/7
switchport mode access
shutdown

!

interface FastEthernet0/8
switchport mode access
shutdown

!

interface FastEthernet0/9
switchport mode access
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shutdown

!

interface FastEthernet0/10
switchport mode access
shutdown

!

interface FastEthernet0/11
switchport mode access
shutdown

!

interface FastEthernet0/12
switchport mode access
shutdown

!

interface FastEthernet0/13
switchport mode access
shutdown

!

interface FastEthernet0/14
switchport mode access
shutdown

]

interface FastEthernet0/15
switchport mode access
shutdown

!

interface FastEthernet0/16
switchport mode access
shutdown

!

interface FastEthernet0/17
switchport mode access
shutdown

!

interface FastEthernet0/18
switchport mode access
shutdown

!

interface FastEthernet0/19
switchport mode access
shutdown

!

interface FastEthernet0/20
switchport mode access
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shutdown

!

interface FastEthernet0/21
switchport mode access
shutdown

]

interface FastEthernet0/22
switchport mode access
shutdown

!

interface FastEthernet0/23
switchport mode access
shutdown

!

interface FastEthernet0/24
switchport mode trunk

!

interface GigabitEthernet0/1
switchport mode access

!

interface GigabitEthernet0/2
switchport mode access

|

interface Vlanl

no ip address

shutdown

!

interface V1an200
mac-address 0004.9a0b.8801
ip address 192.168.200.2 255.255.255.0
|

ip default-gateway 192.168.200.1
I

line con 0

password 7 0822455D0A16
login

I

linevty 0 4

password 7 0822455D0A16
login

line vty 5 15

login

!

end
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Configuracion S3

S3#sh run
Building configuration...

Current configuration : 2142 bytes
|

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

|

hostname S3
|

enable secret 5 $1$mERr$hx5rVt7rPNoS4wghXKX7m0
!

no ip domain-lookup

!

spanning-tree mode pvst

spanning-tree extend system-id

|

interface FastEthernet0/1
I

interface FastEthernet0/2
!

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
switchport mode access
shutdown

!

interface FastEthernet0/5
switchport mode access
shutdown

]

interface FastEthernet0/6
switchport mode access
shutdown

!

interface FastEthernet0/7
switchport mode access
shutdown
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interface FastEthernet0/8
switchport mode access
shutdown

!

interface FastEthernet0/9
switchport mode access
shutdown

!

interface FastEthernet0/10
switchport mode access
shutdown

!

interface FastEthernet0/11
switchport mode access
shutdown

!

interface FastEthernet0/12
switchport mode access
shutdown

!

interface FastEthernet0/13
switchport mode access
shutdown

!

interface FastEthernet0/14
switchport mode access
shutdown

!

interface FastEthernet0/15
switchport mode access
shutdown

!

interface FastEthernet0/16
switchport mode access
shutdown

!

interface FastEthernet0/17
switchport mode access
shutdown

]

interface FastEthernet0/18
switchport access vlan 40
switchport mode access
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interface FastEthernet0/19
switchport mode access
shutdown

!

interface FastEthernet0/20
switchport mode access
shutdown

!

interface FastEthernet0/21
switchport mode access
shutdown

!

interface FastEthernet0/22
switchport mode access
shutdown

!

interface FastEthernet0/23
switchport mode access
shutdown

!

interface FastEthernet0/24
switchport mode access
shutdown

]

interface GigabitEthernet0/1
switchport mode access
shutdown

!

interface GigabitEthernet0/2
switchport mode access
shutdown

!

interface Vlanl

no ip address

shutdown

]

interface V1an200
mac-address 0009.7¢89.c401
ip address 192.168.200.2 255.255.255.0
|

ip default-gateway 192.168.200.1
I

linecon O
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password 7 0822455D0A16
login

!

line vty 0 4

password 7 0822455D0A16
login

line vty 5 15

login

!

end

1. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en | 256 Kb/s
Ajustar el costo en la métrica de SO0/0 a 9500

OSPF R1

T

Phws=ical Config CLI Attributes
I

105 Command Line Interface

' -
router ospf 1

router—id 1.1.1.1

log—adjacency—changes

passive—interface GigabitEthernetd,/0.30

passive—-interface GigabitEthernet0/s0.40

passive—-interface GEigabkitEthernet0/0.200

network 172_31_.21 .0 0.0.0_.3 area 0

network 132 _.1s2.30.0 0.0,

network 1532 _1e5.40.0 0.0.
network 132 . 12.200.0 0.0.0.255 area 0

a
a
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interface GigabitEthernetl/0
bandwidth 256

no ip address

ip ospf cost 9500

duplex auto

speed auto

OSPF R2
B R2 ' - - =
Phy=ical Config CLI Attributes
|

|05 Command Line Interface

T
router ospf 1

router—-id 5.5.5.5
log-adjacency-changes
passive-interface GigaebitEthernetl/s1
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.3 area 0
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! -
interface Seriall 170
desecription "Connection to BR1™
bandwidth Z5&
ip address 172Z.31.2Z1.2 Z55.2Z55.Z55.Z2Z52
ip ocspf cost 9500
I
interface Seriall 1/1
description "Connection R3™
bandwidth Z5&
ip address 17Z.31.Z3.1 Z55.Z55_.F55.Z52
ip access—-group 101 ocut
clock rate 128000
L]
#® R3 - Lo | B

Phy=ical Config CLI Attributes
]

0= Command Line Interface

[ SO COO R

1

router ospf 1

router-id 8.8.8.8
log-adjacency-changes
passive-interface Loopbackd
passive-interface Loopbacks
passive—-interface Loopbacke

network 172.31_.Z3.0 0.0.0.3 area 0
network 192.16B8.4.0 0.0.3.255 area 0
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05 Command Line Interface

interface Seri=lld/ 1/ 0

no ip address

ip ospf cost 9500

clock rate 2000000

shutdown

1

interface S5eri=lld/ 171
description "Connection BRZ™
bandwidth Z5&

ip address 172.31.23_.F Z55_255_255.252
!

Verificar informacion de OSPF R1

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

e Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

¥ R1 b R B = |- =

~

'H

Physical Config CLI Attributes
=

I0S Command Line Interface

| Press RETURN tc get started!

User Access Verification
Passwoxd:
Rl>ena

Password:
Rlgshow ip cospf neighborx

Neighboxr ID Pri State Dead Time Address Interface ‘EJ
' 5.5.5.5 o FULL/ - 00:00:37 172.31.21.2 Serialo/i/o | |
r1gl =
Ctri=F8& to exit CLI focus [ Copy ] [ Paste ]
|
] 7op
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CECEWaY DlisStance L=t Upd=te 7y
1.1.1.1 110 00:-00:z-52
5.5.5.5 110 00:14:-Z28
8_.8_.8_8 110 00:-12:-08
Distance: {(default is 110}
Rlgsh
RlEgshow ip
BElgshow ipro
Rlgshow ip rou
Blgshow ip route o3
BElgshow ip route ospf
10.0.0.0/,24 is subnetted, 1 subnets
L] 10.10_10_0 [110/€5] wia 172_31_.21_2, 00:322:-08, Serial0ys1s0
172.31.0.0/1e is wvariakbly subnetted, 2 subnets, 2 masks
o 172.31.223.0 [110/454] wia 17Z.231.21.%Z, 00:27:55, Seri=l0ys1/0
132 . 168.4_0,/32 is subnetted, 1 subnets
o 152 . 1s8.4.1 [110/455] wia 172.31.21.2, 00:14:52, Seri=l0s1/0
192 .1e8.5.0/232 is subnetted, 1 subnets
L] 132 _168_.5_.1 [110/455] wia 172_.31_21_Z%2, 00:14:-43, Seri=sl0ys1,0
132 . 1¢8.6€.0,/32 is subnetted, 1 subnets il
o 153z . 1e8.&.1 [110,455] wia 1T7EZ.21.21.Z, 00:14:432, Seri=l0s1,/0 |=|
Rl -
Cirl+FE to exit CLI focus [ copy || vPaste |
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Rlgsh ip ospf interface

Serizl0/1/0 is up, line protccol is up
Internet address is 172.31.21.1/30, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: €4
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this netwerk
No backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Index 1/1, £flood queue length O
Next 0x0(0)/0x0(0)
Last flocd scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress helle for 0 neighbori{s)
GigabitEthernet0/0.30 is up, line protocel is up
Internet address is 192.168.30.1/24, RArea 0
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last floed scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
GigabitEthernet0/0.40 is up, line protccol is up
Internet address is 152.168.40.1/24, RArea 0
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
VT BT WY CC L -tV | Holl o d.0 Doaddl b . Vel Dot e e L

E

Ciri+F6 to exit CLI focus | copy || raste |

[C] Top
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Suppress helloc for 0 neighbor(s)
R1E
RlEsh ip pro
RlEsh ip protocols

Routing Protocol is "ospf 1™

Bouter ID 1.1.1.1

Maximm path: 4

Routing for MNetworks:
172.21.21.0 0.0.0.323 area 0O
122 _1€2_.320.0 0.0_.0_.255 area 0O
122 _1€2_.40.0 0.0_.0_.255 area 0O
192 _1€2_Z00.0 0_.0_.0_.255 area 0O

Passive Interface (s):
FigakitEthernetd/s0_30
FigabitEthernetd/s/0_40
FigabitEthernetd,/,/0_Z00

Bouting Information Sources:
Eateway Distance
1.1.1.1 110
5.5.5.5 110
a.s8.8.8 110

Distance: {(default is 110)

Last Update
00:-00:52
00:-14:-28
00:-1z:08

R1g

Cutgoing update £ilter list for all imterfaces is not
Incoming update £ilter list for all imnterfaces is not

et
et

Humber of areas in this router is 1. 1 normal 0 stub 0 nssa

it

Ctri+F& to exit CLI focus

S

.
s il -

| [ rase ]

Phyzical Config CLI Aftributes
|

105 Command Ling Interface

1

router oapf 1
router-id 1.1.1.1
log-adjacency—changes
passive-interface GigabitEthernet0/0.30
pagsive-interface GigabitEthernet(0/0.40
passive-interface GigabitEthernet0/0.200
network 17Z.31.21.0 0.0.0.3 area 0
network 132_.168_30.0 0.0.0.255 area 0

I network 13Z_.168.40.0 0.0.0.255 area 0

network 132_.168.200.0 0.0.0.255 area 0

1

ip classless

ip route 0.0.0.0 0.0.0.0 S5erial0/1/0

ip route 0.0.0.0 0.0.0.0 GigabitEthernetd/0

1

ip flow-export wersion 9

1

1
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Verificar informaciéon de OSPF R2

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

e Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

P = i S

Physical Config CLI Attributes
| Oovm—

I0S Command Line Interface

RZ (config-if) §ip ospf cost 9500

RZ (config-if) fexit

RZ (config) exit

RZ2¢§

£5YS-5-CONFIG_I: Configured from conscle by conscle
wr

Building configuration...

[OK]

R2¢

R2g

10:03:40: %0SPF-5-ADJCHG: Process 1, Nbr 8.8.8.8 on Serial0/1/1 from LOADING to
FULL, Loading Done

RZ2gsh

RZgshow ip

RZgshow ip o3

R2¢show ip ospf nei
RZ2gshow ip ospf neighbor

m

Neighbor ID Pri State Dead Time Address Interface
s I O e 3 0 FULL/ - 00:00:38 17z2.31.21.1 Serizl0/1/0
8.8.8.8 0 FULL/ - 00:00:38 172.31.23.2 Serizl0/1/1
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Higsh 1p ospf interface

S5eriald/1/0 is up, line protocol is up

Internet address is 17Z.31.21.2/30, Ares 0

Process ID 1, Bouter ID 5.5.5.5, MNetwork Type BOINT-TO-POINT, Cost: 3500

Transmit Delasy is 1 sec, State POINT-TC-POINT, Priority O

HNo designated router on this network

Mo backup designated router on this network

Timer interwvzsls configured, Hello 10, Dead 40, Wait 40, BRetransmit 5
Hello due in 00:00:04

Index 151, flood queue length 0

Hext 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Heighkor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighkor 1.1.1.1

Suppress hello for 0 neighbor(s)

S5eriald/1/1 is up, line protocol is up

Internet address is 17Z.31.23.1/30, Arez 0

Process ID 1, Bouter ID 5.5.5.5, MNetwork Type BOINT-TO-POINT, Cost: 350

Transmit Delasy is 1 sec, State POINT-TC-POINT, Priority O

Ho designated router on this network

Mo backup designated router on this network

Timer interwvasls configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:04

Index 2/Z, flood queue length 0

Hext 0x0(0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Heighkor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighkor 8.8.8.8

Suppress hello for 0 neighbor(s)

GigabitEthernetl/1 is up, line protocol is up

Internet address is 10.10.10.1/24, Rrea 0

Process ID 1, Bouter ID 5.5.5.5, Metwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, PBricrity 1

Designated Bouter (ID) 5.5.5.5, Interface address 10.10.10.1

Ho backup designated router on this network

m

| b

Cirl+F& to exit CLI focus

com ] [_pus]
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Standby Staendby CONL1gUuratiorl i
startup—config Contents of sSstartup configuration
storm—control Show storm control configuration
j ety o] Status of TCP connections
[ | tech—support Show system information for Tech—Support
terminal Display terminal configuration parameters
users Display information about terminal lines
wersion System hardware and software status
wvlan—switch VIF VLAN status
wEp Configure VLAM database
zZone Zone Information
sone—pair Zomne pair information
REZEshow ip route ospf N
182 . 168_4 _0/322 is subnetted, 1 subnets
ko] 132 _168.4.1 [110,331] wia 172_31_23_.2, 00:z17:21, Serialds1ls1
182 _.1e8_.5_.0/22 is subnetted, 1 subnets
(o] 13Z_16e8.5.1 [110,391] <wia 1T7Z_.31.Z23_.Z2, 00:z17:11, Serizl0s 101
| 132.1e2.€.0,/22 is subnetted, 1 subnets
O 13z _ 1e8.&6.1 [110,3291] ~ia 1T7Z_.21.Z2_.Z2, 00:z17:11, Seri=l0os101
k=l 132 _.165_.30.0 [110/,3501] wia 172_.31.21 .1, 0O0:-2Z23:51, Serialds1/,0
O 1932 _ 1€28_40.0 [110,/3501] wia 172_321_.21 .1, 00:-22:51, Seri=l0/ 1,0
O 182 168 _Z00_.0 [110/s92501] -<ia 1T7Z_.21.Z1.1, 0O0:zZ32:51, Serizlos1s0
REZE -
Ctri=F6 to exit CLI focus [ copy || Paste |

” [ Top

".® R2 _— A S|

Phy=ical Config LI Adttributes
I

105 Command Line Interface

Tuppress hello for U nelghbor (=7
RZE sh ip proto
RZE sh ip protocols

v

Bouting Protocol is "ospf 1™
| Cutgoing update f£ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
Routing for MHetworks:

172.21.21.0 0.0.0.23 area 0O

172.2321_.232.0 0.0_.0.3 area 0O

10.10.10.0 0.0.0.3 area 0O |
Pasgsive Interface(s):

FigabkitEthernetd/,1
Routing Information Sources:

EFateway Distance Last Update
1.1.1.1 110 Qa0z00:z11
5.5.5.5 110 00:z-13:-4%
8.8.68.8 110 00:z11:-2& ol
Distance: {(default is 110) |=|
nz g [=]
Cirl+F& to exit CLI focus [ Copy ] [ Paste ]

= mop
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ip eddress 172_.31.2Z3.1 Z55_.Z55.2Z55.
clock rate 1Z8000
!

52

Pl

interface Vlanl

no ip address

shutdown

!

router ospf 1

router—-id 5.5.5.5
log-adjacency-changes
passive-interface FigabitEthernet0/s1
network 172.31_.Z1.0 0.0.0.3 area 0
network 172.31_.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.3 area 0

!

ip classless

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl,/0
1

ip flow-export wversion 9

—More——

4 [m |

Cirl+F& to exit CLI focus

w [C] Top

Copy

J

Paste

Verificar informacion de OSPF R3

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada

interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.
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Sl¢show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
5.5.5.5 a FULL/ - 00:00:-30 172.31.23.1 Seriall/1/1
51¢sh ip os

51¢sh ip ospf inte
51f¢sh ip ospf interface

Serisl0/1/1 is up, line protoccol is up
Internet address is 172.31.23.2/30, Arez 0
Process ID 1, Bouter ID 2.8.8.8, Network Type BOINT-TO-POINT, Cost: 330
Transmit Delay is 1 sec, State POINT-TO-POINT, Priocrity O
Ho designated router on this network
Ho backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due inm 00:00:01
Index 171, flood gqueue length O
Next Ox0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Weighkor Count is 1 , 2djacent neighbor count is 1
2Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbkor(s)
Loopback4 is up, line protocol is up
Internet address is 132.168.4.1/24, Zrez 0
Process ID 1, Bouter ID 8.8.8.8, Network Type LOOEBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopbackd is up, line protocol is up
Internet address is 1932.168.5.1/24, Areza 0
Process ID 1, Bouter ID 8.8.8.8, Network Type LOODFBACE, Cost: 1
Loopback interface is treated as & stub Host
Loopbacke is up, line protocol is up
Internet address is 192.1e8.8.1/24, Arez 0
Process ID 1, Router ID 8.8.8.8, Network Type LODFBACE, Cost: 1
Loopback interface is treated as & stub Host
51t

|T|

Ctri+F& to exit CLI focus

Copy ” Paste ]

[ Top
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User Access Verification
Password:

Sl>ena

Password:

Slgsh

Slgshow ip

Sligshow ipos

Sligshow ip o

Slgshow ip cospf ne
Slgshow ip ospf neighbor

&
Neighbox ID Pri State Dead Time Address Interface ‘E
5.5.5.5 s} FULL/ - 00:00:30 172.31.23.1 Serialo/1/1 e
Si% -
Ctri+F6 to exit CLI focus Copy | [ paste |

[ vop
- — - -_ — — - b - — 1
®R3 - - =NECH X
e - - ]
Physical Config CLI Aftributes
—
105 Command Line Interface
Bouting for Hetworks: -
172.21.22.0 0.0.0.3 area 0
152 1e8_.4_.0 0_.0_.3_255 area 0
Pagsgive Interface({s):
Loopback4d
Loopbacks
Loopkbacka
BEouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:10:z31
5.5.5_.5 110 00:24:-05
2_8.8_.8 114 00:21:45
Distance: {default is 110)
Sl#sh ip route ocspf
10.0.0.0/24 i3 subnetted, 1 subnets
o 10.10.10.0 [110/3%1] wia 172.31.23.1, 00:ZZ:85, Seri=ld/ 171
172.31.0.0/1e 1is variably subnetted, 2 subnets, Z masks
o] 172.31_.21.0 [113/5%8%0] wia 172_831_23_.1, 00:22:35, Serialdy ;1,1
o] 182 _168_.30_.0 [110,/3891] wia 172_.31_.23_.1, 00:Z22:35, Serialds1s1
L] 132 _168_.40_.0 [110/38391] wia 172_.31_.23_.1, 00:ZZ:35, Serialds1s1 —
o] 152 .168.200.0 [110/38391] wia 172.31.23.1, 00:2Z:35, Seri=ld/ 171 |E
s1g -
Cirl+F& to exit CLI focus copy || Paste |

] op

.?Rso.‘.olt\--ﬁ“Il-bEJ—'%{
]
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shutdown Fﬂ
1

router ospf 1

router-id 8.8.8.8
log-adjacency-changes
passive-interface Loopback4
passive-interface Loopback5
passive-interface Loopbacké

network 172.31.23.0 0.0.0.3 area 0
network 192.168.4.0 0.0.3.255 area 0
1

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/1/1
1

ip flow-export version 9
I

Physical Config CLI Atftributes
f—}

10S Command Line Interface

S1¥ sSh 1p pr
S1% sh ip protocels

Routing Protocel is "ospf 1"
Cutgoing update filter list for 21l interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 8.8.8.8
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4 l
Routing for Networks:

172.31.23.0 0.0.0.3 area O I
152.168.4.0 0.0.3.255 area 0 ]
Passive Interface(s):
Locpback4d .
LoopbacksS ]
Loopbacké
Routing Informaticon Scurces:
Gateway Distance Last Update "
s S 1o soch 5 110 00:10:31 N
5.5.5.5 110 00:24:05
8.8.8.8 110 00:21:45 |
Distance: (default is 110) -
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2. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Phy=ical Config CLI Attributes
|

05 Command Line Interface

S1#sh wlan [ ]
VLAN Name Status Borts

1 default active Fa0/s1, Fa0/Z, Fal/s4,
Fal/[/5

FalO/s7, Fal/s8, Fal/3,
Fal/s10

Fal,/11, FaO/s1Z,
Fal/13, Fal/s14

Fal/s15, Fal/s1ls,
Fal/s17, Fal/s1l8

Falys1%, Fa0ys20,
Falys21, Fal/2Z

Fal,/23, Gigdsl,

Eighs2

30 Administracion active Fal/a

40 Mercadeo active

200 Mantenimiento active

1002 fddi-default active

1002 token-ring-default active

1004 fddinet—default active

1005 trmnet—default active

VLAWM Type SAID MTT Parent RingWo BridgeMo S5tp Brdglode 1

Transl TransZ

1 enet 100001 1500 - - - - - Ju]

Ju]

30 enet 100030 1500 - - - - - Ju]

Ju]

40 enet 100040 1500 - - - - - Ju]

a

200 enet 100200 1500 - - - - - a
o .4
Ciri+F6 to exit CLI focus Copy || Paste |

] Top
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interface FastEthernetl/1
switchport mode access

!

interface FastEthernetl/Z2
gwitchport mode access

!

interface FastEthernetl/3
awitchport mode trunk

!

interface FastEthernetl/4
awitchport mode access
shutdown

!

interface FastEthernetl/5
awitchport mode access
shutdown

!

interface FastEthernetl/ /&
awitchport access wvlan 320
switchport mode access
shutdown

!

interface FastEthernetl/7
switchport mode access
shutdown

!

interface FastEthernEtD{ﬂ
switchport mode access
shutdown

!

interface FastEthernet0/3
switchport mode access
shutdown

!

interface FastEthernet0/10
switchport mode access
shutdown

4]

Ctrl+F& to exit CLI focus

[C] Top

Copy

J

Paste ]
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S2¢sh wvlan

1 default
Fald/s5

Fads 5

Fal0/ 12, Fa0/s13
Fads1le, Falds 17
Fal/ 21, Fald/s 2ZZ

Gigds1l, Giglsz

30 Administracion

40 Mercadeo

Z00 Mantenimiento

1002 fddi-default

1003 token—-ring-—-default
1004 fddinmet—defsult
1005 trnet—default

Status Eortsa

actiwe FaOs1, FaOsf2, Falsl4,
Fadse, Fal/s7, Fal/s3,
Falds10, FaOs11,
Fals 14, Fa0/,15,
Falds1la, FalOs20,
Fals 23, Fals /24,
actiwve
actiwve FaO/s18
active EI
active
actiwve

actiwve
active

-

=
LY

53
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interface FastEthernetl/s3
switchport mode trunk

!

interface FastEthernetl/4
switchport mode access
shutdown

!

interface FastEthernetl/s5
switchport mode access
shutdown

!

interface FastEthernetl/&
switchport mode access
shutdown

!

interface FastEthernetl/s7
switchport mode access
shutdown

!

interface FastEthernetl/8
switchport mode access
shutdown

1

interface FastEthernetl/s3

Jn. i

Ctri+F& to exit CLI focus

Copy ] [ Paste ]
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3. En el Switch 3 deshabilitar DNS lookup

T 3 | - (= e S|
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version 12.2

no Service timestamps log datetime msec
no Service timestamps debug datetime msec
gervice password-encryption

1
hostname 53

!

enable secret 5 $13mERrfhxS5rVit7rENoS4wgbHEXTm0
1

!

!
no ip domain-lookup

1

!

spanning-tree mode pwvst

gpanning-tree extend system—-id

1

interface FastEthernet0/s1

!

interface FastEthernet(/,2

1

interface FastEthernet0/s3

awitchport mode trunk

!

interface FastEthernet(/4

[y |

Cirl+F& to exit CLI focus

[C] Top

Copy

J

Paste
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4. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Port Link WLAMN IP Address

FastEthernetD/ 1 - 1 - ooDo .
FastEthernetl/2 Down 1 - o0oDo .
FastEthernet0/3 T - - ooDo .
FastEthernetl/f 4 Down 1 - oono .
FastEthernetD/ 5 Down 1 - ooDo .
FastEthernetl/ /& Down 30 - o0oDo .
FastEthernetdS7 Down 1 - o0oDo .
FastEthernetl/ 8 Down 1 - oono .
FastEthernetD/ 3 Down 1 - ooDo .
FastEthernetl/10 Down 1 - o0oDo .
FastEthernetl/11 Down 1 - o0oDo .
FastEthernetly/12 Down 1 —— aoDao .
FastEthernetl/13 Down 1 —— aopo.
FastEthernetl/14 Down 1 - o0oDo .
FastEthernetl/15 Down 1 - o0oDo .
FastEthernetl/16 Down 1 —— aoDao .
FastEthernetl/17 Down 1 —— aopo.
FastEthernetl /18 Down 1 - o0oDo .
FastEthernetl/13 Down 1 - o0oDo .
FastEthernetly/ 20 Down 1 —— aoDao .
FastEthernetl/ 21 Down 1 —— aopo.
FastEthernetl/ /22 Down 1 - o0oDo .
FastEthernetl/23 Down 1 - o0oDo .
FastEthernetly/ 24 U —— - ooDo .
GigakitEthernet0/1 Down 1 -— aopo.
CigakitEthernetl/2 Down 1 - ooDo .
Wlanl Down 1 <not aet> o004 .
Wlianz200 L0 200 192 . 168_200.2/24 o004 .

Hogtname: 51

Phyaical Location: Intercity, Home City,

Corporate Office,

Main

MAC Address
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
5872.
SA0B.
SA0B.

1601
1802
1603
1604
1605
1608
1607
1608
1603
160R
160B
1s0C
160D
1&0E
160F
1610
1611
1812
1613
1614
1615
1616
1617
1618
1613
1618
88ARN
8801

Wiring Closet
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5. Implement DHCP and NAT for IPv4
® R2 =REEN X

.

Physical Config CLI Attributes
I

105 Command Line Interface

1 -
!

interface FigaebitEthernetd/s0
description "Connection Interne
ip address Z05.165_Z00.2Z25 Z55.
ip access—-group 101 in

ip mat outside

duplex auto

speed auto

1

interface GFigabitEthernet0/1
description "Connection Web Server™

ip address 10.10.10.1 255.255.255.0

ip access-group 101 out

ip mat inside

duplex auto e
speed autnl |

m

6. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.
B R1 = | B |-

Physical Config CLI Afttributes
I

105 Command Line Interface

NoStname R1

1

1

!

enable secret 5 F15fmERrshx5rVt7rBENoS4wgbHERH 7m0
1

! B
ip dhcp excluded-address 152 _.168.30.1 15%2_1&828_.30.30

ip dhcep excluded-address 132 _.1g8.40.1 152 _1:3.40.30

1

ip dhcp poocl ADMIMISTRACTON

network 132 _1e8.30.0 Z55_.255_255.0

default-router 192 _1&63_30_1
dns—server 10.10.10.11
domain-—-namese ccna—unad.com
ip dhcp pool mercadec

ip dhcp poocl MEBRCADED
network 132 _168_40_0 Z55_Z5
default—-router 13Z_1&8.40.1
dns—server 10.10.10.11
domain-name ccna—unad.com

5_Z55_.0

no ip cef -
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NosStname H1

1

1

!

enable secret 5 F1SmERrs$hx5SrVt7rENoS4wgbHEXR 7m0

1

! B
ip dhcp excluded-address 152 _168_30_.1 152 _1&83_30_30

ip dhcep excluded-address 132 _.1e8.40.1 152 _1&3.40.30

1

ip dhcp pool ADMIMISTRACTION

network 132_.1e8_.30.0 Z255_255_.255.0

default—-router 132Z_1&e8.30.1
dns—server 10.10.10.11
domain-name ccna-unad.com
ip dhcp pool mercadeo

ip dhcp pool MERCADED
network 132 _163_40_.0 Z55_Z5
default—router 13Z_1c3.40.1
dns—server 10.10.10.11
domain—-name ccna-—unad._com

1

1

1

5_Z255.0

no ip cetf -

7. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.
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8. Configurar NAT en R2 para permitir que los host puedan salir a internet
..?.Internet PC- @M

Physical Config Desktop Programming Aftributes

< = URL  hitp:/f209.165.200.22 Go Stop
g

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copyrights
Image page

| | Image

B R1 SRRl X

Physical Config CLI Attributes
|

0% Command Line Interface

1 -~
ip dhep excluded-address 192 _168_.30.1 192 _168.30.30

ip dhep excluded-address 192 _168.40.1 15Z_168.40.30

1

ip dhecp pool ADMINISTRRCTION

network 192 _183.30.0 Z55.255.Z55.0

default-router 192 _168_30_.1
dns—-server 10.10.10.11
domain-name ccna-unad.com
ip dhep pool mercadeo

ip dhep pool MERCADED
network 132.1€38.40.0 Z55.25
default-router 1%2_1&8_.40_.1
dns-server 10.10.10.11
domain-name ccna-unad.com

2]
(i3]
o
o

5.

[, |

no ip cef

no ipwe cef

!

!

!

!

lirengs 13di rHid CTSC01947 FES an FTHEISSARFADT—

Cirl+F5 to exit CLI focus Copy || Paste

] Top
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9. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

Physical Config CLI Attributes
I

105 Command Line Interface

R (config) #interface gigabitEthernet 0/1 -
BZ (config-if) #ip =

RZ {config-if) #ip ac

BZ (config-if) #ip access-group 101 out

RZ (config-if) fexit

BZ (config) fexit

RZf

%5¥5-5-CONFIG I: Configured from conscle by conscle

RIEwr

Building configuration...

[CE]

RZfsh acc

RZgsh access-lists

Standard IP access list 1
10 permit 152.1e8.30.0 0.0.0.25
20 permit 152.1e8.40.0 0.0.0.25
30 permit 1%2Z.1e8.4.0 0.0.3.255

Standard IP access list ADMIN MTO
10 permit host 17Z_31_.Z21.1

Extended IP access list 101
10 permit tcp any host 209.165.200.22% eg www
20 permit icmp any any echo-reply

]
]

m
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10. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

B R2 ' - -— =]

Physical Config CLI Attributes
|

0% Command Line Interface

1
ip mat imnside source list 1 pool INTERMET
ip mat inside source static 10.10.10.10 Z09.1&e5_200_.229
ip classless
ip route 0.0.0.0 0.0.0.0 GigabitEthernetld/,0
1
ip flow-export wersiom 9
1
!
access—-list 1 permit 19Z2.168.30.0 0_0_0_Z55
access—-list 1 permit 19Z2_.168_.40.0 0_.0_.0_Z55
accesgs—-list 1 permit 19Z2_.168_.4_.0 0.0.3_255
ip access-list standard ADMIN MTO
permit host 172_31_Z21.1
access—list 101 permit tcp any host Z09_165_.200_229 eqg www
accesg—list 101 permit icmp any any echo-reply
1

line con 0
password 7 0822455D0Al1s
——Hnre——l

A |

Cirl+F& to exit CLI focus Copy || Paste |

| [ op
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11. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.

Fa™ s = F W W ™ Om | o S

Physical Config CLI Attributes
I

125 Command Line Interface

Pazsword: -
Slgping 1532_168_200_.1

Type escape segquence to abort.

Sending 5, 100-byte ICHMP Echos to 132_.1€8.200.1, timeout is
seconds:

PR

L]

Success rate is 80 percent (4/5), round-trip min/favg/max = 0/0/0 ms
Sléping 15Z.168.200.1

Type escape sSegquence to sbort.

Sending 5, 100-byte ICHMP Echos to 132 _168_200.1, timeout is Z
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 0/2/11 ms

Slgping 192 _1&8_.30_1

Type escape segquence to abort.
Sending 5, 100-byte ICHMP Echos to 13Z2.168.30.1, timecut is 2 seconds:

rrrrt
Success rate is 100 percent (5/5), round-trip minsavg/max = 0,051 ms |

|
s1¢ - |
Cirl+Fé to exit CLI focus Copy || Paste |
|
[ op
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el dh 8080 0 an
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Type escape Seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31_.21.2, timeout is £ seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/1 ms
Rlfping 172.31_Z21_Z2

Type escape sSequence to abort.
Sending 5, 100-bByte ICMP Echos to 172.31.21.2, timeput is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/3/14 ms
Rlgping 172.31_.21.2

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2, timepout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/1 ms

= |-[=]
T T I T2 Y PEE Y e

e
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Type escape sSegquence to abort.
Sending 5, 100-byte ICMP Echos to 172_.31.21_.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/1 ms

Rlping 172.81.21.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31_.21_.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/3/14 ms
Rlgping 172.31_21.2

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/1 ms
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CONCLUSIONES

e Por medio de los contenidos propuestos en la plataforma de cisco para los modulos
de CCNA 1y CCNA 2, obtuvimos los conceptos basicos que nos permiten poner
realizar escenarios que permiten la emulacion de entornos o topologias que se

presentan en la vida real.

e Durante el desarrollo pudimos configurar diferentes dispositivos que integran una
red, dentro de los cuales tenemos SW, Routers, PC, Servidores, y diferentes

conectores para siempre establecer la mejor topologia.

e Esimportante la implementacién del enrutamiento y manejos de direccionamiento IP
a cada uno de los equipos de la red, implementar de vlan, listas de acceso, seguridad,

conexion DHCP y demas requerimientos propuestos en las topologias.

e Al realizar el proceso de aprendizaje de los mddulos 1y 2 del CCNA me brindo gran
conocimiento y deseo de continuar con las capacitaciones en la plataforma cisco, ya
que es de vital importancia y de gran utilidad para nuestro desempefio en el campo

profesional como ingenieros de sistemas.
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