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INTRODUCCION

El siguiente informe evalla las habilidades y conocimientos adquiridos a lo largo del
proceso de formacion del curso. Comprende los diferentes comandos y protocolos
vistos, tales como: routing dinadmico (RIPv2, OSPF), Network Address Translation
(NAT), Listas de Control de Acceso (ACL), RIP, configuracion de servers DHCP.
Utilizando los routers se implementan las politicas de entrada y salida de paquetes
en equipos especificos que garanticen la seguridad de una red. También se
configuran los servidores DHCP, los cuales constituyen un agente de retransmision
que recibe los protocolos que trabajan de forma predeterminada sin que sus
paguetes pasen por enrutadores, y este los reenvia a una direccion IP especifica de
una subred distinta.

Gracias a este informe se evidencia las habilidades adquiridas para dar solucion a
los problemas que se presentan en dos escenarios distintos, los cuales se basan en
problemas reales que se presentan la vida cotidiana del mundo de las
telecomunicaciones.



OBJETIVOS
General:
Implementar los conocimientos y las habilidades adquiridas a lo largo dl curso en el
analisis, construccion y configuracion de una red de acuerdo a las necesidades
requeridas.

Especificos:
e Construir una red utilizando las herramientas y los detalles de configuracion
gque muestra la guia.

¢ Implementar los protocolos de seguridad y demas politicas necesarias en la
construccion de la red.



ESCENARIO 1
Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia:

ISP
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

*Realizar las rutinas de diagndéstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.



Parte 1. Configuracion del enrutamiento
Se configura en cada terminal el direccionamiento con las rutas necesarias y se
activan o desactivan segun los solicitado.

Topologia:
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a. Configuracion del enrutamiento usando el protocolo RIP, declarando la red
principal.

ISP

ISP>en

ISP#confi t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#Int s0/0/0

ISP(config-if)#lp address 209.17.220.1 255.255.255.252
ISP(config-if)#Clock rate 128000

ISP(config-if)#no shu

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP(config-if)#Int sO/0/1



ISP(config-if)#lp address 209.17.220.5 255.255.255.252

ISP (config-if)y#Clock rate 128000

ISP (config-if)y#no shu

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP (config-if)#exit

MEDELLIN 1

MEDELLIN1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#Int s0/0/0

MEDELLIN1(config-if)#lp address 209.17.220.2 255.255.255.252
MEDELLIN1(config-if)#Clock rate 128000
MEDELLIN1(config-if)#no shu

MEDELLIN1(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#Int s0/0/1

MEDELLIN1(config-if)#lp address 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)y#Clock rate 128000
MEDELLIN1(config-if)#no shu

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#Int s0/1/0

MEDELLIN1(config-if)#lp address 172.29.6.9 255.255.255.252
MEDELLIN1(config-if)y#Clock rate 128000

This command applies only to DCE interfaces
MEDELLIN1(config-ify#no shu

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
MEDELLIN1(config-if)#exit

MEDELLIN 2

MEDELLIN2#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#Int s0/0/0

MEDELLIN2(config-if)#lp address 172.29.6.2 255.255.255.252
MEDELLINZ2(config-if)y#Clock rate 128000
MEDELLINZ2(config-if)#no shu



%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLINZ2(config-if)#exit

MEDELLINZ2(config)#Int s0/0/1

MEDELLINZ2(config-if)#lp address 172.29.6.5 255.255.255.252
MEDELLINZ2(config-if)y#Clock rate 128000
MEDELLINZ2(config-if)y#no shu

MEDELLINZ2(config-if)#exit

MEDELLINZ2(config)#Int g0/0

MEDELLINZ2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLINZ2(config-if)y#no shu

MEDELLINZ2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
MEDELLINZ2(config-if)#exit

MEDELLIN 3

MEDELLIN3#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#Int s0/0/0

MEDELLIN3(config-if)#Ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)#Clock rate 128000
MEDELLIN3(config-if)#No shutdown

MEDELLIN3(config-if)#exit

MEDELLIN3(config)#Int s0/0/1

MEDELLIN3(config-if)#lp address 172.29.6.14 255.255.255.252
MEDELLIN3(config-if)y#Clock rate 128000
MEDELLIN3(config-ify#No shutdown

MEDELLIN3(config-if)#exit

MEDELLIN3(config)#Int s0/1/0

MEDELLIN3(config-if)#Ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-if)#Clock rate 128000
MEDELLIN3(config-if)#No shutdown

MEDELLIN3(config-if)#exit

MEDELLIN3(config)#Int g0/0

MEDELLIN3(config-if)#lp address 172.29.4.129 255.255.255.128
MEDELLIN3(config-ify#No shutdown

MEDELLIN3(config-if)#exit

10



BOGOTA1l

BOGOTA1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#hostname BOGOTA1
BOGOTA1(config)#Int s0/0/0

BOGOTAL(config-if)#lp address 209.17.220.6 255.255.255.252
BOGOTA1(config-if)#Clock rate 128000
BOGOTAI1(config-if)#no shu

BOGOTA1(config-if)#exit

BOGOTAI1(config)#Int s0/0/1

BOGOTA1(config-if)#lp address 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#Clock rate 128000
BOGOTAIL(config-if)y#no shutdown

BOGOTA1(config-if)#exit

BOGOTA1(config)#Int s0/1/0

BOGOTA1(config-if)#lp address 172.29.3.1 255.255.255.252
BOGOTAI1(config-if)#clock rate 128000
BOGOTAI1(config-if)#no shu

BOGOTA1(config-if)#exit

BOGOTA1(config)#Int s0/1/0

BOGOTAI1(config-if)#lp address 172.29.3.1 255.255.255.252
BOGOTA1(config-if)#clock rate 128000
BOGOTA1(config-if)#no shu

BOGOTA1(config-if)#exit

BOGOTA2

BOGOTA1(config)#Int s0/0/0

BOGOTAIL(config-if)#lp address 172.29.3.10 255.255.255.252
BOGOTA1(config-if)#clock rate 128000
BOGOTA1(config-if)#no shu

BOGOTAIL(config-if)#exit

BOGOTAZ2(config)#Int s0/0/1

BOGOTA2(config-if)#lp address 172.29.3.13 255.255.255.252
BOGOTAZ2(config-if)#clock rate 128000
BOGOTA2(config-if)#no shu

BOGOTA2(config-if)#exit

11



BOGOTAZ2(config)#int g0/0

BOGOTA2(config-if)#lp address 172.29.1.1 255.255.255.0
BOGOTAZ2(config-if)#no shu

BOGOTAZ2(config-if)#exit

BOGOTA3

BOGOTA3#congi t

BOGOTA3(config)#Int s0/0/0

BOGOTA3(config-if)#lp address 72.29.3.2 255.255.255.252
BOGOTA3(config-if)#clock rate 128000
BOGOTA3(config-if)#no shu

BOGOTA3(config-if)#exit

BOGOTA3(config)#Int s0/0/1

BOGOTA3(config-if)#lp address 172.29.3.6 255.255.255.252
BOGOTA3(config-if)#clock rate 128000
BOGOTA3(config-if)#no shu

BOGOTA3(config-if)#exit

BOGOTA3(config)#Int s0/1/0

BOGOTA3(config-if)#lp address 172.29.3.14 255.255.255.252
BOGOTA3(config-if)#clock rate 128000
BOGOTA3(config-if)#no shu

BOGOTA3(config-if)#exit

BOGOTA3(config)#Int g0/0

BOGOTA3(config-if)#lp address 172.29.0.1 255.255.255.0
BOGOTA3(config-if)#no shu

BOGOTA3(config-if)#exit

Configuracion del RIP
MEDELLIN 1

MEDELLIN1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#do show ip route connected

12



¥ MEDELLIN — O

Physical Config CLI Attributes

I0S Command Line Interface

changed state to up

§LINEPROTC-5-UPDCWH: Line protocol on Interface Seriald/ 0,0,
changed state to up

$LINEFROTC-5-UPDCWN : Line protocol on Interface Serialldy 1,0,
changed state to up

2LINEFROTCO-5-UPDCOWN : Line protocol on Interface Serialds1ls1,
changed state to up

Routerren
Bouterfconfi t
Enter configuration commands, one per line. End with CHTL/Z.
Router (config) frouter rip
Router (config-router) gversion 2
Router (config-router) #no auto-summary
Router (config-router) #do show ip route connected
c 172.29.€.0/30 is directly connected, Seriall/;0/1
c 172.29.€.8/30 is directly connected, Seriallf1/0
c 172.2%.6.12/30 is directly comnected, Seriald/1l/1
c 205.17.220.0/30 is directly connected, Seriald/0/0

Router (config-router) §

Ctrl+F6 to exit CLI focus Copy Paste

Imagen 02

MEDELLIN1(config-router)#Network 172.29.6.0
MEDELLIN1(config-router)#Network 172.29.6.8
MEDELLIN1(config-router)#Network 172.29.6.12
MEDELLIN1(config-router)#Passive-interface s0/0/0

MEDELLIN 2

MEDELLIN2#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#do show ip route connected

13



Imagen 03

¥ MEDELLINZ — O

Physical Config CLI Attributes

105 Command Line Interface

HMEDELLINZ>en

MEDELLINZg§confi te

Enter configuration commands, one per line. End with CHNTL/Z.
MEDELLINZ (config) #router rip

HMEDELLINZ (config-router) $version 2

MEDELLINZ {config-router) #no auto-summary

MEDELLINZ {config-router) #do show ip route connected

c 172.2%.4 0725 is directly connected, GigabitEtherneti/0
c 172.25%.€.0/30 is directly connected, Serialds0/0
c 172.25%.€.4/30 is directly connected, Serialds0/1

MEDELLINZ {config-router) #

Ctrl+F6 to exit CLI focus Copy Paste

MEDELLIN2(config-router)#Network 172.29.4.0
MEDELLINZ2(config-router)#Network 172.29.6.0
MEDELLINZ2(config-router)#Network 172.29.6.4
MEDELLINZ2(config-router)#Passive-interface g0/0

MEDELLIN 3

MEDELLIN3>En

MEDELLIN3#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#Router rip
MEDELLIN3(config-router)#Version 2
MEDELLIN3(config-router)#No auto-summary
MEDELLIN3(config-router)#Do show ip route connected

14
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Physcal Config CLI  Attributes

10S Command Line Interface

MEDELLIN3>En
MEDZLLIN3gconfi t©

MEDELLINS (config) $Router rip

MEDELLIN3 (config-router) sVersion 2

MEDELLINS3 (config=-router)sNo auto-summary

MEDELLIN3 (config-router)$Do show ip route connected

MEDELLIN3 (config=-router)sPassive~interface g0/0

MEDELLINS (config=-zouter)$

MEDELLIN3S

$SYS-5-CONFIG_I: Configured from console by console

Enter configuration commands, one per line. End with CNTL/Z.

C 172.25.4.128/25 is directly connected, GigabitEthezrnet(/0
c 172.2%.€.4/30 is directly connected, Seriald/l/0
C 172.29.€.8/30 is directly connected, Serial0d/0/0
c 172.25.€.12/30 is directly connected, Sexriald/0/1
MEDELLINS (config-router) g$Network 172.25.4.12
MEDELLINS (config-router) gNetwork 172.29.6€.8
MEDELLIN3 (config-router) sNetwork 172.29.€.4
MEDELLIN3 (config=-router) gNetwork 172.25.4.128

Ctrl+F6 to exit CLI focus Copy

Imagen 04

MEDELLIN3(config-router)#Network 172.29.4.12
MEDELLIN3(config-router)#Network 172.29.6.8
MEDELLIN3(config-router)#Network 172.29.6.4
MEDELLIN3(config-router)#Network 172.29.4.128
MEDELLIN3(config-router)#Passive-interface g0/0

BOGOTA 1

BOGOTA1#confi t

Paste

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTAIL(config)#router rip
BOGOTAIL(config-router)#version 2
BOGOTAIL(config-router)#No auto-summary
BOGOTAI1(config-router)#Do show ip route connected

15
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Physical Config CLI Attributes

105 Command Line Interface

BOGOTRL=EN
BOGOTAlfcongi t

% Invalid input detected at '~' marker.

BOGOTRAlgconfi t

Enter configuration commands, one per line. End with CHTL/Z.
BOGOTRL (config) frouter rip

BOGOTR]L (config-router) gversion 2

BOGOTRL (config-router) #lo auto-summary

BOGOTRL (config-router) $Do show ip route connected

c 172.25.3.0/30 is directly connected, Seriald/1l/0

C 172.29.3.4/30 is directly connected, Seriald/1l/1

c 172.25.3.8/30 is directly connected, Seriald/ 0/1

C 205_.17.220.4/30 is directly connected, S5eriald/saf0
BOGOTAL (config-router) $letwork 172_.25.3.0

BOGOTRL (config-router) #Metwork 172.25.3.4

BOGOTAL (config-router) $letwork 172.25.3.8

BOGOTRL (config-router) #Passive-interface s0/0/0
BOGOTAL (config-router) #

Ctrl+F6 to exit CLI focus Copy Paste

Imagen 05

BOGOTA1(config-router)#Network 172.29.3.0
BOGOTAI1(config-router)#Network 172.29.3.4
BOGOTAI1(config-router)#Network 172.29.3.8
BOGOTAI1(config-router)#Passive-interface s0/0/0

BOGOTA 2

BOGOTA2#CONFI T

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZ2(config)#Router rip
BOGOTAZ2(config-router)#Version 2
BOGOTAZ2(config-router)#No auto-summary
BOGOTAZ2(config-router)#Do show ip route connected

16
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BOEOTAZ=EN
BOGOTRZ$COONFEFI T
Enter configuration commands, one per line. End with CHNIL/Z.
BOGOTRAZ (config) #Router rip
BOEOTAZ (config-router) §Version 2
BOGOTAZ (config-router) #lo auto-summary
BOGOTAZ (config-router) §Do show ip route connected
c 172.25.1.0/24 is directly connected, FigabkitEthernet0/0
c 172.25%.32.8/30 is directly connected, Seriald/ 070
c 172.259.3.12/30 is directly connected, Serialds0s1
BOGOTAZ (config-router) §Network 172 .25%.3.8
BOGOTAZ (config-router) §Network 172 _25_.3_12
BOFOTAZ (config-router) §Passive-interface gl/s0
BOGOTAZ (config-router) §
BOGOTRZE
55¥Y5-5-CONFIG I: Configured from console by conscle
Ctrl+F6 to exit CLI focus Copy Paste
Imagen 06

BOGOTAZ2(config-router)#Network 172.29.3.8
BOGOTAZ2(config-router)#Network 172.29.3.12
BOGOTAZ2(config-router)#Passive-interface g0/0

BOGOTA 3

BOGOTA3>en
BOGOTA3#confi t

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA3(config)#Router rip
BOGOTA3(config-router)#Version 2
BOGOTA3(config-router)#No auto-summary
BOGOTA3(config-router)#Do show ip route connected

17
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el
BOGOTAI=EN
BOGOTAISCONFTI T
Enter configuration commands, one per line. End with CNTL/Z.
BOZOTAS (config) #Router rip
BOCOTAS (config-router) §Version 2
EQOZ0TAZ (config-router) #llo auto-summary
BOZOTAZ (config-router) §Do show ip route connected
C 0.0/24 is directly connected, GigabitEthernetl/0
c 1 3.0/30 is directly connected, Seriald/ 0/s0
cC 172.25.3.4/30 is directly connected, Seriald/a/1
c 172.25.3.12/30 is directly connected, Serialds1l/0
BOCOTAS (config-router) g§Network 172.25_.3.0
EQOZ0TAZ (config-router) gletwork 172.25.0.0
BOGOTAS (config-router) §Network 172.25.3 .4
BOCOTAS (config-router) gletwork 172_.2%.3.12
EQOZ0TAZ (config-router) #Passive-interface gl/0
BOGOTAS (config-router) §
BOGOTLZ#
£5YS5-5-CONFIG I: Configured from conscle by conscle
W
Ctrl+F6 to exit CLI focus Copy Paste

Imagen 07

BOGOTA3(config-router)#Network 172.29.3.0
BOGOTA3(config-router)#Network 172.29.0.0
BOGOTA3(config-router)#Network 172.29.3.4
BOGOTA3(config-router)#Network 172.29.3.12
BOGOTA3(config-router)#Passive-interface g0/0

En los routers Bogota 1 y Medellin 1 se deber& afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y luego distribuirla dentro de
las publicaciones de RIP.

MEDELLIN 1

MEDELLIN1>en

MEDELLIN1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#default-information originate

18



MEDELLIN1(config-router)#
BOGOTA 1

BOGOTA1>EN

BOGOTA1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAI1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTA1(config)#route rip
BOGOTAI1(config-router)#default-information origina
BOGOTAI1(config-router)#

b. El router ISP debe tener una ruta estéatica dirigida hacia cada red interna de
Bogota y Medellin. En este caso se sumarizan las subredes de cada uno a
122.

ISP

ISP>en

ISP#confi t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
ISP(config)#

ISP#

Parte 2: tabla de enrutamiento

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las rutas de las redes.
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MEDELLINl&show ip route

i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-2, ia -
I5-I5 inter area

P - periodic downloaded static route

Gateway of last resort is 205.17.220.1 to network 0.0.0.0

Codes: L - local, C - connected, 5 - static, R - RIP, M - mobile,

E - BGP

0 - EIGRP, EX - EIGRP external, O - OSPF, IZ - OSEF inter
area

N1 - OSPF NS55R external type 1, M2 - O5PF NS55& external
type 2

El - OS5PF external type 1, EZ2 - 05PF external type Z, E -
EGE

* - rcandidate default, U - per-user static route, o — QDR

172.25%.0.0/16 is wariably subnetted, % subnets, 3 masks
=) 172.25.4.0/25 [120/1]1 wia 172.25.€.2, 00:00:00,
Seriald 0,1
=) 172.25.4.128/25 [120/11 wia 172.25.€.14, 00:00:10,
Seriald/s1l/1
[120/11 wia 172.25.€.10, 00:00:10,
SerialldsL/0
C 172.25.€.0/30 is directly connected, Seriald/s0/1
Cirl+F6 to exit CLI focus Copy Paste
¥ poGOTA1 — O
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EQZ0TRl>=en
BOGOTRlEshow ip route
Codes: L - local, © - connected, 5§ - static, R - RIP, M - mobile,
E - BGP

D - EIGRP, EX - EIGRP external, 0 - OSPF, IR - OSPF inter
area

N1 - OSPF MNS5Z external type 1, N2 - OSPF NS5L external
type 2

El - OS5PF external type 1, EZ - O5PF external type 2, E -
EZE

i - I5-I5, L1 - I5-IS lewvel-l, LZ - I5-IS lewvel-2, ia -
I5-I5 inter area

¥ - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Cateway of last resort is 205.17_220.5 to network 0.0.0.0

172.25%.0.0/1¢€ is variably subnetted, 5 subnets, 3 masks

=) 172.25_.0.0/24 [120/1] wia 172.29.3_€, O00:00:1%,
Serialdys1l/1
[120/1] wia 172.2%.3.2, 00:00:19,

Serialds1l/0

=) 172.25.1.0/24 [120/1] wia 172.25%.3_10, 00:00:25,
Serialdys0/71

c 172.25%.3.0/30 is directly connected, Seriallds1/0
Ctrl+F6 to exit CLI focus Copy Paste
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b. Verificacion en el balaceo de carga que presentan los routers

¥ MEDELLINZ

Physical Config CLI Attributes

— O

105 Command Line Interface

s

I5-1I5 inter area
¥ - candidate default, U -

172.2
=] 17

E -29.4_0/25 [120/2] wvia
Seriald/ 070

[120/2] wia

Seriald/so/1

o s

L0730 [120/1] wvia

[120/11 wvia
Seriald/ 070
=] 172 .29 _€.4/30 [120/2] wvia
Seriald/ 070

[120/2] wvia
Seriald/so/1
c
L
c

o
B RS R |
[ S TS}

F30 is directly

W o

o

(SRR

=

——Hcre——l

per-user static route, o - ODR

P - periodic downloaded static route
Cateway of last resort is 172.25%.€.13 to network 0.0.0.0

5.0.0/1le is wvariabkly subnetted, 5 subnets, 2 masks

172.25.€.9, 00:00:15,

172.25.€.13, 00:00:15,

v

-128725 is directly connected, GigabitEthernetd/0
2125732 is directly connected, GigabitEthernet0/0

172.25.€.12, 00:00:15,

17

[X]
[
L

[X]

.3, 00:00:18,

17

B
u
m

-}

(X

00:00:15,

=
-
[x]
(%]

$.€.13, 00:00:15,

connected, Seriald/0/0

]
.10/32 is directly connected, Serialds0s0
.12/30 is directly connected, Seriald/0/1

Ctrl+F6 to exit CLI focus
Imagen 10
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Copy Paste

105 Command Line Interface

BUCOIECEoon 1P rTouce

I5-I5 inter area

Gateway of last resort is not set

Codes: L - local, C - connected, 5§ - static, B - RIPF, M - mobkile,

D - EIZRP, EX - EIGRP extermal, O - OSPF, IZ - OSEF inter

EZ2 - QOSPF external type 2, E -

B - BEE
area
N1 - OSPF WS5R external type 1, N2 - OSPF NS5X external
type 2
El - QOSPF external type 1,
EGE

i - Is-I5, L1 - IS-IS lewel-l, L2 - IS-IS lewvel-2Z, ia -

* - candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Imagen 11

21

172.29.0.0/1€ is wvariably subnetted, 10 submnets, 2 masks
c 172.29.0.0/24 is directly connected, GigabitEthernetl/0
L 172.29.0.1/32 is directly connected, GigabitEthernetl/0
B 172.25.1.0/24 [120/1] wia 172.25.23.13, 00:00:12,
Seriald/l/0
c 172.29.2.0/30 is directly connected, Seriall/0/0
L 172.29.2.2/32 is directly connected,
c 172.29.2.4/30 is directly connected,
L 172.29.2.€/32 is directly connected, Seriall/0/1
Ctrl+F6 to exit CLI focus Copy Paste



c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su

ubicacion, por tener dos enlaces de conexion hacia otro router y por la ruta

por defecto que manejan.

¥ MEDELLINY

Physical  Config  CLI  Attributes

105 Command Line Interface

|

4

Physical  Config  CLI  Attributes

105 Command Line Interface

- N [EGGOIEL §show ip foute A
Codes: L - local, © - comnnected, § - static, R - RIF, M - mobile, Codes: L - local, C - conmected, S - static, R - RIP, M - mobile,
E - EGP B - BGD

D - EZIGRP, EX - ZIGRP external, O - OSPF, IA - OSPF inter D - ZIGRD, TX - EIGAP external, O - OSPF, IA - OSPF inter
area

area

N1 - OSPF NSSA external type 1, N2 - OSDF NSSA external NL - OSDF NSSA excernal type 1, N2 - OSPF NSSA exernal
type 2 type 2
- Z1 - OSDF external type 1, E2 - OSPF external type 2, E - E1 - OSDF external type 1, E2 - OSPF external type 2, E -
EGP el

i - I5-IS, Ll - I5-IS level-l, L2 - I5-IS level-2, ia - i - I5-I8, L1 - IS-I5 level-l, L2 - I5-IS level-Z, ia -
I5-I8 1:“721 éreé . I5-I5 inter area

- Eéﬂéldéte default, U - per-user static route, o — ODR * - candidate default, U - per-user static route, o - CDR

P - pericdic downloaded static route P - periodic downloaded static route

Gateway of last resort is 209.17.220.1 to network 0.0 Gateway of last resort is 209.17.220.5 to network 0.0.0.0
17 z 0/1E 15 vafiébly fubnffcfdr’ﬁ_subnets- 3 masks 172.29.0.0/1€ is wvariably subnetted, 9 submets, 2 masks
R 172.29.4.0/25 [120/1] via 172.25.€.2, 00:00:00, M 172.25.0.0/24 [120/1] via 172.25.3.6, 00:00:13,
Serislo/o/l R o Seriald/L/1
R 172.23.4.128/25 [120/1] vis 172.23.6.14, 00:00:10, /11 wia 172.23.3.2, 00:00:13,
Seriald/1/1 i o Seriald/L/0
. [120/1] wia 172.29.€.10, 00:00:10, R 172.25.1.0/24 /11 via 172.29.3.10, 0

Seriald/1/ i o ) Seriald/0/1
[ .5.0_13-3 is d?zeccly connected, Seéal'l"l’l [ 172.25.3.0/30 is directly connected, Seriald/l/0
L 'f'}”‘ T?—dlffuly ff?ﬂfctfd: Seriald/0/1 v L 1 .3.1/32 is directly connected, Seriald/1/0 v
Cirl47 o exit CLT focus Copy Paste Cirl+6 to exit CLI focus Copy Paste

Imagen 12

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP

r

{ ® pocota - O
Physical ~ Comfig  CLI  Atiributes Physical ~ Config  CLI  Attributes
105 Command Line Interface 105 Command Line Interface
- - BUCUIEZTSIOW 1D LoUte
MEDELLINZ§show ip route A o _ _ _ . _ : ~
Codes: L - local, C - connected, § - static, B - RIP, M - mobile, gcfe:’é;‘ tosal, © - comnected, § - static, R - RIP, M - mobile,
B - BGP = 7 z 3 F i
D - EIGRP, EX - EIGRD external, O - OSPF, IA - OSEF inter e D - EIGRR, EX - BIGRE external, O - OSPF, IR - OSFF intex
area
N1 - OSPF NSSR ext 1t 1, N2 - OSPF NSSRL ext 1
Nl - OSEF NSSA external type 1, N2 - OSEF NSSA external o 2 SHLeInal Type S EEEerna
a ype 2
type 2
El - OSPF ext 1t 1, E2 - OSPF ext 1t 2, E -
El - OSPF external type 1, - 0SPF external type 2, E - — SHEERIRAL TiRE L SHERIRAL iR S
EGD - . . -
i - IS-1§, Ll - IS-I§ level-l, L2 - IS-IS level-2, ia - 1- 18718, L1 - 15718 level-l, 12 - I3-15 level-2, ia
: IS-IS inter area
IS-I5 inter area : :
: * - candidate default, U - per-user static route, o - ODR
¥ - candidate default, U - per-user static route, o - CDR :
L . P - pericdic downloaded static route
P - periodic downloaded static route o
Gat £ last t i t set
Gateway of last resort is 172.2%.€.1 to network 0.0.0.0 SEEVEY © #5T resort is not s
.0.0/1% i bl ubnetted, 9 subnet. 3 k
.0/1€ is variably submetted, 3 subnets, I masks . - ;ffj ‘[if;juyvia Tf, fg’g lj ;E o 9 masus
c .4.0/25 is directly connected, GigabitZthernet0/0 -Sez:.al'J»’D:I e - ST '
L 4 is directly connected, GigabitZthernet0/0 C o . . . .
R 4.128/25 [120/2] via 172.25. 6.1, © .18 [ .1.0/24 is directly connected, GigabitEthernetd/0
Serisloso SEeSeRfER L e E S L 1.1/32 is directly comnected, GigabitZthernet0/0
) R 17 -3.0/30 [120/1] wia 172.29.3.14, 00:00:18
c 0/30 is directly connected, Serial0/0/0 ceriatnsosl /30 [L20/1] wia 17 ' '
eriall/l
L 2 is d £l ted, S 10/0/0 T
LS GiIsctof connscted, Seriacbily B 172.29.3.4/30 [120/1] wia 172.29.3.14, 00:00:18,
c 4/30 is directly connected, SerialQd/0/1 Serialo/o/l
L _6.5/32 is directly conmected, Serial0/0/1 hd L v
Cirl+4F6 to exit CLI focus Copy Paste Ctrl+F6 to exit CLI focus Copy Paste
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e. Las tablas de

los routers restantes deben

permitir visualizar ru

redundantes para el caso de la ruta por defecto.

tas

4 ¥ BoGoTA3 - 0 X
Physical ~ Config  CLI  Attributes Physical ~ Config  CLI  Attributes
105 Command Line Interface 105 Command Line Interface
MEDELLIN3#show ip route s B - BGP N
Codes: L - local, C - connected, § - static, B - RIF, M - mobile, i D - EIGRP, EX - EIGRP external, © - OSDF, IA - OSDF inter
B - BGP area
D - EIGRP, EX - EIGRP external, O - 0SPF, IA - OSPF inter W1 - OSDF NSSA external type L, N2 - OSDPF NSSA external
area type 2
Nl - OSPF NS5R external type 1, N2 - OSDF NS5R external El - OSIF external type 1, E2 - OSIF external type 2, E -
type 2 EGP
El - OSPF external type 1, E2 - OSPF external type I, Z - i - IS-IS, Ll - IS-IS level-l, L2 - IS-IS level-2, ia -
EGP IS-IS inter area
i - I5-I5, L1 - IS-IS level-l, L2 - IS-I5 level-Z, ia - * - candidate default, U - per-user static route, o - CDR
I5-IS inter area P - periodic downloaded static route
* - candidate default, U - per-user static route, o - ODR
D - periodic downloaded static route Gateway of last resort is not set
Gateway of last resort is 172.259.€.13 to network 0.0.0.0 172 _0.0/1€ is wariably submnetted, 10 subnets, 2 masks
c a is directly connected, GigabitEthernet0/0
1 /18 is wvariably subnetted, 3 subnets, 3 masks L 2 is directly connected, GigabitZthernetd/0
R 17 4.0/25 [120/2] wia 172.25.€.5, 00:00:01, 2 1 [120/1] wvia 172.25.2.13, 00:00:14
Serial0l/0/0 Seriald/ly
[120/2] wia 172.25.€.13, 00:00:01, c .2 is directly connected, Serial(/0/0
Seriald/0/1 L .3 2 is directly connected, Serial(/0/0
c .4.128/25 is directly connected, GigabitZthernet0/0 c 3. is directly connected, Seriall/0/L
L .4.123/32 is directly connected, GigabitEthernet0/0 L .3.€/32 is directly connected, Serial0/0/1
R 17 €.0/30 [120/1] via 172.25.€.13, 00:00:01, o 172.25.3.8/30 [120/1] wia 172.25.23.13, 00:00:14,
Serialoso/l d erial0/1/n hd
Cirl+F6 to exit CLI focus Copy Paste Ctrl+F8 to exit CLI focus Copy Paste

Imagen 14

f.El router ISP solo debe
directamente conectadas.

indicar sus rutas estaticas

adicionales

B 5p — O *
Physical Config CLI Attributes
105 Command Line Interface
Codes: L - loecal, C - comnnected, 5 - static, R — RIP, M - mobile, g,
B - BGF
D - EIGRP, EX - EIGRP extermal, 0 - OSPF, IR - OSPF inter
area
Nl - OSPF NS55AR extermal type 1, N2 - O5PF NSS5R external
type 2
El - OSPF external type 1, — OSPF external type I, E -
EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 level-Z, ia —
I5-1I5 inter area
* — candidate default, U - per—user static route, o — CDR
P - periodic downloaded static route
GCateway of last resort is not set
17z2.2 subnetted, I subnets
5 172 [1/0] wvia 205.17.220.¢
3 172.25.4.0/22 [1/0] wia 205_.17.220.2
205.17 .0/24 is wariably subnetted, 4 subnets, 2 masks
c 205_17_.220.0/30 is directly connected, Seriald/0/0
L 0.1/32 is directly connected, Serialld/0s0
c 205.17.220.4/30 is directly connected, Serialld/0/1
L 205_.17_.220.5/32 is directly connected, Seriald/0/1
1578 v
Ctrl +F6 to exit CLI focus Copy Paste
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Parte 3: Deshabilitar la propagacion del protocolo RIP.

Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO0/1/0;
SERIALO/1/1

Bogota2 SERIAL0/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIAL0/1/0

Medellinl SERIALO/0/O; SERIALO/0/1;
SERIAL0/1/1

Medellin2 SERIALOQ/0/0; SERIAL0/0/1

Medellin3 SERIALO0/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Esta parte ya se realizo cuan se configuré el RIP.

MEDELLIN1
router rip
passive-interface Serial0/0/0

MEDELLIN2
router rip
passive-interface GigabitEthernet0/0

MEDELLIN3

router rip

passive-interface GigabitEthernet0/0
BOGOTA1

router rip

passive-interface Serial0/0/0
BOGOTA2

router rip

passive-interface GigabitEthernet0/0

24



BOGOTA3
router rip
passive-interface GigabitEthernet0/0

Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version
de RIP y las interfaces que participan de la publicacion entre otros datos.

¥ MEDELLINT — O X

Physical Config CLI Attributes

105 Command Line Interface

MEDELLINIY
HMEDELLIN1#show ip protocols ~
Bouting Protocol is "rip"
Sending updates every 30 seconds, next due in 23 seconds
Inwvalid after 1280 seconds, hold down 120, £lushed after 240
Cutgoing update £ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wersion control: send wersion 2, receive 2
Interface Send BRecv Triggered RIF Fey-chain
Seriald/s1ls0 2 2
Serialds1/1 2 2z
Serialdys0/1 2 2
Zutomatic network summarization is not in effect
Maximum path: 4
Bouting for Wetworks:
172.25.0.0
Passive Interface(s):
Serialds0s 0
Bouting Information Sources:
Fateway Distance Last Update
172.25.6.2 120 0Q0:z00:07
172.25.6.14 1za 0Q0:00:20
172.25.&.10 120 0Q0:-00:20
——More— | W
Ctrl+F6 to exit CLI focus Copy Paste

Imagen 15
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B MEDELLIMZ
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I0S Command Li

ne Interface

MEDELLINZ=en
MEDELLINZ#show ip protocols
Routing Protocol is "rip™
Sending updates ewvery 30 seconds,
Invalid after 180 seconds,
Outgoing update filter list
Incoming update filter list
Redistributing: rip
Default wersion control:
Interface
Serialdy/ 0,0
Seriald/ 0,1
utomatic network summarizatioc
path: 4
for Metworks:
172.25.0.0
Interface(s):
GigabitEthernetl/s0
Information Sources:

for all
for all

Recw

n

Mazciooam
Routing

Passiwve

Routing
Fateway
172.25.€.1

{default is 120)

Distance
120

Distance:

MEDELLINZ S

next due in
hold down 180,

wversion

is not in effe

seconds
flushed after 240
interfaces is not set

7

interfaces is not set

2 receive 2

Triggered RIP Fey-chain

ot

Last Update
Q0:00:158

Cirl+F6 to exit CLI focus

Imagen 16

B MEDELLING
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Copy Paste

I0S Command Line Interface

MEDELLINI>en
HEDELLIN3gshow ip protocols
Routing Protocol is "rip™
Sending updates ewvery 30 seconds,
Inwvalid after 180 seconds,
Cutgoing update filter list
Incoming update f£ilter list
Redistributing: rip
Default wersion control:

for all
for all

send
Send

wersio
Interface
Serialdys0/71
Seriald/ 0,0
Automatic network summarization
Hazximam path: 4
for Wetworks:
172.25.0.0
Interface(s) :
GigakbitEthernetds0
Information Sources:

Recw

[
[

is
Routing
Passiwve

Routing
Fateway
1
1 25._6.
Distance: {(default is 120)
MEDELLINZE

Distance
1z0
1z0

-6
€

1
=}

next due in 5 seconds
hold down 150,

flushed aftexr 240
interfaces is not set
interfaces is not set

2, 2

Triggered RIF Fey—-chain

n receiwve

ot in effect

Last Update

00:00:-05
00:00:-05

Ctrl+F6 to exit CLI focus

Imagen 17
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BOGOTRl>en

BOEZ0TRAl#show ip protocols

Routing Protocol is "rip™

Sending updates every 30 seconds, next due in 5 seconds
Invalid after 180 seconds, hold down 120, £lushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wversiom 1, receive any wersion

Interface Send ERecv Triggered RIP Eey-chain
Seriald/Ll/s0 1 21
Serialds1/1 1 21
Serialdso/s1 1 21
Zutomatic network summarization is not in effect

Maximum path: 4
Routing for Hetworks:

172.2%.0.0
Passive Interface(s):
Seriald/0/0
Routing Information Sources:
GFateway Distance Last Update
172.25.3.¢ 1za 00:00:1%
172.25.3.2 120 00:00:1%9
172.2%.3.10 1aa 00:00:1%
——Hcre——|
Cirl+F6 to exit CLI focus Copy Paste
Imagen 18
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% Inwalid input detected at """ marker.

BOZOTAZ4show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 12 seconds
Inwalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update £filter list for all interfaces is not set
Incoming update £filter list for all interfaces is not set
Redistributing: rip
Default wversion control: send wersion 2, receiwve 2
Interface Send BHecv Triggered RIP Eey-chain
Serialds0/1
Serialds0/0
Zutomatic network summarization is not in effect
Maximum path: 4
Routing for Hetworks:
172.25.0.0
Passive Interface(s):
FigakbitEthernetd/0
Bouting Information Sources:

L
[

GFateway Distance Last Update
172.25.3.14 1z0 o0:zo0:-1z2
Distance: (default is 120}
BOCOTR2E
Ctrl+F6 to exit CLI focus Copy Paste

Imagen 19
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EQOGEOTRI>en

EOZOTAZ#show ip protocols

Routing Protocol is "rip"

Sending updates ewery 30 seconds, next due in 15 seconds

Invalid after 120 seconds, hold down 120, flushed after 240

Cutgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Redistributing: rip

Default wersion control: send wersion 2, receiwe 2
Interface
Seriald/ 0/ 1
Seriald/ 0/ 0
Seriald/ 1l 0

Zutomatic network summarization is not in effect

end Recv Triggered RIPF Eey-chain

(R R

(R

Maximum path: 4
Routing for Metworks:
17z.25.0.0
Passive Interface(s):
ZigabkitEthernstl/0
Bouting Information Sources:
Fateway Distance Last Update
172.25.3.13 1z0 00:00:0%
Distance: (default is 120)
BOGOTA3E v

Ctrl+F6 to exit CLI focus Copy Paste

Imagen 20

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

MEDELLIN 1

MEDELLIN1>EN

MEDELLIN1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#do show ip route connected
172.29.6.0/30 is directly connected, Serial0/0/1
172.29.6.8/30 is directly connected, Serial0/1/0
172.29.6.12/30 is directly connected, Serial0/1/1
209.17.220.0/30 is directly connected, Serial0/0/0

OO0

28



B MEDELLINT — a

Physical Config CLI Attributes

I05 Command Line Interface

MEDELLIN1=EN

MEDELLINlfconfi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN] (config) #show ip route connected

% Invalid input detected at "*" marker.
MEDELLIN] {config) #show ip route connected
% Invalid input detected at "~" marker.

MEDELLIN] {config) #do show ip route connected

c 172.25%.€.0/30 is directly connected, Seriald/ 071
c 172_.29.6.8/30 is directly connected, Seriald/1l/0
c 172.259_.€.12/30 is directly comnnected, Serialld/1/1
c 205.17.220.0/30 is directly connected, Serialld/s0s0

MEDELLINI] (config) fexit
MEDELLIN1#
55¥YS-5-CONFI= I: Configured from consocle by consocle

Ctrl+F6 to exit CLI focus Copy Paste

Imagen 21
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HEDELCCINT [ CoNEIg) FelI L
HMEDELLIN1#
E5Y¥YS5-5-CONFIG_I: Configured from conscle by conscle

MEDELLINl#§show ip rute rip
% Invalid input detected at "*' marker.
HEDELLINl#show ip rute rip

% Invalid input detected at "' marker.

MEDELLINl#show ip route rip
172.29.0.0/1€ is wariably subnetted, 9% submets, 2 masks

=3 172.2%9.4_0/25 [120/1] wia 172.2%.&€.2, 00:00:15,
SerialosOnN1
=3 172.25.4.128,/25 [120/1] wia 172.25.&.14, 00:00:10,
Serizliys 1l 1

[120/1] wia 172.29.€.10, 00:00:10,
Seriald/1l/0
R 172.29.€.4/20 [120/1] wia 172.29.6.2, 00:00:15,
Seriald/ 0/ 1

209.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks

MEDELLIN1g|

Ctrl+Fe6 to exit CLI focus Copy Paste

Imagen 22
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BOGOTA 1

BOGOTA1>en

BOGOTA1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAI1(config)#do show ip route connected

C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0

¥ poGOoTA1 — O
Physical Config CLI Attributes
105 Command Line Interface
BOEOTRL=en
BOEOTRElfconfi ¢
Enter configuration commands, one per line. End with CHNIL/Z.
BOGOTA] (config) #do show ip connected
show ip connected
% Invalid input detected at "*' marker.
BOGOTA] (config) #do show ip route connected
c 172.2%.3.0/30 1is directly connected, Serial0/1/0
C 172.25.3.4/30 is directly connected, Seriald/1/1
C 172.2%9.3_.28/30 1is directly connected, Seriall0/0/1
C 20%_.17_.220.4/30 is directly connected, Seriald/ 070
BOGOTR]L (config) &
BOGOTR1E
$5¥5-5-CONFI&_I: Configured from console by console
Ctrl+F6 to exit CLI focus Copy Paste
Imagen 23
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sl
BOEOTRLl=en
BOGOTAl#show ip route rip
172.25.0.0/1€ is wariably subnetted, 5 subnets, 3 masks
=] 172.25.0.0/24 [120/1]1 wia 172.25%.3.¢€, 00:00:2g,
Seriald/s1l /1
[120/1] wia 172.25.3.2, 00:00:2€,

Seriald/1 0
=] 172.25.1.0/24 [120/1] wia 172.25%_.3.10, 00:00:28,
Seriald/O 1
=] 172.25.3.12/30 [120/1] wia 172.25.3.10, 00:00:28,
Seriald/ 0 /1

[120/1]1 wia 172.25%.3_.&, 00:00:2¢,
Seriald/s1l /1

[120/1] wia 1l72.25.3.2, 00:00:2¢,
Seriald/1 0

20%.17_.220.0/24 is wariakly subnetted, 2 subnets, 2 masks

BOGOTR1E
BOGOTAL#] v
Ctrl+F6 to exit CLI focus Copy Paste
Imagen 24

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAT.

ISP

ISP>en

ISP#confi t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username MEDELLIN password cisco
ISP(config)#interface s0/0/0

ISP(config-if)y#encapsulation ppp
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ISP (config-if)#ppp authentication pap
ISP (config-if)y#ppp pap sent-username ISP password cisco

MEDELLIN 1

MEDELLIN1>en

MEDELLIN1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#username ISP password cisco
MEDELLIN1(config)#interface Serial0/0/0
MEDELLIN1(config-ify#encapsulation ppp

MEDELLIN1(config-if)y#ppp authentication pap
MEDELLIN1(config-if)#ppp pap sent-username MEDELLIN password
cisco

. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.
ISP

ISP>en

ISP#confi t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username BOGOTA password cisco

ISP(config)#cisco interface Serial0/0/1

ISP(config)#int s0/0/1

ISP (config-ify#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to down

ISP(config-if)#ppp authentication chap

BOGOTA 1

BOGOTA1>EN

BOGOTA1#confi t

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA1(config)#username ISP password cisco
BOGOTA1(config)#interface Serial0/0/0
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BOGOTAI1(config-if)#encapsulation ppp
BOGOTA1(config-if)y#ppp authentication chap

Parte 6: Configuraciéon de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, sélo existirda comunicacion hasta los
routers Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellinl. Compruebe que la traduccién de direcciones
indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida autométicamente a la direccion de la interfaz
serial 0/1/0 del router Medellinl, cémo diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccion debe ser traducida automaticamente
a la direccion de la interfaz serial 0/1/0 del router Bogotal, cémo diferente
puerto.

MEDELLIN 1

MEDELLIN1>en

MEDELLIN1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip nat inside source list 1 interface Serial0/0/0 overload
MEDELLIN1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN1(config)#interface Serial0/0/0
MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-if)#interface Serial0/0/1
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface Serial0/1/0
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface Serial0/1/1
MEDELLIN1(config-if)#ip nat inside
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BOGOTA 1

BOGOTA1>en

BOGOTA1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#ip nat inside source list 1 interface s0/0/0 overload
BOGOTA1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA1(config)#int s0/0/0

BOGOTAI1(config-if)#ip nat outside

BOGOTAI1(config-if)#int s0/1/0

BOGOTAIL(config-if)#ip nat inside

BOGOTA1(config-if)#int sO/1/1

BOGOTA1(config-if)#ip nat inside

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

MEDELLIN2>en

MEDELLIN2#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
MEDELLINZ2(config)#ip dhcp pool medellin2
MEDELLINZ2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.1
MEDELLINZ2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit

MEDELLINZ2(config)#ip dhcp pool medellin3
MEDELLIN2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.129
MEDELLINZ2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit
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MEDELLIN 3

MEDELLIN3>en

MEDELLIN3#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#int g0/0

MEDELLIN3(config-if)#ip helper-address 172.29.6.5

. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia
la IP del router Medellin2.

MEDELLIN 3

MEDELLIN3#confi t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#interface GigabitEthernet0/0
MEDELLIN3(config-if)#ip helper-address 172.29.6.5
MEDELLIN3(config-if)#

. Configurar la red Bogot4d2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

BOGOTA 2

BOGOTA2>en

BOGOTA2#confi t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTA2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
BOGOTA2(config)#ip dhcp pool BOGOTA2
BOGOTA2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTAZ2(dhcp-config)#default-router 172.29.1.1
BOGOTAZ2(dhcp-config)#dns-server 8.8.8.8
BOGOTAZ2(dhcp-config)#ip dhcp pool BOGOTAS
BOGOTAZ2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.0.1
BOGOTA2(dhcp-config)#dns-server 8.8.8.8
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d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router BogotaZ2.

BOGOTA 3

BOGOTA3>en

BOGOTA3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTA3(config)#ip dhcp pool bogota2
BOGOTA3(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA3(dhcp-config)#default-router 172.29.1.1
BOGOTA3(dhcp-config)#dns-server 8.8.8.8
BOGOTA3(dhcp-config)#ip dhcp pool BOGOTA3
BOGOTA3(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA3(dhcp-config)#default-router 172.29.0.1
BOGOTA3(dhcp-config)#dns-server 8.8.8.8

BOGOTA3#confi t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#int g0/0

BOGOTA3(config-if)#ip helper-address 172.29.3.13
BOGOTA3(config-if)#
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ESCENARIO 2
Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

Topologia:

s 30 192.168.30.0/24 ion

m
Internet pe—

40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 imi

209.165.200.230 Fo 209.165.200.224/29

172.31.21.0130

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
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1. Configurar el direccionamiento IP acorde con la topologia de red
para cada uno de los dispositivos que forman parte del escenario.

=
g ..,_rf.’ ___,__i

2

PCPT 1941
INTERNET PC R2 ServerPT
WEB SERVER
~rt T
Bogota ("9 . "“; Buenos Ares
1941 1941
R1 R3
| 2960~ -24TT
S1 S3
| J
P P AN
PCPT PCPT
PC-A PCC
Imagen 25

Configuramos el PC internet con Ip address 209.165.200.230, Subnet Mask

255.255.255.248, Default Gateway 209.165.200.225

¥ INTERMET PC — O *

Physical Config Desktop Programming Attributes

P Configuration

IF Configuration

(O DHep @® static

IP Address | 209, 165,200,230 |
Subnet Mask | 255,255, 255,248 |
Default Gateway | 209, 165.200.225] |
DNS Server 0.0.0.0 |

Imagen 26
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BOGOTA

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host R1

R1(config)#int sO/0/0

R1(config-if)#description connection to R2
R1(config-if)#ip add 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

R1(config-if)#no shut

R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config)#

R1(config)#int g0/0

R1(config-if)#ip add 192.168.99.1 255.255.255.0

R1(config-if)#no shut
P r - |

Physical Config CLI Attributes

105 Command Line Interface

Routerren

Routerfconii t©

Enter configuration commands, one per line. End with CHNTL/Z.
Router (config) fhost R1

Rl i{config)#int s0/0/0

Rl (config-if) §description connection to R2

Bl (config-if) gip add 172.31.21.1 255.255_255_252

Bl (config-if) §clock rate 128000

Bl (config-if) #no shu

SLINE-S5-CHRNGED: Interface Seriald/0/0, changed state to down
Rl (config-if) gexit

Bl (config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

2Default route without gateway, if not a point-to-point
interface, may impact performance

Bl {config)#int gl/0

Rl (config-if) #no shu
Rl {config-if)#
SLINE-5-CHANEED: Interface GigabitEthernetd/0, changed state to

up

(LINEFROTO-5-UPDOWN : Line protocol on Interface

s O e =L i e =i s =
Ctrl+F6 to exit CLI focus Copy Paste
Imagen 27
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MIAMI

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host R2

R2(config)#int sO/0/1

R2(config-if)#descrip connection to R1

R2(config-if)#ip add 172.31.21.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#int s0/0/0

R2(config-if)#descrip connection to R3

R2(config-if)#ip add 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#int g0/0

R2(config-if)#descrip internet

R2(config-if)#ip add 209.165.200.225 255.255.255.248
R2(config-if)#no shut

R2(config-if)#int g0/1

R2(config-if)#ip add 10.10.10.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)#description connection to web server
R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 g0/0
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Houterzen
Bouterfconfi t

Router (config) $host R2

R2 {config)#int s0/0/1

B2 (config-if) #descrip connection to Rl

B2 ({config-ifif#ip add 172.31.21.2 255.255.255.252
B2 (config—-if) #no shu

B2 (config-if) g

RZ (config-if)#

changed state to up

R2 {config-if)#int s0/0/0

B2 {config-if) §descrip connection to B3

B2 (config-ififip add 172.321.23.1 255.255.255.252
B2 (config-if) #clock rate 122000

B2 (config-if)#no shut

B2 (config-if) #int gl/ 0
BZ(config-if)fdescrip internet

Enter configuration commands, one per line. End with CHTIL/Z.

2LINE-S5-CHRNGED: Interface Seriald/0/l, changed state to up

SLINEPROTO-5-UPDOWN : Line protocol on Interface Seriall/ 001,

S$LINE-S5-CHRNGED: Interface Seriall/0/0, changed state to down

Ctrl+F6 to exit CLI focus

Imagen 28

BUENOS AIRES

Router>en
Router#conf t

Copy

Paste

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#host R3

R3(config)#int s0/0/1

R3(config-if)#description connection to R2
R3(config-if)#ip add 172.31.23.2 255.255.252.252
Bad mask OxFFFFFCFC for address 172.31.23.2
R3(config-if)#no shut

R3(config-if)#int lo4

R3(config-if)#ip add 192.168.4.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#int o5

R3(config-if)#ip add 192.168.5.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#int lo6
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R3(config-if)#ip add 192.168.6.1 255.255.255.0
R3(config-if)#exit
R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1

¥ Ra2 — O *

Physical Config CLI Attributes

105 Command Line Interface

R3(config-if) ¢
$LINE-5-CHRNGED: Interface Seriald/0/1l, changed state to up

R3(config-if) ¢

(LINEFROTO-5-UPDOWN : Line protocol on Interface Serial0/ 071,
changed state to up

int lod

R3lconfig-if) ¢
2LINE-5-CHANGED: Interface Loopback4, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbkackd,
changed state to up

B3 lconfig-if) #int lod
B3 (config-if) #ip add 152 _1€5.4_.1 2Z55_255_355_
B3 (config-if) #no shut
B3 {config-if) #int lob

BE{config-if)#
SLINE-5-CHANGED: Interface Loopback5, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackb,
changed state to up

Cirl+F6 to exit CLI focus Copy Paste

Imagen 29

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1111
Router ID R2 5555
Router ID R3 8888

Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500
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BOGOTA

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#passive-interface g0/0
R1(config-router)#int s0/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

R1(config-if)#int sO/0/1

R1(config-if)#bandwidth 256

¥ g1

Physical Config CLI Attributes

105 Command Line Interface

2L
Bl
RL
2L
Bl

Rlrzen

Rléconfi t

Enter configuration commands, one per line. End with CHTL/Z.
Rl iconfig) #router ospf 1
RL{
{config-router) fnetwork 1592.1€2.599.0 0.0.0_255 area 0
(config-router) énetwork 172.31.21.0 0.0.0.2 area 0O
{config-router) fpassive—interface gl/0
{config-router) $int s0/0/0

({config-if) gbandwidth Z2Z5€

RL{
Bl
Bl (config-if) ébandwidth 25&
RL{

config-router) frouter-id 1.1.1.1

config-if) #ip ospf cost 5500
config-if)#int sO/0/1

ccnfig—ifhﬁ| W

Ctrl+F6 to exit CLI focus Copy Paste

Imagen 30
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MIAMI

R2>en

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 209.165.200.224 0.0.0.7 area 0
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.10 0.0.0.3 area 0
R2(config-router)#passive-interface g0/0
R2(config-router)#int s0/0/0

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#int s0/0/1

R2(config-if)#bandwidth 256

R2(config-if)#

¥ R2 - O
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Riren

REZ2fconfi t

Enter configuration commands, one per line. End with CNIL/Z.
B2 (config) #router ospf 1

RZ {config-router) $router-id 5.5.5.5

B2 (config-router) fnetwork 205.165.200.224 0.0.0.7 area O

B2 (config-router) fnetwork 172.21.21.0 0.0.0.2 area 0

RZ {config-router) §

01:23:-40: S0S5PF-5-ADJCHE: Process 1, Nbr 1.1.1.1 on Seriald/ 0/1
from LORDING to FULL, Loading Done

RZ {config-router) gnetwork 10.10.10.10 0.0.0.3 area 0
B2 (config-router) dpassive-interface £0/0
2Invalid interface type and number

B2 (config-router) §passive—interface £0/0
%Invalid interface type and number

RZ (config-router) #passive—interface gl/0
RZ {config-router) $#int s0/0/0

RZ {config-if) ¢bandwidth 25&
RZ({config-if) ¢ip ospf cost 5500

B2 {config-if)gint s0/0/1

R2 (config-if) §bandwidth 25&

RZ ({config-if) ¢

B2 (config-if) ¢

Ctrl+F6 to exit CLI focus Copy Paste

Imagen 31
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BUENOS AIRES

R3>en

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area O
R3(config-router)#network 192.168.4.0 0.0.0.255 area 0
R3(config-router)#network 192.168.5.0 0.0.0.255 area 0
R3(config-router)#network 192.168.6.0 0.0.0.255 area 0
R3(config-router)#int s0/0/0

R3(config-if)#bandwidth 256

R3(config-if)#ip ospf cost 9500

R3(config-if)#int sO/0/1

R3(config-if)#bandwidth 256

¥ g3 — O
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RIFEN

R3ICONFI T

Enter configuration commands, one per line. End with CHNTL/Z.
B3 (config) #router ospf 1

B3 (config-router) frouter—-id 8.23.8.8

B3 (config-router) fnetwork 172_.31.23.0 | 0.3 area 0O
B3 (config-router) gnetwork 152 _1€8_4.0
B3 (config-router) fnetwork 152.1€8.5.0
B3 (config-router) gnetwork 15%2_1€8_.&.0
B3 (config-router) #int s0/0/0

B3 (config-if) fbandwidth 25¢

B3 ({config-if)#ip ospf cost 5500

B3 (config-if)gint s0/0/1

B3 (config-if) fbandwidth 25¢

3 (config-if) g

[=]
(=]

0.0_255 area 0

[ R s |

a
.0.0.255 area 0
0.0.255 area 0

Ctrl+F6 to exit CLI focus Copy Paste

Imagen 32
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S1

Switch>en

Switch#confi t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-loo

Switch(config)#no ip domain-lookup

Switch(config)#host S1

S1(config)#

S3

Switch>en

L] — O

Physical Config CL1 Attributes

105 Command Line Interface

SLINE-5-CHRNEZED: Interface FastEthernetl/24, changesd state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/24,
changed state to up

Switch=en

Switchiconfi t

Enter configuration commands, one per line. End with CHNIL/Z.
Switch{config) #no ip domain-loo

Switch{config) #no ip domain-lookup

Switch (config) #host S1

51 {config)#

Sl

%5¥5-5-CONFIG I: Configured from console by console

host 51

Ctrl+F& to exit CLI focus Copy Paste

Imagen 33

Switch#confi t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-loo

Switch(config)#no ip domain-lookup

Switch(config)#host S3

S3(config)#
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™~
Press RETURN to get started.
Switch>en
Switchfconfi t©
Enter configuration commands, one per line. End with CHIL/Z.
Switch(config) $no ip domain-loo
Switch({config) éno ip domain-lockup
Switch ({config) #host 53
53 (config) #
53¢
%5Y¥S5-5-CONFI& I: Configured from conscle by conscle
L
Cirl+F5 to exit CLI focus Copy Paste
Imagen 34

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2.
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Hlgshow 1p route
Codes: L - local, © - connected, 5§ - static, R - RIP, M - mokile,
B - BEE

D - EIGRP, EX - EIGRP external, © - O5PF, IA - OS5PF inter
area

N1 - OS5PF H55Z external type 1, HZ - OSPF M55SR external
type 2

El - OSPF extermal type 1, EZ2 - O5PF extermnal type 2, E -
EGE

i - Is-Is, L1 - IS-I5 lewel-1l, L2 - I5-I5 lewel-2, ia -
IS-1IS inter area

¥ - rcandidate default, U - per-user static route, o — CDR

P - periodic downloaded static route
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

172.31.0.0/1€ is wariably subnetted, 2 subnets, 2 masks
2.31.21.0/30 is directly connected, Seriald/s0/0
1.21.1/32 is directly conmnected, Serialld/s0/ 0

8.55.0/24 is wvariably subnetted, 2 subnets, 2 masks
€2.99.0/24 is directly connected, GigabitEthernetl/0
S1€8.99.1/32 is directly comnected, GigabitEthernet0/0
0.0/2% is subnetted, 1 subnets
o 20%9.1€5.200.224/29 [110/5501]1 wia 172.31.21.2, 00:
Serialdys0f 0 W

B a

o

1 -1
X

b

[ )
L3
o
)
I
oW
]
i
[

26:1¢,

Ctrl+F6 to exit CLI focus Copy Paste
Imagen 35
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RZxen )
RZfshow ip route
Codes: L - local, T - connected, 5 - static, B - RIF, M - mobile,
B - BEE

D - EIGRP, EX - EIGRP external, O - O5PF, IR - OSEF inter
area

N1 - OSPF WNS55R extermal type 1, N2 - O5PF NS5A extermal
type 2

El - QS5PF external type 1, EZ - OS5PF external type 2, E -
EGP

i - Is-I§, Ll - I5-IS lewvel-l, L2 - IS-IS level-2, ia -
I5-I5 inter area

¥ — pandidate default, U - per—user static route, o — QDR

P - periodic downloaded static route
Gateway of last resort is 0.0.0.0 to metwork 0.0.0.0

10.0.0.0/8 is wariably subnetted, 2 subnets, 2 masks
C 10.10.10.0/24 is directly connected, GFigabitEthernet0/1
L 10.10.10.1/32 is directly connected, GigabitEthernetl/1l
172.31.0.0/1€ is wariably subnetted, 4 subnets, 2 masks

C 172.31.21.0/30 is directly connected, Seriall/s0/1
L 172.31.21.2/32 is directly connected, Seriall/s0/1
C 172.31.23.0/30 is directly connected, Seriald/s0/0 ¥
Ctrl+F6 to exit CLI focus Copy Paste

Imagen 36
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Hiren A
R3gshow ip route
Codes: L - local, C - connected, 5 - static, B — RIF, H — mobkile,
B - BGP
D - EIGRP, EX - EIGRP external, 0 - O5PF, IA - OSPF inter
area
N1 - OSPF N55R external type 1, N2 - OSPF MS55R external
type 2
El - O5PF extermal type 1, EZ - OSPF external type 2, E -
EGP
i - IS-I5, L1 - I5-I5 lewvel-l, LZ - I5-I5 level-2, ia -
I5-I5 inter area
* - candidate default, U - per—user static route, o - CDR
P - periodic downloaded static route
GCateway of last resort is not set
192.1€8.4.0/24 is wariably subnetted, 2 subnets, 2 masks
c 152.1€8.4.0/24 is directly connected, Loopback4
L 152 .1€8.4.1/32 is directly connected, Loopbacks
152.1€8.5.0/24 is wvariably subnetted, 2 subnets, 2 masks
c 152 .1€8.5.0/24 is directly connected, Loopbacks
L 192.168.5.1/22 is directly connected, LoopbackS
152.1€8.€.0/24 is wariably subnetted, 2 subnets, 2 masks
c 192.168.€.0/24 is directly connected, Loopbacke W
Ctrl +F6 to exit CLI focus Copy Paste

Imagen 37

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre
el costo de cada interface.
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Z0F.lco.c00. 0725 12 SunnELted, I SunneEns
¥] 205 .1€5.200.224/25 [110/9501] wia 172.31.21.2, 00:2€:1le€, ~
Seriald/s0/0
Rlgshow ip ospf int s0/0/0
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Rrea 0
Frocess ID 1, Bouter ID 1.1.1.1, Network Type BOINT-TO-PBOINT,
Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due im 00:00:01
Index 272, flood gqueue length O
Wext 0x0(0) /020 (0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 |, Rdjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
Rlg ¥l
Ctrl+F6 to exit CLI focus Copy Paste
Imagen 38

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada
router.

Rl#show ip protocols

Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximum path: 4
Routing for Networks:

152 .1€2.595.0 0.0.0.255 area 0
172.21.21.0 0.0.0.2 area 0
Passive Interface(s):
FigabitEthernetd/0
Bouting Information Sources:
Cateway Distance Last Update
l1.1.1.1 1lla 00:0€:42
5.5.5.5 1lla 00:04:324
Distance: ({(default is 110)
Rlg v]
Imagen 39
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Rifshow ip protocols

Bouting Protocol is "ospf 1"
Cutgoing update filter list
Incoming update filter list
Router ID 5.5.5.5
Humber of areas
Maximum path: 4
Bouting for MNetworks:

209_.1€5.200_224 0.0.0.7 ar
172.31.21.0 0.0.0.3 area O
10.10.10.2 0.0.0.2 area 0
Passiwve Interface(s):
GigabitEthernetd/s0
Routing Information Sources:

in this rout

Fateway Distance
1.1.1.1 110
5.5.5.5 110

Distance: {(default is 110)

nzg

for all interfaces is not set
for all interfaces is not set
0 stub 0 nssa

er is 1. 1 normal

ea 0

Last Update
00:0%:06

00:08:57

Imagen 40

B3fshow ip protocols

Bouting Protocol is "ospf 1™
Cutgoing update £ilter list
Incoming update £ilter list
Router ID 8.2.83.8
Number of areas imn this rout
Maximim path: 4
Routing for Metworks:

172.31.23.
1592.1€8.4.
152 _1€8.5._ Sa.
152 _1€8_6._ -0
Routing Information
Fateway Distance
g.8.8.8 110
Distance: (default is 110)

a
area

.0.3 area
-0.2585
255 area
255 area
Sources:

EEL]

for all interfaces is not set
for all interfaces i1s not set
0 stubk 0 nssa

er is 1. 1 normal

Last Update
00:02:-24

Imagen 41

3. Configurar VLANs, Puertos

troncales, puertos de acceso,

encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a latopologia de red establecida.

R1

R1>en
R1#confi te

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#enable secret class
R1(config)#line con O
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R1(config-line)#pass cisco

R1(config-line)#login

R1(config-line)#line vty 0 4

R1(config-line)#pass cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service pass

R1(config)#service password-encryption
R1(config)#banner motd #Acceso a personal autorizado#

BEl=en

Rlgconfi te

Enter configuration commands, one per line. End with CNTL/Z.
Bliconfig) #enakle secret class

Bliconfig)i#line con 0O

Bl i{config-line) §pass cisco

Bl iconfig-line) flogin

Bl {config-line) #line vty O 4

Bli{config-line) §pass cisco

Rl {config-line) $login

Bl iconfig-line) fexit

Bl {config) #service pass

Bl {config) #service password-encryption

Bli{config) #banner motd #Rcceso a personal autorizadog

Imagen 42

R2

R2>en

R2#confi t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#enable secret class

R2(config)#line con 0

R2(config-line)#pass cisco

R2(config-line)#login

R2(config-line)#line vty 0 4

R2(config-line)#pass cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#service pass

R2(config)#service password-encryption
R2(config)#banner motd #Acceso a personal autorizado#
R2(config)#
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Rirzen

R2fconfi t

Enter configuration commands, one per line. End with CNTL/Z.
B2 (config) $enable secret class

R2 (config) #line con 0O

B2 (config-line) §pass cisco

B2 (config-line) #login

B2 (config-line)#line wty 0 4

B2 (config-line) §pass cisco

B2 {config-line) $#login

B2 (config-line) fexit

B2 (config) §service pass

B2 (config) §service password-encryption

B2 (config) banner motd #hcceso a personal autorizadod
B2 ({config) §

Imagen 43

R3

R3>en

R3#confi t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#enable secret class

R3(config)#line con O

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#line vty 0 4

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service pass

R3(config)#service password-encryption
R3(config)#banner motd #Acceso a personal autorizado#
R3(config)#
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B3=en

BE3fconfi t

Enter configuration commands, one per line. End with CHTL/Z.
B3 ({config) fenable secret class

B3 ({config)f#line con 0O

B3 ({config-line) #pass cisco

RS (config-line) #login|

R3{config-line)#line vty 0 4

B3 ({config-line) #pass cisco

B3 {config-line) #login

R3 (config-line) gexit

B3 ({config) fservice pass

B3 ({config) fservice password-encryption

B3 (config) fbanner motd fRAcceso a personal autorizadog
B3 (config) #

Imagen 44
S1
S1>en
Sl#confit

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#enable secret class

S1(config)#line con 0

S1(config-line)#pass cisco

S1(config-line)#login

S1(config-line)#line vty 0 4

S1(config-line)#pass cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service pass

S1(config)#service password-encryption
S1(config)#banner motd #Acceso a personal autorizado#
S1(config)#exit
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Slxen

Slgconfi t

Enter configuration commands, one per line. End with CHIL/Z.
51 {config) genable secret class

Sl {config)#line con 0

51 {config-line) #pass cisco

51 {config-line) $login

S5l ({config-line)#line wty 0 4

51l {config-line) fpass cisco

5l ({config-line)#login

51l {config-line) fexit

51l (config) §service pass

51 {config) #service password-encryption

51 {config) dbanner motd #icceso a personal autorizadod
5l {config) dexit

51%

§5¥5-5-CONFIGC I: Configured from console by console

51
Imagen 45
S3
S3>en
S3#confi t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#enable secret class

S3(config)#line con 0

S3(config-line)#pass cisco

S3(config-line)#login

S3(config-line)#line vty 0 4

S3(config-line)#pass cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service pass

S3(config)#service password-encryption
S3(config)#banner motd #Acceso a personal autorizado#
S3(config)#exit
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S53zen

S3fconfi ¢

Enter configuration commands, one per line.
53 (config) genable secret class
S3({config)#line con O

52 {config-line) fpass cisco

53 (config-line) flogin

53 {config-line)#line vty 0 4

53 ({config-line) fpass cisco

53 ({config-line) flogin

52 ({config-line) fexit

53 (config) #service pass

53 {config) #service password-encryption

End with CNTL/Z.

53 (config) #banner motd #RAcceso a personal autorizadod

53 ({config) fexit
534

Imagen 46
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Password:
Slgconfi t

Sli{config)f#wvlan 30

Sli{config-vlan) fname Administracion
Sl{config-vlan) fexit

Sl{config)#wvlan 40

Sl{config-vlan) fname Mercadeo
Sl{config-vlan) f$vlan 200

Sl{config-vlan) fname Mantenimiento
Sl{config-vlan) fexit

Sli{config)#int wlan 200

Sl{config-if) #ip address 15%Z.1€2.200.2 ZE5_.255_255.0
Sl{config-if) #no shu

Sl{config-if) #exit

Sli{config)#ip default—gateway 152_1&3_200.1
Sli{config)#interface £0,/3

Sl{config-if) #switchport mode trunk
Sl{config-if) #switchport trunk natiwve wvlan 1
Sli{config-if) #interface £0/24

Sli{config-if) #switchport mode trumnk
Sl{config-if) #switchport trunk natiwve wvlan 1
Sli{config-if) #interface range £als/1-2Z, £fal/4-23,
GigabitEthernetl/1-2

Sli{config-if-range) fswitchport mode access
Sl{config-if-range) fint gls1

Sli{config-if) #switchport mode access
Sli{config-if) #switchport access wlan 30
Sl{config-if) #interface range £fal/ /2, £fal/4-23,
GigabitEthernetl/1-2

Sl{config-if-range) #shutdown

SLINE-5-CHRMNGEED: Interface FastEthernetl/2, changed state to
administratively down

SLINE-5-CHRMEED: Interface FastEthernetl/4, changed state to
administratively down

Enter configuration commands, one per line. End with CNTIL/Z.

Cirl+F6 to exit CLI focus Copy

Imagen 47
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Password:
S53gconfi t
Enter configuration commands, one per line. End with CHTL/Z.
53 (config) #vlan 30
53 (config-vlan) #name Administracion
53 (config-vlan)#vlan 40
53 ({config-vlan) #fname Mercadeo
53 ({config-vlan)#vlan 200
53 (config-vlan) #name Mantenimiento
53 ({config-vlan) fexit
53 ({config) #int wlan 200
S53({config-if) ¢
SLINE-5-CHRNEED: Interface V1lan200, changed state to up
SLINEFROTO-5-UFDOWN : Line protocol on Inmterface V1an200, changed

53
53

53
53
53
53
53

state to up

{config-if) #ip address 192.1€8.200.3 255.255_255.0
{config-if) #no shu
53

config-if) fexit

lconfig) #ip default-gateway 15%2Z.1€8_.200.1
{config)fint £0/3

{config-if) #switchport mode trunk

{config-if) #switchport trunk natiwve wlan 1
lconfig-if) #interface range £a0/1-2, £fal/4-24,
GigabitEthernetd/1-2

53 ({config-if-range) §shu

e o -
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4.

En el Switch 3 deshabilitar DNS lookup

S3>en
Password:
S3#confi t
Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup
S3(config)#exit
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Password:

S53zen
Password:
S53fconfi t©
Enter configuration commands, one per line. End with CHNTL/Z.
53 {config) fno ip domain-loockup
53 {config) fexit
S3g
FSYS—5—CDHFIG_I: Configured from console by console
v

Imagen 49
5. Asignar direcciones IP a los Switches acorde a los lineamientos.
S1

S1>en

Password:

S1#confit

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int vlan 200

S1(config-if)#ip address 192.168.200.2 255.255.255.0
S1(config-if)#no shu

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.200.1

S1(config)#

S3

S3#confi t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int vlan 200

S3(config-if)#ip address 192.168.200.3 255.255.255.0
S3(config-if)#no shu

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.200.1

S3(config)#
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6. Desactivar todas las interfaces que no sean utilizadas en el esquema
de red.

S1

Si1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface range fa0/1-2, fa0/4-23, GigabitEthernet0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#interface g0/1

S1(config-if)#switchport mode access

S1(config-if)y#switchport access vlan 30

S1(config-if)#interface range fa0/2, fa0/4-23, GigabitEthernet0/1-2
S1(config-if-range)#shutdown

S3

S3#confit

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface range fa0/1-2, fa0/4-23, GigabitEthernet0/1-2
S3(config-if-range)#switchport mode access
S3(config-if-range)#interface g0/1

S3(config-if)#switchport mode access

S3(config-if)#switchport access vlan 40

S3(config-if)#interface range fa0/2, fa0/4-23, GigabitEthernet0/1-2
S3(config-if-range)#shutdown

7. Implement DHCP and NAT for IPv4.

R1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.118.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.18.40.30
R1(config)#
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Blfconfi t

Enter configuration commands, one per line. End with CNTIL/Z.

Bliconfig)#ip dhcp excluded-address 15%2_.1€8_30.1 1592_.118_30_30
Bliconfig)#ip dhcp excluded-address 15%2.1€8_40.1 152_.18_40_30

Rliconfig)#

Blg

Imagen 50
8. Configurar R1 como servidor DHCP para las VLANs 30y 40.
Se configura DHCP en el Router 1 — Bogota de la siguiente manera:

R1>en

Password:

R1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1

R1(dhcp-config)#

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para | DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para | DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

DHCP pool vlan 30

R1#confi t
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Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0

R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0

¥ R — O *

*
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Password: ~
Rlgconfi ¢

Enter configuration commands, one per line. End with CHNTIL/Z.
Bl {config)#ip dhep pool RDMINISTRLCION

Rl (dhep—config) gdefault-router 132 _1€8.30.1

Bl {(dhep-config) #ip dhep pool MERCADED

Bl (dhep-config) #dns-server 10.10.10.11

Bl (dhep-config) fdefault-router 152.1€2.40.1

Rl (dhep—config) #

Rlg

&5¥5-5-CONFIG I: Configured from consocle by conscole

BElgconfi t©

Enter configuration commands, one per line. End with CHTL/Z.
Bl {config) #ip dhep pool ADMINISTRACION

Bl (dhep-config) #dns-server 10.10.10.11

Bl (dhep-config) fdefault-router 152.1€28.30.1

Rl (dhcp-config) #network 152 .1€%.30.0 Z55.255.255.

Bl (dhep—config) #

Bl (dhcp-config) #

Rl (dhep-config) #ip dhop pool MERCRADED

Rl (dhep—config) fdns—server 10.10.10.11

Rl (dhep—config) gdefault-router 1532 _1€5.40.1

Bl {dhep-config) #network 152 .1€8.30.0 255.255_3255.

Bl {dhcp—config) # b

Ctrl+F6 to exit CLI focus Copy Paste

Imagen 51

10.Configurar NAT en R2 para permitir que los hosts puedan salir a
internet.

NAT en Miami (R2)

R2#config t
Enter configuration commands, one per line. End with CNTL/Z.
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R2(config)#access-list 1 permit 192.168.30.1 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.1 0.0.0.255
R2(config)#no access-list 1 permit 192.168.30.1 0.0.0.255
R2(config)#no access-list 1 permit 192.168.40.1 0.0.0.255
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255
R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228
netmask 255.255.255.248

R2(config)#ip nat inside source list 1 pool INTERNET
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229

11.Configurar al menos dos listas de acceso de tipo estandar a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

R1>en

Password:

R1#confi t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R1(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R1(config)#ip access-list standard Administracion
R1(config-std-nacl)#permit host 172.31.21.1
R1(config-std-nacl)#exit

R1(config)#

Rl=en

Password:

Blfconfi t

Enter configuration commands, one per line. End with CNTIL/Z.
Bli{config)#access—1list 1 permit 19%2_168.30.0 0.0_.0_255
Bliconfig) f#access—1list 1 permit 19%2_1c8.40.0 0.0_.0_255
Bliconfigl#ip access—-list standard Bdministracion

Bl {config-std-nacl) fpermit host 172_.321.21.1

Bl {config-std-nacl) fexit

Bliconfig)#

Blg

Imagen 52
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12.Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en pararestringir o permitir trafico desde R1
o0 R3 hacia R2.

R2>en

Password:

R2#confi t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
R2(config)#access-list 101 permit icmp any any echo-reply
R2(config)#int g0/0

R2(config-if)#ip access-group 101 in

R2(config-if)#int sO/0/1

R2(config-if)#ip access-group 101 in

R2(config-if)#int sO/0/0

R2(config-if)#ip access-group 101 in

R2(config-if)#int g0/1

R2(config-if)#ip access-group 101 in

R2(config-if)#

13.Verificar procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

¥ p2 — O e

Physical Config CLI Attributes

105 Command Line Interface

Acceso a personal autorizado
User Reocess Verification
Password:

RIzen

DPassword:

R2#ping 10.10.10.10

Type escape seguence to abort.

Sending 5, l00-byte ICMP Echos to 10.10.10.10, timeout is 2

seconds :

Success rate is 50 percent (4/5), round-trip minSavg/max = 0/70/0

ms

nzg v
Ctrl+F6 to exit CLI focus Copy Faste
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L ¥ — O
Physical Config CLI Attributes
105 Command Line Interface
User Access Verification A
Password:
R2=en
Password:
R2¢ping 10.10.10.10
Type escape segquence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 2
seconds:
Lt
Success rate is 80 percent (4/5), round-trip min/avg/max = 07070
ms
R2gping 209.165.200.230
Type escape sequence to abortc.
Sending 5, l00-byte ICHMP Echos to 205.1€5.200.230, timecut is 2
seconds:
rrret
Success rate is 100 percent (5/53), round-trip minfavg/max = 0/0/3
ms
nzg v
Imagen 54
B |NTERNET PC - O ®
Physical Config Desktop Programming Attributes

Command Prompt

[ Top

Imagen 55
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CONCLUSION

Con esta prueba de habilidades se fortalecieron los conceptos tedricos y practicos
estudiados a lo largo del curso de profundizacién en redes CISCO, utilizando como
herramienta principal el simulador de Cisco Packet Tracer. Se trabajaron las listas
ACL IP para filtrar el trafico de una red y las configuraciones de los diferentes
dispositivos.

El protocolo OSPF posee gran similitud con el RIP, pero cada paquete enviado a
través de este se hace a través del camino mas corto, esto se debe a que las
direcciones de su configuracién se hacen con routers cercanos y todos conocen
cual es el numero de satos.

Con lo anterior queda demostrado los conocimientos y las habilidades adquiridas
en la configuracion y enrutamiento de cada uno de los dispositivos que conforman
un sistema de redes de acuerdo a los requerimientos establecidos.
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