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INTRODUCCION

Le empresa CISCO System puede ser considera una de las empresas lideres en
comunicaciones a nivel mundial. Realiza fabricacion de equipos de red tales como
enrutadores, interruptores, entre otros.

A través de la estrategia de aprendizaje basada en problemas, se logra evidenciar
el desarrollo de las competencias necesarias para el disefio y configuracion de una
red WAN y LAN. Teniendo en cuenta criterios claves para un correcto
funcionamiento de la red, garantizando la estabilidad y seguridad de la misma.



1. DESARROLLO DE LOS ESCENARIOS

1.1. Escenariol

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

G
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



1.1.1. Configuracion de parametros basicos de routers.

Dispositivo

Medellinl

Medellin2

Medellin3

Bogotal

Bogota2

Bogota3

ISP

PC-A

Interfaz

S0/0/0
S0/0/1
S0/1/0
S0/1/1
GO0/0
S0/0/0
S0/0/1
GO0/0
S0/0/0
S0/0/1
S0/1/0
S0/0/0
S0/0/1
S0/1/0
S0/1/1
GO0/0
S0/0/0
S0/0/1
GO0/0
S0/0/0
S0/0/1
S0/1/0
S0/0/0
S0/0/1
NIC

Direccion IP

172.29.6.10

172.29.6.2
209.17.220.2
172.29.6.14
172.29.4.1
172.29.6.6
172.29.6.1
172.29.4.129
172.29.6.5
172.29.6.9
172.29.6.13
172.29.3.2
172.29.3.10
209.17.220.6
172.29.3.6
172.29.1.1
172.29.3.13
172.29.3.9
172.29.0.1
172.29.3.14
172.29.3.5
172.29.3.1
209.17.220.5
209.17.220.1
DHCP

Mascara de
Subred
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.128
255.255.255.252
255.255.255.252
255.255.255.128
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252

255.255.255.0
255.255.255.252
255.255.255.252

255.255.255.0
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252
255.255.255.252

DHCP

Gateway
Predeterminado
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
DHCP



PC-B NIC DHCP DHCP DHCP
PC-C NIC DHCP DHCP DHCP
PC-D NIC DHCP DHCP DHCP

Configuracion Router BOGOTA2

Router>ena

Router#config t

Router(config)#hostname bogota2
BOGOTAZ2(config)#enable secret diplomado
BOGOTAZ2(config)#line console 0

BOGOTAZ (config-line)#password sisco

BOGOTAZ2 (config-line)#login

BOGOTAZ (config-line)#loggin synchronous

BOGOTAZ (config-line)#line vty 0 15

BOGOTAZ (config-line)#password sisco

BOGOTAZ2 (config-line)#login

BOGOTAZ (config-line)#loggin synchronous

BOGOTAZ2 (config-line)#banner motd &Acceso Restringido&
BOGOTAZ (config)#int g0/0

BOGOTAZ2 (config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTAZ (config-if)#no shutdown

BOGOTAZ2 (config-if)#int s0/0/0

BOGOTAZ (config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTAZ2 (config-if)y#no shutdown

BOGOTAZ2 (config-if)#int sO/0/1

BOGOTAZ (config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTAZ (config-if)#no shutdown

BOGOTAZ2 (config-if)#exit

Configuracion Router BOGOTA3

Router>ena

Router#config t

Router(config)#hostname BOGOTA3
BOGOTA3(config)#enable secret diplomado
BOGOTA3(config)#line console 0
BOGOTA3(config-line)#password sisco
BOGOTA3(config-line)#login
BOGOTA3(config-line)#loggin synchronous
BOGOTA3(config-line)#line vty 0 15



BOGOTA3(config-line)#password sisco
BOGOTA3(config-line)#login

BOGOTA3(config-line)#loggin synchronous
BOGOTA3(config-line)#banner motd &Acceso Restringido&
BOGOTA3(config)#int g0/0

BOGOTA3(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTA3(config-if)y#no shutdown

BOGOTA3(config-if)#int sO/0/0

BOGOTA3(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#int s0/0/1

BOGOTA3(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTA3(config-if)y#no shutdown

BOGOTA3(config-if)#int sO/1/0

BOGOTA3(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTA3(config-if)y#no shutdown

Confiquracion Router BOGOTA1

Router>ena

Router#config t

Router(config)#hostname BOGOTA1
BOGOTA1(config)#enable secret diplomado
BOGOTAI1(config)#line console 0
BOGOTA1(config-line)#password sisco
BOGOTA1(config-line)#login

BOGOTA1(config-line)#loggin synchronous
BOGOTAIL(config-line)#banner motd &Acceso Restringido&
BOGOTA1(config)#int s0/0/0

BOGOTA1(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTAIL(config-if)y#no shutdown

BOGOTA1(config-if)#int s0/0/1

BOGOTAI1(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTAIL(config-if)y#no shutdown

BOGOTAI1(config-if)#int sO/1/0

BOGOTA1L(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTAIL(config-if)y#no shutdown

BOGOTA1(config-if)#int sO/1/1

BOGOTA1(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTAIL(config-if)y#no shutdown



Configuracion Router MEDELLIN2

Router>ena

Router#config t

Router(config)#hostname MEDELLIN2
MEDELLINZ2(config)#enable secret diplomado
MEDELLINZ2(config)#line console O
MEDELLINZ2(config-line)#password sisco
MEDELLINZ2(config-line)#login

MEDELLINZ2(config-line)#loggin synchronous
MEDELLINZ2(config-line)#banner motd &Acceso Restringido&
MEDELLINZ2(config)#line vty 0 15
MEDELLINZ2(config-line)#password sisco
MEDELLINZ2(config-line)#login

MEDELLINZ2(config-line)#loggin synchronous
MEDELLINZ2(config-line)#int g0/0

MEDELLINZ2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLINZ2(config-ify#no shutdown

MEDELLINZ2(config-if)#int sO/0/0

MEDELLINZ2(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLINZ2(config-if)#no shutdown

MEDELLINZ2(config-if)#int s0/0/1

MEDELLINZ2(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLINZ2(config-ify#no shutdown

Configuracion Router MEDELLIN3

Router>ENA

Router#config t

Router(config)#hostname MEDELLIN3
MEDELLIN3(config)#enable secret diplomado
MEDELLIN3(config)#line console 0
MEDELLIN3(config-line)#password sisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#loggin synchronous
MEDELLIN3(config-line)#line vty 0 15
MEDELLIN3(config-line)#password sisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#loggin synchronous
MEDELLIN3(config-line)#banner motd &Acceso Restringido&
MEDELLIN3(config)#int g0/0

MEDELLIN3(config-if)#ip address 172.29.4.129 255.255.255.128
MEDELLIN3(config-if)#no shutdown



MEDELLIN3(config-if)#int s0/0/0

MEDELLIN3(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLIN3(config-if)y#no shutdown

MEDELLIN3(config-if)#int sO/0/1

MEDELLIN3(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN3(config-if)y#no shutdown

MEDELLIN3(config-if)#int s0/1/0

MEDELLIN3(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN3(config-if)y#no shutdown

Confiquracion Router MEDELLIN1

Router>ena

Router#config t

Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#enable secret diplomado
MEDELLIN1(config)#line console 0
MEDELLIN1(config-line)#password sisco
MEDELLIN1(config-line)#login

MEDELLIN1(config-line)#loggin synchronous
MEDELLIN1(config-line)#line vty 0 15
MEDELLIN1(config-line)#password sisco
MEDELLIN1(config-line)#banner motd &Acceso Restringido&
MEDELLIN1(config)#int sO/0/0

MEDELLIN1(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN1(config-ify#no shutdown

MEDELLIN1(config-if)#int sO/0/1

MEDELLIN1(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLIN1(config-if)#no shutdown

MEDELLIN1(config-if)#int s0/1/0

MEDELLIN1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN1(config-ify#no shutdown

MEDELLIN1(config-if)#int sO/1/1

MEDELLIN1(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN1(config-if)#no shutdown

Configuracion Router ISP

Router>ena
Router#config t
Router(config)#hostname ISP
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ISP(config)#enable secret diplomado

ISP(config)#line console O

ISP(config-line)#password sisco

ISP(config-line)#login

ISP(config-line)#loggin synchronous
ISP(config-line)#line vty 0 15

ISP(config-line)#password sisco

ISP(config-line)#login

ISP(config-line)#loggin synchronous
ISP(config-line)#banner motd &Acceso Restringido&
ISP(config)#int s0/0/0

ISP(config-if)#ip address 209.14.220.5 255.255.255.252
ISP (config-if)y#no shutdown

ISP (config-if)#int s0/0/1

ISP(config-if)#ip address 209.14.220.1 255.255.255.252
ISP (config-if)#no shutdown

1.1.2. Configuracién del enrutamiento

Inicialmente se realizara configuracion del enrutamiento en la red usando el
protocolo RIP versién 2, declarando la red principal y desactivando la sumarizacion
automaética.

Confiquracion del enrutamiento Router BOGOTA1

BOGOTA1#config t

BOGOTA1(config)#router rip
BOGOTAI1(config-router)#version 2
BOGOTA1(config-router)#passive-interface s0/1/0
BOGOTAI1(config-router)#no auto-summary
BOGOTA1(config-router)#network 172.29.3.0
BOGOTA1(config-router)#network 172.29.3.4
BOGOTA1(config-router)#network 172.29.3.8
BOGOTA1(config-router)#end

Confiquracion del enrutamiento Router BOGOTA2

BOGOTA2#ena
BOGOTA2#config t
BOGOTA2(config)#router rip
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BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#passive-interface g0/0
BOGOTAZ2(config-router)#no auto-summary
BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTAZ2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTAZ2(config-router)#end

Confiquracion del enrutamiento Router BOGOTA3

BOGOTA3>ena

BOGOTA3#config t

BOGOTA3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTA3(config-router)#passive-interface g0/0
BOGOTA3(config-router)#no auto-summary
BOGOTA3(config-router)#network 172.29.0.0
BOGOTA3(config-router)#network 172.29.3.0
BOGOTA3(config-router)#network 172.29.3.4
BOGOTA3(config-router)#network 172.29.3.12
BOGOTA3(config-router)#end

Confiquracion del enrutamiento Router MEDELLIN1

MEDELLIN1>ena

MEDELLIN1#config t

MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#passive-interface s0/1/0
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLIN1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#end

Configuracion del enrutamiento Router MEDELLIN2

MEDELLIN2>ena
MEDELLINZ2#config t
MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
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MEDELLINZ2(config-router)#passive-interface g0/0
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#network 172.29.4.0
MEDELLINZ2(config-router)#network 172.29.6.0
MEDELLINZ2(config-router)#network 172.29.6.4
MEDELLINZ2(config-router)#end

Configuracion del enrutamiento Router MEDELLIN3

MEDELLIN3>ena

MEDELLIN3#config t

MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#passive-interface g0/0
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12
MEDELLIN3(config-router)#end

Ahora anadimos en los routers BOGOTA1l y MEDELLIN1 configuracion de
enrutamiento una ruta por defecto hacia el ISP y redistribuirla dentro de las
publicaciones de RIP.

Configuracion Router BOGOTA1

BOGOTAl1>ena

BOGOTA1#config t

BOGOTAI1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTAL(config)#router rip
BOGOTA1(config-router)#default-information originate
BOGOTAI1(config-router)#end

Configuracion Router MEDELLIN1

MEDELLIN1>ena

MEDELLIN1#config t

MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN1(config)#router rip
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MEDELLIN1(config-router)#default-information originate
MEDELLIN1(config-router)#end

Ahora, se realiza configuracion del router ISP asginando una ruta estatica dirigida
hacia cada red interna de Bogota y Medellin las subredes de cada uno a /22.

ISP>ena

ISP#config t

ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#end

1.1.3. Tabla de Enrutamiento y verificacion protocolo RIP.

Con el fin de realizar una verificacion de la tabla de enrutamiento de cada uno de
los routers y protocolo RIP, se utiliza el comando show ip route.

Tabla de enrutamiento Router MEDELLIN1

& MEDELLINL =aE X
| Physical | Config = CLI |

I0S Command Line Interface

inter area -
# — candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is 209.17.220.1 to network 0.0.0.0

172.29.0.0/16 is wvariably subnetted, 9 subnets, 3 masks

23 172.29.4.0/25 [120/1] wvia 172.29.6.1, 00:00:03, Seriald/0/1

23 172.29.4.128/25 [120/1] wvia 172.29.6.9, 00:00:03, Serial0/0/0
[120/1] wvia 172.29.6.13, 00:00:03, Serial0/1/1

C 172.29.6.0/30 is directly connected, Seriald/0/1

L 172.29.6.2/32 is directly connected, Serialod/0/1

23 172.29.6.4/30 [120/1] wvia 172.29.6.1, 00:00:03, Seriald/0/1

[120/1] wia 172.29.6.13, 00:00:03, Serial0/1/1
[120/1] wia 172.29.6.9, 00:00:03, Serial0d/0/0

C 172.29.6.8/30 is directly connected, Ssriald/0/0

L 172.29.6.10/32 is directly connected, Seriald/o0/0

C 172.29.6.12/30 is directly connected, Seriald/1/1

L 172.29.6.14/32 is directly connected, Seriald/1/1

209.17.220.0/24 is variably subnetted, 3 subnets, 2 masks

C 209.17.220.0/30 is directly connected, Seriald/1/0

C 209.17.220.1/32 is directly connected, Seriald/1/0 =
L 209.17.220.2/32 is directly connected, Seriald/1/0

5% 0.0.0.0/0 [1/0] wia 209.17.220.1
MEDELLIN1%

Copy ] [ Paste
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Tabla de enrutamiento Router MEDELLIN?2

r@MEDELumz =NEn X
| Physical | Config | CLI |

IOS Command Line Interface

* — pandidate default, U - per-user =static route, o - CDR -
P - periodic downloaded static route

Gateway of last resort is 172.29.6.2 to nmetwork 0.0.0.0

172.29.0.0/16 i=s wariakly subnetted, 9 subnets, 3 masks

C 172.29.4.0/25 is directly connected, GigabitEthernetl/0

L 172.29.4.1/32 is directly connected, GigabitEthernet0/0

E 172.29.4.128/25 [120/1] wia 172.29.6.5, 00:00:22, Serial0/0/0

C 172.29.6.0/30 is directly connected, Seriald/o/1

L 172.29.6.1/32 is directly connected, Seriald/0/1

C 172.29.6.4/30 is directly connected, Seriald/0/0

L 172.29.6.6/32 is directly connected, Seriald/0/0

R 172.29.6.8/30 [120/1] wvia 172.29.6.2, 00:00:17, Serialo/o/1
[120/1] via 172.2%.6.5, 00:00:22, S5erial0/0/0

23 172.29.6.12/30 [120/1] wia 172.29.6.2, 00:00:17, Serialo/0/1

[120/1] wia 172.29.6.5, 00:00:22, Serial0/0/0 ‘
24 0.0.0.0/0 [120/1] wia 172.29.6.2, 00:00:17, Seriald/o0/1
MEDELLINZ2#

4 |

Copy ] [ Paste ]

Tabla de enrutamiento Router MEDELLIN3

[ & MEDELLIN3

| Physical | Config | CLI |

I0S Command Line Interface

Gateway of last resort is 172.29.6.10 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

R 172.29.4.0/25 [120/1] wvia 172.29.6.6, 00:00:19, Seriall/0/0

C 172.29.4.128/25 is directly connected, GigabitEthernest0/0

L 172.29.4.129/32 i= directly connected, GigabitEthernet(/0O

R 172.29.6.0/30 [120/1] wia 172.29.6.10, 00:00:10, Serialo/0/1
[120/1] via 172.29.6.14, 00:00:10, Serial0/1/0
[120/1] via 172.29.6.6, 00:00:19, Serial0/0/0

C 172.29.6.4/30 i= directly connected, Serialo/o/0

L 172.29.6.5/32 is directly connected, Seriald/o/0

C 172.29.6.8/30 is directly connected, Seriald/o/1

L 172.2%9.6.9/32 is directly connected, Seriald/o/1

C 172.29.6.12/30 is directly connected, Seriald/1/0

L 172.29.6.13/32 is directly connected, Seriald/1/0

R*  0.0.0.0/0 [120/1] wia 172.29.6.10, 00:00:10, Serial0/0/1
[120/1) wia 172.29.6.14, 00:00:10, Serial0/1/0

MEDELLINZ4

Copy ] ’ Paste ]
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Tabla de enrutamiento Router BOGOTA1

& BOGOTAL

= | E] [

| Physical | Config | CLI |

IOS Command Line Interface

-
Gateway of last resort is 209.17.220.5 to network 0.0.0.0
172.29.0.0/16 is wvariably subnetted, 9 subnets, 3 masks
R 172.29.0.0/24 [120/1] wvia 172.29.3.1, 00:00:13, Serialo/o/0
[120/1] wvia 172.29.3.5, 00:00:1%, Serial0d/1/1
R 172.29.1.0/24 [120/1] wia 172.29.3.9, 00:00:24, Serialo/o/1
C 172.29.3.0/30 is directly connected, Seriald/0/0
L 172.29.3.2/32 is directly connected, Seriald/0/0
C 172.29.3.4/30 i=s directly connected, Serialo/1/1
L 172.29.3.6/32 iz directly connected, Seriald/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1
L 172.29.3.10/32 i=s directly connected, Seriald/0/1
R 172.29.3.12/30 [120/1] via 172.29.3.1, 00:00:13, Serial0/0/0
[120/1] wia 172.29.3.5, 00:00:13, Serial0n/1/1
[120/1] wia 172.29.3.9, 00:00:24, Serial0n/0/1
209.17.220.0/24 i= wariably subnetted, 3 subnets, 2 masks
C 209.17.220.4/30 i=s directly connected, Seriald/1/0
C 209.17.220.5/32 is directly connected, Seriald/1/0 s
L 209.17.220.6/32 is directly connected, Seriald/1/0 |_|
5% 0.0.0.0/0 [1/0] wia 209.17.220.5 o
BOGOTR1# gl
Copy ll Paste

Tabla de enrutamiento Router BOGOTA?2

& BOGOTA2

| Physical | Config | CLI |

I0S Command Line Interface

inter area
L -

B -

candidate defauwlt, U - per-user static route, o - CDR

periodic downloaded =static route

Gateway of last resort is 172.29.3.10 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

24 172.29.0.0/24 [120/1] wvia 172.29.3.14, 00:00:12, Seriald/0/0

C 172.29.1.0/24 iz directly connected, GigabitEthernetd/0

L 172.29.1.1/32 is directly connected, GigabitEthernetd/0

R 172.29.3.0/30 [120/1] wvia 172.29.3.10, 00:00:03, Serial0/0/1
[120/1] via 172.29.3.14, 00:00:12, Serial0/0/0

R 172.29.3.4/30 [120/1] wvia 172.29.3.10, 00:00:03, Seriald/0/1
[120/1] via 172.29.3.14, 00:00:12, Serial0/0/0

C 172.29.3.8/30 i=s directly connected, Serial0/0/1

L 172.29.3.9/32 is directly connected, Seriald/0/1

C 172.29.3.12/30 is directly connected, Serial0/0/0

L 172.29.3.13/32 is directly connected, Serial0/0/0

R* 0.0.0.0/0 [120/1] wvia 172.29.3.10, 00:00:03, Serialon/0/1

BOGOTLZ¥

Copy ]’ Paste
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Tabla de enrutamiento Router BOGOTA3

[ & BOGOTA3

| Physical | Config | CLI |

I0S Command Line Interface

P - periodic downloaded static route
Gateway of last resort is 172.29.3.2 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

L 172.29.3.14/32 is directly connected, Serial0d/0/0
R* 0.0.0.0/0 [120/1] wia 172.29.3.2, 00:00:23, Serialon/1/0
[120/1] wvia 172.29.3.6, 00:00:23, Serial0/0/1

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0

L 172.29.0.1/32 is directly connected, GigabitEthernet0/0

23 172.29.1.0/24 [120/1] wvia 172.29.3.13, 00:00:16, Serial0n/o0/0

C 172.29.3.0/30 is directly connected, Serial0/1/0

L 172.29.3.1/32 is directly connected, Seriald/1/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

L 172.29.3.5/32 is directly connected, Serial0/0/1

23 172.29.3.8/30 [120/1] via 172.29.3.2, 00:00:23, Serialo/1/0
[120/1] wia 172.29.3.6, 00:00:23, Serial0n/0/1
[120/1] wia 172.29.3.13, 00:00:16, Serial0n/o0/0

C 172.29.3.12/30 is directly connected, Seriald/0/0

Copy

| [_paste

Tabla de enrutamiento Router ISP1

, & 1sp

= [E) e |

| Physical | Config = CLI |

I0S Command Line Interface

El - O5PF external type 1, EZ2 - OS5PF external type 2,
inter area

P - periodic downloaded =static route
Gateway of last resort is not =set

172.29.0.0/22 i= subnetted, 2 subnets
=1 172.29.0.0/22 [1/0] wia 209.17.220.6
=1 172.29.4.0/22 [1/0] wia 209.17.220.2

C 209.17.220.0/30 is directly connected, Serial0/0/1
L 208.17.220.1/32 is directly connected, Serial0/0/1
C 208.17.220.2/32 is directly connected, Serial0/0/1
C 208.17.220.4/30 is directly connected, Serial0/0/0
L 208.17.220.5/32 is directly connected, Serial0/0/0
C 209.17.220.6/32 is directly connected, Serial0/0/0

N1 - OSPF N55A external type 1, N2 - OSPF NS55A external type 2 -

E - EGF

i - I5-1I5, L1 - I5-I5 lewel-1l, L2 - I53-1I5 lewvel-2, ia - I5-I3

* — pandidate default, U - per-user =tatic route, o - CDR

209.17.220.0/24 is variably subnetted, & subnets, 2 masks

il

1]

Copy

l[ Paste l
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1.1.4. Verificacion del protocolo RIP

Con el fin de realizar verificacién de las opciones de enrutamiento configuradas en
los routers, se emplea el comando show ip protocols, obteniendo el siguiente
resultado:

& MEDELLINL & MEDELLIN2
Physical | Config | CLI | | Physical | Config | CLT |
10S Command Line Interface I0S Command Line Interface
WEDELLINIF p
MEDELLINl#show ip protocols MEDELLIN2#show ip protocols -
Routing Protocol is "rip" Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 5 seconds Sending updates every 30 seconds, next due in 14 seconds
Invalid after 180 seconds, hold down 180, flushed after 240 Invalid after 180 seconds, hold down 180, flushed after 240
Gutgoing update filter list for all interfaces is not set Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set Incoming update filter list for all interfaces is not set
Redistributing: Iip Redistributing: rip
Default version control: send version 2, receive 2 N . . . .
N . ) Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain = ~ .
Serialo/0/0 5 5 Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 2 Serial0/0/0 2 2
Serialo/1/1 2 2 Serialo/o/1 2 2
Rutomatic network summarization is not in effect Automatic network summarization is not in effect
Maximum path: 4 Maximum path: ¢
Routing for Networks: Routing for Networks:
172.28.0.0 172.29.0.0
Passive Interface(s): Passive Interface(s):
Serialo/1/0 GigabitEcthernetd/0
Routing Information Sources: N : .
cormny o srance Lot Updace Routing Information Sources:
T aten oo Gateway Distance Last Update
P s 120 172.29.6.2 120
172 13 120 172.29.6.5 120
Distance: (defaulc is 120) Distance: (default is 120)
MEDELLIN1# -~ MEDELLIN2#|

& MEDELLING == & BOGOTAL = | ) -

Physical | Config | CLI | Physical | Config | CLI |
I0S Command Line Interface I0S Command Line Interface
PassworaT
MEDELLIN3$show ip protocols i BOGOTALEshow ip protocols m

Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 27 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filter 1list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default wersion control: send version 2, receive 2

Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 13 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Qutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0/1/0 2 2 Interface Sead Recv Triggered RIF Key-chain
Serialo/o0/1 2 2 Serialo/1/1 2 2
Seriald/0/0 2 2 Serial0/0/1 2 2
Butomatic network summarization is not in effect Seriald/0/0 2 2
Maximum path: 4 Automatic network summarization is not in effect
Routing for Networks: Maximum path: 4
172.292.0.0 Routing for Networks:
Passive Interface(s): 172.29.0.0
GigabitEthernet0/0 Passive Interface(s):
Routing Information Sources: Serialt/1/0
Distance Last Update

Routing Information Sources:

20 00:00:19 Gateway Distance Last Update L
b ooioe 172.29.3.1 120 00:00:05
120 00:00:05 [2ae=e=s 2 $00: ‘ |
Distance: (default is 120) 1M :9-3-5 1:0 00:00:05 |
MEDELLIN3# . 172.29.3.3 120 00:00:16 m
Dist ; (default is 1201
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& BOGOTA2 (e & BOGOTA3 (=[5

Physical | Config | CLI | Physical | Config | CLI |

10S Command Line Interface IOS Command Line Interface

seconds, ho
filter list for all interfaces is not se

Serialo/1/0
Serial0/0/1 2 2
Zutomatic necwork summarization is in effect

00:00:23 Last Upal
00:00:15 ast Updace
00:00:14
00:00:14

00:00:13

4

BOGOTA23#

1 L

Dier
Copy Paste

Copy Paste

Ahora se verifica la base de datos de RIP de cada uno de los routers mediante el
comando show ip route connected, asi:

ISP#show ip rou connected

C 209.17.220.0/30 is directly connected, Serial0/0/1
C 209.17.220.2/32 is directly connected, Serial0/0/1
C 209.17.220.4/30 is directly connected, Serial0/0/0
C 209.17.220.6/32 is directly connected, Serial0/0/0

MEDELLIN1#show ip route connected

C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/1/0
C 209.17.220.1/32 is directly connected, Serial0/1/0

MEDELLIN2#show ip rout connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.4/30 is directly connected, Serial0/0/0

MEDELLIN3#show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/0/0

C 172.29.6.8/30 is directly connected, Serial0/0/1

C 172.29.6.12/30 is directly connected, Serial0/1/0

BOGOTA1#sho ip ro connected
C 172.29.3.0/30 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
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C 172.29.3.8/30 is directly connected, Serial0/0/1
C 209.17.220.4/30 is directly connected, Serial0/1/0
C 209.17.220.5/32 is directly connected, Serial0/1/0

BOGOTA2#sho ip ro connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/0/0

BOGOTA3#show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/0/0

1.1.5. Configuracion encapsulamiento y autenticacion PPP.

De acuerdo a la topologia se realiza configuracién con autenticacion PAP al enlace
Medellinl con ISP.

ISP(config)#username MEDELLIN1 password sisco
ISP(config)#int s0/0/1

ISP (config-ify#encapsulation ppp

ISP (config-if)#ppp authentication pap

ISP (config-if)#ppp pap sent-username ISP password sisco

MEDELLIN1#config t

MEDELLIN1(config)#username ISP password sisco
MEDELLIN1(config)#int s0/1/0

MEDELLIN1(config)# encapsulation ppp

MEDELLIN1(config-if)# ppp pap sent-username MEDELLIN password sisco

Asi mismo, se realiza configuracion con autenticacion CHAT al enlace Bogotal con
ISP.

ISP#config t

ISP(config)#username BOGOTAL password sisco
ISP(config)#int s0/0/0
ISP(config-if)#encapsulation ppp

ISP (config-if)y#ppp authentication chap

20



BOGOTA1#config t

BOGOTA1(config)#username ISP password sisco
BOGOTAI1(config)#int sO/1/0
BOGOTA1L(config-ify#encapsulation ppp

BOGOTA1(config-if)#ppp authentication chap

1.1.6. Configuracion de PAT.

Configuracion NAT en router MEDELLIN1

MEDELLIN1>ena

MEDELLIN1#config t

MEDELLIN1(config)#ip nat inside source list 1 interface s0/1/0 overload
MEDELLIN1(config)#access-list 1 permit 172.29.4.0 0.0.0.255
MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#int s0/0/1

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#int sO/1/0

MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-if)#int sO/1/1

MEDELLIN1(config-if)#ip nat inside

& pcD (= & o

Physical Config Desktop | Custom Interface

S —l —_—

Command Prompt

Rep. frao 19.17.2 2: byt e=12 =123 -

m

11
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Configuracion NAT en router BOGOTA1

BOGOTA1>ena

BOGOTA1#config t

BOGOTAIL(config)#ip nat inside source list 1 interface s0/1/0 overload
BOGOTAI1(config)#access-list 1 permit 172.29.0.0 0.0.7.255
BOGOTA1(config)#int sO/1/0

BOGOTA1L(config-if)#ip nat outside

BOGOTAIL(config-if)#int s0/0/1

BOGOTA1(config-if)#ip nat inside

BOGOTAI1(config-if)#int s0/0/0

BOGOTA1(config-if)#ip nat inside

BOGOTA1(config-if)#int s0/1/1

BOGOTA1(config-if)#ip nat inside

& pc-B |.=. Bl |

Physical Config Desktop | Custom Interface

Command Prompt

1
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1.1.7. Configuracion del servicio DHCP.

Configuracion DHCP en router MEDELLIN2

MEDELLIN2>ena

MEDELLIN2#config t

MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.9
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.139
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.9
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.9
MEDELLINZ2(config)#ip dhcp pool MEDHCP1
MEDELLINZ2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.1
MEDELLINZ2(config)#ip dhcp pool MEDHCP2
MEDELLINZ2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.129
MEDELLINZ2(config)#ip dhcp pool BOGDHCP1
MEDELLINZ2(dhcp-config)#network 172.29.1.0 255.255.255.0
MEDELLINZ2(dhcp-config)#default-router 172.29.1.1
MEDELLINZ2(config)#ip dhcp pool BOGDHCP2
MEDELLINZ2(dhcp-config)#network 172.29.0.0 255.255.255.0
MEDELLINZ2(dhcp-config)#default-router 172.29.0.1

Configuracion DHCP en router MEDELLIN3

MEDELLIN3>ena

MEDELLIN3#config t

MEDELLIN3(config)#int g0/0
MEDELLIN3(config-if)#ip helper-address 172.29.6.6
MEDELLIN3(config-if)y#end

Configuracion DHCP en router BOGOTA2

BOGOTAZ2>ena

BOGOTA2#config t

BOGOTAZ2(config)# int g0/0

BOGOTA2(config)# ip helper-address 172.29.6.6
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Configuracion DHCP en router BOGOTA3

BOGOTA3>ena

BOGOTA3#config t

BOGOTA3(config)#int g0/0

BOGOTA3(config-if)# ip helper-address 172.29.6.6

24



1.2. Escenario 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman

parte de la topologia de red.

Topologia de red

Internet o

192.168.30.0/24

VLAN Direccionamiento Nombre

40

192.168.40.0/24

Mercadeo

200

192.168.200.0/24

Mantenimiento

Buenos Aires

192.168.99.3

25

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24




1.2.1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario.

5 10.10.10.10/32 .
N

A 3
p
Internet PC
Ve R2 Web Server
200.165.200.230

o
xa

172.31.23.0/30

172.31.21.0/30

Lo# 192.168.4.0/24
L05 102.168.5.0/24 |
|

a7

0SPF >

AREA 0 s
R LoG 192.168.6.0/24

i
| =
| 80GOTA &=

BUENOS AIRES |
|

________ ‘T 192.168.99.3

VLAN 40 /
/

192.168.99.2. 1

Dispositivo  Interfaz Direccion IP Mascara de Gateway
Subred Predeterminado
R1 S0/0/0 172.31.21.1 255.255.255.252 N/A
G0/1.30 192.168.30.1 255.255.255.0 N/A
GO0/1.40 192.168.40.1 255.255.255.0 N/A
G0/1.200 192.168.200.1 255.255.255.0 N/A
S0/1/1 N/A
R2 GO0/0 | 209.165.200.225 = 255.255.255.248 N/A
G0/1 10.10.10.1 255.255.255.0
S0/0/0 172.31.21.2 | 255.255.255.252 N/A
S0/0/1 172.31.23.1 255.255.255.252 N/A
R3 S0/0/0 172.31.23.3  255.255.255.252 N/A
Lo4 172.31.4.1 255.255.255.0 N/A
Lo5 172.31.5.1 255.255.255.0 N/A
Lo6 172.31.6.1 255.255.255.0 N/A
S1 VLANZ200 192.168.99.2 255.255.255.0 192.168.99.1
S3 VLAN20 192.168.99.3 255.255.255.0  192.168.99.1
Internet PC NIC 209.165.200.230 @ 255.255.255.248 209.165.200.225
Webserver LoO 10.10.10.10 255.255.255.0 10.10.10.1
PC-A NIC DHCP DHCP DHCP
PC-C NIC DHCP DHCP DHCP
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Configuracion PC de internet

Configuracion Web Server

IP: 209.165.200.230 IP:10.10.10.10
Mascara: 255.255.255.248 Mascara: 255.255.255.0
Gateway: 209.165.200.225 Gateway: 10.10.10.1
@Internel PC ‘ = | [ |- @Web Server ‘5@&
Physical | Config ‘ Desktop | Custom Interface ‘ Physical | Config | Services ‘ Desktop ‘ Custom Interface |
IP Configuration = [r— — =
IP Configuration IP Configuration
) DHCP @ Static Interface [FastEthernet0 -
IP Address 209.165.200.230 IP Configuration .
Subnet Mask 255.255.255.248 - prce © static
Default Gateway  209.165.200.225| o P Address 10.10.10.10
e — | Subnet Mask 255.255.255.0
= Default Gateway 10.10.10.1 =
IPv6 Configuration DNS Server 0.0.0.0\

) DHCP ) Auto Config @ Static

IPv6 Configuration
IPv6 Address /

L]

Link Local Address ~ FE80::2D0:58FF:FE23:CC2B IPv6 Address
IPv6 Gateway Link Local Address
IPv6 DNS Server ( IPv6 Gateway

, IPv6 DNS Server

wialer caior rirewan

ig ; wvonector
" <

(1l »

) DHCP ) Auto Config @ Static

FE80::206:2AFF:FEC9:498

Configuracion R1

Router>ENA

Router#config t

Router(config)#hostname R1

R1(config)#enable secret sisco

R1(config)#line console 0

R1(config-line)#password diplomado
R1(config-line)#login

R1(config-line)#line vty 0 15

R1(config-line)#password diplomado
R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#int s0/0/0

R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

R1(config-if)#no shutdown

R1(config)#int g0/1.30

R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-subif)#int g0/1.40
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R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-subif)#int g0/1.200
R1(config-subif)#encapsulation dot1Q 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-if)#no shutdown

Configuracion R2

Router>ena

Router#config t

Router(config)#hostname R2

R2(config)#enable secret sisco

R2(config)#line console O

R2(config-line)#password diplomado
R2(config-line)#login

R2(config-line)#line vty 0 15

R2(config-line)#password diplomado
R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption
R2(config)#int s0/0/0

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#int sO/0/1

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

R2(config-if)#int g0/0

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#int g0/1

R2(config-if)#ip address 10.10.10.1 255.255.255.0
R2(config-if)#no shutdown

Configuracion R3
Router>ena

Router#config t
Router(config)#hostname R3
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R3(config)#enable secret sisco

R3(config)#line console 0

R3(config-line)#password diplomado
R3(config-line)#login

R3(config-line)#line vty 0 15
R3(config-line)#password diplomado
R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption
R3(config)#int sO/0/1

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#int Lo4

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#int Lo5

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#int Lo6

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shutdown

Configuracion S1

Switch>ena

Switch#config t
Switch(config)#hostname S1
S1(config)#enable secret sisco
S1(config)#line console 0
S1(config-line)#password diplomado
S1(config-line)#login
S1(config-line)#line vty 0 15
S1(config-line)#password diplomado
S1(config-line)#login
S1(config-line)#exit
S1(config)#service password-encryption
S1(config)#exit

S1#copy running-config startup-config

Configuracion S3

Switch>ena
Switch#config t
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Switch(config)#hostname S3
S3(config)#enable secret sisco
S3(config)#line console 0
S3(config-line)#password diplomado
S3(config-line)#login
S3(config-line)#line vty 0 15
S3(config-line)#password diplomado
S3(config-line)#login
S3(config-line)#exit
S3(config)#service password-encryption
S3(config)#exit

S3#copy running-config startup-config

1.2.2. Configuracion del protocolo de enrutamiento OSPFv2

A continuacién se relacionan los parametros utilizados para la configuracion de
OSPFv2, asi:

Configuration Item or Task Specification
Router ID R1 1.111
Router ID R2 5.5.55
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales 256 Kb/s
en
Ajustar el costo en la métrica de S0/0 a 9500

Configuracion R1

R1>ena

R1#config t

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
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R1(config-router)#passive-interface g0/1.30
R1(config-router)#passive-interface g0/1.40
R1(config-router)#passive-interface g0/1.200
R1(config-router)#auto-cost reference-bandwidth 9500
R1(config-router)#exit

R1(config)#int sO/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

Configuraciéon R2

R2>ena

R2#config t

R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#passive-interface g0/1
R2(config-router)#passive-interface g0/0
R2(config-router)#auto-cost reference-bandwidth 9500
R2(config-router)#int s0/0/0

R2(config-if)#bandwidth 256

R2(config-if)#int sO/0/1

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#exit

Configuraciéon R3

R3>ena

R3#config t

R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area O
R3(config-router)#passive-interface Lo4
R3(config-router)#passive-interface Lo5
R3(config-router)#passive-interface Lo6
R3(config-router)# passive-interface g0/0
R3(config-router)# passive-interface g0/1
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R3(config-router)#auto-cost reference-bandwidth 9500
R3(config-router)#exit

R3(config)#int s0/0/1

R3(config-if)#bandwidth 256

R3(config-if)#exit

Verificar informacién de OSPF

Visualizacion tablas de enrutamiento y routers conectados por OSPFv2 mediante
el comando #show ip route.

@ T = Sl
| Physical | Config | CLIT |
10S Command Line Interface
D - EIGRP, EX - EIGRP external, ¢ - OSPF, IA - OSPF inter area e~
N1 - OSPF N33A external type 1, N2 - CSPF N334 external type 2
El1 - OSPF external type 1, E2 - OS5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1, L2 - IS-I5 lewvel-2, ia - I5-I5 inter area
# - candidate default, U - per-user static route, o - QDR
P - periodic downloaded static route
Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets
o 10.10.10.0/24 [110/9595] wia 172.31.21.2, 00:31:25, Serial0o/0/0
172.31.0.0/16 is variably subnetted, 3 subnets, 2 masks
c 172.31.21.0/30 is directly connected, Serial0/0/0
L 172.31.21.1/32 is directly connected, Seriall/0/0
] 172.31.23.0/30 [110/19000] via 172.31.21.2, 00:31:25, Serial0/0/0
192.168.4.0/32 is subnectted, 1 subnets
] 192.168.4.1/32 [110/19001] via 172.31.21.2, 00:27:51, Serial0/0/0
192.168.5.0/32 is subnectted, 1 subnets
o 192.168.5.1/32 [110/19001] wvia 172.31.21.2, 00:27:51, Serial0d/0/0
192.168.6.0/32 is subnetted, 1 subnets
] 192.168.6.1/32 [110/19001] wvia 172.31.21.2, 00:27:51, Serial0d/0/0 -
Copy ] [ Paste I
L

Fr3

‘ Physical | Config | CLI ‘

#r2

‘ Physical

Config | CLT |

I0S Command Line Interface 10S Command Line Interface

FE—— ET - CSPF ewternal tybe 1, EZ - OSEF exceinal tvpe 2, E - EGF al
i < - 2 — — v -2 ia — —
* - candidate default, U - per-user static route, o - CDR imser arem 13715, L1 - 15718 fevel-i, L2 - 15718 level-2, e - 15713
P - periodic downleaded static route * - candidate default, U - per-user static route, o - ODR
M P - periodic downloaded static route
Gateway of last resort is not set
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
c 10.10.10.0/24 is directly connected, GigabitEtherneto/1 10.0.0.0/24 is subnetted, 1 subnets
L 10.10.10.1/32 is dirsctly connected, GigabitEthernet0/1 o 10.10.10.0/24 [110/6247) wia 172.31.23.1, 00:31:42, Serial0/0/1
172.31.0.0/16 is variably subnected, 4 subnets, 2 masks 172.31.0.0/16 is variably subnetted, 3 subnets, 2 masks
c .21.0/30 is dizectly connected, Serial0/0/0 o 172.31.21.0/30 [110/12304] via 172.31.23.1, 00:31:42,
L .21.2/32 is directly connected, Seriald/0/0 Serialo/o/1
c -23.0/30 is directly connected, Serial0/0/1 c 172.31.23.0/30 is directly connected, Serial0/0/1
L .23.1/32 is directly connected, Serial0/0/1 L 172.31.23.2/32 is directly connected, Serial0/0/1
192.168.4.0/32 is subnerted, 1 subnets 192.168.4.0/24 is variably subnetted, 2 subnets, 2 masks
) 192.168.4.1/32 [110/9501] via 172.31.23.2, 00:31:1%, Serial0/0/1 c 192.168.4.0/24 is directly connected, Loopbacké
192.168.5.0/32 is subnetted, 1 subnets L 192.168.4.1/32 is directly connected, Loopback
) 192.168.5.1/32 [110/9501] via 172.31.23.2, 00:31:1%, Serial0/0/1 192.168.5.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.6.0/32 is subnetted, 1 subnets c 192.168.5.0/24 is directly connected, Loopback$
o 192.168.6.1/32 [110/8501] wvia 172.31.23.2, 00:31:14, Serial0d/0/1 L 192.168.5.1/32 is directly connected, Loopback5
209.165.200.0/24 is variably subnetted, 2 subnets, 2 masks 192.168.6.0/24 1s variably subnetted, 2 subnets, 2 masks
c 209.165.200.224/29 is directly connected, GigabitEthernec0/0 c 192.168.6.0/24 is directly connected, Loopbacké
L 209.165.200.225/32 is directly connected, GigabitEthernet0/0 ;3:4 192.168.6.1/32 is directly connected, Loopbacké m
R2> -
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Visualizacion de lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface mediante el comando #show ip ospf interface

Parametros Router R1
R2#show ip ospf interface

Parametros Router R3
R3#show ip ospf interface

Fr

| Physical | Config | CLI
I0S Command Line Interface
=

Serialn/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Area 0

Process ID 1, Router ID 1.1.1.1, Network Iype POINT-TC-PCOINT,
Cost: 9500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

Ho designated router on this network

I No backup designated router on this network

Timer intervals configured, Helleo 10, Dead 40, Wait 40,

Retransmit 5
Hello due in 00:00:00

Index 1/1, flood gqueue length 0

Mext 0x0(0)/0x0(0

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Meighbor Count is 1 , Adjacent neighbor count is 1

Ldjacent with neighbor 5.5.5.5

Suppress hello for 0 neighbor(s) t;

R1# -

_:I g

& R3
|

Physical | Config ‘ C
I0S Command Line Interface

Serial0/0/1 is up,
Internet address is 172.31.23.
Process ID 1, Router ID 8.
6152
Transmit Delay is 1 sec, State POINT-TC-FOINT,
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Hello due in 00:00:03

Index 1/1, flood gueus length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5

Suppress hello for 0 neighbor(s)

Loopbacké is up, line protecol is up
Internet address is 182.168.4.1/24, Area 0
Process ID 1, Router ID 8. Network Type LOOPBACK,
Loopback interface is treated as a stub Host

Loopbacks is up, line protocol is up
Internet address is 192.168.5.1/24, Area 0
Process ID 1, Router ID 8.8.8 Network Type LOOPBACK,
Loopback interface is treated as a stub Host

Loopbacké is up, line protecol is up
Internet address is 182.168.6.1/24, Area 0
Process ID 1, Router ID 8. Network Type LOOPBACK,

Loopback interf is treated as & stub Host

line protocol is up
2/30, Area 0
Network Type POINT-TO-POINT,

Cost:

Priority 0

Retransmit 5

Cost: 1

Cost: 1

8 Cost: 1

Parametros Router R2
R3#show ip ospf interface

#Fr2

‘ Physical | Config ‘ CLI |
|

I0S Command Line Interface

Ferial0/0/0 is up, line protocol 1.
Process ID 1,
Transmit Delay is 1 sec,
No designated router on this net
Timer intervals configured, Hell
Eello due in 00:00:02

Index 1/1, flood gquewe length O
Next 0x0(0)/0x0(0)

Last flood scan time i= 0 msec,
Neighbor Count is 1,

Suppress hello for 0 neighbox(s)
Serial0/0/1 is up,

Process ID 1,
Transmit Delay is 1 sec,

Timer intervals configured,

Hello due in 00:00:02
Index 2/2, flood queue length O
Next 0x0(0)/Dx0(0)

Last flood scan time is O msec,
Neignbor Count is 1,
Adjacent with neighbor
Suppress nellc for 0 neighbor(s)
GigabitEthernet0/1 is up,

Process ID 1,
Transmit Delay is 1 sec,

Timer intervals configured,

No Hellos (Passive interface)
Index 3/3, flood quewe length O
Next 0x0(0)/0Dx0(0)

Last flood scan time is 0 msec,

Suppress helle for 0 neighbor(s)
R2#

s up

Internet address is 172.31.21.2/30, Area 0
Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost:
State POINT-TG-BOINT, Priority 0

work

No backup designated router on this necwork
Dead 40, Wait 40,

o 10,

Last flood scan length is 1, maximum is 1
maximum is O meec
Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1

line protocol is up
Internet address is 172.31.23.1/30, Area 0
Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost:
State POINT-TO-POINT, Priority 0

No designated router on this network
No backup designated router on this network
Hello 10,

Last flood scan length is 1, maximum is 1
maximum is 0 msec

Adjacent neighbor count is 1

line protocol is up
Internst address is 10.10.10.1/24, Area O

Router ID 5.5.5.5, Network Type BROADCAST,
State WAITING,
No designated router on this network
No backup designated router on this network
Hello 10,

Last flood scan length is 1, maximum is 1
maximum iz 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Dead 40, Wait 40,

Priority 1

Dead 40, Wait 40,

6152

Retransmit 5

2500

Retransmit 5

Cost: 95

Retransmit 5
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Visualizacion de el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router mediante el

comando #show ip protocols

Configuracion Router R1
R1#show ip protocols

Configuracion Router R2
R2#show ip protocols

S

Physical | Config | CLI

Fr2

=B .

‘ Physical | Config ‘ CLI |

I0S Command Line Interface

Ri¥show ip protocols

Routing Protocol is "ospf 17
Outgoing update filter 1ist for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub O nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
192.168.30.0 0.0.0.255 area 0
192.168.40.0 0.0.0.255 area 0
192.168.200.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernec0/1.30
GigabitEthernet0/1.40
GigabitEthernet0/1.200
Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:07:12
5.5.5.5 110 00

8.8.8.8 110
Distance: (default is 110)

R1%

10S Command Line Interface

KZ¥3how 1p prot
R2#show ip protocols

Routing Protocol is "ospf 17

Router ID 5.5.5.5
Number of areas in this router is 1.
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area O
Passive Interface(s):

(default is 110)

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

GigabitEthernet0/0
GigabitEthernet0/1
I Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:09:24
5.5.5.5 110 00:06:01
110 00:06:01

1 normal 0 stub O nssa

Configuracion Router R3

R3#show ip protocols

& r3

= | B e

‘ Physical | Config ‘ CLI ‘

I0S Command Line Interface

R3¥500 1D protocols

Routing Protocol is "ospf 17
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID & 8
Number of
Maximum pach: 4
Routing for Networks:
172.31.23.0 0.0.0.3 area 0
192.168.4.0 0.0.3.255 area 0
Passive Interface(s):
GigabitEthernet0/0
GigabitEthernet0/1
Loopbacks
Loopbacks
Loopbacké
Routing Information Sources:
Gateway Distance
1.1.1.1 110
5.5 110
110
(default is 110)

in this router is 1. 1 normal 0 stub 0 nssa

Last Update
00:11:51

Distance:

R3%
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1.2.3. Configuracion VLANs, Puertos troncales,

puertos

de

acceso,

encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches.

Configuraciéon S1

S1>ena

Si1#config t

S1(config)#vlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vian)#exit

S1(config)#int vlan 200

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)y#no shutdown
S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/1

S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vian 1
S1(config-if)#int f0/24
S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1

Configuraciéon S3

S3>ena

S3#config t

S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vian)#exit

S3(config)#vlan 200
S3(config-vian)#exit

S3(config)#int vlan 200
S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown
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S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#int fa0/1
S3(config-if)#switchport mode trunk
S3(config-if)y#switchport trunk native vian 1

1.2.4. Deshabilitacion DNS lookup en el Switch 3.

S3(config)#no ip domain-lookup

1.2.5. Asignacion de direcciones IP a los Switches acorde a los lineamientos.

S1(config)#int vlan 200
S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)y#no shutdown

S3(config)#int vlan 200
S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

1.2.6. Desactivacion de todas las interfaces que no sean utilizadas en el
esquema de red.

S1#config t
S1(config)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#shutdown

S3#config t

S3(config)#int range fa0/2,fa0/4-24,90/1-2
S3(config-if-range)#shutdown

1.2.7. Implementacién DHCP and NAT for IPv4

R1>ena
R1#config t
R1(config)#ip dhcp pool administracionl
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R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#ip dhcp pool mercadeol
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#exit

R2>ena

R2#config t

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int g0/0

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

1.2.8. Configuracion R1 como servidor DHCP para las VLANs 30y 40.

Si1#config t

S1(config)#int fO/3
S1(config-if)#switchport mode access
S1(config-if)y#switchport access vlan 30
S1(config-if)#exit

S1(config)#int fO/1
S1(config-if)#switchport mode access
S1(config-if)y#switchport access vlan 40
S1(config-if)#exit

1.2.9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.
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R1#config t
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30

R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

1.2.10. Configurar NAT en R2 para permitir que los host puedan salir a
internet

R2>ena

R2#config t

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.230
R2(config)#int g0/0

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

1.2.11. Configuracion de listas de acceso de tipo estandar para restringir o
permitir trafico desde R1 o R3 hacia R2.

R2>ena

R2#config t

R2(config)#access-list 1 deny 192.168.30.120 255.255.255.0
R2(config)#access-list 1 deny 192.168.30.121 255.255.255.0
R2(config)#exit

1.2.12. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1 o
R3 hacia R2.

R2#config t

R2(config)#access-list 120 permit tcp host 192.168.4.1 any eq 80
R2(config)#access-list 120 deny ip any any

R2(config)#int sO/0/1

R2(config-if)#ip access-group 120 in

R2(config-if)#exit

R2(config)#exit
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1.2.13. Verificacion procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

#Rr3 FRr2
Physical | Config | CLI \ Physical | Config | CLI \
I0S Command Line Interface 10S Command Line Interface
— = T o =
Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/5 ms Reply to request 4 from 172.31.23.2, 1 ms
R3#ping 192.168.30.1 R2$ping 172.31.4.1
Type e3cape sequence to abort. Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 182.168.30.1, timeout is 2 seconds: Sending 5, 100-byte ICMP Echos to 172.31.4.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 2/5/10 ms Success rate is 0 perceat (0/5)
R3#ping 192.168.40.1 R2#ping 172.31.21.1
Type escape sequence to abort. Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 182.168.40.1, timeout is 2 seconds: Sending 5, 100-byte ICMP Echoz to 172.31.21.1, timeout iz 2 zeconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 7/13/32 ms Success rate is 100 percent (5/5), round-trip min/avg/max = 1/10/24 ms
R3#ping 192.168.200.1 R2#ping 192.168.30.1
Type escape sequence to abort. Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 182.168.200.1, timecut is 2 seconds: i Sending 5, 100-byte ICMP Echos to 192.168.30.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 2/9/15 ms by Success rate is 100 percent (5/5), round-trip min/avg/max = 1/11/27 ms | ‘
R3E - r2# -
= = —

& R1 | S ) ®r = |[E] |

| Physical | Config | CLI ‘ Physical | Config ‘ CLI ‘
10S Command Line Interface I0S Command Line Interface
SJ“EEE cate 12 0 percant (0/%) = Success rate is 100 percent (5/5), TOUNG-GIip Min/avg/max = 1711727 ms
R2#tracer

Rl#ping 10.10.10.1 R2#traceroute 10.10.10.10

Type escape sequence to abort.

Type escape sequence to abort. )
Tracing the route to 10.10.10.10

Sending 5, 100-byte ICMP Echos to 10.10.10.1, timeout is 2 seconds:

S 1= 0 msec 0 msec
Success rate is 100 percent (5/5), round-trip min/avg/max = 3/5/7 ms

e 1515 o ° R2#traceroute 10.10.10.1
Ri#ping 209.165.200.230 Type escape sequence to abort.

Tracing the route to 10.10.10.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.165.200.230, timeout is 2 seconds: I 1 10.10.10.1 11 msec 19 msec 3 msec
..... R2#traceroute 172.31.21.1
Success rate i1s 0 percent (0/5) Type escape sequence to abort.

Tracing the route to 172.51.21.1
R1fping 172.31.21.2

1 172.31.21.1 0 msec 4 msec 1 msec
Type escape sequence to abort. R2#traceroute 172.31.23.1
Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2 seconds: | = Type escape sequence to abort.

i Tracing the route to 172.51.23.1
Success rave is 100 percent (5/5), round-trip min/avg/max = 1/6/21 ms
0 msec 2 msec 4 msec

2 mesc 5 mesc 11 msec L

r1#|
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CONCLUSIONES

Mediante el desarrollo de las actividades se puede evidenciar las competencias
desarrolladas en el trascurso del curso de profundizacion Cisco, en las cuales
mediante la estrategia de aprendizaje basada en problemas, en donde permitid
disefiar una red empresarial eficaz y escalable, instalando, configurando,
supervisando y solucionando los problemas planteados.
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