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INTRODUCCION

En el presente trabajo de habilidades se utilizara los protocolos de routing
dinamico configuracion de servers DHCP, Network Address Translation (NAT),
Listas de Control de Acceso (ACL), también se configuran los servidores DHCP,
protocolo de difusién que trabaja de forma predeterminada.

Es de mucha importancia la buena administracion de las redes, y aplicarlas de la
mejor manera para optimizar las comunicaciones, en nuestro caso en la aplicacion
de Packet Tracer.



OBJETIVOS

Se desarrollara las practicas, mediante los dos casos propuestos como actividad final
del curso diploma de Cisco.

Verificar las conexiones mediante el uso de comandos ping, traceroute, show ip route.

Desarrollar el informe con evidencias y pantallazos que especifique la aplicacion y
solucién practica solicitada en cada uno de los escenarios

Generar los archivos en el Packet Tracer al igual que el trabajo en formato pdf con lo
solicitado.



Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y
Medellin, en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

TOPOLOGIA DE RED
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PARTE 1. CONFIGURACION DE ENRUTAMIENTO

Bogota_2 PC1_Bogota
172.29.1.0/24

TABLA DE ROUTER BOGOTA

INTERFAZ
ROUTER | INTERFAZ P ROUTER VECINO R_VECINO
gota_1 |RIALo/0/1 2.20.3.9/30 gota_2 RIALo/0/1
gota_1 |RIALo/o/o0 |2.29.3.1/30 gota_3 RIALo/0/1
gota_1 |RIALo/1/0 2.29.3.5/30 gota_3 RIALo/1/0
gota_2 |RIALo/0/1 2.29.3.10/30 gota_1 RIALo/0/1
gota_2 |RIALo/o/0 |2.29.3.13/30 gota_3 RIALo/o/o
gota_2 go/o 2.29.1.1/24
gota_3 |RIALo/o/0 (2.29.3.14/30 gota_2 RIALo/o/o
gota_3 |RIALo/0/1 2.20.3.2/30 gota_1 RIALo/o/0
gota_3 |RIALo/1/0 2.209.3.6/30 gota_1 RIALo/1/0
gota_3 go/o 2.20.0.1/24




TABLA LAN ROUTER BOGOTA

ROUTER | INTERFAZ IP GATEWAY
gota_2 pgo/o 2.20.1.1/24
1_Bogota [stEtherneto CP 2.29.1.1
gota_3 pgo/o 2.20.0.1/24
0_Bogota |stEtherneto CP 2.20.0.1
TABLA DE ROUTER MEDELLIN
INTERFAZ
ROUTER INTERFAZ IP ROUTER VECINO R_VECINO
Medellin_1 |RIALo/0/1 |2.29.6.1/30 edellin_2 RIALo/0/1
Medellin_1 |RIALo/0/0 |2.29.6.13/30 edellin_3 RIALo/0/1
Medellin_1 [RIALo/1/0 (2.29.6.9/30 edellin_3 RIALo/1/0
Medellin_2 |RIALo/0/1 |2.29.6.2/30 edellin_ 1 RIALo/0/1
Medellin_2  |[RIALo/0/0 [2.29.6.5/30 edellin_3 RIALo/o/o0
Medellin_2 go/o 2.20.4.1/25
Medellin_3 |RIALo/0/0 (2.29.6.6/30 edellin_2 RIALo/o/o0
Medellin_3 RIALo/0/1 [2.29.6.14/30 edellin_ 1 RIALo/o/0
Medellin_3 RIALo/1/0 [2.29.6.10/30 edellin_ 1 RIALo/1/0
Medellin_3 go/o 2.20.4.129/25
TABLA LAN ROUTER MEDELLIN
ROUTER INTERFAZ P GATEWAY
edellin_2 20/0 2.29.4.1/25
1_ Medellin stEtherneto CP 2.20.4.1
edellin_3 50/0 2.20.4.129/25
0_ Medellin stEtherneto CP 2.20.4.129




CONTRASENAS
CONSOLA: CLASE
LINEAS VTY: CLASE
ENABLE: CISCO

Parte 2 TABLAS DE ENRUTAMIENTO, PROPAGACION DE RIP
BOGOTA_1

router rip

version Z

passive-interface Seriald/1/1
network 172.25.0.0

network Z05_.17_.220.0
default-information ocriginate
no auto—sSummary

ip route 0.0.0.0 0.0.0.0 Z05.17.220.5

Bogota 1§5H IP ROUTE
Codes: L - local, © - connected, 5 - static, R - RIPF, M - mokile, B - BEF
o — EIGRP, EX - EIGRP externsl, © - O5PF, IA - O5PF inter area
W1l - OS5PF MNS55A external type 1, MZ - O5PF NS55R external type Z
El1 - O5PF external type 1, EEZ - O5PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewvel-2, ia - I5-I5 inter area
* — pandidate default, U - per—-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is Z05%.17.220.5 to network 0.0.0.0

172.2593.0.0/1e is wariebly subnetted, 5% subnets, 3 masks
=) 172 .2%.0.0/24 [120/1]1 wie 17Z2.2%.3.Z2, 00:00:20, Serizld/s0/0
[120/1] wia 172.25%_.3.&, 00:00:20, Seri=l0/S1/0

"

B 172.2%.1.0/24 [120/1] wie 172.25%.3.10, 00:00:07, Seri=l0ys0/1

c 172_29.3.0/30 is directly connected, Serisl0/0/0

L 172_29_.3.1/3Z is directly connected, Serial0ys0/0

c 172.259.3.4/30 is directly connected, Seri=l0/1,0

L 172.29.3.5/32 is directly connected, Seri=l0/1,0

c 172.2%.3.8/30 is directly connected, Seri=l0/0,/1

L 172_29_.3.89/32 is directly connected, Serial0/0/1

=) 172.2%.3.12/730 [120/1] wia 1T7Z_.Z5.3.10, 00:00:07, Serizldys0/s1
[120/1] wia 17Z2.29_3_.2, 00:00:20, Serial0 /0,0
[120/1] wia 172.29_.3.&, 00:00:Z0, Serial0 1,0

209.17.220.0/24 is warisbly subnetted, 3 subnets, I masks

c 209.17.220_.4/730 is directly connected, Serizsl(0/s1,/1

c 209.17.220_.5/32 is directly connected, Serial0/ 1,1

L 2059.17.220_.6/32 is directly connected, Seri=l0/s1,1

g+ 0.0.0.0/0 [1/0] wia 20%9.17.220.5

Bngnta_lﬂ



BOGOTA_2

router rip

version 2

passive-interface GigabitEthernetd/0
network 17Z.25.0.0

no auto—SumMmmary

Bogota 2§
Bogota Z§SH IP ROUTE
Codes: L - local, C - connected, 5 - static, B — RIF, M — mokile, B — BEF
oD — EIZRF, EX - EIGZEF externzl, O - Q5PF, I& - OQS5FPF inter area
M1l - OS5PF MS552 external type 1, MZ - O5PF MS55RA externzal type 2
El1 - OS5PF external type 1, EZ2 - O5PF external type 2, E — EGE
i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 level-2Z, ia — IS5-IS5 inter area
* — rpandidate default, T — per—-user static route, o — O0DR
P - periodic downloaded static route

Cateway of last resocrt is 172.23_.3.% to network 0.0.0.0

172_.23.0.0/16 is wariebly subnetted, 3 subnets, 3 masks

23 172.29.0.0/24 [120/1] wia 172.25.3.1l4, 00:00:z2&6, Serial0s0s0

C 172_29.1_.0/24 is directly connected, GigabitEthernetd/s0

L 172.29.1.1/32 is directly connected, GigabitEthernetd/0

23 172.25.3.0/30 [120/1] wia 172.25%.3.5, 00:00:14, Serialld/s0/1
[120/1] wia 172.2%.3.14, 00:00:2¢€, Serialld/sO0/ 0

23 172.29.3.4/30 [120/1] wia 172.25%.3.%, 00:00:14, Serialls0s1
[120/1] wia 172_.Z9%.3_.14, 00:00:2Z&, Seriald/s0ys0

C 172.29_.3_.8/30 is directly connected, Serizl0 071

L 172.29.3.10/32 is directly connected, Seri=ll/ 0,1

C 172.29.3.12/30 is directly connected, Seriall/ 0,0

L 172_.23.3.13/32 is directly connected, Seri=zld, 0/0

R 0.0.0.0/0 [120/1] wia 172.25.3.3, 00:00:14, Serialds0r/1

Bogota Eﬁ



BOGOTA_3

router rip
wersion 2

passive—-interface GigabitEthernet0/0

network 172_Z53.0.0

no auto—Summary
I

Bogota_ 3§
Bogota 3#5H IF ROUTE
Codes: L — loecal, © - connected, 5 - static, B - BRIP, M - mobkile, B - BEP
I — EIZRP, EX - EIZRP externzal, & - O5PF, IZ - O5PF inter area
N1l - OSPF M55A external type 1, NEZ - OSPF MNS5Z external type 2
E1 - OS5PBF externzl type 1, EZ — O5PF external type 2, E — EEP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 lewvel-2, ia - I5-I5 inter area
* — pandidate default, U - per—user static route, o — ODR
P - periodic downloaded static route
Fateway of last resort is 172.23.3.1 to network 0.0.0.0
172.29.0.0/1¢ is wariakly subnetted, 10 subnets, 3 masks
c 172.28.0.0/24 is directly connected, GigabkitEthernet0,0
L 172.25%.0.1/32 is directly connected, GigabitEthernetl,0
=3 172_.29.1_.0/724 [120/1] wia 1T72.29.3.132, 00:00:1%, Serial0/ 070
c 172.2%.3.0/30 is directly connected, Serizll/ 0,1
L 172.29_.3_.2/32 is directly connected, Seriald/ 0,1
c 172.29.3.4/30 is directly connected, Serizll/ 1,0
L 172.293_.3.6/32 is directly connected, Seriald/ 1,0
=3 172_25_3_.8/730 [120/1] wia 172_.29.3.1, 00:00:24, Serial0s0/1
[120/1] wia 1T72_.29.3.5, 00:00:24, Seriald/ 1,0
[120/1] wia 172_.29.3.132, 00:00:1%, Seriasl0 050
c 172.25%_.3.12/30 is directly connected, Serizl0/s 070
L. 172.29.3.14/32 is directly connected, Serizl0/ 070
B 0.0.0.0/0 [120/1] wia 1T72.29.3.1, 00:00:24, Serialds0/1
[120/1] wia 172_.29_.3_.5, 00:00:24, Serialds1/0
Bogota_ 3§



ISP

ip classless

ip route 1T7Z.29.0.0 255_.255_Z52.0 Seri=l0ys0/1

ip route 17Z.29.4.0 Z55_.2Z55_Z5Z.0 Seri=l0/0/0

1

R ISPg

R _ISPESH IF ROT

E_TSPESH IP ROUte

Codes: L - local, © - connected, 5 - static, B - RIP, M - mokile, B - BGP
r - EIGREF, EX - EIGRP external, & - O5PF, IR - O5PF inter area
N1 - OS5PF NS55R externzal type 1, WZ - O5PF NS55R externzl type 2
E1 - O5PF external type 1, EZ - OS5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1, LZ - I5-I5 level-2, ia - I5-I5 inter area
* - candidate default, T - per-user static route, o - CDR
P - periocdic downloaded static route

Gateway of last resort is not set

172.29.0.0/22 is subnetted, Z subnets
5 172_29.0.0/22 is directly connected, Serialds 071
5 172.259.4_0/22 is directly connected, Serisld/0/0
205.17.220.0/24 is warisbly submnetted, & subnets, I masks

C 209_17_.220.0/30 i3 directly connected, Serizl0/s0/0

L 209_17_.220.1/32 is directly connected, Seri=l0/s0,/0

c 209 17_.220_2/32 is directly connected, Seriel0y/ 0,70

c 209_17_.220_.4/30 is directly connected, Serial0/ 0,1

L 209_17_.220_.5/32 i3 directly connected, Seri=l0ys0/1

c 209_17_.220_.8/32 i3 directly connected, Serial0/0/1

E ISEE
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MEDELLIN_1

router rip

version 2

passive-interface Serialid/sS1/1
network 17Z.Z3.0.0

network Z05_17_220.0
default-information originate
no auto—Summary

ip route 0.0.0.0 0.0.0.0 209_.17_Z220.1

Medellin 1§5H IP ROUTE
Codes: L - local, T - connected, 5 - static, B - RIP, M - mokile, B - BEP
D — EIGRP, EX - EIGRP external, O - O5PEF, IR - O5PF inter area
N1 - OS5PF W55AR external type 1, N2 - O5PF WS55R external type 2
E1l - OS5PF external type 1, EZ - 0O5PF external type Z, E - EGPF
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 lewvel-Z2, ia - I5-I5 inter area
* — pandidate default, U - per—user static route, o — CDR
P — periodic downloaded static route

Fateway of last resocrt is Z09_.17.220.1 to network 0.0.0.0

172.259.0.0/16 is wvariably subnetted, 5% subnets, 3 masks
=] 172.25.4.0/25 [120/1] wia 17Z.Z%.6.Z, 00:00:07, Seri=l0ys0/1
=) 172.25.4 128725 [120/1] wie 17Z.25%.&€.10, 00:00:08, Seriald/ 1,0
[120/1] wia 172.2Z5%.€.14, 00:00:08, Serisl0s0/0
cC 172_.29.6.0/30 is directly connected, Serisld/0/1
L 172_.29.6.1/32 is directly connected, Seri=ld/ 071
=) 172.25%.6.4/730 [120/1] wia 17Z.Z93.6.Z, 00:00:07, Serisl0ys0/1
[120/1] wia 172.25.€.10, 00:00:08, Seriald/sS1l,/0
[120/1] +wia 172.25%.&.14, 00:00:08, Serialds0,/0
c 172_.29.6.8/30 is directly connected, Seri=ld/ 170
L 172_.29.6.9/32 is directly connected, Seriald/ 170
cC 172_.29.6.12/30 is directly connected, Serisld/0/0
L 172_.29.6.13/32 is directly connected, Seri=ld/ 070
209_17_.220.0/24 is wvariably subnetted, 3 subnets, 2 masks
cC Z209_17_.220.0/30 is directly connected, Serial(/s1/1
c 209_.17_.220.1/32 is directly connected, Serial(/1/1
L Z05_.17.220.2/32 is directly connected, Serialld 1,1
g 0.0.0.0/0 [1/70] wia 205.17.220.1

Medellin 1%
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MEDELLIN_2

router rip
wersion 2

passive—-interface GigabitEthernetl/0

network 172_Z3._

0.0

no auto—Summary

Medellin Z#SH IP
Codes: L — local
D — EIGRP

P

ROUTE

|: -
r
EX - EIGRPE external, O — O5PF, IR - O5PF inter area

connected,

§ - static, B - RIF, M - mobile, B - BEE

M1l - OS5PF MNS5S5A externzal type 1, MZ - OSPF NS5R external type 2
El - O5PF external type 1,

i - I5-Is

"

Ll - I5-I5 lewvel-l, LZ - I5-I5 lewvel-2

* — candidate default, U -
P - periodic downloaded static route

EZ — OS5PF external type Z, E - EGP
ia - I5-IS5 inter area

"

per—user static route, o - QDR

Gateway of last resort is 172_.2%_.6.1 to network 0.0.0.0

172.25.0.0/516 is
c 172.25.4.0/725
L 17Z2.25.4.1/732
=] 172
C 172.25%.6.0/730
L 172.25.68.2/732
c 17Z.25.6.4/730
L 17Z2.25.6.5/732
R 17Z.25.6.8/730
=] 172

B 0.0.0.0/0 [120/1] wia 172.2%.¢

Medellin 2% |

variabkly subnetted, % subnets, 3 masks

iz directly
iz directly

S29.4.128/25 [120/1] w

iz directly
iz directly
iz directly
iz directly
[120/1] wia
[120/1] wia

-25%.e.12/30 [120/1] wi

[120/1] wi

connected, GigabitEthernet0/0
connected, GigabitEthernet0/0

ia 17Z.Z%_.&.&, 00:00:18, Seri=l0ys0/0
connected, Seri=ldsS0/1

connected, Seri=ldsS0/1

connected, Seri=ld/ 070

connected, SerialdS0/0

17Z.29.6.1, 00:00:22, Berisld/ 0/1
17Z.Z9.6.€, 00:00:18, Serisld/sS0/0
a 1TZ.2%.&8. 00:00:18, Seri=l0 0,0
a 172.2%.e.1, 00:00:22, Serialdys0/s1
, 00:00:22, Serisl0s0/1

-
-

v
=
'Er
1
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MEDELLIN_3

router rip

version 2

passive-interface GigabitEthernet0/0
network 172.25.0.0

no auto—sSurmary

Medellin 1%
Medellin 1§5H IF ROUTE
Codes: L - loecal, € - connected, 5 - static, R - RIF, M - mobkile, B - BEF
D — EIGRE, EX - EIGRP externzl, O - O5PF, I& - O5PBF inter aresa
N1 - O5EF MS5LZ external type 1, M2 - OS5PF NS5S5R external type 2
E1l - O5PF external type 1, EZ — O5PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1, LEZ - IS5-I5 lewvel-2, ia - I5-IS5 inter area
* — pandidate default, U - per—-user static route, o — QDR
P - periodic downloaded static route
Gateway of last resort is 172_.2%.6.9 to network 0.0.0.0
172 . -0.0/16 is wariskly subnetted, 10 subnets, 3 masks
.29.4.0/25 [120/1] wia 17Z2.2%9.€.5, 00:00:02, Seriald/s0/0
-29.4.128/25 i3 directly connected, GFigabitEthernetld/s0
-259.4.125%/32 is directly connected, GFigabitEthernetld/s0
.29.8.0/30 [120/1] wvwia 17Z.Z9.€.%, 00:00:14, Serizld/sS1/0
[120/1] wia 172.29%.6.5, 00:00:02, Seri=l0,/0/0
[120/1] wia 172.25%_.6.13, 00:00:14, Serisl0/ 0,1
_6.4/30 is directly connected, Serial0/0/0
_6.8/32 is directly connected, SerialQ/0/0
_6.8/30 is directly connected, Serial0/1/0
-29.8.10,/32 is directly connected, Serialds 170
.8.1
L
[

m e nn
el
S I e Iy 41

B3 B3B3 ORI LD

2/30 is directly connected, Seri=l0/0/1
4/32 is directly connected, Seri=l0/0/1
120/1] wia 172_.259_.&6.5, 00:00:14, Seri=l0/ 1,0
[120/1] wia 172.25%_.6.13, 00:00:14, Serisl0sS0/1

el el e
FE R R e R s

B3 R3ORD KD RD KD
ka2
X5}

.29

e I A e

s
[}
[}
L=}
[}
-
[}

Medellin 1%
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PARTE 5. ENCAPSULAMIENTO Y AUTENTUCACION PPP
BOGOTA - ISP

BOGOTA_1

nsarnams B ISP pasawsrd 7 0802657DER3G

interface Seriall/S1/1

ip address Z0%.17_.220.6 Z255_255_Z55.252
encapsulation ppp

ppp authentication chap

ip nat outside

clock rate 2000000

ISP
username Bogota 1 pasaword 7 0802857DZA36
username MEDELLIN password 7 0B802&57DZRA3c

interface Seri=zl0/S0/0

ip address 209.17.220.1 Z255.255.255.252
encapsulation ppp

ppp authentication pap

clock rate ©4000

1

interface Seriald/ 0,1

k2
o
o
P
o
Tl
2
i
R

ip address Z09_17_220.5 Z55.
encapsulation ppp

ppp authentication chap
clock rate ©4000

MEDELLIN_1

interface Seri=ld 171

ip address Z09_.17.220.2 Z55.255.255.252
encapsulation ppp

ppp pap sent—username MEDELLIN password 0 CIS5C0
ip nat outside

clock rate 2000000

14



PARTE 6. CONFIGURACION DE PAT

BOGOTA_1

ip nat inside source list 1 interface Seriall/1/1 overload
ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/ 1,1

!

ip flow-export wersion 9

I

!

access—list 1 permit 172.29.0.0 0_0_.1_255
access—-list Z deny 172_.25%_6.0 0.0_.0_15
Z

aocess—-list permit any

PING 172.29.1.2 A 172.29.4.2

TABLA DE NAT

Bogota 1§#SH IF HAT TRAnslations
Pro Inside glokal Inside local Cutside local Cutaide globkal

icmp Z09.17.2Z0.8:1 172.2%.1.2:1 172.25.4.2:1 172.25%.4.2:1
icmp Z09.17.220.6:2 172.23.1.2:2 172.25.4.2:2 17Z2.25.4.2:2
icmp Z09.17.220.€:3 172.2%.1.2:3 172.25.4.2:3 172.2%.4.2:3
icmp Z209.17.220.6:4 172.25%.1.2:4 172.25.4.2:4 172.25.4.2:4
Bogota_1#

MEDELLIN_1

ip nat inside source list 1 interface Serizl(/f1/1 overload

ip classless

ip route 0.0.0.0 0.0.0.0 20%.17_.220.1

!

ip flow-export wersion 9

1

1

access—-list 1 permit 172.29.4.0 0_.0_.0_.255

accesg-list Z deny 172_.25_2.0 0.0_.0_15

access—list 2 permit any

PING 172.29.4.130 A 172.29.1.2

Medellin 1§5H IP NAT TREnslations

Pro Inside glokal Inside local Cutside local Cutside global
icmp 203.17.220.2:1 172.2%.4.130:1 172.25.1.2:1 172.25.1.2:1
icmp 203.17.220.2:2 172.25%.4.130:2 172.25.1.2:2 172.25.1.2:2
icmp 209.17.220.2:3 172.25%.4.130:3 172.25.1.2:3 172.25%.1.2:3
icmp 209.17.220.2:4 172.25%.4.130:4 172.25.1.2:4 172.25.1.2:4
Medellin 1§
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PARTE 7. CONFIGURACION DEL SERVICIO

DHCP BOGOTA_2

ip dhep excluded-address
ip dhep excluded-address
1

ip dhcp pool LAN BOGOTRZ
network 172.2%.1.0 255.25
default-router 172_253_.1_.1
dns—-server 8.8.4_4

ip dhecp pocl LAN BOGOTRS
network 172.2%.0.0 255.25
default-router 172_23_.0_.1
dns—-server 8.8.4_4

1

[ij]
P
o
o
o

[ij]
P
o
o
o

IP-HELPER GO0/0 BOGOTA_3

interface GigabitEthernetd/ 0

ip dhep excluded-address 1

ip address 172.29.0.1 2Z55.255.255.0
ip helper—-address 172_.23_3.13
duplex auto

speed auto

MEDELLIN_2

T2
ip dhep excluded-address 172_Z5.4_129%9

ip dhcp pool LAN MEDELLINZ

network 172.29_.4.0 Z55.255.255.1Z28
default-router 172_Z3_.4_.1
dns-server 8.8.4_.4

ip dhcp pool LAN MEDELLINS

network 172Z_.23_4_1Z8 Z55.2Z55.2Z55.1Z28
defasult-router 172_Z3_4_129%9
dns-server 8.8.4_.4

IP-HELPER GO/0 MEDELLIN_3

interface GigabitEthernetld/0

ip address 172_.2%.4_123% Z55.Z55.Z55.1z28
ip helper—address 172.2%.%6.5

duplex auto

speed auto
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CODIGOS Escenario 1

--SW2

enable

conft

vlan

100

name LAPTOPS
exit

vlan 200

name DESTOPS
exit

end

wr

show vlan

enabl

e conf

t

int range fa0/2-3
switchport mode access
switchport access vilan
100 int range fa0/4-5
switchport mode access
switchport access vilan
200 exit

end

--SW3

enabl

e conf

t vlan

1 exit

int range fa0/1-24
switchport mode access
switchport access vilan
1 exit

end

wr

show vlan

conf t
int range fa0/6-23
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shutdown
end
wr

--SW3

enabl

e conf

t

int range fa0/6-23
shutdown

exit

int fO/1

switchport mode trunk
end
wr

--SW2
conft

int range fa0/6-
24 shutdown
exit

en

d

wr

conf t

int

fo/1

switchport mode trunk
end

wr

-R1

enabl

e conf

t

int s0/0/0

ip add 200.123.211.2 255.255.255.0
exit

int SO/1/0

ip add 10.0.0.1 255.255.255.252

18



exit
int SO/1/1
ip add 10.0.0.5 255.255.255.252

end
wWr

--R2

enable
Conft

int f0/0.100

encapsulation dot1Q

100

ip add 192.168.20.1 255.255.255.0
exit

int f0/0.200

encapsulation dot1Q

200

ip add 192.168.21.1 255.255.255.0

exit

int sO/0/0

ip add 10.0.0.2 255.255.255.252
exit

int s0/0/1

ip add 10.0.0.9 255.255.255.252

exit
en
d
wr

--R3

enabl

e conf

tint

fo/0

ip add 192.168.30.1 255.255.255.0

exit

ipv6 unicast-
routing int s0/0/0
ip add 10.0.0.6 255.255.255.0
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int s0/0/1
ip add 10.0.0.10 255.255.255.0

exit
end
wr

-R1

enabl

e conf

t

int s0/1/1

Ip nat inside
exit
int s0/1/0

ip nat inside
exit
int s0/0/0

ip nat outside

exit

ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask
255.255.255.0

access-list 1 permit 192.168.0.0 0.0.255.255
access-list 1 permit 10.0.0.0 0.255.255.255
ip nat inside source list 1 interface s0/0/0 overload

ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
exit
end

--R1

enable

conft

router

rp

version

2

network 10.0.0.0
exit

end

wr

show ip nat translations
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show ip nat statistics

--R2

enabl

e conf

t

ip dhcp excluded-address 10.0.0.2
10.0.0.9 ip dhcp pool INSIDE-DEVS

network 192.168.20.1255.255.255.0
network 192.168.21.1255.255.255.0

default-router 192.168.1.1

dns-server 0.0.0.0
exit
end

--R2

enabl

e conf

t

int vlan 100

ip add 192.168.20.1 255.255.255.0
exit

int vlan 200

ip add 192.168.21.1 255.255.255.0
exit

en

d
wr

--R3

enabl

e conf

t

ipv6 unicast-
routing int f0/0
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ipv6 enable
ip address 192.168.30.1 255.255.255.0

ipv6 address 2001:db8:130::9C0:80F:301/64
no shut

--R1

enable

conft

router

rp

version

2

network 10.0.0.0

network 10.0.0.4

do show ip route connected
end
wr

--R2

enable

conft

router

rp

version

2

network 10.0.0.0

network 10.0.0.8

do show ip route connected
end
wr

--R3

enable
conft
router

rnp
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version 2
network 10.0.0.0
network 10.0.0.8

do show ip route connected
end
wr

show ip route
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades
de Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador
de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Desarrollo Del Ejercicio

Internet-PC R2 Server-PT
Web Server

- — ———— — - :
2960424TT 2960§24TT
w

) |
i |

- J

PON— e/ P
PC-PT PC-PT
PC-A PC-C

1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

NOTA: Si inserta a la topologia un servidor ya que el Router (R2) no soporta el
servicio http.



Se procede a realizar la configuracion IP de los PC

Physical | Config

Desktop | Programming | Attribotes |

=101 x|

IP Configuration

& DHCP

| 1P Address
Subnet Mask
Default Gateway

DNS Server

 Static

DHCF failed. APIPA is being used.

[ 169, 254,30, 148

[2s5.255.0.0

[o.0.0.0

[o.0.0.0

Physical I Config

Desktop | Programming I Attrlbutesl

IP Configuration

& DHCP
IP Address
Subnet Mask.

Defaulk Gateway

‘ DNS Server

™ Static

Requesting IP Address

|

| Phrysical | Config | Services Desktop | Programming | Attributes |

=10

IP Configuration

" DHCP

1P Address
Subnet Mask.
Default Gateway

DNS Server

% Static

|10.10.10.10

[255.285 2550

[10.10.10.1]

[nomn

e Configurar el direccionamiento IP acorde con la topologia de red para

cada uno de los dispositivos que forman parte del escenario

Enter configuration commends, one per
Router{confiy)gno ip domain-lockup
Router{config)fhostnaue R1
Rlicenfig)#ensble secrev class
Rli{cenfig)#line con 0
Rli{config-line)fpass cisco
Rli{config-line) #login
Rliconfig-line)#line vty O 4
Rl{config-line)gpass cisco
Rl{config-line)#login
Rl{config-line)fexit

Rliconfig) #service password-sncryprio
Rli{confiy) ghanner wotd $Prohibide el
Rl{config)#int s0/0/0
Rliconfig-if)#ip add 172.31.2L1.1 25E.:
Rliconfig-if)fclock rate 128000
Rl{config-1f)#no shut

$LINK-5-CHANGED: Interface Serial0/0/(
Rl{contig-if)#
SLIMK-5-CHANGED: Interface Serialfs/o/(

3LINEPROTO-5-UPDOWN: Line protocol on
changed state to up

RE(config-ifif
$LINR-5-CHANGED: Interface Serial0/0/1, changed s

$LINEPROTO-5-UPDOWN: Line protocol on Interface §
changed state to up

RZ (config-if)fint GO0

RZ(config-if)fdescriprion comexion a ISP
RZ(config-if)fip =dd 203.165.200.255 255.255.255.
Bad mask /29 for address Z09.165.200.25F%

RZ (config-ififno shut

BZ {config-if}f
4LINK-5-CHANGED: Interface GigabitEtherneud/0, ch
up

$LINEFROTO-5-UPDOWN: Line protocol on Interface
CigabitEthernet0/0, changed state to wp

$LINK-5-CHANGED: Interface Serial0/0/0, changed s

SLINEPROTO-S-UPDOWN: Line protocol on Interface §
changed state to up

Routerrenable
Routerfcont ©

Enter configuration commands, one per line.
Tourer {config)fno ip domain-lockup

Router (configl$hostnane B3
B3(confiy)#enable secret class
R3{configl#line con O

RE{config-line)fpass cisco
RE{config-line)flogin

RE{config-line)line woy 0 4
Ra{config-line)pass cisco
Ra{config-line)Flogin

R3{config-line) fexit

R3(confiy) #service passvord-encryprion
R3{config) #fbanner motd $Prohibide el hcceso He Autorizaded
RE{configl#int s0/0/1

RE{config-ififip add 172.31.73.2 255 255 255 252
RE{config-1ifi#no shut

End with CNTL/Z.

D3{config-ifi§
4LINE-5-CHANGED: Interface Serial0/0/1, changed state to up

$LINEPROTO-S-UPDOWN: Lins protocel on Interface Serial0so/l,
changed state to wp

e Configuracion de Interfaces Loockback 4, 5, y 6 en el Router 3
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Birenable
Password:
Bifcont ©

P2 fconfig)fint lod

BE{config-if) fno shut
B3iconfig-if) fint lokb

BZ{config-if) #no shut
BR{config-if) finc log

P3iconfig-if)§

Ernter conficguration commands, one per line.

End with CNTL/Z.

D3 iconfig-ififfip add 19Z. 162 4.1 EEE_EZEL ZEL. O

BIiconfig-if)fip add 13z.168_.5.1 EZ55.255.255.0

Bl3iconfig-if) #ip add 192 _168_.6.1 Z55. 255 255.0

Se realiza configuracién de los dispositivos S1-S3

Slren

Password:

Slfenshle

Slfcont ©

Enter configuration commands, one per line.
Sliconfig)fne ip domain-lockup

Sliconfig) fhostnane 51

Sliconfig)fenable secret class
Sliconfigi#line con 0O

Sliconfig-line)fpass ciseo
Sliconfig-line)#login

gl{config-line)fline wvey O 4
Sliconfig-line)#pass cisco
Sliconfig-line)#login

Sl{config-line) fexit

Eliconfig) §service passyord-csnoryption
81liconfig fhbarmer motd $Prohibido el Acceso
Eliconfig) fexit

Slfcopy running-config startup-config
$SYE-5-CONFIG_I: Configured from console by

Destination filemame [startup-configl?

$3renable
Password:

$3fensble

g3gcont &

Enter configuration commands, one per line. End with CNTL/Z.
§3(config) fno ip domain-lockup

83 {config) fhostnane 3

S3{config) fenable secret class

%3 {configl#line con 0

§3(config-line) fpass cisco

83 {config-line} §login

§3{config-line)§line vey O 4

83 {config-line)fpass cisco

83 {config-line) #login

§3{config-line) fexit

83 {config) #service password-encryption

$3{config) fbarner motd $Prohibido el Acceso No Aucorizaded

83 {config) fexit

$3fcopy running-confiy starcup-config

$8YS-5-CONFIG_I: Configured from console by console

Destination filenaws [startup-configl?

Building configuration. _ . Building configuration...
[0K] [0K]
S1§ s34

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los
siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1.1.1.1

Router ID R2 5555

Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como
pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s

9500

Ajustar el costo en la métrica de S0/0 a

Verificar informacion de OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2
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Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de

cada interface

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Enter configuravion commands, one per line.
Rljconfig)groucer ospf 1
Rli{config-router)grouter-id 1.1.1.1
Rliconfig-router)fnecwork 172.31.21.0 0.0.0.
Rli{config-router)f#netwvork 192.168.30.0 O.
Rliconfig-router)fnecvork 192.168.40.0 0.
Rli{config-router)f#netwvork 192.168.30.0 O.
Rliconfig-router)fnecvork 192.168.40.0 0.
Rliconfig-router)fnetwork 192.168.200.0 0.0.
Rliconfig-router)fpassive-interface g0/1.30
$Invalid interface type and nuuber
Rliconfig-router)fpassive-interface g0/1.40
$Invalid interface type and nuuber
Rli{config-router)fpassive-interface g0/1.20C
$Invalid interface type and nuuber
Rliconfig-router)fauto-cost reference-handuwi
Rli{config-router)fexit

Rliconfig)fine =0/0/0
Rl{config-if)fbandvidch 256

Rliconfig-if)fip ospf cost H500
Rliconfig-ifjgexitReload or use "clear ip os
for this to vake effect

o.c
o.c
o.c
o.c

Rliconfiglf

Password:

nzrenable

Password:

RZgenzble

RZgoont t

Enter configuration commands,
B2 (config) frouter ospf 1

B2 (config-router]frouver-id 5.5.5.5
12 {config-router) network 172.31.21
P2 (config-router] fnetwork 17Z.31.23
B2 (config-router)fnework 10.10.10.0
B2 (config-router] §passive-inter face
BZ (config-router) fauto-cost referend
% OSPF:

one pe

Reference bandwidth is chang
Please ensure refersnce bang
all routers.

BZ (config-router) fexit

B2 (comfig) gine 50/0/0

B2 (config-if] fhandwidch 256

B2 (comfig-if]#int s0/0/1

RZ (config-if)#bandwidth ZE&&

B2 (config-if] #ip ospf cost 9500

22 {config-if) fexit

P2 (configl§

BZ#ishow ip vspf interface

Serial0/f0/0 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1,

Cost: 6182
Transmit Delay is 1 sec,
Ho desimmated router on this network
No backup desigmated router on this network

Betransmit 5
Hello due in 00:00:04
Index 171, flood quewe length 0
Hexr. Oxd (0] /0x0(0)
Last flood scan length is 1, maximum is 1

Zuppress hello for 0 neighbor(s)
Serial0/0/1 is up, line protocel is up

Internet address is 172.31.23.1/30, Area 0

Process ID 1,
Cost: 8500

Transmit Delay is 1 see,

Ho desigmated router on this network

Ho backup designated router on this network

State POINT-TO-POINT,

Stace POINT-TO-POINT,

Pouter ID E.E.5.&5, Network Type POINT-TO-POINT,

Priority O

Timer intervals configured, Hello 10, Dead 40, Uait 40,

Last flood scan time is 0 msec, maximm is 0 msec

Bouter ID §.5.5.5, Network Type POINT-TO-POINT,

Prioricy O

Timer intervals configured, Hello 10, Dead 40, Wait 40,

R3{config) §ip ospf cost 3500
& Trwalid inmputc detected at '~ mavker.

R3{config) fexit
Rag
#5YS-5-COMFIG I: Configured from comsole by console
Rifenakble

R3gconf t©

Enter configuration commands, one per line.
R3{config) froucer ospf 1
B3{config-router)router-id 8.8.8.8
R3{config-roucer)fnecwork 172.31.23.0 0.0.0.3 area 0
R3iconfig-router)fnetvork 192 168.4.0 0.0.3.Z55 area 0
R3iconfig-routsr)fpassive-interface lod
R3{config-router)fpassive-interface lof
R3iconfig-router) fpassive-interface log
R3{config-router)fauto-cost reference-handwideh 3500
R3{config-router) fexit

R3{config)fint =s0/071

R3iconfig-if)fbanduidth ZE6

R3iconfig-ifl§ip cspf cest 3500

R3{config-if)fexit

R3{configif]

End with CHTL/Z.

3. Configurar VLANS, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.

Configuracion VLAN 30 y 40 en el S1, S2 Y S3
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Enter configuration commsnds, one par
Router (config)fno ip domain-loskup
Router (config) fhostname Bl
Bliconfigifensble sscret class
Rl{configigline con O
Bliconfig-line)fpass cisco
Rl{config-line)flogin
Rl{config-line)fline vty 0 ¢
Rl{config-line)#pass cisco
Rl{config-line)flogin
Rl{config-line) fexic

RZ(config-ifi
$LINE-5-CHANGED: Interface Serial0/0/1, changed s

$LINEPROTO-5-UPDOWN: line protecel on Interface §
changed state £o up

RZ(config-ififint GO/0

Dz (config-if)fdescription consxion a ISP

TZ (config-ifi#ip add 209 165.Z00 255 255 255 255,
Bad mask /29 for address Z08.1§5.200.25§

Routersenahle

Routergeont ©

Enter configuration commands, one per lins.
Router (configlne ip domain-loskup
Router {configl#hostname B3
R3{config) fenable secret class
R3(configl fline con 0
R3{config-line) #pass cisco
R3({eonfig-line) flogin
R3(config-line)fline vey 0 4
R3(config-line) #pass ciseo

End with CHTL/E.

Rliconfigidservice password-encryptiod
Rl{config)fbanner motd $Prohibido el J
Rl{configigine =0/0/0 D2 iconfig-iflg

Rliconfig-if)#ip add 172.31.21.1 255.: 3LINK-5-CHANGED: Interface GigabitBthernec0/0, ch
Bliconfig-if}fclock rate L22000 up

Rl{config-if)gmo shuc

B2 (config-ifigno shue R3({eonfig-line) flogin

R3(config-line) fexit

B3 {confiy) fservice password-encryption

B3 ({config) fbanner motd §Prokibide el Acceso He Autorizadof
R3(config) fint s070/1

R3{config-ififip add 172.31.23.2 255 255 255 252
$LINEPROTO-S-UPDOVH: Line protocel om Interface B3 {config-ifigno shut
$LINK-5-CHANGED: Interface Serial0/0/( GigabitErhernes0/0, chamged state to up
Rl{config-if)#

R3(config-ifi#
LLINK-5-CHANGED: Interface Serial0/0/(

$LINK-5-CHANGED: Interface Serial0/0/0, changed = #LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

$LINEPROTO-S-UFDOWN: Line protocol on
changed state to up

$LINEPROTO-G-UPDOUN: Line protocol on Interface &
changed state to up

+LTNEFROTO-5-UPDOWH: Lime protocel om Interface Serial0/0/1,
changed state to up

4. En el Switch 3 deshabilitar DNS lookup, se procede arealizar
la configuracion del dispositivo

£n cne per line nd with CNTL/Z.
Sw.

Sw;

Sw.

&S onfigured from console by conscle

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en elesquema
de red. Por lo tanto se desactivan las interfaces en el R1, R2' Y R3

Rl>enable

Rlgconfig ¢©

Enter configuration commands,

Rl (config) ¢interface £0/0

Rl (config-if) ginterface £0/1
1l{config-if) ¢shutdown

Rl (config-if)ginterface
1
1

one per line. End with CNTL/Z.

s0/0/1
{config-if) #§shutdown
{config-if) ¥

RZ>enzble

R2%config t

Enter configuraticon commands, cone per line. End with CNTL/Z.
R {

< (config) #intexface £0/1
2 (config-if) ¢shutdown
RZ {config-if)#

bl

R3>»enable

R3§config ¢©

Enter configuration commands,
23 (config) g¢interface £0/0

R3 (config-if) §¢shurdown

R3 (config-if) #interface £0/1
R3 (config-if) #shutdown
B3 (config-if)¢invexface s0/0/0
R3 (config-if) #shutdown

R3 (config-if)#

cne per line. =nd with CNTL/Z.
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7. Implement DHCP and NAT for IPv4, se procede a realizer la
configuracion DHCP y NAT Router 1

Rl>enzble

Rl§config t

Enter configuration commands, one per line. End with CNTL/Z.
Rl{config)$ip dhcp excluded-address 132_.168.30.1 192.168.30.30
Rl{config)$ip dhcp pocl ADMINISTRACION

R1 {dhcp-config) $¢default-router 192 _168.30.1

R1 {dhcp-config) §dns—sexver 10.10.10.11

R1(dhcp-config) §end

Ris

¥5YS-5-CONFIG_I: Configured from console by console

Rlgenable

Enter configuration commands, cne per line. =nd with CNTL/Z.
Rl {config)$ip dhcp excluded-address 152.163.40.1 152 .168.40.30
Rl {config)#ip dhcp pocl MERCADED

R1(dhcp-config) §network 192.168.40.0 255.255.265.0

Rl {dhcp-config) #defaulv~-router 192.168.40.1

Rl {(dhcp~config) §dns-sexver 10.10.10.11

Rl (dhcp~config) ¢end

Rls

$5YS-5-CONFIG I: Configured from console by conscle

8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

El dispositivo R1, se configura como Servidor DHCPde las VLANs 30y 40

Ris>zhow ip dhcp binding
19 address Clienc-ID Leasze expiration Iype

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40
para configuraciones estaticas.

Name:

ADMINISTRACION DNS-
Configurar DHCP pool para Server: 10.10.10.11

VLAN 30 Domain-Name: ccna-unad.com

Establecer default gateway.

Name: MERCADEO

Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com

Establecer default gateway.
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10.

11.

Bliconfig)fip dhep excluded-address 192 168 30.1 192 168_30. 30
RBliconfig)#ip dhep excluded-address 192 162 40.1 192 168.40.30
Rliconfig) #ip dheop pool administracion

Bli{dhcp-config) fdns-server 10.10.10.11

Bl {dhecp-config)fdefault-router 192 168_30.1

Rl {dhcp-config) fnetwork 192 168_.30.0 EL55_Z55_z2L85.0
Rlidhcp-config) #ip dhep pool mercadec

RElidhcp-config) fdns—server 10.10.10.11

Rl {dheop-config) fdefault-router 1532.168.40.1

Rl {dheocp-config) fnetwork 192.168.40.0 EEE_ZEE.ZEE. O
Rl{dhcp-confic)

Configurar NAT en R2 para permitir que los host puedan salir ainternet,
se procede a realizar la configuracion.

R2>en

Pasaword:

R2fcenl ¢

Enter configLration commands, one per ling. End wich CNIL/Z.
R2 (configfuser webuaer privilege 1§ secret C18C012345

R2 (config)#ip http server

% Invalid input detected av '"' marker,

R2 (config)fip http authenticaticn local

% Invelid input detected at '?' marker.

R2 (config) #ip nat inside source astatic 10.10.10.10 209.165.200.229
R2 (config)#inc 1£0/0

R2 (config-1f) #ip nat oucside

R2 (config-if}#ant £0/1

R2 (config-if) $#ip nat inside

R2 (config-if) send

n2%

$5YS-5-CONFIG I: Configured from console by console

Configurar al menos dos listas de acceso de tipo estandar a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

R2 (config) $¢ip nat inside source static 10.10.10.10 209.1€5.200.225
R2 (config) g¢int £0/0

R2 (config-if) #ip nat outside

R2 (config-if) gint £0/1

R2 (config-if) #ip nat inside

R2 (config-if) gexit

R2 (config) g¢acc

R2 (config) gaccess-list 1 permit 152.1€8.30.0 0.0.0.255
R2 (config) gaccess-list 1 permit 1592.1€8.40.0 0.0.0.255
R2 (config) #ip nat pool INTERNET 209.1€5.200.225 209.1€5.200.228
netmask 255.255.255.248

R2 (config) #¢ip nat inside source list 1 pool INTERNET
R2 (config) $ip acc

R2 (config) ¢ip access-list sta

R2 (config) $ip access-list standard ADMIN S

R2 (config-std-nacl) $permit host 172.31.21.1

R2 (config-std-nacl) g§exit

R2 (config)$line vty 0 4

R2 (config-line) $§acc

R2 (config-line) g§acce

R2 (config-line) $access—-class ADMIN_ S in

30



12. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R10
R3 hacia R2. Se configuran las listas de acceso en el R2

R2 (config)#ip nat inside =gurce =tatic 10.10.10.10 209.165.200.229
R2 |(conf:rg) #1nt £0/0

R2 (confaig-1f) #2p nat cut=ide

R2 (config-if) #int £0/1

R2({canfig-if) #ip nat inside

R2 (config-if) kend

RZF

$SYS5-5-CCNFIG_I: Configured from console by console

R2#cant ©

Entexr ¢onfiguration commanda, one per line. End with CNTL/Z.-

RZ (contig)#aceesa-iziat 1 permit 152.168.30,.0 0,.0.0.255

RZ (config)#acceaa-liac 1 permitc 152.168.40.0 0.0.0.258)

R2 (config) #accasa-13at 1 permit 132.168.4.0 0:0.3.25%

R2 (config)#ip nat pool INTERNET 205,165.200.225 208.165.200.228 netmask 285.255,.255.238
R2 (coanfig) #ip nat insade socurce list 1 pool INTERMET

RZ (config)#

R2 (config) $ip access-list sta

R2 (config) $ip access-list standard ADMIN S
R2 (config-std-nacl) $permit host 172.31.21.1
R2 (config-std-nacl) gexit

R2 (config)$line vty 0 4

R2 (config-line) gacc

R2 (config-line) gacce

R2 (config-line) g¢access-class ADMIN S in

R2 (config-line) gexit

R2Z (config) gaccess

R2 (config)gaccess-list 10l permit tcp any host 2059.1€5.200.229 eq www
R2 (config) gaccess-list 10l permit icmp any any echo-reply
R2 (config)g¢int £0/0

R2 (config-if)$ip access

R2 (config-if) $ip access-group 101 in

R2 (config-if) $int s0/0/0

R2 (config-if)$ip access

R2 (config-if)$ip access—-group 10l out

R2 (config-if)$ip access

R2 (config-if) $ip access-group 101 out

R2 (config-if)g$int s0/0/1

R2 (config-if) $ip access-group 101 out

R2 (config-if)$int £0/1

R2 (config-if) $ip access-group 10l out
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13. Verificar procesos de comunicacion y redireccionamiento de traficoen
los routers mediante el uso de Ping y Traceroute.

¥ Web Server - [
Physical Config Services Programming Aftributes
—
< > URL |http://10.10.10.10 Go

Cisco Packet Tracer
Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open

Quick Links:
A small page
Copyrights
Image page
Image

Evidencia del comando ping en la comunicacion con los routers, desde el PC-A

ICommand Prompt

Packet Tracer PC Command Line 1.0

C:\>ping 1€9.254.188.230
Pinging 1 -2 g 230 with 32 bytes of data:

Reply 254. : bytes=
Reply fro € 54. : bytes=3
Reply
Reply

Ping statistics

Packets: Sent 0 (0% loss),
Approximate nd trip times in milli-seconds:

Minimum Oms, Maximum = 13ms, Average = 4ms

32 bytes of data:
€.144: byte time=12ms TTL
€.144: bytes=32 time<lms TTL=128
€.144: byte time<lms TTL=128
.144: bytes=32 time<lms TTL=12

Reply
Reply

Reply
Reply

"

Mo My

Ping statistics for 1€ 54.159€.144:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 12ms, Average = 3ms

Evidencia de comunicacion Web Server
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Escenario 2 CODIGO

--R1

enabl

e conf

t

no ip domain-

lookup hostname

R1 enable secret

class line con 0

pass cisco

login

line vty O

4 pass

cisco

login

exit

service password-encryption
banner motd $Prohibido el Acceso No
Autorizado$ int s0/0/0

ip add 172.31.21.1 255.255.255.252
clock rate 128000

no shut

--R2

enabl

e conf

t

no ip domain-

lookup hostname

R2 enable secret

class line con 0

pass cisco

login

line vty O

4 pass

cisco

login

exit

service password-encryption
banner motd $Prohibido el Acceso No
Autorizado$ int s0/0/0

ip add 172.31.21.2 255.255.255.252
no shut

int

s0/0/1

ip add 172.31.23.1 255.255.255.252

no shut
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int
GO0/0
description conexion a ISP

ip add 209.165.200.255 255.255.255.248

no shut

--R3

enabl

e conf

t

no ip domain-

lookup hostname

R3 enable secret

class line con O

pass cisco

login

line vty O

4 pass

cisco

login

exit

service password-encryption
banner motd $Prohibido el Acceso No
Autorizado$ int s0/0/1

ip add 172.31.23.2 255.255.255.252
no

shut int

lo4

ip add 192.168.4.1 255.255.255.0
no

shut int

lo5

ip add 192.168.5.1 255.255.255.0
no

shut int

lo6

ip add 192.168.6.1 255.255.255.0
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-S1

enabl

e conf

t

no ip domain-

lookup hostname

S1 enable secret

class line con 0

pass cisco

login

line vty O

4 pass

cisco

login

exit

service password-encryption
banner motd $Prohibido el Acceso No
Autorizado$ exit

copy running-config startup-config

--S3

enabl

e conf

t

no ip domain-
lookup hostname
S3 enable secret
class line con O
pass

cisco

login

line vty O

4 pass

cisco

login

exit

service password-encryption

banner motd $Prohibido el Acceso No
Autorizado$ exit

copy running-config startup-config

--R1

enabl

e conf

t

router ospf 1

router-id 1.1.1.1

network 172.31.21.0 0.0.0.3 area O
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network 192.168.30.0 0.0.0.3 area O
network 192.168.40.0 0.0.0.3 area O
network 192.168.30.0 0.0.0.255 area 0O
network 192.168.40.0 0.0.0.255 area O
network 192.168.200.0 0.0.0.255 area
0 passive-interface g0/1.30
passive-interface g0/1.40
passive-interface

g0/1.200

auto-cost reference-bandwidth 9500
exit

int s0/0/0

bandwidth 256

ip ospf cost 9500

exit

--R2

enabl

e conf

t

router ospf 1

router-id 5.5.5.5

network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.10 0.0.0.255 area
0 passive-interface g0/1

auto-cost reference-bandwidth 9500
exit

int s0/0/0

bandwidth 256

int s0/0/1

bandwidth 256

ip ospf cost

9500 exit

--R3

enabl

e conf

t

router ospf 1

router-id 8.8.8.8

network 172.31.23.0 0.0.0.3 area 0



network 192.168.4.0 0.0.3.255 area
0 passive-interface lo4
passive-interface

|05 passive-

interface 106

auto-cost reference-bandwidth 9500
exit

int s0/0/1

bandwidth 256

ip ospf cost

9500 exit

--S1

conft

vlan 30

name Administracion
vlan 40

name Mercadeo
vlan 200

name Mantenimiento
exit

int vlan 200

ip add 192.168.99.2 255.255.255.0
no

shut

exit

ip default-gateway 192.168.99.1
int f0/3

switchport mode trunk
switchport trunk native vian 1
int f0/24

switchport mode trunk
switchport trunk native vlan 1

int range fa0/2, fa0/4-23, g0/1-2
switch mode access

int fa0/1

switch mode access

switch access vlan 30

int range fa0/2, fa0/4-23, g0/1-2
shutdown
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--S3

conft

vlan 30

name Administracion
vlan 40

name Mercadeo
vlan 200

name Mantenimiento
exit

int vlan 200

ip add 192.168.99.3 255.255.255.0
no

shut

exit

ip default-gateway 192.168.99.1

--R1

conft

int g0/1.30

encapsulatio dotlq

30

ip add 192.168.30.1 255.255.255.0
int g0/1.40

encapsulatio dotlq

40

ip add 192.168.40.1 255.255.255.0
int g0/1.200

encapsulatio dotlq

200

ip add 192.168.200.1 255.255.255.0
exit

En el Switch 3 deshabilitar DNS lookup

--S3

enabl

e conf

t

no ip domain-lookup

Asignar direcciones IP a los Switches acorde a los lineamientos.

--S1

enabl

e conf

t

ip add 192.168.99.2 255.255.255.0
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no
shut
exit

--S3

enabl

e conf

t

ip add 192.168.99.3 255.255.255.0
no

shut

exit

ip default-gateway 192.168.99.1

-S1
int range fa0/2, fa0/4-23, g0/1-2
shutdown

--S3
int range fa0/2, fa0/4-24, g0/1-2
shutdown

mplement DHCP and NAT for IPv4
Configurar R1 como servidor DHCP para las VLANs 30 y 40.

-R1

conf t

ip dhcp excluded-address 192.168.30.1 192.168.30.30
ip dhcp excluded-address 192.168.40.1 192.168.40.30

ip dhcp pool

administracion dns-server
10.10.10.11

default-router 192.168.30.1

network 192.168.30.0 255.255.255.0
ip dhcp pool

mercadeo dns-server

10.10.10.11

default-router 192.168.40.1

network 192.168.40.0 255.255.255.0

--R2

conf t

ip http server

ip http authentication local

ip nat inside source static 10.10.10.10
209.165.200.229 int S0/0/0
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ip nat outside
int SO/0/1
ip nat inside

--R2

conft

access-list 1 permit 192.168.30.0 0.0.0.255

access-list 1 permit 192.168.40.0 0.0.0.255

access-list 1 permit 192.168.4.0 0.0.3.255

ip nat pool Internet 209.165.200.225 209.165.200.229 netmask
255.255.255.248 ip nat inside source list 1 pool Internet

--R2

conf t

ip access-list standard
ADMIN_S permit host
172.31.21.1

exit

line vty 0 4

access-class ADMIN_S in

--R2

access-list 101 permit tcp any host 209.165.200.229 eq
www access-list 101 permit icmp any any echo-reply int
g0/0

ip access-group 101

in int sO/0/0

ip access-group 101 out

int sO/0/1

ip access-group 101 out

int g0/1

ip access-group 101 out
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CONCLUSIONES

Se amplié los conocimientos y las habilidades que permiten la configuracion de
los dispositivos que se usan en la elaboracion del presente proyecto.

Se hizo la aplicacién en el Packet Tracer de redes para una posible aplicaciéon
en una red real.

Se desarrollé con la ayuda de las practicas la configuracion de equipos de red
Cisco, como pc, Routers y Switches.
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