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Resumen:

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca identificar el
grado de desarrollo de competencias y habilidades que fueron adquiridas a lo largo del
diplomado. Lo propio es poner a prueba los niveles de comprension y solucion de
problemas relacionados con diversos aspectos de Networking.

En el presente trabajo pretende desarrollar una practica en la cual mediante el andlisis
de 2 escenarios propuestos por los tutores; alli se realiza su descripcion detallada, la
implementacion de su topologia fisica, las configuraciones de cada uno de los
dispositivos y la verificacion de la conectividad de cada uno de ellos por medio de la
simulacion del escenario en el software Packet Tracer.

Abstract

The denominated evaluation “Test of practical abilities”, comprises of the evaluativas
activities of the Graduate of Deepening CCNA, and looks for to identify the degree of
development of competitions and abilities that were acquired throughout the graduate.
The essential is to on approval put the levels of understanding and solution of problems
related to diverse aspects of Networking.

In the present work it tries to develop a practice in which by means of the analysis of 2
scenes proposed by the tutors; there its detailed description is made, the implementation
of its physical topology, the configurations of each one of the devices and the verification
of the connectivity of each one of them by means of the simulation of the scene in software
Packet Tracer.



Introduccion

La Universidad Nacional Abierta y a Distancia UNAD, ofrece diferentes opciones de grado
donde se encuentra la realizacion del DIPLOMADO DE PROFUNDIZACION CISCO
(DISENO E IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN) que
permite al estudiante la profundizacion especifica en el tema de redes de comunicaciones
gue no solamente es visto como uno de los requisitos para optar por el titulo profesional
sino que ademas tiene un atractivo adicional como lo es estar a la vanguardia, innovacion
y con suficientes capacidades en el mundo de las telecomunicaciones, es por esto que
este diplomado presenta la aplicabilidad y vigencia en el area de la electronica,
informética, networking y las telecomunicaciones que se necesita para enfrentar el
campo laboral.



Objetivos

General: Poder resolver mediante el conocimiento adquirido dos escenarios propuestos
en la prueba de habilidades practicas de acuerdo al curso CCNA de CISCO 1-2; y asi
buscar identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado.

Especificos:

- Resolver mediante Packet tracer el Escenario 1 y todos sus items de manera
satisfactoria.

- Resolver mediante Packet tracer el Escenario 2 y todos sus items de manera
satisfactoria.

- ldentificar que dispositivos utilizar para la construccion de una topologia de red.
- Inicializar dispositivos de Networking

- Realizar configuracion basica a dispositivos de comunicacion como Routers,
Switch, Servidores.

- Implementar seguridad en Switch, elaboracion de Vlans e inter Vlan Routing.

- Determinar la configuracion necesaria para la implementacion de OPSFv2,
protocolo dinamico de Routing.

- Implementar de DHCP y NAT en dispositivos de comunicacion.
- Configurar y verificar listas de control de acceso ACL
- Verificar conectividad entre los dispositivos de una topologia.

- Asignar el protocolo de enrutamiento EIGRP a los routers



Evaluacion - Prueba de habilidades practicas CCNA

Descripcion de escenarios propuestos para la prueba de habilidades

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y Cali
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde
con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologiade red
Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccidon de acuerdo con el
numero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccidon de vecinos
directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos los
hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y comunicacion
entre hosts de acuerdo con los requerimientos del administrador de red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.
Parte 6: Configuracion final.
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Desarrollo
Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).OK!
Realizar la conexion fisica de los equipos con base en la topologia de red.OK!

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Creamos los dipositivos de red en el escenario
Se genera la topologia segun solicutd de la guia



- 3 Switches (Cisco 2960)
- 3 PC con Sistema operative Windows 7, con tarjeta de red

- 3 Routers (Cisco 1841) con 2 puertos FastEthernet, 2 puertos Seriales
- Cables Serial y Ethernet

Configuracién de un PC para ubicarlo como “Internet-PC” en la topologia

B Cisco Packet Tracer

File Edit Options Wiew Tools Extensions Help

EEEAEIERR =

Logica] [Root] MNew Cluster Move Object Set Tiled Background Viewport
A
c ~
fi"
1641 D
BOGOTA - x
pdpT
FE2 Q
g -
<z
—
1841 1841 29‘5.”'54 R\q
MEDELLIN CALL Fwitchz
54
299n-24
Swigcho
\_E |
=,
PC-PT
PCO
. : 6
Time: 00:49:40 | Power Cycle Devices Fast Forward Time Realtime
. . . . . . . . C Fire Last Status Source  Destination  Type Caolor  Time (sec)  Periodic  Mum
mew® (307777 (% (253 (2 Dlsonorco ]
~ I | Le | k. ) J
[ Comnections | { . - - - - - New Delete
5’ L s = Toggle POU List Window
Autormnatically Choose Connection Type g

%52 a.m.

11/12/2019 D

Parte 1. Asignacion de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes, para
permitir creciemiento futuro de la red corporativa.



- Se realiza el respectivo subneteo
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b. Asignar una direccién IP a la red.

Se asignan las direcciones ip teniendo en cuenta el subneteo
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a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo en
cuenta las subredes disefiadas.

Se asignan todas las direcciones ip y se agrega el protocolo de enrutamiento para permitir
la conexion

- Configuracion Basica De Dispositivos

Analisis: I0OS es el acronimo de Internetworks Operating System (en espafol, sistema
operativo para la interconexion de redes). Este sistema puede ser administrado en linea
de comandos, caracteristico de los equipos Cisco.

Para realizar esta configuracion se debe tebner presente los diferenmtes modos de
operacion de un router .

- Modo usuario: permite consultar toda la informacién relacionada al router sin poder
modificarla. El shell es el siguiente:

BOGOTR=
Tz oy

Usuario privilegiado: permite visualizar el estado del router, asi como importar o
exportar imagenes de 10S. El shell es el siguiente:
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BOCOTA$|

Modo de configuracién global: permite utilizar los comandos de configuracién global
del router. El shell es el siguiente:

administratively down down

BOGOTA4config ter

Enter configuration commands, one per line. End with CHTL/Z.

BOGOTA (config) # i

- Modo de configuracion de interfaces: permite utilizar comandos de configuracion
de interfaces (direcciones IP, mascaras, etc.). El shell es el siguiente:

- Para conseguir que las dos redes conectadas al router se comuniquen.
Suponiendo que el nombre de la interfaz conectada a Router Bogota- es fa0/0, y
gue estas en modo de configuracion global. A continuacion los comandos que
debes ejecutar:

- Router (config-if) # ip address aqui podemos asignar la IP destinada
para esta Interfaz, seguido a esto comando no Shutdown para activaciodn
de la interfaz y exit para subir la interfaz

———— e e e et

BOGOTA (config) #int FastEthernet0/0
BOGOTA {config-if) g

- Aplicar a cada Router y Switch de la topologia, las siguientes configuraciones
béasicas;
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* R1: nombrarlo “Bogota”-

segulncorresponda

BOEZOTA=enable
Dassword:
BOCOTLE|

Comando host

espo

Ctrl+F6 to exit CLI focus

Copy

* R2: nombrarlo “Medellin”

* R3: nombrarlo “Cali”

* S1: nombrarlo “S1”
* S3: nombrarlo “S3”

Paste

» Exec Password: BOGOTA, MEDELLIN, CALI, segun corresponda

Cisco Packet Tracer

File Edit Options View Tools
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Help
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EOGOTA (config-router)§ >
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EOGOTA (config-router)§
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1

2

Nombre de Host MEDELLIN

Serial 0/0
Serial 0/1
0/0

Protocolo de enrutamiento Eigrp
Sistema Autéonomo 200

Afirmaciones de red 192.168.1.0

BOGOTA CALI
192.168.1.98 192.168.1.131

192.168.1.130

192.168.1.1 192.168.1.65

Eigrp Eigrp
200 200
192.168.1.0 192.168.1.0

b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.Se
comprueba el direccionamiento ip mediante la tabla de enrutamiento de los routers

B Cisco Packet Tracer
File Edit Options View Tools Extensions Help
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Routing Table for MEDELLIN

Tvpe Network Port Mext Hop TP Metric
= 192.168.1.32/27 FastEthernetd/0 0/0
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o 162 168 1.0/27 Seriald/0/0 192,163 1,98 902172416
=} 192.168.1,126/27 Serisln/o/0 192.168.1.98 90/2681856
o 192.168.1.64/27 Serial0/0/0 192.168.1,98 90/2684416
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¥ Cisca Packet Tracer
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L ogical [Root] New Cluster Move Object Set Tiled Background Wiewpart
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1841
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Routing Table for CALL :l
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[ 192,168.1.128/27 Serial0/0/D 0/0 :
[ 192.168.1.64/27 FastEthernetd/0 0/0 Rﬁ
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- Analisis: para verificar TABLA de enrutamiento tambie podemos realizarlo
mediante comando:

CALI#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
192.168.1.0/27 is subnetted, 5 subnets
D 192.168.1.0 [90/2172416] via 192.168.1.130, 02:12:27, Serial0/0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 02:12:27, Serial0/0/0
C 192.168.1.64 is directly connected, FastEthernet0/0
D 192.168.1.96 [90/2681856] via 192.168.1.130, 02:12:27, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/0
BOGOTA#SHOW IP ROUTE
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - I1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
192.168.1.0/27 is subnetted, 5 subnets
192.168.1.0 is directly connected, FastEthernet0/0
192.168.1.32 [90/2172416] via 192.168.1.99, 02:14:07, Serial0/0/0
192.168.1.64 [90/2172416] via 192.168.1.131, 02:14:07, Serial0/0/1
192.168.1.96 is directly connected, Serial0/0/0
192.168.1.128 is directly connected, Serial0/0/1

O O O 0O 0O

MEDELLIN#SHOW IP ROUTE
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
192.168.1.0/27 is subnetted, 5 subnets
192.168.1.0 [90/2172416] via 192.168.1.98, 02:15:15, Serial0/0/0
192.168.1.32 is directly connected, FastEthernet0/0
192.168.1.64 [90/2684416] via 192.168.1.98, 02:15:15, Serial0/0/0
192.168.1.96 is directly connected, Serial0/0/0
192.168.1.128 [90/2681856] via 192.168.1.98, 02:15:15, Serial0/0/0

- Toamado de https://es.ccm.net/fag/2759-configuracion-basica-de-un-router-cisco
comandos de informacibn muestran informacion relativa al router.

O 0O 0O 0O 0O

comienzan con el prefijo show o sh. La mayoria deben ser ejecutados desde el

modo privilegiado”.

show running-config
show run

sh run

BOGOTA#SHOW RUNN
Building configuration...

Current configuration : 1178 bytes
I

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname BOGOTA

!

!

!


https://es.ccm.net/faq/2759-configuracion-basica-de-un-router-cisco
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enable password BOGOTA
I
!
I
!
I
|

ip cef
no ipv6 cef

!
!
!
I
I
I
I
I
I
!
!
!
spanning-tree mode pvst
!
!
!
!
!
|

interface FastEthernet0/0

ip address 192.168.1.1 255.255.255.224
ip access-group 1 out

duplex auto

speed auto

I

interface FastEthernet0/1

no ip address

ip access-group 1 out

duplex auto

speed auto

shutdown

I

interface Serial0/0/0

ip address 192.168.1.98 255.255.255.224
I

interface Serial0/0/1
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ip address 192.168.1.130 255.255.255.224
clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router eigrp 200

network 192.168.1.0 0.0.0.31
network 192.168.1.32 0.0.0.31
network 192.168.1.64 0.0.0.31
network 192.168.1.96 0.0.0.31
network 192.168.1.128 0.0.0.31
auto-summary

|

router eigrp 1

network 192.168.1.0 0.0.0.31
network 192.168.1.32 0.0.0.31
network 192.168.1.64 0.0.0.31
auto-summary

|

ip classless
|

ip flow-export version 9

!

!

access-list 1 deny host 192.168.1.10
access-list 1 permit any

line con 0
I

line aux 0

!

line vty 0 4
password BOGOTA
login

!

!

!

end

BOGOTA#
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MEDELLIN#SHOW RUNN

Building configuration...

Current configuration : 1100 bytes

I

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

I

hostname MEDELLIN

enable password MEDELLIN

ip cef
no ipve6 cef
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spanning-tree mode pvst

interface FastEthernet0/0
ip address 192.168.1.33 255.255.255.224
ip access-group 1 out
duplex auto

speed auto

I

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

I

interface Serial0/0/0

ip address 192.168.1.99 255.255.255.224
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clock rate 2000000

interface Serial0/0/1
no ip address
clock rate 2000000
shutdown
I
interface Vlanl
no ip address
shutdown
I
router eigrp 200
network 192.168.1.0 0.0.0.31
network 192.168.1.32 0.0.0.31
network 192.168.1.64 0.0.0.31
network 192.168.1.96 0.0.0.31
network 192.168.1.128 0.0.0.31
auto-summary
|
ip classless
I

ip flow-export version 9



21

access-list 1 permit host 192.168.1.20
access-list 1 deny 192.168.1.64 0.0.0.31

access-list 1 deny 192.168.1.0 0.0.0.31

linecon 0

!

line aux 0

!

line vty 0 4

password MEDELLIN
login

I
End

MEDELLIN#
CALI#SHOW RUNN
Building configuration...

Current configuration : 1192 bytes
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version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname CALI

enable password CALI

ip cef
no ipve6 cef

spanning-tree mode pvst
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interface FastEthernet0/0

ip address 192.168.1.65 255.255.255.224
ip access-group 1 out

duplex auto

speed auto

1

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

interface Serial0/0/0

ip address 192.168.1.131 255.255.255.224
!

interface Serial0/0/1

no ip address

clock rate 2000000



24

shutdown
I
interface Vlanl
no ip address
shutdown
I
router eigrp 200
network 192.168.1.0 0.0.0.31
network 192.168.1.32 0.0.0.31
network 192.168.1.64 0.0.0.31
network 192.168.1.96 0.0.0.31
network 192.168.1.128 0.0.0.31
auto-summary
|
router eigrp 1
network 192.168.1.0 0.0.0.31
network 192.168.1.32 0.0.0.31
network 192.168.1.64 0.0.0.31
auto-summary
|

ip classless
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ip flow-export version 9

access-list 1 permit host 192.168.1.20
access-list 1 deny 192.168.1.32 0.0.0.31

access-list 1 deny 192.168.1.0 0.0.0.31

I

line con 0

!

line aux 0

!

line vty 0 4
password CALI
login

!

end

c- Verificar el balanceo de carga que presentan los routers.

Analisis: Segun afirma Cisco ” El balanceo de carga es una funcionalidad estandar de
Cisco IOS® Router Software y esta disponible en todas las plataformas de routers. Es
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inherente al proceso de reenvio en el router y se activa automaticamente si la tabla de
ruteo tiene varias trayectorias a un destino. Se basa en los protocolos de ruteo estandar,
como Routing Information Protocol (RIP), RIPv2, Enhanced Interior Gateway Routing
Protocol (EIGRP), Open Shortest Path First (OSPF) e Interior Gateway Routing Protocol
(IGRP), o derivados de mecanismos de reenvio de paquetes y rutas configuradas de
forma estatica. Permite que un router utilice varias trayectorias a un destino al reenviar
paquetes.”( ¢,Coémo funciona el balanceo de cargas?)
https://www.cisco.com/c/es_mx/support/docs/ip/border-gateway-protocol-bgp/5212-46.html.

Se verifica el balanceo de carga mediante el comando show ip route -address-
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AR

[Roat] New Cluster |

I 1
¥ MEDELLIN - [m] *

ject Set Tiled Background Viewport

Physical Config  CLI

10S Command Lire Interface T
Enter T =2 . one per line. End with CHIL/Z. o 1=
MEDELLIN (config) #show ip route 1.0.0.0

b Invalid input detected ac '~' marker
MEDILLIN(contig) fexic

HEDELLINE

VEYE-£-CONFIC_I: Contigured from console by comsole

HEDELLING

HEPELLINS

MEDELLINS

MEDELLIN#show ip route 1.0.0.0

% Hetwork not in table

MEDELLINgshow ip route 192.168.1.65

Pouting emtry for 192.168.1.64/27

Fnewn wia “eigep Z00°, distance 30, metric I684416, type internal

o Redistributing via eigrp 200
Last update from 152.168.1.5%2 on Seriald/0/0, 00:18:35 ago
Rouring Descripror Blocks:
* 192.168.1.98, from 192.168.1.98, 00:18:35 ago, via Serial0/0/0
Poute metric is 2684416, traffic share count is 1
= Total delay 35 40100 microsesends, minimus bandwidth is LS44 Mbit
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Reliabilicy 255/255, winimum MTU 1500 bytes
FCO Loading 17255, Hops Z
CALLH| v
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MEDELLIN#show ip route 1.0.0.0
% Network not in table
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MEDELLIN#SHOW IP ROUTE 192.168.1.65
Routing entry for 192.168.1.64/27
Known via "eigrp 200", distance 90, metric 2684416, type internal
Redistributing via eigrp 200
Last update from 192.168.1.98 on Serial0/0/0, 03:21:58 ago
Routing Descriptor Blocks:
*192.168.1.98, from 192.168.1.98, 03:21:58 ago, via
Serial0/0/0
Route metric is 2684416, traffic share count is 1
Total delay is 40100 microseconds, minimum bandwidth is 1544 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 1/255, Hops 2
CALI#show ip route 192.168.1.33
Routing entry for 192.168.1.32/27
Known via "eigrp 200", distance 90, metric 2684416, type internal
Redistributing via eigrp 200
Last update from 192.168.1.130 on Serial0/0/0, 03:25:12 ago
Routing Descriptor Blocks:
*192.168.1.130, from 192.168.1.130, 03:25:12 ago, via
Serial0/0/0
Route metric is 2684416, traffic share countis 1
Total delay is 40100 microseconds, minimum bandwidth is
1544 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 1/255, Hops 2
BOGOTA#show ip route 192.168.1.65
Routing entry for 192.168.1.64/27
Known via "eigrp 200", distance 90, metric 2172416, type internal
Redistributing via eigrp 200
Last update from 192.168.1.131 on Serial0/0/1, 03:30:28 ago
Routing Descriptor Blocks:
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*192.168.1.131, from 192.168.1.131, 03:30:28 ago, via
Serial0/0/1

Route metric is 2172416, traffic share countis 1

Total delay is 20100 microseconds, minimum bandwidth is
1544 Kbit

Reliability 255/255, minimum MTU 1500 bytes

Loading 1/255, Hops 1

BOGOTA#

c. Realizar un diagnéstico de vecinos uando el comando cdp.
Mediante el comando cdp se realiza el diagnostico detallado y general:

CDP (Cisco Discovery Protocol) Sirve para ? Segun clases virtuales o soprte de clases
virtuales “ CDP es un protocolo de Cisco que se ejecuta en todos los dispositivos de Cisco
y que nos ayuda a descubrir los dispositivos de Cisco en la red. CDP es propiedad de
Cisco, se ejecuta en la capa de enlace de datos y estd habilitado de forma
predeterminada, se puede deshabilitar globalmente con el comando “no cdp run”, con
este comando ya no es posible descubrir los switch que estan directamente conectado al
dispositivo Cisco”. https://eclassvirtual.com/que-es-y-para-que-sirve-el-comando-cdp/.

Podemos descubrirlo ejecunatdo los siguientes comandos:
R1#show cdp neighbors: aqui podemos visualizar todos los vecinos directamente
conectados:

BOGOTA#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P — Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

Switch Fas 0/0 177 S 2950 Fas 0/1
CALI Ser 0/0/1 177 R Cc1841 Ser 0/0/0
MEDELLIN  Ser 0/0/0 177 R C1841 Ser 0/0/0

MEDELLIN#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P — Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID


https://eclassvirtual.com/que-es-y-para-que-sirve-el-comando-cdp/
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Switch Fas 0/0 144 S 2950 Fas 0/1
BOGOTA Ser 0/0/0 144 R C1841 Ser 0/0/0

CALI#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
Switch Fas 0/0 133 S 2950 Fas 0/1

BOGOTA Ser 0/0/0 133 R C1841 Ser 0/0/1

“show cdp neighbors detail”’: Podemos obtener mas detalles de los dispositivos
conectados por medio del comando, ASI: obtenemos més detalle, como, por
ejemplo, la direcciéon IP del dispositivo vecino, ademas de su version de software

BOGOTA#show cdp neighbors detail

Device ID: Switch

Entry address(es):

Platform: cisco 2950, Capabilities: Switch

Interface: FastEthernet0/0, Port ID (outgoing port): FastEthernet0/1
Holdtime: 135

Version :
Cisco Internetwork Operating System Software

IOS (tm) C2950 Software (C2950-16Q4L2-M), Version 12.1(22)EA4, RELEASE
SOFTWARE(fc1)

Copyright (c) 1986-2005 by cisco Systems, Inc.
Compiled Wed 18-May-05 22:31 by jharirba

advertisement version: 2
Duplex: full

Device ID: CALI
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Entry address(es):

IP address : 192.168.1.131

Platform: cisco C1841, Capabilities: Router

Interface: Serial0/0/1, Port ID (outgoing port): Serial0/0/0
Holdtime: 135

Version :

Cisco 10S Software, 1841 Software (C1841-ADVIPSERVICESK9-M),
12.4(15)T1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team

advertisement version: 2
Duplex: full

Device ID: MEDELLIN

Entry address(es):

IP address : 192.168.1.99

Platform: cisco C1841, Capabilities: Router

Interface: Serial0/0/0, Port ID (outgoing port): Serial0/0/0
Holdtime: 135

Version :

Cisco 10S Software, 1841 Software (C1841-ADVIPSERVICESK9-M),
12.4(15)T1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team
advertisement version: 2

Duplex: full

Version

Version
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MEDELLIN#show cdp neighbors detail

Device ID: Switch

Entry address(es):

Platform: cisco 2950, Capabilities: Switch

Interface: FastEthernet0/0, Port ID (outgoing port): FastEthernet0/1
Holdtime: 135

Version :
Cisco Internetwork Operating System Software

IOS (tm) C2950 Software (C2950-16Q4L2-M), Version 12.1(22)EA4, RELEASE

SOFTWARE(fc1)
Copyright (c) 1986-2005 by cisco Systems, Inc.
Compiled Wed 18-May-05 22:31 by jharirba

advertisement version: 2
Duplex: full

Device ID: BOGOTA

Entry address(es):

IP address : 192.168.1.98

Platform: cisco C1841, Capabilities: Router

Interface: Serial0/0/0, Port ID (outgoing port): Serial0/0/0
Holdtime: 135

Version :

Cisco 10S Software, 1841 Software (C1841-ADVIPSERVICESK9-M),
12.4(15)T1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team
advertisement version: 2

Version
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Duplex: full
CALI#show cdp neighbors detall

Device ID: Switch

Entry address(es):

Platform: cisco 2950, Capabilities: Switch

Interface: FastEthernet0/0, Port ID (outgoing port): FastEthernet0/1
Holdtime: 133

Version :
Cisco Internetwork Operating System Software

IOS (tm) C2950 Software (C2950-16Q4L2-M), Version 12.1(22)EA4, RELEASE
SOFTWARE(fcl)

Copyright (c) 1986-2005 by cisco Systems, Inc.
Compiled Wed 18-May-05 22:31 by jharirba
advertisement version: 2

Duplex: full

Device ID: BOGOTA

Entry address(es):

IP address : 192.168.1.130

Platform: cisco C1841, Capabilities: Router

Interface: Serial0/0/0, Port ID (outgoing port): Serial0/0/1
Holdtime: 133

Version :

Cisco 10S Software, 1841 Software (C1841-ADVIPSERVICESK9-M), Version
12.4(15)T1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team
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advertisement version: 2
Duplex: full

CALI#
EJEMPLO: tomado de la configuracion realizada para este ejercicio:

EHS O #- ¥ cal - o x
ICIO INSERTAR  DISENO  DISERODERY ppocion config oLl Iniciar sesién
= X Cortar - i Buscar -
Cambria MR 10S Command Line Interface \ s AZBbCC s AaBbCc a
Copiar < | 25 Reemnplazar
Pegar K S - ame x, X o [Eocota Ser 0/0/0 178 B Claal Ser 0/0/1 - Bullet Body T Bullet Hi... =
¥ Copiar formato 2 = 7l Ts Seleccionar -
Portapapeles ] Fuente Device ID: Switch . ] Edicion ~
Entry addressies):
Platform: cisco 2950, Capabilities: Switch
Interface: FastEthernet0/0, Port ID (outgoing port): FastEthernet0/1 -y
% Holdtime: 148 =3
Tone: 0205 me
[ 3
Cizco Internetvork Operating System Softwarse
I05 (tw) CZ950 Software (CZ950-16Q4LZ-M), Versiom 12.1(22)EA4, BELEASE SOFTWARE(
fely 2
Copyright (e} 1986-Z005 by cisco Systems, Inc. -
Compiled Wed 18-May-05 22:3l by jharirba
advertisement wersiom: 2
Duplex: full
d. Real |pevice p: BOGOTR
Entry addressies):
IP address : 182.16%.1.1%0
Platform: cisco Cl841, Capabilities: Reuter
e, Rea. Interface: SerialO/0/0, Port ID (oucgoing port): Serial0f0/L
Holdeime: 138
Partel |o . oion -
Cizco I0S Softvare, 1841 Softwars (Cl841-ADVIPSERVICESKS-M), Versiom 12.4(15)TL,
a. Asig | ®ELEasE soFTuRRE (fez) ado
| |rechnical support: hetp:sswer. cisco.comstechsupport
b. Veri Copyright {e) 1986-2007 by Cisco Systems, Inc.
¢ Real |compiled Wed 18-7ul-07 04:57 by pt_teaw ada
una de
advertisement version: 2
d. Rea Duplex: full gan
conecti red
de MELD |caLis
CALIS
CALIS
Parted |caiis v
Copy Paste

14DE20 10DE
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INICIO INSERTAR  DISERID

DISERIO DE PAGINA

REFEREMCIAS CORRESPOMDENCIA, REVISAR WISTS Iniciar sesion
=J Cortar . P = A i Buscar ~
Cambria  v|12 -|A A Aa- e = = 81T AaBbCeD: AsBhCeDr AaBbCeD: AaBhCeDn AaBhCeDi » AaBbCe » AaBhCe R
. Capiar - 2 Reemplazar
egar R . "= L =
T ¢ Copiortormere. N K S 7@ 0 A-W oA 1= | & Bacy Far.. | Tady Fo.. TBodyFo.. VBodyTeu. TBodyTe. BuletBocy TBulltHin =) [y
Portapapeles ~ Fuente ~ ~ Estilos [ Edicidn ~
=
B ocall - o x
Physical  Config  CLI
10% Command Line Interface
Incertace: Serial0s0/0, Parc ID {outgeing pertl: Ssrialof0sl @
Holaviue: 138
Version :

2. Rea,
Parte

a. Asig
b. Veri

Cisco 108 Softwars, 1841 Softwars (C1241-ADVIPSERVICESKS-M),
RELEASE SOFTWARE (fo2)

Technical Support: RTTp://wiw.cisco.couw/techsupport
Copyright (=) 1986-2007 by Cisco Systews, Inc.

Coupiled Wed 18-Jul-07 04:52 by pt_teau

Version 12.4(15)T1,

advertizement version: 2
Duplex: full

CALIf
CALIf
CALI#

Capabilicy Codes: B - Router, T - Trans Bridge, B - Source Rouce Bridge

oL [COLD

S - Switch, H - Host, I - IGMP, v - Repeaver, P - Phone

Device ID  Local Intrfce Holdtwe  Capabilicy  Placform  Port ID

Switch Fas 0/0 157 s 2950 Fas 041

BOGOTA Sexr 0/040 1as 3 cledl Sexr 0/0/1

CALIg v
Copy. Paste

e
11:15 a.m.
1o B

100%

& ESP

d. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Se envian los respectivos mensajes para verificar la conexion” se evidencia en captura”.
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CALI#PING 192.168.1.98
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.98, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =1/6/22 ms

CALI#ping 192.168.1.99

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.99, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max =4/7/16 ms
Ping Bogota Medellin y/o Bogota Cali

BOGOTA#PING 192.168.1.99

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.99, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/6/14 ms

BOGOTA#PING 192.168.1.131

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max =3/5/13 ms
Ping Medellin - Bogota y/o Medellin - Cali

MEDELLIN#PING 192.168.1.98

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.98, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 3/5/12 ms

MEDELLIN#PING 192.168.1.131

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =2/7/16 ms

MEDELLIN#
Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

b. Verificar si existe vecindad con los routers configurados con EIGRP.

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los routers
para verificar cada una de las rutas establecidas.

RTA:/Segun Cisco “El EIGRP es una version mejorada de IGRP. La tecnologia de vector
de igual distancia que se usa en IGRP también se emplea en EIGRP. Ademas, la
informacion de la distancia subyacente no presenta cambios. Las propiedades de
convergencia y la eficacia de operacion de este protocolo han mejorado
significativamente. Esto permite una arquitectura mejoraday, a la vez, retiene la inversion
existente en IGRP.

La tecnologia de convergencia estd basada en una investigacion realizada en SRI
International. El algoritmo difusor de actualizacién (DUAL) es el algoritmo usado para
obtener la loop-libertad en cada instante en un computo de la ruta. Esto les permite a
todos los routers involucrados en una topologia cambiar para sincronizarse al mismo
tiempo. Los routers que no se ven afectados por los cambios de topologia no se incluyen
en el recélculo. El tiempo de convergencia con DUAL compite con el de cualquier otro
protocolo de ruteo existente.

MEDELLIN#config ter

MEDELLIN# (config)#router eigrp 200
MEDELLIN(config-router)#network 192.168.1.0 0.0.0.31
MEDELLIN(config-router)#network network 192.168.1.32 0.0.0.31
MEDELLIN(config-router)#network network 192.168.1.64 0.0.0.31
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MEDELLIN(config-router)#network network 192.168.1.96 0.0.0.31
MEDELLIN(config-router)#network network 192.168.1.128 0.0.0.31
MEDELLIN(config-if)#bandwidth kilobits
MEDELLIN(config-router)#eigrp log-neighbor-changes

ETC.

B. vecindad con los routers configurados con EIGRP
MEDELLIN#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface  Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.98 Se0/0/0 13 11:20:58 40 1000 0 17

BOGOTA#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.131 Se0/0/1 10 11:23:32 40 1000 0 14
1 192.168.1.99 Se0/0/0 10 11:23:32 40 1000 0 14
IP-EIGRP neighbors for process 1

CALl#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.130 Se0/0/0 14 11:25:09 40 1000 O 16
IP-EIGRP neighbors for process 1

C. Realizar la comprobacién de las tablas de enrutamiento
MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0[90/2172416] via 192.168.1.98, 4294967284:4294967257:4294967248,
Serial0/0/0

C 192.168.1.32 is directly connected, FastEthernet0/0
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D 192.168.1.64 [90/2684416] via 192.168.1.98,
4294967284:4294967257:4294967248, Serial0/0/0

C 192.168.1.96 is directly connected, Serial0/0/0

D 192.168.1.128 [90/2681856] via  192.168.1.98,
4294967284:4294967257:4294967248, Serial0/0/0

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets
C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99,
4294967284:4294967267:4294967264, Serial0/0/0
D 192.168.1.64 [90/2172416] via 192.168.1.131,

4294967284:4294967267:4294967264, Serial0/0/1
C 192.168.1.96 is directly connected, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/1

CALl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130,
4294967284:4294967268:4294967281, Serial0/0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130,

4294967284:4294967268:4294967281, Serial0/0/0

C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via  192.168.1.130,
4294967284:4294967268:4294967281, Serial0/0/0



40

C 192.168.1.128 is directly connected, Serial0/0/0
TABLA DE TOPOLOGIA EIGRP: para Bogota.

BOGOTA#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0
P 192.168.1.32/27, 1 successors, FD is 2172416
via 192.168.1.99 (2172416/28160), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 2172416
via 192.168.1.131 (2172416/28160), Serial0/0/1
P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/1
IP-EIGRP Topology Table for AS 1/1D(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0
BOGOTA#

d. Realizar un diagndstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de la red
LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

La parte tres se desarroll6 completamente en la parte anterior como se puede comprobar
en las imagenes de esa seccion y la siguiente imagen
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Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos y
estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red. Para

esta labor se decide configurar listas de control de acceso (ACL) a los routers.
Las condiciones para crear las ACL son las siguientes:

a. Cada router debe estar habilitado para establecer conexiones Telnet con los demas

routers y tener acceso a cualquier dispositivo en la red.
Se habilitan las conexiones telnet mediante la consola vty y activando el password

RTA:/ Se utilizan para o como forma de determinar los permisos de acceso ademas de

ser un concepto de seguridad informatica usado para filtrado de trafico. Ademas, Las
ACLs permiten controlar el flujo del trafico.

Configuracion para Bogota: Aplicadas para definir a quien se les permite el trafico a las

interfaces; después Aplicar la ACL a la interface:” como muestra la imagen:

BOGOTA#(config)#access-list 1 permit
(config-if)#ip access-group 100 out
BOGOTA#config ter

BOGOTA#(config)#
BOGOTA(config)#inter FastEthernet0/0
BOGOTA(config-if)#ip access-group 1 out
BOGOTA(config-if)#EXIT
BOGOTA(config)#interface Fa0/1
BOGOTA(config-if)#ip access-group 1 out
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BOGOTA(config-if)#EXIT
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b. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo el
servidor de la subred de administracion debe tener acceso a cualquier otro dispositivo en
cualquier parte de la red.

Se crea la ACL para denegar el acceso solicitado y se comprueba la conexion y la falta
de conexion segun lo requerido

RTA:/

Configuracion Line VTY

BOGOTA¢#configure ter

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#line vty 0 4

BOGOTA(config-line)#

BOGOTA(config-line)#password BOGOTA
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config-line)#enable password secreto

BOGOTA(config)#access-list 1 deny host 192.168.1.10
BOGOTA(config)#access-list 1 deny host 192.168.1.10 0.0.0.0

P Cisco Packet Tracer - EnblargeP\Escritariaheiscatassd pkt -
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/ BOGOTA{config) # r\g
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Suwhchn .
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c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener acceso a
ningun dispositivo fuera de su subred, excepto para interconectar con el servidor.

Se crea la ACL para denegar el acceso solicitado y se comprueba la conexion y la falta
de conexion segun lo requerido

RTA:/ Configuracién listas de acceso Cali:
CALI>

CALI>ENABLE
Password:
CALI#config ter

Enter configuration commands, one per line. End with CNTL/Z.

CALI(config)#no Access-list 1
CALI(config)#access-list 1 permit host 192.168.1.20
CALI(config)#access-list 1 deny 192.168.1.32 0.0.0.31
CALI(config)#access-list 1 deny 192.168.1.0 0.0.0.31
CALI(config)#interface fa0/0

CALI(config-if)#ip Access-group 1 out
CALI(config-if)#exit

CALI#show access-lists

Standard IP access list 1

10 permit host 192.168.1.20

20 deny 192.168.1.32 0.0.0.31

30 deny 192.168.1.0 0.0.0.31
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Parte 5: Comprobacion de la red instalada.

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.
b. Comprobar y Completar la siguiente tabla de condiciones de prueba para confirmar el
optimo funcionamiento de la red e.

TELNET

TELNET

ORIGEN
Router MEDELLIN
WS_1
Servidor
Servidor

LAN del Router MEDELLIN

LAN del Router CALI
LAN del Router MEDELLIN

LAN del Router CALI

LAN del Router CALI
LAN del Router MEDELLIN
LAN del Router MEDELLIN

LAN del Router CALI
LAN del Router MEDELLIN

Servidor
Servidor
Router CALI
Router MEDELLIN

DESTINO
Router CALI
Router BOGOTA
Router CALI
Router MEDELLIN

Router CALI

Router CALI
Router MEDELLIN

Router MEDELLIN

WS_1
WS_1
LAN del Router CALI
Servidor
Servidor
LAN del Router MEDELLIN
LAN del Router CALI
LAN del Router MEDELLIN
LAN del Router CALI

RESULTADO
SUCCESSFULL
SUCCESSFULL
SUCCESSFULL
SUCCESSFULL

Connection
timed out;
remote host
not
responding
SUCCESSFULL
SUCCESSFULL
Connection
timed out;
remote host
not
responding
FAILED
FAILED
FAILED
SUCCESSFULL
SUCCESSFULL
SUCCESSFULL
SUCCESSFULL
FAILED
FAILED
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Escenario ?

Una empresa tiene la conexién a internet en una red Ethernet, lo cual deben adaptarlo
para facilitar que sus routers y las redes que incluyen puedan, por esa via, conectarse a
internet, pero empleando las direcciones de la red LAN original.

Y,
if-‘ 17231232130 )
_ —
BUCARANANGA d—#—-'gg& )
_—

SWITCH DE ITERIET
LABORATORID

! 2512300
p— 172.31.2.36 30

— .

=

SWITCH VLANZD §WLAN = 172328129
40 HOSTS || VLANZD = 172.31.0.125 /26 | VLAN 20

BUCARAMANGA
VLAN30= 17231.0.182 /26 | 40HOSTS

.-“’!’an
CUNDINAMARCA

V-

172.31.0019

Desarrollo
Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener los siguiente:
e Configuracion basica.
e Autenticacion local con AAA.
e Cifrado de contrasefias.
e Un maximo de internos para acceder al router.
e Maximo tiempo de acceso al detectar ataques.

e Establezca un servidor TFTP y almacene todos los archivos necesarios de los
routers.

Se realiza la configuracion basica en donde se cambia el nombre de los router se
configura la contrasefia, las direcciones ip y el enrutamiento
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[ Connections ]|\ s e : - hew Delete | |q@  Successful  CUNDINAMARCATUNIA wcme [l 0.000 N
;’ , s Toggle POU List Window
Automatically Choose Connection Type i i

W Cisco Packet Tracer - Ef\JorgeF\Escritoriociscoljj.pkt
Fle Edt  Options Yiew Tools Extensions Help

Logical [Root]

New Cluster  Move Object Set Tiled Background Viewport

B Tuna

= Physical Caonfig CLI

GLOBAL
BUCARAMANGA

Settings
Algarithm Settings

ROUTING Port Status on
Static

RIP Clock Rate 2000000~
SWITCHING
WLAM Database
F
PC'PT/ ]NTiRFAEE/
PelL FastEthernetn/0
e 1P address [172.31.2.34 |
Seriald/0/0
Seriald/0/1

Serial0/0/0

Duplex

Full Duplex I

Subret Mask [255.255.255.252 |

h

N
5
Tx Ring Limit |1El ‘

uivalent 105 Commands
e

oI TR T TTETO7 Ty T, T SEr T I

TUNIL (config-1t) faxir

TUNIA{config) #interface Serial0/0/0 P
< TUNJA{config-if)§ v > [ ©
Time: 05:29:01 | Power Cycle Devices Fast Forward Time| Realtime
I P q S 5
G A NS 2

TS Last Statm: TuTTE

— T ) 3 Plsosnorioo - Destinstion  Trpe  Color  Time (sec)  Perindic
s /‘ 7 54 ‘ s $;_,) § | / @ Successful BUCARAMANGA TUWIA icve [l o000 M
b . b - . - - 250 Delete | |\ @@y Successful  CUNDINAMARCA TUNIA wcre [l 0.000 ]
;’ Ay Toggle PDU List Window
Automaticall

Choose Connection Type
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W Cisco Packet Tracer - EAlorgeP\Escritorichciscoljjj. pkt

Fie Edir  Options  Wiew  Tools

Extensions

Help

Yiewport

Kt

&

L

> [®

Itime

Logical Mew Cluster Move Object Set Tiled Backaround
¥ BUCARAMANGA — [m] X
R
GLOBAL
BUCARAMANGA ——— ‘
Settings Serial0/0/0
Port Status on
Clock Rate 2000000 *
Duplex Full Duplex
F__
PC-pT PC-PT i
Fee PC1
IP pddress [17231.2.33 |
Subnet Mask |z55.255.255.252 |
T« Ring Limit [10 |
uivalent [0S Cammands
T E R Do TR T pTETTo T yrzr —rr o
BUCARAMANGA (config-if) fexit
BUCARMMANGA {confiy) ginterface Serial0f0s0
< BUCARMMANCE (config-if]4 hd
Time: 05129117 | Pawer Cycle Devices Fast Formard Time Real
_ < e T 3 A e CEr ST g Destination Tvpe Color  Time (sech
ked 1 Ed el tm il o valva Plscnar e
A lvalve A /| B § 54 = BUC TUNIA wve [l o000
[ comeder | €I JE R
[ Comnections " - . : : : [ mew | Delete | > CUNDINAMARCA TUNIA wcve [l o000

Toggle PDU List Window

Configuracién Basica:

Port Link VLAN IF Addreas Ifvd Address MAC Address
FaztEthernetd/ 0 Up - Lot astk <not setr Q001 . 4202 1304
FastEthernetl/ 0.1 U — 172.31.2.1/29 <not set> 0001 . 4202.1301
FartEthernetl/0.10 Up — 172.31.0.1/26 <not set> 0001 . 4202.1301
FartEthernetl/0.30 Up - 172.31.0.65/24 “net setr 0001 . 4202.1301
FastEthernetl/S1 Diown - <not aet> “not setx 0001 . 4202 .1302
Seriald/S0 0 Uy - 172.31.2.33,530 <not sst> <not sstkr
Seriall/0S1 Diown - <not set> “not set> <not set>
Vianl Down 1 <not setk ‘not set> 0000 . BACA . ADCT
Hostname: BUCARRMANGA
Phyemical Location: Intercity, Home City, Corporate Office, Wiring Closet
Fart Link VLAH IF Addreas IPwE Address MAC Address
FastEthernstd/0 Up - Lot sat> <nok aetd D030, F242 . ABDL
FastEthernet0/0.1 Up - 172.31.2.9/29 inot set> 0030, F242. AROL
FastEthernet0/0.20 Up - 172.31.0.129/26 inot met> O30 . F242 ARO1
FastEthernat0,/0.30 Up - 172 31.0.193/26 “not set> o030 . F242 ABOL
FastEtharnatd/1 Up - Z09_17.220.1/24 fnot sat> OO30.FZ42 . ABOZ
SeriallS/0/0 Up - LTZ.3L.2.34/30 not aat> not sat>
Sarial0s0/1 1] — 172.31.2.37/30 Lnot aebtl “not setlr
Viani Diawny i Lot sat> <nak aebtd Dol ,CT1Z, D982
Hostnane: TUNJA
Physical Location: Intercity, Home City, Corporate Office, Main Wirimg Closet

" T . ¥ v — P— E—
Port Link VLAN IP Address IPvé Address MAC Address ™
FaptEthernet0/0 Up == <not setd fnot set> 0oD0o . BACA . ADO1
FastEthernetdf0.1 Up -- 192.31.2.17/2% £not set> 0000 . BACA . 3D01
FastEthernat0/0.20 Up - 172.31.1.68/26 oot set> OOD0 . BARC3 . 3001
FastEtharnat0,/0.30 Up - 172.31.1.1/2& “not sat> DOD0 . BACS . ZD0L1 r
FastEtharnat0/0.88 1/ - 172.31.2.28/29 “not sat> DOD0 . BAC3 . 3001
FastEtharnat0/L Dy - Lnokt setl “not sat> DOD0 . BACS . 3DDZ
Seriald/f0f0 Up -- 172.31.2, 38730 £pat sat> et et
SeriallS0SL Dawm - Lnok st CRot set> Lot etk
¥lani Dawm 1 <not sekt> “not set> CD03 . E4DD . ES34
Hostname - CUNDINAMARCA
Fhyeical Location: Intercity, Home City, Corporate Office, Wiring Closet

Periodic
[l
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Se hace la auntenticacion local con AAA se hace el cifrado de contrasefia mediante rsa
de 1024 bytes se establece un maximo de intentos de 2 y maximo de tiempo de 60

BUCARAMANGA>en

BUCARAMANGA #conf term

Enter configuration commands, one per line. End with CNTL/Z.

BUCARAMANGA (config)#line vty 0 4

BUCARAMANGA (config-line)#password BUCARAMANGA

BUCARAMANGA (config-line)#login

BUCARAMANGA (config-line)#exit

BUCARAMANGA (config)#enable secret BUCARAMANGA

BUCARAMANGA (config)# BUCARAMANGA (config)#ip domain-name BUCARAMANGA.es
BUCARAMANGA(config)#crypto key generate rsa % You already have RSA keys defined
named BUCARAMANGA.BUCARAMANGA.es . % Do you really want to replace them?
[yes/no]: yes The name for the keys will be: BUCARAMANGA.BUCARAMANGA.es Choose the
size of the key modulus in the range of 360 to 2048 for your General Purpose Keys. Choosing
a key modulus greater than 512 may take a few minutes. How many bits in the modulus [512]:
1024 % Generating 1024 bit RSA keys, keys will be non-exportable..[OK]
BUCARAMANGA((config)#ip ssh time-out 60 *mar. 1 0:27:54.589: %SSH-5-ENABLED: SSH
1.99 has been enabled

BUCARAMANGA (config)#ip ssh authentication-retries 2

BUCARAMANGA (config)#aaa new-model

BUCARAMANGA(config)#line vty 0 4

BUCARAMANGA (config-line)#transport input ssh

BUCARAMANGA(config-line)#username Juan secret password

BUCARAMANGA(config)#

CUNDINAMARCA>en

CUNDINAMARCA #conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA (config)#line vty 0 4

CUNDINAMARCA (config-line)#password CUNDINAMARCA
CUNDINAMARCA (config-line)#login

CUNDINAMARCA (config-line)#exit

CUNDINAMARCA (config)#enable secret CUNDINAMARCA
CUNDINAMARCA(config)#ip domain-name CUNDINAMARCA.es
CUNDINAMARCA(config)#crypto key generate rsa

The name for the keys will be: CUNDINAMARCA.CUNDINAMARCA.es
Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
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CUNDINAMARCA(config)#ip ssh time-out 60 *mar. 1 0:32:51.898: %SSH-5-ENABLED: SSH
1.99 has been enabled

CUNDINAMARCA(config)#ip ssh authentication-retries 2

CUNDINAMARCA(config)#aaa new-model

CUNDINAMARCA(config)#line vty 0 4

CUNDINAMARCA(config-line)#transport input ssh
CUNDINAMARCA(config-line)#username juan secret password

TUNJA>en

TUN]JA #conf term Enter configuration commands, one per line. End with CNTL/Z.

TUN]JA (config)#line vty 0 4

TUN]JA (config-line)#password TUNJA

TUN]JA (config-line)#login

TUN]JA (config-line)#exit

TUNJA (config)#enable secret TUNJA

TUNJA(config)#ip domain-name TUNJA.es

TUNJA(config)#crypto key generate rsa The name for the keys will be: TUNJA.TUNJA.es
Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose
Keys. Choosing a key modulus greater than 512 may take a few minutes. How many bits in
the modulus [512]: 1024 % Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
TUNJA(config)#ip ssh time-out 60 *mar. 1 0:43:46.940: %SSH-5-ENABLED: SSH 1.99 has
been enabled

TUNJA(config)#ip ssh authentication-retries 2

TUNJA(config)#aaa new-model

TUNJA(config)#line vty 0 4

TUNJA(config-line)#transport input ssh

TUNJA(config-line)#username juan secret password

TUNJA(config)#
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? Cisco Packet Tracer - ENJorgeP\Escritoria\eiscoljjj.pkt -

Efﬂ‘é‘iéﬁf“"”ﬂﬂ_ - m} x

Physical Caonfig CLI luster Move Object Set Tiled Background Wiewport

103 Command Line Interface

BUCARAMANCA {config-if}# A
#LINK-5-CHANGED: Interface Serial0f0/0, changed state to up

4LINEDPROTO-S-UPDOWN: Line protocol on Interface Serial0/0/0, chenged state to up

1841
BUCARAMANGA

BUCARAMBNGA (config-1if) fexit
BUCLRAMANGA (config) #interface Serial0/0/0
BUCARAMANGA (config-if) fexit

BUCARAMANGA{config) fhostnane EBUCARAMANGA
BUCARAMANGA (config) $enable password BUCLRAMANGE
BUCARAMANCA (config)#ip domain-name EBEUCARAMANGA.es

_— BUCATAMANGA (config) #orypro key generate rsa
“PerT The name for the keys will be: BUCARAMANGA. EUCARAMANGA.es

Pl Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

Pzl
PC-PT
PCO

How many bits in the modulus [51Z]: 1024
4 Generating 1024 bit REA keys, keys will be non-erportable. .. [0K]

BUCARAMANGA{config)#ip ssh time-out &0

*mar. 1 5:28:39.11: #5SH-5-ENABLED: SSH 1.99 has heen enshled
EBUCARAMANCA (config)#ip ssh suchencication-recries 2
BUCARAMANGA{config§a2a new-nodel

BUCAPAMANGA (config)fline vey 0 4

BUCARMINGA {config-line) ftranspert input ssh
BUCARMMANGA {config-line) fusernsue juan secret password =
< BUCARAMANCA (config) 8| hd > |

Time:! 05:33:112 | Power Cycle Devices Fast Forward Time Copy Paste Realtime
. . N — Destination  Type Colar  Time {sec]  Periodic

= - |
Ga N (L / /i e | — S — MANGA TUNIA wcvp [ o.00 N
e — || RS LG4V C D) o AN AP New | Deete | |qy o

Successful  CUNDINAMARCA TURNIA

0.000 N
.:.’ L = Toggle PDOU List Windaw

4:45 p.m.
12/12/2019

Logical [Root] New Cluster  Mowve Object Set Tiled Background Viewport

> B BUCARAMANGA - O X

- o Physical Config CLI

1841 105 Command Line Interface
BUCARAMANGA

BUCARAMANGA>
BUCARAMANGA=
EUCARAMANGA>
EUCARAMANGA>
BUCARAMANGA>
EUCARAMANGA>ensble
T_P"I! = Passward: r
. PC-FT EUCARAMANGA#enable

Feo PCL EUCARAMANGA§configure cerminal
Enter configuration commands, one per line. End with CHNTL/Z.
BUCARAMANGA (config) finter face fastEthernet 0/0.1
BUCAPAMANGA (config-subif) fencapsulation dotlQ 1
BUCAPAMANGA (config-subif) fip address 172.31.2.1 255.255.255.248
BUCARAMANGA (config-subif) fno shucdowm
EUCARAMANGA (config-subif) gexit
$LINK-S-CHANGED: Interface FastBrhernet0/0.1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1, changed state
to up

BUCARAMANGE {config) §
BUCARRMANGE {config) §
BUCARLMANGE (config) # A

<

)
Copy Pasts > ],\LJ,
Time: D6:41:52 | Power Cycle Devices Fast Forward Time Realtime

caB@=F A (007 EEZ G/

Ty

FIrg Last STatl: UrcE Destination Type Color  Time (sec)  Period
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Se copia la informacion de los routers en el servidor tftp

CUNDINAMARCA#dir flash

Directory of flash:/

3 -rw- 33591768 <no date> c1841-advipservicesk9-mz.124-15.T1.bin

2 -rw- 28282 <no date> sigdef-category.xml

1 -rw- 227537 <no date> sigdef-default.xml 64016384 bytes total (30168797 bytes free)
CUNDINAMARCA#

CUNDINAMARCA #copy flash: tftp:

Source filename []? c1841-advipservicesk9-mz.124-15.T1.bin

Address or name of remote host []? 172.31.2.20

Destination filename [c1841-advipservicesk9-mz.124-15.T1.bin]?

Writing c1841-advipservicesk9-mz.124-15.T1.bin........ IR
S R R R R RRRanananty

33591768 bytes copied in 6.754 secs (4970000 bytes/sec)
CUNDINAMARCA #

TUNJA#DIR FLASH

Directory of flash:

3 -rw- 33591768 <no date> c1841-advipservicesk9-mz.124-15.T1.bin

2 -rw- 28282 <no date> sigdef-category.xml

1 -rw- 227537 <no date> sigdef-default.xml 64016384 bytes total (30168797 bytes
free)

TUNJA#

TUN]JA#copy flash: tftp:

Source filename []? c1841-advipservicesk9-mz.124-15.T1.bin

Address or name of remote host []? 172.31.2.20

Destination filename [c1841-advipservicesk9-mz.124-15.T1.bin]?

Writing c1841-advipservicesk9-mz.124-15.T 1.bin.......! "I EEETL A0
T T A
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[OK - 33591768 bytes]

33591768 bytes copied in 6.754 secs (4970000 bytes/sec)

TUNJA#

BUCARAMANGA#dir flash

Directory of flash:/

3 -rw- 33591768 <no date> c1841-advipservicesk9-mz.124-15.T1.bin

2 -rw- 28282 <no date> sigdef-category.xml

1 -rw- 227537 <no date> sigdef-default.xml 64016384 bytes total (30168797 bytes
free)

BUCARAMANGA#

BUCARAMANGA#copy flash: tftp:

Source filename []? c1841-advipservicesk9-mz.124-15.T1.bin

Address or name of remote host []? 172.31.2.20

Destination filename [c1841-advipservicesk9-mz.124-15.T1.bin]?

Writing c1841-advipservicesk9-mz.124-15.T1.bin........ N
L T T T

Physical  Config ~ CLI

10S C

I10S Command Line Interface

TONDT) Copy flash: tftp: 7
Router$ Sour 1 17 172.32.2.20

oy -~ - P Add of remote host [1? 172.32.2.20
$5YS-5-CONFIG_I: Configured from | [ io0 i " enane 1172.52.2.2017 no

ROUCEI (CONIIg o7 sengy

Uriting 172.32.2.20...%Error opening flash:172.32.2.20 (Ne such file or director
Routergdir fla v
Routergdir flash: CUNDINAMARCAfcopy flash: tftp:
Source filename (17
Directory of flash:/ CUNDINAMARCAfcopy flash: titp:
ame [17 clB4l-advipserviceskd-mz.124-15.T1.bin

TFTP

ETR15. T1.bin] ?

50938004

-

.bin Writing cl@4l-advipserviceskS-mz.124-15.T1 Translating "172.31.2..20"...
x

72.31.2..20/cl84l-advipservicesk9-uz.124-15.T1.bin (Canno

2 -rw- 28282 t resolve domai

Aeheas CUNDINAMARCAgcopy flash: tftp:
i, =xw- 227537 Source filename cl84l-advipserviceskS-mz.124-15.T1.bin
remote host (17 172.31.2.20
[c1841-advipservicesk9-uz.124-15.T1.bin]?

64016384 bytes total (12822561 by
Routergcopy
Routergcopy £l
Routergcopy flash: tf
Routergcopy flash: tftp:

Source filename (]? c2800nm-advipg
Address or name of remote host [] 33591768 bytes copied in €.758 secs (4970000 bytes/sec)

Destination filename [c2800nm-ady |cumpinamarcas v

Uriting cl841-advips:

[0K - 33591768 bytes]

Writing c2800nm-advipserviceskS-n
IR R R RN R )
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? Cisco Packet Tracer - EMorgeR\Escritorio\ciscabjjjpkt

File  Edit

Options

e HE ARG

View Tools  Exkensions  Help

[Raot]

<

BUCARAMANGHA

el
PC-PT ==
e PC-PT
pC1

Time: 09:08:02 | Power Cycle Devices Fast Forward Time

S l0>

e

B

B BUCARAMANGA

Physical Config

105 Command Line Interface

BUCARAMANGA>

ETCARAMANGA>enable

Password:

BUCARAMANGA§copy flash: titp:
Source filename []7
BUCARAMANGAE

BUCARAMANGA$DIR FLASH:
Directory of flash:/

3 -rw- 33531768
in

2 -rw- 28282

L -rw- ZETE3T

BUCARAMANGA§copy flash: tftp:

[0E - 233531762 bytes]

EUCARAMANGRE

64016384 bytes total (30168797 bytes

<na

<na
<no

Vriting cl8dl-advipserviceskd-mz. 124-15.Tl.bin

dater

date>
date>

free)

sigdef-category. xnl
sigdef-defauls. xml

Source filename []? clB4l-advipserviceskd-mz 124-15 T1 hin
Address or name of remote host []7 172.31.2.20
Destination filename [cl4l-advipserviceskS-wz.l24-15.Tl.bin]?

cl8dl-advipserviceskd-nz. 124-15.T1. b

33521768 bytes copied in B.126 secs (4133000 bytes/sec)

Time: 00:0fj

Copy

Paste

luster  Mowe Object Set Tiled Background Viewpart
& -
I
s
E./
a)
> T\L)/
Realtime
Destination Tvpe Color  Time (sec) Pe A
MANGA TUMIA ICMP . 0.000 [}
MANGA PC4 ICMP . 0,000 N
PCO wcve M o000 NV

Physical  Config ~ CLI
AUULELTLUHLLY i
I10S Command Line Interface
Routers — S————
& ~
$5YS-5-CONFIG_| |,
TUNJAfcopy flash: tftp:
Source filename []?
Routerfdir f£la [rmiasdir flash:
4 Directory of flash:/
Routergdir £fla
& 3 -ru- 33591768 <no date> cl84l-advipservicesk9-mz.124-15.T1l.b
Directory of £ |,
z -rw- 28282 <no date> sigdef-category.xml
1 -ru- 227537 <no date> sigdef-default.xml
-TW- mz.124-15.T1
64016384 bytes total (30168797 bytes free)
.bin TUNJAfcopy flash: titp:
Source filename []? cl841 .124-15.Tl.bin
- Address or name of remote host []7 172.31.2.20
w Destination filename [cl84l-advipservicesk9-mz.124-15.Tl.bin]?
Writing cl84l-advipservicesk9-mz.124-15.Tl.bin,
" " I
64016384 bytes
Routergcopy
Routergcopy £l
Routergcopy £1 |, \ \
RQ“CE!‘CQPY !l [OK - 33591768 bytes]
Sou:ce ‘llﬂnm 33591768 bytes copied in 5.809 secs (5782000 bytes/sec)
- TUNTAS v
Address or nanm =
aste
Destination £i

|

g c2800nm-advipserviceskS-mz.124-15.T1.bin
PREBRRL LRI ILLILLY

,,

&11pm
12/12/2019

2. EI DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

Server-f

TFTP
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3.

RTA:/ Mediante el comando dchp pool se crean los diferentes rangos de direcciones
gue se van a asignar mediante dchp a las diferentes subinterfaces

Cisco Packet Tracer - EMJorgeF\Escritorio\ciscodjjj.pkt

File Edt Options Wiew Tools Extensions Help

LT H G PN 2 EN e o |

Logical [Root]

JX ® pco - m} X
o IP Configuration

IP Configuration

New Clustsr  Mawe Object Set Tiled Background

@® DHCP O static
IP Address 172.31.0.2
Subnet Mask 255.255,255,192
Default Gateway 172.31.0.1 I
peRT ‘PPt
PC1 DMS Server 8.8.8.8

!
&

. [©
Realtime

IPv& Configuration

¢

O pHcp O auto Config @ Static

IPv6 Address | ‘ / l:l

Link Local Address [FEBO::206: 2AFF:FE73:B94D |

IPvE Gateway | |

IPyE DNS Server | |

<

Time: 09:08:54 | Power Cycle Devices Fast Forward Time|

N 3 N N S S - S S - - FITELEST STANDE  SOUrTE Destination Type  Color  Time (sec) Fe A
- m - | i F [ F Fr [ F 1) | Seenario 0 ~
it il > Al 7l 74l Al Vel 5 ‘ § $'_L) § ‘ / o) Successful  BUCARAMANGA TUNIA icwe [ 0.0 N
L comedtions | e Rl Eelcis Successful  BUCARAMANGA PC4 wcre [l 0000 N

Toggle PDU List Windaw Successful 1CMP 0.000

Copper Straight-Through

W Cisco Packet Tracer - EMorgeF\Escritoriohciscoljjj.pkt
File Edit Options Wiew Tools Extensions Help

Logical [Raot] Mew Cluster Maove Object Set Tiled Background wigwpart
J‘l ® pcy - [m] X
IP Configuration
IP Configuration
@ DHCP Q static
1P Address 172,31.0.66
Subret Mask 255,255.255.192
F 7
= =, Default Gateway 172.31.0.65 I -
peo PC1 DNS Server 8.8.8.8 Ry
IPvE Configuration .~
O DHCP O Auto Config ® Static
IPvE Address ‘ M
Link Local Address |FEBO::2E0: BFFF: FEEA: 6503
1Pv6 Gateway
IPvG DMS Server |
< . [
Time: 09:09:19 | Power Cycle Devices Fast Forward Time| Realtime
= lor  Time (sech  Pe A
_ " ) [sommario o J[rrE CasTsTan ar Destination Type  Col
= 1 i ) Successful  BUCARAMANGA TUMIA cve B 0.000 N
[ Connections ]
[ connections ] =60 Delete Successful  BUCARAMANGA PC4 wcre [l 0.000 M
;’ - s Toggle POU List Window Successful  PC4 =] cve M 0.000 MoV

El web server debera tener NAT estatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).
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RTA:/ Se configura la nat estética

® Cisco Packet Tracer - EiJorgeF\Escritariohciscotjis.pkt

=2 BB AN e

L ogical [Root]

Mew Cluster

Move Object Set Tiled Background

% s - o x
Fhysical  Config ~ CLI
108 Cormmand Line Interface el —
TUNZA> ~ Cloud-PT
TUMTA> INTERKET
TUNZa> ®
TUMJIA>
TUNIA>enable Q
TUNIAgconfigure terminal &
Enter configuration commands, one per line. End with CHTL/Z. -
TUNJA{confiy) Fip nat inside source static 172.31.1.67 209.17.z220.2 8
2, TUMIA{config) #inverface fa 0/1
PC-PT ﬁp}‘r‘ TMNIk{config-if) ip mat outside L
-BUCARAMANGA ) TUNIA{config-if] finterface se 0/0/1 ]
TUNJhiconfig-if) #ip nav inside R\J
TUMIk{config-if) fexit
TUMJA{config)§ip nat inside source static 172.31.1.67 209.17.220.1
TUNJA{config) finterface fa 0/1 \/
TUMIA{config-if) #ip nav oucside a0
TUMJA{config-if) finterface se 07071
TUNJA{config-if)§ip nat inside =
TUMTA{config-if] fexit s
TUMIL{config) #show ip nat translations
% Inwalid input detected at '"' narker.
TUNIA{config) fexit
TUNIAE v ﬁ
o
< Copy Paste > T\\)
Time: 07:04:43 | Pawer Cycle Devices Fast Forward Time Realtime
FIPE Last stat ur Destination Tvpe  Color  Time (e

srEm: AAZCOPPEIEEE

Connections .

P

1| seenario 0 ~

Mew Delete

Toggle PDU List Window

TUNJA(config)#ip nat inside source static 172.31.1.67 209.17.220.2

TUNJA(config)#interface fa0/1
TUNJA(config-if)#ip nat outside
TUNJA(config-if)#interface se 0/0/1
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#exit

TUNJA(config)#ip nat inside source static 172.31.1.67 209.17.220.1

TUNJA(config)#interface fa0/1
TUNJA(config-if)#ip nat outside
TUNJA(config-if)#interface se 0/0/1
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#exit

Andlisis: Se hace la verificacion de que se haya realizado la traduccién con éxito.

@ Successful  Servern

podemos observar laip se 172.31.1.67 fue traducida a la 209.17.220.1.26

Serverl

wcne [l 0,000

B qanarame

Como

v

B
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Cisco Packet Tracer - EMJorgeF\Escritorio\ciseabjjjS.pkt - X

Fle Edt Options Wiew Tools Extensions Help

Logical Mew Cluster  Move Object Set Tiled Backaround

Viewport

TN - o X

Physical  Config ~ CLI

105 Command Line Interface }
TONTE(coniigl Fincerface £2 071 ) =
TUMILiconfig-if) fip nat outside Cloud-PT
TUMJA{config-if)finterface se 070/1 INTERMNET x
TUMJA{config-if}#ip nat inside
TUNIA{config-if) fexit
TUNIA{config)#ip nat inside source static 172.31.1.67 208.17.220.1 %

TUMIA{config) finterface fa 0/1
TUHJA{comfig-if) fip nat outside
TUNJAiconfig-if) finterface s= 0/0/1
TUNJAiconfig-if) fip nat inside

PC-PT TUMIA{cont £)fexit
“Re-F config-if)gexi F=oh
-BUCARAMANGA pc1 TUNIA{config)fshow ip nat translations .

% Invalid input devected at '*' marker.

TUMIA{config) fexit
TUNIAE
$SVE-5-CONFIG I: Configured frow conscls by console

54
TUNIAE E
D

-
TUNIAfshow ip nat translations
Pro Inside global Inside local tucside local Oueside global
icmp 209.17.220.1:26  172.31.1.67:26 209.17.220.2:26 209.17.220.2:26

--- 209.17.270.1 172.31.1.67 - -

TUMIL8] v
. . [©
Time: 07:04:18 | Power Cycle Devices Fast Forward Time| Realtime

. . 3 FITe—Last STaws —Sourte Destination Tyoe  Color  Time (se
S o < | o ) ) B0 ) | 1] seenario o ~

i I = % /‘ /‘ "| e § 95\ é ‘ / o) @  Successful  Servern Serverl wcve [l o.om
[ Comnections ] * . L b \ — L \ Mew Delete

F’ ) s = Toggle PDU List Windaw

Automatically Choose Connection Type i z

Luego realizamos la configuracion de la nat con sobrecarga (PAT) para ello creamos una
access-list donde agregamos las direcciones que deseamos que sean traducidas, y luego
la usamos en la configuracion de la nat mas la interfaz de salida a internet y el comando
overload. En las imagenes podemos ver la ip del pc y su respectiva traduccion.

Cisco Packet Tracer - EJargeFyEscritorioteiscoljijS.pkt — g

File Edi  Optons View Tools  Extensions  Help

Logical [Root] Mew Cluster Move Cbject Set Tiled Background Viewport
B pC4-CUNDINAMARCA - m] X
=
& IP Configuration
1841
BUCARAMANGA
IP Configuration Cloud-PT
INTERNET
@® DHCP QO static
1P Address 172.31.1.2
Subnet Mask 9EE,255,255,192
F 7 Default Gateway 172.31.1.1
PC-PT “ecrt
-BUCARAMANGA 2= DNS Server 8.8.8.8 By
IP¥6 Configuration ég
O pHeP O Auto Config ® Static
1Pyt address [ 154
Link Local Address |FESU:JEQUJEBFF:FEIQJEECI
IPvE Gateway |
IPvE DNS Server |
‘ » [©
Time: 07:19:33 | Pawer Cycle Devices Fast Forward Time Realtime

@ Successful  PC4-CUNDINAMARCA Serverl cwp [ 0.000

- o - |
L [ N B2 .;| /| /| ': /
[ Comnestions |/ L New Delste

‘-_-’ L s = Tagale FDU List Window

— S - Dseenarco e LastSTaT oures Destination Type Color Time (se
<1464 ]|/ seerence ]
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® Cisco Packet Tracer - EAlorgeF\Escritorioiciseodjjs pkt

LS H S FEIENaeNrara

Logical [Roat] ¥ TUNA — O et
Physical  Config ~ CLI -
- S
— ;
o L e 105 Command Line Interface
& T Ipo N
TUN. TUNTA#show ip ?
sssssss lists List access lists [T
arp IP ARP rable j
bap infor:
dhep i se ‘
sigrp E =
inspect =5 Contral) informarion
PC-PT g interface i = configuration
PC2-TUMIA ips System) informatiom Ry
nat
nba: on Recognition -
F__ 7 = D aspt
PC-PT PoPT = —_— protacols o ol process parameters and statisties
-BUCARAMANGA Pet “PEPT Eared rip b ands
PC& PC3 cul route IP routing table
=sh Information on SSH
TUMTA#show ip nac ©
statistics Translation statistics <
translations Translation entries —
TUNJAfshow ip nat translacions
Pro Inside global Inside local Outside local Outside global > |
icmp Z09.17.ZZ0.1:8 172.31.1.2:8 Z02.17.220.2:8 Z09.17.z220.2:8 N}
--=- Z09_.17.ZZ0.1 172 .31.1.87 -— -——
TUHTA$ v

Copy Pasts

F__#
B
< =4
Time: 07:20:20 | Pawer Cycle Devices Fast Farward Time Realtime

B Fire Last Status  Source Destination Tvpe  Color  Time (se
SR (77 7 ) (7 Dlsconeros ] e f

% / v e eI s $® § / @ Successful | PC4-CUNDINAMARCA Serverl ICHP 0.000
X X X X X - X X New Delete

7 > s Toggle PDU List window

4. El enrutamiento debera tener autenticacion.

RTA:/Se agrega el enrutamiento con su respectiva autenticacion mediante el algoritmo
md5 con la contrasefia CISCO

Para TUN]JA:

TUNJA(config)#interface se0/0/1

TUNJA(config-if)#ip ospf authentication
TUNJA(config-if)#ip ospf message-digest-key 1 md5 CISCO
TUNJA(config-if)#exit

TUNJA(config)#router ospf 1

TUNJA(config-router)#area 0 authentication
TUNJA(config)#router ospf 1
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area 0
TUNJA(config-router)#network 172.31.2.0 0.0.0.7 area 0
TUNJA(config-router)#network 172.31.0.0 0.0.0.63 area 0
TUNJA(config-router)#network 172.31.0.64 0.0.0.63 area 0
TUNJA(config-router)#
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TUNJA(config-router)#

? Cisco Packet Tracer - EMorgeR\Escritoric\aiscoljjj.pkt -

File Edit Options Wiew Tools  Extensions

Eill S iny

Help

Logical [Root] New Cluster  Move Object Set Tiled Background iewport
E
B Tuna - [} X
—,}_r Physical Config CLI
1841 105 Command Line Interface
BUCARAMANGA
Ll
E
PC-PT ‘T TUNTA> r
FCO PC1 TUNTA>
TUMTA=
TUNTA>enable
TUNThfconfigqurs terminal
Enter configuration commands, one per line. End with CHNTL/E.
TUMTA (config) finterface se0/0/0
TUNTA(config-if) fip ospf authenticarion
TUNJA {config-if)§ip ospf message-digest-key 1 mdS CISCO
TUMTA (config-if)fexic
TUNTA (config) frouter ospf L
TUMTA (config-router)farea 0 authenticacion
TUMJTA (config-router) ¥
08:46:33: %05PF-5-ADJCHG: Process 1, Mbr 17Z.31.2.33 on Serial0/0/0 from LOADING
to FULL, Loading Done
v
i)
< Copy Paste > T\\;)/
Time: 08:51:14 | Power Cycle Devices Fast Forward Time Realtime

S o Wl < /= o o o o =
nr EO0OVOVEEEEV
;!" s Toggle PDU List Window

i >

[ N n
Plscenarioo AT Taststams afighe b CRT Destination Type Calor  Time {sec)  Perio

Cisco Parket Tracer - EJorgePyEscritar o\ciscaljjj.pkt

File Edt Options Wiew Tools Estensions Help

= | | Bil SRy

Logical [Root] New Cluster  Move Object Set Tiled Backaround viswpart
E
B BUCARAMANGA - m] *
e Physical Config CLI
1841 105 Command Line Interface
BUCARAMANGA
Trwalid irpat dececced &t EATEET . -
BUCARAMANGAfnetwork 172.31.2.3Z 0.0.0.3 area 0
% Invalid input detected at '"' marker.
BUCARAMANGAfFnetwork 172.31.2.0 0.0.0.7 area 0
% Invalid input detected at '*' marker.
F_
PC-PT PC-FT BUCARAMANGASnetwork 172.31.0.0 0.0.0.63 area 0 r
PCO P
PCl
% Inwvalid input detected at '’ marker.
BUCARAMANGAfnetwork 172.31.0.64 0.0.0.63 area 0
% Invalid input detected at '"' marker.
BUCARAMANGA$CONFICURE TERMINAL
Enter configuration commands, one per line. End with CHTL/Z.
BUCARAMANGA{(config) frouter ospf 1
BUCARAMANGA(config-router) fnetwork 172.31.2.3Z 0.0.0.3 area O
BUCARAMANGA (config-router) fnetwork 172 31.2.0 0.0.0.7 area 0
BUCARAMANGA(config-router) fnetwork 17Z.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router) #network 172.31.0.64¢ 0.0.0.63 area 0
BUCADAMANGA (config-router) § v
)
< Copy Paste > T\Q/
Time: 08:09:57 | Power Cycle Devices Fast Forward Time Realtime
- ~ = T = ~ - N sconario 0 [[FTE  LaststaT 1114wl Destination Type Color  Time (sec)  Perio
S o Wl @ > 13112 A1V, Dlseenarien |
[ Connedtions ] = \ o Hew Delets

Toggle PDU List Window

aom ) () ) L ( )
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File Edit ©Options View Tools Eskensions Help

Bl mp iR an e

Logical [Raot]

Mew Cluster  Move Object Set Tiled Backaround wiswport

BUCARAMANGA

=
PC-PT
FC2-TUNIA

e == P Server-pT )
- - i = Serverl
PCO-BUCARAMANGA ot ept = i ,-i
pce PC3 191
CUNDIMAMARCA —

5

,§‘
L
=]
)

r-—7 Q;
PC-PT PC-PT Server-PT
PC4-CUNDINAMARCA PCE Serverd
‘ . [©
Tirne: 0%:11:09 | Fower Cycle Devices Fast Forward Time Realtime

. - - Fire Last Status  Source Destination Type  Color  Time A
[y ) \ (2 7 Dlseensicn | v
6 | / wcve [l 0,00

. N (@ )
< 6 $5, @ successful  PCO-BUCARAMANGA  PCZ-TUNJA

[ Connecfion: ] Hew Delete | @@y successful  PCO-BUCARAMANGA  PC4-CUNDINAMARCA ICHP 0,000
'-_-! s s Togale POU List window | @  Successful  PC4-CUNDINAMARCA PC2-TUNIA 1CHP 0,000 Y
< >

5. Listas de control de acceso:
e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

RTA: / Se crean las listas de control de acceso

[Roat] Newt Cluster Move Object Set Tiled Background Viewport

@ ¥ Tunia - o x

"3’;.._—— Physical  Config €U
105 Command Line Interface

TONT X (een T ET9TF 7T o S
TUNIA(con tig-1£) fexi
TUNIACcon tig) Rexit

TUNTAE
$SYS-E-CONFIG_I: Configured from censole by console

TUNTAR
TUNTAZshow acccess-list

FC-PT — 4 Invalid inpuc devected at marker.
“BUCARAMANGA PC1 TUNTASshow access-1ist
Standard IP access list 1

permit host 172.31.1.64
Standard 1P access list 4

deny 172.31.1.0 0.0.0.63

permit any
TUNJAgconfigure terainal
Brter configuration comaands, one per line. End with CNTL/Z.
TUNTA(contig) s
TUNJA(config) faccess=list 3 deny 172.31.1.64 0.0.0.63
TUNJA(eontig) Saceess-1ist 3 permic any
TUNJA{config) finter face 560/0/0
TUNTALcontig-it) #ip access-group 3 ouc
TUNIA{config-if) fexit
TUNIA(contig) 8

g Copy paste >
Realtime

Time: 05:52:28 | Power Cycle Devices Fast Forward Time|

> - = = . e cas stas—source Destination Troe  Calor Time (A
- == 5 = = i) scenario 0
= L GGG G G GG GG v l. Sucesssful | PCO pc1 wcwe W o0.000
vear Lo | lpsoon) (psavos [amar | [ wor | Laein | Geserc) iGenen
HNew Delete | o successful  PC2 PCL wcve @ o000
Toggle PDU List Window @  Successful PC2 PCL cve 0.000 ¥
>
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File Edit Options View Todls  Extensions  Help

EEEAEICRE

Logical [Root]

New Cluster

Move Object Set Tiled Background

viewport

295k z4
Switgh3

=,
PC-PT Q
PCZTUNIA %
PC-PT r___7 D = Server-PT £
-BUCARAMANGA peeT i =3 ¢ ? Serverl i
PC1 PC-PT PC-PT a1 I\AJ
Pce PC3 CUNDﬁAMARCA :
g
D - 550- |
e Switchs
-
_
PC-PT PC-PT Server-PT
pcz PC4-CUNDINAMARCA Serverd g
< 2 T
Time: 05:53:14 | Power Cyele Devices Fast Forward Time Realtime
3 Fire LastStatus Source Destination Type  Color  Time [~
- - pru— PP "
e - S E el Sl E A RS S L
’ = e T "3‘ T F8 T T8 |Fe @ —) @ Failed PCO PC1 wcve [l 0.000
1841 1941 | 2620MM |2e21xM | 2811 |01 2911 | |generic! |Generi
C Rowers ] o) Delete | @y successful  PCz PC1 ICMP 0.000
-:1’ € s Toggle PDU List Window | @ Successful  PC4-CUNDINAMARCAPCL 1cmP 0.0 ¥
>
D

e Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.
CUNDINAMARCA(config)#access-list 1 deny 172.31.0.192 0.0.0.63
CUNDINAMARCA (config)#access-list 1 permit any
CUNDINAMARCA (config)#interface fa0/0
CUNDINAMARCA (config-if)#ip access-group 1 out

CUNDINAMARCASSHOW ACCESS-LIST
Standard IP access list 1
10 deny 172.31.0.1%2 0.0.0.63
20 permit any (3 matchies))

CUNDINAMARCAS| v

Ctrl+F6 to exit CLI focus Copy Paste

e Los hosts de VLAN 30 en Cundinamarca si acceden a internet y no a la red

interna de Tunja.

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.
CUNDINAMARCA(config)#access-list 1 deny 172.31.0.192 0.0.0.63
CUNDINAMARCA(config)#access-list 1 permit any
CUNDINAMARCA(config)#interface fa0/0
CUNDINAMARCA(config-if)#ip access-group 1 out

331 p.m.

= 141272019 B
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File:

Edt  Options

Wigw

Tools  Extensions

Help

Cisco Packet Tracer - E\JorgeF\Escritorio\cisco\jjid.pkt

[Root]

New Cluster  Move Object Set Tiled Background viswport

_—
PC-PT

-BUCARAMANGA

<

1841
BUCARAMANGA

=y
PC-PT

PC1

Time: 06:04:53 | Power Cycle Devices Fast Forward Time

S Eds |
[ Connections ]

=Ty

d|7d|s

CUNDINAMARCA,

Physical  Config  CLI

105 Command Line Interface

CUND INAMARCA™

CUNDINAMARCA>enable

CUNDINAMARCA#show access-list

CUND INAMARCAE

CUND INAMARCAE

CUNDINAMARCAfconfigure berminal

Enter configuration commands, one per line.
CUNDINAMAECA{config) fno access-list 1
CUNDINAMARCA{config) faccess-list 1 deny 172.31.0.152 0.0.0.63
CUNDINAMRECA{config) faccess-list 1 permic any
CUNDINAMAECA{config) finverface £a0/0
CUNDINAMARCA{config-if]$ip access-group 1 out

CUNDINAMARCA {config=if] §

End with CHTL/Z.

CUNDINAMARCA conl is now aveilshle

o Cloud-PT
INTERMET

\

=
I

, J©
Realtime

Copy Paste

=% 5o

174

- .
. Hew Delete

Toggle PDU List Window

Automaticall

Chogse Connection Type

1) | seenarie 0 v

FIre Last statl P Destination Trpe  Color  Time (&

<

B Cisco Packet Tracer - EMJorgeP\Escritario\ciscoljjid pkt

Fle Edt Options

Wiew

[Root]

Tools Estensions  Help

New Cluster  Move Objsct Set Tiled Background Vviewport

—r
——
S b
a
UM -
b
Cloud-PT
INTERMET
=
PC-PT
PCZTUNIA
il Pt =, 5] e o
X F erver: Fn
BUCARAMANGA Pt FO-FT et - {}
pce PC3 CUMDRUAMARCA
Lo
ag
Switchs
b=
F__ =y
PC-PT PC-PT Server-pT
] PC4-CUNDINAMARCA Servern
=
< > ]'u,
Time: 06106134 | Pawer Cycle Devices Fast Forward Time Realtime
~
| | o i : Fire Last Status Source Destination Type  Color  Time {
S e 0> /‘ /‘ /‘ ." /4 ~,| $ 95} §| / u @ Failed pca pCO cMp 0.000
[ Connedtions ] L L L L Lo 2 Hew Delete | \q@y  Failed pc3 pC1 wcve W oom
= s = Togale POU List Window | @ Successful  PC3 Servert e M ogo0 ¥
Autornafically Choose Connection Type S 2
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de

Cundinamarca y VLAN 10 de Bucaramanga.

CUNDINAMARCA (config)#access-list 1 deny 172.31.0.192 0.0.0.63

CUNDINAMARCA (config)#access-list 1 permit any

CUNDINAMARCA (config)#interface fa0/0

CUNDINAMARCA (config-if)#ip access-group 1 out

T IR
TUNJA-ENABLE
Dassword:

Standard IP access
10 permit host
Standard IP access
10 deny 172.31
20 permit any
Standard IP access
10 deny 172.31
20 permit any
Standard IPF access

TUNIRg

TUNJRESHOW RCCESS-—

LIST

list 1
172.31.1 .64
list 4

1.0 000,83

list 3

-l.64 0.0.0.83
(8240 matchies))

list 10

10 permit 172.31.0.0 0.0.&3.255

Cirl+F6 to exit CLI focus

Copy Faste

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier

equipo de VLAN 10.

BUCARAMANGA (config)#access-list 2 permit 209.17.220.0
BUCARAMANGA (config)#access-list 2 permit host 172.31.0.0

BUCARAMANGA (config)#access-list 2 deny any

BUCARAMANGA (config)#interface fa0/0

BUCARAMANGA (config-if)#ip access-group 2 out

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca (VLAN
20) y Tunja (VLAN 20), no internet.

TUNJA(config)#access-list 3 permit 172.31.0.0

TUNJA(config)#interface fa0/0
TUNJA(config-if)#ip access-group 3 in

TUNJA(config-if)#



CUNDINAMARCA>en

Password:

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.

CUNDINAMARCA (config)#access-list 3 permit 172.31.0.0
CUNDINAMARCA(config)#interface se0/0/0

CUNDINAMARCA (config-if)#ip access-group 3 in

CUNDINAMARCA(config-if)#
VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.

Se realiza la tabla de enrutamiento VLSM teniendo en cuenta la direccion dada

= Librotaclsx - Micrasaft Excel ? =3 - %

IMICIO | IMSERTBR  DISEFIO DEPAGINA  FORMULAS — DATOS  REVISSR  VISTA  DESARROLLADOR  PRUEBADE CARGA  EQUIPO Iniciar sesidn

- = = = = e B
Calibri e E=E ®- Brasjusterteto Harmnero - ;‘4 D &= %% @ ’::I::::”j %‘Y ik
ME S D oA SS S B § %o W8 D g A g Sy b
Partapapeles Fuente r] Alineacian 1F) Nimera 1F) Estilos Celdas Modificar ~
HsL - fr | 295255255248 v
C D E F G H =

41
42 no host host encontrados direccion de red mascara mascara decimal punteada
43 1 55 62 172.31.0.0 26 255.255.255.192
a4 2 55 62 172.31.0.64 26 255.255.255.192
45 3 40 62 172.31.0.128 26 255.255.255.192
a6 4 40 62 172.31.0.192 26 255.255.255.192
a7 5 650 62 172.31.1.0 26 255.255.255.192
43 6 650 62 172.31.1.64 26 255.255.255.192
43 7 172.31.1.128
50 8§ 172.31.1.192
51 9 [ 6172.31.2.0 29 255.255.255.248
52 10 [ 6172.31.2.8 29 255.255.255.248
53 11 [ 6172.31.2.16 29 255.255.255.248
54 12 172.31.2.24
55 13 2 2172.31.2.32 30 255.255.255.252
56 14 2 2172.31.2.36 30 255.255.255.252

B E M -——+ 1

wg X3 ~ o P ::‘:":”qn |

27 16 subredes

172.31.0.0
bucaramanga
172.31.2.0/29 6
172.31.0.0/26 62
172.31.0.64/26 62
tunja
172.31.2.8/29 6
172.31.0.128/26 62
172.31.0.192/26 62
cundinamarca
172.31.2.16/29 6
172.31.1.64/26 62
172.31.1.0/26 62

172.31.2.24/29 6
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Aspectos atener en cuenta

e Habilitar VLAN en cada switch y permitir su enrutamiento.

e Enrutamiento OSPF con autenticacion en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los routers
Bucaramanga y Cundinamarca.

Luego

de configurar los pools de direcciones en los router de Bucaramanga y

Cundinamarca ingresamos en el modo de configuracion del router Tunja, seguidamente
entramos en la interfaz por donde vamos a permitir el paso del dchp que en este caso
serian las interfaces y subinterfaces fa0/0, fa0/0.20 y fa0/0.30 para ingresar el comando
ip address-helper + la direccion del router que va a proveer el pool de direcciones dchp

W Cisco Packet Tracer - EfJorgeP\Escritorio\ciscodfjid pkt

Logical [Root]

MNew Cluster

Move Object Set Tiled Background

¥ TUmA - ] X
e . .
S22 Physical  Config ~ CLT
1841 105 Command Line Interface
BUCARAMANGA
TONTER -
$SYS-5-CONFIG_I: Comfigured from comsole by console
TUNIRE
TUmIRE
TUNI&Sconfigure terminal
Encer configuration couuands, onme per line. IEnd with CHTL/Z.
TUNIR{configi#ne ip dhep pool 20
TUNJA{config)$no ip dhep pool 20
A = TUNI&{config) gint £a0/0
PC-FT PC-PT TUNJ&(config-if)fip addvess-helper 172.31.2.33
PCO-BUCARAMANGA pC1 ~
% Invalid inpuc detected at '~' marker.
TUNJA{comfig-if)§ip helper-address 172.31.2. 3%
ig-if)fexit
ig)Fint fa0/0.20
subif)ip helper-address 172.31.2.33
ig-subif)#no ip helper-address 172.31.2.33
ig-subif) Fexit
#int £a0/0.30
subif)#ip helper-sddress 172.31.2.33
config-subif}Fexit
TUNI&{config)gint £al/0.20
TUNIR{config-subif) fip helper-address 172.31.2.38
TUNIA{config-subif) # v
< Copy Paste
Time: 01:02:16 | Power Cycle Devices Fast Forward Time
FIFe— CaSTSTETOS — SOUPTE

ToR

Realtime

5 - — = —_— ) —
'i—fﬂm/ &9 & S NG 0G E
—rvrr—] e

ol «

y Seenario O ~
New Delete

Togale PDU List Window

L4

Destination

Type  Colar

Time (sec)  Periodic  Num
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M Cisco Packet Tracer - EbJorgeP\Escritoriahciscoljjidpkt
File Edit Options View Tools Extensions  Help

== =T | BT sTRr0 000

Logical [Root] New Cluster  Move Object Set Tiled Background Wiewport
~
< .
! ® pcs - o x
s
1 IP Configuration
1841 —
BUCARAMANGA =
IP Configuration
® DHCP O static x
1P Address 172,310,194 (%
subnet Mask 255.255.255.192
_==s ; Default Gateway 172.21,0,193 T 5
PC-PT e
PCO-BUCARAMANGA pe1 DNS Server 2888 &
IPv6 Configuration :E
O pHeP O auto Config @ Static
IPvE Address ‘ g
Link Local Address ‘FEBD: 1201:42FF:FE14: ABBD
IPvG Gateway ‘
1Py DNS Server |
. . [®
Time: 00:40:07 | Power Cycle Devices Fast Forward Time Realtime
. - - = lor  Time (ssc]  Periodic  Mum
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TUNJA(config)#no ip dhcp pool 20
TUNJA(config)#no ip dhcp pool 30
TUNJA(config)#interface fa0/0

TUNJA(config-if)#ip helper-address 172.31.2.33
TUNJA(config-if)#exit

TUNJA(config)#interface fa0/0.20
TUNJA(config-subif)#ip helper-address 172.31.2.38
TUNJA(config-subif)#exit

TUNJA(config)#interface fa0/0.30
TUNJA(config-subif)#ip helper-address 172.31.2.33
TUNJA(config-subif)#exit

e Configuracién de NAT estatico y de sobrecarga.
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-
: TUMIA(eonfig) finter face fa 0/1
PC-PT WP’T’ TUNTA{config-if) #ip nat cutside I
-BUCARAMANGA pC1 TUNJA{config-if)#interface se 0/0/1 H
TUNIA(config-if)#ip nat inside N
TUNJA(config-if)fexit
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TUNJA{config) fintexrface fa 0/1
TUNTA{config-if)#ip nat outside é;
TUNTA{config-if) finterface se 0/0/1
TUNJA{config-if)#ip nat inside
TUNIA(config-if) gexit E
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TUNJA{confiy) fexit
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105 Command Line Interface

TURTE {contig) Jinter face fa 071
TUNJA{config-if)§ip nat outside
TUNIA{config-if)finterface se D/0/1
TUNIA{config-if) #ip nat inside
TUNIA{config-if) #exin
TUNTA{confiy) #ip nat inside source static 172.31.1.67 209.17.220.1
TUNJA{confiy) finterface fa 0/1

TUNJA{config-if)fip nat outside

TUNJA{config-if)finterface se 07071

TUNJA{config-if}§ip nat inside

TUNIA{config-if)fexit

TUNIA{confiy) #show ip nat cranslations

% Invalid inpuc devected at '~ marker.
TUNJA{config) fexit

TUNTAE
#8YS-5-CONFIG_I: Configured from console by console
TUNIAE

TUNIAfshow ip nat translacions

Pro Inside global Inside local Oucside local
icwp 209.17.220.1:26  172.31.1.67:26 209.17.220.2:26
£09.17.220.1 172.31.1.87 -

Durside global
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TUNJA(config)#ip nat inside source static 172.31.1.67 209.17.220.2
TUNJA(config)#interface fa0/1

TUNJA(config-if)#ip nat outside

TUNJA(config)#interface se0/0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

TUNJA(config)#ip nat inside source static 172.31.1.67 209.17.220.1
TUNJA(config)#interface fa0/1

TUNJA(config-if)#ip nat outside

TUNJA(config)#interface se0/0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

TUNJA-ENABLE

Password:

TUNJAEESHOW IPF MAT TERANSLATICN

Pro Inside glokal Inside local Cutside local

futside glokal

-—— 205%.17.220.1 172.31.1.€7 -—= -—=
-—— 205%.17.220.2 172.31.1.€7 -—= -—=
TN I22] v
Ctrl+F6 to exit CLI focus Copy Paste

e Establecer una lista de control de acceso de acuerdo con los criterios sefalados.
e Habilitar las opciones en puerto consola y terminal virtual
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TABLA DE LISTAS DE ACCESO CONFIGURADAS:

CASO 1:
enable
configure terminal
hostname CALI
enable password CALI

exit

router eigrp 200
network network-number
bandwidth kilobits

eigrp log-neighbor-changes

router eigrp 200

network 192.168.1.0 0.0.0.31
network 192.168.1.32 0.0.0.31
network 192.168.1.64 0.0.0.31
network 192.168.1.96 0.0.0.31
network 192.168.1.128 0.0.0.31
bandwidth kilobits

eigrp log-neighbor-changes

hostname remoto
linevty 0 4

password MEDELLIN
login

exit

enabled password secreto

linevty 0 4



72

password BOGOTA
login
exit

enabled password secreto

line vty 0 4
password CALI
login

exit

enabled password secreto

CASO 2

access-list 1 permit 172.31.1.64
interface fa0/0

ip access-group 1 in

access-list 2 deny 172.31.1.64 0.0.0.63
interface fa0/1

ip access-group 2 in

access-list 3 deny 172.31.1.64 0.0.0.63
access-list 3 permit any
interface se0/0/0

ip access-group 3 out

2. ACL

no access-list 4

access-list 4 deny 172.31.1.0 0.0.0.63
access-list 4 permit any

interface fa0/0

ip access-group 4 out

3. ACL

BUCARAMANGA Y CUNDINAMARCA
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no access-list 1

access-list 1 deny 172.31.0.192 0.0.0.63
access-list 1 permit any

interface fa0/0

ip access-group 1 out

4. ACL

172.31.0.128

172.31.1.64

172.31.1.64

Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y VLAN 10 de
Bucaramanga.

access-list 120 deny ip 172.20.14.0 0.0.0.128 172.20.15.0 0.0.0.128

access-list 120 permit ip any any

interface vlan 20

ip access-group 120 in

show ip interface | include line protocoljaccess list

access-list 1 permit 172.31.0.192

access-list 1 deny any

* Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red interna de Tunja.

access-list 120 deny ip 172.20.14.0 0.0.0.128 172.20.14.0 0.0.0.128

access-list 120 permitip 172.31.1.64 0.0.0.63 172.31.0.128 0.0.0.63
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access-list 120 deny ip any any

interface vlan 20

ip access-group 120 in

lo que quiero hacer es filtrar el trafico de la red 172.20.14.0 ala 172.20.15.0

ip nat inside source list 1 interface fa 0/0 overload
interface fa 0/0

ip nat outside

exit

interface se 0/0/1

ip nat inside

exit

interface se 0/0/0

ip nat inside

exit

ip nat inside source static 172.31.1.67 209.17.220.2
interface fa 0/1

ip nat outside

interface se 0/0/1

ip nat inside

access-list 10 permit 172.31.0.0 0.0.63.255

ip nat inside source list 10 interface fa 0/1 overload
interface fa 0/1

ip nat outside

exit

interface fa 0/0

ip nat inside

exit
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interface se 0/0/1

ip nat inside

exit

interface se 0/0/0

ip nat inside

exit

no ip nat inside source list 10 interface fa 0/0 overload

Address:
Netmask:
Wildcard:
=>
Network:
HostMin:
HostMax:
Broadcast:
Hosts/Net:

172.31.0.0 10101100.00011111.00 000000.00000000
255.255.192.0 = 18 11111111.11111111.11 000000.00000000
0.0.63.255 00000000.00000000.00 111111.121111111

172.31.0.0/18 10101100.00011111.00 000000.00000000
172.31.0.1 10101100.00011111.00 000000.00000001
172.31.63.254 10101100.00011111.00 111111.11111110
172.31.63.255 10101100.00011111.00 111111.11111111

16382
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Conclusiones:

Mediante la resolucion del estudio de cada caso planteado como trabajo final del
diplomado de profundizacion DIPLOMADO DE PROFUNDIZACION CISCO
(DISENO E IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN)
(OPCI, se procedi6 a configurar su topologia fisica, cumpliendo con
direccionamiento solicitado y adecuado que satisficiera las especificaciones de la
problematica planteada para ejercicio. Todo lo anterior utilizando el software de
simulacion Packet Tracer, para el modelamiento y la conectividad LAN,
comprobados con los comandos ping y tracer y adjuntando las evidencias
realizadas.

Como desarrollo de esta actividad de habilidades practica se realizé un niamero
amplio de tareas para la buena implementacion de los ejercicios propuestos, en
este se ejecutan funciones como la de verificar una conexion entre los dispositivos;
proporcionar la configuracion inicial de la topologia, se configura la ACL de los
Routers, esto con el objetivo de mitigar los ataques de forma remota y por supuesto
no podrian faltar la verificacion de la funcionalidad de las actividades ejecutadas
con anterioridad para ello se adjuntan evidencias.

Se concluye que un (ACL) para permitir el acceso de direcciones IP especificas,
lo que asegura que solo la computadora del administrador tenga permiso para
acceder al Router mediante telnet o SSH Ya finalizando.

Una vez finalizada la prueba estaremos con la capacidad como futuros Ingeniero
de Telecomunicaciones de redactar un informe de solucion del caso estudio o de
los casos aqui expuestos, con el fin de haber dado soluciones y asi estar aptos
en un amplio campo de trabajo de forma profesional y eficiente en el campo de las
telecomunicaciones, tecnologias e ingenierias, campos laborales que exigen
grandes competencias profesionales.



77

Bibliografia:

Cico Networking Academy — Ccna 1. (S.F.). : Https://Static-Course-
Assets.S3.Amazonaws.Com/I1tn503/Es/Index.Html.

Cico Networking Academy — Ccna 2. (S.F.). : Https://Static-Course-
Assets.S3.Amazonaws.Com/Rse503/Es/Index.Htm

Cisco Ccna — Configuraicén Dhcp. (S.F.). :
Http://Blog.Capacityacademy.Com/2014/01/09/Cisco-Ccna-Como- Configurar-
Dhcp-En-Cisco-Router/.

Como configurar OPSF en Router

http://blog.capacityacademy.com/2014/06/23/cisco-ccna-como-configurar-ospf-
en-cisco-router/

Comunidad Cisco: https://community.cisco.com/t5/discusiones-general/tabla-de-
enrutamiento/td-p/3686661

Cisco Soporte:soporte/soporte tecnologia/lP/ IP Routing/ Notas:
https://www.cisco.com/c/es mx/tech/ip/ip-routing/tsd-technology-support-
troubleshooting-technotes-list.html

Soporte Eclass Virtual:_https://eclassvirtual.com/que-es-y-para-gue-sirve-el-comando-
cdp/
Cisco Soporte:soporte/soporte tecnologia/lP/ IP Routing/ Notas:Introduccion a

EIGRP: https://www.cisco.com/c/es mx/support/docs/ip/enhanced-interior-gateway-
routing-protocol-eigrp/13669-1.html#eigrp work

Aprende Redes:_https://aprenderedes.com/2006/10/configuracion-de-eigrp/

Cisco Soporte:soporte/soporte tecnologia/lP/ IP_ Routing/ Notas Técnicas de
Troubleshooting: Configurar las Listas de acceso IP:
https://www.cisco.com/c/es _mx/support/docs/security/ios-firewall/23602-
confaccesslists.html

HIGH-TECH: Configuracion basica de un 'router' Cisco: https://es.ccm.net/faq/2759-
configuracion-basica-de-un-router-cisco.

Normas ICONTEC: https://normasicontec.xyz/



https://static-course-assets.s3.amazonaws.com/Itn503/Es/Index.Html
https://static-course-assets.s3.amazonaws.com/Itn503/Es/Index.Html
http://blog.capacityacademy.com/2014/06/23/cisco-ccna-como-configurar-ospf-en-cisco-router/
http://blog.capacityacademy.com/2014/06/23/cisco-ccna-como-configurar-ospf-en-cisco-router/
https://community.cisco.com/t5/discusiones-general/tabla-de-enrutamiento/td-p/3686661
https://community.cisco.com/t5/discusiones-general/tabla-de-enrutamiento/td-p/3686661
https://www.cisco.com/c/es_mx/tech/ip/ip-routing/tsd-technology-support-troubleshooting-technotes-list.html
https://www.cisco.com/c/es_mx/tech/ip/ip-routing/tsd-technology-support-troubleshooting-technotes-list.html
https://eclassvirtual.com/que-es-y-para-que-sirve-el-comando-cdp/
https://eclassvirtual.com/que-es-y-para-que-sirve-el-comando-cdp/
https://www.cisco.com/c/es_mx/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/13669-1.html#eigrp_work
https://www.cisco.com/c/es_mx/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/13669-1.html#eigrp_work
https://aprenderedes.com/2006/10/configuracion-de-eigrp/
https://www.cisco.com/c/es_mx/support/docs/security/ios-firewall/23602-confaccesslists.html
https://www.cisco.com/c/es_mx/support/docs/security/ios-firewall/23602-confaccesslists.html
https://es.ccm.net/faq/2759-configuracion-basica-de-un-router-cisco
https://es.ccm.net/faq/2759-configuracion-basica-de-un-router-cisco
https://normasicontec.xyz/

