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Resumen

El presente trabajo es el resumen de la prueba de habilidades CCNA en el cual
consiste de la realizacion de dos escenarios practicos.

Dentro del presente informe el lector encontrara informacién como:

El resumen que le permita conocer los conceptos a manejar en la prueba de
habilidades;

El registro de configuracion de cada uno de los dispositivos, la descripcion detallada
del paso a paso de cada una de las etapas realizadas durante el proceso de
aprendizaje, el registro de los procesos de verificacion de conectividad mediante el
uso de los comandos ping, traceroute, show ip route, entre otros.

Como toda actividad practica el presente informe contiene el contenido, resumen,
abstract, introduccion, objetivos, el desarrollo de los dos escenarios.

Para concluir el siguiente informe el lector encontrara las conclusiones relacionadas
con los objetivos de aprendizaje y la bibliografia consultada utilizadas a lo largo de
la construccion y desarrollo de la prueba de habilidades préactica.



Abstract

The present work is the summary of the CCNA skills test which consists of the
realization of two practical scenarios.

Within this report the reader specified information such as:
The summary that allows you to know the concepts to handle in the skills test;

The configuration register of each of the devices, the specific description of the step
by step of each of the stages performed during the learning process, the registration
of the connectivity verification processes through the use of the ping, traceroute
commands, show ip route, among others.

Like all practical activity this report contains the content, summary, summary,
introduction, objectives, the development of the two scenarios.

To conclude the following report, the reader will find the conclusions related to the
learning objectives and the bibliography consulted throughout the construction and
development of the practical skills test.



Introduccioén

El presente proyecto de grado trata del desarrollo de la evaluacion denominada
prueba de habilidades practicas, que consiste en realizar 2 escenarios practicos, y
tiene como objetivo identificar el grado de competencias, y habilidades, que fueron
adquiridas a lo largo del diplomado.

La actividad se desarrolld6 paso por paso, agregando sus respectivos codigos, y
captures de pantallas, como evidencias a resultados de comandos como: ping
(comprobar la conectividad), traceroute (cantidad de saltos), show ip route (tabla
de enrutamiento de los dispositivos).

Configuraciones basicas de dispositivos, de enrutamiento, y de rutas tomadas por
los mismos para dirigir el trafico a la red interna o externa. Finalmente se utilizé la
altima version de Packet tracer para el desarrollo de la actividad.



Objetivos

Objetivos Generales

Aplicar los diferentes protocolos y configuraciones de las redes en los dos
escenarios propuestos utilizando conceptos tales como.

Fundamentos de Networking, Modelo OSI y Direccionamiento IP, Configuracion de
Sistemas de red soportados en VLANSs, y Enrutamiento en soluciones de red.

Objetivos Especificos

» Disefar las topologias logica y fisica de las redes propuestas en cada

escenario.

» Documentar un esquema de direccionamiento segun los requisitos.

A\

Aplicar configuracién béasica a los dispositivos de red.

» Realizar enrutamiento a las redes de los escenarios, utilizando los
protocolos RID y OSPF.

» Configurar servicioDHCP

» Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.

» Habilitar las opciones en puerto consola y terminal virtual



Desarrollo de los escenarios

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante seréa el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red.

" 1
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Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,

etc.).
e Realizar la conexion fisica de los equipos con base en la topologia dered

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.



Parte 1. Asignacion de direcciones IP:

a. Se debe dividir (subnetear) lared creando una segmentacion en ocho
partes, para permitir crecimiento futuro de lared corporativa.

Para subnetear la red se utilizd la formula 2n donde N serd los numeros de
digitos del ultimo octeto de la macara 255.255.255.0000. para ello tomamos 3
digitos de dicho octeto, quedando como resultado: 23 =8, lo correcto seria
tomarlo a 24 para tener mas de 8 subredes dado que de cada red se deben de
dejar de utilizar 2 redes que son la direccidén de red y la direccion de Broadcast
pero siguiendo el grafico del escenario donde ya hay unas direcciones definidas
con una mascara con prefijo 27 se muestra que se utilizd 23 de esa manera se
obtienen 8 redes pero se tiene claro que solo serd utilizadas 6 redes en total.

No | Subred Primera IP | Ultima IP | Broadcast
utilizable utilizable

1 192.168.1.0 192.168.1.1 192.168.1.30 192.168.1.31
2 192.168.1.32 192.168.1.33 192.168.1.62 192.168.1.63
3 192.168.1.64 192.168.1.65 192.168.1.94 192.168.1.95
4 192.168.1.96 192.168.1.97 192.168.1.126 192.168.1.127
5 192.168.1.128 | 192.168.1.129 192.168.1.158 192.168.1.159
6 192.168.1.160 | 192.168.1.161 192.168.1.190 192.168.1.191
7 192.168.1.192 | 192.168.1.193 192.168.1.122 192.168.1.123
8 192.168.1.224 | 192.168.1.225 192.168.1.254 192.168.1.255

b. Asignar unadireccién IP alared.

Se asignaron las direcciones de acuerdo a cadarouter

Medellin

UserAccess Verification
Password:
Medellin>enable
Password:
Hostname>Medellin

Medellin(config)#interface Serial0/1/0
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Medellin(config-if)#ip address 192.168.1.99 255.255.255.224
Medellin(config-if)y#no shutdown

Medellin(config)#interface GigabitEthernet0/0
Medellin(config-if)#ip address 192.168.1.33 255.255.255.224

Bogota

Router#config t

Router(config)#hostname Bogota

Bogota(config)#

Bogota(config)#interface Serial0/1/0

Bogota(config-if)#ip address 192.168.1.98 255.255.255.224
Bogota(config-if)y#no shutdown

Bogota(config)#interface Serial0/1/1

Bogota(config-if)#ip address 192.168.1.130 255.255.255.224
Bogota(config-if)y#no shutdown

Bogota(config)#interface GigabitEthernet0/0
Bogota(config-if)#ip address 192.168.1.1 255.255.255.224

Bogota(config-ify#no shutdown

Cali

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Cali

Cali(config)#interface GigabitEthernet0/0
Cali(config)#interface Serial0/1/0

Cali(config-if)#ip address 192.168.1.131 255.255.255.224

Cali(config-if)#no shutdown
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Cali(config)#interface GigabitEthernet0/0
Cali(config-if)#ip address 192.168.1.65 255.255.255.224

Cali(config-ify#no shutdown

Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuraciéon bésica de los routers,
teniendo en cuenta las subredes disefiadas.

R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI
Direccion de Ip en interfaz 192.168.1.99 | 192.168.1.98 | 192.168.1.131
Serial 0/0
Direccion de Ip en interfaz 192.168.1.130
Serial 0/1
Direccion de Ip en interfaz FA | 192.168.1.33 | 192.168.1.1 192.168.1.65
0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autéonomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

b. Después de cargada la configuracién en los dispositivos, verificar la
tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

Bogota#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set
192.168.1.0/24 is variably subnetted, 8 subnets, 2 masks
C 192.168.1.0/27 is directly connected, GigabitEthernet0/0

L 192.168.1.1/32 is directly connected, GigabitEthernet0/0
D 192.168.1.32/27 [90/2172416] via 192.168.1.99, 00:59:15, Serial0/1/0
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D 192.168.1.64/27 [90/2172416] via 192.168.1.131, 00:59:14, Serial0/1/1
C 192.168.1.96/27 is directly connected, Serial0/1/0
L 192.168.1.98/32 is directly connected, Serial0/1/0
C 192.168.1.128/27 is directly connected, Serial0/1/1
L 192.168.1.130/32 is directly connected, Serial0/1/1

Medellin#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks
D 192.168.1.0/27 [90/2172416] via 192.168.1.98, 00:57:09, Serial0/1/0
C 192.168.1.32/27 is directly connected, GigabitEthernet0/0
L 192.168.1.33/32 is directly connected, GigabitEthernet0/0
D 192.168.1.64/27 [90/2684416] via 192.168.1.98, 00:57:08, Serial0/1/0
C 192.168.1.96/27 is directly connected, Serial0/1/0
L 192.168.1.99/32 is directly connected, Serial0/1/0
D 192.168.1.128/27 [90/2681856] via 192.168.1.98, 00:57:09, Serial0/1/0

Cali#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks
D 192.168.1.0/27 [90/2172416] via 192.168.1.130, 01:00:17, Serial0/1/0
D 192.168.1.32/27 [90/2684416] via 192.168.1.130, 01:00:17, Serial0/1/0
C 192.168.1.64/27 is directly connected, GigabitEthernet0/0
L 192.168.1.65/32 is directly connected, GigabitEthernet0/0
D 192.168.1.96/27 [90/2681856] via 192.168.1.130, 01:00:17, Serial0/1/0
C 192.168.1.128/27 is directly connected, Serial0/1/0

L 192.168.1.131/32 is directly connected, Serial0/1/0
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c. Verificar el balanceo de carga que presentan los routers.

Utilizando el comando show ip route se realizd el balanceo de carga de cada router

Medellin>en

Medellin#show ip route 192.168.1.131

Routing entry for 192.168.1.128/27

Known via "eigrp 200", distance 90, metric 2681856, type internal
Redistributing via eigrp 200

Last update from 192.168.1.98 on Serial0/1/0, 00:23:15 ago
Routing Descriptor Blocks:

*192.168.1.98, from 192.168.1.98, 00:23:15 ago, via Serial0/1/0
Route metric is 2681856, traffic share countis 1

Total delay is 40000 microseconds, minimum bandwidth is 1544 Kbit
Reliability 255/255, minimum MTU 1500 bytes

Loading 1/255, Hops 1

Medellin#show ip route 192.168.1.1

Routing entry for 192.168.1.0/27

Known via "eigrp 200", distance 90, metric 2172416, type internal
Redistributing via eigrp 200

Last update from 192.168.1.98 on Serial0/1/0, 00:25:32 ago
Routing Descriptor Blocks:

*192.168.1.98, from 192.168.1.98, 00:25:32 ago, via Serial0/1/0
Route metric is 2172416, traffic share countis 1

Total delay is 20100 microseconds, minimum bandwidth is 1544 Kbit
Reliability 255/255, minimum MTU 1500 bytes

Loading 1/255, Hops 1

Cali>en

Cali#zshow ip route 192.168.1.33

Routing entry for 192.168.1.32/27

Known via "eigrp 200", distance 90, metric 2684416, type internal
Redistributing via eigrp 200

Last update from 192.168.1.130 on Serial0/1/0, 00:26:43 ago
Routing Descriptor Blocks:

*192.168.1.130, from 192.168.1.130, 00:26:43 ago, via Serial0/1/0
Route metric is 2684416, traffic share countis 1

Total delay is 40100 microseconds, minimum bandwidth is 1544 Kbit
Reliability 255/255, minimum MTU 1500 bytes

Loading 1/255, Hops 2

Bogota>en
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Bogota#show ip route 192.168.1.33

Routing entry for 192.168.1.32/27

Known via "eigrp 200", distance 90, metric 2172416, type internal
Redistributing via eigrp 200

Last update from 192.168.1.99 on Serial0/1/0, 00:27:29 ago
Routing Descriptor Blocks:

*192.168.1.99, from 192.168.1.99, 00:27:29 ago, via Serial0/1/0
Route metric is 2172416, traffic share countis 1

Total delay is 20100 microseconds, minimum bandwidth is 1544 Kbit
Reliability 255/255, minimum MTU 1500 bytes

Loading 1/255, Hops 1

d. Realizar un diagndéstico de vecinos usando elcomando cdp.

Se activé el comando cdp asi:
Configure terminal cdp run.

Realizo el diagnostico de vecinos utilizando el comando Show cdp neighbors

¥ cau |l |

Physical Config LI Attributes
I

105 Command Line Interface

- e

% Inmwvalid input detected at """ marker._
Califcdp anable
% Imvalid input detected at "' marker._

Caligshow cdp
% CDF is not enabled
Califcdp rumn 13Z_1&8.1.30

% Inwalid input detected a2t """ marker._

Califconfig t©

Enter configuration commands, one per line. End with CHTL/Z._
Cali({config)focdp run

Cali{config)fend

Calig

ESYS-5—CONFIGE_TI: Configured from conscle by console

CaligShow cdp neighbors

Capability Codes: B — RBouter, T — Trams Bridge, B — Scource Route
Bridge

5 — Switch, H — Host, I - IEMPF, r — Repeater, B —
Fhone =
Device ID Local Intrfce Holdtme Capakbility Platform Port
Io
ca1ig -
Ctrl+F6 to exit CLI focus copy | [ Paste
Top
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¥ BOGOTA =

Physical Config CLI Aftributes
—
103 Command Line Interface
-
Bogota>en
Bogotafconfig t
Enter configuration commands, one per line. End with CHNIL/Z.
Bogota {co gl #ocdp rzun
Bogota (config) #wr
% Invalid input detected at "' marker.
Bogota (config) #end
Bogotaf
&5YS5-5-CONFIE_I: Configured from conscle by conscle
Bogota#Show cdp neighbors
Capekility Codes: R - Router, T - Trams Bridge, B - Socurce Route
Bridge
5 - Switch, H - Host, I - IGMP, r - Repeater, P -
Phone
Dewvice ID Local Intrfce Holdtme Capskbility Flatform Port
ID =
Bogota#Show cdp neighbors detail
Bngcbaﬂ =
Cirl+F8 to exit CLI focus | copy || Paste |
O Top
? MEDELLIMN

Physical Config CLI Attributes

105 Command Line Interface

=
MedellingShow odp neighbors detail o=

Device ID: Switch

Entry address{es):

Platform: cisco Z23&€0, Capakilities: Switch

Interface: GCigzkbitEthernet0/s0, Port ID (ocutgoing port) :
FastEthernetld/3

Holdtime: 153

Version =

Cisco IOS Scoftware, CZ5360 Software (CZ96e0-LANBASE-M), Version
12 _Z(Z5)F¥, RELELASE SOFITWAR £fell

Copyright (e} 1386—-2005 by Cisco Systems, Inc.

Compiled Wed 1Z2-0Oct-05 ZZ2:05 by pt_team

adwvertisement wversiocn: Z
Duplex: full

Dewvice ID: Bogota
Entry address{es):

IP address : 152 _168.1.98
Platform: cisco Cl1300, Capabilities: Router
Interface: Seriald/1,/0, Port ID {cutgoing port): Seriald/ 1,0

Holdtime: 1&&

m

Version = —
——More—— | ki

Ctrl+F6 to exit CLI focus [ copy |[ Paste |

[F] Top
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e. Realizar una prueba de conectividad en cada tramo de laruta usando
Ping.

Utilizando el comando ping a cada direccion se verifico que hubiese conexion
con cada router y los host de las redes.

(W@ MEDELLIN = | B[S
Physical Config CLI Attrioutes
——— ——

125 Command Line Interface

= = — - = - —
Holdtime: 166 g

Tersion

Cisco IOS Software, Cl900 Software (Cl900-UNIVERSATES-M)
15.1(4) M4, RELERSE SOFTWARE (ZcZ)

Technical Suppozt: http:/  www.cisco.comstechsuppozt
Copyright (o) 1S86—201Z by Cisco Systems, Inco.

Compiled Thurs S5—Jan—-12 15:41 by pt_team

., Wersiocm

advertisement wersion: 2
Duplex: =Tull

Medelling
Medelling
Medelling
Medelling
Medelling
Medelling
Medelling
Medelling
Medellinfping 1952Z_.168.1_-.130

Type escape sSequence to aborc.
Sending 5, 100-byte ICHMP Echos to 132.1€8.1.130, timecut is Z seconds:

m

Success rate is 100 percent (5/5), round-—-trip minseavgsmax — 1l/2/6 ms
Medelling =
Ctrl+F6 to exit CLI focus [ copy || Paste |

=] Top

B CcALl __ﬂ‘..l =L | —
-

Physical Config L Attributes

I3 Command Line Interface

Caligfshow odp -
% CDPE is not ensbled
Califecdp zum 192.1&85.1.30

% Inwvalid input detected at """ marker.

Califconfig ©
Enter co guration cormands, one per line . End with CHTLAZ
Cali{co ig)fodp run

Cali{config) fend

Calis$

ESY¥S—S—COMNFIGE TI: Configured from conscle by conscle

CalifShow odp neighboxrs

Capability Codes: R — Routez, T — Tzans Bridge, B — Scurce Route
Eridge
5 — Switch, H — Host, I — ISME, = — Repestexz, B —
Fhone M
Cevice ID Local Intzfce Holdtme Capesbility Platfozm Poct
ID

Califping 192 _1&8.1_33

IType escape sSeguence to aborc.
Sending S, 100-byte ICMDP Echos to 192 _1&§2.1_.3232, timecut is Z seconds:

mn

Success rate is 100 percent (5/5), round—trip minsavgs/max = Z/5/15 ms
ca1isg] =
Ctrl+F6 to exit CLI focus [ copy | [ Paste |
[ Top
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¥ pc1 e

Physical Config

[Command Prompt

Programming Aftributes

round trip times in milli-se
Maixi l0ms, &

Top
¥ pca L= | L= |-
Fhysical Config Frogramming Attributes

und trip times
Zms, Maximmum
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Parte 3. Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP alos routers considerando
el direccionamiento disefado.

Medellin>en

Medellin#config t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin(config)#router eigrp 200

Medellin(config-router)#no auto-summary
Medellin(config-router)#network 192.168.1.96
Medellin(config-router)#network 192.168.1.32
Medellin(config-router)#end

Bogota>en

Bogota#config t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#router eigrp 200

Bogota(config-router)#no auto-summary
Bogota(config-router)#network 192.168.1.0
Bogota(config-router)#network 192.168.1.96
Bogota(config-router)#network 192.168.1.128
Bogota(config-router)#end

Cali>en

Cali#config t

Enter configuration commands, one per line. End with CNTL/Z.
Cali(config)#router eigrp 200

Cali(config-router)#network 192.168.1.128

b. Verificar si existe vecindad con los routers configurados con EIGRP.
Para verificar vecindad entre router se utilizé el comando. show ip eigrp neighbors

Bogota#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.99 Se0/1/0 13 00:14:11 40 10000 7
1192.168.1.131 Se0/1/1 11 00:06:24 40 1000 0 7
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Medellin>en

Medellin#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.98 Se0/1/0 13 00:17:00 40 1000 0 5

Cali#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.130 Se0/1/0 13 00:10:17 40 1000 0 6

c. Realizar lacomprobacion de las tablas de enrutamiento en cada uno de
los routers para verificar cada una de las rutas establecidas.

Para verificar las tablas de enrutamiento se puede utilizar el comando: ip route
Tablas de enrutamiento router Medellin

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks

D 192.168.1.0/27 [90/2172416] via 192.168.1.98, 00:24:48, Serial0/1/0
C 192.168.1.32/27 is directly connected, GigabitEthernet0/0

L 192.168.1.33/32 is directly connected, GigabitEthernet0/0

D 192.168.1.64/27 [90/2684416] via 192.168.1.98, 00:17:01, Serial0/1/0
C 192.168.1.96/27 is directly connected, Serial0/1/0

L 192.168.1.99/32 is directly connected, Serial0/1/0

D 192.168.1.128/27 [90/2681856] via 192.168.1.98, 00:24:48,

Tablas de enrutamiento router Bogota

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
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El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 8 subnets, 2 masks

C 192.168.1.0/27 is directly connected, GigabitEthernet0/0

L 192.168.1.1/32 is directly connected, GigabitEthernet0/0

D 192.168.1.32/27 [90/2172416] via 192.168.1.99, 00:25:42, Serial0/1/0
D 192.168.1.64/27 [90/2172416] via 192.168.1.131, 00:17:55, Serial0/1/1
C 192.168.1.96/27 is directly connected, Serial0/1/0

L 192.168.1.98/32 is directly connected, Serial0/1/0

C 192.168.1.128/27 is directly connected, Serial0/1/1

L 192.168.1.130/32 is directly connected, Serial0/1/1

Tablas de enrutamiento router Cali

Cali#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks

D 192.168.1.0/27 [90/2172416] via 192.168.1.130, 00:13:14, Serial0/1/0
D 192.168.1.32/27 [90/2684416] via 192.168.1.130, 00:13:14, Serial0/1/0
C 192.168.1.64/27 is directly connected, Gi

gabitEthernet0/0

L 192.168.1.65/32 is directly connected, GigabitEthernet0/0

D 192.168.1.96/27 [90/2681856] via 192.168.1.130, 00:13:14, Serial0/1/0
C 192.168.1.128/27 is directly connected, Serial0/1/0

L 192.168.1.131/32 is directly connected, Serial0/1/0
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Realizar un diagndstico para comprobar que cada uno de los puntos de lared
se puedan ver y tengan conectividad entre si. Realizar esta prueba desde un
host de la red LAN del router CALI, primero a lared de MEDELLIN y luego al
servidor.

Se realiz6 un ping desde el host de la red del router Medellin hasta los host de la
red del router Cali de acuerdo aimagenes.

?PCI |=l|@i:h

Physzical Config Desktop Programming Attributes
——

(Command Prompt

mmand Line 1.0

Top
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0, Lost = 4 (100% loss),

, Maximum = 10ms, &

Parte 4. Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la
red. Para esta labor se decide configurar listas de control de acceso (ACL) a los
routers.

Las condiciones para crear las ACL son las siguientes:

a. Cadarouter debe estar habilitado para establecer conexiones Telnet con
los demas routers y tener acceso a cualquier dispositivo en lared.

Para configurar Telnet en cada router, se procedié asignar clave a cada equipo
como consta a continuacion.
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Medellin>en

Medellin#config t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin(config)#line vty O

Medellin(config-line)#pass cisco

Medellin(config-line)#login

Medellin(config-line)#service password-encryption

Medellin(config)#end

Bogota>en

Bogota#config t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#line vty O

Bogota(config-line)#pass cisco

Bogota(config-line)#service password-encryption

Bogota(config)#wr

Cali>en

Cali#config t

Enter configuration commands, one per line. End with CNTL/Z.
Cali(config)#line vty O

Cali(config-line)#pass cisco

Cali(config-line)#service password-encryption
Cali(config)#end.

Ingreso desde Router Cali a router Medellin y Bogota a través de Telnet
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?ICAH : — = 5
Physical Config Ll Attributes
——

1035 Command Line Interface

=
SFLINE-S—CHARNEED: Interface Serizslds 1,0, changed state to up

SLINEPROTO-S—UPDOWN: Line protocol omn Inmterface Serizlds s 1l 0, changed
state To up

SDUAL-S—-NBRCHANGCE: IP-EIGRPF Z00: Neighbor 13Z.1€28.1.130 (Seriald, 1,70}
is up: new adjacency

Caliz>en
Califcon
Enter comn

g t©

gurarion commands, cne per line. End with CHTILSZ.
gl #line vty 0O

Cali({config—line) gpass cisco

Cali {config-line) fservice password-encryption
Cali{config) fend

Calig

2S¥S—-5—CONFIE I: Configured from conscle by consocle

Cali{con

Califtelmnetr 13Z_1&68.1.33
Trying 192.182.1.33 .. _.Open

Tser Access Verification

Tassword:

m

125 Command Line Interface

Medellin> ~
Ctri+F6 to exit CLI focus [ copy || Paste |
[ Top
(B cau
Physical Config CLI Attributes
I

Califconfig t

Enter configurstion commands, one per line. End with CHIL/SZ.
Cali {config)fline vty O

Cali {config-line) fpass cisco

Cali (config-line) §service password-encryption

Cali {config) fend

Calig

£5¥5-5-CONFIGE I: Configured from conscle by console

Caligtelnet 192 _168.1_33
Trying 1%2.1€8.1_.33 .. _Open
User Rcocess Verification

Password:
Medellin>exit

[Connection to 13Z2_.168.1.323 closed by foreign host]

Calig
Califgtelnet 182 _1&5.1.1
Trying 132Z2.1€5.1.1 .. .COpen

User Rcococess Verification

Password:
Bngnbaﬂ

m

CHrl+F6 to exit CLI focus [ copy || Paste

[[] Top

26




De igual forma se realizaron las pruebas a desde los demas router obtenido
conectividad sin problemas.

b. El equipo WS1 y el servidor se encuentran en la subred de
administracion. Solo el servidor de la subred de administracion debe
tener acceso a cualquier otro dispositivo en cualquier parte de lared.

MEDELLIN>enable

Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended Server-PT
MEDELLIN(config-ext-nacly#permit ip 0.0.0.0 255.255.255.255 192.168.1.33 0.0.0.0
MEDELLIN(config-ext-nacly#permit ip 0.0.0.0 255.255.255.255 192.168.1.98 0.0.0.0

MEDELLIN(config-ext-nacly#permit ip 0.0.0.0 255.255.255.255 192.168.1.131
0.0.0.0

MEDELLIN(config-ext-nacl)#end

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip access-list extended Server-PT
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131 0.0.0.0
BOGOTA(config-ext-nacl)#end

CALI>enable
Password:
CALI#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
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CALI(config)#ip access-list extended Server-PT

CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.65 0.0.0.0
CALI(config-ext-nacl)#end

c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben
tener acceso a ningun dispositivo fuera de su subred, excepto para
interconectar con el servidor.

Se crearon listas de control de acceso utilizando los comandos necesarios como lo
son:

access-list, permit.

MEDELLIN>enable

Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended Server-PT
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
MEDELLIN(config-ext-nacl)#exit

MEDELLIN(config)#int g0/0

MEDELLIN(config-if)#ip access-group Server-PT in
MEDELLIN(config-if)#end

CALI>enable

Password:

CALl#config t

Enter configuration commands, one per line. End with CNTL/Z.

CALI(config)#ip access-list extended Server-PT
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CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
CALI(config-ext-nacl)#exit

CALI(config)#int g0/0

CALI(config-if)#ip access-group Server-PT in

CALlI(config-ify#end

Parte 5. Comprobacion de lared instalada.

a. Se debe probar que la configuracién de las listas de acceso fue exitosa.

Se verificaron que las listas estuvieran creadas en cada router utilizando el
comando show Access-list

MEDELLIN#show Access-list
Extended IP access list Server-PT
10 permit ip any host 192.168.1.3
20 permit ip any host 192.168.1.33
30 permit ip any host 192.168.1.98
40 permit ip any host 192.168.1.131

BOGOTA>enable

Password:

BOGOTA#show access-list
Extended IP access list Server-PT
10 permit ip host 192.168.1.3 any
20 permit ip any host 192.168.1.99
30 permit ip any host 192.168.1.1
40 permit ip any host 192.168.1.131

CALI>enable

Password:

CALl#show access-list

Extended IP access list Server-PT
10 permit ip any host 192.168.1.3
20 permit ip any host 192.168.1.99
30 permit ip any host 192.168.1.1
40 permit ip any host 192.168.1.65
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b. Comprobar y Completar la siguiente tabla de condiciones de prueba
para confirmar el 6ptimo funcionamiento de lared e.

ORIGEN

WS_1
Servidor
Servidor

LAN del Router
MEDELLIN

LAN del Router CALI
LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router CALI

LAN del Router
MEDELLIN
LAN del Router
MEDELLIN
LAN del Router CALI

LAN del Router
MEDELLIN

Servidor
Servidor
Router CALI
Router MEDELLIN

DESTINO
Router CALI
Router BOGOTA
Router CALI
Router MEDELLIN

Router CALI

Router CALI
Router MEDELLIN

Router MEDELLIN
WS_1
WS_1

LAN del Router CALI

Servidor

Servidor

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN
LAN del Router CALI
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RESULTADO

Router MEDELLIN

Acceso Ok
Acceso Ok
Acceso Ok
Acceso Ok
Acceso
denegado
Acceso Ok

Acceso Ok

Acceso
denegado
Acceso
denegado
Acceso
denegado
Acceso

denegado
Acceso Ok

Acceso Ok

Acceso Ok
Acceso Ok
Acceso Ok
Acceso Ok



Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LAN original.

209.17.220.0 /24

—
SWITCH DE INTERNET
LABORATOR
. - L 17231236130
SWITCH LAN ol
BUCARANMANGA
40HOSTS
) , WEB
Py EXTERNO

VLANTO VLAN 30 CUNDINAMARCA
55 HOSTS 55 HOSTS

VLAN1 =172.31.2.0 /29
VLAN10 = 172.31.0.0 126

VLAN30 = 17231.0.64 26 SWITCH
CUNDNAHARCA
VLAN1 = 1723128129

VLAN20 = 172.31.1.64 126 .
VLAN30=172311.0126 (s
VLANSS = 172.31.224129 o

172.31.00 18 VLAN 20
60 HOSTS

Desarrollo
Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener los siguiente:
¢ Configuracion basica.
e Autenticacion local con AAA.
¢ Cifrado de contrasefas.
¢ Un méaximo de internos para acceder al router.
¢ Maximo tiempo de acceso al detectar ataques.

e Establezca un servidor TFTP y almacene todos los archivos necesarios de
los routers.
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Configuracién Basica

Router Bucaramanga

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA
BUCARAMANGA(config)#no ip domain-lookup
BUCARAMANGA(config)#service password-encryption
BUCARAMANGA(config)#banner motd #

Enter TEXT message. End with the character '#'.

ACCESO NO AUTORIZADO !
#

BUCARAMANGA(config)#enable secret classl
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#password ciscol
BUCARAMANGA(config-line)#login

BUCARAMANGA(config-line)#line vty 0 4
BUCARAMANGA(config-line)#password ciscol
BUCARAMANGA(config-line)#login

BUCARAMANGA(config-line)#int g0/0.1
BUCARAMANGA(config-subif)#encapsulation dotlqg 1
BUCARAMANGA(config-subif)#ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif)#int g0/0.10
BUCARAMANGA(config-subif)#encapsulation dotlq 10
BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#int g0/0.30
BUCARAMANGA(config-subif)#encapsulation dotlq 30
BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#int g0/0

BUCARAMANGA(config-if)#no shutdown

BUCARAMANGA(config-if)#
BUCARAMANGA(config-if)#int s0/0/0

BUCARAMANGA(config-if)#ip address 172.31.2.34 255.255.255.252
BUCARAMANGA(config-if)#no shut
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Switch Bucaramanga

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWITCH-BUCARAMANGA
SWITCH-BUCARAMANGA(config)#vlan 1
SWITCH-BUCARAMANGA(config-vlan)#vlan 10
SWITCH-BUCARAMANGA(config-vlan)#vlan 30
SWITCH-BUCARAMANGA(config-vlan)#int f0/10
SWITCH-BUCARAMANGA(config-if)#switchport mode access
SWITCH-BUCARAMANGA(config-if)#
SWITCH-BUCARAMANGA(config-if)#switchport access vlan 10
SWITCH-BUCARAMANGA(config-if)#int f0/14
SWITCH-BUCARAMANGA(config-if)#switchport mode access
SWITCH-BUCARAMANGA(config-if)#switchport access vlan 30
SWITCH-BUCARAMANGA(config-if)#int g0/1
SWITCH-BUCARAMANGA(config-if)#switchport mode trunk

SWITCH-BUCARAMANGA(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

SWITCH-BUCARAMANGA(config-if)#int vlan 1
SWITCH-BUCARAMANGA(config-if)#ip address 172.31.2.3 255.255.255.248
SWITCH-BUCARAMANGA(config-if)y#no shutdown

SWITCH-BUCARAMANGA (config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

SWITCH-BUCARAMANGA(config-if)#ip default-gateway 172.31.2.1

Router Tunja

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA

TUNJA(config)#no ip domain-lookup
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TUNJA(config)#service password-encryption
TUNJA(config)#banner motd #
Enter TEXT message. End with the character '#'.

ACCESO NO AUTORIZADO !
#

TUNJA(config)#enable secret classl

TUNJA(config)#line console 0

TUNJA(config-line)#password ciscol

TUNJA(config-line)#login

TUNJA(config-line)#line vty 0 4

TUNJA(config-line)#password ciscol

TUNJA(config-line)#login

TUNJA(config-line)#int g0/0.1
TUNJA(config-subif)#encapsulation dotlq 1
TUNJA(config-subif)#ip address 172.3.2.9 255.255.255.248
TUNJA(config-subif)#int g0/0.20
TUNJA(config-subif)#encapsulation dotlqg 20
TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif)#int g0/0.30
TUNJA(config-subif)#encapsulation dotlq 30
TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA(config-subif)#int g0/0

TUNJA(config-ify#no shutdown

TUNJA(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

TUNJA(config-if)#int s0/0/0
TUNJA(config-if)#ip address 172.31.2.33 255.255.255.252
TUNJA(config-if)#no shutdown

TUNJA(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

TUNJA(config-if)#int sO/0/1
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252
TUNJA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
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TUNJA(config-if)#int g0/1
TUNJA(config-if)#ip address 209.165.220.1 255.255.255.0
TUNJA(config-ifyj#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

Switch Tunja

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWITCH-TUNJA
SWITCH-TUNJA(config)#vlan 1
SWITCH-TUNJA(config-vlan)#vlan 20
SWITCH-TUNJA(config-vlan)#vlan 30
SWITCH-TUNJA(config-vlan)#int f0/10
SWITCH-TUNJA(config-if)#switchport mode access
SWITCH-TUNJA(config-if)#switchport access vlan 20
SWITCH-TUNJA(config-if)#int f0/14
SWITCH-TUNJA(config-if)#switchport mode access
SWITCH-TUNJA(config-if)#switchport access vlan 30
SWITCH-TUNJA(config-if)#int g0/1
SWITCH-TUNJA(config-ify#switchport mode trunk

SWITCH-TUNJA(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to up

SWITCH-TUNJA(config-if)#int vian 1
SWITCH-TUNJA(config-if)#ip address 172.3.2.11 255.255.255.248
SWITCH-TUNJA(config-if)#no shutdown

Router Cundinamarca

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hosthame CUNDINAMARCA
CUNDINAMARCA(config)#no ip domain-lookup
CUNDINAMARCA(config)#service password-encryption
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CUNDINAMARCA(config)#banner motd #
Enter TEXT message. End with the character '#'.

ACCESO NO AUTORIZADO !
#

CUNDINAMARCA(config)#enable secret classl
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#password ciscol
CUNDINAMARCA(config-line)#login

CUNDINAMARCA(config-line)#line vty 0 4
CUNDINAMARCA(config-line)#password ciscol
CUNDINAMARCA(config-line)#login

CUNDINAMARCA(config-line)#int g0/0.1
CUNDINAMARCA(config-subif)#encapsulation dotlq 1
CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#int g0/0.20
CUNDINAMARCA(config-subif)#encapsulation dotlq 20
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#int g0/0.30
CUNDINAMARCA(config-subif)#encapsulation dot1lq 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#int g0/0.88
CUNDINAMARCA(config-subif)#encapsulation dotlq 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#int g0/0
CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#

CUNDINAMARCA(config-if)#int s0/0/0
CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-ify#no shutdown

CUNDINAMARCA(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

CUNDINAMARCA(config-if)#router ospf 1

CUNDINAMARCA(config-router)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

CUNDINAMARCA#
%SYS-5-CONFIG_I: Configured from console by console
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Switch Cundinamarca

witch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWITCH-CUNDINAMARCA
SWITCH-CUNDINAMARCA(config)#vlan 1
SWITCH-CUNDINAMARCA(config-vlan)#vlan 20
SWITCH-CUNDINAMARCA(config-vlan)#vlan 30
SWITCH-CUNDINAMARCA(config-vlan)#vlan 88
SWITCH-CUNDINAMARCA(config-vlan)#exit
SWITCH-CUNDINAMARCA(config)#int f0/10
SWITCH-CUNDINAMARCA(config-ify#switchport mode access
SWITCH-CUNDINAMARCA(config-if)#switchport access vlan 20
SWITCH-CUNDINAMARCA(config-if)#int f0/14
SWITCH-CUNDINAMARCA(config-ify#switchport mode access
SWITCH-CUNDINAMARCA(config-if)#switchport access vlan 30
SWITCH-CUNDINAMARCA(config-if)#int 0/20
SWITCH-CUNDINAMARCA(config-ify#switchport mode access
SWITCH-CUNDINAMARCA(config-if)#switchport access vlan 88
SWITCH-CUNDINAMARCA(config-if)#int g0/1
SWITCH-CUNDINAMARCA(config-if)#switchport mode trunk

SWITCH-CUNDINAMARCA(config-if)#
SWITCH-CUNDINAMARCA(config-if)#int vlan 1
SWITCH-CUNDINAMARCA(config-if)#ip address 172.31.2.11 255.255.255.248
SWITCH-CUNDINAMARCA(config-if)#no shutdown

SWITCH-CUNDINAMARCA(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

SWITCH-CUNDINAMARCA(config-if)#ip default-gateway 172.31.2.9
SWITCH-CUNDINAMARCA(config)#
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Autenticacion local con AAA

Router Bucaramanga

BUCARAMANGA>en

Password:

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#username admin secret 123
BUCARAMANGA(config)#aaa new-model
BUCARAMANGA(config)#aaa authentication login AAA-LOGIN local
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#login authentication AAA-LOGIN
BUCARAMANGA(config-line)#line vty 0 4
BUCARAMANGA(config-line)#login authentication AAA-LOGIN

Router Tunja

TUNJA>en

Password:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#username admin secret 123
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login AAA-LOGIN local
TUNJA(config)#line console 0

TUNJA(config-line)#login authentication AAA-LOGIN
TUNJA(config-line)#line vty 0 4

TUNJA(config-line)#login authentication AAA-LOGIN

Router Cundinamarca

CUNDINAMARCA>en

Password:

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#username admin secret 123
CUNDINAMARCA(config)#aaa new-model
CUNDINAMARCA(config)#aaa authentication login AAA-LOGIN local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication AAA-LOGIN
CUNDINAMARCA(config-line)#line vty 0 4
CUNDINAMARCA(config-line)#login authentication AAA-LOGIN
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e Un maximo de internos para acceder al router.

Router Bucaramanga
BUCARAMANGA(config-line)#login block-for 10 attempts 5 within 60

Router Tunja
TUNJA(config-line)#login block-for 10 attempts 5 within 60

Router Cundinarmarca
CUNDINAMARCA (config-line)#login block-for 10 attempts 5 within 60

e Méaximo tiempo de acceso al detectar ataques.

Router Bucaramanga
BUCARAMANGA(config-line)#login block-for 10 attempts 5 within 60

Router Tunja
TUNJA(config-line)#login block-for 10 attempts 5 within 60

Router Cundinarmarca
CUNDINAMARCA(config-line)#login block-for 10 attempts 5 within 60

e Establezcaun servidor TFTP y almacene todos los archivos necesarios
de los routers.

g — [=] 1<
Physical Config Senices Desktop Programming Attributes
SERVICES TFTP
HTTP
DHCE Senice @ On O Off
DHCPWVE
File ~
TFETP
DNS asaB42-k8 bin
SYSLOG asafd23-ks_bin
Ane c1841-advipservices k9-mz 124-15T1 bin
A c1841-ipbase-mz 123-14 T7 bin
EMATE c1841-ipbasek9-mz 124-12 bin
FTP
ToT ©1900-universalk9-mz_SPA_155-3_M4a_bin
VM Management c2600-advipserices k9-mz.124-15.T1_bin
Radius EAP ©2600-i-mz.122-28_bin

c2600-ipbasek9-mz 124-8 bin
c2800nm-advipsenicesk9-mz 124-15 T1 bin
c2800nme-advipsenicesk3-mz 151-4 M4 bin
c2800nm-ipbase-mz 123-14 T7 bin
c2800nm-ipbasek9-mz_ 124-8 bin
c2900-universalk9-mz SPA_155-3 M4a bin
c2950-i6g412-mz _121-22 EA4 bin
c2950-i6g42-mz_121-22 EAS bin
c2960-lanbase-mz 122-25 FX bin

azn 1 EEA4 ki

~

Remove File

[ Tep
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2. EI DHCP debera proporcionar solo direcciones a los hosts
Bucaramanga y Cundinamarca.

TUNJA¢#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.4
TUNJA(config)#ip dhcp excluded-address 172.31.0.65172.31.0.68
TUNJA(config)#ip dhcp excluded-address 172.31.1.65172.31.1.68
TUNJA(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.4
TUNJA(config)#ip dhcp pool vlan10B
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool vian30B
TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool vian20C
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool vian30C
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dns-server 172.31.2.27

Router Bucaramanga

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#line console O
BUCARAMANGA(config-line)#login block-for 10 attempts 5 within 60
BUCARAMANGA(config)#int g0/0.10
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#int g0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#end

Router Cundinamarca

Username: admin
Password:
CUNDINAMARCA>en
Password:
CUNDINAMARCA#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int g0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#int g0/0.30
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#end

Phwsical Config Desktop Programming Attributes

(@) DHCP () static

IP Address 172.31.0.69
Subnet Mask 255.255 255,192
Default Gateway 172.31.0.685
DMNS Server 17T2.31.2.27

IPwS Configuration

) DHCP () Auto Config (@) Static

IPuwS Address [ |«

Link Local Address | FEES0::2D0:FFFF:FEES:C3.48

IPwS Gateway |

IPvE DNS Server [

B02. 12X

[ use 802.1X Security

Awuthentication MDS -
Username

Passwword

Phy=ical Config Deskiop Programming Attributes

(@) DHCP () Static &2

IP Address 172.31.0.5
Subnet Mask 255.255.255.192
Default Gatewaw 172.31.0.1

DMNS Server 1F2.31.2.2F

IPvE Configuration

() DHCP () Auto Config (@) Static

IPvE Address [ | o]

Link Local Address | FE20::ZD0:BAFF - FESC: TSE4

IPwS Gateway |

IPvS DNS Server [

B02. 12X

[ ] use 802.1X Security

Awuthentication MDS -
Username

Password
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Subnet Mask
Default Gateway
DNS Server

IPvE Configuration
() DHCP

IPvS Address

Link Local Address
IPvE Gateway

IPwE DNS Server
B8021X

[1 use 802.1X Security
Authentication
Username

Password

() Auto Cenfig

Phy=ical Config Desktop Programming Attributes
(®) DHCP () Static
IP Address 172.31.1.69

255.255.255.192
172.31.1.65

172.31.227

(@) Static

I | 4]

| FE&0::203:E4FF:FE13:DFE1

MD5S

] Top

Physical Config Desktop Programming Attributes
(® DHCP ) Static
IP Address 172.31.1.5

Subnet Mask
Default Gateway
DNS Server

IPw5 Configuration
() DHCP

IPwE Address

Link Local Address
IPwvE Gatewray

IPwE DMS Server
a021x

[ use 802.1X Security
Authentication
Username

Password

() Auto Config

255.255.255.192
172.31.1.1

172.31.237F

(@) Static

I | 1]

| FEBD::260:5CFF FEBS:1E3A

MDS

[ 7op
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3. El web server debera tener NAT estatico y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

Router Tunja

Username: admin

Password:

TUNJA>en

Password:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip nat inside source static 172.31.2.27 209.165.220.10
TUNJA(config)#ip access-list standard NAT-ACL
TUNJA(config-std-nacl)#permit 172.31.0.0 0.0.255.255
TUNJA(config-std-nacl)#ip nat inside source list NAT-ACL interface g0/1 overload
TUNJA(config)#int g0/1

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#int g0/0.1

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int g0/0.20

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int g0/0.30

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int s0/0/0

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

TUNJA(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.5
TUNJA(config)#router ospf 1

TUNJA(config-router)#default-i nformation originate
TUNJA(config-router)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

TUNJA#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

43



El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.165.220.5 to network 0.0.0.0

172.3.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.3.2.8/29 is directly connected, GigabitEthernet0/0.1

L 172.3.2.9/32 is directly connected, GigabitEthernet0/0.1
172.31.0.0/16 is variably subnetted, 15 subnets, 4 masks

O 172.31.0.0/26 [110/65] via 172.31.2.34, 01:34:01, Serial0/0/0
0O 172.31.0.64/26 [110/65] via 172.31.2.34, 01:34:01, Serial0/0/0
C 172.31.0.128/26 is directly connected, GigabitEthernet0/0.20
L 172.31.0.129/32 is directly connected, GigabitEthernet0/0.20
C 172.31.0.192/26 is directly connected, GigabitEthernet0/0.30
L 172.31.0.193/32 is directly connected, GigabitEthernet0/0.30
0 172.31.1.0/26 [110/65] via 172.31.2.38, 01:26:24, Serial0/0/1
0 172.31.1.64/26 [110/65] via 172.31.2.38, 01:26:24, Serial0/0/1
0 172.31.2.0/29 [110/65] via 172.31.2.34, 01:34:01, Serial0/0/0
0 172.31.2.8/29 [110/65] via 172.31.2.38, 01:26:24, Serial0/0/1
0 172.31.2.24/29 [110/65] via 172.31.2.38, 01:26:24, Serial0/0/1
C 172.31.2.32/30 is directly connected, Serial0/0/0

L 172.31.2.33/32 is directly connected, Serial0/0/0

C 172.31.2.36/30 is directly connected, Serial0/0/1

L 172.31.2.37/32 is directly connected, Serial0/0/1
209.165.220.0/24 is variably subnetted, 2 subnets, 2 masks

C 209.165.220.0/24 is directly connected, GigabitEthernet0/1

L 209.165.220.1/32 is directly connected, GigabitEthernet0/1

S* 0.0.0.0/0 [1/0] via 209.165.220.5

Router Bucaramanga

BUCARAMANGA#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.33 to network 0.0.0.0
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172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8/29 [110/65] via 172.31.2.33, 01:37:52, Serial0/0/0
172.31.0.0/16 is variably subnetted, 15 subnets, 4 masks

C 172.31.0.0/26 is directly connected, GigabitEthernet0/0.10

L 172.31.0.1/32 is directly connected, GigabitEthernet0/0.10

C 172.31.0.64/26 is directly connected, GigabitEthernet0/0.30

L 172.31.0.65/32 is directly connected, GigabitEthernet0/0.30

0 172.31.0.128/26 [110/65] via 172.31.2.33, 01:37:52, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.33, 01:37:52, Serial0/0/0
0 172.31.1.0/26 [110/129] via 172.31.2.33, 01:30:06, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 01:30:06, Serial0/0/0
C 172.31.2.0/29 is directly connected, GigabitEthernet0/0.1

L 172.31.2.1/32 is directly connected, GigabitEthernet0/0.1

0 172.31.2.8/29 [110/129] via 172.31.2.33, 01:30:06, Serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 01:30:06, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

L 172.31.2.34/32 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 01:30:56, Serial0/0/0
O*E2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:04:43, Serial0/0/0

Router Cundinarmaca

CUNDINAMARCA#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.37 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8/29 [110/65] via 172.31.2.37, 01:32:40, Serial0/0/0
172.31.0.0/16 is variably subnetted, 16 subnets, 4 masks

0 172.31.0.0/26 [110/129] via 172.31.2.37, 01:32:40, Serial0/0/0
0 172.31.0.64/26 [110/129] via 172.31.2.37, 01:32:40, Serial0/0/0
0 172.31.0.128/26 [110/65] via 172.31.2.37, 01:32:40, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.37, 01:32:40, Serial0/0/0
C 172.31.1.0/26 is directly connected, GigabitEthernet0/0.30

L 172.31.1.1/32 is directly connected, GigabitEthernet0/0.30

C 172.31.1.64/26 is directly connected, GigabitEthernet0/0.20

L 172.31.1.65/32 is directly connected, GigabitEthernet0/0.20

0 172.31.2.0/29 [110/129] via 172.31.2.37, 01:32:40, Serial0/0/0
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C 172.31.2.8/29 is directly connected, GigabitEthernet0/0.1

L 172.31.2.9/32 is directly connected, GigabitEthernet0/0.1

C 172.31.2.24/29 is directly connected, GigabitEthernet0/0.88

L 172.31.2.25/32 is directly connected, GigabitEthernet0/0.88

0 172.31.2.32/30 [110/128] via 172.31.2.37, 01:32:40, Serial0/0/0
C 172.31.2.36/30 is directly connected, Serial0/0/0

L 172.31.2.38/32 is directly connected, Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:07:10, Serial0/0/0

4. El enrutamiento deberé tener autenticacion.

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#int s0/0/0

BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
BUCARAMANGA(config-if)#

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int s0/0/0

CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
CUNDINAMARCA(config-if)#exit

CUNDINAMARCA (config)#

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#int sO/0/0

TUNJA(config-if)#ip ospf authentication message-digest

TUNJA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#

02:42:15: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
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® PCO

Physical Config

Programming Aftributes

Com

Ping statistics
E - 8 ent = 4,
Approximate round trip ti

Approximate round trip ti
Minimm = 1lms, Maximmm

d‘&

PC5

Phy=ical Config Programming Attributes

Approximate round trip times inm milli-se

Minimim = 1ms, Maximum = 1lms,

-
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Ly WEB EXTERIOR =
Physical Config Services Desktop Programming Aftributes
|

Command Prompt
Command Line 1.0

with 32 bytes of

Ping statistiecs for

Packets: ! =

5. Listas de control de acceso:

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a
lared interna de Tunja.

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 151 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 151 permit ip any any
CUNDINAMARCA(config)#int g0/0.20

CUNDINAMARCA(config-subif)#ip access-group 151 in
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%

PC4
Physical Config Desktop Programming Attributes.
I

Command Prompt

Approximeste round trip
Minimmm = 1lms, Maximum = l1lms,

v from I 1.: unreachable .
ply from -1 -io unreachable.
v from 21 -io unreachable .
v from 1.: Jesti -io unreachable.

Ping sta
Packets: Sent = 4, a, oSt 4 (100% loss),

e Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la
red interna de Tunja.

CUNDINAMARCA(config-subif)#access-list 152 permit ip 172.31.1.0 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 152 deny ip any any
CUNDINAMARCA(config)#int g0/0.30

CUNDINAMARCA(config-subif)#ip access-group 152 in
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® PC3 =
Physical Config Desktop Programming Attributes
I

Command Prompt

Pinging 172 0_.131 with 3

Ping statistics for 1

Ping statistica for 2
Packets Sent = 4,

Approximste ¥
Minimm = 0ms, Maximim = 0ms, Averaqg

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 151 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 80

TUNJA(config)#access-list 151 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 21

TUNJA(config)#int g0/0.30

TUNJA(config-subif)#ip access-group 151 in

50



® PC3

Physical Config

Programming Attributes

mmand Prem

Connected to
220- W

rnams is

— Username ok,

[ Top
L PC3
Physical Config top Programming Aftributes.
= = URL |hitp:#209.165.220.5 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. NMind
Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarcay VLAN 10 de Bucaramanga.

TUNJA(config-subif)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63

TUNJA(config)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
TUNJA(config)#int g0/0.20

TUNJA(config-subif)#ip access-group 152 in

TUNJA(config-subif)#

B2 PC2 =
Physical Config Desktop Programming Aftributes
I

Command Prompt

Pinging 1 -89 with 32 bytes of data:

C:\»ping 172_31_0.5

Pinging 172_.31_.0.5 with 32 bytes of data:

Minimm = 1lma, Maximim = Zms,
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L2 PC2
Physical Config Desktop Programming Attributes
I

Command Prompt

Minimim = 1lms, Maximum = Zms,
Czh>ping 172.31.0.85
Pinging 17Z.321.0.6% with 3Z bytes of
nation host
nation host
nation host unreachab

1y from host unreachable.

Ping statistics for 17
Packets: Sent = 4, a, 4 (100% loss),

Czh>ping 172

Pinging 17

tination host
tination host
ination host
tination host

Ping statistics for
Packets: Sent = 4,

e Los hostsde VLAN 30 de Bucaramanga acceden ainternet y acualquier
equipo de VLAN 10.

BUCARAMANGA(config)#access-list 151 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

BUCARAMANGA(config)#int g0/0.30

BUCARAMANGA(config-subif)#ip access-group 151 in
BUCARAMANGA(config-subif)#
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W PC1

Physical Config Desklop Programming
——

Command Prompt

Attributes

5 with 32 bytes of data:

d trip time
, Maximuim = llms,

C:\>ping 172.31.0.131

Pinging 172.31.0.131 with 32 bytes of data:

Destination

ly from

Ping statistics for 17

Packets: Sent = 4,

host
host
host
host

0, Lost = 4

unreachable.

(100% loss),

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de
Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.

BUCARAMANGA(config-subif)#access-list 152 permit

172.31.1.64 0.0.0.63
BUCARAMANGA(config)#

BUCARAMANGA(config)#access-list

172.31.0.128 0.0.0.63

BUCARAMANGA(config)#int g0/0.10

BUCARAMANGA(config-subif)#ip access-group 152 in

BUCARAMANGA(config-subif)#

152
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Physical Config Programming Attributes

with

byt

- byte
byt

: byte:

Ping statisti
Packets: Sent =
Approximste round trip me 2
Minimam 3ms, Maximum =

ping 1

Pinging 1

imate round trip times in milli
Minimim = 1lms, Maximum = 1llms,

Phy=ical Config Programming Attributes

Command
Fping 1
Pinging 17 -0 with

by

B . - = Lost
Approximate round trip times in milli-

Minimum = lms, Maximm = 1lms,
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e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

BUCARAMANGA(config-subif)#access-list 153 deny ip 172.31.2.0 0.0.0.7
172.31.0.0 0.0.0.63

BUCARAMANGA(config)#access-list 153 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 153 permit ip any any
BUCARAMANGA(config)#int g0/0.10

BUCARAMANGA(config-subif)#ip access-group 153 out
BUCARAMANGA(config-subif)#

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 153 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 153 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 153 permit ip any any

TUNJA(config)#int g0/0.20

TUNJA(config-subif)#ip access-group 153 out

TUNJA(config-subif)#

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 permit ip any any
CUNDINAMARCA(config)#int g0/0.20

CUNDINAMARCA(config-subif)#ip access-group 153 out
CUNDINAMARCA(config-subif)#
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Physical Config Desktop Programming Attributes
I

Ping statistics
Packets: Sent i e 4

’
Approximate round trip times in milli-seco
Minimum = lms, Maximum = 1lms, Ave

th>ping

Pinging

loss),

Physical Config D

Command Prompt

Programming Attributes

timation host unreachable
timation host unreachakh
timation host unreachable
tination host unreachab

Ping statistdi
Packets:

Fping 1

Pinging

tination host unreachasble.
tination host unreachabl
tination host unreachab
tination host unreachable
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I

Command Prompt

Minimim = 1lms,

Czywsping 209.1&5

Ping statist
Packets: Sent 4, a, 4 (100% loss),

e Solo los hosts de las VLAN administrativas y de la VLAN de servidores
tienen accedo a los routers e internet.

BUCARAMANGA(config)#access-list 9 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 9 permit 172.31.2.8 0.0.0.7
BUCARAMANGA(config)#line vty 0 4
BUCARAMANGA(config-line)#access-class 9 in

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 9 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 9 permit 172.31.2.8 0.0.0.7
TUNJA(config)#line vty 0 4

TUNJA(config-line)#access-class 9 in

TUNJA(config-line)#
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CUNDINAMARCA(config-subif)#access-list 9 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 9 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 4
CUNDINAMARCA(config-line)#access-class 9 in
CUNDINAMARCA(config-line)#

Physical Config CLI Attributes
.|

|05 Command Line Interface

User Access Verification

Username: admin

Password:

CUNDINAMRRCE >en

Password:

Password:

CUNDIMAMROCREtelnet 172.31.Z2.5
Trying 172.31.2.% .. _Open

BCCESO NO RUTORIZADD !

User Access Verification

Username: admin
Password:
CUNDINAMRRCE >en
Password:
CUNDINAMRRCRfexit

[Connection to 1T72.31.2.% closed by foreign host]
CIUNDINAMBRCRE

Ctri+F§ to exit CLI focus

L] ®op
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Physical Config CL Attributes
I

105 Command Line Interface

User Access Verification

Username: admin

Password:

CUNDINAMBRCA>en

Dassword:

CUNDINAMARCREtelnet 172.31.2.9
Trying 172.31.2.% .. _Open

ACCESC NO RAUTORIZADD !

User Access Verification

Username: adminUsername:
Dassword:
CUNDINAMRRCE>exit

[Connection to 172.31.2.% closed by foreign host]
CUNDINAMARCAEE b

Ctri+Fé to exit CLI focus Copy Paste

6. VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.

BUCARAMANGA(config-if)#router ospf 1
BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA(config-router)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#
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00:25:02: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

CUNDINAMARCA(config-router)#end

TUNJA(config-if)#router ospf 1

TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area 0
TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area O
TUNJA(config-router)#network 172.31.0.192 0.0.0.63 area O
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area 0
TUNJA(config-router)#

00:19:40: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area 0
TUNJA(config-router)#end
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Conclusioén

Mediante la prueba de habilidades practicas CCNA, se logr6 demostrar los
conocimientos adquiridos durante el proceso del diplomado cisco, lo mas importante
es que se logré adquirir la destrezas necesarias al momento que utilizamos cada
una de configuracion.

En el desarrollo de esta actividad nos llevd mucho ya que embargan grandes
cuestiones como la conectividad de los dispositivos, la verificacion de los saltos y
destinos en concreto.

Cada escenario expuesto fue desarrollado en la herramienta packet tracer,
utilizando comandos para la configuraciones béasicas y las configuraciones de red
implementada en estos escenarios.

Para concluir es muy importante que a la vez con este desarrollo de esta préactica
se ve el reflejado el objetivo logrado, el cual era la solucion de los escenarios y la
habilidad adquirida a partir de este proceso del diplomado.
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