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RESUMEN

El presente trabajo es un desarrollo de habilidades practicas que trata sobre la
puesta en marcha de nuestros conocimientos frente a las redes de
telecomunicaciones, basandonos en los modulos de cisco en los que se recopilo
informacion tedrica necesaria, el cual nos permite realizar un buen diagnéstico y
comprensién del desarrollo de actividades sobre los requerimientos propuestos.

Asi mismo este trabajo final concierne a la prueba de habilidades practicas del
Diplomado de Profundizacion Cisco, cursado en la Universidad Nacional Abierta y
a Distancia en convenio con la plataforma de Cisco.



ABSTRACT

This document is a development of practical skills that deals with the implementation
of our knowledge in front of telecommunications networks, based on cisco modules
in which necessary theoretical information is collected which allows us to make a
good diagnosis and understanding of the development of activities on the proposed
requirements.

Likewise, this final concierge work to the practical skills test of the Cisco Deepening
Diploma, studied at Universidad Nacional Abierta y a Distancia in agreement with
the Cisco platform.
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0. INTRODUCCION

En la actualidad las empresas de telecomunicaciones requieren de actualizaciones
tecnologicas y estructurales para sus areas e inclusive ciudades. Es por ello que
para este trabajo se aplican conocimientos adquiridos en el diplomado de
profundizacién CCNA, en el cual a través de la prueba de habilidades practicas nos
permite desarrollar la implementacion de una red WAN/LAN en la que podemos
realizar desde configuraciones bésicas, enrutamientos a través de protocolos como
OSPFv3y EIGRP, asi mismo ACL que nos permite el acceso de trafico para algunas
redes, y asi mismo para denegar.

Por lo tanto el desarrollo del presente trabajo nos permitira fortalecer nuestros
conocimientos y habilidades para futuros desarrollos en ambientes reales.



1. OBJETIVOS GENERALES

El objetivo principal de este trabajo es desarrollar la implementacion de dos
escenarios de red a nivel WAN/LAN, cumpliendo los requerimientos suministrados
en la prueba de habilidades préacticas del CCNA, enfocado en habilidades de
destreza para el aprendizaje personal y profesional.



2. OBJETIVOS ESPECIFICOS

Incluir en el desarrollo de la red configuraciones basicas para cada uno de
los equipos como Router y Switch.

Identificar posibles errores en la red y dar solucibn a través de
Troubleshooting para obtener un mejor funcionamiento en la red.

Permitir escalabilidad de la red sobre el escenario 1, para redes futuras.
Comprobar el funcionamiento correcto en cada uno de los escenarios
propuestos a través de trazas y pruebas ICMP.



3. DESCRIPCION DE ESCENARIO 1

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medelliny
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

: Servidor
we 1 3
20 host
_ ~
s, 20 host / R2 20 host .
;l'—d‘t | ‘ .
gos R3

R1
Figura 1. Escenario 1



4. ASIGNACION DE LOS NOMBRES

Se asignan respectivos nombres a los Routers de acuerdo a las sedes
estipuladas.

Router Medellin

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname MEDELLIN

MEDELLIN (config) #do wr

Building configuration...

[OK]

MEDELLIN (config) #end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN#

Router Bogota

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hosthame BOGOTA

BOGOTA (config) #do wr

Building configuration...

[OK]

BOGOTA(config)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA#



Router Cali

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CALI

CALI(config)#do wr

Building configuration...

[OK]

CALI(config)#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console

CALI#



5. ASIGNACION DE CLAVES DE SEGURIDAD

Se procede a realizar asignacion de contrasefias para los router Medellin, Bogota y
Cali, de esta manera; para enable cisco y para la linea de consola class.

Se usan los siguientes comandos

Router Medellin

MEDELLIN>enable

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#enable password cisco
MEDELLIN(config)#line console 0
MEDELLIN(config-line)#password class
MEDELLIN(config-line)#login

MEDELLIN(config-line)#do wr

Building configuration...

[OK]

MEDELLIN(config-line)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN#

Router Bogota

BOGOTA>enable

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#enable password cisco
BOGOTA(config)#line console 0
BOGOTA(config-line)#password class
BOGOTA(config-line)#login

BOGOTA(config-line)#do wr

Building configuration...

[OK]

BOGOTA(config-line)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console



Router Cali

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#enable password cisco

CALI(config)#line console O

CALI(config-line)#password class

CALI(config-line)#login

CALI(config-line)#

CALI(config-line)#do wr

Building configuration...

[OK]

CALI(config-line)#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console

CALI#



6. CONEXIONES FISICAS PARA LA TOPOLOGIA DE RED
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Figura 2. Topologia para el escenario 1



7. CONFIGURACION DE LA TOPOLOGIA DE RED

En este espacio damos como inicio al proceso de Subneting para las redes del
escenario 1, en el que se debe dividir la red creando una segmentacion en ocho
partes, para permitir crecimiento futuro de la red corporativa.

7.1 SUBNETING PARA 8 SEGMENTOS DE RED

DIRECCION MASCARA HOST BROADCAST
UTILIZABLES

192.168.1.0 /27 | 255.255.255.224 | 192.168.1.1 — 192.168.1.31
192.168.1.30

192.168.1.32 /27 | 255.255.255.224 | 192.168.1.33 — 192.168.1.63
192.168.1.62

192.168.1.64 /27 | 255.255.255.224 | 192.168.1.65 — 192.168.1.95
192.168.1.94

192.168.1.96 /27 | 255.255.255.224 | 192.168.1.97 — 192.168.1.127

192.168.1.126

192.168.1.128 /27

255.255.255.224

192.168.1.129 —
192.168.1.158

192.168.1.159

192.168.1.160 /27

255.255.255.224

192.168.1.161 —
192.168.1.190

192.168.1.191

192.168.1.192 /27

255.255.255.224

192.168.1.193 —
192.168.1.222

192.168.1.223




192.168.1.224 /27

255.255.255.224

192.168.1.225 —
192.168.1.254

192.168.1.255

Tabla 1. Segmentos de red

A continuacion se completara la siguiente tabla con la configuracién basica de los
router, teniendo en cuenta las subredes disefiadas anteriormente.

8. TABLA DE DIRECCIONAMIENTO DE RED

R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI
Direccion de Ip en interfaz
Serial 0/0 192.168.1.99 | 192.168.1.98 | 192.168.1.131

Direccion de Ip en interfaz

Serial 0/1 192.168.1.162 | 192.168.1.130 | 192.168.1.194
Direccion de Ip en interfaz FA
0/0 192.168.1.33 192.168.1.1 192.168.1.65
Protocolo de enrutamiento EIGRP EIGRP EIGRP
Sistema Auténomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

Tabla 2. Direccionamiento de red escenario 1.
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9. CONFIGURACION DE LOS ROUTER

Router Medellin

Se realiza configuracion para las interfaces serial 0/0/0, serial 0/0/1 y Fastethernet
0/0 sobre el router de Medellin

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#interface serial 0/0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN(config-if)#interface serial 0/0/1
MEDELLIN(config-if)#ip address 192.168.1.162 255.255.255.224
MEDELLIN(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN(config-if)#interface Fa0/1

MEDELLIN(config-if)#no ip address
MEDELLIN(config-if)#interface giga0/0

MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-if)#no shu

MEDELLIN(config-if)y#no shutdown

MEDELLIN(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
MEDELLIN(config-if)#do wr

Building configuration...

[OK]

MEDELLIN(config-if)#

Router Bogota

Se realiza configuracion para las interfaces serial 0/0/0, serial 0/0/1 y Fastethernet
0/0 sobre el router de Bogota

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#interface serial 0/0/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)y#no shutdown

12



BOGOTA(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

BOGOTA(config-if)#interface serial 0/0/

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA(config-if)#interface g0/1

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to up

BOGOTA(config-if)#do wr

Building configuration...

[OK]

BOGOTA(config-if)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console

Router Cali

Se realiza configuracion para las interfaces serial 0/0/0, serial 0/0/1 y Fastethernet
0/0 sobre el router de Cali

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#interface serial 0/0/0

CALI(config-if)#ip address 192.168.1.131 255.255.255.224
CALI(config-ify#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
CALI(config-if)#

13



%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

CALI(config-if)y#interface serial0/0/1

CALI(config-if)#ip address 192.168.1.194 255.255.255.224
CALI(config-ify#no shu

CALI(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
CALI(config-if)#

CALI(config-if)y#interface g0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224
CALI(config-if)y#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
CALI(config-ify#do wr

Building configuration...

[OK]

CALI(config-ify#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console

14



10.VERIFICACION DE LA TABLA DE ENRUTAMIENTO PARA CADA
ROUTER

Se procede a verificar la tabla de enrutamiento sobre cada uno de los equipos de
las sedes: Medellin, Cali y Bogota.

MEDELLIN

Show ip route

MEDELLIN#show ip route
Codes: L - local, € - connected, 5 - static, B - RIP, H - mob
BEE
0L — EIGRP, E¥X - EIGRP external, © - OS5PF, I& - O5FF in
N1l - O5PF NS554 extermal type 1, N2 — O5PF NSS5L externa
El - {O5PF external type 1, E2 - OS5PF external type 2,
i - I5-I5, L1 - I5-I5 lewel-1, LZ - I5-I5 lewel-2, ia
inter area
¥ — pcandidate default, U - per-user static route, o -
P - periodic downloaded static route

Fateway of last resort is not set

152 _.162.1.0/24 is wariably subnetted, 2 subnets, 2 masks

c 152 1€8.1.5%&/27 is directly connected, Serial0ys0/0
L 152 . 168.1.595/32 is directly connected, Serial0y/0/0
MEDELLINS

Figura 3. Tabla de enrutamiento router Medellin
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BOGOTA

Show ip route

BOZOTA#show ip route
Codes: L - local, C - connected, 5 - static, B - RIF, M - mobile,
BEE
0 — EIGRF, EX - EIGRF external, & - O5FF, I& - OS5PF inter
N1l - OQ5PF N55L external type 1, N2 — O5PF HS55R external ty
El - O5PF external type 1, EX - OSPF external type 2, E -
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-2Z, ia - If
inter area
¥ — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is not set

152 .1€8.1.0/24 is wariably subnetted, © subnets, 2 masks

c 152.168.1.0/27 is directly connected, GigabitEthernetid/1
L 152 _.168.1.1/32 is directly connected, GigabitEthernetld/1l
c 152 _168_.1_5%&/27 is directly connected, Serialds0/0

L 152 .168.1.5%8/32 is directly connected, Seriald/0/0

c 152.1€68.1.1258/27 is directly connected, Seriald/s 0,1

L 152 _.1628.1.130/32 is directly connected, Serialld/0/1
BOZOTREE

Figura 4. Tabla de enrutamiento router Bogota

CALI

Show ip route

CaLIfshow ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M — mol
BEP
0 - EIGRP, EX - EIGRP external, O - OSPF, IL - OS5PF i1
N1l - QSPF NS55X external type 1, W2 - OSPF NS55R extern
El - OSPF external type 1, E2 - QO5FF external type 2,
i - I5-I5, L1 - I5-IS lewvel-1l, L2 - I5-I5 lewel-2, ia
inter area
¥ - rcandidate default, U - per—-user static route, o —
P - periodic downloaded static route

Zateway of last resort is not set

152 .1€8.1.0/24 is wariably subnetted, 2 subnets, 2 mask

c 192.1€8.1.128/27 is directly connected, Serialld/s0/0
L 192.1€8.1.131/32 is directly connected, Serialld/s0/0
CALI#

Figura 5. Tabla de enrutamiento router Cali
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11.DIAGNOSTICO DE VECINDAD BAJO EL PROTOCOLO CDP

El diagnostico se realiz6 bajo el comando CDP el cual nos permite obtener
informacion del router y de su vecindad que estén conectados localmente. Para ello
se procede con la activacion del comando sobre los router: Medellin, Bogota y Cali

Router Medellin

MEDELLIN(config)#cdp run
MEDELLIN(config)#do wr
Building configuration...

[OK]

MEDELLIN(config)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#

MEDELLINE sh cdp nei
Capability Codes: B - RBouter, T — Trans Bridge, B — Source Houte Bridge
5 - SBwitch, H - Host, I - IGMP, r - Repeater, P — Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
Switch Gig 071 133 5 2560 Fas 072
BOGOTR Ser 0/0/0 170 =] Cl=00 Ser 05070
MEDELLINE|

Figura 6. Vecindad en el router Medellin a través de CDP

Router Bogota

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#cdp run

BOGOTA(config)#do wr

Building configuration...

[OK]

BOGOTA(config)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by
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BOGOTA#show cdp neighbor
Capability Codes: B - Bouter, T - Trans Bridge, B - Source Boute Bridge
5 - Switch, H - Host, I - IGMP, r - BRepeater, P - Phone

Device ID Local Intrfce Holdtme Capability FPlatform Port ID
Switch GFig O0/1 140 5 Z9&0 Fas 0/2
CALIT Ser 07071 140 =) C1s00 Ser 0/0/70
MEDELLIN Ser 05070 140 =) 1500 Ser 05070
BOGOTRE

Figura 7. Vecindad en el router Bogota a través de CDP

Router Cali

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#cdp run

CALI(config)#do wr

Building configuration...

[OK]

CALI(config)#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console

CALI#

CALI#show cdp neighbor
Capability Codes: B - Bouter, T — Trans Bridge, B - Source Boute Bridge
5 - Bwitch, H - Host, I - IGMF, r - Bepeater, P - Fhone

Device ID Local Intrfce Holdtme Capability Platform Port ID
BOGOTR Ser 0/0/0 187 =) Cla00 Ser 0/0/1
CALIg

Figura 8. Vecindad en el router Cali a través de CDP
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12.PRUEBAS DE CONECTIVIDAD DESDE CADA TRAMO BAJO EL
COMANDO PING

Realizamos prueba ICMP desde la WAN del router Bogota a la WAN del router
Medellin, para comprobar conectividad en las configuraciones realizadas sobre
cada tramo.

PRUEBA DE PING DESDE BOGOTA A MEDELLIN

BOZOTRAfping 152 .1c2.1 .58

Iype escape seguence to alkort.
Sending 5, 100-byte ICHMP Echos to 15%2_1682_.1_5%8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 2/12/52 ms

Figura 9. Prueba de ping a sede Medellin

PRUEBA DE PING DESDE MEDELLIN A BOGOTA

MEDELLIN#ping 152 _1€3.1.9%

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 152_.162.1.%5%%, timeout is 2 seconc

Success rate is 100 percent (5/5), round-trip min/favg/max = 2/7/25

HEDELLIN$

Figura 10. Prueba de ping a sede Bogota

19



PRUEBA DE PING DESDE BOGOTA A CALI

BOZOTAgping 152 .1e8.1.131

Type escape seguence to abort.
Sending 5, 100-byte ICHMF Echos to 15%2.1€2.1.131, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/2 ms

BOFOTREE

Figura 11. Prueba de ping a sede Cali

PRUEBA DE PING DESDE CALI A BOGOTA

CRLIgping 152.1€8.1.130

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 15%2.1€2.1.130, timeout is 2
seconds :

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/8/32 ms

Figura 12. Prueba de ping a sede Bogota
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13. CONFIGURACION DE ENRUTAMIENTO

Realizamos la configuracion de enrutamiento en las redes bajo el protocolo EIGRP
acompafado del sistema auténomo 200, esta configuracion se realiza para cada
una de las sedes; Medellin, Bogota y Cali.

Para este enrutamiento usamos el protocolo EIGRP el cual mantiene el algoritmo
vector distancia y la informacion de la métrica original del protocolo IGRP.

Asi mismo este protocolo es de transporte fiable ya que este garantiza la entrega
correcta y ordenada de informacion, manteniendo las actualizaciones que se
generen en la tabla de enrutamiento.

Para realizar la configuracion sobre cada uno de los router de las sedes
mencionadas se realizo el siguiente procedimiento:

MEDELLIN(config)#router eigrp 200
MEDELLINconfig-router)#network 192.168.1.99 0.0.0.224

ENRUTAMIENTO EIGRP ROUTER MEDELLIN

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#router eigrp 200
MEDELLIN(config-router)#no auto-summary
MEDELLIN(config-router)#network 192.168.1.33 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.99 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.162 0.0.0.31
MEDELLIN(config-router)#do wr

Building configuration...

[OK]

MEDELLIN(config-router)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN

ENRUTAMIENTO EIGRP ROUTER BOGOTA

21



BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router eigrp 200

BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#network 192.168.1.1 0.0.0.31
BOGOTA(config-router)#network 192.168.1.98 0.0.0.31
BOGOTA(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.99 (Serial0/0/0) is
up: new adjacency

BOGOTA(config-router)#network 192.168.1.130 0.0.0.31
BOGOTA(config-router)#do wr

Building configuration...

[OK]

BOGOTA(config-router)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#

ENRUTAMIENTO EIGRP ROUTER CALI

CALlI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#router eigrp 200

CALI(config-router)#no auto-summary
CALI(config-router)#network 192.168.1.65 0.0.0.31
CALI(config-router)#network 192.168.1.131 0.0.0.31
CALI(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0/0) is
up: new adjacency

CALI(config-router)#network 192.168.1.194 0.0.0.31
CALI(config-router)#do wr

Building configuration...

[OK]

CALI(config-router)#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console
CALI#
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VERIFICACION DE VECINDAD EN LOS ROUTER CON EIGRP
Se us6 el comando show ip eigrp neighbors para conocer la vecindad en las sedes

Bogota, Medellin desde Cali y viceversa. Este comando permite verificar el
enrutamiento realizado de manera adecuada.

MEDELLIN

MEDELLIN#show ip eigrp neighbors
IP-EIGEFPF neighbors for process 200

H Rddress Interface Hold Uptime SRIT BTO o Seqg

(sec) {ms) Cnt Hum
a 152 _.1€8.1.58 Sed/ 070 11 00:1€:35 40 laoaa @ 5
MEDELLINg

Figura 13. Tabla de enrutamiento Medellin

BOGOTA

BOGOTAfshow ip eigrp neighbors

IPF-EIGRF neighbors for process 200

H Lddress Interface Hold Uptime SRETIT RTO Q Seqg
isec) {ms) Cnt Hum

o 152 . 1e8.1.593 Sedys0rs0 13 00:24:07 40 laoo 7

1 l92.1e8.1.131 Sed/s0r1 12 00:14:13 40 laoo o ]

BOCOTAZ

Figura 14. Tabla de enrutamiento Bogota

CALI
CALIg#show ip eigrp neighbors
IP-EIGRP neighbors for process 200
H Zddress Interface Hold Uptime SRIT BRTO o Seg
(sec) {ms) Cnt Hum
a 152 . 1€3.1.130 Sedysos0 13 00:14:52 40 laoo  a [
CALT#

Figura 15. Tabla de enrutamiento Cali
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14.VERIFICACION DE RUTAS ESTABLECIDAS EN LOS ROUTER

Bajo el enrutamiento realizado con el protocolo EIGRP, en este espacio se
verificaran las rutas establecidas en los router de las sedes Medellin, Bogota y Cali.

Para ello se usé el comando show ip route

TABLA DE ENRUTAMIENTO MEDELLIN

MEDELLINgshow ip route
Codes: L - local, € - connected, 5 - static, B — RIP, M - mokile, B - BGP
D - EIGRF, EX - EIGRP external, © - O5PF, IR - {O5PF inter area
N1 - OS5PF NS55R external type 1, N2 - O5PF N55L external type 2
El - OS5PF external type 1, EZ - O5PF external type Z, E - EGF
i - I5-I5, L1 - I5-I5 lewvel-1l, L2 - IS5-IS5 lewel-2, ia - I5-I5 inter area
¥ - pandidate default, U - per-user static route, o — QDR
P - pericdic downloaded static route

Fateway of last resort is not set

152 .168.1.0/24 is wariably subnetted, 5 subnets, 2 masks
l92.1e8.1.0,/27 [90,/217241€] wia 192.1€8.1.53, 00:31:2%, Seriald/ 0,0
152 .1€8.1.€4,27 [90/268441€] wia 15%2.1€8.1.%8, 00:21:35, Seriald/s0 /0
152162 .1 _.59&/27 is directly connected, Seriall/ 0,0
152 _.168.1.55%/32 is directly connected, Serial0y/0/0
laz.1le8.1.128/27 [S0/268185€] wia 159%2.1€8.1.538, 00:31:1%, Serialds0/0

L= i I = =

1
1
1
1

MENELL.THE

Figura 16. Tabla de enrutamiento Medellin
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TABLA DE ENRUTAMIENTO BOGOTA

BOGOTAfshow ip route
Codes: L - local, € - connected, 5 - static, B - RIP, H - mobile, B - BGP
I - EIGRP, EX - EIGRP external, O — O05FPF, IA - OS5PF inter area
N1 - OSPF NS554 extermal type 1, M2 - O5PF NS55R external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E — EGP
i - Is5-I5, Ll - I5-I5 lewvel-l, L2 - I5-I5 lewvel-2, ia - IS-IS
inter area
¥ - pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is not set

152 _.162.1.0/24 is wariabkly subnetted, 7 subnets, 2 masks

c 152 _.168.1.0/27 is directly connected, GigabitEthernetl/1l
L 152.1628.1.1/32 is directly connected, GigabitEthernetl/1l
D 132.168.1.64/27 [50/217241€] wia 15%2.1€5_.1.131, 00:30:14,
Seriald/O /1

c 152 _.168.1.5%&/27 is directly connected, Seriald/ 070

L 152 _.168.1.598/32 is directly connected, Seriald/s0/0

c 152 .162.1.128/27 is directly connected, Serialds0/1

L 152.168.1.130/32 is directly connected, Seriald/s0/1

BOGOTRER

Figura 17. Tabla de enrutamiento Bogota
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TABLA DE ENRUTAMIENTO CALI

CALI¢show ip route
Codes: L - local, € - connected, 5 - static, B - RIP, M — mokile, B - BGP
D - EIGRP, EX - EIGRP external, & - O5PF, IR - O5PF inter area
N1 - OS5PF NS55L extermal type 1, N2 - O5PF NS5R external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - IS5-I5 lewvel-Z, ia - IS5-IS5 inter
area
¥ - pandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort is not set

152 .168.1.0/24 is wariably subnetted, € subnets, 2 masks

D 152 .1e8.1.0,/27 [S0/217241€] wia 15%2.168.1.130, 00:32:40, Seriald/0/0
c 152 . 1€28.1.64/27 is directly connected, GigabitEthernetl/0

L 152 .168.1.65/32 is directly connected, GigabitEthernetl/0

D 192 .1€8.1.596/27 [50/2€2185€] wia 1%2.1€58.1.130, 00:32:40,
Seriald/s0 0

c 152 . 1€28.1.128/27 is directly connected, Serialds0/0

L 152 _.168.1.131/32 is directly connected, Serialds0/0

CALI$

Figura 18. Tabla de enrutamiento Bogota

26



15.DIAGNOSTICO DE CONECTIVIDAD ENTRE SEDES MEDELLIN.
BOGOTA 'Y CALI

Se realiza prueba ICMP de conectividad entre las sedes, luego de realizar
enrutamiento EIGRP.

PING DESDE PC-CALI A PC_MEDELLIN

- ¥ pC-Medelli
¥ pC_cali . edellin
Phy=ical Config Desktop Programming A Physical Config _EEEHCI: Programming
() DHCP (@) Static
) DHCP (@ Static
IP Address | 192.168.1.34
IP Address | 192.162.1.88
Subnet Mask 255,255,755 724
Subnet Mask 255,255 255224
Default Gateway | 192.168.1.33
Default Gateway | 192.168.1.65
DNS Server [0.0.0.0
DNS Server l0.0.0.0

Figura 19. Configuracion de host de diferente LAN
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¥ pc-cali

Physical Config Deskiop Programming Attributes
I

Command Prompt

from
from
from
from

Figura 20. Prueba ICMP desde host de la LAN de Cali a host en la LAN de

Medellin

PING DESDE PC1-CALI A SERVIDOR

¥ pCi-Cali ¥ Servidor
Physical Config Desktop Programming Physical Config Services Desktop
| ]
() DHCP (@ Static (O DHCP (@) Static
IP Address | 192.168.1.67 IP Address | 192.168.1.3
Subnet Mask 255250250224 Subnet Mask 255.255.255.224
Default Gateway | 192.168.1.65 Default Gateway | 192.168.1.1
DNS Server [0.0.0.0 DNS Server l0.0.0.0

Figura 21. Configuracion de host de diferente LAN
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¥ pC1-cali

Phy=ical Config Desktop Programming Aftributes

Command Prompt

from
from
from
from

Figura 22. Prueba ICMP desde host de la LAN de Cali hacia el servidor
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16.CONFIGURACION DE LISTAS DE CONTROL DE ACCESO

Realizamos la configuracién para habilitar telnet sobre cada uno de los routers
Medellin, Bogota y Cali, para tener acceso a cualquier dispositivo en la red.

Para ello habilitamos el acceso telnet en las line de comando vty 0 4, con nivel de
privilegio 15.

Router Medellin

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#line vty 0 4

MEDELLIN(config-line)#privilege level 15

MEDELLIN(config-line)#login local

MEDELLIN(config-line)#transport input telnet

MEDELLIN(config-line)#exit

MEDELLIN(config)#access-list 105 permit tcp host 192.168.1.99 host 192.168.1.98
eq telnet

MEDELLIN(config)#access-list 105 permit tcp host 192.168.1.99 host 192.168.1.131
eq telnet

MEDELLIN(config)#do wr

Building configuration...

[OK]

MEDELLIN(config)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#

Router Bogota

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#line vty 0 4

BOGOTA(config-line)#privilege level 15

BOGOTA(config-line)#login local

BOGOTA(config-line)#transport input telnet

BOGOTA(config-line)#exit

BOGOTA(config)#access-list 106 permit tcp host 192.168.1.98 host 192.168.1.131
eq telnet

30



BOGOTA(config)#access-list 106 permit tcp host 192.168.1.130 host 192.168.1.131
eq telnet

BOGOTA(config)#do wr

Building configuration...

[OK]

BOGOTA(config)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA#

Router Cali

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#line vty 0 4

CALI(config-line)#privilege level 15

CALI(config-line)#login local

CALI(config-line)#transport input telnet

CALI(config-line)#do wr

CALI(config)#access-list 107 permit tcp host 192.168.1.131 host 192.168.1.99 eq
telnet

CALI(config)#access-list 107 permit tcp host 192.168.1.131 host 192.168.1.98 eq
telnet
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17.CONFIGURACION PARA QUE SOLO EL SERVIDOR TENGA ACCESO A
CUALQUIER DISPOSITIVO DE LA RED

Configuramos una Lista de Control de Acceso Extendida que permita trafico desde
el servidor hacia los equipos y viceversa, para ello se configuro en el router de
Bogota y de esta manera denegaremos trafico del equipo WS1.

Router Bogota

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#access-list 104 deny tcp host 192.168.1.2 host 192.168.1.66
BOGOTA(config)#access-list 104 deny tcp host 192.168.1.2 host 192.168.1.67
BOGOTA(config)#access-list 104 permit tcp host 192.168.1.3 host 192.168.1.66
BOGOTA(config)#access-list 104 permit tcp host 192.168.1.3 host 192.168.1.67
BOGOTA(config)#interface se0/0/0

BOGOTA(config-if)#ip access-group 104 out

BOGOTA(config-if)#interface se0/0/1

BOGOTA(config-if)#ip access-group 104 out

BOGOTA(config-if)#

BOGOTA(config-if)#do wr

Building configuration...

[OK]

BOGOTA(config-if)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
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18. CONFIGURACION DE LA LAN DE MEDELLIN Y CALI PARA DENEGAR
TRAFICO A CUALQUIER OTRO DISPOSITIVO EN CUALQUIER PARTE
DE LA RED

Configuramos una Lista de Control de Acceso Extendida sobre el router de Medellin;
configurando la IP de origen y destino para permitir acceso al servidor, y asi mismo
denegando trafico de otros segmentos de red.

Router Medellin para LAN

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#access-list 101 permit tcp host 192.168.1.34 host 192.168.1.3
eq www

MEDELLIN(config)#access-list 101 permit tcp host 192.168.1.36 host 192.168.1.3
eq www

MEDELLIN(config)#access-list 101 permit icmp host 192.168.1.34 host 192.168.1.3
MEDELLIN(config)#access-list 101 permit icmp host 192.168.1.36 host 192.168.1.3
MEDELLIN(config)#access-list 101 deny tcp any any

MEDELLIN(config)#interface serial 0/0/0

MEDELLIN(config-if)#ip access-group 101 out

MEDELLIN(config-if)#do wr

Building configuration...

[OK]

MEDELLIN(config-if)y#end

MEDELLIN#

Router Cali para LAN

CALI# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#access-list 103 permit tcp host 192.168.1.66 host 192.168.1.3
CALI(config-if)y#access-list 103 permit tcp host 192.168.1.67 host 192.168.1.3
CALI(config)#access-list 103 permit icmp host 192.168.1.66 host 192.168.1.3
CALI(config)#access-list 103 permit icmp host 192.168.1.67 host 192.168.1.3
CALI(config)#access-list 103 deny tcp any any

CALI(config)#interface serial0/0/0

CALI(config-if)#ip access-group 103 out
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19.COMPROBAR LA RED INSTALADA

Probamos la configuracion de listas de acceso para permitir y denegar trafico desde
la LAN de Medellin y Cali, de la misma manera se realizaran pruebas ICMP de

acceso.

PING AL SERVIDOR DESDE LAN CALI

I ¥ pC-Cali

Physical Config Deskiop Programming Attributes
]

Command Prompt

hWEFping 1921680

Pinging 15%2_1&8

.,
(5]

from

wl
- L=

from

[ %]
et
NSRS

o}

from

t

m o m

HHE PP

H = e
Lo

| S % TR % N % |

.,
[F5]

from

w
A

Ping statistics for 1592.

Approximate round trip times in
Minimum = 1Tms, Marximum = 28ms,

Figura 23. Prueba ICMP desde host de la LAN de Cali hacia el servidor
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PING DESDE A PC-CALI A PC1_MEDELLIN

¥ pC-Cali

Phy=ical Config Desktop Programming Aftributes
|

Command Prompt

with 32 bytes o

jestination ) unreachable .

]
im

tination unreachakble .

tination unreachakble .

[ T I T w3

=3 &
2
e

il

unreachable .
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PRUEBA DE ACCESO AL SERVIDOR DESDE LAN CALI

¥ pC-Cali
Physical Config Dezktop Programming Aftributes
—
= = URL |hitp:i192.163.1.3 GO

Cisco Packet Tracer

DIPLOMADO EN PROFUNDIZACION CISCO WAN/LAN

Estudiante: Whitney Acosta
' 'I':igura 25. Acceso al servidor desde la LAN PC-Cali

PRUEBA DE ACCESO AL SERVIDOR DESDE LAN CALI

¥ pCi-Cali
Physical Config Desktop Programming Attributes
—
< = URL | hitpiif192.168.1.3 Go

Cisco Packet Tracer

DIPLOMADO EN PROFUNDIZACION CISCO WAN/LAN

Estudiante: Whitney Acosta
A small page
Figura 26. Acceso al servidor desde la LAN PC1-Cali

PING AL SERVIDOR DESDE LAN MEDELLIN
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¥ pC1_Medellin

Physical Config Desktop Programming Attributes
|

Command Prompt

1w
oo
H H
e

m m m m
d'Hoho
(=
L

L]
<A
g

w

imate round trip times in milli-

Minimm = léms, Maximm = 44ms, RAwver

Figura 27. Prueba ICMP desde host de la LAN de Medellin hacia el servidor

PING DESDE PC1_MEDELLIN A PC-CALI

¥ pC1_Medellin

Phy=ical Config Dezktop Programming Aftributes
|

Command Prompt

w

from
from

from

> unreachable .

w
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Figura 28. Prueba ICMP desde host de la LAN de Medellin hacia Cali.
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PRUEBA DE ACCESO AL SERVIDOR DESDE LAN MEDELLIN
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Figura 29. Acceso al servidor desde PC-Medellin
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20.COMPLETAR LA SIGUIENTE TABLA DE CONDICIONES DE PRUEBA

PARA CONFIRMAR EL OPTIMO FUNCIONAMIENTO DE LA RED

ORIGEN DESTINO RESULTADO
TELNET Router MEDELLIN Router CALI Sin acceso
WS 1 Router BOGOTA Con acceso
Servidor Router CALI Con acceso
Servidor Router MEDELLIN Con acceso
LAN del Router Router CALI Sin acceso
MEDELLIN
TELNET LAN del Router CALI Router CALI Con acceso
LAN del Router Router MEDELLIN Con acceso
MEDELLIN
LAN del Router CALI Router MEDELLIN Sin acceso
LAN del Router CALI WS 1 Sin
respuesta
PING LAN del Router WS 1 Sin
MEDELLIN respuesta
LAN del Router LAN del Router CALI Sin
MEDELLIN respuesta
LAN del Router CALI Servidor Con
respuesta
LAN del Router Servidor Con
PING MEDELLIN respuesta
Servidor LAN del Router Con
MEDELLIN respuesta
Servidor LAN del Router CALI Con
respuesta
Router CALI LAN del Router Sin
MEDELLIN respuesta
Router MEDELLIN LAN del Router CALI Sin

respuesta




21.DESCRIPCION DE ESCENARIO 2

Una empresa tiene la conexidén a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LAN original.
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Figura 31. Escenario 2
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22.CONFIGURACION BASICA EN LOS ROUTER

Realizaremos la configuracion basica en cada router, para ello procedo a dar inicio
ingresando al router en modo configuracién, y usando el comando hostname a
continuacién el nombre.

Router Bucaramanga

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA
BUCARAMANGA(config)#do wr

Building configuration...

[OK]

BUCARAMANGA(config)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#

Switch Bucaramanga

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname BUCARAMANGA
BUCARAMANGA(config)#do wr

Building configuration...

[OK]

BUCARAMANGA(config)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
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Router Tunja

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA

TUNJA(config)#do wr

Building configuration...

[OK]

TUNJA(config)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console
TUNJA#

Switch Tunja

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname Switch_Tunja
Switch_Tunja(config)#do wr

Building configuration...

[OK]

Switch_Tunja(config)#end

Switch_Tunja#

%SYS-5-CONFIG_I: Configured from console by console
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Router Cundinamarca

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CUNDINAMARCA
CUNDINAMARCA(config)#do wr

Building configuration...

[OK]

CUNDINAMARCA(config)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA#

Switch Cundinamarca

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname Switch_Cundinamarca
Switch_Cundinamarca(config)#do wr

Building configuration...

[OK]

Switch_Cundinamarca(config)#end

Switch_Cundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Switch_Cundinamarca#

Switch del Laboratorio

Switch#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname Switch_Laboratorio
Switch_Laboratorio(config)#do wr

Building configuration...

[OK]

Switch_Laboratorio(config)#end

Switch_Laboratorio#

%SYS-5-CONFIG_I: Configured from console by console

Switch_Laboratorio#

A continuacion damos inicio a configurar contrasefia enable sobre cada uno de los
router

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#enable password cisco
BUCARAMANGA(config)#service password-encryption
BUCARAMANGA(config)#do wr

Building configuration...

[OK]

BUCARAMANGA(config)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
Router Tunja

TUNJA#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#enable password cisco

TUNJA(config)#service password-encryption
TUNJA(config)#do wr

Building configuration...

[OK]

TUNJA(config)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

Router Cundinamarca

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#enable password cisco
CUNDINAMARCA(config)#service password-encryption
CUNDINAMARCA(config)#do wr

Building configuration...

[OK]

CUNDINAMARCA(config)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console

45



Continuamos con las configuraciones bésicas en este espacio configuraremos la
contrasefia de consola para cada uno de los router

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#password cisco
BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#do wr

Building configuration...

[OK]

BUCARAMANGA(config-line)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

Router Tunja

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#line console 0

TUNJA(config-line)#password cisco

TUNJA(config-line)#login

TUNJA(config-line)#do wr

Building configuration...

[OK]

TUNJA(config-line)#end
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TUNJA#

Router Cundinamarca

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#password cisco
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#do wr

Building configuration...

[OK]

CUNDINAMARCA(config-line)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA#

Continuamos con la configuracion de contrasefias para cada uno de los equipos
sobre line vty.

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#line vty 0 4
BUCARAMANGA(config-line)#password cisco
BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#end
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BUCARAMANGA#
%SYS-5-CONFIG_I: Configured from console by console

Router Tunja

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#line vty 0 4
TUNJA(config-line)#password cisco
TUNJA(config-line)#login

TUNJA(config-line)#do wr

Building configuration...

[OK]

TUNJA(config-line)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

Router Cundinamarca

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#line vty 0 4
CUNDINAMARCA(config-line)#password cisco
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#do wr

Building configuration...

[OK]

CUNDINAMARCA(config-line)#end
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CUNDINAMARCA#
%SYS-5-CONFIG_I: Configured from console by console

A continuacion realizaremos la configuracion de banner para cada router con un
corto mensaje indicando el acceso no autorizado a los equipos.

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#banner motd " ! ACCESO SOLO A PERSONAS
AUTORIZADAS!!!

Enter TEXT message. End with the character ™.

BUCARAMANGA(config)#do wr

Building configuration...

[OK]

BUCARAMANGA(config)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

Router Tunja
TUNJA#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

TUNJA(config)#banner motd " '1ACCESO SOLO A PERSONAS
AUTORIZADASI!"

TUNJA(config)#do wr

Building configuration...

[OK]

TUNJA(config)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

Router Cundinamarca
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CUNDINAMARCA#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

CUNDINAMARCA(config)#banner motd " IINACCESO SOLO A PERSONAS
AUTORIZADAS!H!"

CUNDINAMARCA(config)#do wr

Building configuration...

[OK]

CUNDINAMARCA(config)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA#
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23.CONFIGURACION DE INTERFACES

En este espacio realizaremos la configuracion de la interfaces WAN para esta
primera configuracion en el router de Bucaramanga, Tunja y Cundinamarca
usaremos la serial 0/0/0 y serial 0/0/1.

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface serial0/0/0
BUCARAMANGA(config-if)#ip address 172.31.2.33 255.255.255.252
BUCARAMANGA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down

Router Tunja

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface serial 0/0/0

TUNJA(config-if)#ip address 172.31.2.34 255.255.255.252
TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
TUNJA(config-if)#interface

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

serial 0/0/1
TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252
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TUNJA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
TUNJA(config-if)#

TUNJA(config-if)#do wr

Building configuration...

[OK]

TUNJA(config-ify#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console
TUNJA#

Router Cundinamarca

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#interface serial 0/0/0
CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-ify#no shutdown

CUNDINAMARCA (config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
CUNDINAMARCA(config-if)y#do wr

Building configuration...

[OK]

CUNDINAMARCA(config-ify#end

CUNDINAMARCA#
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23.1 CONFIGURACION DE INTERFACES

En este espacio realizaremos las configuraciones pertinentes para cada sub-
interfaz en los router de Bucaramanga y VLAN1 en el switch

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface giga0/0
BUCARAMANGA(config-if)#no shutdown
BUCARAMANGA(config-if)#exit

BUCARAMANGA(config)#interface giga0/0.10
BUCARAMANGA(config-subif)#encapsulation dot1Q 10
BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#do wr

Building configuration...

[OK]

BUCARAMANGA(config-subif)#exit

BUCARAMANGA(config)#interface giga0/0.20
BUCARAMANGA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up
BUCARAMANGA(config-subif)#encapsulation dot1Q 20
BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#do wr

Building configuration...

[OK]
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BUCARAMANGA(config-subif)y#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#

Switch Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface vlan 1
BUCARAMANGA(config-if#ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-if)#do wr

Building configuration...

[OK]

BUCARAMANGA(config-if)y#no shutdown
BUCARAMANGA(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
BUCARAMANGA(config-if)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#
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En este espacio realizaremos las configuraciones pertinentes para cada sub-
interfaz en los router de Tunja y VLAN1 en el switch

Router Tunja

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface gi0/0

TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/O0,
changed state to up

TUNJA(config-if)#exit

TUNJA(config)#interface giga0/0.20

TUNJA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

TUNJA(config-subif)#encapsulation dot1Q 20

TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif)#do wr

Building configuration...

[OK]

TUNJA(config-subif)#exit

TUNJA(config)#interface giga0/0.30

TUNJA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

TUNJA(config-subif)#encapsulation dot1Q 30

TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA(config)#interface giO/1

TUNJA(config-if)#ip address 209.17.220.1 255.255.255.0
TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

TUNJA(config-if)#do wr
Building configuration...
[OK]

TUNJA(config-if)#end
TUNJA#
TUNJA(config-subif)#do wr
Building configuration...
[OK]
TUNJA(config-subif)#end
TUNJA#
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Switch Tunja

Switch_Tunja#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch_Tunja(config)#interface vlan 1
Switch_Tunja(config-if)#ip address 172.31.2.9 255.255.255.248
Switch_Tunja(config-if)#no shutdown

Switch_Tunja(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Switch_Tunja(config-if)#do wr

Building configuration...

[OK]

Switch_Tunja(config-if)#end

Switch_Tunja#

%SYS-5-CONFIG_I: Configured from console by console
Switch_Tunja#
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En este espacio realizaremos las configuraciones pertinentes para cada sub-interfaz
en los router de Cundinamarca y VLAN1 en el switch

Router Cundinamarca

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#

CUNDINAMARCA(config)#interface giga0/0
CUNDINAMARCA(config-if)#no shutdown
CUNDINAMARCA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/O0,
changed state to up

CUNDINAMARCA(config-if)#exit

CUNDINAMARCA(config)#interface giga0/0.20
CUNDINAMARCA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

CUNDINAMARCA(config-subif)#encapsulation dot1Q 20
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config)#interface giga0/0.30
CUNDINAMARCA(config-subif)#encapsulation dot1Q 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#do wr

Building configuration...

[OK]
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CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#interface giga0/0.88
CUNDINAMARCA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.88, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.88,
changed state to up

CUNDINAMARCA(config-subif)#encapsulation dot1Q 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#do wr

Building configuration...

[OK]

CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

Switch Cundinamarca

Switch_Cundinamarca#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch_Cundinamarca(config)#interface vian 1

Switch_Cundinamarca(config-if)#ip address 172.31.2.9 255.255.255.248
Switch_Cundinamarca(config-ify#no shutdown

Switch_Cundinamarca(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Switch_Cundinamarca(config-if)y#do wr

Building configuration...
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23.2 ACTIVACION DE VLANS EN SWITCH

En este espacio procedemos a habilitar y troncalizar las VLANs en los Switch de
cada sede, de acuerdo a las configuraciones en los routers.

Switch Bucaramanga

VLAN 10y 30

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface fa0/2
BUCARAMANGA(config-ify#switchport mode access
BUCARAMANGA(config-if)#switchport access vlan 10
BUCARAMANGA(config)#interface fas0/3
BUCARAMANGA(config-if)#switchport mode access
BUCARAMANGA(config-if)#switchport access vlian 30
BUCARAMANGA(config-if)y#do wr

Building configuration...

[OK]

BUCARAMANGA(config-if)#exit
BUCARAMANGA(config)#interface fa0/1
BUCARAMANGA(config-if)#switchport mode trunk
BUCARAMANGA (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to
down
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
BUCARAMANGA(config-if)#do wr

Building configuration...

[OK]

BUCARAMANGA(config-if)y#end

BUCARAMANGA#

Switch Tunja

VLAN 20 Y 30

Switch_Tunja#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch_Tunja(config)#vlan 20
Switch_Tunja(config-vlan)#name 40_Hosts
Switch_Tunja(config-vlan)#exit
Switch_Tunja(config)#vlan 30
Switch_Tunja(config-vlan)#name 40-Hosts
Switch_Tunja(config-vlan)#exit
Switch_Tunja(config)#interface fa0/3
Switch_Tunja(config-if)#switchport mode access
Switch_Tunja(config-if)#switchport access vlan 30
Switch_Tunja(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to
down

Switch_Tunja(config)#interface faO/1
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Switch_Tunja(config-if)#switchport mode trunk
Switch_Tunja(config-if)#exit

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Switch_Tunja(config-if)#do wr

Building configuration...

[OK]

Switch_Tunja(config-if)#end

Switch Cundinamarca

VLAN 20 Y 30

Switch_Cundinamarca#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch_Cundinamarca(config)#vlan 20
Switch_Cundinamarca(config-vlan)#¥name 60_Hosts
Switch_Cundinamarca(config-vlan)#exit
Switch_Cundinamarca(config)#interface fa0/3
Switch_Cundinamarca(config-if)#switchport mode access
Switch_Cundinamarca(config-if)#switchport access vlian 20
Switch_Cundinamarca(config-if)#exit
Switch_Cundinamarca(config)#vlan 30
Switch_Cundinamarca(config-vlan)#name 60-Hosts
Switch_Cundinamarca(config-vlan)#exit

Switch_Cundinamarca(config)#interface fa0/2
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Switch_Cundinamarca(config-if)#switchport mode access
Switch_Cundinamarca(config-if)#switchport access vlian 30
Switch_Cundinamarca(config-if)#exit
Switch_Cundinamarca(config)#vlan 88
Switch_Cundinamarca(config-vlan)#¥name Web_Interno
Switch_Cundinamarca(config-vian)#exit
Switch_Cundinamarca(config)#interface fa0/4
Switch_Cundinamarca(config-if)#switchport mode access
Switch_Cundinamarca(config-if)#switchport access vlian 88
Switch_Cundinamarca(config-if)#exit
Switch_Cundinamarca(config)#interface fa0O/1
Switch_Cundinamarca(config-if)#switchport mode trunk

Switch_Cundinamarca(config-if)#
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23.3 CONFIGURACION DESCRIPCION DE LAS INTERFACES

En este espacio se configuraran las descripciones de las interfaces sobre cada
router.

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#Interface serial 0/0/0
BUCARAMANGA(config-if)#description WAN
BUCARAMANGA(config-iff#EXIT
BUCARAMANGA(config)#interface Giga0/0
BUCARAMANGA(config-if)y#description LAN_BUCARAMANGA
BUCARAMANGA(config-if)#do wr

Building configuration...

[OK]

BUCARAMANGA(config-if)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#

Router Tunja

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface serial 0/0/0
TUNJA(config-if)#description WAN

TUNJA(config-if)#exit
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TUNJA(config)#interface serial 0/0/1
TUNJA(config-if)#description LAN_TUNJA
TUNJA(config-if)#do wr

Building configuration...

[OK]

TUNJA(config-ify#end

TUNJA#

Router Cundinamarca

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface serial 0/0/0
TUNJA(config-if)#description WAN

TUNJA(config-if)#exit

TUNJA#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface serial 0/0/1
TUNJA(config-if)#description WAN TUNJA-CUNDINAMARCA
TUNJA(config-if)#do wr

Building configuration...

[OK]

TUNJA(config-if)#exit

TUNJA(config)#interface giga0/0

TUNJA(config-if)#description LAN_TUNJA
TUNJA(config-if)#do wr

Router Cundinamarca
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CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#interface serial 0/0/0
CUNDINAMARCA(config-if)#description WAN_CUNDINAMARCA
CUNDINAMARCA(config-if)#interface giga0/0
CUNDINAMARCA(config-if)y#description LAN_CUNDINAMARCA
CUNDINAMARCA(config-if)#do wr

Building configuration...

[OK]

CUNDINAMARCA(config-if)#end

CUNDINAMARCA#
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24. ENRUTAMIENTO OSPF CON AUTENTICACION

Realizamos enrutamiento bajo el protocolo OSFP con autenticacion md5, el cual
permite la autenticacion de cada una de las rutas teniendo en cuenta la llave secreta
sobre cada router.

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface serial 0/0/0
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md5 cisco-123
BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config)#interface giga0/0
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md5 cisco-123
BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#do wr

Building configuration...

[OK]

BUCARAMANGA(config-if)#end
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BUCARRMANGREshow ip ospf interface serial 05070

Seriald/0/0 is up, line protocol is up

Internet address is 172.31.2.33/30, RArea 1

Process ID 1, Router ID 172.31.2_.33, Network Type POINT-TO-POINT,
Cost: ©4

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit

Hello due in 00:00:01
Index 3/3, flood gueus length 0
Next Ox0{0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 20%.17.220.1
Suppress hello for 0 neighbor(s)
Hessage digest authentication enabled
¥Youngest key id is 1
BUCARAMONGRES

Figura 32. Configuracion OSPF con autenticacion para Bucaramanga

Router Tunja

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface serial 0/0/0

TUNJA(config-if)#ip ospf message-digest-key 1 md5 cisco-123
TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#

TUNJA(config)#interface serial 0/0/1

TUNJA(config-if)#ip ospf message-digest-key 1 md5 cisco-123
TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#exit

TUNJA(config)#interface giga0/0

TUNJA(config-if)#ip ospf message-digest-key 1 md5 cisco-123
TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#exit

TUNJA(config)#interface gigaO/1

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 cisco-123
TUNJA(config-if)#
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10:02:34: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Dead timer expired

10:02:34: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Interface down or detached
TUNJA(config-if)#do wr

Building configuration...

TUNJAfshow ip ospf interface serial 07070

Seriald/0/0 is up, line protocol is up

Internet address is 172.31_.2_.34/30, Area 1

Process ID 1, Router ID 205_17.220_.1, Network Type BO]
Cost: &4

Transmit Delay is 1 sec, State POINT-TO-POINT, Priorit

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40

Hellog due in 00:00:07
Index 4/4, flood gueue length 0
MNext 02200} 0:0(0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighkor 172.31.2_.33
Suppress hello for 0 neighbor(s)
Message digest authentication enabled
Youngest key id is 1
JEE|

Figura 33. Configuracion OSPF con autenticacion para Tunja

Router Cundinamarca

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#interface serial 0/0/0
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 cisco-123
CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#exit

CUNDINAMARCA(config)#interface giga0/0

CUNDINAMARCA (config-if)#
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10:06:04: %0OSPF-5-ADJCHG: Process 1, Nbr 209.17.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 cisco-123
CUNDINAMARCA(config-if)#do wr

Building configuration..

CUNDINAMBRCRfsho ip ospf interface serial O/0/0

Seriald/s0/ 0 is up, line protocol is up

Internet address is 172_.31.2_38/30, Area 1

Process ID 1, Router ID 172Z.31.2_38, Network Type
Cost: &4

Transmit Delay is 1 sec, State POINT-TO-POINT, Pri

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wai

Hello due in 00:00:02
Index 373, flood gueue length 0O
Hext 02e0{0) /020{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 20%_17_220.1
Suppress hello for 0 neighbor(s)
Message digest authentication enabled
Loungest kew did Jd= 1
CUNDINAMRRCDE

Figura 34. Configuracion OSPF con autenticacion para Cundinamarca
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25.AUTENTICACION LOCAL CON AAA

Se realiz6 la configuracion de autenticacion local AAA para los routers de la
topologia actual, para ello usaremos el comando aaa new-model el cual permite
configuraciones a nivel de seguridad local y remota.

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

BUCARAMANGA(config)#aaa new-model

BUCARAMANGA(config)#aaa authentication login default local

BUCARAMANGA(config)#line console 0

BUCARAMANGA(config-line)#login authentication default

BUCARAMANGA(config-line)#exit

BUCARAMANGA(config)#exit

BUCARAMANGA(config)#ip domain-name whitney.com

BUCARAMANGA(config)#crypto key generate rsa

% You already have RSA keys defined named BUCARAMANGA.whitney.org .

% Do you really want to replace them? [yes/no]: yes

The name for the keys will be: BUCARAMANGA.whitney.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

BUCARAMANGA(config)#aaa authentication login LOCAL_LOGIN local

*mar. 1 9:4:55.955: %SSH-5-ENABLED: SSH 2 has been enabled
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BUCARAMANGA(config)#line vty 0 4
BUCARAMANGA(config-line)#transport input ssh
BUCARAMANGA(config-line)#login authentication LOCAL_LOGIN
BUCARAMANGA(config-line)#

BUCARAMANGA(config-line)#

BUCARAMANGA(config-line)#do wr

Building configuration...

[OK]

BUCARAMANGA(config-line)#end

BUCARAMANGA#

*mar. 01, 09:11:33.1111: SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#

Router Tunja

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login default local
TUNJA(config)#line console 0

TUNJA(config-line)#login authentication default
TUNJA(config-line)#exit

TUNJA(config)#ip domain-name whitney.com
TUNJA(config)#crypto key generate rsa

The name for the keys will be: TUNJA.whitney.com

Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take
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a few minutes.
How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
TUNJA(config)#aaa authentication login LOCAL_LOGIN local
*mar. 1 0:28:13.245: %SSH-5-ENABLED: SSH 1.99 has been enabled
TUNJA(config)#line vty 0 4
TUNJA(config-line)#transport input ssh
TUNJA(config-line)#login authentication LOCAL_LOGIN
TUNJA(config-line)#
TUNJA(config-line)#do wr
Building configuration...
[OK]
TUNJA(config-line)#end
TUNJA#

Router Cundinamarca

CUNDINAMARCA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#aaa new-model
CUNDINAMARCA(config)#aaa authentication login default local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication default
CUNDINAMARCA(config-line)#exit
CUNDINAMARCA(config)#ip domain-name whitney.com
CUNDINAMARCA(config)#crypto key generate rsa

% You already have RSA keys defined named CUNDINAMARCA.whitney.com .
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% Do you really want to replace them? [yes/no]: yes

The name for the keys will be: CUNDINAMARCA.whitney.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

CUNDINAMARCA(config)#aaa authentication LOCAL_LOGIN local

*mar. 1 0:43:36.828: %SSH-5-ENABLED: SSH 1.99 has been enabled

CUNDINAMARCA(config)#aaa authentication login LOCAL_LOGIN local

CUNDINAMARCA(config)#line vty 0 4

CUNDINAMARCA(config-line)#transport input ssh

CUNDINAMARCA(config-line)#login authentication LOCAL_LOGIN

CUNDINAMARCA(config-line)#

CUNDINAMARCA(config-line)#do wr

Building configuration...

[OK]

CUNDINAMARCA(config-line)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console
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26.MAXIMO DE INTENTOS PARA ACCEDER AL ROUTER Y TIEMPO DE
INGRESO

Realizamos configuracién sobre cada router el maximo de intentos de ingreso al
router, determinado en 3 intentos y en tiempo de ingreso al router en 60 segundos.

Router Bucaramanga

BUCARAMANGA#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#ip ssh time-out 60
BUCARAMANGA(config)#ip ssh authentication-retries 3
BUCARAMANGA(config)#do wr

Building configuration...

[OK]

BUCARAMANGA(config)#end

BUCARAMANGA#

*mar. 01, 02:52:35.5252: SYS-5-CONFIG_I: Configured from console by console

Router Tunja

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip ssh time-out 60

TUNJA(config)#ip ssh authentication-retries 3
TUNJA(config)#do wr

Building configuration...

[OK]

TUNJA(config)#end
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TUNJA#

Router Cundinamarca

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#ip ssh time-out 60
CUNDINAMARCA(config)#ip ssh authentication-retries 3
CUNDINAMARCA(config)#do wr

Building configuration...

[OK]

CUNDINAMARCA(config)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA#
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27.CONFIGURACION DE SERVIDOR TFTP PARA ALMACENAMIENTO DE
ARCHIVOS EN LOS ROUTER

En este espacio crearemos un servidor TFTP para lograr almacenamiento,
iniciaremos con el router de Cundinamarca

Router Cundinamarca

CUNDINAMARCA#copy run tftp

Address or name of remote host [|? 172.31.2.227
Destination filename [CUNDINAMARCA-confg]?
Writing running-config...!!

[OK - 2044 bytes]

2044 bytes copied in 0.011 secs (185818 bytes/sec)
CUNDINAMARCA#

Router Tunja

TUNJA#copy run tftp

Address or name of remote host []? 209.17.220.2
Destination filename [TUNJA-confg]?

Writing running-config....!!

[OK - 1771 bytes]

1771 bytes copied in 3.015 secs (587 bytes/sec)
TUNJA#
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Router Bucaramanga

BUCARAMANGA#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

BUCARAMANGA#copy run tftp

Address or name of remote host []? 172.31.2.227
Destination filename [BUCARAMANGA-confg]?
Writing running-config....!!

[OK - 1968 bytes]

1968 bytes copied in 3.077 secs (639 bytes/sec)
BUCARAMANGA#
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28.CONFIGURACION DE DHCP PARA BUCARAMANGA Y
CUNDINAMARCA CON IP HELPER-ADDRESS DESDE TUNJA

En este espacio se realizara configuracion de DHCP para las sedes de
Bucaramanga y Cundinamarca con ip helper-address sobre cada router
seleccionando la interfaz del router de Tunja, el cual se encargaria de realizar la
entrega de direccionamiento IP.

Para ello ingresamos al router de Tunja, y alli mismo realizaremos la exclusién de
direccionamiento IP de cada segmento de red para la sede de Cundinamarca.

Router Tunja — DHCP Cundinamarca

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.94
TUNJA(config)#ip dhcp pool VLAN_20
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#exit

TUNJA(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.30
TUNJA(config)#ip dhcp pool VLAN_30
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#exit

TUNJA(config)#ip dhcp pool VLAN_20

TUNJA(dhcp-config)#no network 172.31.1.34 255.255.255.192
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#exit
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TUNJA(config)#ip dhcp exc

TUNJA(config)#ip dhcp excluded-address 172.31.2.25 172.31.2.30
TUNJA(config)#ip dhcp pool VLAN_88
TUNJA(dhcp-config)#network 172.31.2.24 255.255.255.248
TUNJA(dhcp-config)#default-router 172.31.2.25
TUNJA(dhcp-config)#do wr

TUNJA(dhcp-config)#end

TUNJA#

Router Cundinamarca

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#interface giga0/0.30
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#interface giga0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console
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A continuacién se evidencia que los equipos de la red de Cundinamarca ya se
encuentran recibiendo direccion IP por DHCP de acuerdo a la configuracion en el
router de Tunja.

¥ pC-Cundinamarca

Phy=ical Config Desktop Programming Attribut
—
(@) DHCP () Static
IP Address 172.31.1.31
Subnet Mask 255 255 255,102
Default Gateway 172.31.1.1
DNS Server 0.0.0.0

Figura 35. Direccionamiento IP por DHCP desde el router de Tunja

Continuamos con la configuracion de direccionamiento DHCP para el router de
Bucaramanga para ello ingresamos al router de Tunja, y alli mismo realizaremos la
exclusion de direccionamiento IP de cada segmento de red para la sede de
Cundinamarca.

Router Tunja — DHCP Bucaramanga

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#

TUNJA(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.30
TUNJA(config)#ip dhcp pool VLAN_10
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#exit
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TUNJA(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.94
TUNJA(config)#ip dhcp pool VLAN-30
TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#exit

TUNJA(config)#do wr

Building configuration...

[OK]

TUNJA(config)#end

TUNJA#

Router Bucaramanga

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface giga0/0.10
BUCARAMANGA(config-subif)#ip helper
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.34
BUCARAMANGA(config-subif)#exit
BUCARAMANGA(config)#interface giga0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.34
BUCARAMANGA(config-subif)#do wr

Building configuration...

[OK]

BUCARAMANGA(config-subif)#end

BUCARAMANGA#
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A continuacion se evidencia que los equipos de la red de Bucaramanga ya se
encuentran recibiendo direccion IP por DHCP de acuerdo a la configuracion en el
router de Tunja.

¥ pC-Bucaramanga

Phy=ical Config Desktop Programming Attribut

(®) DHCP () Static

IP Address 172.31.0.31
Subnet Mask 255 255265192
Default Gateway 172.31.01

DNS Server 0.0.0.0

Figura 36. Direccionamiento IP por DHCP desde el router de Bucaramanga

83



29.HABILITAR OPCIONES EN PUERTO DE CONSOLA Y TERMINAL
VIRTUAL

En este espacio se realizara la configuracion adecuada para puerto de consola en
el router y asi mismo un tiempo permitido de ingreso de 0 a 60 segundos.

Router Bucaramanga
BUCARAMANGA(config)#enable password cisco
BUCARAMANGA(config)#service password-encryption
BUCARAMANGA(config)#line vty 0 4
BUCARAMANGA(config-line)#password cisco
BUCARAMANGA(config-line)#exec-t
BUCARAMANGA(config-line)#exec-timeout 0 60
BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#logging synchronous
BUCARAMANGA(config-line)#exit
BUCARAMANGA(config)#service password-encryption
BUCARAMANGA(config)#
BUCARAMANGA(config)#do wr

Building configuration...

[OK]

BUCARAMANGA(config)#end

BUCARAMANGA#
BUCARAMANGA(config)#username whitney password cisco
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#login local
BUCARAMANGA(config-line)#password cisco
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BUCARAMANGA(config-line)#exit
BUCARAMANGA(config)#
BUCARAMANGA(config)#do wr
Building configuration...

[OK]
BUCARAMANGA(config)#end
BUCARAMANGA#

Router Tunja

TUNJA#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#username whitney password cisco
TUNJA(config)#line console 0
TUNJA(config-line)#login local
TUNJA(config-line)#password cisco
TUNJA(config-line)#exit

TUNJA(config)#service password-encryption
TUNJA(config)#enable password cisco
TUNJA(config)#service password-encryption
TUNJA(config)#line vty 0 4
TUNJA(config-line)#password cisco
TUNJA(config-line)#exec-timeout 0 60
TUNJA(config-line)#login
TUNJA(config-line)#logging synchronous
TUNJA(config-line)#exit
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TUNJA(config)#service password-encryption
TUNJA(config)#

TUNJA(config)#do wr

Building configuration...

[OK]

TUNJA(config)#end

TUNJA#

Router Cundinamarca

CUNDINAMARCA#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#username whitney password cisco
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login local
CUNDINAMARCA(config-line)#password cisco
CUNDINAMARCA(config-line)#exit
CUNDINAMARCA(config)#service password-encryption
CUNDINAMARCA(config)#line vty 0 4
CUNDINAMARCA(config-line)#password cisco
CUNDINAMARCA(config-line)#exec-timeout 0 60
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#loggin synchronous
CUNDINAMARCA(config-line)#exit
CUNDINAMARCA(config)#service password-encryption
CUNDINAMARCA(config)#do wr
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30.CONFIGURACION DE NAT ESTATICO PARA EL WEB SERVER Y
SOBRECARGA PAT

Se realiza configuracion de NAT estatico para web servers, anunciando la interfaces
inside como serial 0/0/1 y outside como serial 0/0/0, giO/0, para el servidor interno.

Router Tunja — Server Web Interno

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip nat inside source static 172.31.2.227 209.17.220.0
TUNJA(config)#interface serial 0/0/1

TUNJA(config-if)#ip nat inside

TUNJA (config-if)#interface serial 0/0/0

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#interface giga0/0

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#

TUNJA(config-if)#do wr

Building configuration...

[OK]

TUNJA(config-if)#end

TUNJA#
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ITUNJARgsh ip nat translations

FPro Inside glokal Inside local Cutside local Cutside glokal
icmp 20%.17.220.0:1c 172.31.2.227:1¢ 172.321.0.31:1%¢ 172.31.0.31:1¢
icmp 20%_17_.220.0:17 172.31.2.227:17 172.31.0.31:17 172.31.0.31:17
icmp 20%.17.220.0:18 172.31.2.227:1%8 172.321.0.31:1%8 172.31.0.31:1%
icmp 20%_17_.220.0:1% 172.31.2.227:1%5 172.31.0.31:1% 172.31.0.31:1%

Figura 37. Configuracion NAT estatico para Web Server Interno

Router Tunja — Server Web Externo

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip nat inside source static 209.17.220.2 200.200.200.7
TUNJA(config)#interface gigaO/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#interface serial 0/0/0

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#interface giga0/0

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#

TUNJAEsh ip nat translations
Pro Inside glokal Inside local Cutside local Cutside globkal

icmp 200.200_200.7:5 20%.17.220_2:5 172.31.0.95:5 172.31.0.95:5
icmp 200.200_200.7:¢ 20%9.17.220_2:¢ 172.31.0.95:¢ 172.31.0.95:¢
icmp 200.200_200.7:7 20%9.17.220_2:7 172.31.0.85:7 172.321.0.95:7
icmp 200.200_200.7:8 20%.17.220_.2:8 172.321.0.585:8 172.321.0.95:8

Figura 38. Configuracion NAT estético para Web Server Externo
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31.SOBRECARGA PAT PARA LOS DEMAS EQUIPOS

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

TUNJA (config)#ip nat inside source static tcp 209.17.220.2 80 200.200.200.7 80
TUNJA (config)#ip nat inside source static tcp 209.17.220.2 80 200.200.200.7 80
TUNJA (config)#do wr

Building configuration...

[OK]

TUNJA(config)#end

TUNJA#

¥ pCa-TUNIA

Physical Cenfig Dezkiop Programming Attributes
E—

= = | URL |hitp:#r200.200.200.2

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new «
Wide Open.

Figura 39. Configuracion PAT de sobrecarga
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32.ESTABLECER ACL PARA EL ESCENARIO 2

32.1 Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo ala
red interna de Tunja.

Se realiza configuracion de lista de acceso extendida 101, pen el router de
Cundinamarca para permitir trafico de los host con red 172.31.1.64/26 (VLANZ20),
hacia la red interna de Tunja 172.31.0.129 /26 y 172.31.0.193 /26.

Adicionalmente se crea una lista de acceso 110 para denegar trafico hacia cualquier
host. A través de comandos any any.

Router Cundinamarca — VLAN 20

CUNDINAMARCA#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

CUNDINAMARCA(config)#access-list 110 permit ip 172.31.1.64 0.0.0.63
172.31.0.129 0.0.0.63

CUNDINAMARCA(config)#access-list 110 permit ip 172.31.1.64 0.0.0.63
172.31.0.193 0.0.0.63

CUNDINAMARCA(config)#access-list 110 deny ip any any
CUNDINAMARCA(config)#interface serial 0/0/0
CUNDINAMARCA(config-if)#ip access-group 110 out
CUNDINAMARCA(config-if)y#do wr

Building configuration...
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?’ PC2-Cundinamarca

Phy=ical Config

Programming Attributes

Command Prompt

31.0.154

ip times in milli

Haximum = 25ms, I

Figura 40. Ping desde PC Cundinamarca sobre la VLAN 20 hacia Tunja.

?’ PC2-Cundinamarca

Phy=ical Config Desktop Programming Attributes
|

Command Prompt

30 with 32 bytes of

(5]

: bytes
byt

: bytes=

: byte:

e
e
e

Figura 41. Ping desde PC Cundinamarca sobre la VLAN 20 hacia Tunja
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¥ pC2-Cundinamarca

Physzical Config Dezktop Programming Attributes

Command Prompt

tination ho
on host

tinmation host

Figura 42. Ping desde PC Cundinamarca hacia Internet.
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32.2 Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarcay VLAN 10 de Bucaramanga.

Se realiza configuracion de lista de acceso extendida 120, en el router de Tunja
para permitir trafico de los host con red 172.31.0.128 /26 (VLANZ20), hacia la red
interna de Cundinamarca 172.31.1.64 /26 (VLAN20) y a la (VLAN10) en
Bucaramanga 172.31.0.0 /26

Adicionalmente se crea una lista de acceso 120 para denegar trafico hacia cualquier
host. A través de comandos any any.

Router Tunja VLAN 20 — VLAN 20 Cundinamarca y VLAN 10 de Bucaramanga

TUNJA# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 120 permitip 172.31.0.128 0.0.0.30172.31.1.64 0.0.0.63
TUNJA(config)#access-list 120 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
TUNJA(config)#access-list 120 deny ip any

TUNJA(config)#interface serial 0/0/1

TUNJA(config-if)#ip access-group 120 out

TUNJA(config-if)#interface serial 0/0/0

TUNJA(config-if)#ip access-group 120 out

TUNJA(config-if)#

TUNJA(config-if)#

TUNJA(config-if)#do wr
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Figura 43. Ping desde PC Tunja VLAN 20 a PC Cundinamarca VLAN 20

B pCaTuNIA

Phy=ical Config Dezktop Programming Afttributes
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Figura 44. Ping desde PC Tunja VLAN 20 a PC Bucaramanga VLAN 10
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32.3 Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10

Se realiza configuracion de lista de acceso extendida 101, en el router de
Bucaramanga sobre la (VLAN30) con red 172.31.0.64 /26 para permitir tréfico hacia
Internet y a cualquier equipo de la (VLAN10) con red 172.31.0.0 /26

Router Bucaramanga VLAN 30 hacia Internet y VLAN 10

BUCARAMANGA#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

BUCARAMANGA(config)#access-list 101 permit ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 101 permit ip 172.31.0.64 0.0.0.63
209.17.220.0 0.0.0.255

BUCARAMANGA(config)#interface giga0/0
BUCARAMANGA(config-if)#ip access-group 101 out
BUCARAMANGA(config-if)#
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Figura 45. Ping desde PC Bucaramanga VLAN 30 hacia VLAN 10 PC
Bucaramanga
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32.4 Los hosts de VLAN 10 en Bucaramanga acceden a lared de
Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.

Se realiza configuracion de lista de acceso extendida 103, en el router de
Bucaramanga sobre la (VLAN10) con red 172.31.0.0 /26 para permitir trafico hacia
la (VLANZ20) con red 172.31.1.64 /26 en Cundinamarca y (VLAN20) con red
172.31.0.128 /26 en Tunja

Router Bucaramanga

BUCARAMANGA#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

BUCARAMANGA(config)#access-list 103 permitip 172.31.0.0 0.0.0.63 172.31.1.64
0.0.0.63

BUCARAMANGA(config)#access-list 103 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

BUCARAMANGA(config)#access-list 103 deny ip 172.31.0.0 0.0.0.63 209.17.220.2
0.0.0.255

BUCARAMANGA(config)#

BUCARAMANGA(config)#interface serial 0/0/0

BUCARAMANGA(config-if)#ip access-group 103 out

BUCARAMANGA (config-if)#

BUCARAMANGA(config-if)#end

BUCARAMANGA#

*mar. 01, 04:33:25.3333: SYS-5-CONFIG_I: Configured from console by console
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?’ PC-Bucaramanga

Physical Config Desktop Programming Aftributes
]

Command Prompt

» times in milli-sec

Minimum = l12ms, Maximum = 20ms,

Figura 46. Ping desde PC Bucaramanga VLAN 10 hacia VLAN 20 PC Tunja

31.1.6%6

2ms

Mazximam 3ms, RAwverar

Figura 47. Ping desde PC Bucaramanga VLAN 10 hacia VLAN 20 PC
Cundinamarca
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32.5 Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

Se realiza configuracion de lista de acceso extendida 120, en el router de Tunja
sobre la (VLAN30) con red 172.31.0.128 /26 para permitir trafico hacia Internet y
servidor FTP de Internet.

Router Tunja

TUNJA#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

TUNJA(config)#access-list 120 permit ip 172.31.0.192 0.0.0.63 172.31.2.224
0.0.0.63

TUNJA(config)#access-list 120 permit tcp 172.31.0.192 0.0.0.63 209.17.220.0
0.0.0.255

TUNJA(config)#access-list 120 permit ip 172.31.0.192 0.0.0.63 209.17.220.0
0.0.0.255

TUNJA(config)#access-list 120 permit tcp 172.31.0.192 0.0.0.63 209.17.220.0
0.0.0.255

TUNJA(config)#do wr
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32.6 Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

Se realiza la configuracion para VLAN1 desde Bucaramanga a Tunja y
Cundinamarca

Bucaramanga

BUCARAMANGA#confi ter
Enter configuration commands, one per line. End with CNTL/Z.

BUCARAMANGA(config)#access-list 101 deny ip 172.31.2.0 0.0.0.63 172.31.2.8
0.0.0.63

BUCARAMANGA(config)#interface fa0/1
BUCARAMANGA(config-if)#ip access-group 101 out
BUCARAMANGA(config-if)y#do wr
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33.CONCLUSIONES

Posteriormente, arribamos a la conclusion en el que hoy en dia en el area de las
telecomunicaciones nos es necesario escudrifiar y comprender el uso y aplicaciones
de conceptos de CCNA, a nivel personal y profesional, con el fin de desarrollar
habilidades de destreza que nos permitan entender desde el uso de comandos
como ping, nslookup, tracert, traceroute entre otros. Hasta entender el
funcionamiento de un enrutamiento avanzado usando OSPFv3 y EIGRP como
distribucién, permitiéndonos ahondar en nuestros conocimientos para tener las
bases de apoyo para el futuro desarrollo de problematicas que se presenten en un
ambiente real y a su vez comprender la importancia de implementar redes con
capacidad de escalabilidad.
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