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RESUMEN

La prueba de habilidades practicas CCNA constituye una estrategia eficaz para
verificar la pertinecia y el nivel de aprehension de los temas desarrollados durante
el curso, mediante la resolucion de las situaciones problema planteadas se puede
demostrar el nivel de conocimiento acerca de las redes y su configuracion, otro
aspecto importante que se aborda en el curso es la implementacion de los
simuladores, en este caso, la herramienta packet tracer, que es una de las mejores
herramientas para la simulacion de redes y su respectiva implementacion.
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ABSTRACT

The CCNA practical skills test is an effective strategy to verify the relevance and
level of apprehension of the topics developed during the course, by solving the
problem situations raised, the level of knowledge about networks and their
configuration can be demonstrated, Another important aspect addressed in the
course is the implementation of the simulators, in this case, the packet tracer tool,
which is one of the best tools for simulating networks and their respective
implementation.
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INTRODUCCION

En el presente documento el lector puede observar y verificar el desarrollo de los
ejercicios que constituyen la prueba de habilidades del curso cisco CCNA, en una
primera seccion se encuentra el desarrollo del escenario 1 que relaciona una
problematica de conectividad entre tres ciudades colombianas, en este escenario
se pide que el administrador configure la red implementando todos los protocolos y
estandares existentes.

En la segunda seccion del documento se encuentra la documentacion del desarrollo
del escenario 2 que consta de una problematica definida de redes donde se necesita
interconexién entre subredes implementando algunas restricciones, de igual forma
se evidencia la implementacion del simulador packet tracer para el disefo,
configuracion e implementacién de la red.
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OBJETIVOS

Objetivo general

Verificar la compresion de la tematica desarrollada durante el curso mediante el
correcto desarrollo de las pruebas de habilidades practicas en donde se requiere de
la implementacion de los estandares de disefio y configuracion de redes usando
cisco packet tracer

Obijetivos especificos

Interpretar las situaciones problema propuestas para la prueba de habilidades.
Apropiar la temética vista durante el curso

Emplear el simulador cisco packet tracer para el desarrollo de la prueba de
habilidades.
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EVALUACION — PRUEBA DE HABILIDADES PRACTICAS CCNA

Descripcidon de escenarios propuestos para la prueba de habilidades

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medelliny
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

Los requerimientos solicitados son los siguientes:
Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con el
namero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccion de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final.
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[lustracion 1: Elementos de la red Escenario 1.
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llustracion 2: Red escenario 1 con direcciones Ip.
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Red escenario 1 con direcciones Ip.
Red escenario 1 con direcciones Ip.

Desarrollo escenario 1
Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

Ingresamos en cada no de los dispositivos Routers y Switches para asignarles la
configuracion basica.
Router 1 BOGOTA

Router>ena
Router>enable
Router#tconf
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Router#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#host na
Router(config)#hostna
Router(config)#hostname BOGOTA
BOGOTA(config)#serv
BOGOTA(config)#service enc
BOGOTA(config)#service encry
BOGOTA(config)#service pass
BOGOTA(config)#service password-encryption
BOGOTA(config)#bann
BOGOTA(config)#banner mot
BOGOTA(config)#banner motd &Solo personal autorizado&
BOGOTA(config)#enab
BOGOTA(config)#enable secr
BOGOTA(config)#enable secret class
BOGOTA(config)#line cons
BOGOTA(config)#line console 0
BOGOTA(config-line)#pass
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#logg
BOGOTA(config-line)#logging syn
BOGOTA(config-line)#logging synchronous
BOGOTA(config-line)#line vty 0 15
BOGOTA(config-line)#pass
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#logg
BOGOTA(config-line)#logging syn
BOGOTA(config-line)#logging synchronous
BOGOTA(config-line)#no ip dom
BOGOTA(config-line)#no ip domain-lookup
BOGOTA(config)#

ROUTER 2 MEDELLIN
Router>ENA

Router>ENAble
Router#CONF T

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#
Router(config)#hostna

Mind Wide Open”
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Router(config)#hostname MEDELLN
MEDELLN(config)#no ip domain-lookup
MEDELLN(config)#serv
MEDELLN(config)#service pass
MEDELLN(config)#service password-encryption
MEDELLN(config)#ena
MEDELLN(config)#enable sec
MEDELLN(config)#enable secret class
MEDELLN(config)#bann
MEDELLN(config)#banner mot
MEDELLN(config)#banner motd &SOLO PERSONAL AUTORIZADO&
MEDELLN(config)#line console 0O
MEDELLN(config-line)#pass
MEDELLN(config-line)#password cisco
MEDELLN(config-line)#login
MEDELLN(config-line)#logg
MEDELLN(config-line)#logging syn
MEDELLN(config-line)#logging synchronous
MEDELLN(config-line)#line vty 0 15
MEDELLN(config-line)#pass
MEDELLN(config-line)#password cisco
MEDELLN(config-line)#login
MEDELLN(config-line)#logg
MEDELLN(config-line)#logging syn
MEDELLN(config-line)#logging synchronous
MEDELLN(config-line)#
MEDELLN(config-line)#copp
MEDELLN(config-line)#copy run
MEDELLN(config-line)#end

MEDELLN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLN#

ROUTER 3 CALI

Router>ena

Router#conf t

Router#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CALI

CALI(config)#no ip domain-lookup

CALlI(config)#service password-encryption

CALI(config)#enable secret class

CALI(config)#banner motd &SOLO PERSONAL AUTORIZADO&

Mind Wide Open”
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CALI(config)#line console 0
CALI(config-line)#password cisco
CALI(config-line)#login
CALI(config-line)#logging synchronous
CALI(config-line)#line vty 0 15
CALI(config-line)#password cisco
CALI(config-line)#login
CALI(config-line)#logging synchronous
CALI(config-line)#

SWITCH DE BOGOTA

Switch>EN

Switch#CONF T

Switch#CONF Terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config#HOSTNAME SW-BOGOTA
SW-BOGOTA(config)#no ip domain-lookup
SW-BOGOTA(config)#service password-encryption
SW-BOGOTA(config)#enable secret class
SW-BOGOTA(config)#banner motd &SOLO PERSONAL AUTORIZADO&
SW-BOGOTA(config)#line console 0
SW-BOGOTA(config-line)#password cisco
SW-BOGOTA(config-line)#login
SW-BOGOTA(config-line)#logging synchronous
SW-BOGOTA(config-line)#line vty 0 15
SW-BOGOTA(config-line)#password cisco
SW-BOGOTA(config-line)#login
SW-BOGOTA(config-line)#logging synchronous
SW-BOGOTA(config-line)#

SW-BOGOTA(config-line)#

SW-BOGOTA(config-line)#

SWITCH DE MEDELLIN

Switch>ENA

Switch#CONF T

Switch#CONF Terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW-MEDELLIN

SW-MEDELLIN(config)#no ip domain-lookup
SW-MEDELLIN(config)#service password-encryption
SW-MEDELLIN(config)#enable secret class
SW-MEDELLIN(config)#banner motd &SOLO PERSONAL AUTORIZADO&
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SW-MEDELLIN(config)#line console 0
SW-MEDELLIN(config-line)#password cisco
SW-MEDELLIN(config-line)#login
SW-MEDELLIN(config-line)#logging synchronous
SW-MEDELLIN(config-line)#line vty 0 15
SW-MEDELLIN(config-line)#password cisco
SW-MEDELLIN(config-line)#login
SW-MEDELLIN(config-line)#logging synchronous
SW-MEDELLIN(config-line)#

SWITCH DE CALI

Switch>en

Switch>enable

Switch#conf t

Switch#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW-CALI

SW-CALI(config)#no ip domain-lookup
SW-CALI(config)#service password-encryption
SW-CALI(config)#enable secret class
SW-CALI(config)#banner motd &SOLO PERSONAL AUTORIZADO&
SW-CALI(config)#line console 0
SW-CALI(config-line)#password cisco
SW-CALI(config-line)#login

SW-CALI(config-line)#logging synchronous
SW-CALI(config-line)#line vty 0 15
SW-CALI(config-line)#password cisco
SW-CALI(config-line)#login

SW-CALI(config-line)#logging synchronous
SW-CALI(config-line)#

SW-CALI(config-line)#

Mind Wide Open”
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llustracion 3: Topologla de red escenario 1
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Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Asignacion de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir creciemiento futuro de la red corporativa.

Tabla 1: Tabla de subneteo de la red.

TABLA DE SUBNETEO
N° SUBRED DIRECCION IP MASCARA DE SUBRED
1{BOGOTA 192.168.1.0 255.255.255.224
2|MEDELLIN 192.168.1.32 255.255.255.224
3|CALI 192.168.1.64 255.255.255.224
4|BOGOTA-MEDELLIN [192.168.1.96 255.255.255.224
5|BOGOTA-CALI 192.168.1.128 255.255.255.224
6|SEXTA RED 192.168.1.160 255.255.255.224
7|SEPTIMA RED 192.168.1.192 255.255.255.224
8|OCTAVA RED 192.168.1.224 255.255.255.224
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b. Asignar una direccion IP a la red.

Tabla 2: Direccionamiento IP

N° SUBRED DIRECCION IP
1{BOGOTA 192.168.1.0
2|MEDELLIN 192.168.1.32
3| CALI 192.168.1.64
4|BOGOTA-MEDELLIN 192.168.1.96
5[BOGOTA-CALI 192.168.1.128
6|SEXTA RED 192.168.1.160
7|SEPTIMA RED 192.168.1.192
8|OCTAVA RED 192.168.1.224

Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracién basica de los routers, teniendo
en cuenta las subredes disefiadas.

Tabla 3: Configuracion basica de Routers.

R1 'R2 R3
Nombre de Host MEDELLIN BOGOTA CALI
Blli=lelelolglelon ol iclieva| 192.168.1.99 | 192.168.1.98 | 192.168.1.131
Serial 0/0
Direccibn de Ip en interfaz 192.168.1.130
Serial 0/1
BII=Tee oMo I =TI Clar-VAI SN 192.168.1.33 | 192.168.1.1 192.168.1.65
0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 | 192.168.1.0 192.168.1.0
BOGOTA
BOGOTA#conf t

BOGOTA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#int

BOGOTA(config)#interface ser

BOGOTA(config)#interface serial 0/0/0

BOGOTA(config-if)#ip add
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BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)y#no sh
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#exit

BOGOTA(config)#int

BOGOTA(config)#interface ser

BOGOTA(config)#interface serial 0/0/1

BOGOTA(config-if)#ip add

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)#no sh

BOGOTA(config-ify#no shutdown

BOGOTA(config-if)#router eigrp 200
BOGOTA(config-router)#no auto-sumary
N

% Invalid input detected at '~ marker.
BOGOTA(config-router)#no auto-sumary
N

% Invalid input detected at "' marker.
BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#do show ip route connected

C 192.168.1.0/27 is directly connected, GigabitEthernet0/0
C 192.168.1.96/27 is directly connected, Serial0/0/0

C 192.168.1.128/27 is directly connected, Serial0/0/1

BOGOTA(config-router)#network 192.168.1.0 0.0.0.31
N

% Invalid input detected at "' marker.
BOGOTA(config-router)#network 192.168.1.0 0.0.0.31
BOGOTA(config-router)#network 192.168.96.0 0.0.0.31
BOGOTA(config-router)#network 192.168.128.0 0.0.0.31
BOGOTA(config-router)#do show ip route connected

C 192.168.1.0/27 is directly connected, GigabitEthernet0/0
C 192.168.1.96/27 is directly connected, Serial0/0/0

C 192.168.1.128/27 is directly connected, Serial0/0/1

MEDELLIN

MEDELLIN>en

Password:

MEDELLIN#conf t

MEDELLIN#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
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MEDELLIN(config)#int sO/0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if)y#no sh

MEDELLIN(config-ify#no shutdown

MEDELLIN(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

MEDELLIN(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

MEDELLIN(config-if)#

MEDELLIN(config-if)#int g0/0

MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-ify#no sh

MEDELLIN(config-if)#no shutdown

MEDELLIN(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

MEDELLIN(config-if)#

MEDELLN>ena

MEDELLN>enable

Password:

MEDELLN#conf t

MEDELLN#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLN(config)#int

MEDELLN(config)#interface g

MEDELLN(config)#interface gigabitEthernet 0/0
MEDELLN(config-if)#router eigrp 200
MEDELLN(config-router)#no auto-summary
MEDELLN(config-router)#do show ip route connected

C 192.168.1.32/27 is directly connected, GigabitEthernet0/0
C 192.168.1.96/27 is directly connected, Serial0/0/0

MEDELLN>en
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MEDELLN>enable

Password:

MEDELLN#conf

Configuring from terminal, memory, or network [terminal]? t
Enter configuration commands, one per line. End with CNTL/Z.
MEDELLN(config)#int s

MEDELLN(config)#int serial 0/0/0

MEDELLN(config-if)#rou

MEDELLN(config-if)#router eigrp 200
MEDELLN(config-router)#network 192.168.1.0 0.0.0.31

CALI

ALlI>en

CALI>enable

Password:

CALl#conf t

CALI#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALlI(config)#int

CALI(config)#interface ser
CALI(config)#interface serial 0/0/0
CALI(config-if)#ip add

CALI(config-if)#ip address 192.168.1.131
% Incomplete command.
CALI(config-if)#no sh

CALI(config-ify#no shutdown

CALI>en

CALl>enable

Password:

CALl#conf t

CALIl#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#int

CALlI(config)#interface ser
CALI(config)#interface serial 0/0/0
CALI(config-if)#ip add

CALI(config-if)#ip address 192.168.1.131
% Incomplete command.
CALI(config-if)#no sh

CALI(config-if)#no shutdown

ALI>en

CALI>enable

Password:
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CALl#conf t

CALI#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALlI(config)#int

CALlI(config)#interface ser
CALI(config)#interface serial 0/0/0
CALI(config-if)#ip add

CALI(config-if)#ip address 192.168.1.131
% Incomplete command.
CALI(config-if)y#no sh

CALI(config-if)#no shutdown

CALI(config)#int s0/0/0

CALI(config-if)#

CALI(config-if)#router eigrp 200

CALI(config-router)#no auto-summary

CALI(config-router)#do show ip route connected

C 192.168.1.64/27 is directly connected, GigabitEthernet0/0
C 192.168.1.128/27 is directly connected, Serial0/0/0

CALI(config-router)#networ 192.168.1.64 0.0.0.31
CALI(config-router)#networ 192.168.1.128 0.0.0.31
CALI(config-router)#

b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

BOGOTA#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 8 subnets, 2 masks

C 192.168.1.0/27 is directly connected, GigabitEthernet0/0

L 192.168.1.1/32 is directly connected, GigabitEthernet0/0

D 192.168.1.32/27 [90/2170112] via 192.168.1.99, 00:01:04, Serial0/0/0
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D 192.168.1.64/27 [90/2170112] via 192.168.1.131, 00:01:04, Serial0/0/1
C 192.168.1.96/27 is directly connected, Serial0/0/0

L 192.168.1.98/32 is directly connected, Serial0/0/0

C 192.168.1.128/27 is directly connected, Serial0/0/1

L 192.168.1.130/32 is directly connected, Serial0/0/1

BOGOTA#

MEDELLIN

MEDELLN#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks

D 192.168.1.0/27 [90/2170112] via 192.168.1.98, 00:02:19, Serial0/0/0

C 192.168.1.32/27 is directly connected, GigabitEthernet0/0

L 192.168.1.33/32 is directly connected, GigabitEthernet0/0

D 192.168.1.64/27 [90/2682112] via 192.168.1.98, 00:02:19, Serial0/0/0
C 192.168.1.96/27 is directly connected, Serial0/0/0

L 192.168.1.99/32 is directly connected, Serial0/0/0

D 192.168.1.128/27 [90/2681856] via 192.168.1.98, 00:02:19, Serial0/0/0

MEDELLN#

CALI

CALIl#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I -1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks
D 192.168.1.0/27 [90/2170112] via 192.168.1.130, 00:02:37, Serial0/0/0
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D 192.168.1.32/27 [90/2682112] via 192.168.1.130, 00:02:37, Serial0/0/0

C 192.168.1.64/27 is directly connected, GigabitEthernet0/0
L 192.168.1.65/32 is directly connected, GigabitEthernet0/0

D 192.168.1.96/27 [90/2681856] via 192.168.1.130, 00:02:37, Serial0/0/0

C 192.168.1.128/27 is directly connected, Serial0/0/0
L 192.168.1.131/32 is directly connected, Serial0/0/0

CALI#

c. Verificar el balanceo de carga que presentan los routers.

Mind Wide Open”

Para la configuracion que se ha dado a los routers y especificamente teniendo en
cuenta la topologia entre ellos, el balanceo de carga no se aplica porque no existen
“‘caminos” diferentes para encomunicarse entre si, pero a manera de prueba se
puede verificar como se conecta cada dispositivo emplaendo el comando ip eigrp

topology. Como se puede observar a continuacion.
BOGOTA#ip eigrp topology

N
% Invalid input detected at ' marker.

BOGOTA¢#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2816
via Connected, GigabitEthernet0/0
BOGOTA#
MEDELLN#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/1D(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

MEDELLN#

CALI#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.65)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status
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P 192.168.1.64/27, 1 successors, FD is 2816
via Connected, GigabitEthernet0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

CALI#

d. Realizar un diagndstico de vecinos uando el comando cdp.

BOGOTA#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

SW-BOGOTA Gig 0/0 175 S 2960 Gig 0/1
MEDELLN  Ser 0/0/0 175 R C1900 Ser 0/0/0
CALI Ser 0/0/1 175 R C1900 Ser 0/0/0
BOGOTA#

MEDELLN#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

SW-MEDELLIN Gig 0/0 140 S 2960 Gig 0/1
BOGOTA Ser 0/0/0 140 R C1900 Ser 0/0/0
MEDELLN#

CALI#

CALIl#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

SW-CALI  Gig 0/0 150 S 2960 Gig 0/1
BOGOTA Ser 0/0/0 151 R C1900 Ser 0/0/1
CALI#

Mind Wide Open”

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

PING DE MEDELLIN A BOGOTA
MEDELLN#ping 192.168.1.98

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 192.168.1.98, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/14 ms
MEDELLN#

PING DE MEDELLIN A CALI

MEDELLN#ping 192.168.1.131

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/9/33 ms
MEDELLN#

PING BOGOTA A MEDELLIN

BOGOTA#ping 192.168.1.99

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.99, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/16 ms
PING BOGOTA A CALI
BOGOTA#ping 192.168.1.131

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/25 ms
BOGOTA#

PING DE BOGOTA A PC WS1
BOGOTA#ping 192.168.1.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.5, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/1/3 ms
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BOGOTA#
PING DE BOGOTA A SERVIDOR
BOGOTA#ping 192.168.1.6

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.6, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/1/3 ms
BOGOTA#
BOGOTA#ping 192.168.1.131

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/10 ms
BOGOTA#ping 192.168.1.99

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.99, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/21/100 ms

BOGOTA#
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llustracién 4: Evidencia de Ping de PC1 A WSl y aPC4
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llustracién 6: Evidencia de ping del servidor a todas las terminales (2)

B Senvidor o |

Physical  Config  Services _ Des Programming  Aftributes

mand Prompt

Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

BOGOTA(config-if)#router eigrp 200
BOGOTA(config-router)#no auto-sumary
N

% Invalid input detected at "' marker.
BOGOTA(config-router)#no auto-sumary
N

% Invalid input detected at "' marker.
BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#do show ip route connected
C 192.168.1.0/27 is directly connected, GigabitEthernet0/0
C 192.168.1.96/27 is directly connected, Serial0/0/0
C 192.168.1.128/27 is directly connected, Serial0/0/1
BOGOTA(config-router)#network 192.168.1.0 0.0.0.31

N

% Invalid input detected at "' marker.
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BOGOTA(config-router)#network 192.168.1.0 0.0.0.31
BOGOTA(config-router)#network 192.168.96.0 0.0.0.31
BOGOTA(config-router)#network 192.168.128.0 0.0.0.31
BOGOTA(config-router)#do show ip route connected

C 192.168.1.0/27 is directly connected, GigabitEthernet0/0
C 192.168.1.96/27 is directly connected, Serial0/0/0

C 192.168.1.128/27 is directly connected, Serial0/0/1

MEDELLN(config-if)#router eigrp 200
MEDELLN(config-router)#network 192.168.1.0 0.0.0.31
MEDELLN(config-router)#do show ip route connected

C 192.168.1.32/27 is directly connected, GigabitEthernet0/0
C 192.168.1.96/27 is directly connected, Serial0/0

CALI(config-if)#router eigrp 200
CALI(config-router)#network 192.168.1.0
CALI(config-router)#

b. Verificar si existe vecindad con los routers configurados con EIGRP.

VECINOS DE MEDELLIN

MEDELLIN# show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0192.168.1.98 Se0/0/0 13 00:33:13 40 1000 0 25

VECINOS DE BOGOTA

BOGOTA#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.131 Se0/0/1 11 01:14:28 40 1000 0 23
1192.168.1.99 Se0/0/0 13 00:36:01 40 1000 0 7

VECINOS DE CALI

CALI#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.130 Se0/0/0 13 01:15:33 40 1000 0 24
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c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

Tabla 4: Comprobacion de tabla de enrutamiento

R1 R2 R3

Nombre de Host MEDELLIN BOGOTA CALI

Direccibn de Ip en interfaz | 192.168.1.99 | 192.168.1.98 | 192.168.1.131
Serial 0/0
Direccion de Ip en interfaz 192.168.1.130
Serial 0/1
Direccion de Ip en interfaz FA | 192.168.1.33 | 192.168.1.1 192.168.1.65
0/0

Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 | 192.168.1.0 192.168.1.0

d. Realizar un diagnostico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de
la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

PING DE PC4 A PC1
Pinging 192.168.1.36 with 32 bytes of data:

Reply from 192.168.1.36: bytes=32 time=12ms TTL=125
Reply from 192.168.1.36: bytes=32 time=12ms TTL=125
Reply from 192.168.1.36: bytes=32 time=9ms TTL=125

Reply from 192.168.1.36: bytes=32 time=12ms TTL=125

Ping statistics for 192.168.1.36:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 9ms, Maximum = 12ms, Average = 11ms
C:\>

PING PC4 AL SERVIDOR
C:\>ping 192.168.1.6

Pinging 192.168.1.6 with 32 bytes of data:

Reply from 192.168.1.6: bytes=32 time=13ms TTL=126
Reply from 192.168.1.6: bytes=32 time=12ms TTL=126

Mind Wide Open”
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Reply from 192.168.1.6: bytes=32 time=10ms TTL=126
Reply from 192.168.1.6: bytes=32 time=14ms TTL=126

Ping statistics for 192.168.1.6:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 10ms, Maximum = 14ms, Average = 12ms

llustracion 7: Evidencia ping pc4 a pcl y al servidor.

¥ pca [ESR TR

PING DESDE MEDELLIN A TODOS LOS ROUTERS Y AL SERVIDOR
MEDELLIN#ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/16 ms
MEDELLIN#ping 192.168.1.65

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.65, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/7/31 ms

MEDELLIN#ping 192.168.1.6
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.6, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/23 ms
MEDELLIN#

llustracion 8: Evidencia ping entre routers y servidor

¥ MEDELUN

o (5D 3

& .l ) 2/01/2020

PING DE EXTREMO A EXTREMO
C:\>ping 192.168.1.70

Pinging 192.168.1.70 with 32 bytes of data:

Reply from 192.168.1.70: bytes=32 time=23ms TTL=126
Reply from 192.168.1.70: bytes=32 time=11ms TTL=126
Reply from 192.168.1.70: bytes=32 time=11ms TTL=126
Reply from 192.168.1.70: bytes=32 time=11ms TTL=126

Ping statistics for 192.168.1.70:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 11ms, Maximum = 23ms, Average = 14ms

C:\>ping 192.168.1.36
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Pinging 192.168.1.36 with 32 bytes of data:

Reply from 192.168.1.36: bytes=32 time=12ms TTL=126
Reply from 192.168.1.36: bytes=32 time=16ms TTL=126
Reply from 192.168.1.36: bytes=32 time=14ms TTL=126
Reply from 192.168.1.36: bytes=32 time=14ms TTL=126

Ping statistics for 192.168.1.36:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 12ms, Maximum = 16ms, Average = 14ms

C:\>ping 192.168.1.37
Pinging 192.168.1.37 with 32 bytes of data:

Reply from 192.168.1.37: bytes=32 time=27ms TTL=126
Reply from 192.168.1.37: bytes=32 time=11ms TTL=126
Reply from 192.168.1.37: bytes=32 time=14ms TTL=126
Reply from 192.168.1.37: bytes=32 time=13ms TTL=126

Ping statistics for 192.168.1.37:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 11ms, Maximum = 27ms, Average = 16ms

llustracion 9: Evidencia ping de extremo a extremo

B Servidor

(=Rl >
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Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.
Las condiciones para crear las ACL son las siguientes:

a. Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

La seguridad de los routers se configuré al inicio del documento mediante el
comando enable secret class y password cisco

La cofiguracion a telnet se realiz6 cuando se configuré la linea de consola 0 y vty 0
15 pero a solicitud de la guia de trabajo se consignan los comandos en cada router

ROUTER BOGOTA

SW-BOGOTA(config)#line console 0
SW-BOGOTA(config-line)#password cisco
SW-BOGOTA(config-line)#login
SW-BOGOTA(config-line)#logging synchronous
SW-BOGOTA(config-line)#line vty 0 15
SW-BOGOTA(config-line)#password cisco
SW-BOGOTA(config-line)#login
SW-BOGOTA(config-line)#logging synchronous

ROUTER MEDELLIN
SW-MEDELLIN(config)#line console 0
SW-MEDELLIN(config-line)#password cisco
SW-MEDELLIN(config-line)#login
SW-MEDELLIN(config-line)#logging synchronous
SW-MEDELLIN(config-line)#line vty 0 15
SW-MEDELLIN(config-line)#password cisco
SW-MEDELLIN(config-line)#login
SW-MEDELLIN(config-line)#logging synchronous

ROUTER CALI

SW-CALI(config)#line console 0
SW-CALI(config-line)#password cisco
SW-CALI(config-line)#login
SW-CALI(config-line)#logging synchronous
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SW-CALI(config-line)#line vty 0 15
SW-CALI(config-line)#password cisco
SW-CALI(config-line)#login
SW-CALI(config-line)#logging synchronous

b. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracion debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.

ACL MEDELLIN

MEDELLIN>en

Password:

MEDELLIN#conf t

MEDELLIN#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#acc

MEDELLIN(config)#access-list 101 per
MEDELLIN(config)#access-list 101 permit ip 192.168.1.32 0.0.0.31 host
192.168.1.6

MEDELLIN(config)#int g

MEDELLIN(config)#int gigabitEthernet 0/0
MEDELLIN(config-if)#ip access-group 101 in
MEDELLIN(config-if)#

ACL CALI

CALI#

CALl#conf t

CALI#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#acc

CALlI(config)#access-list 101 per

CALI(config)#access-list 101 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.6
CALlI(config)#int g

CALI(config)#int gigabitEthernet 0/0

CALlI(config-if)#ip access-group 101 in

CALI(config-if)#

COMPROBACION DE LA LISTA DE CONTROL DE ACCESO
Pinging 192.168.1.6 with 32 bytes of data:
Reply from 192.168.1.6: bytes=32 time=13ms TTL=126

Reply from 192.168.1.6: bytes=32 time=11ms TTL=126
Reply from 192.168.1.6: bytes=32 time=12ms TTL=126
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Reply from 192.168.1.6: bytes=32 time=15ms TTL=126
Ping statistics for 192.168.1.6:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 11ms, Maximum = 15ms, Average = 12ms
C:\>ping 192.168.1.5

Pinging 192.168.1.5 with 32 bytes of data:

Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.

Ping statistics for 192.168.1.5:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

Mind Wide Open”

Ahora se configura la ACL para que el servidor pueda acceder a todos los

dispositivos de la red mediante el siguiente commando

ACL PARA EL SERVIDOR
BOGOTA>en

Password:

BOGOTA#conf t
BOGOTA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#access-list 101 permit ip host 192.168.1.6 any

BOGOTA(config)#int g0/0
BOGOTA(config-if)#ip access-group 101 in
BOGOTA(config-if)#
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COMPROBACION DE ACCESO DEL SERVIDOR A LAS TERMINALES

C:\>ping 192.168.1.5
Pinging 192.168.1.5 with 32 bytes of data:

Reply from 192.168.1.5: bytes=32 time=1ms TTL=128
Reply from 192.168.1.5: bytes=32 time=3ms TTL=128
Reply from 192.168.1.5: bytes=32 time<lms TTL=128
Reply from 192.168.1.5: bytes=32 time<1lms TTL=128

Ping statistics for 192.168.1.5:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 3ms, Average = 1ms

C:\>ping 192.168.1.37
Pinging 192.168.1.37 with 32 bytes of data:

Reply from 192.168.1.37: bytes=32 time=13ms TTL=126
Reply from 192.168.1.37: bytes=32 time=14ms TTL=126
Reply from 192.168.1.37: bytes=32 time=12ms TTL=126
Reply from 192.168.1.37: bytes=32 time=11ms TTL=126

Ping statistics for 192.168.1.37:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 11ms, Maximum = 14ms, Average = 12ms

C:\>ping 192.168.1.70
Pinging 192.168.1.70 with 32 bytes of data:

Reply from 192.168.1.70: bytes=32 time=26ms TTL=126
Reply from 192.168.1.70: bytes=32 time=16ms TTL=126
Reply from 192.168.1.70: bytes=32 time=11ms TTL=126
Reply from 192.168.1.70: bytes=32 time=14ms TTL=126

Ping statistics for 192.168.1.70:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 11ms, Maximum = 26ms, Average = 16ms

Mind Wide Open”
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llustracién 10: Evidencia de ACL del servidor a las terminales

® Servidor - Bl

c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.

MEDELLIN(config)#access-list 101 permit ip 192.168.1.32 0.0.0.31 host
192.168.1.6

MEDELLIN(config)#int g

MEDELLIN(config)#int gigabitEthernet 0/0

MEDELLIN(config-if)#ip access-group 101 in

CALI(config)#access-list 101 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.6
CALlI(config)#int g

CALI(config)#int gigabitEthernet 0/0

CALlI(config-if)#ip access-group 101 in

COMPROBACION DE LA RESTRICCION DE CADA SUBRED
Pinging 192.168.1.70 with 32 bytes of data:

Reply from 192.168.1.33: Destination host unreachable.

Reply from 192.168.1.33: Destination host unreachable.

Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.
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Ping statistics for 192.168.1.70:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

Pinging 192.168.1.36 with 32 bytes of data:

Reply from 192.168.1.65: Destination host unreachable.
Reply from 192.168.1.65: Destination host unreachable.
Reply from 192.168.1.65: Destination host unreachable.
Reply from 192.168.1.65: Destination host unreachable.

Ping statistics for 192.168.1.36:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

llustracion 11: Conectividad en subred medellin y restriccién a otras subredes
® pc1 |

Physical ~ Config _ Deskiop  Programming Attributes
re—

[command Prompt
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llustracion 12: Conectividad en subred Cali y restriccion a otras subredes

¥ pca

Physical  Config Programming  Aftributes

Ping statistics
ackets: Sent
Approximate round trip times
Maximum = S8ms, Average = 16ms

Destination host unreachsble
Destination host unreachable
Destination host unreachable

(1008 loss)

llustraciéon 13: Conectividad del servidor a todos los extremos

¥ Servidor
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Parte 5: Comprobacion de la red instalada.

Mind Wide Open”

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.

ACL SERVIDOR
C:\>ping 192.168.1.5

Pinging 192.168.1.5 with 32 bytes of data:

Reply from 192.168.1.5: bytes=32 time=1ms TTL=128
Reply from 192.168.1.5: bytes=32 time<lms TTL=128
Reply from 192.168.1.5: bytes=32 time<1lms TTL=128
Reply from 192.168.1.5: bytes=32 time<lms TTL=128

Ping statistics for 192.168.1.5:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = Oms

C:\>ping 192.168.1.71
Pinging 192.168.1.71 with 32 bytes of data:

Reply from 192.168.1.71: bytes=32 time=2ms TTL=126

Reply from 192.168.1.71: bytes=32 time=14ms TTL=126
Reply from 192.168.1.71: bytes=32 time=11ms TTL=126
Reply from 192.168.1.71: bytes=32 time=14ms TTL=126

Ping statistics for 192.168.1.71:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 14ms, Average = 10ms

C:\>ping 192.168.1.37

Pinging 192.168.1.37 with 32 bytes of data:

Reply from 192.168.1.37: bytes=32 time=27ms TTL=126
Reply from 192.168.1.37: bytes=32 time=11ms TTL=126

Reply from 192.168.1.37: bytes=32 time=14ms TTL=126
Reply from 192.168.1.37: bytes=32 time=15ms TTL=126
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Ping statistics for 192.168.1.37:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 11ms, Maximum = 27ms, Average = 16ms

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=1ms TTL=255
Reply from 192.168.1.1: bytes=32 time<1lms TTL=255
Reply from 192.168.1.1: bytes=32 time<lms TTL=255
Reply from 192.168.1.1: bytes=32 time<1lms TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = 0ms

C:\>ping 192.168.1.33
Pinging 192.168.1.33 with 32 bytes of data:

Reply from 192.168.1.33: bytes=32 time=2ms TTL=254
Reply from 192.168.1.33: bytes=32 time=18ms TTL=254
Reply from 192.168.1.33: bytes=32 time=1ms TTL=254
Reply from 192.168.1.33: bytes=32 time=2ms TTL=254

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 18ms, Average = 5ms

C:\>ping 192.168.1.131

Pinging 192.168.1.131 with 32 bytes of data:

Reply from 192.168.1.131: bytes=32 time=2ms TTL=254
Reply from 192.168.1.131: bytes=32 time=1ms TTL=254
Reply from 192.168.1.131: bytes=32 time=1ms TTL=254
Reply from 192.168.1.131: bytes=32 time=1ms TTL=254

Ping statistics for 192.168.1.131.:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Mind Wide Open”
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Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1ms

ACL BOGOTA
C:\>ping 192.168.1.6

Pinging 192.168.1.6 with 32 bytes of data:

Reply from 192.168.1.6: bytes=32 time=1ms TTL=128
Reply from 192.168.1.6: bytes=32 time<lms TTL=128
Reply from 192.168.1.6: bytes=32 time<1lms TTL=128
Reply from 192.168.1.6: bytes=32 time=3ms TTL=128

Ping statistics for 192.168.1.6:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 3ms, Average = 1ms

C:\>ping 192.168.1.36
Pinging 192.168.1.36 with 32 bytes of data:

Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.

Ping statistics for 192.168.1.36:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

C:\>ping 192.168.1.70

Pinging 192.168.1.70 with 32 bytes of data:

Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.

Ping statistics for 192.168.1.70:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

ACL MEDELLIN
C:\>ping 192.168.1.37

Mind Wide Open”
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Pinging 192.168.1.37 with 32 bytes of data:

Reply from 192.168.1.37: bytes=32 time=1ms TTL=128
Reply from 192.168.1.37: bytes=32 time=1ms TTL=128
Reply from 192.168.1.37: bytes=32 time<lms TTL=128
Reply from 192.168.1.37: bytes=32 time=3ms TTL=128

Ping statistics for 192.168.1.37:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 3ms, Average = 1ms

C:\>ping 192.168.1.70
Pinging 192.168.1.70 with 32 bytes of data:

Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.

Ping statistics for 192.168.1.70:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

C:\>ping 192.168.1.5

Pinging 192.168.1.5 with 32 bytes of data:

Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.
Reply from 192.168.1.33: Destination host unreachable.

Ping statistics for 192.168.1.5:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

ACL CALI
C:\>ping 192.168.1.70

Pinging 192.168.1.70 with 32 bytes of data:

Reply from 192.168.1.70: bytes=32 time=58ms TTL=128
Reply from 192.168.1.70: bytes=32 time=2ms TTL=128

Mind Wide Open”
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Reply from 192.168.1.70: bytes=32 time=3ms TTL=128
Reply from 192.168.1.70: bytes=32 time=1ms TTL=128

Ping statistics for 192.168.1.70:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 58ms, Average = 16ms

C:\>ping 192.168.1.37
Pinging 192.168.1.37 with 32 bytes of data:

Request timed out.

Reply from 192.168.1.65: Destination host unreachable.
Reply from 192.168.1.65: Destination host unreachable.
Reply from 192.168.1.65: Destination host unreachable.

Ping statistics for 192.168.1.37:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

C:\>ping 192.168.1.5
Pinging 192.168.1.5 with 32 bytes of data:

Reply from 192.168.1.65: Destination host unreachable.
Reply from 192.168.1.65: Destination host unreachable.
Reply from 192.168.1.65: Destination host unreachable.
Reply from 192.168.1.65: Destination host unreachable.

Ping statistics for 192.168.1.5:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.

Tabla 5: Pruebas del funcionamiento de la red
ORIGEN DESTINO RESULTADO
Router MEDELLIN Router CALI ok
WS 1 Router BOGOTA falla
Servidor Router CALI ok
Servidor Router MEDELLIN ok

TELNET



CIsco. Cisco Networking Academy’

Mind Wide Open”

TELNET

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

Servidor

Servidor

Router CALI

Router MEDELLIN

Router CALI
Router CALI
Router MEDELLIN

Router MEDELLIN
ws_1

WS_1

LAN del Router CALI

Servidor

Servidor

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router CALI

falla
falla
falla

falla
falla

falla

falla
ok
ok

ok
ok
falla
falla
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Escenario 2

Una empresa tiene la conexidén a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LAN original.

llustracién 14: Red del escenario 2

172.31.2.32 130
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SWITCH DE
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]

—
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WLAN1TD
35 HOSTS

CUNDINAMARCA

VLANT =172.31.2.0 /28
VLAN1I0 = 172.31.0.0/26
VLAN30 = 172.31.0.64 126

g

SWITCH
CUNDINAMARCA,

VLAN 20
60 HOSTS

VLANT =172.31.2.8 /28
VLANZ0 = 17231184 /28
VLAN30 = 172.31.1.0 /26
WLANEE = 172.31.224/29

17231.0018

Desarrollo del escenario 2

Los siguientes son los requerimientos necesarios:

Implementacién de la red
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llustracion 15: implementacion de la red escenario 2
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1. Todos los routers deberan tener lo siguiente:

e Configuracién basica.

ROUTER BUCARAMANGA

Router>en

Router#conf t

Router#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#service password-encryption
Router(config)#banner motd &...ATENCION SOLO ACCESO AUTORIZADO!'&
Router(config)#enable secret class
Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login
Router(config-line)#logging synchronous
Router(config-line)#line vty 0 15
Router(config-line)#password cisco
Router(config-line)#login
Router(config-line)#logging synchronous
Router(config-line)#hostname

N

% Invalid input detected at ' marker.
Router(config-line)#
Router(config-line)#hostname BUCARAMANGA
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BUCARAMANGA (config)#!
BUCARAMANGA#

CONFIGURACION DE INTERFACES ROUTER BUCARAMANGA

BUCARAMANGA(config)#int g0/0.1
BUCARAMANGA(config-subif)#encapsulation dot
BUCARAMANGA(config-subif)#encapsulation dot1Q 1
BUCARAMANGA(config-subif)#ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif)#int g0/0.10
BUCARAMANGA(config-subif)#enc
BUCARAMANGA(config-subif)#encapsulation do
BUCARAMANGA(config-subif)#encapsulation dot1Q 10
BUCARAMANGA(config-subif)#ip add
BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#int g0/0.30
BUCARAMANGA(config-subif)#enc
BUCARAMANGA(config-subif)#encapsulation do
BUCARAMANGA(config-subif)#encapsulation dot1Q 30
BUCARAMANGA(config-subif)#ip add
BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#int g0/0

BUCARAMANGA(config-if)#no shut

BUCARAMANGA(config-if)#no shutdown

BUCARAMANGA(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.10, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.10,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up



o],
CIsCO. Cisco Networking Academy Mind Wide Open’

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

BUCARAMANGA(config-if)#

BUCARAMANGA(config-if)#int s0/0/0

BUCARAMANGA(config-if)#ip add

BUCARAMANGA(config-if)#ip address 172.31.2.34 255.255.255.252
BUCARAMANGA(config-if)#no shut

BUCARAMANGA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BUCARAMANGA(config-if)#!

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

BUCARAMANGA#
ROUTER TUNJA

Router>en

Router#conf t

Router#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#service password-encryption
Router(config)#banner motd &...ATENCION SOLO ACCESO AUTORIZADO!&
Router(config)#enable secret class

Router(config)#line console 0

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#logging synchronous
Router(config-line)#line vty 0 15

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#logging synchronous
Router(config-line)#hostname TUNJA

TUNJA(config)#end

CONFIGURACION DE INTERFACES ROUTER TUNJA

TUNJA>en
Password:
TUNJA#conf t
TUNJA#conf terminal
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Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#

TUNJA(config)#int g0/0.1

TUNJA(config-subif)#enc

TUNJA(config-subif)#encapsulation do
TUNJA(config-subif)#encapsulation dot1Q 1
TUNJA(config-subif)#ip add

TUNJA(config-subif)#ip address 172.3.2.9 255.255.255.248
TUNJA(config-subif)#int g0/0.20

TUNJA(config-subif)#enc

TUNJA(config-subif)#encapsulation do
TUNJA(config-subif)#encapsulation dot1Q 20
TUNJA(config-subif)#ip add

TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif)#int g0/0.30

TUNJA(config-subif)#enc

TUNJA(config-subif)#encapsulation do
TUNJA(config-subif)#encapsulation dot1Q 30
TUNJA(config-subif)#ip add

TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA(config-subif)#int g0/0

TUNJA(config-if)#no shut

TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

Mind Wide Open”

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,

changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,

changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,

changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,

changed state to up
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TUNJA(config-if)#

TUNJA(config-if)#

TUNJA(config-if)#int s0/0/0

TUNJA(config-if)#ip add

TUNJA(config-if)#ip address 172.31.2.33 255.255.255.252
TUNJA(config-if)#no shu

TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

TUNJA(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

TUNJA(config-if)#

TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip add

TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252
TUNJA(config-if)y#no shut

TUNJA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
TUNJA(config-if)#

ROUTER CUNDINAMARCA

Router>en

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#service password-encryption
Router(config)#banner motd &...ATENCION SOLO ACCESO AUTORIZADO!&
Router(config)#enable secret class

Router(config)#line console O

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#logging synchronous
Router(config-line)#line vty 0 15

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#logging synchronous
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Router(config-line)#hostname CUNDINAMARCA
CUNDINAMARCA(config)#end
CUNDINAMARCA#

CONFIGURACION DE INTERFACES ROUTER CUNDINAMARCA

CUNDINAMARCA>en

CUNDINAMARCA>enable

Password:

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int g0/0.1
CUNDINAMARCA(config-subif)#enc
CUNDINAMARCA(config-subif)#encapsulation do
CUNDINAMARCA(config-subif)#encapsulation dot1Q 1
CUNDINAMARCA(config-subif)#ip add
CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#int g0/0.20
CUNDINAMARCA(config-subif)#enc
CUNDINAMARCA(config-subif)#encapsulation do
CUNDINAMARCA(config-subif)#encapsulation dot1Q 20
CUNDINAMARCA(config-subif)#ip add
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#int g0/0.30
CUNDINAMARCA(config-subif)#enc
CUNDINAMARCA(config-subif)#encapsulation do
CUNDINAMARCA(config-subif)#encapsulation dot1Q 30
CUNDINAMARCA(config-subif)#ip add
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#int g0/0.88
CUNDINAMARCA(config-subif)#enc
CUNDINAMARCA(config-subif)#encapsulation do
CUNDINAMARCA(config-subif)#encapsulation dot1Q 88
CUNDINAMARCA(config-subif)#ip add
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#int g0/0
CUNDINAMARCA(config-if)#no shu

CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.88, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.88,
changed state to up

CUNDINAMARCA(config-if)#

CUNDINAMARCA(config-if)#

CUNDINAMARCA(config-if)#int s0/0/0
CUNDINAMARCA(config-if)#ip add

CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-ify#no shu

CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

CUNDINAMARCA (config-if)#

CONFIGURACION RED EXTERNA

Username:
Username: admin
Password:
TUNJA>en
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Password:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#

TUNJA(config)#int g0/1

TUNJA(config-if)#ip add

TUNJA(config-if)#ip address 209.165.220.1 255.255.255.0
TUNJA(config-if)#no shu

TUNJA(config-if)#no shutdown

TUNJA(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to up

TUNJA(config-if)#

e Autenticacion local con AAA.

ROUTER BUCARAMANGA

BUCARAMANGA>en

Password:

BUCARAMANGA#

BUCARAMANGA#conf t

BUCARAMANGA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#username admin secret admin123
BUCARAMANGA(config)#AAA new-model
BUCARAMANGA(config)#AAA authentication login AUTHLOCAL local
BUCARAMANGA(config)#line console O
BUCARAMANGA(config-line)#login authentication AUTHLOCAL
BUCARAMANGA(config-line)#line vty 0 15
BUCARAMANGA(config-line)#login authentication AUTHLOCAL
BUCARAMANGA(config-line)#

ROUTER TUNJA

TUNJA>en
Password:
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TUNJA#conf t

TUNJA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#username admin secret admin123
TUNJA(config)#AAA new-model

TUNJA(config)#AAA authentication login AUTHLOCAL local
TUNJA(config)#line console 0

TUNJA(config-line)#login authentication AUTHLOCAL
TUNJA(config-line)#line vty 0 15

TUNJA(config-line)#login authentication AUTHLOCAL
TUNJA(config-line)#

ROUTER CUNDINAMARCA

CUNDINAMARCA>en

Password:

CUNDINAMARCA#conf t

CUNDINAMARCA¢#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#username admin secret admin123
CUNDINAMARCA(config)#AAA new-model
CUNDINAMARCA(config)#AAA authentication login AUTHLOCAL local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication AUTHLOCAL
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#login authentication AUTHLOCAL
CUNDINAMARCA(config-line)#

e Cifrado de contrasefas.

El cifrado con contrasefias se efectlo en la configuracion basica usando el comando
service password-encryption, pero para efectos del desarrollo de la guia de trabajo
se presentan a continuacion.

Router tunja

TUNJA(config)#ser

TUNJA(config)#service pass
TUNJA(config)#service password-encryption

Router Bucaramanga
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BUCARAMANGA(config)#service password-encryption

Router Cundinamarca
CUNDINAMARCA(config)#service password-encryption

¢ Un méximo de internos para acceder al router.

TUNJA(config-line)#login block-for 10 attempts 3 within 60
BUCARAMANGA(config-line)#login block-for 10 attempts 3 within 60

CUNDINAMARCA(config-line)#login block-for 10 attempts 3 within 60
e Maximo tiempo de acceso al detectar ataques.

TUNJA(config-line)#login block-for 10 attempts 3 within 60
BUCARAMANGA(config-line)#login block-for 10 attempts 3 within 60

CUNDINAMARCA(config-line)#login block-for 10 attempts 3 within 60

e Establezca un servidor TFTP y almacene todos los archivos necesarios de los
routers.

El servicio TFTP del servidor debe estar en cendido “on” para que se almacenen los
archivos

2. El DHCP deberéa proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

DHCP configurado en Router Tunja

TUNJA(config)#ip dhcp excluded-add

TUNJA(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.2
TUNJA(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.66
TUNJA(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.66
TUNJA(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.2
TUNJA(config)#dhcp pool VLAN10-BUCARAMANGA
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% Invalid input detected at "' marker.

TUNJA(config)#ip dhcp pool VLAN10-BUCARAMANGA
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool VLAN30-BUCARAMANGA
TUNJA(dhcp-config)#network

% Incomplete command.

TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#def

TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns

TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool VLAN20-CUNDINAMARCA
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#def

TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dn

TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool VLAN30-CUNDINAMARCA
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#def

TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dn

TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#

3. El web server deberéa tener NAT estético y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).

Username: admin

Password:

TUNJA>en

Password:

TUNJA#conf t

TUNJA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip nat inside sourse static ?
% Unrecognized command
TUNJA(config)#ip nat inside sourse static?
% Unrecognized command
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TUNJA(config)#ip nat inside sourse static 172.31.2.277
% Unrecognized command
TUNJA(config)#ip nat inside source static 172.31.2.27 209.165.220.3

4. El enrutamiento debera tener autenticacion.

BUCARAMANGA(config)#int s0/0/0

BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md5 cisco123
BUCARAMANGA#

04:55:49: %0OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

BUCARAMANGA#

CUNDINAMARCA(config)#int s0/0/0

CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 ciscol23
CUNDINAMARCA(config-if)#

04:57:08: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
FULL to DOWN, Neighbor Down: Dead timer expired

04:57:08: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
FULL to DOWN, Neighbor Down: Interface down or detached

CUNDINAMARCA(config-if)#

TUNJA(config)#int s0/0/0

TUNJA(config-if)#ip ospf authentication message-digest

TUNJA(config-if)#ip ospf message-digest-key 1 md5 ciscol23

TUNJA(config-if)#

04:59:04: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

TUNJA(config-if)#

TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 ciscol123
TUNJA(config-if)#
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05:00:48: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from

LOADING to FULL, Loading Done
TUNJA(config-if)#

Comprobacion de conectividad entre terminales
C:\>ping 172.31.0.67

Pinging 172.31.0.67 with 32 bytes of data:

Reply from 172.31.0.67: bytes=32 time=12ms TTL=127
Reply from 172.31.0.67: bytes=32 time<lms TTL=127
Reply from 172.31.0.67: bytes=32 time<lms TTL=127
Reply from 172.31.0.67: bytes=32 time<lms TTL=127

Ping statistics for 172.31.0.67:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 12ms, Average = 3ms

C:\>ping 172.31.0.135
Pinging 172.31.0.135 with 32 bytes of data:

Request timed out.

Reply from 172.31.0.135: bytes=32 time=15ms TTL=126
Reply from 172.31.0.135: bytes=32 time=14ms TTL=126
Reply from 172.31.0.135: bytes=32 time=14ms TTL=126

Ping statistics for 172.31.0.135:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:
Minimum = 14ms, Maximum = 15ms, Average = 14ms

C:\>ping 172.31.0.196

Pinging 172.31.0.196 with 32 bytes of data:

Request timed out.

Reply from 172.31.0.196: bytes=32 time=14ms TTL=126
Reply from 172.31.0.196: bytes=32 time=12ms TTL=126
Reply from 172.31.0.196: bytes=32 time=14ms TTL=126

Ping statistics for 172.31.0.196:

Mind Wide Open”
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Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:
Minimum = 12ms, Maximum = 14ms, Average = 13ms

llustracién 16: Evidencia de conectividad entre terminales.

® pco = | @ -

5. Listas de control de acceso:

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

CUNDINAMARCA>en

Password:

CUNDINAMARCA#conf t

CUNDINAMARCA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 101 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255
CUNDINAMARCA(config)#access-list 101 permit any any

N

% Invalid input detected at ' marker.
CUNDINAMARCA(config)#access-list 101 permit ip any any
CUNDINAMARCA(config)#

CUNDINAMARCA(config)#

CUNDINAMARCA(config)#exit
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CUNDINAMARCA#
%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA#

CUNDINAMARCA#conf t

CUNDINAMARCA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int g0/0.20
CUNDINAMARCA(config-subif)#ip access-group 101 in
CUNDINAMARCA(config-subif)#

llustracién 17: Conectividad de vlan 20 pc4 a pc2 y negacion de servicio de internet

® pcs o | ]
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e Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

Revisando la documentacion de la guia la VLAN 10 no existe por tanto para efectos
del ejercicio se emplea la VLAN 30

CUNDINAMARCA#

CUNDINAMARCA#conf t

CUNDINAMARCA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int g0/0.20
CUNDINAMARCA(config-subif)#ip access-group 101 in
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CUNDINAMARCA(config-subif)#

CUNDINAMARCA(config-subif)#

CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#access-list 102 permit ip 172.31.1.0 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 102 deny ip any any
CUNDINAMARCA(config)#int g0/0.30

CUNDINAMARCA(config-subif)#ip access-group 102 in
CUNDINAMARCA(config-subif)#

llustracion 18: Ping de pc 5 a terminales y acceso a servidor externo

® pCs [E=REe ™

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.

Username: admin

Password:

TUNJA>en

Password:

TUNJA#conf t

TUNJA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#acces-list 101 permit tcp 172.31.0.196 0.0.0.63 209.165.220.0
0.0.0.255 eq 80

N

% Invalid input detected at ' marker.
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TUNJA(config)#access-list 101 permit tcp 172.31.0.196 0.0.0.63 209.165.220.0
0.0.0.255 eq 80

TUNJA(config)#access-list 101 permit tcp 172.31.0.196 0.0.0.63 209.165.220.0
0.0.0.255eq 21

TUNJA(config)#access-list 101 permit tcp 172.31.0.196 0.0.0.63 209.165.220.0
0.0.0.255 eq 20

TUNJA(config)#int g0/0.30

TUNJA(config-subif)#ip access-group 101 in

TUNJA(config-subif)#

TUNJA(config-subif)#

llustracion 19: Evidencia de conexion ftp a servidor externo.

¥ pc3 oo S
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llustracion 20: Evidencia de conectividad web a servidor externo
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarcay
VLAN 10 de Bucaramanga.

Username: admin

Password:

TUNJA>en

Password:

TUNJA#conf t

TUNJA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 102 permitip 172.31.0.128 0.0.0.63 172.31.1.64 0.0.0.63
TUNJA(config)#access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
TUNJA(config)#int g0/0.20

TUNJA(config-subif)#ip access-group 102 in

TUNJA(config-subif)#
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llustracion 21: Evidencia de conexién vlan entre vlans 20 y vlan 10

® pc2

0
I

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo
de VLAN 10.

Username: admin

Password:

BUCARAMANGA>en

Password:

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#
BUCARAMANGA(config)#access-list 101 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

BUCARAMANGA(config)#int g0/0.30
BUCARAMANGA(config-subif)#ip access-group 101 in
BUCARAMANGA(config-subif)#

Se aplica la configuracién solo a la vlan 30 porque la vlan 10 no existe en tunja ni
en Cundinamarca.
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llustracion 22: Conectividad de vlan 30 a internet y falla a otras terminales
® pc1 o] D

o —

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

Username: admin

Password:

BUCARAMANGA>en

Password:

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#

BUCARAMANGA(config)#access-list 101 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

BUCARAMANGA(config)#int g0/0.30

BUCARAMANGA(config-subif)#ip access-group 101 in
BUCARAMANGA(config-subif)#

BUCARAMANGA(config-subif)#

BUCARAMANGA(config-subif)#exit

BUCARAMANGA(config)#access-list 102 permitip 172.31.0.0 0.0.0.63 172.31.1.64
0.0.0.63

BUCARAMANGA(config)#access-list 102 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

BUCARAMANGA(config)#int g0/0.10

BUCARAMANGA(config-subif)#ip access-group 102 in
BUCARAMANGA(config-subif)#
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llustracion 23: Conectividad entre vlan10 y vlans 20 y negacion de internet

® pco [E=lo] >

e —

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.

Username:

Username: admin

Password:

CUNDINAMARCA>en

Password:

CUNDINAMARCA#

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.1.64 0.0.0.63 172.31.2.8
0.0.0.63

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.1.64 0.0.0.63 172.31.1.0
0.0.0.63

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.1.64 0.0.0.63 172.31.2.24
0.0.0.7

CUNDINAMARCA(config)#int g0/0.20

CUNDINAMARCA(config-subif)#ip access-group 102 in
CUNDINAMARCA(config-subif)

Realizando la verificacién de las lista se observa que en g0/0.20 ya permitia el
acceso por la lista 101 y cuando se configura la g0/0.20 y se asigna el acceso al
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grupo por la lista 103 no resulta funcional entonces se corrige la lista de acceso al
grupo deajndo la g0/0.20 con acceso por la lista 101, emleando el siguiente
comando.

CUNDINAMARCA#

CUNDINAMARCA#conf t

CUNDINAMARCA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int g0/0.20
CUNDINAMARCA(config-subif)#ip access-group 101 in
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console

Y ahora eliminamos la lista 103 con el comando

CUNDINAMARCA#

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#no access-list 103
CUNDINAMARCA(config)#int g0/0.20
CUNDINAMARCA(config-subif)#ip access-group 103 out
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

Ahora reorganizando la lista de acceso se niega el acceso a cada vlan de la lista
103 teniendo en cuenta su origen y destino mediante el siguiente comando.

CUNDINAMARCA#conf t

CUNDINAMARCA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 103 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#g0/0.20

N

% Invalid input detected at '~ marker.
CUNDINAMARCA(config)#int g0/0.20
CUNDINAMARCA(config-subif)#ip access-group 103 out
CUNDINAMARCA(config-subif)#
CUNDINAMARCA(config-subif)#
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CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#access-list 103 permit ip any any
CUNDINAMARCA (config)#

llustracién 24: Restriccién de conectividad entre vlans de de Cundinamarca

¥ pca

ool 0 S

Restriccidn entre vlans de tunja

Username: admin

Password:

TUNJA>en

Password:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#

TUNJA(config)#access-list 103 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 103 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 103 permit ip any any

TUNJA(config)#int g0/0.20

TUNJA(config-subif)#ip access-group 20 out

TUNJA(config-subif)#ip access-group 103 out

TUNJA(config-subif)#
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llustracién 25: Restriccion de conectividad vlans de Tunja

® pc2

Restriccion de vlans de Bucaramanga

Username: admin

Password:

BUCARAMANGA>en

Password:

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#access-list 103 deny ip 172.31.2.0 0.0.0.7 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 103 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 103 permit ip any any
BUCARAMANGA(config)#int g0/0.10

BUCARAMANGA(config-subif)#ip access-group 103 out
BUCARAMANGA(config-subif)#
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llustracion 26: Restriccion de conectividad entre vlans de Bucaramanga
¥ peo =) oxT

e Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

Vlan de Cundinamarca

BUCARAMANGA#conf t

BUCARAMANGA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#access-list 2 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 2 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 2 permit 172.31.2.8 0.0.0.7
BUCARAMANGA(config)#line vty 0 15
BUCARAMANGA(config-line)#access-class 2 in
BUCARAMANGA(config-line)#

Vlan de Tunja

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#

TUNJA(config)#access-list 2 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 2 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 2 permit 172.31.2.8 0.0.0.7
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TUNJA(config)#line vty 0 15
TUNJA(config-line)#access-class 2 in
TUNJA(config-line)#

Vlan de Cundinamarca

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#
CUNDINAMARCA(config)#access-list 2 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 2 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 2 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 15
CUNDINAMARCA(config-line)#access-class 2 in
CUNDINAMARCA(config-line)#

La verificacion se realiza haciendo telnet desde los switches

llustracion 27: Telnet de SW-Bcaramanga a router.

B SW-BUCARAMANGA -

cLl

10S Command Line interface

Press RETURN to get started

Hagay
W

ION SOLO ACCESO AUTORIZADO! !
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6. VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.

Tabla 6: subneteo VLSM

Mind Wide Open”

N° [ SUBRED (VLAN) HOST SOLICITADOS | DIRECCION DE RED
SIN ESPECIFICAR 172.31.2.0/29
1 |[VLAN1 SIN ESPECIFICAR 172.3.2.8/29
SIN ESPECIFICAR 172.31.2.8/29
VLAN 10 (SUBRED
2 | BUCARAMANGA) 55 172.31.0.0/26
VLAN 30 (SUB RED
BUCARAMANGA) 55 172.31.0.64/26
4 [VLAN 20 (SUB RED |40 172.31.0.128/26
TUNJA)
VLAN 20 (SUB RED
5 | CUNDINAMARCA) 60 172.31.1.64/29
VLAN 30 (SUB RED
6 | TUNJA) 40 172.31.0.192/26
7 |VLAN 30 (SUB RED| g, 172.31.1.0/26

CUNDINAMARCA)

VLAN 88 SUB RED
8 CUNDINAMARCA 1 SERVIDOR INTERNO | 172.31.2.24/29

Aspectos a tener en cuenta

Habilitar VLAN en cada switch y permitir su enrutamiento.
CONFIGURACION DE VLAN EN LOS SWITCHES

CONFIGURACION SWITCH BUCARAMANGA
sw-bucaramanga>en

sw-bucaramanga#conf t

sw-bucaramanga#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
sw-bucaramanga(config)#hostname SW-BUCARAMANGA
SW-BUCARAMANGA(config)#vlan 1
SW-BUCARAMANGA(config-vlan)#vlan 10
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SW-BUCARAMANGA(config-vlan)#vlan 30
SW-BUCARAMANGA(config-vlan)#int fO/1
SW-BUCARAMANGA(config-if)#swi
SW-BUCARAMANGA(config-if)#switchport mode access
SW-BUCARAMANGA(config-if)#sw
SW-BUCARAMANGA(config-if)#switchport acc
SW-BUCARAMANGA(config-if)#switchport access vian 10
SW-BUCARAMANGA(config-if)#int f0/4
SW-BUCARAMANGA(config-if)#sw
SW-BUCARAMANGA(config-ify#switchport mode access
SW-BUCARAMANGA(config-if)#sw
SW-BUCARAMANGA(config-ify#switchport ac
SW-BUCARAMANGA(config-if)#switchport access vian 30
SW-BUCARAMANGA(config-if)#int g0/1
SW-BUCARAMANGA(config-if)#sw
SW-BUCARAMANGA(config-if)#switchport mode tr
SW-BUCARAMANGA(config-if)#switchport mode trunk
SW-BUCARAMANGA(config-if)#
SW-BUCARAMANGA(config-if)#no shu
SW-BUCARAMANGA(config-if)#no shutdown
SW-BUCARAMANGA(config-if)#

CONFIGURACION SWITCH TUNJA
Switch>

Switch>en

Switch#conf t

Switch#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname SW-TUNJA
SW-TUNJA(config)#vlan 1
SW-TUNJA(config-vlan)#vlan 20
SW-TUNJA(config-vlan)#vlan 30

Mind Wide Open”
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SW-TUNJA(config-vlan)#int fO/1
SW-TUNJA(config-if)#sw
SW-TUNJA(config-if)y#switchport mode access
SW-TUNJA(config-if)#sw
SW-TUNJA(config-if)#switchport acc
SW-TUNJA(config-if)#switchport access vlan 20
SW-TUNJA(config-if)#int f0/4
SW-TUNJA(config-if)#sw
SW-TUNJA(config-if)#switchport mode acc
SW-TUNJA(config-if)#switchport mode access
SW-TUNJA(config-if)#sw
SW-TUNJA(config-if)#switchport access vian 30
SW-TUNJA(config-if)#int g0/1
SW-TUNJA(config-if)#sw
SW-TUNJA(config-if)#switchport mode tr
SW-TUNJA(config-if)y#switchport mode trunk
SW-TUNJA(config-if)#end

SW-TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

CONFIGURACION SWITCH CUNDINAMARCA

sw-cundinamarca>EN
sw-cundinamarca#
sw-cundinamarca#tconf t

Enter configuration commands, one per line. End with CNTL/Z.

sw-cundinamarca(config)#

sw-cundinamarca(config)#hostname SW-CUNDINAMARCA

SW-CUNDINAMARCA(config)#vlan 1
SW-CUNDINAMARCA(config-vlan)#vlan 20
SW-CUNDINAMARCA(config-vlan)#vlan 30

Mind Wide Open”
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SW-CUNDINAMARCA(config-vlan)#vlan 88
SW-CUNDINAMARCA(config-vlan)#exit
SW-CUNDINAMARCA(config)#int fO/1
SW-CUNDINAMARCA(config-if)#sw
SW-CUNDINAMARCA(config-if)#switchport mode acc
SW-CUNDINAMARCA(config-if)#int f0/1
SW-CUNDINAMARCA(config-if)#sw

SW-CUNDINAMARCA(config-if)#switchport mode access vlan 20

AN

% Invalid input detected at ' marker.

SW-CUNDINAMARCA(config-if)#switchport mode access
SW-CUNDINAMARCA(config-if)#sw
SW-CUNDINAMARCA(config-if)#switchport acc
SW-CUNDINAMARCA(config-if)#switchport access vlan20

AN

% Invalid input detected at "' marker.

SW-CUNDINAMARCA(config-if)#switchport access vian 20
SW-CUNDINAMARCA(config-if)#int f0/4
SW-CUNDINAMARCA(config-if)#sw
SW-CUNDINAMARCA(config-if)#switchport mode acc
SW-CUNDINAMARCA(config-if)#switchport mode access
SW-CUNDINAMARCA(config-if)#sw
SW-CUNDINAMARCA(config-if)#switchport ac
SW-CUNDINAMARCA(config-if)#switchport access vlan 30
SW-CUNDINAMARCA(config-if)#int f0/24
SW-CUNDINAMARCA(config-if)#sw
SW-CUNDINAMARCA(config-if)#switchport mode ac
SW-CUNDINAMARCA(config-if)#switchport mode access
SW-CUNDINAMARCA(config-if)#sw
SW-CUNDINAMARCA(config-if)#switchport ac

Mind Wide Open”
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SW-CUNDINAMARCA(config-if)#switchport access vlan 88
SW-CUNDINAMARCA(config-if)#int g0/1
SW-CUNDINAMARCA(config-if)#sw
SW-CUNDINAMARCA(config-if)#switchport mod tr
SW-CUNDINAMARCA(config-if)#switchport mod trunk
SW-CUNDINAMARCA(config-ify#end
SW-CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console

Enrutamiento OSPF con autenticacién en cada router.

CONFIGURACION OSPF

OSPF ROUTER BUCARAMANGA

Username: admin

Password:

BUCARAMANGA>en

Password:

BUCARAMANGA#conf t

BUCARAMANGA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#router ospf 1
BUCARAMANGA(config-router)#do show ip route connected

C 172.31.0.0/26 is directly connected, GigabitEthernet0/0.10
C 172.31.0.64/26 is directly connected, GigabitEthernet0/0.30
C 172.31.2.0/29 is directly connected, GigabitEthernet0/0.1
C 172.31.2.32/30 is directly connected, Serial0/0/0

BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA(config-router)#

OSPF ROUTER TUNJA
Username: admin
Password:

TUNJA>en

Password:



o],
CIsCO. Cisco Networking Academy Mind Wide Open’
|

TUNJA#conf t

TUNJA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)# router ospf 1

TUNJA(config-router)#do show ip route connected

172.3.2.8/29 is directly connected, GigabitEthernet0/0.1
172.31.0.128/26 is directly connected, GigabitEthernet0/0.20
172.31.0.192/26 is directly connected, GigabitEthernet0/0.30
172.31.2.32/30 is directly connected, Serial0/0/0
172.31.2.36/30 is directly connected, Serial0/0/1
209.165.220.0/24 is directly connected, GigabitEthernet0/1

O00000

TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area O
TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area 0
TUNJA(config-router)#network 172.31.0.192 0.0.0.63 area 0O
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area O
TUNJA(config-router)#network

02:29:35: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area O
TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area O
TUNJA(config-router)#
TUNJA(config-router)#

OSPF ROUTER CUNDINAMARCA

Username: admin

Password:

CUNDINAMARCA>en

Password:

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#router ospf 1
CUNDINAMARCA(config-router)#do show ip route connected

C 172.31.1.0/26 is directly connected, GigabitEthernet0/0.30
C 172.31.1.64/26 is directly connected, GigabitEthernet0/0.20
C 172.31.2.8/29 is directly connected, GigabitEthernet0/0.1

C 172.31.2.24/29 is directly connected, GigabitEthernet0/0.88
C 172.31.2.36/30 is directly connected, Serial0/0/0

CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area O
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CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#

02:37:32: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

CUNDINAMARCA(config-router)#

Servicio DHCP en el router Tunja, mediante el helper address, para los routers
Bucaramanga y Cundinamarca.

Username: admin

Password:

TUNJA>en

Password:

TUNJA#conf t

TUNJA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip dhcp excluded-add

TUNJA(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.2
TUNJA(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.66
TUNJA(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.66
TUNJA(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.2
TUNJA(config)#dhcp pool VLAN10-BUCARAMANGA

N

% Invalid input detected at "' marker.

TUNJA(config)#ip dhcp pool VLAN10-BUCARAMANGA
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool VLAN30-BUCARAMANGA
TUNJA(dhcp-config)#network

% Incomplete command.

TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#def

TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns

TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool VLAN20-CUNDINAMARCA
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#def



CIsCO. Cisco Networking Academy

TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dn

TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool VLAN30-CUNDINAMARCA
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#def

TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dn

TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#

HELPER-ADDRESS BUCARAMANGA
User Access Verification

Username: admin

Password:

BUCARAMANGA>en

Password:

BUCARAMANGA#conf t

BUCARAMANGA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#

BUCARAMANGA(config)#int g0/0.10
BUCARAMANGA(config-subif)#ip hel
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#int g0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#

HELPER-ADDRESS CUNDINAMARCA
User Access Verification

Username: admin

Password:

CUNDINAMARCA>en

Password:

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int g0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#int g0/0.30

Mind Wide Open”
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CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#

CONFIGURACION DHCP EN LAS TERMINALES

llustracion 28: Evidencia DHCP pcO
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llustracion 29: Evidencia DHCP pcl
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llustracién 30: Evidencia DHCP pc4
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llustracién 31: Evidencia DHCP pc4
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llustracién 32: Evidencia ip estatica de servidor interno
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Configuracion de NAT estético y de sobrecarga.
Username: admin

Password:
TUNJA>en
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Password:

TUNJA#conf t

TUNJA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip nat inside source static 172.31.2.27 209.165.220.3

Mind Wide Open”

Establecer una lista de control de acceso de acuerdo con los criterios sefialados.

Username: admin

Password:

TUNJA>en

Password:

TUNJA#conf t

TUNJA#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip nat inside sourse static ?

% Unrecognized command

TUNJA(config)#ip nat inside sourse static?

% Unrecognized command

TUNJA(config)#ip nat inside sourse static 172.31.2.277

% Unrecognized command

TUNJA(config)#ip nat inside sourse static 172.31.2.27 209.165.220.3
A

% Invalid input detected at '~ marker.

TUNJA(config)#

TUNJA(config)#

TUNJA(config)#ip nat inside sourse static 172.31.2.27 209.165.220.3
N

% Invalid input detected at "' marker.

TUNJA(config)#ip nat inside source static 172.31.2.27 209.165.220.3
TUNJA(config)#

TUNJA(config)#acces list 1 permit 172.0.0.0 0.255.255.255

AN
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% Invalid input detected at "' marker.
TUNJA(config)#access-list 1 permit 172.0.0.0 0.255.255.255
TUNJA(config)#ip nat inside source list 1 interface g0/1 overload
TUNJA(config)#int g0/1
TUNJA(config-if)#ip nat outside
TUNJA(config-if)#int g0/0.1
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#int g0/0.20
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#int g0/0.30
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#int s0/0/0
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#int s0/0/1
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#exit
TUNJA(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.2
TUNJA(config)#router ospf 1
TUNJA(config-router)#def
TUNJA(config-router)#default-information originate
TUNJA(config-router)#
TUNJA(config-router)#

Habilitar las opciones en puerto consola y terminal virtual
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CONCLUSIONES

Con la realizacion de la prueba de habilidades practica CCNA se evidencio la
importancia de la tematica abordada durante el curso, un aspecto que se resalta es
que aunque de forma muy béasica se logré aprender a configurar dispositivos de una
red usando el simulador packet tracer, el cual fue muy util para el desarrollo de todas
las traeas.

Como conclusion también me queda por afirmar que la temética vista fue muy
extensa y el tiempo para su desarrollo fue muy limitado, seria bueno que esta clase
de cursos “diplomados” tuvieran mayor tiempo para el desarrollo efectivo de los
conceptos, ejercicios y tareas, pues de esta manera el aprendizaje seria mas
productivo y el curso cumpliria totalmente el objetivo para el cual fue disefiado...
“formar ingenieros o técnicos con amplios conocimientos en redes”



o],
CIsCO. Cisco Networking Academy’ Mind Wide Open’
N

BIBLIOGRAFIA

CISCO. (2014). Enrutamiento Dindmico. Principios de Enrutamiento y Conmutacion.
Recuperado de https://static-course-
assets.s3.amazonaws.com/RSES50ES/module7/index.html#7.0.1.1

CISCO. (2014). OSPF de una sola area. Principios de Enrutamiento y Conmutacion.
Recuperado de https://static-course-
assets.s3.amazonaws.com/RSES50ES/module8/index.html#8.0.1.1

CISCO. (2014). Listas de control de acceso. Principios de Enrutamiento y
Conmutacion. Recuperado de https://static-course-
assets.s3.amazonaws.com/RSES50ES/module9/index.html#9.0.1.1

CISCO. (2014). DHCP. Principios de Enrutamiento y Conmutacion. Recuperado de
https://static-course-
assets.s3.amazonaws.com/RSE50ES/modulel0/index.html#10.0.1.1

Vesga, J. (2014). Principios de Enrutamiento [OVA]. Recuperado de
https://1drv.ms/u/s!AmIJYei-NT1lhgOyjWeh6timi_Tm



https://static-course-assets.s3.amazonaws.com/RSE50ES/module7/index.html#7.0.1.1
https://static-course-assets.s3.amazonaws.com/RSE50ES/module7/index.html#7.0.1.1
https://static-course-assets.s3.amazonaws.com/RSE50ES/module8/index.html#8.0.1.1
https://static-course-assets.s3.amazonaws.com/RSE50ES/module8/index.html#8.0.1.1
https://static-course-assets.s3.amazonaws.com/RSE50ES/module9/index.html#9.0.1.1
https://static-course-assets.s3.amazonaws.com/RSE50ES/module9/index.html#9.0.1.1
https://static-course-assets.s3.amazonaws.com/RSE50ES/module10/index.html#10.0.1.1
https://static-course-assets.s3.amazonaws.com/RSE50ES/module10/index.html#10.0.1.1
https://1drv.ms/u/s!AmIJYei-NT1IhgOyjWeh6timi_Tm

