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Resumen

Hoy en dia se debe conocer la importancia que tiene las telecomunicaciones en nuestra
vida cotidiana, sea en nuestro ambiente familiar, o profesional, debemos saber cémo es el
funcionamiento de la informacion por medio de las redes de comunicacién, el curso nos
dard un mejor concepto de los alcances de las redes y asi poder entender como se mueve
la informacién en mundo actual.

El diplomado CISCO disefio e implementacion de redes LAN-WAN que la Universidad
Nacional Abierta y a Distancia UNAD tiene un convenio con CISCO Networking Academy,
nos ayudara a comprender el funcionamiento de sistemas redes, por medio de dos
modulos, los cuales seran Network Fundamentals y Routing Protocols and Concepts, los
cuales veremos conceptos basicos de networking y configuraciones por medio de

protocolos de enrutamiento.
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Abstract

Today we must know the importance of telecommunications in our daily lives, whether
in our family or professional environment, we must know how the information works
through communication networks, the course will give us a better concept of the scope of
the networks and thus be able to understand how information moves in today's world.

The CISCO diploma design and implementation of LAN-WAN networks that the
National Open and Distance University UNAD has an agreement with CISCO Networking
Academy, will help us understand the operation of network systems, through two modules,
which will be Network Fundamentals and Routing Protocols and Concepts, which we will

see basic networking concepts and configurations through routing protocols.

12



l | | q PRUEBA DE HABILIDADES PRACTICAS CCNA
® ®
()

Introduccion

La actividad de las pruebas de habilidades practicas CCNA, corresponde a los
conocimientos aprendidos durante el semestre del diplomado de profundizaciéon CCNA, los
cuales con ejercicios practicos en la plataforma de CISCO o con trabajos colaborativos, se
adquieren habilidades de manejo de configuraciones, protocolos de enrutamiento para
crear una topologia de red interconectada de acuerdo a los requerimientos planteados. Para
el desarrollo de las pruebas de habilidades se utiliza la herramienta Packet Tracer, para
poder demostrar nuestras habilidades y seguir aprendiendo como en nuestra vida se aplica

las redes de telecomunicacion.
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Objetivos
General

Adquirir las habilidades tedricas y practicas por medio del diplomado de profundizacion

CISCO, donde se aprendera a analizar y resolver problemas de Networking.

Especificos

¢ I|dentificar Los elementos de una topologia de red.

e Efectuar configuraciones a dispositivos como switch, router y host.

e Aprender a configurar las seguridades de los dispositivos de red.

e Crear la configuracion necesaria para la implementacion de OPSFv2.
e Configurar listas de control de acceso ACL

e Verificar conectividad entre los dispositivos de una red.

14
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Escenario 1
Una empresa posee sucursales distribuidas en las ciudades de Bogot4, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de

enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con el

namero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccion de vecinos

directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos los

hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y

comunicacion entre hosts de acuerdo con los requerimientos del administrador de red.
Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final.

15
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Desarrollo
Como trabajo inicial se debe realizar lo siguiente.
e Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).
e Realizar la conexion fisica de los equipos con base en la topologia de red.

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota
Bogota(config)#no ip domain-lookup

Bogota (config)#service password-encryption
Bogota(config)#banner motd #Acceso Prohibido#
Bogota(config)#enable secret class
Bogota(config)#line console 0
Bogota(config-line)#password cisco
Bogota(config-line)#login
Bogota(config-line)#logging synchronous
Bogota(config-line)#line vty 0 15
Bogota(config-line)#password cisco
Bogota(config-line)#login
Bogota(config-line)#logging synchronous
Bogota(config-line)#

Bogota(config-line)#

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin
Medellin(config)#no ip domain-lookup
Medellin(config)#service password-encryption
Medellin(config)#banner motd #Acceso Prohibido#
Medellin(config)#enable secret class
Medellin(config)#line console 0
Medellin(config-line)#password cisco
Medellin(config-line)#login
Medellin(config-line)#logging synchronous
Medellin(config-line)#line vty 0 15
Medellin(config-line)#password cisco
Medellin(config-line)#login
Medellin(config-line)#logging synchronous

17
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Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Cali

Cali(config)#no ip domain-lookup
Cali(config)#service password-encryption
Cali(config)#banner motd #Acceso Prohibido#
Cali(config)#enable secret class
Cali(config)#line console 0
Cali(config-line)#password cisco
Cali(config-line)#login
Cali(config-line)#logging synchronous
Cali(config-line)#line vty 0 15
Cali(config-line)#password cisco
Cali(config-line)#login
Cali(config-line)#logging synchronous
Cali(config-line)#

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SwBogota
SwBogota(config)#no ip domain-lookup

SwBogota (config)#service password-encryption
SwBogota (config)#banner motd #Acceso Prohibido#
SwBogota (config)#enable secret class

SwBogota (config)#line console 0

SwBogota (config-line)#password cisco

SwBogota (config-line)#login

SwBogota (config-line)#logging synchronous
SwBogota (config-line)#line vty 0 15

SwBogota (config-line)#password cisco

SwBogota (config-line)#login

SwBogota (config-line)#logging synchronous
SwBogota (config-line)#

SwBogota (config-line)#

Switch>en

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SwMedellin

SwMedellin (config)#no ip domain-lookup

SwMedellin (config)#service password-encryption

SwMedellin (config)#banner motd #Acceso Prohibido#
SwMedellin (config)#enable secret class

18
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SwMedellin config)#line console 0
SwMedellin (config-line)#password cisco
SwMedellin (config-line)#login

SwMedellin (config-line)#logging synchronous
SwMedellin (config-line)#line vty 0 15
SwMedellin (config-line)#password cisco
SwMedellin (config-line)#login

SwMedellin (config-line)#logging synchronous
SwMedellin (config-line)#

SwMedellin (config-line)#

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SwCali

SwcCali config)#no ip domain-lookup

SwcCali (config)#service password-encryption
SwCali (config)#banner motd #Acceso Prohibido#
SwcCali (config)#enable secret class

SwcCali (config)#line console 0

SwcCali (config-line)#password cisco

SwcCali (config-line)#login

SwcCali (config-line)#logging synchronous

SwcCali (config-line)#line vty 0 15

SwcCali (config-line)#password cisco

SwcCali (config-line)#login

SwcCali (config-line)#logging synchronous

Configurar la topologia de red, de acuerdo con las siguientes especificaciones:

Parte 1: Asignacion de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes, para
permitir creciemiento futuro de la red corporativa.

b. Asignar una direccién IP a la red.

Tabla 1.Asignacion direccion IP

RED IP
Medellin 192.168.1.32/27
Bogota 192.168.1.0/27
Cali 192.168.1.64/27
Medellin-Bogota 192.168.1.96/27
Bogota-Cali 192.168.1.128/27

19
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Sabemos para el calculo de cantidad de subredes es:
Subredes = 2™, donde n es el numero de bits prestados.

Para nuestro caso es Subredes = 23 =8

Tabla 2.Tablas de la segmentacidn

Red 0 192.168.1.0
192.168.1.1
192.168.1.30
192.168.1.31

Red 1 192.168.1.32
192.168.1.33
192.168.1.62
192.168.1.63

Red 2 192.168.1.64
192.168.1.65
192.168.1.94
192.168.1.95

Red 3 192.168.1.96
192.168.1.97
192.168.1.126
192.168.1.127

Red 4 192.168.1.128
192.168.1.129
192.168.1.158
192.168.1.159

Red 5 192.168.1.160
192.168.1.161
192.168.1.190
192.168.1.191

Red 6 192.168.1.192
192.168.1.193
192.168.1.222
192.168.1.223

Red 7 192.168.1.224
192.168.1.225
192.168.1.254
192.168.1.255

20
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Parte 2: Configuracion Basica.
a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo en

cuenta las subredes disefadas.

Tabla 3.Subredes

MEDELLIN BOGOTA CALI
192.168.1.99 192.168.1.98 192.168.1.131

192.168.1.130

192.168.1.33 192.168.1.1 192.168.1.65

Eigrp Eigrp Eigrp
200 200 200
192.168.1.0 192.168.1.0 192.168.1.0

Bogoté(config-line)#int s0/0/0
Bogota(config-if)#ip address 192.168.1.98 255.255.255.224
Bogota(config-if)#no shutdown

%link-5-changed: interface serial0/0/0, changed state to down
Bogota(config-if)#

Bogota(config-if)#int s0/0/1

Bogota(config-if)#ip address 192.168.1.130 255.255.255.224
Bogota(config-if)#no shutdown

%link-5-changed: interface serial0/0/1, changed state to down
Bogota(config-if)#

Bogota(config-if)#int f0/0

Bogota(config-if)#ip address 192.168.1.1 255.255.255.224
Bogota(config-if)#no shutdown

Bogoté(config-if)#

Bogota(config-if)#router eigrp 200

Bogota(config-router)#no auto-summary
Bogota(config-router)#network 192.168.1.0 0.0.0.31
Bogota(config-router)#network 192.168.1.96 0.0.0.31
Bogota(config-router)#network 192.168.1.128 0.0.0.31
Bogota(config-router)#

Bogota(config-router)#end

Bogota#

%Ilink-5-changed: interface fastethernet0/0, changed state to up
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%lineproto-5-updown: line protocol on interface fastethernet0/0, changed state to up
%sys-5-config_i: configured from console by console
Bogotéa#

Cali(config-line)#int s0/0/0
Cali(config-if)#ip address 192.168.1.131 255.255.255.224
Cali(config-if)#no shutdown

Cali(config-if)#int f0/0
Cali(config-if)#ip address 192.168.1.65 255.255.255.224
Cali(config-if)#no shutdown

Cali(config-if)#

Cali(config-if)#router eigrp 200

Cali(config-router)#no auto-summary
Cali(config-router)#network 192.168.1.64 0.0.0.31
Cali(config-router)#network 192.168.1.128 0.0.0.31
Cali(config-router)#end

Cali#

Cali#

%Ilink-5-changed: interface serial0/0/0, changed state to up

%link-5-changed: interface fastethernet0/0, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0, changed state to up
%sys-5-config_i: configured from console by console

Cali#
%lineproto-5-updown: line protocol on interface serial0/0/0, changed state to up

%dual-5-nbrchange: ip-eigrp 200: neighbor 192.168.1.130 (serial0/0/0) is up: new adjacency
Cali#

Medellin(config-line)#int s0/0/0
Medellin(config-if)#ip address 192.168.1.99 255.255.255.224
Medellin(config-if)#no shutdown

Medellin(config-if)#

Medellin(config-if)#int f0/0

Medellin(config-if)#ip address 192.168.1.33 255.255.255.224
Medellin(config-if)#no shutdown
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Medellin(config-if)#

Medellin(config-if)#router eigrp 200
Medellin(config-router)#no auto-summary
Medellin(config-router)#network 192.168.1.32 0.0.0.31
Medellin(config-router)#network 192.168.1.96 0.0.0.31
Medellin(config-router)#end

Medellin#

Medellin#

%Ilink-5-changed: interface serial0/0/0, changed state to up
%Ilink-5-changed: interface fastethernet0/0, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0, changed state to up
%sys-5-config_i: configured from console by console

Medellin#
%lineproto-5-updown: line protocol on interface serial0/0/0, changed state to up

%dual-5-nbrchange: ip-eigrp 200: neighbor 192.168.1.98 (serial0/0/0) is up: new adjacency

Medellin#

b. Después de cargada la configuraciéon en los dispositivos, verificar la tabla de

enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.
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¥ Bogota - m| *

Physical Config CLI Aftributes

|05 Command Ling Interface Ll

is up: new adjacency -~

Bogotagshow ip route
Codes: C - connected, S - static, I - IGRP, R - RIF, M - mobile, B -
BCD
D - EIGRP, EX - EIGRP external, O - OSDF, IA - OSDF inter area
N1 - OSPF NSSA external type 1, N2 - OSDF NSSA external type 2
E1 - OSPF external type 1, E2 — OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

192.188.1.0/27

e 19216813227
152.162.1.0/27 is subnetted, 5 subnets
c 152.1€8.1.0 is directly comnected, FastZItheznet0/0
o 192.1€8.1.32 [90/217241€] via 192.1€8.1.99, 00:10:35,
2960-24TT 1841 Serialofoso
Swedelin Medelin D 1%2.168.1.€4 [90/2172416] wia 192.168.1.131, 00:04:32,
o Serial0s0/1
PC-PT c 192.1€5.1.9¢ is directly comnected, Sezial0/0/0
Host2 c 152.1¢2.1.128 is directly comnected, Serial0/o/1
Bogotag w

Ctrl+F8 to exit CLI focus Paste

O mop v

g-}.ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ

4321 | | 1041 | 2001 | | 2011 81010X S10HGW | E29 | | 1240 | PrAcss pTEvely 1841 | J620NM| 2621M) | 2811
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Figura 3.Enrutamiento del router Bogota

- X
. , -
E=UmOrk @@ ¢F1 acan — —— 2
< L
= -
Hoa@s B/smed IR
Physical Config CLI Attributes
—
105 Command Line Interface
~
Caligshow ip route
Codes: C - comnnected, S - statie, I - IGRP, R - RIP, M - mobile, B -
BER
D - EIGRP, EX - EIGRP external, O - OSPF, Ih - OSDF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Il - I5-I8 level-l, L2 - IS-IS level-2, ia - IS-IS
inter area
192.188.1.0/27 * - candidate defsult, U - per-user static route, o - CDR
I P - periodic downloaded static route
Cateway of last resort is not set
192.188.1.96/27 1841
F__n Bogota 192.14 192.1€8.1.0/27 is subnetted, § subnets
PC-PT 182.188.1.3227 a D 192 168.1.0 [90/217241€] via 152 1€8.1 130, 00:05-40,
Host 1 gam— Serial0/0/0
D 192.165.1.32 [90/2€3441€] wia 192.1€5.1.180, 00:05:40,
Serial0/0/o
1841
gef;;:m Medelin c 192.1€5.1.64 is dirsctly connected, FastEthernsti/D
D 192.165.1.96 [390/2681856] wia 132.1€8.1.130, 00:05:40,
o Serial0/0/0
Host2 c 192.1€8.1.128 is directly connected, Serial0/0/0
Calig &
O mp v

e G e 1 e s e ]

4321 | | 1041 | | 2001 | | 2011 81010x S10MGW | 29 | | 1240 | Pracee prevply 1841 | 26206M| J82pa4) | 2811

Figura 4.Enrutamiento del router Cali
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c. Verificar el balanceo de carga que presentan los routers.

Bogota#show ip eigrp topology
ip-eigrp topology table for as 200/id(192.168.1.130)

codes: p - passive, a - active, u - update, q - query, r - reply,
r - reply status

p 192.168.1.0/27, 1 successors, fd is 28160

via connected, fastethernet0/0

p 192.168.1.32/27, 1 successors, fd is 2172416
via 192.168.1.99 (2172416/28160), serial0/0/0
p 192.168.1.64/27, 1 successors, fd is 2172416
via 192.168.1.131 (2172416/28160), serial0/0/1
p 192.168.1.96/27, 1 successors, fd is 2169856
via connected, serial0/0/0

p 192.168.1.128/27, 1 successors, fd is 2169856
via connected, serial0/0/1

Medellin#show ip eigrp topology
ip-eigrp topology table for as 200/id(192.168.1.99)

codes: p - passive, a - active, u - update, q - query, r - reply,
r - reply status

p 192.168.1.0/27, 1 successors, fd is 2172416
via 192.168.1.98 (2172416/28160), serial0/0/0

p 192.168.1.32/27, 1 successors, fd is 28160

via connected, fastethernet0/0

p 192.168.1.64/27, 1 successors, fd is 2684416
via 192.168.1.98 (2684416/2172416), serial0/0/0
p 192.168.1.96/27, 1 successors, fd is 2169856
via connected, serial0/0/0

p 192.168.1.128/27, 1 successors, fd is 2681856
via 192.168.1.98 (2681856/2169856), serial0/0/0

Cali#show ip eigrp topology
ip-eigrp topology table for as 200/id(192.168.1.131)

codes: p - passive, a - active, u - update, g - query, r - reply,
r - reply status

p 192.168.1.0/27, 1 successors, fd is 2172416
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via 192.168.1.130 (2172416/28160), serial0/0/0

p 192.168.1.32/27, 1 successors, fd is 2684416
via 192.168.1.130 (2684416/2172416), serial0/0/0
p 192.168.1.64/27, 1 successors, fd is 28160

via connected, fastethernet0/0

p 192.168.1.96/27, 1 successors, fd is 2681856
via 192.168.1.130 (2681856/2169856), serial0/0/0
p 192.168.1.128/27, 1 successors, fd is 2169856
via connected, serial0/0/0

d. Realizar un diagndstico de vecinos usando el comando cdp.

- X
iERlSOri a1 acaoEm BFE ?
o | E 7 o § = g ® Medellin — m} e

r \ 5
| Physic aU x: 751, y: 262 Physical Config  CLI  Attributes 03:16:30)
= e Eery —
s
105 Command Line Interface
Medellin(config) Sexit ~
Medelling
35YS-5-CONFIG_I: Configured Zrom console by console
MedellingShow cdp neighbors
Capability Codes: R - Routex, T - Trans Bridge, B - Source Route
Bridgs
S - Switch, H - Hest, I - IGMP, = - Repeater, B —
192.168.1.0i27 Phoni
— Device ID  Local Imtrfce Holdtme  Capability Platform  Port
< o
SwMedellin  Fas 0/0 153 s 2860 Fas
192.168.1.96127 1841 a/3
S0 192.168.1.32/27 Bogota 192.169 MedellingShow edp neighbors
FC-FT p ¢ Capability Codes: R - Router, T - Trans Bridge, B - Source Route
Host 1 e L Bridge
i S - Switch, H - Host, I - IGHMP, = - Repeater, D —
2960-24TT 1841 Phone
SwMedelin Medellin Device ID Local Intrfce Holdtme Capability Platform Port
£ his]
PC-PT SwMedellin  Fas 0/0 146 E 2860 Fas
Host 2 0/3
Bogota Ser 0/0/0 171 ES clesal E
04040
Medelling v
Clri+F6 to exit CLI focus. Copy Paste

tme:orarsa( ) )

=1 P& LI G G GGG GG G
| ‘ 4321 1941 2901 2911 . 81910X BI9HGW | B29 1240 | PrAoumer FRETRY | 1841 | 26200 26218M | 2811

4
— _ < >
< [ cD H [ ) 2811

Figura 5.Verificacion de los vecinos cdp del router Medellin
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eg0

co Packet Tracer - C:\Users\HERNAN!\Desktop\UNAD

Diplomado Cisc 9\Tarea 11\Final.pkt - X

.1

EiERE0riaa ol acqaaoE BsE
SZo@X Bl srmed B

B Bogota - m] x

Physical Config CLI Aftributes
—

I0S Command Line Interface ~

T 152.1€8.1.96/27, | successors, ED is 2l6585¢€ ~
via Connected, Seriald/0/0

P 192.1€8.1.128/27, 1 successors, FD is 2169856
via Connected, Seriall/0/1

Bogotagshow cdp neighbor

% CDP is not enabled

Bogotafconfig ©

Enter configuration commands, one per line. End with CNTL/Z.

Bogotaiconfig) fodp run

Bogotaiconfig) fexit

Bogota#

45Y5-5-CONFIG_I: Configursd from console by console

192.168.1.0/27

1841

Bogota 1 Bogota#Show cdp neighbors

Capability Codes: R - Router, T - Trams Bridge, B - Source Route
Bridge

e 192.168.1.32/27

S - Switch, H - Host, I - IGMF, r - Repeater, P -

Ehons

2060-24TT 1841 Device ID Local Intrfce  Holdome Capability Platform Pore
Swhedelin Medelin 1

== Cali Sex 0/0/1 1les R cle4l Ser
as0s0

Medellin Sex 0/0/0 172 R [SETS Ser
a/0/0

Bogotad] v

Ciri+F6 to exit CLI focus

[ 7op v

Time: 01:42:41

G e s e 1 e e s
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Figura 6.Verificacion de los vecinos cdp del router Bogota

iplomado Cisc S\Tarea 11\Final pkt - s

EERSO0rh @afy Qa0QaoE B FE ?

? Cali - o x| .
r=a
FTaaeX /s rmed B
Physical Config CLI Aftributes
—
04:13:
I0S Command Line Interface
A
Cali(config) #exit A
Calit
%5YS-5-CONFIG_I: Configured from console by console
CaliShow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route
Bridge
S - Svitch, H - Host, I - IGMP, r - Repeater, P -
Phone
Device ID Local Intrfce Holdome Capability Platform Porc
o
SwCali Fas 0/0 173 5 2560 Fas
LYE]
192.168.1.96/27 1841 Cali#Show cdp neighbors
F Bogota 192.1§| Capability Codes: R - Router, T - Trans Bridge, B - Scurce Route
192.168.1.32/27 » Bridge
5 - Switch, H - Host, I - IGMP, r - Repeater, P -

Phone

29602417 1841 ?:\uce hio] Local Intrfce Holdome Capability DPlatform Borc

Wedelin
Swihiedelin SwCali Fas 0/0 171 s 2960 Fas
oo 0/3
PC-PT
Host 2 Bogota Ser 0/0/0 134 R clasel Ser
a/0/1
calig hd
[ ©

L

4321 | 1941 | 2901 | 2911 | 91910X BI9HGW | B29 | | 1240 | PrAouer PrEvpy 1841 | 262004 (2621XM 2811

Figura 7.Verificacion de los vecinos cdp del router Cali
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e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

2\Diplomade Cis 1%\ Tarea 11\Final pkt —

ers\HERNAN\Desktop\UMAI

EERSO L BE Y AQRAODEEBSEE
Do@l fl/srmed B

¥ Bogota - m| ®

Physical Config CLI Aftributes

|05 Command Line Interface

D -~
Cali Ser 0/0/1 165 R c1341 Ser
0/0/0

Medellin Ser 0/0/0 172 R c1841 Ser
0/0/0

Bogotagping 152 183 1.
Translating "152.168.1."
% Unrecognized host or address or protocel not runming.

Bogotagping 152 163.1.35

Type escape sequence to abort.

192.183.1.96/27 Sending 5, 100-byte ICMP Echos to 192.1628.1.99, timeout is 2 seconds:

22203

PCPT 192.168.1.32027 Success rate is 100 percent (5/5), round-trip minfavg/max = 1/3/3 ms
Host 1 - G
> = R Bogotagping 152.1€3.1.131

2860-24TT M;:"; Type escape sequence to abort.

Swedelin elin Sending 5, 100-byte ICMP Echos to 152.168.1.131, timeout is 2
A= seconds:
PC-PT v
Host2

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms

Bogotag| v

Ctrl+F8 to exit CLI focus

O wop

FET P L e E E E R E E E E E R R

4321 | 1941 | 2901 | | 2911  81910x BISHGW | 629 | | 1240 | FReoue FREvRy | 1841 | (26200M| 2620AM) | 2811

- - 11 ] H “ 2811
Figura 8.Ping de Bogota a los routers de Medellin y Cali

? Cisco Packet Tracer - C: 19\Tarea 11\Final.pkt -

s\HERNAN\DesktoptUNAD 2019-2\Diplomade Cis

EiEREO0ricoaecd acaeanz@m EBEFE
Do@y fl/srme @ B

¥ cali - [m] X

Physical  Config _ CLI  Aftributes
—

105 Command Line Interface

SwCali Fas 0/0 171 s 23€0 Fas
0/3

Bogota Ser 0/0/0 134 R Cls41 Ser
0/0/1

Caligping 192.1€8.130
Translatving "152.1€8.130"
% Unrecognized host or address or protocol not running.

Califping 152.1€8.1.130

Type escape sequence to abort.
Sending 5, 100-byte ICMP EZchos to 152.1€3.1.130, timeout is 2

seconds:
tree
> Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/7 ms
PC-PT 192.168.1.32/27 2
Host 1 - Caligls2. 168.1.55
== Trying 152.168.1.5% .. OpenAcceso Prohibido
2960-24TT 1841
Medellin
SwiMedelin User Aecess Verification
e
PC-PT
Host2 Password:
Password:
Medellin= hd
Ctrl+F8 to exit CLI focus
O op

Time: 01:48:30 © Realtime)|

5 5 & 1G]

4321 | 1041 | 2001 | | 2011 81010x S19HGW B39 | | 1240 | Pracse prEwpy| | 1841 | J500KM| J52pM| | 2811

<

2811

Figura 9.Ping de Cali a los routers de Medellin y Bogota
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Parte 3: Configuracién de Enrutamiento.
a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

b. Verificar si existe vecindad con los routers configurados con EIGRP.

-19\Tarea 11\Final.pkt - *

® Cisco Packet Tracer - C: HERMAN:\Desktop UNAD 2013-2\Diplomade Cis

EiSWNE0rad Pd 1 QRQA0E ESE ?
T X B/ rmed B ¥ Medellin - O %

> 3
[ Physical)x 1. y: a1 Physical  Config  CLI  Attributes
S —
~
105 Command Line Interface
Thone ~
Dewvice ID Local Intrfee Holdtme Capability Platform Port
D
SwMedellin  Fas 0/0 153 s 2360 Fas
0/3
MedellingShow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route
Bridge
182.168.1.0/27 § - Switch, H - Host, T - IGMP, r - Repeater, D -
~=pn Phone
= Dewice ID  Local Imtrfee Holdtme  Capability ©Platform  Dort
ID
182.182.1.98/27 B”“: o SwMedellin  Fas 0/0 14¢ s 23€0 Tas
ogota
“ecpr 192 188.1.32/27 ¥ 02
p— . Bogota Ser 0/0/0 171 R cls41 Ser
fest > 'c; 0/0/0
Medellingshow ip eigrp neighbor
2960-24TT 1841 IP-EIGRP neighbors for process 200
SwhMedelin Medellin H Rddress Interface Hold Uptime SRTT RTO Q
e Seq
PC-PT (sec) (ms) =4
Host 2 Fum
0 152.1¢é8.1.39 Se0/0/0 11 00:32:15 40 w000 o 7
Medelling| v
Ctrl+F6 to exit CLI focus Copy Paste
~
< [ mp >

FL P L G G E G R EE G

4321 1941 2901 2911 | 91910X SL9HGW 829 1240 | PrRoser PrEvply | 1841 | 2620MM 262134 2811
| <
€ >

|
ﬁa iy o H 0\ 2811 |
Figura 10.Verificacion del enrutamiento EIGRP en Medellin

ERNAN\Desktop\UNAD 2 18\Tarea 11\Final.pkt

EERESOLr-iL®d 3 aeaaeaoE BsE ?
o @n g o me & B ® Bogota — =] x

Diplomado Cist

Physical ~ Config _ CLI _ Attributes
—
I0S Command Line Interface o
TEERsTEETRg TIST TET I ’y
% Unrecognized host or address or protocol not rumning.
Bogotadping 152.168.1.5%
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1%2.1€8.1.59%, timeout is 2 seconds:
trinn
Success rate is 100 percent [5/S), round-trip min/avg/max = 1/3/8 ms
e Bogotagping 192.168.1.131
192.168.1.96/27 1841 Type escape sequence to abort.
> Bogota 1 Sending &, 100-byte ICMP Echos to 1%2.1£8.1.131, timeout is 2 seconds:
ey 192.168.1.32/27 trrnn
Host 1 . ‘—,}’a Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms
Bogotagshow ip eigrp neighbor
2960-24TT 1841
Soin Medelin IDP-EIGRP neighbors for process 200
H  Address Interface Hold Uptime SRIT RTO Q@ Seq
e (see) tms) cnt  Num
etz 0 1sz.1es.1.33 Seososo 12 00:33:59 40 1000 o 7
1 152 .165.1.131 Seds0/1 14 00:27:5€ 40 1000 O 7
Bogotad] v
Ciri+F6 to exit CLI focus. Copy Paste
~
< [1 e >

5 |FH TH T e e T T ©S Fe T T T T
4321 | 1841 2001 | | 2911 | 81910 S194GW | 825 | 1240 | PrAcu prewply 1841 | 26200 262uw4) | 2811
-
< >
2811

Figura 11.Verificacion del enrutamiento EIGRP en Bogota
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eg0

ers\HERMAN'Desktopt UNAD 20

MTarea 11\Final.pkt

ESRSOcrk 3d¢1 QaQacE B oo okl ?
Zo@a@X f/srmed B

Physical Config CLI Aftributes

09:03:C
I0S Command Line Interface

Tt
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/7 ms
Cali$lS2.168.1.53%
Trying 152.168.1.55 ... OpenAcceso Prohibido
User Access Verification
192.168.1.0/27 Password:
L Password:
— =~ Medellinen
Password:
182168 1 9627 1841 Medellingexit
b2 Bogota 192.1g
PC-PT (R S » [Connection to 152.168.1.95 closed by foreign hest]
Host 1 — Cali#show ip eigrp neighbor
B IP-EIGRP neighbors for process 200
1841 H Address Interface Hold Uptime SRTT RTO 0
Seq
Medellin
Swhedelin (sec) (ms) Cnt
L Hum
PC-FT
Host2 0 182.18.1.130  Se0/0/0 13 00:2%:37 40 1000 0 &
Calig hd

Ctri+F6 to exit CLI focus.

[ 7op

e s e 1 s

4321 | | 1041 | 2001 | | 2011 | [81910X BIOMGW | B29 | | 1240 | Pracue| prevpy | 1841 | 262004 (262X 2811

4
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Figura 12.Verificacion del enrutamiento EIGRP en Cali

Ci\Users\HERNAN'Desktopt UNAD 2

Packet Trac

Diplomado (

Tarea 11\Final.pkt

- X
3 = - 3! [
iERSOri ¢ aaoE3 B = ?
= - P ; _
LAO\GL_\E/-.‘ Hﬁ ¥ Medellin O x
Physical) = 551. y- 441 Physical  Config  CLI  Attributes
= R —
Ll
108 Command Line Interface
Medellinfshow ip eigrp meighbor -
IP-EIGRP neighbors for process 200
H  Rddress Incerface Hold Uptime  SRIT RTO Q
Seq
(sec) (ms) Cnt
Hum
0 1s2.168.1.98  S=0/0/0 11 00:32:15 40 o000 0 7
182.188.1.0027 Medellingshow ip eigrp topology
~7. IP-EICRP Topology Table for AS 200/ID(152.165.1.58)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
192.188.1.96/27 B““: — r - Reply status
MRS ogota
192.168.1.32/27
PC-FT p— y P 132.1€8.1.0/27, 1 successors, FD is 2172416
Host 1 = =i via 192.1€8.1.98 (217241E/281€0), Serial0/0/0
P 132.1€8.1.32/27, 1 successors, FD is 28160
2960-24TT 1841 via Connected, FastEthernetd/0
Swiledelin Wedelin P 152.168.1.64/27, 1 successors, FD is 2684416
bs via 192.1€8.1.98 (2€3441E/Z1T241€), Serial0/0/0
PC-PT P 192.1€8.1.96/27, 1 successors, FD is 2169856
Host 2 via Connected, Serial0/0/0
P 132.168.1.128/27, 1 successors, FD is 2681856
wia 192.1€8.1.9% (2631556/216585€), Seriall/0/0
Medelling v
v
< [ 7op >

5 5

1041 | 2001 | | 2011 81010x| SI0HGW 29
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Praouer PrEvy | 1841 | (282004 2820 | 2811

2811

Figura 13.Verificacion de la topologia EIGRP en Medellin
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rs\HERNAN\Desktop\UNAD

BOsL Ak a1 Qo E BSE ?
= E/-.‘ Hﬁ ¥ Bogota _ O %

Physical)= 551, y: 441 Physical  Config  CLI Attributes
/ —

Diplomado C

Tarea 11\Final pkt

105 Command Line Interface

Bogota#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO @  Seq
(sec) (ms) Cnt  Num

0 152.1€8.1.59 Se0/0/0 1z 00:33:55 40 a0 o 7

1 152.1€8.1.131 Se0/0/1 14 00:27:56 40 a0 o 7

192.168.1.0/27

Bogota#show ip eigrp topelegy
IP-EIGRP Topology Table for AS 200/ID(152.1€8.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 132.1€8.1.0/27, 1 successors, FD is 2810
via Connected, FastEthernet(/0

B 152 165.1.32/27, 1 successors, FD is 2172416

2960-24TT wia 192_.168.1.93 (2172416/281€0), Seriald/0/0

SwMedelin WMedelin P 1%2.168.1.64/27, 1 successors, FD is 217241¢

#4 via 192.1€8.1.131 (217241€/281€0), Seriald/0/1

PC-PT P 192.1€8.1.96/27, 1 successors, FD is 2169856

Host 2 via Connected, Serial/0/0

B 192 1631 128/27, 1 successors, FD is 2165856
via Connected, Serial0/0/l

Bogotaf hs

Ctrl+F6 to exit CLI focus.

< [ 7op N

e G G NG e e
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Figura 14.Verificacion de la topologia EIGRP en Bogota

Packet Tracer - ers\HERNAN Desktop\UNAD 2 2\Diplomado C

MTarea 11\Final.pkt

. Jm

EERd0rik @drdaaaoE BsE ® o x ?
Zo@X fl/sme @ Hp

Physical ~ Config  CLI Aftributes
—

105 Command Line Interface

Cali#show ip eigrp neighbor ~
IP-EIGRP neighbors for process 200
H Rddress Interface Hold Uptime SRTT RTO @
Seq
(sec) (ms) Cnt
Num
0 152.1€8.1.130 Se0/0/0 13 00:29:27 40 w000 0 &

Caligshow ip eigrp topology

192.168.1.0/27 IP-EIGRP Topology Table for AS 200/ID(1%2.1€38.1.131)
e Codes: P - Bassive, A - Active, U - Update, © - Query, R - Reply,
r - Reply status
192.188.1.98/27 1841

o Bogota 18216 P 192.1€8.1.0/27, 1 successors, FD is 21724l€
PC-PT 192.168.1.32027 h wia 192.1€8.1.130 (217241€/281€0), Seriald/0/0
Host 1 - = P 132.1€3.1.32/27, 1 successors, FD is 283441€

| wia 152.168.1.130 (268441€/217241€), Serialld/0/0
2960-24TT 1841 B 1%2.1€3.1.64/27, 1 successors, FD is 2310

via Connected, FastEthernet(/0

Medellin
Swiedelin D 192.182.1.96/27, 1 successors, FD is 2EB185E

m’f’ wia 152.168.1.130 (2€8135€/21€385€), Serial0/0/0
Hostz P 152_1€8.1.128/27, 1 successors, FD is 21£385€

wvia Connected, Serial0d/0/0
Calig v

Ciri+F6 to exit CLI focus.

[ 7op "

Simulation)

L

4321 | | 1941 | 2901 | | 2911 | 81910X BIGHGW | B29 | 1240 | Pifouer PrEvpy 1841 | 26200 (2620XM 2811

< >
2811

Figura 15.Verificacion de la topologia EIGRP en Cali
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c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los routers

para verificar cada una de las rutas establecidas.

Tarea 11\Final.pkt - P
= Medellin - m] X
Physical ~ Config _ CLI  Aftributes
—
~
10S Command Line Interface
wia Loz le8. 1 .98 (2681856/2169856), Serial0n/0/0 -
Medellingshow ip route
Codes: C - connected, S - statie, I - IGRP, R - RIP, M - mobile, B -
BGP
D - EIGRP, EX - ZIGRP external, O - OSPF, IA - OSEF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSEF external type 2, E - ZGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS
192.168.1.0/27 inter area
= * - candidate defsult, U - per-user static route, o - ODR
’= P - periodic downloaded static route
192.168.1. 96127 e oo |GeFevRY of 1ass zesort is not ser
2 ogota
PCpPT 182.168.1 32127 o
- y 182 168.1.0/27 is subnetted, 5 subnets
Host1 = D 152.168.1.0 [S0/217241€] wia 152_1€8.1.58, 00:43:20,
Seriald/0/0
2980-24TT 1841 < 182_1€2.1.32 is directly connected, FastEthernet0/0
Swiledelin Medelin D 152_12.1.64 [90/268441€] via 152 _1€8.1.%8, 00:37:17,
F—— 5 Seriald/0/0
PC-PT c 152.1€8.1.9¢ is directly connected, Seriald/0/0
Host2 D 152.1€8.1.128 [90/2€9185€] via 152.1€6.1.98, 00:39:27,
Seriald/0/0
Medelling] hd
v
< O e >

—_—
Time: 02:01:16 (

S &
B2

1220

% 7

Praor. |prempy | 1841

=) B4 DI GGIG GG

4321 | 1941 | 2901 | | 2911 81910/ B19HGW

e )
26200M 2621%M

2811

4
P = I o0 2 @ Eom 1
Figura 16.Verificacion del enrutamiento en Medellin
o Packet Tracer - ers\HERNAN\Desktop\UNAD S\Tarea 11\Final pkt - =
] = ; 3 [—]
EENSOrh 9@ ¢ 1 QAQQODE BE=E ?
= r=a [ ] it — O 4
o €@t g /rme @ B ® Bogots
Physical Config CLI Aftributes.
—~u
I0S Command Line Interface ~
P 1%2_1€8.1.128/27, 1 successors, FD is 21E985€
wia Connected, Seriall/0/1
Bogotagshow ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, © - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - Is-IS, Ll - IS-IS lewel-l, LZ - IS-IS level-2Z, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
- Gateway of last resort is not set
152.1€8.1.0/27 is subnetted, 5 subnets
c 192.168.1.0 is directly connected, FastEthernet0/0
D 192.1€8.1.32 [90/217241€] via 152.1€8.1.55, 00:44:23,
2960-24TT Serialo/0/0
Swhedelin Medelin
D 192 _1€2_1 €4 [90/217241€] wvia 1%2.1€8.1.131, 00:38:20,
m‘f‘ Serial0/0/1
Host 2 < 192.1€8.1.9€ is directly connected, Seriald/0/0
c 192.168.1.128 is directly connected, Serial0/0/1
Bogotag -
.
< O e >

4321 | 1941 | 2001 | | 2911 81910%/ 819+GW 1240 | Preose Frevey 1841 | 262004

L P L G R EEEEEE

262004

2811

2821XM

Figura 17.Verificacién del enrutamiento en Bogota

32



PRUEBA DE HABILIDADES PRACTICAS CCNA

P

EERS0rihPaderdy aaaqoE BsE ?

P Cali — ] X
= [
@I /s rme @ B :
= Physical Config CLI Aftributes
- — ==
J\Lnglcal Physical)x 591 y: 41 o
10S Command Ling Interface
~
“ia Connected, Serial0/0/0 -
Cali#show ip route
D_ Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B -
i i |ee
ol 29sof24T D - EIGRP, EX - EZIGRP external, O - OSPF, IA - OSPF inter arsa
?;:T Swipgota N1 - OSPT NSSA external type 1, N2z - OSEF N55A external type 2
g q E1 - OSPF excernal type 1, E2 - OSPF external type 2, E - EGP
1 i - IS-IS, Ll - I8-I8 level-l, LZ - IS-IS level-2, ia - IS-IS
inter area
I 192.168.1.0127 4 - candidate defsult, U - per-user static route, o - ODR
P - periodic downloaded static route
e
Gateway of last resort is mot set
D 192.168.1.96/27 1841 \\l\
SN Bogota 19218 152.168.1.0/27 is subnetted, § subnets
e » D 152.168.1.0 [30/217241€] via LS2.168.1.130, 00:3%:1%,
Host 1 ~ ~ Serialo/o/0
—3x—1 D 192.168.1.32 [90/2€8441€] via 192.1€8.1.130, 00:39:19,
ot . 1241 Sexrialo/0/0
;ﬁ?é:ﬁ Medelin c 152.165.1.64 is directly connected, FastEthernetd/0
— ! D 152.168.1.96 [80/2681856] wia 182168 1130, 00:39:18,
s .
PC-PT Seriald/0/0
Host2 c 192.168.1.128 is directly connected, Serial0/0/0
Calig| hd
Clri+Fé to exit CLI focus Copy Faste
1 Tep ~

Time: 02:03: 17(:\)(:\)
El A L G G E R E R R

4321 | | 1841 | 2001 | | 2011 | [81910X BLOHGW B39 | | 1240 | Pracer| Prempy | 1841 | 262004 (2621XM 2811

d!l[ﬂllﬂ(l‘( >

281

Figura 18.Verificacion del enrutamiento en Cali

d. Realizar un diagnostico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de la red

LAN del router CALLI, primero a la red de MEDELLIN y luego al servidor.

EEREOIri®d ¢ aeaao=E BsE
o |@X B s me f B
R (— Physical) = 2155 210

¥ Host 3 — [m] x

Physical  Cenfig Deskiop Frogramming  Attributes.
T T —

e -

=
PeT o solly 5
ws1 9

=
1
I 192.168.1.0/27
o
[:] 192.168.1.96/27 1841 \'\
I Bogota 192.164
PC-FT \ 192.188.1.32/27 b
Host 1 ~ ,._)‘L‘. s
P—i————(
" 2980-24TT 1841
SwMedelin Medellin
=
PC-PT
Host 2
[ op v

il e

2001 | 2011 | 81910x BonGW | 829 | | 1240 | Procue| preme, | 1841 | (252004 262040 | 2811

2620XM

Figura 19.Prueba de conectividad de la Lan de Cali a la Lan de Medellin

33



PRUEBA DE HABILIDADES PRACTICAS CCNA

I EREOrLiaaéel aaoE BFE
Do @X f/srmed Bl

»

Physical Config Desktop Programming Aftributes

A\ Logical ( Physical)x 1. y: 440

(Command Prompt
o 2860f241T
PCPT
W51 Swipgota |
st
1
I 192.168.1.0027
=
Vi )
D 182.168.1.96/27 1841 \I\
B Bogota 192.18¢
POPT N 192168132027 b
Host 1 . o ¥
—
=~ 2g60-24TT 1841
[:}/ Swiledelin Medellin
=
PCFT
Host2

[ wp

Time: 02:17:43 (::’ (D
= ) FPA LI IGG GGG G D e e
|

4321 | | 1941 | 2901 | | 2911  91910%/ S19HGW 820 | | 1240 | PRAese| FrEmey 184

—

- Fiéura 20.Prueba de conectividad de la Lan de Cali al servidor

Parte 4. Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos y
estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red. Para
esta labor se decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

Cada router debe estar habilitado para establecer conexiones Telnet con los demas
routers y tener acceso a cualquier dispositivo en la red.

a. El equipo WS1 vy el servidor se encuentran en la subred de administracion. Solo el
servidor de la subred de administracién debe tener acceso a cualquier otro dispositivo en
cualquier parte de la red.

Bogota#config t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#access-list 110 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
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o . °®
Bogota(config)#access-list 110 deny ip any any

Bogota(config)#int f0/0
Bogota(config-if)#ip access-group 110 out

® Cisco Packet Tracer - C:\Users\HERNAN\Desktop\UNAD 2019-2\Diplomado Cisco_203092-19\Tarea 11\Escenarios pka\Escenario 1.pkt — X
3 y = 5 ==
EERSOL 2 @aL Y QaaaoBE BsE ¥ togeta _ o0 = ?
> Q @a = /s m e @ B
& Fhysical  Config _ CLI Aftributes
7 - — ———
([ Physical)x see. y: 254 06:06:30)
S 108 Command Line Interface —
~
~
%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 1592 . 1€8.1.131 (Serial0/0/1)
is up: new adjacency
%DUAL-5-NBRCHANGE: IP-EIGRF 200: Neighbor 152.1&5.1.5% (Serial0/0/0)
is up: new adjacency
192.168.1.0027 Acceso Drohibide
User Access Verification
192.168.1.96/27 1241 \\ Bassvox -
=D Bogola 192168,
e 192.168.1.32027 3 2o
Host 1 —. = = Fa
- ; ] 2o
1 En figuration mmands, one per line. End with CNIL/Z.
2080-24TT 1241 Bo g) gaccess—. list 110 permit ip 192.1€5.1.0 0.0.0.255 host
Swiedelin Medelin 1
ae Bogot g) #access— list 110 deny ip any any
FC-PT
Host 2 Bogot g) #int £0/0)
Bogot g-if)#ip access-— group 110 out
Bogota (config-if)§ v
Cirl+F6 to exit CLI focus Copy Paste

H—f I o H ‘..’\ Router-PT-Empty |
Figura 21.Configuracion de permisos en el router de Bogota

b. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener acceso a
ningun dispositivo fuera de su subred, excepto para interconectar con el servidor.

Medellin#config t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin(config)#access-list 110 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
Medellin(config)#access-list 110 permit icmp any any echo-reply
Medellin(config)#access-list 110 deny ip any any

Medellin(config)#int f0/0

Medellin(config-if)#ip access-group 110 in

Medellin(config-if)#
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2-19\Terea 11\Escenarios pka\Escenario 1.pkt

e -2\Diplomado Cisc

(W Cisco Packet Tracer - C:\Users\HERNAN\Desktop\UNAD 20

ESENS0rk 2@ +F% QQaQnE ESE v T o ?

IO < N /m e @ B
. Physical ~ Config _CL _ Attributes
x 971, y: 240
10S Command Line Interface
-
$LINEPRCTO-S-UPDOWN: Line protocel on Interface Serial0/0/0, changed
state ©o up
$DUAL-S-NBRCHANGE: IP-EIGRP 200: Neighbor 132.1€2.1.88 (Seriald/s/0/0)
is up: new adjacency
Acceso Prohibido
182.168.1.027
User Rccess Verification
=
=
Password:
192 168.1.96/27 1e41
Bogota 1 Medellin-en
F 3
et 192.168.1.32/27 Password:
Host 1 Medellingeonrig t
Enter configuration commands, one per line. End with CNTL/Z.
2880-24TT 1341 Medellin(config) gaccess-list 110 permit ip 192.1€3.1.0 0.0.0.255 host
Swiedelin Medelin lsz.1g8.1.2
; Medellin{config) 8access-list 110 permit icmp any any echo-reply
PC_PT Medellin(config) faccess-list 110 deny ip any any
Host 2 Medellin(config) #int £0/0
Medellin(config-if)$ip access—group 110 in
Medellin(config-if) hd
Cirl+FE to exit CLI focus Copy Paste
[ wep -
< >

&5 &5

amamee 2m2uar) 2811

T EEEELEEEEL
GHGW | 629 1240 | [preouer| rempmy | 1841

1941 | | 2901 | 2911 81910 81

5 I oo B @ ErT 1
Figura 22.Configuracion permisos de Lan de Medellin

Cali#ten

Cali#config t

Enter configuration commands, one per line. End with CNTL/Z.
Cali(config)#access-list 110 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
Cali(config)#access-list 110 permit icmp any any echo-reply
Cali(config)#access-list 110 deny ip any any

Cali(config)#int f0/0

Cali(config-if)#ip access-group 110 in

\Tarea 11\Escenarios pka\Escenario 1.pkt

HERNAM\Desktop UNAD 2019-2\Diplemado Cisco_2

iﬁﬂé‘ﬂfl&@&"l@\qexl:lﬁﬁ ¥ cali - [m] x ?
T @E @ /s rme @ B Physical  Config  CLI  Aftributes

4 \
Physical) x 740.y: 217

10S Command Line Interface

%LINEPRCTC-5-UBDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

$DUAL-S-NBRCHANGE: IF-EIGRP 200: Neighbor 192.1€8.1.130 (Serial0/0/0)
is up: new adjacency

Rcceso Prohibido

User Access Verification

— Passwozd:
P
Calien
121601 9527 Roorie [ ey
“ecer 192.168.1.3227 Caligen

o Caligconfig t

Host 1 . ~ ~
—; Enter configuration commands, one per line. End with CNTL/Z.
Cali(config)#aceess-list 110 permit ip 152.168.1.0 0.0.0.255 host
2960-24TT 1841 1s2.1€8.1.2
Swldedelin Medelin Cali(config)gaccess-list 110 permit icmp any any echo-reply
F—5 Cali{config)#access-list 110 deny ip any any

FC-FT Cali{config)#int £0/0
Host2 Cali(config-if)#ip access-group 110 in
Cali(config-if}# ha
Ctri+F& to exit CLI focus Copy Pasie
[ op
~

Time: 00:08:23(_ 14 )

TEI PR LI G E G EEEEELE LG

4321 | 1941 | 2901 | 2911 | 81910x) BIOHGW . 829 | 1240 | Prheer| Prempy 1841 2620 26204/ | 2811

<

Flemmi & Py 1
Figura 23.Configuracion permisos de Lan de Cali
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Parte 5: Comprobacion de la red instalada.

a. Se debe probar que la configuracién de las listas de acceso fue exitosa.

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para confirmar el

optimo funcionamiento de la red.

Tabla 4.Funcionamiento de la red

TELNET

ORIGEN
Router MEDELLIN
WS 1
Servidor

Servidor
LAN del Router MEDELLIN

LAN del Router CALI
LAN del Router MEDELLIN

LAN del Router CALI
LAN del Router CALI

LAN del Router MEDELLIN
LAN del Router MEDELLIN

LAN del Router CALI

LAN del Router MEDELLIN
Servidor

Servidor
Router CALI
Router MEDELLIN

PING

PING

% Cisco Packet Tracer - C:\Users\HERNAN\Desktop\UNAD 2019

2\Diplomade Cisco_20309

A\ Logical [EIERE

192.168.1.96/27

2960-24TT 1841
Swhedelin Medelin

5
PCFT
Host 2

Time: 00:18: If:

.D!-;-oﬂaﬂaﬁaﬂaﬂa

1240 | |Preoer

<

R EE R

DESTINO RESULTADO
Router CALI Exito
Router BOGOTA Fallo
Router CALI Fallo
Router MEDELLIN Fallo
Router CALI Fallo
Router CALI Fallo
Router MEDELLIN Fallo
Router MEDELLIN Fallo
WS 1 Fallo
WS 1 Fallo
LAN del Router CALI Fallo
Servidor Fallo
Servidor Fallo
LAN del Router MEDELLIN Fallo
LAN del Router CALI Fallo
LAN del Router MEDELLIN Exito
LAN del Router CALI Exito

2-19\Tarea 11\Escenarios pka\Escenario 1.pkt

B Medellin

Physical  Config  CLI  Aftributes
—

10S Command Line Interface

192.168.1.0/27

192.1

Medellin>telnet 152.1€5.1.131
Trying 192.1€2.1.131 ...CpenAccesc Prohibide

Password:
Cali>

Ctri+F§ to exit CLI focus

[ op

41 262004 (26201 | 2811

0 e

4321 1941 2901 2911 | 81910X BI9HGW _ B29
5 e I o g .

Router-PT-Empty

Figura 24.Prueba de telnet router Medellin a router Cali
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B ws1

Physical ~ Confg D

op  Programming  Attributes

iCommand Prompt

= o
192.168.1.96/27 1841
I Bogota|
PopT I 19216813227
Host 1 ~ —
-1 ‘
5 2560-24TT 1841
D" Swhedelin Medellin
—
PC-PT

Host2

g Ty T e T\ a ’ J
81910%/ B19HGW | 629 | | 1240 | FRAour FREToty | 1841 | 262004 2621304
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1841

Figura 25.Prueba de telnet de Ws1 a router Bogota
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- 2g60fz4tT
PC-FT
st swhpgota S

I 192.168.1.0/27

=
D 192,168 1.98127 1841 \‘\
T 192 168
PC-PT d

Bogota
\ 182.168.1 3227
Host 1 ~, e
= [
% 2060-247T 1841
D/ Swildedelin Wedelin
B,
PC-PT

Host2

[ 1ep
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Figura 26.Prueba de telnet del servidor a router Cali
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Figura 27.Prueba de telnet del servidor a router Medellin
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Figura 28.Prueba de telnet Lan de Medellin a router Cali
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Figura 29.Prueba de telnet Lan de Cali a router Cali
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Figura 30.Prueba de telnet Lan de Medellin a router Medellin
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Figura 31.Prueba de telnet Lan de Cali a router Medellin
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Escenario 2
Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,

conectarse a internet, pero empleando las direcciones de la red LAN original.
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Figura 41.Topologia de la red escenario 2

Desarrollo

Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener los siguiente:
e Configuracion basica.

router>en

router#conf t

enter configuration commands, one per line. end with cntl/z.
router(config)#hostname Bucaramanga
Bucaramanga(config)#no ip domain-lookup
Bucaramanga(config)#banner motd #Acceso Prohibido#
Bucaramanga(config)#enable secret class
Bucaramanga(config)#line console 0
Bucaramanga(config-line)#password cisco
Bucaramanga(config-line)#login
Bucaramanga(config-line)#logging synchronous
Bucaramanga(config-line)#line vty 0 15
Bucaramanga(config-line)#password cisco
Bucaramanga(config-line)#login
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Bucaramanga(config-line)#logging synchronous
Bucaramanga(config)#int f0/0.1
Bucaramanga(config-subif)#encapsulation dotlq 1
Bucaramanga(config-subif)#ip address 172.31.2.1 255.255.255.248
Bucaramanga(config-subif)#int f0/0.10
Bucaramanga(config-subif)#encapsulation dotlq 10
Bucaramanga(config-subif)#ip address 172.31.0.1 255.255.255.192
Bucaramanga(config-subif)#int f0/0.30
Bucaramanga(config-subif)#encapsulation dotlq 30
Bucaramanga(config-subif)#ip address 172.31.0.65 255.255.255.192
Bucaramanga(config-subif)#int f0/0

Bucaramanga(config-if)#no shutdown

Bucaramanga(config-if)#

Bucaramanga(config-if)#

Bucaramanga(config-if)#int s0/0/0

Bucaramanga(config-if)#ip address 172.31.2.34 255.255.255.252
Bucaramanga(config-if)#no shutdown

%link-5-changed: interface serial0/0/0, changed state to down
Bucaramanga(config-if)#

Bucaramanga(config-if)#router ospf 1

Bucaramanga(config-router)#network 172.31.0.0 0.0.0.63 area 0
Bucaramanga(config-router)#network 172.31.0.64 0.0.0.63 area O
Bucaramanga(config-router)#network 172.31.2.0 0.0.0.7 area 0
Bucaramanga(config-router)#network 172.31.2.32 0.0.0.3 area 0
Bucaramanga(config-router)#end

Bucaramanga#

%Ilink-5-changed: interface fastethernet0/0, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0, changed state to up
%link-5-changed: interface fastethernet0/0.1, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0.1, changed state to up
%link-5-changed: interface fastethernet0/0.10, changed state to up
%Ilineproto-5-updown: line protocol on interface fastethernet0/0.10, changed state to up
%Ilink-5-changed: interface fastethernet0/0.30, changed state to up

%Ilineproto-5-updown: line protocol on interface fastethernet0/0.30, changed state to up

%sys-5-config_i: configured from console by console
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Bucaramanga#
router>en
router#conf t

enter configuration commands, one per line. end with cntl/z.
router(config)#hostname Tunja

Tunja(config)#no ip domain-lookup

Tunja(config)#banner motd #Acceso Prohibido#
Tunja(config)#enable secret class

Tunja(config)#line console 0

Tunja(config-line)#password cisco
Tunja(config-line)#login

Tunja(config-line)#logging synchronous
Tunja(config-line)#line vty 0 15
Tunja(config-line)#password cisco
Tunja(config-line)#login

Tunja(config-line)#logging synchronous

Tunja(config)#int f0/0.1

Tunja(config-subif)#encapsulation dotlq 1
Tunja(config-subif)#ip address 172.3.2.9 255.255.255.248
Tunja(config-subif)#int f0/0.20
Tunja(config-subif)#encapsulation dotlq 20
Tunja(config-subif)#ip address 172.31.0.129 255.255.255.192
Tunja(config-subif)#int f0/0.30
Tunja(config-subif)#encapsulation dotlq 30
Tunja(config-subif)#ip address 172.31.0.193 255.255.255.192
Tunja(config-subif)#int f0/0

Tunja(config-if)#no shutdown

Tunja(config-if)#

Tunja(config-if)#int s0/0/0

Tunja(config-if)#ip address 172.31.2.33 255.255.255.252
Tunja(config-if)#no shutdown

Tunja(config-if)#

Tunja(config-if)#int s0/0/1

Tunja(config-if)#ip address 172.31.2.37 255.255.255.252
Tunja(config-if)#no shutdown

%link-5-changed: interface serial0/0/1, changed state to down
Tunja(config-if)#int f0/1

Tunja(config-if)#ip address 209.165.220.1 255.255.255.0
Tunja(config-if)#no shutdown

Tunja(config-if)#
Tunja(config-if)#router ospf 1
Tunja(config-router)#network 172.3.2.8 0.0.0.7 area 0
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Tunja(config-router)#network 172.31.0.128 0.0.0.63 area 0
Tunja(config-router)#network 172.31.0.192 0.0.0.63 area 0
Tunja(config-router)#network 172.31.2.32 0.0.0.3 area 0
Tunja(config-router)#network 172.31.2.36 0.0.0.3 area 0
Tunja(config-router)#end

Tunja#

Tunja#

%Ilink-5-changed: interface fastethernet0/0, changed state to up

%lineproto-5-updown: line protocol on interface fastethernet0/0, changed state to up
%Ilink-5-changed: interface fastethernet0/0.1, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0.1, changed state to up
%Ilink-5-changed: interface fastethernet0/0.20, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0.20, changed state to up
%link-5-changed: interface fastethernet0/0.30, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0.30, changed state to up
%Ilink-5-changed: interface serial0/0/0, changed state to up

%Ilink-5-changed: interface fastethernetO/1, changed state to up

%lineproto-5-updown: line protocol on interface fastethernet0/1, changed state to up
%sys-5-config_i: configured from console by console

Tunja#

router>en

router#conf t

enter configuration commands, one per line. end with cntl/z.
router(config)#hostname Cundinamarca
Cundinamarca(config)#no ip domain-lookup
Cundinamarca(config)#banner motd #Acceso Prohibido#
Cundinamarca(config)#enable secret class
Cundinamarca(config)#line console 0
Cundinamarca(config-line)#password cisco
Cundinamarca(config-line)#login
Cundinamarca(config-line)#logging synchronous
Cundinamarca(config-line)#line vty 0 15
Cundinamarca(config-line)#password cisco
Cundinamarca(config-line)#login
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Cundinamarca(config-line)#logging synchronous
Cundinamarca(config)#int f0/0.1
Cundinamarca(config-subif)#encapsulation dotlq 1
Cundinamarca(config-subif)#ip address 172.31.2.9 255.255.255.248
Cundinamarca(config-subif)#int f0/0.20
Cundinamarca(config-subif)#encapsulation dotlq 20
Cundinamarca(config-subif)#ip address 172.31.1.65 255.255.255.192
Cundinamarca(config-subif)#int f0/0.30
Cundinamarca(config-subif)#encapsulation dotlq 30
Cundinamarca(config-subif)#ip address 172.31.1.1 255.255.255.192
Cundinamarca(config-subif)#int f0/0.88
Cundinamarca(config-subif)#encapsulation dotlq 88
Cundinamarca(config-subif)#ip address 172.31.2.25 255.255.255.248
Cundinamarca(config-subif)#int f0/0

Cundinamarca(config-if)#no shutdown

Cundinamarca(config-if)#

Cundinamarca(config-if)#int s0/0/0

Cundinamarca(config-if)#ip address 172.31.2.38 255.255.255.252
Cundinamarca(config-if)#no shutdown

Cundinamarca(config-if)#router ospf 1

Cundinamarca(config-router)#network 172.31.1.0 0.0.0.63 area 0
Cundinamarca(config-router)#network 172.31.1.64 0.0.0.63 area 0
Cundinamarca(config-router)#network 172.31.2.8 0.0.0.7 area 0
Cundinamarca(config-router)#network 172.31.2.24 0.0.0.7 area 0
Cundinamarca(config-router)#network 172.31.2.36 0.0.0.3 area 0
Cundinamarca(config-router)#end

Cundinamarca#

%link-5-changed: interface fastethernet0/0, changed state to up

%lineproto-5-updown: line protocol on interface fastethernet0/0, changed state to up
%Ilink-5-changed: interface fastethernet0/0.1, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0.1, changed state to up
%Ilink-5-changed: interface fastethernet0/0.20, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0.20, changed state to up
%link-5-changed: interface fastethernet0/0.30, changed state to up
%lineproto-5-updown: line protocol on interface fastethernet0/0.30, changed state to up

%link-5-changed: interface fastethernet0/0.88, changed state to up
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%lineproto-5-updown: line protocol on interface fastethernet0/0.88, changed state to up
%Ilink-5-changed: interface serial0/0/0, changed state to up
%sys-5-config_i: configured from console by console

Cundinamarca#
%lineproto-5-updown: line protocol on interface serial0/0/0, changed state to up

Cundinamarca#
00:14:55: %ospf-5-adjchg: process 1, nbr 209.165.220.1 on serial0/0/0 from loading to full,
loading done

Cundinamarca#

switch>en

switch#conf t

enter configuration commands, one per line. end with cntl/z.
switch(config)#hostname SwBucaramanga
SwBucaramanga (config)#vlan 1

SwBucaramanga (config-vlan)#vlan 10
SwBucaramanga (config-vlan)#vlan 30
SwBucaramanga (config-vlan)#int f0/20
SwBucaramanga (config-if)#switchport mode access
SwBucaramanga (config-if)#switchport access vlan 10
SwBucaramanga (config-if)#int f0/24
SwBucaramanga (config-if)#switchport mode access
SwBucaramanga (config-if)#switchport access vlan 30
SwBucaramanga (config-if)#int f0/1

SwBucaramanga (config-if)#switchport mode trunk

SwBucaramanga (config-if)#int vlian 1

SwBucaramanga (config-if)#ip address 172.31.2.3 255.255.255.248

SwBucaramanga (config-if)#no shutdown

SwBucaramanga (config-if)#ip default-gateway 172.31.2.1

SwBucaramanga (config)#

SwBucaramanga w(config)#

%lineproto-5-updown: line protocol on interface fastethernetO/1, changed state to down
%lineproto-5-updown: line protocol on interface fastethernetO/1, changed state to up
%link-5-changed: interface vlanl, changed state to up

%lineproto-5-updown: line protocol on interface vlanl, changed state to up
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switch>en

switch#conf t

enter configuration commands, one per line. end with cntl/z.
switch(config)#hostname SwTunja

SwTunja (config)#vlan 1

SwTunja (config-vlan)#vlan 20

SwTunja (config-vlan)#vlan 30

SwTunja (config-vlan)#int f0/20

SwTunja (config-if)#switchport mode access
SwTunja (config-if)#switchport access vlan 20
SwTunja (config-if)#int f0/24

SwTunja (config-if)#switchport mode access
SwTunja (config-if)#switchport access vlan 30
SwTunja (config-if)#int f0/1

SwTunja (config-if)#switchport mode trunk

SwTunja (config-if)#

SwTunja (config-if)#int vlan 1

SwTunja (config-if)#ip address 172.3.2.11 255.255.255.248
SwTunja (config-if)#no shutdown

SwTunja (config-if)#

SwTunja (config-if)#ip default-gateway 172.3.2.9

SwTunja (config)#

SwTunja (config)#

%lineproto-5-updown: line protocol on interface fastethernet0/1, changed state to down

%lineproto-5-updown: line protocol on interface fastethernet0/1, changed state to up
%link-5-changed: interface vlanl, changed state to up

%lineproto-5-updown: line protocol on interface vlanl, changed state to up
SwTunja (config)#

switch>en

switch#conf t

enter configuration commands, one per line. end with cntl/z.
switch(config)#hostname SwCundinamarca
SwCundinamarca (config)#vlan 1

SwCundinamarca (config-vlan)#vlan 20
SwCundinamarca(config-vlan)#vlan 30
SwCundinamarca(config-vlan)#vlan 88
SwCundinamarca(config-vlan)#exit
SwCundinamarca(config)#int f0/20
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SwCundinamarca(config-if)#switchport mode access
SwCundinamarca(config-if)#switchport access vlan 20
SwCundinamarca(config-if)#int f0/24
SwCundinamarca(config-if)#switchport mode access
SwCundinamarca(config-if)#switchport access vlan 30
SwCundinamarca(config-if)#int f0/10
SwCundinamarca(config-if)#switchport mode access
SwCundinamarca(config-if)#switchport access vlan 88
SwCundinamarca(config-if)#int f0/1
SwCundinamarca(config-if)#switchport mode trunk

SwCundinamarca(config-if)#

SwCundinamarca(config-if)#int vlan 1
SwCundinamarca(config-if)#ip address 172.31.2.11 255.255.255.248
SwCundinamarca(config-if)#no shutdown

SwCundinamarca(config-if)#

SwCundinamarca(config-if)#ip default-gateway 172.31.2.9

SwCundinamarca(config)#

SwCundinamarca(config)#

%lineproto-5-updown: line protocol on interface fastethernet0/1, changed state to down

%lineproto-5-updown: line protocol on interface fastethernet0/1, changed state to up
%link-5-changed: interface vlanl, changed state to up
%lineproto-5-updown: line protocol on interface vlanl, changed state to up

SwCundinamarca(config)#
e Autenticacion local con AAA.

Bucaramanga(config-line)#username administrador secret ciscol
Bucaramanga(config)#aaa new-model
Bucaramanga(config)#aaa authentication login auth local
Bucaramanga(config)#line console 0
Bucaramanga(config-line)#login authentication auth
Bucaramanga(config-line)#line vty 0 15
Bucaramanga(config-line)#login authentication auth

Tunja(config-line)#username administrador secret ciscol
Tunja(config)#aaa new-model

Tunja(config)#aaa authentication login auth local
Tunja(config)#line console 0

Tunja(config-line)#login authentication auth
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Tunja(config-line)#line vty 0 15

Tunja(config-line)#login authentication auth
Cundinamarca(config-line)#username administrador secret ciscol
Cundinamarca(config)#aaa new-model
Cundinamarca(config)#aaa authentication login auth local
Cundinamarca(config)#line console 0
Cundinamarca(config-line)#login authentication auth

Cundinamarca(config-line)#line vty 0 15
Cundinamarca(config-line)#login authentication auth

e Cifrado de contrasenas.

Bucaramanga(config)#service password-encryption
Tunja(config)#service password-encryption
Cundinamarca(config)#service password-encryption

e Un maximo de internos para acceder al router.

Bucaramanga(config-line)#login block-for 5 attempts 4 within 60
Tunja(config-line)#login block-for 5 attempts 4 within 60

Cundinamarca(config-line)#login block-for 5 attempts 4 within 60

e maximo tiempo de acceso al detectar ataques.

Bucaramanga(config-line)#login block-for 5 attempts 4 within 60
Tunja(config-line)#login block-for 5 attempts 4 within 60

Cundinamarca(config-line)#login block-for 5 attempts 4 within 60

e Establezca un servidor TFTP y almacene todos los archivos necesarios de los

routers.
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2. El DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca.

Tunja(config)#ip dhcp excluded-address 172.31.0.1
Tunja(config)#ip dhcp excluded-address 172.31.0.65
Tunja(config)#ip dhcp excluded-address 172.31.1.65
Tunja(config)#ip dhcp excluded-address 172.31.1.1
Tunja(config)#ip dhcp pool v10b
Tunja(dhcp-config)#network 172.31.0.0 255.255.255.192
Tunja(dhcp-config)#default-router 172.31.0.1
Tunja(dhcp-config)#dns-server 172.31.2.28
Tunja(dhcp-config)#ip dhcp pool v30b
Tunja(dhcp-config)#network 172.31.0.64 255.255.255.192
Tunja(dhcp-config)#default-router 172.31.0.65
Tunja(dhcp-config)#dns-server 172.31.2.28
Tunja(dhcp-config)#ip dhcp pool v20c
Tunja(dhcp-config)#network 172.31.1.64 255.255.255.192
Tunja(dhcp-config)#default-router 172.31.1.65
Tunja(dhcp-config)#dns-server 172.31.2.28
Tunja(dhcp-config)#ip dhcp pool v30c
Tunja(dhcp-config)#network 172.31.1.0 255.255.255.192
Tunja(dhcp-config)#default-router 172.31.1.1
Tunja(dhcp-config)#dns-server 172.31.2.28
Tunja(dhcp-config)#

Bucaramanga(config)#int f0/0.10
Bucaramanga(config-subif)#ip helper-address 172.31.2.33
Bucaramanga(config-subif)#int f0/0.30
Bucaramanga(config-subif)#ip helper-address 172.31.2.33
Bucaramanga(config-subif)#end

Bucaramanga#

Bucaramanga#

%sys-5-config_i: configured from console by console

Bucaramanga#

Cundinamarca(config)#int f0/0.20
Cundinamarca(config-subif)#ip helper-address 172.31.2.37
Cundinamarca(config-subif)#int f0/0.30
Cundinamarca(config-subif)#ip helper-address 172.31.2.37
Cundinamarca(config-subif)#end

Cundinamarca#

%sys-5-config_i: configured from console by console

Cundinamarca#
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3. El web server debera tener NAT estético y el resto de los equipos de la topologia

emplearan NAT de sobrecarga (PAT).

Tunja(dhcp-config)#ip nat inside source static 172.31.2.28 209.165.220.4
Tunja(config)#access-list 1 permit 172.0.0.0 0.255.255.255
Tunja(config)#ip nat inside source list 1 interface f0/1 overload
Tunja(config)#int f0/1

Tunja(config-if)#ip nat outside

Tunja(config-if)#int f0/0.1

Tunja(config-subif)#ip nat inside

Tunja(config-subif)#int f0/0.20

Tunja(config-subif)#ip nat inside

Tunja(config-subif)#int f0/0.30

Tunja(config-subif)#ip nat inside

Tunja(config-subif)#int s0/0/0

Tunja(config-if)#ip nat inside

Tunja(config-if)#int s0/0/1

Tunja(config-if)#ip nat inside

Tunja(config-if)#exit

Tunja(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.3
Tunja(config)#router ospf 1
Tunja(config-router)#default-information originate
Tunja(config-router)#

Tunja#show ip route

codes: ¢ - connected, s - static, i - igrp, r - rip, m - mobile, b - bgp
d - eigrp, ex - eigrp external, o - ospf, ia - ospf inter area

nl - ospf nssa external type 1, n2 - ospf nssa external type 2

el - ospf external type 1, e2 - ospf external type 2, e - egp

i -is-is, 11 - is-is level-1, 12 - is-is level-2, ia - is-is inter area

* - candidate default, u - per-user static route, o - odr

p - periodic downloaded static route

gateway of last resort is 209.165.220.3 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

¢ 172.3.2.8 is directly connected, fastethernet0/0.1
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks
0172.31.0.0/26 [110/65] via 172.31.2.34, 00:24:49, serial0/0/0
0 172.31.0.64/26 [110/65] via 172.31.2.34, 00:24:49, serial0/0/0
€ 172.31.0.128/26 is directly connected, fastethernet0/0.20

€ 172.31.0.192/26 is directly connected, fastethernet0/0.30
0172.31.1.0/26 [110/65] via 172.31.2.38, 00:23:33, serial0/0/1
0172.31.1.64/26 [110/65] via 172.31.2.38, 00:23:33, serial0/0/1
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0 172.31.2.0/29 [110/65] via 172.31.2.34, 00:24:49, serial0/0/0
0172.31.2.8/29 [110/65] via 172.31.2.38, 00:23:33, serial0/0/1
0 172.31.2.24/29 [110/65] via 172.31.2.38, 00:23:33, serial0/0/1
€ 172.31.2.32/30 is directly connected, serial0/0/0

¢ 172.31.2.36/30 is directly connected, serial0/0/1

¢ 209.165.220.0/24 is directly connected, fastethernet0/1
s*0.0.0.0/0 [1/0] via 209.165.220.3

Bucaramanga#show ip route

codes: ¢ - connected, s - static, i - igrp, r - rip, m - mobile, b - bgp
d - eigrp, ex - eigrp external, o - ospf, ia - ospf inter area

nl - ospf nssa external type 1, n2 - ospf nssa external type 2

el - ospf external type 1, e2 - ospf external type 2, e - egp

i -is-is, 11 - is-is level-1, 12 - is-is level-2, ia - is-is inter area

* - candidate default, u - per-user static route, o - odr

p - periodic downloaded static route

gateway of last resort is 172.31.2.33 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0172.3.2.8 [110/65] via 172.31.2.33, 00:25:08, serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

¢ 172.31.0.0/26 is directly connected, fastethernet0/0.10

¢ 172.31.0.64/26 is directly connected, fastethernet0/0.30

0 172.31.0.128/26 [110/65] via 172.31.2.33, 00:25:08, serial0/0/0
0172.31.0.192/26 [110/65] via 172.31.2.33, 00:25:08, serial0/0/0
0172.31.1.0/26 [110/129] via 172.31.2.33, 00:23:42, serial0/0/0
0172.31.1.64/26 [110/129] via 172.31.2.33, 00:23:42, serial0/0/0
¢ 172.31.2.0/29 is directly connected, fastethernet0/0.1
0172.31.2.8/29 [110/129] via 172.31.2.33, 00:23:42, serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 00:23:42, serial0/0/0
€ 172.31.2.32/30 is directly connected, serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:24:02, serial0/0/0
0*e2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:02:01, serial0/0/0

Cundinamarca#show ip route

codes: ¢ - connected, s - static, i - igrp, r - rip, m - mobile, b - bgp
d - eigrp, ex - eigrp external, o - ospf, ia - ospf inter area

nl - ospf nssa external type 1, n2 - ospf nssa external type 2

el - ospf external type 1, e2 - ospf external type 2, e - egp

i -is-is, 11 - is-is level-1, 12 - is-is level-2, ia - is-is inter area

* - candidate default, u - per-user static route, o - odr

p - periodic downloaded static route

gateway of last resort is 172.31.2.37 to network 0.0.0.0
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172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.37, 00:24:15, serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/129] via 172.31.2.37, 00:24:15, serial0/0/0
0 172.31.0.64/26 [110/129] via 172.31.2.37, 00:24:15, serial0/0/0
0 172.31.0.128/26 [110/65] via 172.31.2.37, 00:24:15, serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.37, 00:24:15, serial0/0/0
€ 172.31.1.0/26 is directly connected, fastethernet0/0.30

¢ 172.31.1.64/26 is directly connected, fastethernet0/0.20

0 172.31.2.0/29 [110/129] via 172.31.2.37, 00:24:15, serial0/0/0
¢ 172.31.2.8/29 is directly connected, fastethernet0/0.1

€ 172.31.2.24/29 is directly connected, fastethernet0/0.88
0172.31.2.32/30 [110/128] via 172.31.2.37, 00:24:15, serial0/0/0
€ 172.31.2.36/30 is directly connected, serial0/0/0

0*e2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:02:24, serial0/0/0

Tunja#show ip nat translation

pro inside global inside local outside local outside global

icmp 209.165.220.1:1 172.31.1.2:1 209.165.220.3:1 209.165.220.3:1
icmp 209.165.220.1:2 172.31.1.2:2 209.165.220.3:2 209.165.220.3:2
icmp 209.165.220.1:3 172.31.1.2:3 209.165.220.3:3 209.165.220.3:3
icmp 209.165.220.1:4 172.31.1.2:4 209.165.220.3:4 209.165.220.3:4
--- 209.165.220.4 172.31.2.28 --- ---

4. El enrutamiento debera tener autenticacion.

Bucaramanga#conf t

enter configuration commands, one per line. end with cntl/z.
Bucaramanga(config)#int s0/0/0

Bucaramanga(config-if)#ip ospf authentication message-digest
Bucaramanga(config-if)#ip ospf message-digest-key 1 md5 ciscol
Bucaramanga(config-if)#

Cundinamarca(config)#int s0/0/0

Cundinamarca(config-if)#ip ospf authentication message-digest
Cundinamarca(config-if)#ip ospf message-digest-key 1 md5 ciscol
Cundinamarca(config-if)#

Tunja#
00:30:20: %ospf-5-adjchg: process 1, nbr 172.31.2.34 on serial0/0/0 from full to down,
neighbor down: dead timer expired

00:30:20: %ospf-5-adjchg: process 1, nbr 172.31.2.34 on serial0/0/0 from full to down,
neighbor down: interface down or detached

Tunja#
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00:31:32: %ospf-5-adjchg: process 1, nbr 172.31.2.38 on serial0/0/1 from full to down,
neighbor down: dead timer expired

00:31:32: %ospf-5-adjchg: process 1, nbr 172.31.2.38 on serial0/0/1 from full to down,
neighbor down: interface down or detached

Tunja#tconf t

enter configuration commands, one per line. end with cntl/z.
Tunja(config)#int s0/0/0

Tunja(config-if)#ip ospf authentication message-digest
Tunja(config-if)#ip ospf message-digest-key 1 md5 ciscol
Tunja(config-if)#int s0/0/1

Tunja(config-if)#ip ospf authentication message-digest
Tunja(config-if)#ip ospf message-digest-key 1 md5 ciscol
Tunja(config-if)#

00:31:40: %ospf-5-adjchg: process 1, nbr 172.31.2.34 on serial0/0/0 from loading to full,
loading done

Tunja(config-if)#
00:31:42: %ospf-5-adjchg: process 1, nbr 172.31.2.38 on serial0/0/1 from loading to full,
loading done

Tunja(config-if)#

5. Listas de control de acceso:

Configuracién Router Tunja

Tunja(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq
80

Tunja(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq
21

Tunja(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq
20

Tunja(config)#int f0/0.30

Tunja(config-subif)#ip access-group 111 in

Tunja(config-subif)#

Tunja(config-subif)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.1.64 0.0.0.63
Tunja(config)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
Tunja(config)#int f0/0.20

Tunja(config-subif)#ip access-group 112 in

Tunja(config-subif)#

Tunja(config)#access-list 113 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
Tunja(config)#access-list 113 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
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Tunja(config)#access-list 113 permit ip any any
Tunja(config)#int 0/0.20
Tunja(config-subif)#ip access-group 113 out
Tunja(config-subif)#

Tunja(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
Tunja(config)#access-list 3 permit 172.3.2.8 0.0.0.7
Tunja(config)#access-list 3 permit 172.31.2.8 0.0.0.7
Tunja(config)#line vty 0 15

Tunja(config-line)#access-class 3 in

Configuracion Router Bucaramanga

Bucaramanga(config)#access-list 111 permit ip 172.31.0.64 0.0.0.63 209.165.220.0
0.0.0.255

Bucaramanga(config)#int f0/0.30

Bucaramanga(config-subif)#ip access-group 111 in

Bucaramanga(config-subif)#

Bucaramanga(config-subif)#access-list 112 permit ip 172.31.0.0 0.0.0.63 172.31.1.64
0.0.0.63

Bucaramanga(config)#access-list 112 permit ip 172.31.0.0 0.0.0.63 172.31.0.128 0.0.0.63
Bucaramanga(config)#int f0/0.10

Bucaramanga(config-subif)#ip access-group 112 in

Bucaramanga(config-subif)#

Bucaramanga(config-subif)#access-list 113 deny ip 172.31.2.0 0.0.0.7 172.31.0.0 0.0.0.63
Bucaramanga(config)#access-list 113 deny ip 172.31.0.64 0.0.0.63 172.31.0.0 0.0.0.63
Bucaramanga(config)#access-list 113 permit ip any any

Bucaramanga(config)#int f0/0.10

Bucaramanga(config-subif)#ip access-group 113 out

Bucaramanga(config-subif)#

Bucaramanga(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
Bucaramanga(config)#access-list 3 permit 172.3.2.8 0.0.0.7
Bucaramanga(config)#access-list 3 permit 172.31.2.8 0.0.0.7
Bucaramanga(config)#line vty 0 15
Bucaramanga(config-line)#access-class 3 in
Bucaramanga(config-line)#

Configuracion Router Cundinamarca

Cundinamarca(config-if)#access-list 111 deny ip 172.31.1.64 0.0.0.63 209.165.220.0
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0.0.0.255

Cundinamarca(config)#access-list 111 permit ip any any
Cundinamarca(config)#int f0/0.20
Cundinamarca(config-subif)#ip access-group 111 in
Cundinamarca(config-subif)#

Cundinamarca(config-subif)#access-list 112 permit ip 172.31.1.0 0.0.0.63 209.165.220.0
0.0.0.255

Cundinamarca(config)#access-list 112 deny ip any any

Cundinamarca(config)#int f0/0.30

Cundinamarca(config-subif)#ip access-group 112 in

Cundinamarca(config-subif)#

Cundinamarca(config)#access-list 113 deny ip 172.31.2.8 0.0.0.7 172.31.1.64 0.0.0.63
Cundinamarca(config)#access-list 113 deny ip 172.31.1.0 0.0.0.63 172.31.1.64 0.0.0.63
Cundinamarca(config)#access-list 113 deny ip 172.31.2.24 0.0.0.7 172.31.1.64 0.0.0.63
Cundinamarca(config)#access-list 113 permit ip any any

Cundinamarca(config)#int f0/0.20

Cundinamarca(config-subif)#ip access-group 113 out

Cundinamarca(config-subif)#

Cundinamarca(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
Cundinamarca(config)#access-list 3 permit 172.3.2.8 0.0.0.7
Cundinamarca(config)#access-list 3 permit 172.31.2.8 0.0.0.7
Cundinamarca(config)#line vty 0 15
Cundinamarca(config-line)#access-class 3 in
Cundinamarca(config-line)#

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red

interna de Tunja.

62



PRUEBA DE HABILIDADES PRACTICAS CCNA

® D
L3
L4
ESNSOrd: @6 ¢ QaaanE B=sE _ , . ?
Physical  Config e Programming  Affributes
D@ E flsrme @ B
(command Prompt —
. . {
A\ Logical L Phy: |)x: 517, y: 338 § P et
~
e -~
e— o e ——
B e
ga .
7 Tunja
0-AeTT
I SwTune
0-NTT — —/j, =
ucarafnanga PC-PT PC-PT ™
\ PC2 FC3 {=
:r [j Wian 20 Wian 30 Curidihs
= =, !
PCPT PC_PT
PCo PC1 gy ey
Vian 10 e —— Sweufginama
ey CJ
PCe
Vian20 PC_PT
ore
Vian3o

Time: 00:04:09 (-ﬁ (’ﬁ

-
o Realtime
]

Im-sBeFIFPEIIRPIEE

FEmpty) | 1841 ) \262000d) (262DM) | 2811 «
Fe e Ml o & e 2]

Figura 44.Ping del host PC4 de Cundinamarca al Servidor y a Lan de Tunja
e Los hosts de VLAN 10 en Cundinamarca si acceden a internety no a la red interna
de Tunja.
L4
® =5

. — N @ o L: A& & £ 13 Qe aoFE E = & Physical  Config Programming  Attributes. ?
o |a@as B/ rme @ B
C O e

=

_—,
PC-PT
PCD

Wian 10

e
== -
- oy ggi——
5 g1 A 1aady
ucaramanga .
1 unja
o0-NeTT
I SwTunlg
0-AeTT S gf =
ucaralanga PC-PT PC-PT ™
\ pCz PC3 {z
D Wian 20 Wian 30 cungihz
8 I
poPT ,r
Pt P ol
Vian 30 SwCufidinama
el -
P4
Vian20 FC-FT
ors
Vian3o

("

Time: 00:04:08 ('—\ ('—\
IE s we
R ——

G LE LG GE GG GE G

4321 | 1941 | | 2901 | 2011  81910X BIOHGW 829 | 1240 | Pracue| Prempy | 1841 | (262m04 (2821XM 2811

<

Femmi e

Figura 45.Ping del host PC5 de Cundinamarca al Servidor y a Lan de Tunja

63



@ @
PRUEBA DE HABILIDADES PRACTICAS CCNA
@ (2]
[ I )
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarcay
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Figura 48.Ping del host PCO de Tunja a la Lan de Cundinamarca y Bucaramanga

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo

de VLAN 10.
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e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.
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e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.
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e Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen

accedo a los routers e internet.
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Figura 57.Telnet de SwTunja a router de Tunja

VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.
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Aspectos a tener en cuenta

Habilitar VLAN en cada switch y permitir su enrutamiento.

Enrutamiento OSPF con autenticacion en cada router.

Servicio DHCP en el router Tunja, mediante el helper address, para los routers
Bucaramanga y Cundinamarca.

Configuracion de NAT estético y de sobrecarga.

Establecer una lista de control de acceso de acuerdo con los criterios sefalados.

Habilitar las opciones en puerto consola y terminal virtual
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Link de descarga archivo. pkt — Practica Final

https://drive.google.com/open?id=1fMgxvyKzQaM8OPswGJ7SD84wVbWiMDiO
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Conclusiones

Con el desarrollo de esta actividad de habilidades practicas se afianzaron los
conocimientos que se adquirieron durante todo el curso, las practicas
desarrolladas con los ejercicios colaborativos, nos abrieron un camino de como
analizar y resolver problemas de una red, como las configuraciones necesarias
de acuerdo a la necesidad propuesta, lo mas importante es de seguir ampliando

este conocimiento.

Las herramientas usadas para el desarrollo de esta actividad, ha sido de gran

ayuda para nuestro aprendizaje y compresion de una red.
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