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RESUMEN

Actualmente se hace necesario la implementacién de las telecomunicaciones en el
sector empresarial y tener nociones sobre la administracion de redes. Por tal razén
es importante conocer dicho rol en cada entorno, entendiendo el funcionamiento

de la informacién mediante las redes de informacion.

En esta actividad individual se relacionan conceptos de arquitectura, estructura,
funciones y componentes en dos escenarios con medios y operaciones de redes
introducidos para proporcionar una funcion especifica. Como solucion a la tarea se
hace necesario configurar e interconectar entre si cada dispositivo, estableciendo
configuraciones basicas acorde con los parametros establecidos para el
direccionamiento IP, protocolos de enrutamiento y otros aspectos que rednen la
topologia de red. Esto finalmente con el firme propdsito de obtener los alcances
necesarios en el desarrollo del curso CISCO CCNA, que seran mostrados a lo

largo de este trabajo.

PALABRAS CLAVE: switch, redes, configuraciones, dispositivos, escenarios,

protocolos.
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ABSTRACT

Currently it is necessary to implement telecommunications in the business sector
and have notions about network administration. For this reason it is important to
know this role in each environment, understanding the operation of information

through information networks.

In this individual activity, concepts of architecture, structure, functions and
components in two scenarios are related to media and network operations
introduced to provide a specific function. As a solution to the task it is necessary to
configure and interconnect each device, establishing basic configurations
according to the parameters established for IP addressing, routing protocols and
other aspects that bring together the network topology. This finally with the firm
intention of obtaining the necessary scopes in the development of the CISCO

CCNA course, which will be shown throughout this work.

KEYWORDS: switch, networks, configurations, devices, scenarios, protocols.
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INTRODUCCION

El siguiente trabajo estd enmarcado sobre las pruebas de habilidades practicas del
DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E IMPLEMENTACION DE
SOLUCIONES INTEGRADAS LAN / WAN), donde podemos encontrar la solucion
de dos casos planteados como escenarios empleando los conocimientos
adquiridos en cada unidad desarrollada.

Las destrezas adquiridas se integran para lograr soluciones integradas en redes
LAN y WLAN con la aplicacion de conceptos para lograr la configuracion de
direcciones IP, inicializacion de dispositivos, configuracion bésica de routers,
switches, establecimiento de seguridad, routing, Vlans, protocolo RIP, servicio de
DHCP, protocolo de enrutamiento OSPF, listas de acceso, NAT, configuracion de
encapsulamiento, entre otros. Estas actividades han sido desarrolladas mediante
el software de simulacion Packet Tracer, imitando de una forma virtual los

escenarios con su respectiva solucion.
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OBJETIVOS

OBJETIVO GENERAL

Analizar los ejercicios propuestos como escenarios para generar su solucion,
aplicando las habilidades obtenidas usando las herramientas y recursos

necesarios consignados en las tematicas del Diplomado CISCO CCNA.

OBJETIVOS ESPECIFICOS

» ldentificar los dispositivos a utilizar para la construccién de la topologia de
red para cada escenario.

» Configurar los dispositivos de comunicacion como routers, switch,
servidores.

» Conocer y aplicar los diferentes protocolos de enrutamiento.

» Comprobar la conectividad de los dispositivos de la red.

» Implementar seguridad en los elementos que compone la red, entre otras
politicas necesarias.

» Establecer los servicios de OPSFv2, protocolo dinamico de Routing, DHCP,
NAT, RIP Ver2.
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1. DESARROLLO DE LOS DOS ESCENARIOS

1.1. ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin
y Cali en donde el estudiante serd el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la topologia

de red.

ws1| ! Servidor j

4
|192.1sa.1,om

——BOGOTA™, =

= PN 192.168.1.96 127 192.968.1.128 127
- 192.168.1.64 127
-‘ 19‘2.\168.1,3’%/27 — / NG ! - ’,.. _i
P . N — f
b~ [ SLE =23 4 P > 7 —
- s — so
MEDELLIN CALI
Figura 1. Topologia de la red.
’f Cisco Packet Tracer Student - C:\Users\DANNY RIOS\Documents\Escenario 1_SinCB.pkt - a x

Fie Edit Opfions View Tools Extensions Help

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

5,

2

WS1 Servid o
Switkh 2
192.168.1.0/27 Q\\Q
i &
il
BOGOTA 192,168,166 el
192.168.1.34 - Y\
192.168,1.96/27 192.168.1.128/27 . 192,168, 1.64/27
192.168.1.32/27 \ P
;!,,*\ “ - e = E
PCL < i 3 L
CALL s

Switch 1 MEDELLIN

F 7 =
PCO PC3
192.16R.1.A7

<

Time: 02:10:33 | Power Cycle Devices Fast Forward Time:

3 : 2 - Fire  LastStatus  Source Destination  Type  Color
= < | e (e () (T (s (o D |scenario 0 ~
S o Wl 0 > s P8 |"'i‘ e 78 Fe & @  Successful  PCL PC3 cve g
Routers ey ety Gane) Gave) GEuy QR @ New Delete @  Successful PC2 PCO cHp
;’ - s & < | Toggle PDU List Window
2911 3 2
2.

Figura 2. Topologia de la red en Packet Tracer.
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MEDELLIN BOGOTA CALI
192.168.1.99 192.168.1.98 192.168.1.131
192.168.1.130
192.168.1.33 192.168.1.1 192.168.1.65
Eigrp Eigrp Eigrp
200 200 200
192.168.1.0 192.168.1.0 192.168.1.0

Tabla 1. Tabla de configuracion.

En primer lugar se realizan las configuraciones basicas de los routers
1.1.1. Configuracion basica router 1 (Medellin)

Router>enable

Router#config terminal

Router(config)#no ip domain-lookup

Router(config)#hostname R1

R1(config)#enable secret cisco

R1(config)#line console 0

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config-line)#line vty 0 4

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
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R1(config)#banner motd #Acceso solo a personal autorizado#
R3(config)#exit

R3#copy running-config startup-config

1.1.2. Configuracién basica router 2 (Bogota)
Router>enable
Router#config terminal
Router(config)#no ip domain-lookup
Router(config)#hostname R2
R2(config)#enable secret cisco
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config-line)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#service password-encryption
R2(config)#banner motd #Acceso solo a personal autorizado#
R3(config)#exit

R3#copy running-config startup-config
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1.1.3. Configuracién basica router 3 (Cali)
Router>enable
Router#config terminal
Router(config)#no ip domain-lookup
Router(config)#hostname R3
R3(config)#enable secret cisco
R3(config)#line console 0
R3(config-line)#password cisco
R3(config-line)#login
R3(config-line)#exit
R3(config-line)#line vty 0 15
R3(config-line)#password cisco
R3(config-line)#login
R3(config-line)#exit
R3(config)#service password-encryption
R3(config)#banner motd #Acceso solo a personal autorizado#
R3(config)#exit

R3#copy running-config startup-config

1.1.4. Configuracion basica switch 1
Switch>enable
Switch#configure terminal

Switch(config)#hostname S1

17



S1(config)#enable secret cisco
S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#exit

S1(config)#line vty 0 4
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#service password-encryption
S1(config)#banner motd #Prohibido el acceso no autorizado!#
S1(config)#exit

S1#copy running-config startup-config

1.1.5. Configuracion basica switch 2
Switch>enable
Switch#configure terminal
Switch(config)#hostname S2
S2(config)#enable secret cisco
S2(config)#line console 0
S2(config-line)#password cisco
S2(config-line)#login
S2(config-line)#exit

S2(config)#line vty 0 4
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S2(config-line)#password cisco

S2(config-line)#login

S2(config-line)#service password-encryption
S2(config)#banner motd #Prohibido el acceso no autorizado!#
S2(config)#exit

S2#copy running-config startup-config

1.1.6. Configuracion basica switch 3
Switch>enable
Switch#configure terminal
Switch(config)#hostname S3
S3(config)#enable secret cisco
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#exit
S3(config)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#service password-encryption
S3(config)#banner motd #Prohibido el acceso no autorizado!#
S3(config)#exit

S3#copy running-config startup-config
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1.1.7. Asignacion de interfaz fasthethernet y serial

En esta parte procedemos a entrar a la configuracion de la interfaz fastethernet y

serial 0/0 y asignarle IP y su respectuva mascara de red.

1.1.7.1. Router Medellin

En esta parte procedemos a entrar a la configuracion de la interfaz fasethernet y

serial 0/0 y asignarle IP y su respectuva mascara de red.
Router>enable

Router#configure terminal

Router(config)#interface fastethernet 0/0
Router(config-if)#ip address 192.168.1.33 255.255.255.224
Router(config-if)y#no shutdown

Router(config-if)#

Router(config-if)#exit

Router(config)#interface serial 0/0

Router(config-if)#ip address 192.168.1.99 255.255.255.224
Router(config-if)y#no shutdown

Router(config-if)#

Router(config-if)#exit

Router(config)#

Router>enable

Router#configure terminal

Router(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.97

Router(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.97

20



Router(config)#exit

Router#copy running-config startup-config

1.1.7.2. Router Bogota
Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface fastethernet 0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.224
Router(config-if)y#no shutdown
Router(config-if)#
Router(config-if)#exit
Router(config)#interface serial 0/0
Router(config-if)#ip address 192.168.1.98 255.255.255.224
Router(config-if)y#no shutdown
Router(config-if)#exit
Router(config)#interface serial 0/1
Router(config-if)#ip address 192.168.1.130 255.255.255.224
Router(config-if)#no shutdown
Router(config-if)#exit
Router(config)#
Router>enable
Router#configure terminal

Router(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.131
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Router(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.99
Router(config)#exit

Router#copy running-config startup-config

1.1.7.3. Router Cali
Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface fastethernet 0/0
Router(config-if)#ip address 192.168.1.65 255.255.255.224
Router(config-if)y#no shutdown
Router(config-if)#
Router(config-if)#exit
Router(config)#interface serial 0/0
Router(config-if)#ip address 192.168.1.131 255.255.255.224
Router(config-if)y#no shutdown
Router(config-if)#
Router(config-if)#exit
Router(config)#
Router(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.129
Router(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.129
Router(config)#exit

Router#copy running-config startup-config
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1.1.8. Verificaciéon tabla de enrutamiento

Para verificar la tabla de enrutamiento utilizamos el comando show ip route.

1.1.8.1. Router Medellin

» Antes de configurar los routers tenemos:

# Routerd — O >

Physical Config  CLI

105 Command Line Interface

Cisco 2620 (MPC360) processor (revision 0xzZ00) with Z5395ZE/8132ZK bytes of memory ~
Procesacr board ID JADOS1S0MTZ (4Z29Z28914585)
M8e0 processor: part number 0, mask 49
Bridging software.
H.25 software, Version 3.0.0.
1l FastEthernet/IEEE 20Z.3 interface(s)
2 Low-speed serizl(sync/async) network interface(s)
32K bytes of non-wolatile configuration memory.
©3488E bytes of ATA CompactFlash (Bead/Write)
Press RETUERM to get started!
HEouterrenzble
Codes: C - connected, 5 - static, I - IERP, R - RIF, M - mobile, B - BEP
D - EIGRF, EX - EIGRP external, O — O5FF, IA - OS5PF inter area
N1 - O5PF W5ER externzl type 1, NZ - OSPF NE5R externzl type 2
El - OSEF external type 1, EZ - OSPF external type Z, E - EGPE
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - IS-I5 lewvel-Z, ia - I5-IS5 inter area
* — candidate defsult, U - per—user static route, o — QDR
P - periodic downloaded static route
GFateway of last resort is not set
Bouterf
Router A

Copy Paste

18:20

) 512000 B

Figura 3. Tabla de enrutamiento.
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» Despues de la configuracion:

& MEDELLIN - m] ®

Physical Config CLI

105 Command Line Interface

Press RETUSN to get started! ~
LLINK-5-CHANGED: Interface Serizl0/0, changed state to up
SLINEZPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0, changed state to up
Router¥enable
Routerfshow ip route
Codes: C - conmected, § - static, I - IGRP, R - RIP, M - mobile, B - BEP

D - EIGRP, EX — EIGRP external, O - OSPF, IR - OSEF inter area

Ni1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF exvernzl type 1, EZ - OSPF external type 2, E - EGP

i - I§-I8, L1 - IS-IS level-1, L2 - IS-IS level-Z, ia - IS-IS inter area

4+ - candidate defsult, U - per-user static route, o - ODR

P - pericdic downloaded static route
Gateway of last resort is not set

182.168 is subnetted, 4 subnets

5 1s2. [1/0] via 192.1§8.1.97
c 192 is directly connected, FastZthernet0/0
s 132 [1/0] wia 192.168.1.87
c 132.1%68. is directly comnected, Serial0/0
Routers N

Copy Paste

Figura 4. Verificacion tabla de enrutamiento (Medellin).

» Router Bogota antes

& BOGOTA - [} b

Physical Config CLI

10S Command Line Interface

Cisco 2620 (MBCB60) processor (revision 0x200) with 253852K/8192K bytes of memory '
Processor board ID JADOS1S0MTZ (4292351435
ME60 processor: part number 0, mask 49
Bridging software.
Version 3.0.0.
802.3 interface(s)

2 Low-speed serizl(sync/async) network interface(s)
3IK bytes of non-volatile configuration memory.
©3488K bytes of ATA CompactFlash (Read/Write)
Press RETURN to get started!
Router>
Routerrenable
Bouterfshow ip route
Fodes: C - connected, § - static, I - IGRE, R - RIF, M - mobile, B - BGE

D - EIGRP, EX - EIGRP external, 0 - O5PF, IZ - OSFF inter area

N1 - CSPF N35R external type 1, NZ - OSPFF N33R external type Z

E1 - OSPF external type 1, EZ - OSPF external type 2, E - EGP

i - I5-I5, Ll - I5-IS lewvel-1, Lz - IS-IS lewel-Z, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Cateway of last resort is not set

v

Copy Paste

Figura 5. Tabla de enrutamiento (Bogota).
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» Después:

& poGOTA - O X

Physical Config  CLI

10S Command Line Interface

~
gl #interface Serizl0/0
Router (config-if) fexit
Router (config) §interface Seriald/1
Bouter (config-if) fexit
Router co gl fexit
Routerf
%5¥5-5-CONFIG_I: Configured from conscle by conscle
Routerfenable
Routerfshow ip route
Codes: C - connected, 5 - static, T - TGRE, 2 - RTF, M - mobile, B - BEE
D - EIGRP, - GRD external, O - OSPF, IA - OSDPF¥ inter srea
N1 - OSPF N55& external type 1, NZ - OSPF NSSA externzl type 2
Z1 - OSEF external type 1, E2 - OSPF external type Z, E - EGF
i - Is-Is, L1 - IS-IS level-l, LZ - IS-IS level-Z, iz - IS-IS inter area
* - candidate defsult, U - per-user static route, o - ODR
P - periodiec downloaded static route
Cateway of last resort is not set
152.168.1.0/27 is subnetted, 5 subnets
c 132.1€28.1.0 is directly connected, FastEthernet0/0
s 132.168.1.32 [1/0] wia 132.168.1.33
5 132_.168.1.84 [1/0] wia 132 _.165.1.131
c 132.1€28.1.98 is directly ccnnected, Serial0/0
c 132.168.1.128 is directly connected, Seriald/1l
Router hs

Copy Paste

Figura 6. Verificacion tabla de enrutamiento (Bogota).

> Router Cali antes

& call - m] X

Physical Config  CLI

105 Command Line Interface

T FTeTT T U DT IITET -
Cisce 2620 (MPCEE0) processor (revision 0x200) with 25335ZK/8132K bytes of memory
Processor board ID JRDOSLSOMTZ (4252851455)
MEE0 processor: part number 0, mask 45
Bridging software.
X.25 software, Version 3.0.0.
1 FastEthernet/IEEE 802.3 interface(s)
2 Low-speed serizl(sync/asyne) network interface(s)
32K bytes of non-velasile configuration memory.
&34B8K bytes of ATA CompactFlash (Read/Write)
Press RETURN to get starced!
Router>enzble
Router#show ip route
Codes: € - comnected, 5 - static, I - IGRP, R - RIF, M - mobile, B - BED
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSEF inter ares
N1 - OSPF NSSR ensernal type 1, N2 - OSDF NSSA external type 2
El - OSPF externzl type 1, E2 - OSPF external type 2, E - ZGF
i - I5-IS, L1 - IS-IS level-1, Lz - IS-I5 level-Z, ia - I5-IS inter area
* - cendidase default, U - per-user static route, o — ODR
P - pericdic downloaded static route
Gateway of last resort is not set
Routerf] b

Copy Paste

Figura 7. Tabla de enrutamiento (Cali).
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» Después

& caLl - | X
Physical Config  CLI

105 Command Line Interface

Press RETURN to get started! Cal
%LINE-5-CHANGED: Interface Serizli/0, changed state to up
5LINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernetl/ /0, changed state to
up
S%LINEFROTO-5-UPDOWN: Line protocol on Interface Seriald/0, changed state to up
Routerrenable
Routerfshow ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIERE, EX - EIGRP external, O - OSFEF, IR - OS5SPF inter area

N1 - OSBF M55SR external type 1, NZ2 - 0O5PF M55SR external type Z

El - 0O5PF external type 1, EZ - OSPF external type Z, E - EGE

i - I5-I5, L1 - I5-I5 lewel-1, LEZ - I5-IS5 level-Z, iz - I5-I5 inter area

* — candidate default, U - per—user static route, o - ODR

EF - periodic downloaded static route
Fateway of last resort is not set

1532 _.1€8.1.0/27 is subnetted, 4 subnets
5 1532.168.1.0 [1/0] wvia 132 _168.1.125
5 152 .168.1_32 [1/0] wia 132.168.1.12%
c 1532 _.168.1.€4 is directly connected, FastEthernetl/0
c 1532 _168.1.128 is directly connected, Serizlld/ 0
Bouterf W
Copy Paste

Figura 8. Verificacion tabla de enrutamiento (Cali).

1.1.9. Diagndstico de vecinos.

El comando adecuado para verificar es “cdp neighbors”, antes de esto se debe

habilitar con cdp run:

26



» Router Medellin (Antes)

& MEDELLIN — m| %

Physical Config  CLI

10S Command Line Interface

A

Press RETURN to get started.
Routerrenzble
Routeréshow cdp neighbors
Capability Codes: B - Router, T - Trans Bridge, B - Source Route Bridge

5§ - Switch, H - Host, I - IGMP, r - Repeater, P - Chone
Device ID Local Intrifce Holdtme Capability Platform Port ID
Routerf W

Copy Faste

Figura 9. Vista vecinos (Medellin).

» Router Medellin (Despues)

& MEDELLIN — O 4

Physical Config  CLI

105 Command Line Interface

Routergshow cdp ? A
| entry Information for specific neighbor entry
| interface CDP interface status and configuration
neighbors CDP neighbor entries
<ors>

Routerfshow odp
I Global CDP information:

Sending CDP packets every &0 seconds

Sending & holdtime value of 180 seconds

Sending CDPvi zadvertisements is enabled
RBoutergshow cdp detail

% Invalid input detected at '~' marker.

Routerfshow odp ?
entry Information for specific neighbor entry
interface CDP interface status and configuration
neighbors CDP neighbor entries
<cr»

Routerfshow odp neigbors

% Invalid input detected at '~' marker.

| ||lRcuter#show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
§ - Switch, H - Host, I - IGMP, r - Repester, P - PFhone

Device ID Local Intrfce Holdtme Cepebility Platform Port ID

Switch Fas 0/0 1z3 s 2380 Fas 0/3

Douter w
Copy Paste

Figura 10. Verificacion lista vecinos (Medellin).
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» Router Bogota (Antes)
Physical  Config  CLI

105 Command Line Interface

~
Router>enable
Routergshow cdp neighbors
% CDP is not enabled
Routerfconf term
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fcdp run
Router (config) fexit
Router#
B CoNETCS To Consd A= EPNE bl

Routerfshow cdp neighbors
Capsbility Codes: B - Router, T - Trans Bridge, B - Source Route Bridge

5 - Bwitch, H - Host, I - IGMP, r - Repeater, P - Fhone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Bouterf v

Copy Paste

Figura 11. Vista vecinos (Bogota).

Router Bogota (Despues)

& poGOTA — O P4

Physical Config  CLI

10S Command Line Interface

TTEST EEIUS CO UEC SCSITETS

A

Routerrenable
Router§show cdp neighbors
% CDF is not enabled
Routerfconf term
Enter configuration commands, one per lime. End with CNTL/Z.
Router(config) #cdp run
Router(config) fexit
Routerg
%5¥Y5-5-CONFIG_I: Configured from console by console
Routerishow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H — Host, I - IGMP, r - Repeater, P - Chone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Router Ser 0/0 177 R Cz&00 Ser 00
Routerf hd

Copy Paste

Figura 12. Verificacion lista vecinos (Bogotd).
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» Router Cali (Antes)

& caLl — m| x

Physical Config  CLI

10S Command Line Interface

~

Routerrenable
Routerfconf term
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fcdp run
Router (config) §show cdp neighbors
% Invalid input detected at '~' marker.
Bouter (config) gexit
Router#
%5Y5-5-CONFIG_I: Configured from conscle by console
cutergshow cdp neighbors
Fapability Codes: R - Router, T — Trans Bridge, B - Scurce RBoute Bridge

§ - Switch, H - Host, I - IGMP, r - Repeater, P - Chone
Pevice ID Local Intrice Holdtme Capability Platform Port ID
outer w

Copy Paste

Figura 13. Vista vecinos (Cali).

» Router Cali (Despues)

& cal — ] ®
Physical Config  CLI

10S Command Line Interface

A
Press RETURN to get started.
Routerrenable
Routerfconf term
guration commsnds, one per line. End with CNIL/Z.
g)fcdp run
Router (config) fexit
Routerf
%5Y5-5-CONFIG_I: Configured from consocle by conscole
Routergshow cdp neighbors
Capebility Codes: R - Router, T — Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, I - IGMPE, r — Repeater, P - Phone
Device ID Local Intrice Holdtme Capability Platform Port ID
Switch Fas 0/0 178 s 25380 Fas 0/3
2outers] =
Copy Paste

Figura 14. Verificacion lista vecinos (Bogota).
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1.1.10. Balanceo de cargas

Este proceso se hace para los que poseen dos seriales conectados en el mismo

Router, con diferentes opciones para llevar la carga. Para visualizar se usa el

comando show ip route, que nos permite observar que no hay balanceo de carga.

& MEDELLIN — O X
Physical Config CLI

10S Command Line Interface

Press RETURN to get started!

SLINK-5-CHANGED: Interface Serial0/0, changed state to up

RLINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

RLINEPROTO-S5-UPDOWN: Line protocol on Interface Serial0/0, changed state to up

Router>ensble
Routergshow ip route
Codes: C - connected, S - statie, I - IGRP, R - RIF, M - mobile, B - BEE
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSDF NSSA exsernal type 1, NZ - OSDF NSSR exvernal type 2
Z1 - OSPF external vype 1, EZ - OSPF external type 2, E - ZGP
i - IS-IS, L1 - IS-IS level-1, LZ - IS-IS level-2, ia - IS-IS inter ares
* - candidate default, U - per-user static route, o - ODR
B - periodic downloaded static route

Cateway of last resort is not set

192.188.1.0/27 is subnetted, 4 subnets
s 152.168.1.0 [1/0] wvia 152.168.1.37
c 132 _168.1.32 is direetly connected, FastEthernet0s0
E 182 188 1.64 [1/0] wia 192 188.1.97
c -1
R

R

152.168.1.96 is directly connected, Seriald/0
cuteri| =

Paste

Figura 15. Verificacion balanceo de cargas (Medellin).

& BOGOTA - O b4

Physical Config CLI

10S Command Line Interface

ROUTEETCONTTO=IITF

Router (config-if) fexit ~
Router(config) #interface Serisl0/0
Router!
Router!
Router (config) #interface Serialf/l
Router{config-if) #exit
Router{config) fexit
Routers
$5¥5-5-CONFIG_I: Configured from console by comsole
Routerfenzble
Routerfshaw ip rouse
Codes: C - conmected, § - statie, I - IGRE, R - RIP, M - mobile, B - BGP
D - ZIGRE, IX - SIGAP exnternsl, O - OSPF, IA - OSEF inter ares
N1 - OSDF NSSA external type 1, NZ - OSPF NSSA ewternal type 2
Z1 - OSEF external type 1, 52 - OSEF exvernsl type 2, T - ZGEB
i - IS-I5, L1 - I5-I5 level-l, Lz - IS-IS level-z, ia - IS-IS inter ares
* - candidate defsult, U - per-user ststic route, o - ODR
B - periodic downloaded static route
Gateway of last resort is not set
152.168.1.0/27 is subnetted, 5 subnets
c 192 0 is directly connected, FastZthernet0/0
s 192, 32 [1/0] vis 192.168.1.59
s 192.168.1.64 [1/0] via 192.168.1.131
c 152.168.1.96 is dizectly connected, Sezial0/0
c 152.168.1.128 is dizectly comnected, Sexial/l
Routers b
Copy Paste

Figura 16. Verificacion balanceo de cargas (Bogotd).
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& cau - O X
Physical  Config  CLI

105 Command Line Interface

Press RETURMN to get started! ~
SLINE-5-CHRNGED: Interface Serial0/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizal0s0, changed state to up
Routerrenable
Routerg§show ip route
Codes: C - connected, § - static, I - IGRE, R - RIP, M - mobkile, B - BGPE

D - EIGRP, EX - EIGRP externzl, 0 - OSPF, IR - O5PF inter area

N1 - OSEF NS5R externzl type 1, NZ - OSEF NS5R externzl type I

El - OQSPF externzl type 1, EZ - OSPF external type 2, E - EGP

i - Is-I5, 11 - I5S-I5 level-1l, LZ - IS5-I5 level-Z, ia - I5-I5 inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set

15Z.168.1.0/27 is subnetted, 4 subnets
s 132.168.1.0 [1/0] wia 192.168.1.123
s 132.168.1.32 [1/0] wia 192 .188.1.12%
c 132.168.1.6€4 is directly connected, FastEthernetl/0
c 192.16€8.1.128 is directly connected, Seri=ld/0
Routerg v
Copy Paste

Figura 17. Verificacion balanceo de cargas (Cali).

1.1.11. Configuraciéon de enrutamiento.

Se asigna el protocolo de enrutamiento EIGRP a los routers considerando el

direccionamiento disefiado.

1.1.11.1. Router Medellin
Router>enable
Router#conf term
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router eigrp 200
Router(config-router)#network 192.168.1.96 0.0.0.31
Router(config-router)#network 192.168.1.32 0.0.0.31
Router(config-router)#network 192.168.1.128 0.0.0.31

Router(config-router)#
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1.1.11.2. Router Bogota

Router>enable

Router#configure term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router eigrp 200
Router(config-router)#network 192.168.1.0 0.0.0.31
Router(config-router)#network 192.168.1.96 0.0.0.31
Router(config-router)#

Router(config-router)#network 192.168.1.128 0.0.0.31
Router(config-router)#no auto-summary
Router(config-router)#

Router(config-router)#

Router#

1.1.11.3. Router Cali

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router eigrp 200

Router(config-router)#network 192.168.1.128 0.0.0.31
Router(config-router)#network 192.168.1.64 0.0.0.31

Router(config-router)#no auto-summary

1.1.12. Verificacién de vecindad con los routers configurados con
EIGRP.
Para esto tenemos los comandos
show ip eigrp neighbors

show ip eigrp topology
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1.1.12.1. Router Medellin

& MEDELLIN - ul X
Physical Config  CLI

105 Command Line Interface

via Connected, Serizlos0 “
a1
$DUAL-S-NBRCHANGE: IP-ZIGRP 200: Neighbor 192.168.1.38 (Serial0/0) is up: new
adjecency
1%
Rlgwr
Building configuration...
(oK
Rl
Rl¢show ip eigrp neighbors
IB-EIGRP neighbors for process 200
H Address Interface Hold Uptime  SRIT RTO Q Seg

(sec) (ms} Cat HNum
0 182.168.1.98  Se0/0 13 00:08:16 40 000 0 3
Rlgshow ip eigrp topology
TE-EIGRP Topology Table for AS 200
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply
r - Reply status

B 132.168.1.0/27, 1 successors, FD is 2172416

via 192.168.1.38 (2172416/28160), Serialos0
P 192.168.1.32/27, 1 successors, FD is 28160

wvia Connected, FastZthernet0/0
P 192 .168.1.96/27, 1 successors, FD is 2169856

via Connected, Serial0/0
a1 ¥

Copy Paste

17:04

2O 000 B

Figura 18. Verificacion vecindad y EIGRP (Medellin).

1.1.12.2. Router Bogota

& BOGOTA - O X

Physical  Config  CLI

10S Command Line Interface

P 152_168.1 0/27, 1 successors, FD is 28180 ~
via Connected, FastEthernet0/0
D 152.163.1.32/27, 1 successors, ¥D iz 2172416
via 152.168.1.53 (217241&/28160), Serisl0/0
P 152.168.1.96/27, 1 successors, FD is 2189856
viz Connected, Seriald/d
Rz#wr
Building configuration. ..
[OK]
Rz#
Rifshow ip eigrp neighbors
ID-EIGRE neighbors for process 200
H Address Interface Hold Uptime SRIT RIC { Seg
(sec) (ms) Cnt  Hum
0 192.168.1.9% 52070 11 00:09:13 40 1000 0 3
RZfshow ip eigrp topology
IP-EIGRF Topology Table for &S 200
Codes: B - Passive, & - Rctive, U - Update, § - Query, R - Reply
r - Reply status
P 152.168.1.0/27, 1 successors, FD is 28180
via Connected, FastEthernet0/0
D 152 1681 32/27, 1 successors, FD is 2172416
via 132.168.1.599 (2172416/28160), Serizl0/0
D 152.163.1.9&/27, 1 successors, FD iz 2185856
via Connected, Seriall/0
Rz hd

Copy Paste

-
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Figura 19. Verificacion vecindad Y EIGRP (Bogota).
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1.1.12.3. Router Cali

# call - O X
Physical  Config CLI

10S Command Line Interface

TITTIgurET

Router (config-router) fexit

Router (config) fexit

Router$

%5YS-5-CONFIG_I: Configured from comscle by conscle

Router#show ip eigrp neighbors
IP-EICRP neighbors for process 200
H Rddress Interface Eold Uptime SRTT RTC @ Se

(sec) (ms) cat
0 152.168.1.130 Se0/0 11 00:01:36 40 1000 0

mgﬂ

[ R

Routerishow ip eigrp topolegy
ID-EIGRP Topology Table for RS 200

Codes: P - Passive, A - Rcvive, U - Update, § - Query, R - Reply,
r - Reply status

P 192.188.1.0/27, 1 successors, FD is 2172416
168.1.130 (2172416/28160), Serial0/0

via 192
P 157 168.1.32/27, 1 successors, FD is 2682416
via 192.168.1.130 (2684416/2172416), Serial0/0
P 192.168.1.64/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0
P 192.168.1.96/27, 1 successors, FD is 2681856
via 192.168.1.130 (2681856/2163356), Seriald/0
B 192.163.1.128/27, 0 successors, FD is 4294967285
via Connected, Seriald/0
Router] ¥

Copy Paste

A~ ) oo

05/12¢

Figura 20. Verificacion vecindad Y EIGRP (Cali).

1.1.13. Comprobacién de las tablas de enrutamiento.
Para esto el comando indicado es show ip route
1.1.13.1. Router Medellin

& MEDELLIN - u] x

Physical  Config  CLI

10S Command Line Interface

~
Router>enable
Routergshow ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - ZIGRAP, EX GRE external, O - OSPF, Ik - OSPF inter ares
N1 - OSPF NSSk external type 1, NZ - OSPF NSSA external type 2
Z1 - OSEF external type 1 - OSEF external type 2, £ - ZGE
i - IS-I5, L1 - IS-IS level-l, Lz - IS-IS level-Z, iz - IS-IS inter ares
* - candidate defsult, U - per-user static route, o - CDR
P - periodic downloaded stacic route
Gateway of last resorc is mot set
152.168.1.0/27 is subnetted, 5 subnets
5 192.168.1.0 [1/0] wia 192.168.1.97
c 152.168.1.32 is directly connected, FastZthernec0/0
5 192.168.1.64 [1/0] wis 132.163.1.37
c 152.168.1.96 is directly connected, Serial0/0
D 152.168.1.128 [90/2661856] via 192_148.1.58, 00:11:12, Serial0/0
Routerg &
Copy Paste

Figura 21. Tabla de enrutamiento (Medellin).
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1.1.13.2. Router Bogotéa

& pOGOTA - O 'S

Physical Config  CLI

105 Command Line Interface

Routers A
Routerf
Routers
Routerg
Routerg
Routerf
Routerf
Routerf
Routers
Routerg
Routerg
Routerfshow ip route
Codes: C - comnected, 5 - statie, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, © - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, NZ - OSPF NS5S& external type 2
E1 - 0SDF external type 1, 22 - OSEF external type 2, E - ZGF
i - I8-I8, L1 - IS-IS level-1, L2 - IS-IS lewel-2, ia - IS-IS inter area
% - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

152.168.1.0/27 is subnetted, 5 subnets

c 152.168.1.0 is directly connected, FastZthernet0/0

5 152.168.1.32 [1/0] via 132.1€8.1.98

s 192.168.1.64 [1/0] wia 192.163.1.131

c 192_.168.1.96 is directly connected, Serial0/o

c 152_.168.1.128 is directly connected, Seriald/l

Rcu:ezﬂ W

Copy Paste

Figura 22. Tabla de enrutamiento (Bogota).

1.1.13.3. Router Cali

& caLl - i X

Physical Config CLI

10S Command Line Interface

TFErTy ST=TUT

-~
P 192 188.1.0/27, 1 successors, FD is 2172416
via 182.168.1.130 (2172416/281€0), Serial0/0
D 152.185.1.32/27, 1 successors, FD is 2884416
vis 192.168.1.130 (2684416/2172416), Serial0/o
D 132.168.1.64/27, 1 successors, FD is 28180
via Conmected, FastEthernet0/0
P 192 188.1.96/27, 1 successors, FD is 2681856
viz 182.1628.1.130 21356/2169856), Serial0/o
R 192.168.1.128/27, O successors, FD is 4254987255
via Conmected, Serial0/0
Router#show ip route
Codes: C - comnected, 5 - stavie, I — IGRP, R - RIP, M - mobile, B - BGD
D - EIGRE, ZX - EIGRP external, O - OSPF, IA - OSEF inter ares
N1 - OSPF NSSR external type 1, N2 — OSPF NSSA externsl type 2
I1 - 0SDF externzal type 1, E2 - OSDF external type 2, T - EGP
i - Is-IS, L1 - IS-IS level-1, Lz - I5S-IS level-2, ia - IS-IS imcer area
4 - candidate default, U - per-user static route, o — ODR
B - pericdic downloaded static route
Cateway of last resort is not set
152.162.1.0/27 is subnested, § subnets
3 152.163.1.0 [1/0] via 152.163.1.12%
3 182.168.1.32 [1/0] via 192.188.1.123
c 192.168.1.864 is directly connected, FastEthernet0/0
D 182.168.1.96 [90/2681856]1 via 182.168.1.130, 00:09:50, Seriald/o
c 152.163.1.128 is directly comnected, Serial0/0
Routers N

Copy Paste

Figura 23. Tabla de enrutamiento (cali).
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1.1.14. Diagnostico de conectividad entre los puntos de lared.

1.1.14.1. Ping desde el PC del router Cali a PC router Medellin

Physical Config Desktop  Custom Interface

S R |

Command Prompt

Packet Tracer EFC mmand Line

Minimum =

F|:>-|

20:36
051272019

Figura 24. Conectividad Cali — Medellin.

1.1.14.2. Ping desde el PC del router Cali a PC router Bogota (Servidor)

& p2 - O x

Physical Config Desktop  Custom Interface

e | [ [ [ — ]

Command Prompt

"y -

Minimum

PC>ping 132

Pinging 132

20:38
05/12/2019

1 )

Figura 25. Conectividad Cali — Bogota.
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1.1.15. Configuracién de las listas de Control de Acceso.

routers.

demas routers y tener acceso a cualquier dispositivo en la red.

1.1.15.1. Router Medellin a Cali

& MEDELLIN -

Physical Config  CLI

105 Command Line Interface

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la

red. Para esta labor se decide configurar listas de control de acceso (ACL) a los

a. Cada router debe estar habilitado para establecer conexiones Telnet con los

Como ya se habia habilitado la configuracion telnet con la linea vty podemos tener
acceso a los routers, de igual forma podemos entrar a cualquier dispositivo de la

red, por tal razon se a continuacion se muestra evidencia de las conexiones.

Bl»
Rl
Rl
Rl>
Rl>
Rl>
Rlx>
Rlx>
Rl>
Blrexit

[Connection to 13Z2.168.1.33 closed by foreign host]

R1g¢

R1g¢

Rl1g

Rlgtelnet 152.168.1.131

Trying 152.168.1.131 ..._Openfcceso solo a2 personal autorizado

User Access Verificaticon

Password:
EER|

Copy

9:02

Paste

N B W) 000 B

Figura 26. Conexion Telnet Medellin - Cali.
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1.1.15.2. Router Bogota a Cali

1 b4
& BOGOTA - O ®
Physical Config CLI
10S Command Line Interface r
RZ (config)$line vty 0 3 ~

RZ (config-line) $no line wty 0 3
& % Invalid input detected at '~' marker.

RZ {config-line) §password cisco

1 |22 (config-1ine) #login

RZ (config-line) fexit

BZ (config) §

RZ (config) $interface Serialds0

22 (config-if) fexit

RZ (config) fexit

RZg

%5¥S5-5-CONFIG I: Configured from conscle by conscle

RZ§telnet 19Z.168.1.131
Trying 13Z.1€8.1.131 ...Openfccesc soclo a personal autorizado

User Rccess Verification

[}
f —

Password:
23| v

Copy Paste

Figura 27. Conexién Telnet Cali — Bogota.

1.1.15.3. Router Cali a Medellin

x !

& caLl - O
Physical  Config  CLI

105 Command Line Interface

Password:

R3renable

Password:

R3fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
B3 (config) #interface Serialls0

B3 (config-if) §

B3 (config-if) fexit

B3 {config) §interface Seriall/0

B3 (config-if) fexit

B3 (config) fexit

R3E

%5¥Y5-5-CONFIG I: Configured from conscle by conscle

R3ftelnet 19Z.168.1.35
Trying 132.1€8.1.%3% .. _Openfcceso solo & personal autorizado
User Access Verification

Password:
Rl> L

Copy Paste

Figura 28. Conexién Telnet Cali — Medellin.
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1.1.15.4. Router Cali a Bogota

*

& call - O
Physical Config  CLI

10S Command Line Interface

B3 (config-if) fexit A
B3 (config) fexit

R3§

%SYS-5-CONFIG_I: Configured from comscle by conscle

w

R3ftelnet 152.1€28.1.33
‘ Trying 152_.168.1.53% .. _Cpenlfccesoc solo a personal autorizado
User Rccess Verification

Password:
Rlrexit

[Connection to 13Z.168.1.39 closed by foreign host]
R3ftelnet 132.1€8.1.938
Trying 192_.168.1.398 .. _Cpenlfccesoc solo a personal autorizado

User Access Verification

Password:
4 RZ> W

Copy Paste

k|

Figura 29. Conexion Telnet Cali — Bogoté.
1.1.15.5. Router Medellin a Bogota

& MEDELLIN - | X

Physical Config  CLI

105 Command Line Interface

~
SLINEFROTO-5-UPDOWN: Line protococl on Interface SerialO/0, changed state to up
%DUAL-S5-NBRCHRNGE: IP-EIGRP 200: MNeighbor 132 _168.1.38 (Serial0/0) is up: new
adjacency
RAcceso solo a personal autorizado
User Reocess Verifieation
Password:
Rlrenable
Password:
Rlgtelnet 15Z.168.1.58
Trying 192.168.1.98 ...OpenRkcceso sclo a perscnal autorizado
User Reocess Verifieation
Password:
=13 v

Copy Paste

Figura 30. Conexion Telnet Medellin — Bogota.
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1.1.15.6. Router Bogota Medellin

& BOGOTA - ] X

Physical Config  CLI

105 Command Line Interface

Password: ~
RZgconfigure terminal

Enter configuration commsnds, one per line. End with CNTL/Z.
BZ (config) §interface Serizli/0

RZ (config-if)§

BZ (config-if) #exit

BZ (config) finterface Serialld/1l

BZ (config-if) &

RZ (config-if) fexit

BZ (config) §interface Seriald/s0

RZ (config-if) fexit

BZ (config) fexit

RZE

%5¥YS-5-CONFIGE I: Configured from conscle by conscle

BZftelnet 19Z.168.1.9%
Trying 192 _1€8.1.33 .. _OpenRhccesc solo a personal sutorizado
User Rocess Verification

Password:
215 v

Copy Paste

Figura 31. Conexién Telnet Bogotéa - Medellin.

b. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracion debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.

Procedemos a realizar la configuracion en el router de Bogota:

R2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 deny 192.168.1.4
R2(config)#access-list 1 permit any

R2(config)#interface f 0/0

R2(config-if)#ip access-group 1 in

R2(config-if)#exit
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c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el

servidor.

Router Cali

R3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#access-list 10 permit 192.168.1.7
R3(config)#access-list 10 deny 192.168.1.96 0.0.0.31
R3(config)#access-list 10 deny 192.168.1.4

R3(config)#int serial 0/0

R3(config-if)#ip access-group 10 in

R3(config-if)#exit

Para mostrar las listas de acceso utilizamos el comando “show access-lists” en

cada router.

-
& caLl — m| X
Physical Config  CLI

105 Command Line Interface

R3{config)faccess-list 10 deny 192_1&2.1.3& 0.0.0.31 ~
B3 {config) #access-list 10 deny 19Z.168.1.4

B3 {config)#int serial 0/0

B3 ({config-if) fip acecess-group 10 in

R3{config-if) fexit

R3{config)§

%DURL-5-NBRCHARNGE: IPF-EIGRP 10: Neighbor 152.168.1.130 (Serizl0/0) is down:

holding time expired

B3 (config) #show access-lists

% Invalid input detected at '~' marker.

B3 (config) fexit
R3E
%5¥5-5-CONFIG_I: Configured from conscle by conscle

R3gshow access-lists
Standard IF access list 10

10 permit host 182_.188.1.7 (2 matchies))
20 deny 1%2.168.1.3€ 0.0.0.31
30 deny host 1592 _.168.1.4
R3g v}

Copy Paste

22
2/2019 53

£

2
A T ) 1001

Figura 32. Lista ACL router Cali.
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& BOGOTA - O ®

Physical Config  CLI

105 Command Line Interface

limit exceeded A

B2 (config) §
%DUAL-5-NBRCHANGE: IP-EIGRP 10: Neighbor 132 _168.1_131 (S5eriald/1) is up: new
adjacency

i |R2{config)fexit
RZg
%5¥Y5-5-CONFIG I: Configured from conscle by console

RZgs
%DUAL-5-NERCHANGEE: IP-EIGRP 10: Meighbor 152.168.1.131 (Seri=l0/1) is down: retry
limit exceeded

RZgshow

%DUAL-5-NERCHANGEE: IP-EIGRP 10: Meighbor 152.168.1.131 (Seri=l0d/ 1) is up: new

adjacency

a

RZgshow access-list

Standard IF access list 1 ]
10 deny host 192.168.1.4 (13 matchies)])
20 permit any (1€ matchies))

Copy Paste

Figura 33. Lista ACL router Bogota.

1.1.16. Comprobacién de lared instalada.

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.
b. Comprobar y Completar la siguiente tabla de condiciones de prueba para

confirmar el 6ptimo funcionamiento de la red e.

ORIGEN DESTINO RESULTADO
Router MEDELLIN Router CALI Fallido
TELNET WS 1 Router BOGOTA Fallido
Servidor Router CALI Exitoso
Servidor Router MEDELLIN Exitoso
LAN del Router MEDELLIN Router CALI Fallido
TELNET LAN del Router CALI Router CALI Exitoso
LAN del Router MEDELLIN Router MEDELLIN Exitoso
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LAN del Router CALI Router MEDELLIN Fallido
LAN del Router CALI WS_1 Fallido
PING LAN del Router MEDELLIN WS 1 Fallido
LAN del Router MEDELLIN LAN del Router CALI Fallido
LAN del Router CALI Servidor Exitoso
LAN del Router MEDELLIN Servidor Exitoso
Servidor LAN del Router MEDELLIN Exitoso
PING
Servidor LAN del Router CALI Exitoso
Router CALI LAN del Router MEDELLIN Fallido
Router MEDELLIN LAN del Router CALI Fallido
Tabla 2. Verificaciones listas de acceso.
& MEDELLIN - O X
Physical Config  CLI
10S Command Line Interface
Rlg ~
Blgshow ip eigrp neighbors
IP-EIGRP neighbors for process 200
H Address Interface Hold Uptime SRETT RTID Q Seg
{gec) {ms) Cnt Num
a 132 _168_1_38 S5ed/0 13 00:08:1e 40 1000 0 3
Bl§show ip eigrp topology
IEB-EIGZRF Topology Tabkle for AS Z00
Codes: P - Passiwe, A - Zetive, U - Update, § - Query, B - Beply,
r - RBeply status
B 1532.1e8.1.0/27, 1 successors, FD is Z17Z4lc
wia 192.168.1.38 (2172416/28160), Seris=l0s0
P 132 .1€8.1.32/27, 1 successors, FD is 281&0
wia Connected, FastEthernet(/0
P 132 .1e8.1.96/27, 1 successors, FD is Z1&385¢
wvia Connected, Serialld/0
Rlgtelnet 152 _188.1_131
Trying 15%Z.168.1.131 ...
% Connecticn timed cut; remote host not respeonding
Elg w
Copy Paste

1:17

E E:]:ll.'l_:| 11/12/2019 Ea

Figura 34. Telnet router Medellin Cali.
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& ws1 - ] ¥

Physical  Config Desktop  Custom Interface

i e ———11 r1:=;F-1 gl

Command Prompt

mmand Line 1.0

out; remote host not responding

17:18
11/12/2019

Figura 35. Telnet WS1 a router Bogota.

| b4
# Servidor - O X
Physical Config  Services Desktop  Custom Interface
P —— 1] p—— — — -
X

e 1.0

nicoceso solo a2 personal autorizado

17:20

11/12/2019 53

Figura 36. Telnet servidor a router Cali.
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5? Servidor — O X

Physical Config Services Desktop  Custom Interface

Command Prompt X

1 closed by foreign host]

nicceso solo & personal sutorizado

Password:
R1s|

& pc - O X
Physical Config Desktop Custom Interface
]
i e —_— g1 | s

Command Prompt

ection timed out; remote host not responding

1737
11/12/2019

)

Figura 38. LAN del router Medellin a router Cali.
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& pc3 - O *

Physical Config Desktop  Custom Interface

e m—— ——— r1:=iE_—1 Proe r

Command Prompt

» & personal sutorizado

User Access Verification

sword:

74
11/12/2019

& pco - O bt

Physical Config Desktop  Custom Interface

T ) = | e T T W ) =

Command

Ln

Password:

n1>|

17:43

11/1272019

Figura 40. LAN del router Medellin a router Medellin.

46



& pc2 — O *

Physical Config Desktop  Custom Interface

; remote host not responding

17:45
11/12/2019 53

Figura 41. LAN del Router Cali a router Medellin.

& pc2 — O *

Physical Config Desktop  Custom Interface

f_-_-_-lr'-_—'_"'h-___———__-‘r—-:_—‘m

Command Prompt

17:48
11/12/2019 53

Figura 42. LAN del router Cali WS_1.
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& pco - a X

Physical Config  Desktop Custom Interface

17:50
11/12/2019

Figura 43. LAN del router Medellin WS_1.

& pco - =] X

Physical Config Desktop  Custom Interface

i E— — M=l ra——

Ping statis

PC»ping 19

Pinging 1

< >

[< 3|
17:53

111272019

Figura 44. LAN del router a LAN router de Cali.
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& pcz - O ¥

Physical Config  Desktop  Custom Interface

Ping statis
Pa

EC>ping 19

Pinging 132

1y
ly
1y
1y

17:

1 b4
& pCi - O e
Physical Config Desktop  Custom Interface
-
8
ping 1
Pinging 1
ly £
ly
ly
- - ound trip times in milli-se
Minimum = 4ms, Maximum ms, Averag
a
[
W
Hf ¢ >

Figura 46. LAN del router Medellin a Servidor.
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-
& Servidor — O *

Physical Config Services Desktop  Custom Interface

i g1 reb—l — e v

CommandPrompt i

1y
1y
1y

1801
11/12/2019

71 o)

Figura 47. Servidor a LAN del router Medellin.

j;j Servidor — O X

Physical Config Services Desktop  Custom Interface

e (g1 i—— — —
CommandPrompt [

- o T S T— —

Approximate
Minimum

ping !
Pinging
1y
1y

1y
1y

Minimm = 1lms, Maximm

11/12/2019 ES

Figura 48. Servidor a LAN del router Cali.
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& call - m| X
Physical Config  CLI

I0S Command Line Interface

23 (config-if)# (3
B3 {config-if) fexit

B3 {config)#interface Serial0/ 0

B3 {config-if) fexit

B3 {config) fexit

R3g

25YS-5-CONFIE I: Configured from conscle by conscle

R3gping 132 .168.1.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 13Z.168.1.7, timeout is Z seconds:

rrrn

Success rate is 100 percent (5/5), round-trip minfavg/max = 3/4/¢ ms

R3fping 192.168.1.34

Type escape sSeguence to abort.

Sending 5, 100-byte ICMP Echos to 13Z2.168.1.34, timeout is 2 seconds:

Success rate is 0 percent (075)

23§ &7

Copy Paste

Figura 49. Router Cali a LAN del router Medellin.

& MEDELLIN - O X
Physical Config CLI

105 Command Line Interface

Rl (config) #interface Seriall/0 ~
R fig-if)

R1{ g-if) gexic

RL{ g) #interface FastEthernetds0

BL( g-if) ¢

R1{ g-if) fexitc

=N gl #interface Seri=zl0 0

RL{ g-if)§

RL( g-if) fexit

Rl ig) #interface Serial0/0

RL( g-if) fexit

Rl {config) fexit

Rlg

%5Y¥YS-5-CONFIG_I: Configured from conscle by conscle

Rlgping 192.168.1.66

Type escape seguence to zbort.
Sending 5, 100-byte ICMP Echos to 132.168.l1.€€, timeout is Z seconds:

Success rate is 0 percent (0/5)

R1§ w

Copy Paste

18:06

11/12/2019 53

Figura 50. Router Medellin a LAN del router Cali.
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1.2. ESCENARIO 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben

adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa

via, conectarse a internet, pero empleando las direcciones de la red LAN original.

VLANT » 172328129
wnosvs VLANGD = 17231012828 | VLAY 30
VLAN30s 172310.152/25 | 4HOSTS

VUANT = 1723120128
VLAN1O = 172310028
VLANIO = 17231084 28

VLAN = 1723128028

VLANZD = 17231184 28
VLANGE » 17231.1.0/26
VLANGE = 1723122429

123123% 30

20917200124
—
STTCH 0 SERET
LABORATORD

Figura 51. Topologia escenario 2.

1.2.1. Configuraciones router Bucaramanga

1.2.1.1. Bésicas

Router>enable

Router#config terminal
Router(config)#hostname RBucaramanga
RBucaramanga (config)#no ip domain-lookup
RBucaramanga (config)#enable secret cisco
RBucaramanga (config)#line console 0
RBucaramanga (config-line)#password cisco
RBucaramanga (config-line)#login

RBucaramanga (config)#line vty 0 4
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RBucaramanga (config-line)#password cisco

RBucaramanga (config-line)#login

RBucaramanga (config-line)#exit

RBucaramanga (config)#service password-encryption

RBucaramanga (config)#banner motd #Prohibido el acceso no autorizado!#
RBucaramanga (config)#exit

RBucaramanga #copy running-config startup-config
1.2.1.2. Interfaces y seriales

RBucaramanga (config)#int serial 0/0/0
RBucaramanga (config-if)# ip add 172.31.2.34 255.255.255.252
RBucaramanga (config-if)#no shutdown

RBucaramanga (config-if)#exit

RBucaramanga(config)#int g0/0.1
RBucaramanga(config-subif)#encapsulation dotlqg 1
RBucaramanga(config-subif)#ip add 172.31.2.1 255.255.255.248
RBucaramanga(config-subif)#int g0/0.10
RBucaramanga(config-subif)#encapsulation dotlq 10
RBucaramanga(config-subif)#ip add 172.31.0.1 255.255.255.192
RBucaramanga(config-subif)#int g0/0.30
RBucaramanga(config-subif)#encapsulation dotlq 30
RBucaramanga(config-subif)#ip add 172.31.0.65 255.255.255.192
RBucaramanga(config-subif)#int g0/0
RBucaramanga(config-if}#no shutdown

RBucaramanga (config-if)# int serial 0/0/0
RBucaramanga(config-if)#ip address 172.31.2.34 255.255.255.252

RBucaramanga(config-if)y#no shutdown

RBucaramanga (config-if)# router ospf 1
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RBucaramanga(config-router)#network 172.31.0.0 0.0.0.63 area 0
RBucaramanga(config-router)#network 172.31.0.64 0.0.0.63 area 0
RBucaramanga(config-router)#network 172.31.2.0 0.0.0.7 area O
RBucaramanga(config-router)#network 172.31.2.32 0.0.0.3 area O
RBucaramanga(config-router)#end

1.2.1.3. Autenticacién AAA

RBucaramanga(config)#username ubucaramanga secret cisco
RBucaramanga(config)#aaa new-model
RBucaramanga(config)#aaa authentication login AAA-LOGIN local
RBucaramanga(config)#line console 0O
RBucaramanga(config-line)#login authentication AAA-LOGIN
RBucaramanga(config-line)#line vty 0 4

RBucaramanga(config-line)#login authentication AAA-LOGIN

¥ Router Bucaramanga - O *

Physical Config CL Atftributes
I

105 Command Line Interface

!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

!
hostname RBucaramangsa

!

!

!

enable secret 5 $1SmERrshxSrVtT7rPNoS4wgbEEXTm0
!

aa new-model

2a suthentication login ARA-TOGIN local

[P RO F——

--More-- hd

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

53

A 1) 23:53 %

12/12/2019

Figura 52. Verificacion autenticacion AAA router Bucaramanga.
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1.2.1.4. Numero de internos y tiempo méaximo al detectar ataques.

RBucaramanga(config-line)#login block-for 10 attempts 3 within 60

1.2.2. Configuraciones router Tunja

1.2.2.1. Basicas

Router>enable

Router#config terminal
Router(config)#hostname RTunja

RTunja (config)#enable secret cisco
RTunja (config)#no ip domain-lookup
RTunja (config)#line console 0

RTunja (config-line)#password cisco
RTunja (config-line)#login

RTunja (config-line)#exit

RTunja (config)#line vty 0 4
RTunja(config-line)#password cisco
RTunja(config-line)#login

RTunja (config-line)#exit

RTunja (config)#banner motd #Prohibido el acceso no autorizado!#
RTunja (config)#exit

RTunja #copy running-config startup-config

1.2.2.2. Interfaces y seriales

RTunja (config)#int serial 0/0/0
RTunja (config-if)# ip add 172.31.2.33 255.255.255.252
RTunja (config-if)#no shutdown

RTunja (config-if)#exit
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RTunja (config)#int serial 0/0/1
RTunja(config-if)#ip address 172.31.2.37 255.255.255.252
RTunja (config-if)y#no shutdown

RTunja (config-if)#exit

RTunja(config)#int g0/0.1

RTunja(config-subif)#encapsulation dotlq 1
RTunja(config-subif)#ip address 172.3.2.9 255.255.255.248
RTunja(config-subif)#int g0/0.20
RTunja(config-subif)#encapsulation dotlq 20
RTunja(config-subif)#ip address 172.31.0.129 255.255.255.192
RTunja(config-subif)#int g0/0.30
RTunja(config-subif)#encapsulation dotlq 30
RTunja(config-subif)#ip address 172.31.0.193 255.255.255.192
RTunja(config-subif)#int g0/0

RTunja(config-if)y#no shutdown

RTunja(config-if)#exit

RTunja (config)#int g0/1

RTunja(config-if)#ip address 209.165.220.1 255.255.255.0

RTunja (config-if)#no shutdown

RTunja (config-if)# router ospf 1
RTunja(config-router)#network 172.3.2.8 0.0.0.7 area O
RTunja(config-router)#network 172.31.0.128 0.0.0.63 area O
RTunja(config-router)#network 172.31.0.192 0.0.0.63 area O
RTunja(config-router)#network 172.31.2.32 0.0.0.3 area O
RTunja(config-router)#network 172.31.2.36 0.0.0.3 area 0

RTunja(config-router)#end
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1.2.2.3. Autenticacién AAA

RTunja(config)#username utunja secret cisco
RTunja(config)#aaa new-model
RTunja(config)#aaa authentication login AAA-LOGIN local
RTunja(config)#line console 0O
RTunja(config-line)#login authentication AAA-LOGIN
RTunja(config-line)#line vty 0 4
RTunja(config-line)#login authentication AAA-LOGIN
B Router Tunja — m| x

Physical Config CL Attributes
I

105 Command Line Interface

no service timestamps log datetime msec ~
no service timestamps debug datetime msec

no service password-encryption

1

hostname RTunja

1

1

1

enable secret 5 51lsmERrshxbrVe7rPNoS4wgbHEX 7m0
!

1

1

z2aa new-model
1

=zaa authentication login AR2-LOEIN local

Ctrl+F§ to exit CLI focus Copy Paste

[ op

Figura 53. Verificacion autenticacion AAA router Tunja.
1.2.2.4. Numero de intentos y tiempo maximo al detectar ataques.

RTunja(config-line)#login block-for 10 attempts 4 within 60

57



1.2.3. Configuraciones del router Cundinamarca

1.2.3.1. Basicas

Router>enable

Router#config terminal

Router(config)#hostname RCundinamarca
RCundinamarca (config)#enable secret cisco
RCundinamarca (config)#service password-encryption
RCundinamarca (config)#no ip domain-lookup
RCundinamarca (config)#line console 0
RCundinamarca (config-line)#password cisco
RCundinamarca (config-line)#login

RCundinamarca (config)#line vty 0 4

RCundinamarca (config-line)#password cisco
RCundinamarca (config-line)#login

RCundinamarca (config-line)#exit

RCundinamarca (config)#banner motd #Prohibido el acceso no autorizado!#
RCundinamarca (config)#exit

RCundinamarca #copy running-config startup-config

1.2.3.2. Interfaces y seriales

RCundinamarca(config)#int g0/0.1
RCundinamarca(config-subif)#encapsulation dotlq 1
RCundinamarca(config-subif)#ip address 172.31.2.9 255.255.255.248
RCundinamarca(config-subif)#int g0/0.20
RCundinamarca(config-subif)#encapsulation dotlq 20
RCundinamarca(config-subif)#ip address 172.31.1.65 255.255.255.192
RCundinamarca(config-subif)#int g0/0.30

RCundinamarca(config-subif)#encapsulation dotlq 30
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RCundinamarca(config-subif)#ip address 172.31.1.1 255.255.255.192
RCundinamarca(config-subif)#int g0/0.88
RCundinamarca(config-subif)#encapsulation dotlg 88
RCundinamarca(config-subif)#ip address 172.31.2.25 255.255.255.248
RCundinamarca(config-subif)#int g0/0

RCundinamarca(config-if)#no shutdown

RCundinamarca(config-if)#int s0/0/0

RCundinamarca(config-if)#ip address 172.31.2.38 255.255.255.252
RCundinamarca(config-if)#no shutdown

RCundinamarca(config)#router ospf 1
RCundinamarca(config-router)#network 172.31.1.0 0.0.0.63 area 0
RCundinamarca(config-router)#network 172.31.1.64 0.0.0.63 area O
RCundinamarca(config-router)#network 172.31.2.8 0.0.0.7 area 0
RCundinamarca(config-router)#network 172.31.2.24 0.0.0.7 area 0
RCundinamarca(config-router)#network 172.31.2.36 0.0.0.3 area 0
RCundinamarca(config-router)#end

1.2.3.3. Autenticacion AAA

RCundinamarca(config)#username ucundinamarca secret cisco
RCundinamarca(config)#aaa new-model
RCundinamarca(config)#aaa authentication login AAA-LOGIN local
RCundinamarca(config)#line console 0
RCundinamarca(config-line)#login authentication AAA-LOGIN
RCundinamarca(config-line)#line vty 0 4

RCundinamarca(config-line)#login authentication AAA-LOGIN
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version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

1

hostname RCundinamsrca

!

1

1

enable secret 5 313mERrshu5rVit7rBENoS4wgbHER Tml
1

1

1

!
aaa new-model
1

maa suthenticetion login ARR-LOGIN local
!

——Mare—— | hd

Ctrl+F6 to exit CLI focus Copy Paste

] mop

Figura 54. Verificacion autenticacion AAA router Cundinamarca.
1.2.3.4. Numero de intentos y tiempo maximo al detectar ataque

RCundinamarca(config-line)#login block-for 10 attempts 4 within 60

1.2.4. Configuraciones del switch Bucaramanga

1.2.4.1. Bésicas

Switch>enable

Switch#conf term
Switch(config)#hostname SBucaramanga

SBucaramanga (config)#enable password cisco

SBucaramanga (config)#line console 0
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SBucaramanga (config-line)# exec-timeout 6 0
SBucaramanga (config-line)# logging synchronous
SBucaramanga (config-line)#password cisco
SBucaramanga (config-line)#login

SBucaramanga (config-line)#line vty 0 15
SBucaramanga (config-line)# exec-timeout 6 0
SBucaramanga (config-line)# logging synchronous
SBucaramanga (config-line)#password cisco
SBucaramanga (config-line)#login

SBucaramanga (config-line)#exit

SBucaramanga (config)#exit

SBucaramanga #copy running-config startup-config

1.2.4.2. Vlans switch

SBucaramanga(config)#vlan 1
SBucaramanga(config-vlan)#vlan 10
SBucaramanga(config-vlan)#vlan 30
SBucaramanga(config-vlan)#int f0/10
SBucaramanga(config-if)#switchport mode access
SBucaramanga(config-if)#switchport access vilan 10
SBucaramanga(config-if)#int f0/14
SBucaramanga(config-if)#switchport mode access
SBucaramanga(config-if)#switchport access vian 30
SBucaramanga(config-if)#int g0/1
SBucaramanga(config-if)#switchport mode trunk
SBucaramanga(config-if)#int vlan 1
SBucaramanga(config-if)#ip address 172.31.2.3 255.255.255.248
SBucaramanga(config-if)#no shutdown
SBucaramanga(config-if)#ip default-gateway 172.31.2.1
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Fa0/17, Fal /18 ~
Fa0/1%, Fa0/20,

Fa0/21, Fal/ZZ
Fal/23, Fal/24,

Big0/2

1a VLANOO10 active Fa0/10

30 VLANOO30 active Fal/s14

1002 fddi-default active

1003 token-ring-default active

1004 fddinmet-defzult active

1005 trmet-defzault active

WLAN Type SARID MTTO Parent RingMNo BridgeNo Stp BrdgMode

Transl TransZ

1 enet 100001 1500 - - - - - a

a

10 enet 100010 1500 - - - - - a

a

30 enset 100030 1500 - - - - - a

L]

1002 £ddi 101002 1500 - - - - - 1]

1]

—=More—— hd
Ctri+F6 to exit CLI focus Copy Paste
1mp

Figura 55. Verificacion vlans Switch Bucaramanga.

1.2.5. Configuraciones del switch Tunja

1.25.1. Bésicas

Switch>enable

Switch#conf term
Switch(config)#hostname STunja

STunja (config)#enable password cisco
STunja (config)#line console 0

STunja (config-line)# exec-timeout 6 0
STunja (config-line)# logging synchronous
STunja (config-line)#password cisco

STunja (config-line)#login
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STunja (config-line)#line vty 0 15

STunja (config-line)# exec-timeout 6 0
STunja (config-line)# logging synchronous
STunja (config-line)#password cisco
STunja (config-line)#login

STunja (config-line)#exit

STunja (config)#exit

STunja #copy running-config startup-config

1.2.5.2. Vlans switch

STunja(config)#vlan 1
STunja(config-vlan)#vlan 20
STunja(config-vlan)#vlan 30
STunja(config-vlan)#int f0/10
STunja(config-if)#switchport mode access
STunja(config-if)#switchport access vlan 20
STunja(config-if)#int f0/14
STunja(config-if)#switchport mode access
STunja(config-if)#switchport access vlan 30
STunja(config-if)#int g0/1
STunja(config-if)#switchport mode trunk
STunja(config-if)#int vlan 1
STunja(config-if)#ip address 172.3.2.11 255.255.255.248
STunja(config-if)#no shutdown
STunja(config-if)#ip default-gateway 172.3.2.9
STunja(config-if)#exit
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Fa0/17, Fa0/18 ~
Fa0/1%, Fad/20,

Fa0/21, FaO/22
Fa0/23, Fad/24,

Gig0/2

20 VLANOOZO active Fa0/s10

30 VLANOO30 active Fa0D/s14

1002 fddi-default actiwve

1002 token-ring-default actiwve

1004 fddinet-defzult active

1005 trmet-default actiwve

VLAN Type SAID MTITO Pzrent Ringlo BridgeNo Stp BrdgMode

Transl TransZ

1 enet 100001 1500 - - - - - a

a

20 enet 100020 1500 - - - - - [u]

a

30 enet 100030 1500 - - - - - a

[u]

1002 £ddi 101002 1500 - - - - - a

a

—-More—— b
Ctrl+F8 to exit CLI focus Copy Paste
1 mp

Figura 56. Verificacion vlans switch Tunja.

1.2.6. Configuraciones switch Cundinamarca

1.2.6.1. Baésicas

Switch>enable

Switch#conf term

Switch(config)#hostname SCundinamarca
SCundinamarca (config)#enable password cisco
SCundinamarca (config)#line console 0
SCundinamarca (config-line)# exec-timeout 6 0
SCundinamarca (config-line)# logging synchronous
SCundinamarca (config-line)#password cisco
SCundinamarca (config-line)#login
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SCundinamarca (config-line)#line vty 0 15
SCundinamarca (config-line)# exec-timeout 6 0
SCundinamarca (config-line)# logging synchronous
SCundinamarca (config-line)#password cisco
SCundinamarca (config-line)#login
SCundinamarca (config-line)#exit

SCundinamarca (config)#exit

SCundinamarca #copy running-config startup-config

1.2.6.2. Vlans switch

SCundinamarca(config)#vlan 1
SCundinamarca(config-vlan)#vlan 20
SCundinamarca(config-vlan)#vlan 30
SCundinamarca(config-vlan)#vlan 88
SCundinamarca(config-vlan)#exit
SCundinamarca(config)#int f0/10
SCundinamarca(config-if)#switchport mode access
SCundinamarca(config-if)#switchport access vlan 20
SCundinamarca(config-if)#int fa0/14
SCundinamarca(config-if)#switchport mode access
SCundinamarca(config-if)#switchport access vlan 30
SCundinamarca(config-if)#int fa0/20
SCundinamarca(config-if)#switchport mode access
SCundinamarca(config-if)#switchport access vlan 88
SCundinamarca(config-if)#int g0/1
SCundinamarca(config-if)#switchport mode trunk
SCundinamarca(config-if)#int vlan 1
SCundinamarca(config-if)#ip address 172.31.2.11 255.255.255.248
SCundinamarca(config-if}#no shutdown
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SCundinamarca(config-if)#ip default-gateway 172.31.2.9
SCundinamarca(config-if)#exit
¥ switch Cundinamarca - O *
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I
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Fa0/12, Fa0/13 ~
Fa0/15, Fa0/1§,

Fa0/17, Fal/l8
Fa0/13, Fal/Z1,

Fa0/2Z, Fal/23
Fa0/24, Gig0/2

20 VLANOOZO active Fal/10

20 VLANOO30 active Fal/l4

88 VLANOOSE active Fal/20

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SRID MTTO Parent RingNo BridgeMNo S5tp BrdgMode

Transl Trans2

1 enet 100001 1500 - - - - - a
a
20 enet 100020 1500 - - - - - a
0 v
30 enet 100030 1500 - - - - - a
a
--More-- hd
Ctrl+F6 to exit CLI focus Copy Paste
]
e

Figura 57. Verificacion vlans switch Cundinamarca.

1.2.7. Servidor TFTP (web interno) y almacenamiento de archivos de

routers.

Con el siguiente comando podemos copiar configuraciéon del router al tftp server.

1.2.7.1. Router Cundinamarca

RCundinamarca#copy running-config tftp
Address or name of remote host []? 172.31.2.27
Destination filename [RCundinamarca-confg]?

Writing running-config....!!
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[OK - 1747 bytes]

1747 bytes copied in 3.011 secs (580 bytes/sec)
RCundinamarca#copy running-config tftp
Address or name of remote host [|? 172.31.2.27
Destination filename [RCundinamarca-confg]?
Writing running-config...!!

[OK - 1747 bytes]

1.2.7.2. Router Tunja

RTunja>enable

Password:

RTunja#copy running-config tftp

Address or name of remote host []? 172.31.2.27
Destination filename [RTunja-confg]?

Writing running-config...!!

[OK - 1634 bytes]

1634 bytes copied in 0.005 secs (326800 bytes/sec)

1.2.7.3. Router Bucaramanga

RBucaramanga>enable

Password:

RBucaramanga#copy running-config tftp

Address or name of remote host [|? 172.31.2.27
Destination filename [RBucaramanga-confg]?
Writing running-config...!!

[OK - 1591 bytes]

1591 bytes copied in 0.001 secs (1591000 bytes/sec)
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Physical Config Services Desktop Programming Attributes.
——
SERVICES TFTP
HTIP
DHCP Service @® on O off
1 DHCPvE
TFTP File ~
DNS RBucaramanga-confg
SYSLOG RCundinamarca-confg
AR RTunja-confg
NTP
EMALL asab42-kB.bin
FTP asaf23-ka.bin
] IoT c1841-advipservicesk®-mz. 124-15.T1 bin
" VM Management c1841-ipbase-mz.123-14.T7 bin
| Radius EAP c1841-ipbasekd-mz.124-12.bin
c1800-universalk8-mz.SP4. 155-3.M4a.bin
c2500-advipserviceski-mz.124-15.T1.bin
c2600-i-mz.122-28 bin
c2600-ipbasekd-mz.124-8.kin
I | c2800nm-advibserviceskd-mz.124-15.T1.bin hd
| Remove File

Figura 58. Aimacenamiento de archivos TFTP.

1.2.8. Proporcionando solo direcciones alos hosts de Bucaramangay

Cundinamarca

1.2.8.1. Router Bucaramanga

RBucaramanga#conf term

Enter configuration commands, one per line. End with CNTL/Z.
RBucaramanga(config)#interface g0/0.10
RBucaramanga(config-subif)#ip helper-address 172.31.2.33
RBucaramanga(config-subif)#int g0/0.30
RBucaramanga(config-subif)#ip helper-address 172.31.2.33

RBucaramanga(config-subif)#end

1.2.8.2. Router Cundinamarca

RTunja#conf term
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RTunja(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.4
RTunja(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.68
RTunja(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.68
RTunja(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.4
RTunja(config)#ip dhcp pool vlan10B
RTunja(dhcp-config)#network 172.31.0.0 255.255.255.192
RTunja(dhcp-config)#default-router 172.31.0.1
RTunja(dhcp-config)#dns-server 172.31.2.27
RTunja(dhcp-config)#ip dhcp pool vilan30B
RTunja(dhcp-config)#network 172.31.0.64 255.255.255.192
RTunja(dhcp-config)#default-router 172.31.0.65
RTunja(dhcp-config)#dns-server 172.31.2.27
RTunja(dhcp-config)#ip dhcp pool vlan20C
RTunja(dhcp-config)#network 172.31.1.64 255.255.255.192
RTunja(dhcp-config)#default-router 172.31.1.65
RTunja(dhcp-config)#dns-server 172.31.2.27
RTunja(dhcp-config)#ip dhcp pool vlan30C
RTunja(dhcp-config)#network 172.31.1.0 255.255.255.192
RTunja(dhcp-config)#default-router 172.31.1.1
RTunja(dhcp-config)#dns-server 172.31.2.27
RTunja(dhcp-config)#end

1.2.8.3. Router Tunja

RCundinamarca#conf term

Enter configuration commands, one per line. End with CNTL/Z.
RCundinamarca(config)#int g0/0.20
RCundinamarca(config-subif)#ip helper-address 172.31.2.37
RCundinamarca(config-subif)#int g0/0.30
RCundinamarca(config-subif)#ip helper-address 172.31.2.37
RCundinamarca(config-subif)#end
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1.2.9. Web server con NAT estatico y equipos con NAT de sobrecarga (PAT).

Para este caso debemos hacer la configuracion en el router de Tunja, de la

siguiente forma:

1.2.9.1. Router Tunja

RTunja#conf term

Enter configuration commands, one per line. End with CNTL/Z.
RTunja(config)#ip nat inside source static 172.31.2.27 209.165.220.10
RTunja(config)#ip access-list standard NAT-ACL
RTunja(config-std-nacl)#permit 172.31.0.0 0.0.255.255
RTunja(config-std-nacl)#ip nat inside source list NAT-ACL interface g0/1 overload
RTunja(config)#int g0/1

RTunja(config-if)#ip nat outside

RTunja(config-if)#int g0/0.1

RTunja(config-subif)#ip nat inside

RTunja(config-subif)#int g0/0.20

RTunja(config-subif)#ip nat inside

RTunja(config-subif)#int g0/0.30

RTunja(config-subif)#ip nat inside

RTunja(config-subif)#int s0/0/0

RTunja(config-if)#ip nat inside

RTunja(config-if)#int sO/0/1

RTunja(config-if)#ip nat inside

RTunja(config-if)#exit

RTunja(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.5
RTunja(config)#router ospf 1
RTunja(config-router)#default-information originate
RTunja(config-router)#end

RTunja#
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%SYS-5-CONFIG_I: Configured from console by console
RTunja#wr

Building configuration...

[OK]

¥ Router Bucaramanga = O X
Physical Config CcL Attributes
—
|05 Command Line Interface
Password: A
FBuczramangsfshow ip route
Codes: L - local, € - connected, 5§ - static, R - RIF, M - mobile, B -
EGE
D - EIGRP, EX - EIGEP externzl, O - OSPF, IZ - OS5FPF inter area
N1 - OQSPF N55R external type 1, N2 - O5PF NS5A external type 2
El - OSPF external type 1, EZ - O5PF externszl type 2, E - EEP
i - Is-I5, L1 - IS-IS lewvel-1, LZ - I5S-I5 level-Z, ia - IS-IS
inter area
* — pandidate default, U - per-user static route, o — ODR
P - periocdic downloaded static route
Gateway of last resort is 17Z2.31.Z.33 to network 0.0.0.0
172.3.0.0/2% is subnetted, 1 subnets
o 172.3.2.8/29 [110/€5] wie 172.31.2.33, 00:04:01, Seriszl0/s0/0
172.21.0.0/1% is wvarizbly subnetted, 15 subnets, 4 m=sks
c 172.31.0.0/2¢ is directly connected, GigsbitEthernetd/0.10
L 172.31.0.1/32 is directly connected, GigsbitEthernetd/0.10
c 172.31.0.64/2¢6 is directly connected, GigabitEthernet(0/0.30
L 172.31_.0.85/32 is directly connected, GigabitEthernet0/0_30
o 172.31.0.128/2¢ [110/65] wia 172.31.2.33, 00:04:01,
Serizl0/ 070
o 172.31.0.1%2/2Z¢ [110/65] wia 172.31.2.33, 00:04:01,
Serizl0/ 070
o 172.31.1.0/2¢ [110/1Z3] wvia 172.31.2.33, 00:03:51,
Serizl0/ 070
o 172.31.1.64/2¢ [110/12%] wie 172.31.2.33, 00:03:51,
Serizl0/ 070
c 172.31.2.0/2% is directly connected, GigsbitEthernet0/0.1
L 172.31.2.1/32 is directly connected, GigsbitEthernet0/0.1
o 172.31.2.8/2% [110/129] wvis 172.31.2.33, 00:03:51,
Serizlo/sa/0
o 172.31.2_.24/2% [110/12%] wia 172.31.2.33, 00:03:51,
Serizl0/ 070
C 172.31_.2_32/30 is directly connected, Serial0/ 0/0
L 172.31_.2_34/3Z is directly connected, Serial0/ 0/0 E
o 172.31.2.36/30 [110,/128] wia 172.31_.2.33, 00:04:01,
Serizl0/ 070
O*EZ 0.0.0.0/0 [110/1]1 wie 172.31.2.33, 00:01:34, Seri=l0/0/0 v

Ctrl+F5 to exit CLI focus Copy Paste

Figura 59. Configuracion NAT router Bucaramanga.
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TORT
RTunjagshow ip route
Codes: L - loeal, C - comnected, § - static, R - RIP, ¥ - mobile, B -
1]
D - EIGRP, EX — EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSR external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF externsl type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-I5 level-1, Lz - IS-IS level-2, is - IS-IS
inter area
* - candidate defsult, U - per-user static route, o - ODR
T - periodic downloaded static route

Gateway of last resort is 209.1€5.220.5 to network 0.0.0.0
0.0/16 is varisbly subnetted, 2 subnets, 2 masks
.2.8/29 is directly connected, GigabitZthernet0/0.1
.2.3/32 is directly connected, GigabitZthernet0/0.1
0/16 is varisbly subnevted, 15 subnets, 4 masks
_0.0/28 [110/65] via 172.31.2.84, 00:05:18, Serial0/0/0
-0.-84y [110/€8] wia 1 -81.2.34, 00:05:18,

.20
20

128/26 is directly connected,
129/32 is directly connected,
132/26 is directly connected, .30
153/32 is directly connected, .30
0726 [110/65] wia 172.31.2 : Serial0/0/1
[110/€8] wia 1

Flroooo

Serizlo/0/0
Serizl0/0/1

0/29 [110/65] wia 1
8/29 [110/65] wia 1
[110/85] wia 1

(SN

32/30 is directly connected, Serial/0/0

33/32 is directly connected, Serial/0/0

36/30 is directly connected, Serial0/0/1

37/32 is directly connected, Serial0/0/1

0/24 is variably subnetted, Z subnets, 2 masks
is directly comnected, GigabitEthernet0/1

z is directly connected, Gigsbi

209.165.220.5

RS

Figura 60. Configuracion NAT router Tunja.

¥ Router Cundinamarca - O *
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Password: ~
RCundinamsrcagshow ip rouse

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B -
BED

D - RP, EX - EIGRP external, O - OSPF, IA - OSPF inter ares

N1 - OSPF NSSA external type 1, N2 - OSDF NS5A external type 2

Z1 - OSDF external type 1, EZ - OSPF external type 2, Z -

i - I§-1§, Ll - IS-I§ lewel-1, L2 - IS-I5 level-2, ia - IS-IS
inter area

* - candidate defsult, U - per-user static route, o - ODR

B - periocdic downloaded static route

Gatewsy of last resort is 172.31.2.37 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets
o 172.3.2.8/2% [110/65] via 172.31.2.37, 00:07:24, Seriald/0/0
172.31.0.0/16 is varisbly subnetted, 1% subnets, 4 masks

o 172.31.0.0/26 [110/128] wia 172 .31.2 37, 00:07:24,
Seriald/0/0

] 172 .31.0_&4/26 [110/128] via 17231 % .37, 00:07:24,
Seriald/0/0

] 172.31.0.128/26 [110/65] via 172 .31 % .37, 00:07:24,
Seriald/0/0

] 172.31.0.182/26 [110/65] via 172 31 % .37, 00:07:24,
Seriald/0/0

c _0/26 is direetly connected, GigzbitEthernet0/0.30

1.0

1.1/32 is directly connected, GigsbitZthernet0/0.30
_1.64/26€ is directly connected, GigabitEIthernet0/0.20
1

.65/32 is directly connected, GigabitZthernet0/0.20
172.31.2.0/29 [110/129] via 172.31.2.37, 00:07:24,
eriald/0/0
172.31.2.8/29 is directly connected, GigabitZthernet0/0.1
1 is directly connected, GigsbitZthernet0s0.1
1 is directly connected, GigabitEthernet0/0.88
172.31.2.25/32 is directly connected, GigabitZthernet0/0.88

172 [110/128] via 172 .31.2 37, 00:07:24,
eriald/0/0
17z 36/30 is directly connected, S5erizl0/0/0

172.31.2.38/32 is directly connected, Serial0/0/0
“EZ 0.0.0.0/0 [110/1] wia 172.31.2.37, 00:05:02, Serial0/0/0

oFOwWoOHOFOWOR O

Cundinsmarca$

Ctrl+F8 to exit CLI focus. Copy Paste
)

A~ T )

13/12/2019

Figura 61. Configuracion NAT router Cundinamarca.
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1.2.10. El enrutamiento debera tener autenticacion.

1.2.10.1. Router Bucaramanga

RBucaramanga#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RBucaramanga(config)#interface s0/0/0

RBucaramanga(config-if)#ip ospf authentication message-digest
RBucaramanga(config-if)#ip ospf message-digest-key 1 md5 ospfospf
RBucaramanga(config-if)#exit

RBucaramanga(config)#exit

RBucaramanga#
¥ Router Bucaramanga — O >
Physical Config CL Attributes

105 Command Line Interface

1p address lV<.3l.U.8h coo.<£on.on.13:e ~
ip helper-zaddress 172.31.2_33
1
interface GigabitEthernetl/1
no ip address
duplex auto
speed auto
shutdown
|
interface Seri=l0,/0/0
ip address 17Z.31.Z.34 255_2Z55_Z55_25Z
ip ospf suthentication message-digest
ip ospf message-digest-key 1 md5 ospfospf
1
interface Seri=l0/0/1
no ip address
clock rate 2000000
shutdown
!
interface Vlanl
no ip address
shutdown
!
router ospf 1
log-adjacency-changes ]
Ctrl+F5 to exit CLI focus Copy Paste
[ op

Figura 62. Autenticacion de enrutamiento router Bucaramanga.
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1.2.10.2. Router Tunja

RTunja#configure terminal

RTunja(config)#interface s0/0/0

RTunja(config-if)#ip ospf authentication message-digest
RTunja(config-if)#ip ospf message-digest-key 1 md5 ospfospf
RTunja(config-if)#

00:15:10: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

interface s0/0/1

RTunja(config-if)#interface s0/0/1

RTunja(config-if)#ip ospf authentication message-digest
RTunja(config-if)#ip ospf message-digest-key 1 md5 ospfospf
RTunja(config-if)#end

¥ Router Tunja - O x

Physical Config CL Attributes
I

10S Command Line Interface

ip nat outside .
duplex auto

speed auto
!

interface Serial0/0/0

ip address 172.31.2.33 Z55.255.255_252

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ospfospf
ip nat inside

clock rate 2000000

1

interface Serizl0/0/1

ip address 172.31.2.37 Z55.Z55.255.252

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ospfospf
ip nat inside

]

interface Vlanl

no ip address

shutdown

!

router ospf 1

log-adjacency-changes

network 172.3.2.8 0.0.0.7 area 0

--More-- hd

Ctrl+F6 to exit CLI focus Copy Paste

O wop

Figura 63. Autenticacion de enrutamiento router Tunja.
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1.2.10.3. Router Cundinamarca

RCundinamarca#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RCundinamarca(config)#interface s0/0/0

RCundinamarca(config-if)#ip ospf authentication message-digest
RCundinamarca(config-if)#ip ospf message-digest-key 1 md5 ospfospf

RCundinamarca(config-if)#end

¥ Router Cundinamarca — O x

Physical Config CL Aftributes
I

105 Command Line Interface

! A
interface GigabitEthernetd/0.88
encapsulation dotly 88
ip address 172.31.2.25 Z55.Z55.255.248
1
interface GigabkitEthernetd/1l
no ip address
duplex auto
speed auto
shutdown
1

interface Seriall/ 070

ip address 172 _.31.2.38 255.255.255.252

ip ospf authentication message-digest

ip ospf message-digest—key 1 mdS ospfospf
clock rate 2000000

1

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

!

interface Wlanl

no ip address

——More—— W

Ctrl+F& to exit CLI focus Copy Paste

(] op

Figura 64. Autenticacion de enrutamiento router Cundinamarca.
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1.2.11. Listas de control de acceso:

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la
red interna de Tunja.

Configuracion que debe realizarse en el router Cundinamarca.

RCundinamarca#conf term

RCundinamarca(config)#access-list 152 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255

RCundinamarca(config)#access-list 152 permit udp any any eq bootps
RCundinamarca(config)#access-list 152 permit ip any any
RCundinamarca(config)#int g0/0.20

RCundinamarca(config-subif)#ip access-group 152 in
RCundinamarca(config-subif)#end

? Cisco Packet Tracer - E\UNAD\Cursos\Final_Semestre\DIPLOMADO DE PROFUNDIZACION CISCO\Trabajo Final\Fase Definitiva_2_3\Entrega Trabajo Final\Tarea_11_Danny_Rios\Plantilla_Escenario-2gig antes de los acl.pkt - X
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Figura 65. ACL vlan 20 router Cundinamarca a red interna Tunja.
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¥ pcy - d X

Physical Config Deskiop Programming Attributes

Web Browser

< = | URL |http:/i209.165.220.5 Go Stop

Request Timeout

[ mop

14:15

AW sy B

Figura 66. ACL pc vlan 20 sin acceso a internet.

e Los hosts de VLAN 30 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

Configuracion que debe realizarse en el router Cundinamarca.
RCundinamarca#conf term
RCundinamarca(config)#access-list 153 permit tcp 172.31.1.0 0.0.0.63 host
209.165.220.5 eq 80
RCundinamarca(config)#access-list 153 deny ip any any
RCundinamarca(config)#int g0/0.30
RCundinamarca(config-subif)#ip access-group 153 in

RCundinamarca(config-subif)#end
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¥ pcs — m| x

Physical Config Desktop Programming Aftributes

ieb Browser

< = | URL |http://209.165.220.5 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind
Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image
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Figura 67. ACL pc vlan 30 Cundinamarca con acceso a internet.

¥ pcs — O ¥

Physical Config Desktop Programming Aftributes
I

Command Prompt

Command Line 1.0

bytes of data:

O wop

Figura 68. ACL pc vlan 30 Cundinamarca a pc red de Tunja.
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Figura 69. Mensajes vlan 30 Cundinamarca a pc red de Tunja.

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

Configuracion que debe realizarse en el router Tunja.

RTunja#configure terminal

RTunja(config)#access-list 152 permit tcp 172.31.0.192 0.0.0.63 209.165.220.5
0.0.0.255 eq 80

RTunja(config)#access-list 152 permit tcp 172.31.0.192 0.0.0.63 209.165.220.5
0.0.0.255eq 21

RTunja(config)#int g0/0.30

RTunja(config-subif)#ip access-group 152 in

RTunja(config-subif)#end
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P pc3 - ] x

Physical Cenfig Desktop Programming Attributes.
——

Command Prompt

Figura 70. ACL vlan 30 acceso tfp.
¥ pc3 - ] %

Physical Config Desktop Programming Attributes

Web Browser

< = | URL ht‘lp:h’ZDBJ&E.ZZU.E{

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide
Open.

Quick Links:
A small page
Copyrights
Image page
Image

Figura 71. ACL vlan 30 acceso internet.
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

Configuracion que debe realizarse en el router Tunja.

RTunja#conf term

RTunja(config)#access-list 153 permit ip 172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63

RTunja(config)#access-list 153 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
RTunja(config)#int g0/0.20

RTunja(config-subif)#ip access-group 153 in

RTunja(config-subif)#end

P pc2 - m| x

Physical Config Deskto Programming Adtributes
I

Command Prompt

Pinging 1

m 1
m 1

Figura 72. Verificacion acceso a la vlan 20y 10
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Figura 73. acceso a vlan 20 Tunja a vlan 10 Bucaramanga.
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e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

Configuracion que debe realizarse en el router Bucaramanga.

RBucaramanga#configure terminal
RBucaramanga(config)#access-list 152 permit tcp 172.31.0.64 0.0.0.63 host
209.165.220.5 eq 80
RBucaramanga(config)#int g0/0.30
RBucaramanga(config-subif)#ip access-group 152 in
RBucaramanga(config-subif)#end
RBUCARAMANGA(config)#access-list 153 permit ip 172.31.0.64 0.0.0.63
172.31.0.0 0.0.0.63
RBUCARAMANGA(config)#access-list 153 deny ip any any
RBUCARAMANGA (config)# int g0/0.30
RBUCARAMANGA(config-subif)#ip access-group 153 in
¥ pci - o x

Physical Config Desktop Programming Attributes

Web Browser

URL | hitp://209.165.220.5 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind
Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image

O m®p
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AW 0 B

Figura 75. Acceso vlan 30 Bucaramanga a internet.
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Figura 76. Acceso vlan 30 a vlan 10.

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de
Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.

Configuracion que debe realizarse en el router Bucaramanga.

RBucaramanga#conf term

RBucaramanga(config)#access-list 152 permit ip 172.31.0.0 0.0.0.63 172.31.1.64
0.0.0.63

RBucaramanga(config)#access-list 152 permit ip 172.31.0.0 0.0.0.63 172.31.0.128
0.0.0.63

RBucaramanga(config)#int g0/0.10

RBucaramanga(config-subif)#ip access-group 152 in

RBucaramanga(config-subif)#end
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Figura 77. Acceso vlan 10 Bucaramanga a Cundinamarca y Tunja vlan 20.
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Figura 78. Internet vlan 10 Bucaramanga a Cundinamarca y Tunja vian 20.
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e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

Configuracion que debe realizarse en:

v" Router Bucaramanga

RBucaramanga#configure terminal

RBucaramanga(config)#access-list 153 deny ip 172.31.2.0 0.0.0.7 172.31.0.0
0.0.0.63

RBucaramanga(config)#access-list 153 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

RBucaramanga(config)#access-list 153 permit ip any any
RBucaramanga(config)#int g0/0.10

RBucaramanga(config-subif)#ip access-group 153 out

RBucaramanga(config-subif)#end

v" Router Tunja

RTunja#configure terminal

RTunja(config)#access-list 153 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
RTunja(config)#access-list 153 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
RTunja(config)#access-list 153 permit ip any any

RTunja(config)#int g0/0.20

RTunja(config-subif)#ip access-group 153 out

RTunja(config-subif)#end
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v Router Cundinamarca

RCundinamarca#configure terminal

RCundinamarca(config)#access-list 153 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

RCundinamarca(config)#access-list 153 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

RCundinamarca(config)#access-list 153 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

RCundinamarca(config)#access-list 153 permit ip any any
RCundinamarca(config)#int g0/0.20

RCundinamarca(config-subif)#ip access-group 153 out

RCundinamarca(config-subif)#end
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Figura 79. Vlan 30 Bucaramanga a vlan 20 Tunja
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Figura 80. vlan 30 Tunja a vlan 20 Cundinamarca.
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Figura 81. Vlan 30 Cundinamarca a vlan 30 Bucaramanga
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Figura 82. sin acceso entre host a diferentes vlan.

e Solo los hosts de las VLAN administrativas y de la VLAN de servidores
tienen accedo a los routers e internet.

Configuracion que debe realizarse en:

v" Router Bucaramanga

RBucaramanga#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RBucaramanga(config)#access-list 9 permit 172.31.2.0 0.0.0.7
RBucaramanga(config)#access-list 9 permit 172.3.2.8 0.0.0.7
RBucaramanga(config)#access-list 9 permit 172.31.2.8 0.0.0.7
RBucaramanga(config)#line vty 0 4
RBucaramanga(config-line)#access-class 9 in

RBucaramanga(config-line)#end

v' Router Tunja

RTunja#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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RTunja(config)#access-list 9 permit 172.31.2.0 0.0.0.7
RTunja(config)#access-list 9 permit 172.3.2.8 0.0.0.7
RTunja(config)#access-list 9 permit 172.31.2.8 0.0.0.7
RTunja(config)#line vty 0 4
RTunja(config-line)#access-class 9 in

RTunja(config-line)#end

v" Router Cundinamarca

RCundinamarca#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RCundinamarca(config)#access-list 9 permit 172.31.2.0 0.0.0.7
RCundinamarca(config)#access-list 9 permit 172.3.2.8 0.0.0.7
RCundinamarca(config)#access-list 9 permit 172.31.2.8 0.0.0.7
RCundinamarca(config)#line vty 0 4
RCundinamarca(config-line)#access-class 9 in

RCundinamarca(config-line)#end

¥ switch Cundinamarca - [m] x
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Figura 83. Verificacion acceso a router Cundinamarca.
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RBucaramangs (config) #interface Serizl0/0/0

BBucaramanga (config-if)#

RBucaramangs (config-if) fexit

RBucaramanga {config) #interface Seriall/0/1

RBucaramanga (config-if) fexit

RBucaramanga {config) fexit

RBucaramangag

%5Y5-5-CONFIE I: Configured from conscle by conscle

RBucaramangaftelnet 172.31.Z_33
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% Connection refused by remote host

RBucaramangzftelnet 172.31.2_33

Trying 172.31.2.33 ...

% Connection refused by remote host

PBucaramangzftelnet 172.31.Z_38

Trying 172.31.2.38 ...

% Connection refused by remote host

RBucaramanga$ "

Ctri+F5 to exit CLI focus Copy Paste

[ ®p

20:16
13/12/2019

2

Figura 84. Verificacion acceso a router Bucaramanga.

¥ pcs

Physical Config D Attributes

Programming

Wieb Browser

> | URL |http:/i209.165.220 E{

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image

[ mp

13/12/2019

Figura 85. Verificacion acceso a internet.
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CONCLUSIONES

Mediante el desarrollo de los escenarios propuestos como actividad final se

generaron diversos conocimientos para realizar tareas que permiten una

adecuada administracion de redes, ingresando los comandos y configuraciones

necesarios que establecen acciones y controles, de los cuales podemos

mencionar:

» Se comprendieron y usaron los protocolos de routing disponibles ante la
necesidad de la red.

» El uso de las configuraciones basicas de los dispositivos como switches y
routers.

» La implementacion de los distintos protocolos DHCP que permiten en un
equipo obtener su configuracién en forma dinamica.

» La aplicacién y andlisis de la configuracion de dispositivos de red para el
optimo funcionamiento de la misma.

» Se aplicaron los conceptos para establecer la conectividad IPv4 usando
direcciones IP

» Se validaron los principales conceptos de enrutamiento, comenzando por el
protocolo RIP y OSPF.

» EIl andlisis y ejecucion de las instrucciones para las ACL estandar y
extendidas en los dispositivos.

» El establecimiento de VLAN, que permiten organizar y distribuir terminales
generando un buen trafico en la red.

» Se identificaron las funciones, incluyendo la configuracién y aplicacién de
DHCPVA4.

» Se trabajé con el protocolo NAT para traducir IPs Privadas a IPs publicas,
aprovechando recursos publicos, proporcionando un entorno seguro.

» El uso de NAT dinamica / estatica como caracteristica que traduce

conexiones TCP y UDP realizadas por un host y un puerto en una red

externa a otra direccion y puerto de la red interna.
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