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GLOSARIO

OSPF: Es un protocolo de red para el encaminamiento jerarquico de pasarela
interior (Open Shortest Path First).

VLAN: Es un método para crear redes légicas independientes dentro de una
misma red fisica

CONECTIVIDAD: Es la capacidad de un dispositivo para conectarse con otro de
una forma autonoma a través de medios y protocolos de comunicacion.

DIRECCION IP: Conjunto de nimeros que identifica de manera logica y
jerarquica, a una interfaz de red de un dispositivo que utilice el protocolo
correspondiente (IPv4, IPv6)

NAT: (Traduccién de Direcciones de Red) También llamado Enmascaramiento de
IP, es utilizado por los routers para intercambiar paquetes entre dos redes que
asignan mutuamente direcciones compatibles.

DHCP: (Protocolo de Configuracion Dinamica de Hosts) Es un protocolo de red de
tipo cliente/servidor mediante el cual un servidor DHC asigna dinamicamente una
direccion IP.

DNS: (Sistema de Nombres de Dominio) es la nomenclatura jerarquica
descentralizada para dispositivos conectados a redes IP.

PING: Utilidad de diagnéstico de redes de computadoras que comprueba el
estado de comunicacién del anfitrion local con uno o varios equipos remotos de
unared IP

PUERTOS TRONCALES: Enlace punto a punto para enviar y recibir el trafico
entre routers o switches.

SERVIDOR TFTP: Protocolo de transferencia de archivos para leer o escribir archivos
de un servidor remoto.



[NaD iz @
RESUMEN

Se presentan dos escenarios de implementacién de red, en los cuales a través de
la ejecucién de diferentes configuraciones en routers, switches y equipos hosts, se
logra configurar adecuadamente los distintos escenarios bajo los parametros
establecidos con los permisos, restricciones, y politicas de seguridad solicitados.

Dentro de las configuraciones y parametros de red, se lograron crear redes VLAN

con sus correspondientes puertos de acceso, implementando de igual forma
enrutamiento DHCP,NAT e IP estéticas.

10
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ABSTRACT

Two scenarios of network implementation are presented in which through the
execution of different configurations in routers, switches and host computers, it was
possible to properly configure the different scenarios under the parameters
established with the permissions, restrictions, and security policies requested.

Within the network configurations and parameters, VLAN networks with their
corresponding access ports were created, also the implementation of static DHCP,
NAT and IP routing.

11
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1. INTRODUCCION

El mundo de hoy, esta interconectado por redes de comunicaciones que permiten a
la tecnologia avanzar rapidamente, adaptarse facilmente a diferentes
circunstancias, y hacer el mundo un planeta mas unido e integrado.

Es por eso que la importancia de conocer la mejor manera de realizar estas
interconexiones ha sido un pilar fundamental para el desarrollo de la sociedad, y es
por eso que desarrollamos este diplomado de profundizacion CISCO, donde se
adquieren los conocimientos necesarios para resolver estos problemas y realizar
diferentes practicas que nos llevan a demostrar este conocimiento y las capacidades
de solucionar problemas en este ambito.

El presente trabajo es una prueba de nuestra capacidad de resolver problemas y
proponer diferentes alternativas de solucion que demuestra el conocimiento
adquirido durante el tiempo de estudio.

Los archivos de configuracion packet tracer como resultado del presente
laboratorio, pueden encontrarse en el siguiente link:
https://www.dropbox.com/sh/gf0086wtmcOwypn/AADFE9ex05u8tt2k4MRTeC9MDa?
di=0

12
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2. OBJETIVOS

OBJETIVO GENERAL

Desarrollar las actividades propuestas y demostrar paso a paso la resolucion de
acuerdo a las necesidades de red planteado, demostrando asi los conocimientos
adquiridos a través del diplomado Cisco.

OBJETIVOS ESPECIFICOS

- Realizar los direccionamientos IP necesarios para garantizar la conectividad
entre los hosts de red.

- Implementar los diferentes pardmetros de seguridad de la red.
- Realizar las rutinas de diagnostico de todos los equipos
- Utilizar los diferentes métodos de direccionamiento IP, DHCP y NAT

- Implementar sistemas VLAN de red para agrupar y distribuir adecuadamente la
red

- Registrar y documentar cada uno de los procedimientos realizados al configurar
cualquier sistema de red y hosts

13
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3. PLANTEAMIENTO DEL PROBLEMA 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medelliny
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

3.1 Topologia de red
Los requerimientos solicitados son los siguientes:
Parte 1:

Para el direccionamiento IP debe definirse una direccion de acuerdo con el nimero
de hosts requeridos.

Parte 2:

Considerar la asignaciéon de los parametros basicos y la deteccién de vecinos
directamente conectados.

Parte 3:

La red y subred establecidas deberan tener una interconexion total, todos los hosts
deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4:

Implementar la seguridad en la red, se debe restringir el acceso y comunicacion
entre hosts de acuerdo con los requerimientos del administrador de red.

Parte 5:

Comprobacion total de los dispositivos y su funcionamiento en la red.
Parte 6:

Configuracion final.

i = |

_] Servidor

20 host

Grafica 1: Disefio Esquematico de red

14
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Gréfica 2: Topologia de Red - Descriptiva

3.2 Desarrollo

Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

Inicialmente en todos los dispositivos utilizaremos la siguiente linea de
configuracion, el cual es igual para todos, lo unico que cambiamos son los
nombres de cada host.

Router>en

Router#configure terminal

Router(config)#no ip domain-lookup
Router(config)#service password-encryption
Router(config)#banner motd #Acceso restringido, solo realice
configuraciones si se encuentra autorizado para ello!!#
Router(config)#enable secret class

Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login

Router(config-line)#logging synchronous
Router(config-line)#line vty 0 15
Router(config-line)#password cisco
Router(config-line)#login

Router(config-line)#logging synchronous
Router(config-line)#hostname (Nombre de host)
Bogota(config)#

15
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Configuracion en packet tracer:

# BOGOTA

Physical Config CLI

10S Command Line Interface

UL ITINE WITIT CONC QU= C o aratog s TESs 0T -

13 yug

Press RETURN to get started!

Router=en

Boutericonfigure terminal

Enter configuration commands, one per line.
Router (config)fno ip domain-lookup

Router (config) #service password-encryption
Router (config)f#banner motd giAcceso restringido,
encuentra autorizado para ello!!d#

Router (config) fenable secret class
Bouter (config)#line consocle 0O
Router (config-line) ¢password cisco
(config-line) $login

{config-line) #logging synchronous
(config-line) #line wty 0 15
{config-line) g¢password cisco
(config-line) $login

RBouter (config-line) #logging synchronous

Router (config-line) fhostname Bogota

Bogota (config)

Bogotag

%5YS5-5-CONFIG_I: Configured from console by cons

Router
Router
Router
Router
Router

Bogotaf
Bcgctaﬂ

End with CNTIL/Z.

solo realice configuraciones si se

ole

Copy Paste

Figura 1: Configuracion inicial

16
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Physical Config  CLI

I0S Command Line Interface

Routerrenable

Routerfconf ©

Enter configuration commands, one per line. End with CHNIL/Z.
Router (config) #no ip domain-lookup

Router (config) #service password-encryption

Router (config) fbanner motd fAccesc restringido, solo realice configuraciones si se
encuentra autorizado para ello!!lg

Router (config) fenakle secret class

Router (config) #line console 0O

Router (config-line) g¢password cisco

Router (config-line) #login

Router (config-line) $logging synchronous

Router (config-line) #line wey 0 15

Router (config-line) g¢password cisco

Router (config-line) #login

Router (config-line) $logging synchronous

Router (config-line) #hostname Medellin

Medellin {config) g

Copy Paste

Figura 2: ConfigUracién-iniciaI router Medellin

& call — |
Physical Config CLI

105 Command Line Interface

Fress RETURN to get started!

Routerzen

Bouterfconf t©

Enter configuration commands, one per line. End with CNIL/Z.
Router{config) #no ip domain-lookup

Router(config) #service password-encryption

Router {config) #banner motd #Rcceso restringido, solo realice configuraciones si se
encuentra autorizado para ello!!lg

Router (config) #enable secret class

RBouter (config) #line console O

Bouter(config-line) §password cisco

Router(config-line) f#login

Router {config-line) $logging synchronous

Bouter (config-line) §line wty O 15

Router {config-line) g¢password cisco

Router{config-line) #login

RBouter (config-line) #logging synchronous

RBouter (config-line) ghostname Cali

Cali{config)g|

Copy Paste

Figura 3: Configuracion inicial router Cali

17
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& SW-Bog
Physical Config  CLI

105 Command Line Interface

Switch=en t

% Inwvalid input detected at '~' marker.

Switch=enable

Switchéconf ©

Enter configuration commands, one per line. End with CNTL/Z.
Switchi{config) #no ip domain-lookup

Switchi{config)#service password-encryption

encuentra autorizado para =11lc!!$
Switchi{config) #enable secret class
Switch{config)#line console 0O
Switchi{config-line) fpassword cisco
Switchiconfig-linel#&login
Switch{config-line)$logging synchronous
Switch{config-line)f#line wty 0 15
Switchi{config-line) fpassword cisco
Switchiconfig-line)#login
Switchi{config-linel#logging synchronous
Switchi{config-line)fhostname SW-Bog
SW-Bog {config) §|

Switchiconfig) #banner motd #hccesc restringideo, solo realice configuraciones si se

Copy

Paste

Figura 4: Configuracion inicial switch Bogota

& SW-Med
Physical Config  CLI

105 Command Line Interface

Press BRETURN to get started!

Switch=en

Switchdconf ©

Enter configuration commands, one per line. End with CHTL/Z.
Switch {config) #no ip domain-lookup

Switch{config) #service password-encryption

encuentra autorizado para ello!!lg
Switch(config) #enable secret class
Switch{config)#line console O
Switchl{config-line)#password cisco
Switchi{config-line)#login
Switch({config-line)#logging synchronous
Switch({config-line)#line wty 0 15
Switch({config-line) f#password cisco
Switchi{config-line)#login
Switchi{config-line)#logging synchronous
Switch({config-line)fhostname SW-Med
SW-Med (config) g

Switchl{config) #banner motd #hAcceso restringido, solo realice configuraciones si se

Copy

Paste

Figura 5:Configuracion inicial Switch Medellin

18
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& sw-cal — O X
Physical Config CLI

105 Command Line Interface

Press BETURN to get started!

Switchren

Switchfconf t

Enter configuration commands, one per linme. End with CHNTL/Z.

Switch(config)l#no ip domain-lookup

Switch(config) #service password-encryption

Switch(config) #banner motd #lcceso restringido, solo realice configuraciones si se
encuentra autorizado para ello!!g

Switch (config) #enable secret class

Switch{config)#line console 0O

Switch(config-line) §password cisco

Switchi{config-line)g#login

Switch(config-line) #logging synchronous

Switch(config-line)#line vty 0 15

Switch{config-line) #password cisco

Switch{config-line)#login

Switch{config-line) #logging synchronous

Switch (config-line) fhostname SW-Cal

SW-Cal(config) "]

Copy Paste

Figura 6: Configuracion inicial switch Cali

Para realizar la configuracion se escogieron los siguientes elementos de red:

- 3 * Router 1941 con asignacion de tarjeta de red serial HWIC-2T
- 3 * Switch 2960

- 5 * Equipos host (con proyeccion de 60 host)

- 1 * Servidor

19
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Para realizar la conexion fisica de los equipos con base en la topologia de red
La topologia disefiada a partir de los requerimientos iniciales es la siguiente:

ws1

20 hosts
192 168.1.0/27

192.168.1.96/27 192 168.1.128/27

20 hosts bt 20 hosts "
™~ 192 1681 32/27 192.168.1.64/27 o~
n A PC3

L Py
s

SW-Med Medellin Cali SW-Ca

Grafica 3: Disefo de red inicial en Packet Tracer

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

3.3 Parte 1: Asignacién de direcciones IP

a. Se debe dividir (subnetear) la red creando una segmentacién en ocho partes,
para permitir creciemiento futuro de la red corporativa.

b. Asignar una direccion IP a la red.

La tabla de asignacion de direcciones IP es la siguiente:

Nombre de Subred Direccion de Red Mascara de Subred
LAN Bogota 192.168.1.0 255.255.255.224
LAN Medellin 192.168.1.32 255.255.255.224
LAN Cali 192.168.1.64 255.255.255.224
Conexion Bogota - Medellin 192.1658.1.96 255.255.255.224
Conexion Bogota - Cali 192.1658.1.128 255.255.255.224
Segmento 6 192.168.1.160 255255255224
Segmento 7 192.168.1.192 255.255.255.224
Segmento 8 192.168.1.224 255.255.255.224

Tabla 1: Asignacion de direcciones IP

20
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Teniendo en cuenta que necesitamos 20 host por segmento, se ha asignado una
mascara de subred termianda en 224 que permite hasta 30 hosts maximo por
segmento.

3.4 Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo
en cuenta las subredes disefiadas.

MNombre de Host MEDELLIN BOGOTA

Direccién de Ip en interfaz Serial 0/0 [SCrEE:EET 102.168.1.98 192.163.1.131
Direccién de Ip en interfaz Serial 0/1 192.168.1.130
192.168.1.33 192.168.1.1 192.168.1.65
Eigrp Eigrp Eigrp
200 200 200
192.168.1.0 192.168.1.0 192.168.1.0

Tabla 2: Configuracion basica de routers a completar

Configuracion Direcciones IP de routers:

Bogota

Bogotaffconf term

Enter configuration commands, cone per line. End with CNTL/Z.
Bogota(config)4#int s0/0/0

Bogota(config-if)#ip address 192.168.1.98 255.255.255.224
Bogota(config-if)+#no shutdown

Bogota{config-if)#
$LINK-5-CHANGED: Interface Seriall/0/0, changed state to up

Bogota{config-if)+
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Bogota (config-if)#int s0/0/1
Bogota{config-if)#ip address 192.168.1.130 255.255.255.224
Bogota(config—-if)#no shutdown

Bogota(config-if)#
$LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

Bogota(config-if)#

Bogota (config-if)#int g0/0

Bogota (config-if) #ip address 192.168.1.1 255.255.255.224
Bogota (config-if) #no shutdown

Bogota (config-if) #

ELINK-5-CHANGED: Interface GigabitEthernet0/0, changed state
to up

(LINEFPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

Bogota (config-if) #

21
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Bogota (config-if) frouter eigrp 200

Bogota (config-router)#no auto-summary

Bogota (config-router)#do show ip route connected

(o4 192.168.1.0/27 is directly connected, GigabitEthernet0/0
[od 192.168.1.96/27 is directly connected, SerhalO/O/O

C 192.168.1.128/27 is directly connected, Serial0/0/1

Bogota (config-router) $network 192.168.1.0 0,0.0,31
Bogota (config-router) $network 192.168.1.96 0.0.0.31
Bogota (config-router)#network 192.168.1.128 0.0.0.31
Bogota (config-router)#

Medellin

Medellin>en

Password:

Medellindconf term

Enter configuration commands, one per line. End with CNTL/
Z.
Medellin (config)#int s0/0/0

Medellin(config—if) #ip address 192.16B8.1.99 255.255.255.224
Medellin(config-if)#no shutdown

SLINK-5-CHANGED: Interface Serial0/0/0, changsd state to
down

Medellin(config-if) #

Medellin{config—-if}#int g0/0

Medellin(config-if) #ip address 19%2.168.1.33 255.255.255.224
Medellin{config-if)#no shutdown

Medellin(config-if)#
SLINK-5-CHANGED: Interface GigabitEthernet(/0, changed
state to up

3LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

Medellin{config-if)#
Medellin{config-if)frouter eigrp 200
Medellin{config-router)#no auto-summary
Medellin{config-router)f#do show ip route connected
C 192.168.1.32/27 is directly connected, GigabitEthernet(0/0
C 192.168.1.96/27 1is directly connected, Seriald/0/0

Medellin({config-router) #network 192.168.1.32 0.0.0.31
Medellin{config-router) fnetwork 192_.168.1.96 0.0.0.31
Medellin(config-router)#

$DUAL-5-NBRCHANGE: IP-EIGRP 200: Meighbor 192.1€8.1.98
(8erial0/0/0} is up: new adjacency

Medellin(config-router) #
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Cali:

Cali>»en
Password:
Cali#conf term

Enter configuration commands, one per line.

Cali(config)#int s0/0/0
Cali (config-1if)#ip address 192.168.1.131 255.255.255,224
Cali (config-if) #no shutdown

End with CNTL/Z.

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to down

Cali(config-if)#

cali (config-if) #int g0/0
Cali(config-if) #ip address 192.168.1.65 255.255.255.224
Cali (config-if) #no shutdown

Cali (config-if)#
ELINE-5-CHANGED:
to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

Cali (config-if)#

Cali (config-if) #router eigrp 200

Cali (config-router)#no auto-summary

Cali (config-router)#do show ip route connected
iz directly connected, GigabitEthernet0/0

[ 192.168.1.64/27

c 192.168.1.128/27

is directly connected, SerialD/0/0

Cali (config-router)#network 1%2.1€8.1.64 0,0.0.31
Cali (config-router}#network 192.168.1.128 0.0.0.31

Cali (config-router) #
FDUAL-5-NBRCHANGE :
up: new adjacency

Cali (config-router) #

IP-EIGRP 200:

Neighbor 192.168.1.130

Interface GigabitEthernet0/0, changed state

{Serial0/0/0) is

La tabla de asignacion de direcciones IP de Hosts es la siguiente:

Nombre Direccion IP Mascara de Subred | Puerta de enlace
PCO_Medellin 192.166.1.42 255.255.255.224 192.166.1.33
PC1_Medellin 192.166.1.43 255.255.255.224 192.166.1.33
W31 _Bogota 192.166.1.10 255.255.255.224 192.166.1.1
Servidor _ Bogota [ 192.166.1.30 255.255.255.224 192.166.1.1
PC3_Cali 192.166.1.74 255.255.224 192.166.1.65
PC4_ Cali 192.166.1.75 255.255.224 192.166.1.65

Tabla 3: Direcciones IP de hosts
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Figura 7: Configuracion de direcciones IP de Hosts

b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

Verificacion de tabla de enrutamiento:
Bogota:

Bogota#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E — EGP
i - I8-I8, L1 - I5-1I8 level-1l, L2 - 1I5-I8 level-2, ia - I8-I5 inter area
* - candidate default, U - per-user static route, o - ODR
P — pericdic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is wvariably subnetted, B subnets, 2 masks

[od 192.168.1.0/27 is directly connected, GigabitEthernet0/0

L 192.168.1.1/32 is directly connected, GigabitEthernet0/0

D 192.168.1.32/27 [90/2170112] wvia 192.168.1.99, 00:01:58, Serial0/0/0
D 192.168.1.64/27 [90/2170112] wvia 192.168.1.131, 00:01:31, Serial0d/0/1
[od 192.168.1.96/27 is directly connected, Serial0/0/0

L 192.168.1.98/32 is directly connected, Serial0/0/0

o 192.168.1.128/27 is directly connected, Serial0/0/1

L 192.168.1.130/32 is directly connected, Serial0/0/1

Bogota#
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Medellin:

Medellin$show ip route
Codes: L - locgcal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, ¢ - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - Is-I5, L1 - IS-IS level-1l, LZ - IS-IS level-Z, ia - IS-IS inter area
* — gandidate default, U - per-user static route, © - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is wvariably subnetted, 7 subnets, 2 masks
192.168.1.0/27 [90/2170112] wvia 192.168.1.98, 00:02:37, Serial0/0/0
192.168.1.32/27 is directly connected, GigahitEthernet0/0
192.168.1.33/32 is directly connected, GigabitEthernet0/0
192.168.1.64/27 [90/2682112] via 192.168.1.98, 00:02:10, Serial0/0/0
192.168.1.96/27 is directly connected, SerialC/0/0
192.168.1.99/32 is directly connected, Serial0/0/0
192.168.1.128/27 [90/268185¢6) via 192.168.1.98, 00:02:37, Serial0/0/0

oo Qg

Medellin#

Cali:

Calif#show ip route
Codes: L - local, C - connected, 8 - static, R - RIP, M — mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSS& external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 — OSPF external type 2, E — EGP
i - Is-Is, L1 - IS5-IS5 level-1l, LZ - IS-IS5 level-2, ia — IS5-I8 inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downleoaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks

D 192.168.1.0/27 [90/2170112] wvia 192.168.1.130, 00:02:20, Serial0/0/0
D 192.168.1.32/27 [90/2682112]1 wvia 192.168.1.130, 00:02:20, Serial0/0/0
C 192.168.1.64/27 is directly connected, GigabitEthernet0/0

L 192.168.1.65/32 is directly connected, GigabitEthernet0/0

D 192.168.1.96/27 [90/2681856] wvia 19%2.168.1.130, 00:02:20, Serial0/0/0
c 192.168.1.128/27 is directly connected, Serial0/0/0

L 192.168.1.131/32 is directly connected, Seriald/0/0

Caliﬂ
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c. Verificar el balanceo de carga que presentan los routers.

El balanceo de carga normalmente se da cuando hay diferentes rutas (minimo 2)
para llegar a un destino, por ejemplo entre Medellin y Cali solo existe una ruta o
salto de conexion a traves de Bogota, pero si existiera una conexion directa entre
Cali y Medellin podria en algun momento utilizar rutas alternas para balancear la
carga.

192 .168.1.96/27 152.168.1.128/27

a— - —_— -
Medellin

Gréfica 4: Balanceo de carga de una Unica ruta entre routers

El actual balanceo de carga de los dispositivos se realiza a traves del comando
“show ip eigrp topology” en todos los dispositivos:

Bogota:

Bogotasshow ip eigrp topology
IP-EIGRP Topoclogy Table for AS 200/ID(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2816

via Connected, GigabitEthernet0/0
P 192.168.1.32/27, 1 successors, FD is 2170112

via 192.168.1.99 (2170112/2816), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 2170112

via 192.168.1.131 (2170112/2816), Serial0/0/1
P 192.168.1.96/27, 1 successors, D is 2169856

via Connected, Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856

via Connected, Serial0/0/1
Bogotas
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Medellin:

Medellin#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.99)

Codes: P - Passive, & - Active, U - Update, Q@ - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2170112

via 192.168.1.98 (2170112/2816), Seriald/0/0
P 192.168.1.32/27, 1 successors, FD is 2816

via Connected, GigabitEthernet0/0
P 192.168.1.64/27, 1 successors, FD is 2682112

via 192.1€£.1.98 (2682112/2170112), sSerialo/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856

via Connected, Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2681856

via 192.168.1.98 (2681856/2169856), Seriald/0/0
Medellin$

Cali:

Califshow ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID{19%2.168.1.131)

Codes: P - Passive, A - Active, U - Update, Q - Query, R — Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2170112

via 192.168.1.130 (2170112/2816€), Serial0/0/0
P 1%2.168.1.32/27, 1 successors, FD is 2682112

via 192.168.1.130 (2682112/2170112), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 281¢

via Connected, GigabitEthernet0/0
P 192.16B.1.96/27, 1 successors, FD is 2681856

via 192.168.1.130 (2681856/2169856), Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856

via Connected, Serialld/0/0
Cali#

d. Realizar un diagndstico de vecinos uando el comando cdp.
El diagnostico de vecinos se realiza a traves del comando “show cdp neighbor”
A continuacion se realiza el diagnostico de vecinos en todos los router:

Bogota: Tenemos tres vecinos, Bogota, Cali y el switch de LAN

Bogota#show cdp neighbor
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
8 - 8witch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
Medellin Ser 0/0/0 160 R 1900 Ser 0/0/0
Cali Ser 0/0/1 144 R C1l900 Ser 0/0/0
SW-Bog Gig 0/0 179 3 2960 Gig 0/1
Bogotaf

Medellin: Tiene dos vecinos, Bogota y el switch de LAN

Medellin#show cdp neighbor
Capability Codes: R - Router, T - Trans Bridge, B — Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID

Bogota Ser 0/0/0 155 R C13800 Ser 0/0/0
SW-Med Gig 0/0 137 s 2980 Gig 0/1
Medellin#
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Cali: Tiene dos vecinos, Bogota y el switch de LAN

Cali#show cdp neighbor
Capability Codes: R — Router, T - Trans Bridge, B - Source Route Bridge
S — Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfece Holdtme Capability Platform Port ID
Bogota Ser 0/0/0 149 R €1900 Ser 0/0/1
SW-cal Gig 0/0 174 s 2960 Gig 0/1
Cali#|

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Medellin a Bogota: Exitoso

Medellin#ping 192.168.1.99

Type escape sedquence to abort.
Sending 5, 1l00-byte ICMP Echos to 122.168.1.99, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/7/15 ms

Medellind|

Medellin — Cali: Exitoso

Medellin#ping 192.168.1.131

Type escape seduence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:

Success rate is 100 percent (5/5}), round-trip min/avg/max = 4/7/14 ms

Medellin$

PCO_Medellin - WS1_ Bogota: Exitoso

L 4
\
Physica Config Programming  Altributes
— L
~ommand Prompt X

cket Tracer PC Comman
ng 192.168.1.10

192.168.1.]1

in milli-
lms, Aver
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PCO_Medellin — PC3_Cali: Exitoso

| v
| ?:CC‘
Config

i Physical

mming

Altnbutes

|

round
Ime

yimum
192.168.

Pinging

in milli-s
Ims,

trip tim

, Ma Avera

1.74

1192.168: 1.7

Request timed out.

Reply from
Reply from
Reply from 192.

round

2ms

in milli

2ms, Aver

. num =
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3.5 Parte 3: Configuracion de Enrutamiento.

a. La asignacion de protocolo de enrutamiento EIGRP a los routers ya fue
configurado considerando el direccionamiento disefiado previamente.

b. Verificar si existe vecindad con los routers configurados con EIGRP.

Para verificar la vecindad de los routers se deben utilizar los comandos:

“Show ip eigrp neighbors”

“Show ip eigrp topology”

A continuacién, haremos la verificacion de los routers en cada ciudad:

Medellin:

# Medellin — O x

Physical Config CL Attributes.
I

105 Command Line Interface

Medellin=en
Password:
Medellingshow ip eigrp neighbor
IP-EIGEF neighbors for process 200
H Rddress Interface Hold Uptime SRIT RTO Q
Seqg
(sec) (ms) Cnt
Hum
a 132 _.1€8.1.38 Se0s0/0 14 00:3€:40 40 1000 0 £

Hedellingshow ip eigrp topology
IP-EIGRP Topology Takle for AS 200/ID(1%2.1€2.1.9%9)

Codes: P - Passive, A - Actiwve, U - Update, Q - Query, R - Reply,
r — Reply status

P 1%32.1€2.1.0/27, 1 successors, FD is 2170112

wia 1%2.1€2.1.398 (2170112/281€), Seriald 050
P 152 1€8.1.32/27, 1 successors, FD is 281&

via Connected, GigabitEthernet0/s0
P 152 1c28.1_€4/27, 1 successors, FD is 2682112

wia 192.1€8.1.98 (2€282112/2170112), Serialdsas0
P 152 1c28.1_.5¢/27, 1 successors, FD is 21€585¢

via Connected, Seriald/ 070
P 1%2.1€8.1.128/27, 1 successors, FD is 2g62185&

wvia 192 _1€3_.1_.58 (2€3185€/21€585€), Seriald/0,/0
Medelling v

Ctrl+F& to exit CLI focus Copy Paste

L] Top
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Bogota:
¥ Bogota — O
Physical Config CLI Attributes
—
105 Command Line Interface
PasSSword.
Bogotaren
Password:
Bogotaf#show ip eigrp neighbor
IP-EIGRF neighbors for process 200
H Lddress Interface Hold Uptime SRTT BETO Q
Seqg
(sec) {ms) Cnt
Hum
a 1%2.168.1.131 Sed/0/1 1a 00:-38:11 40 1laad a 7
1 192 _1€8.1.95 Sed/s0/0 14 00:-328:10 40 laad a 7
Bogota#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(1%2_1&2.1.130)
Codes: P — Passiwve, & - RBetiwve, U - Update, Q0 - Query, B - Beply,
r — Reply status
P 152.1€8.1.0,27, 1 successors, FD is 281&
wia Connected, GigabitEthernetds0
P 152 _.1€8.1.32/27, 1 successors, FD is 2170112
wia 1%2.1€8.1.%% (2170112/28l€), Serial0s0/0
P 152 .1€8.1.€4/27, 1 successors, FD is 2170112
wia 1%2.1€2.1.131 (2170112/281€), Serialdso/1
P 1%2.1e8.1.9c/27, 1 successors, FD is Z1€9285¢&
wia Connected, Seriald/ 0,0
P 152.1€8.1.1258/27, 1 successors, FD is Z1&985¢
wia Connected, Serialdyso/1
Bogotag
Ctri+F& to exit CLI focus Copy Paste
L] p
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Cali:

B Cali — a

Physical Config CLI Attributes
I

105 Command Line Interface

Calizen
Dassword:
Caligshow ip eigrp neighbor
IP-EIGRF neighbors for process 200
H Lddress Interface Hold Uptime SRTIT BTO Q
Seg
(sec) (ms) Cnt
Hum
a 1%2.1e83.1.130 Seld/0/0 13 00:40:20 40 10a0 0 5

Caligshow ip eigrp topology
IP-EIGEP Topology Table for AS 200/ID(152.1€8.1.131)

Codes: P - Passive, A - Rotive, U - Update, 0 - Query, B - Reply,
r — Beply status

P 15%2.1€8.1.0/27, 1 successors, FD is 2170112
wia 152.1€2.1.130 (2170112/s281€), Serialld/s/O0/0
B 152.1€8.1.32/727, 1 successors, FD is 2g€32112
via 192.1€8.1.130 (2€82112/2170112), Serial0sos0
P 192.1€8.1.€4/27, 1 successors, FD is 2381¢
A wia Connected, GigakitEthernetl/0
P 152.1€8.1.96/27, 1 successors, FD is 2€8185&
via 192.1€8.1.130 (2€81856/21€%85€), Serial0s0/0
P 152 1e28.1.122/27, 1 successors, FD is 2Z1g5925c
wia Connected, Seriald/s 070
Calig e

- Ctri+F5& to exit CLI focus Copy Paste

L] Top
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c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.
Nota: Revisar Parte 2, numeral e.

d. Realizar un diagndéstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de
la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

PCO_Medellin — Servidor_Bogota

C:\>ping 192.168.1.30

Pinging 192.168.1.30 with 32 bytes of data:
Request timed out.

Reply from 192.168. 30: bytes=32 time=bms
Reply from 192 R ) > time=Ims

J: Yo T
ound trip ti 13-
Minimum = lms, Maximum = 5ms, Avera

C:\>ping 192.168.1.75

Pinging 192.168.1.75 with 32 bytes of data:

Request timed out.

Reply from 192. ailDie y TTL=125
Reply from 192. X 2 : 32 time=2ms TTL=125
Reply from 192.

Ping statis
Packets nt

Approximate round trip times
Minimum = 2ms, Maximum = 5ms,
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3.6 Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

a.

b.

C.

Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

Esta configuracion se realizo al inicio de las configuraciones bésicas del router,
cuando se le agrega una contrasefia al VTY en cada uno de los dispositivos.
Pagina 14.

El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracion debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.

Esta configuracion la aplicaremos en el router de Bogotd, indicando que el host
“Servidor” con IP 192.168.1.30 pueda acceder a cualquier destino “any’,
aplicandola en la tarjeta de conexion de entrada g0/0 del router

Bogoté:

Bogota>en

Password:

Bogota#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Bogota{config) faccess—-1list 101 permit ip host 19%2.168.1.30 any
Bogota {config)#int g0/0

Bogota (config-if)#ip access—group 101 in

Bogota (config—-if) {

Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con
el servidor.

Para lo anterior aplicaremos una lista de control de acceso extendida en Medellin
y Cali utilizando el comando en modo de configuracion “access-list 101 permit ip”.
Y denegando el acceso implicitamente que negara toda la comunicacion de
entrada al router en la g0/0, aplicando el comando ‘“ip access-group 101 in”. A
continuacion, veremos la aplicacion de este comando en los dispositivos de
Medellin y Cali.

35



. . . . T
Universidad Nacional
Abierta y a Distancia

.. . .- Qe

Medellin:

Medellin#conf term

Enter configuration commands, one per line. End with CNTL/Z.

Medellin {config) $access-1list 101 permit ip 192.168.1.32 0.0.0.31 host 192.1e8.1.30
Medellin (config)$#int g0/0

Medellin(config-if)#ip access-group 101 in

Medellin{config-if)#

Cali:

Califconf term

Enter configuration commands, one per line. End with CNTL/Z.
Cali(config)#access-1list 101 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.30
Cali (config)#int g0/0

Cali (config-if)#ip access-group 101 in

Cali (config-if)#

3.7 Parte 5: Comprobacion de la red instalada.
a. Se debe probar que la configuracién de las listas de acceso fue exitosa.

Telnet Router Medellin a Router Cali:

B pedellin — O 4

Physical Config CL Atftributes
I

105 Command Line Interface

Aroceso restringido, solo realice configuraciones si se encuentra
autorizado para ello!l!

User Rcocess Verification
Password:

Medellin>class

Translating "class™

% Unknown command or computer name, or unable to find computer
address

Medellinzen

Password:

Medellingtelnet 152 _1€8.1.131

Trying 192.1€8.1.131 .. _Openlfcceso restringido, solo realice
configuraciones si se encuentra autorizado para ello!l!

User RAccess Verification

Password:

Calixen

Password:

calig| "

Cirl+F8 to exit CLI focus Copy Paste

] Top
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Telnet WS_1 a Router Bogota:

B ws1 — m| X

Physical Config Desktop Programming Attributes
I

Telnet Servidor_Bogota a Router Cali y Router Medellin

I

Physical Config Services

op Programming Aftributes
|

| (Command Prompt

igurac
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LAN del router Medellin a Router Cali

¥ pco

Phy=ical Config Desktop Programming Aftributes
[ ]

Command Prompt

ommand Line 1.0

on timed out; remote host not responding

LAN de Router Cali a Router Cali

¥ pc3
Phys=ica Config Deskiop Programming Attributes
|

Command Prompt

LAN de Router Medellin a Router Medellin

¥ pco
Phy=ical Config Desktop Programming Attributes
|

Command Prompt

t Tracer PC Command Line 1.0

t; remote host not responding

remote host not responding
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LAN Router Cali a Router Medellin:

¥ pc3 — O X
Phy=ical Config Desktop Programming Aftributes
|

Command Prompt

ymmand Line 1.0

Packet Tracer PBC

on timed out; remote host not responding

out; remote host not re: ding

Ping LAN Router Cali a WS_1 Bogota:

¥ pc3 — O ¥

Config Deskiop Programming Attributes
|

Command Prompt

out; remote host not responding
2.1.10

2110 with

> unreachable.
unreachable .
unreachable .
> unreachable .

Ping statistic

Packets:

39




Universidad Nacional @

Ping LAN Router Medellin a WS_1 Bogota y Cali

4

Physical Config

(Command Prompt

t Tracer PC Command Line
1131

Programming Attributes

ction timed
152 163 1.1

Reply
1y

Ping statist
p

Ping statist
p

Ping LAN de router Cali al Servidor_ Bogota:

¥ pc3 — m} ®

Physical Programming Attributes

with

round trip tims
Minimum = lms, Maximum
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Ping LAN router Medellin al Servidor_ Bogota:

B pop — O X

Physical Config Programming Aftributes

Pinging 1

Ply

B, nt . 4
Approximate round trip times in milli-se

Minimum 1lms, M Lverag

v

[ wop
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Ping Servidor_Bogota a LAN router Medellin y Cali:

?’ Servidor

skiop Programming Attributes

Physical Config Services Deskt

Command Prompt
ing 15%2. 1.42

Pinging 1%

d =4
in milli

round trip times
Maximum = l0ms,

Minimim = lms,
ping 192 _1€28_.1.74

Pinging 1%2.1 1.74 with

Ping statistics
E .5: Sent = 4,
imate round trip

Minimam
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Ping Router Cali a LAN Router Medellin

¥ Cali - O

Physical Config CLI Aftributes
I

105 Command Line Interface

Loroeso restringido, solo realice configuraciones si se encuentra
autorizado para ello!!

User Rccess Verification

Password:

Calizen

Password:

Caligping 152.1€2.1.42

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 152.1628.1.42, timeout is 2 seconds:

Success rate is 0 percent (0/5)

calig|

Ctrl+F& to exit CLI focus Copy Paste

[ ep

Ping Router Medellin a LAN Router Cali

B Medellin - O

Physical Config CLI Attributes
I

105 Command Line Interface

]

Roceso restringido, solo realice configuraciones si se encuentra
autorizado para ellol!

User Rcecess Verification

Password:

MHedellin®*en

Password:

Password:

Medellingping 132.165.1.74

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 152.1€2.1.74, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Medelling| ¥
Ctri+F& to exit CLI focus Copy Paste

[ mp
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b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.

ORIGEN DESTINO RESULTADO
Router MEDELLIN Router CALI Exitoso
Ws_1 Router BOGOTA Fallido
Servidor Router CALI Exitoso
Servidor Router MEDELLIN Exitoso
LAN del Router MEDELLIN Router CALI Fallido
LAN del Router CALI Rguter CALI Fallido
LAN del Router MEDELLIN Router MEDELLIN Fallido
LAN del Router CALI Router MEDELLIN Fallido
LAN del Router CALI W51 Fallido
LAN del Router MEDELLIN W51 Fallido
LAN del Router MEDELLIN LAN del Router CALI Fallido
LAN del Router CALI Servidor Exitoso
LAN del Router MEDELLIN Servidor EXxitoso
Servidor LAN del Router MEDELLIN Exitoso
Servidor LAN del Router CALI Exitoso
Router CALI LAN del Router MEDELLIN Fallido
Router MEDELLIN LAN del Router CALI Fallido

Tabla 4: Tabla de comprobacion de red
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4. PLANTEAMIENTO DEL PROBLEMA 2

Una empresa tiene la conexidén a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LAN original.

‘ 17231232 50 | < 4 200.17.220.0 124
' .. - —
BUCARANANGA = )

SWITCH DE INTERNET
LABORATORIO

u . EED ﬁ
WEB

VLANZ0 | VLANT = 172328729
BUCARAMANGA B 40 HOSTS | viaN20 = 172.31.0.128 /26 || VLAN 30

VLANI0= 172.31.0.182 125 || 40HOSTS

EXTERNO

VLAN1D VLAN 30 CUNDINAMARCA
55 HOSTS 55 HOSTS 4

VLANI = 1723120129 . =
VLANID = 17231.0.0/26

VLAN3D = 172.31.0.64 26 SWITCH
CUNDINAMARCA

VLANT =172.31.2.8 129
VLAN2D = 172.31.1.64 126 .
VLANI0 = 1723110126 [
VLANES = 172.31.2.24/29 =

17231.0019 VLAN 20
60 HOSTS

Gréfica 5: Topologia de red Problema 2

Para este escenario utilizaremos:

Para realizar la configuracion se escogieron los siguientes elementos de red:
- 3 * Router 1941 con asignacion de tarjeta de red serial HwWIC-2T
- 4 * Switch 2960

- 6 * Equipos host (con proyeccion de 60 host)
- 2 * Servidor
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4.1 Topologia de red:

209.165.220.0/24

OSPF 1 172.31.2.32/30

Area
<

—_— -
- LY
™

Tuhja

Bucargmanga

o 172.31.2.36/30
Web Externo
E____J/ S i
PC2 PC3
WLAN 20 WLAN 30
—
VLAN 1 - 172328129 )
WLAN 20 - 172.31.0.128/26 ,
oco P VLAN 30 - 172.31.0.192126 Cundingmarca
VLAN 10 WVLAN 30

VLAN 1 -17231.2.0/29
WLAM 10 - 172.31.0.0/26
WLAN 30 - 172.31.0.64/26 WLAN 1 -172.31.2.8/25

WLAN 20 - 172.31.1.64/26
WLAN 30 - 172.31.1.0/26
WLAN 88 - 172.31.2.24/29

PC4 PCS Web Interno

WLAN 20 WLAN 30

Gréfica 6:Topologia de Red - Packet Tracer Problema 2

Aspectos atener en cuenta

e Habilitar VLAN en cada switch y permitir su enrutamiento.

e Enrutamiento OSPF con autenticacion en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y Cundinamarca.

e Configuracion de NAT estético y de sobrecarga.
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e Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.
e Habilitar las opciones en puerto consola y terminal virtual

Los siguientes son los requerimientos necesarios:
4.2 Configuracion inicial
Todos los routers deberan tener los siguiente:

e Configuracién basica.
e Cifrado de contrasefas.

Inicialmente en todos los dispositivos utilizaremos la siguiente linea de
configuracion, el cual es igual para todos, lo unico que cambiamos son los
nombres de cada host.

Router>en

Router#configure terminal

Router(config)#no ip domain-lookup
Router(config)#service password-encryption
Router(config)#banner motd #ATENCION, SOLO ACCESO AUTORIZADOQ!!
Router(config)#enable secret class
Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login
Router(config-line)#logging synchronous
Router(config-line)#line vty 0 15
Router(config-line)#password cisco
Router(config-line)#login
Router(config-line)#logging synchronous
Router(config-line)#hostname (Nombre de host)
Bogota(config)#
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Router Bucaramanga:

¥ Bucaramanga - m] x
Physical  Comig _CLI_ Attributes
1S Command Ling Interface

249B856K bytes of ATA System CompactFlash O (Read/Write)

=== System Ceonfiguration Dialog =---

Would you like to enter the initial configuration dialog? [yes/nol: no

Press RETURN to get started!

Router>en

Routerdconf term

Enter configuration commands, one per line. End with CNTL/Z.
Router{config) #no ip domain-lookup

Router{config) #éservice password-encrypticn

Router (config) #banner motd #ATENCIN SLO ACCESO AUTORIZADO!!#
Router (config) #enable secret class

Router(config)#line ccnsole 0

Router{config-line}#password cisco

Router (config-line} #login

Router (config-line}#logging synchronous
Router(config-line}#line vty G 15

Router {config-line}#password cisco

Router {config-line} #login

Router (config-line)#logging synchronous

Router (config-line}#hostname Bucaramanga

Bucaramanga (config)}# v

Clil+F6 1o axit CL focus Copy

% Tunja - u] X

Physical  Config _CU_ Affributes
108 Command Line Intarfaca

249856K bytes of ATA System CompactFlash 0 (Read/Write) -

——— System Configuration Dialog -——

Would you like to enter the initial configuration dialog? [yes/no]: no

Press RETURN to get started!

Router>en

Routerfconf term

Enter configuration commands, one per line. End with CNTL/Z.
Router (config}#no ip domain-lookup

Router (config) #service password-encryption

Router (config) #banner motd #ATENCIN SLO ACCESO AUTORIZADO!!#
Router({config)#enable secret class

Router (config)#line console 0

Router (config-line) #password cisco

Router (config-line)#login

Router(config-line)#logging synchronous
Router({config-line)$line vty 0 15 r
Router (config-line) fpassword cisco

Router (config-line)#login

Router (config-line) #logging synchronous

Router (config-line) fhostname Tunja

Tunja (config) § A
a6 o ext CL focus Copy
O
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& Tunja

Physical  Config _CLl_ Afiributas

105 Command Lina Inarfaca

User Access Verification

Username: cisco
Password:
% Login invalid

Username: class
Password:
% Login invalid

Username: admin

Password:

Tunja>en

Password:

Tunjafconf term

Enter configuration commands, one per line. End with CNTL/Z.
Tunja{config)#int g0/l

Tunja(config—if) #ip address 202.165.220.1 255.255.255.0
Tunja (config-if} fno shutdown I

Tunja (config-if) #
SLINK-5-CHANGED: Interface GigabitEthernet0/1l, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
to up

Tunja (config-if) #
Tunja (config-if}

changed state

Ctrl+F8 to exit CLI focus

Ome

Router Cundinamarca

Copy || Peste

P Cundinamarca - o x
Physical ~ Confg _CU_ Allnbules
105 Gommand Line Interace:
Py
——- System Configuraticn Dialog —-—

Would you like to enter the initial configuration dialog? [yes/nol: no

Press RETURN to get started!

Router>en

Router#conf tem

N

% Invalid input detected at '~' marker.

Routerf#conf term

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) 4no ip domain-lookup

Router (config) #service password-encryption

Router (config) #banner motd #ATENCIN SLO ACCESO AUTORIZADO! !#

Router (config) #enable secret class

Router (config)#line console 0

Router (config-line) #password cisco T

Router (config-line}#login

Router (config-line)#logging synchronous .
Router (config-line)#line vty 0 15

Router (config-line) #password cisco

Router (config-line)$login

Router (config-line)#logging synchronous

Router (config-1line) #hostname Cundinamarca L
Cundinamarca (config) # e
Cui+F§ 10 exic CLl locus Copy Paste

Owe
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e Autenticacion local con AAA.

La autenticacién la haremos con nombre de grupo local (local group) AUTHLOCAL.
Previa creacion de usuario: admin con contrasefia: admin123
La linea de comandos sera la siguiente:

Router(config)#username admin secret admin123
Router(config)#aaa new-model

Router(config)#aaa authentication login AUTHLOCAL local
Router(config)#line console 0

Router(config-line)#login authentication AUTHLOCAL
Router(config-line)#line vty 0 15

Router(config-line)#login authentication AUTHLOCAL
Router(config-line)#end

Router#

Router Bucaramanga:

¥ Bucaramanga - m} ®

Physical Config _CLI_ Altributes

135 Command Line Intarfacs

Fress RETURN to get started!
ATENCIN SLO ACCESO AUTORIZADO!!
User Access Verification
Password:

Bucaramangaren

Fassword:

Bucaramanga#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga (config) #username admin secret adminl23
Bucaramanga (config) #faaa new-model

Bucaramanga (config)#aaa authentication leogin AUTHLOCAL local
Bucaramanga (config) #line console 0

Bucaramanga (config-line) #login authentication AUTHLOCAL
Bucaramanga (config-line)fline vty 0 15

Bucaramanga (config-line)#login authentication AUTHLOCAL

Bucaramanga (config—1line) § v
Cir+FB 1o axit CLI fecus Copy
O e
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Router Tunja:

2 Tunja

Physical ~ Config _ CLl Aliributas

108 Command Line Interface

ATENCIN SLO ACCESO AUTORIZADO!!
User Access Verification
Password:

Tunjaxen

Password:

Tunja$conf term

Enter configuration commands, one per line. End with CNTL/Z.
Tunja (config)#username admin secret adminl23
Tunja{config)}#aaa new-model

Tunja (config) #aaa authentication login AUTHLOCAL local
Tunja (config) #line console 0

Tunja (config-line)flogin authentication AUTHLOCAL
Tunja{config-line)#line wty 0 15

Tunja (config-line)} #login aunthentication AUTHLOCAL
Tunja (config-line) #

<

Ctrl+F& to exit CUI facus
O Top

Router Cundinamarca

Gopy | Peme

«® Cundinamarca

Physical  Confg _CLI_ Altrbutes

I0S Command Line Interiace

Press RETURN tc get started.

ATENCIN SLO ACCESQ AUTORIZADO!!
User Access Verification
Password:

Cundinamarca>en

Password:

Cundinamarcadconf term

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca (config) #username admin secret adminl23
Cundinamarca (config) #aaa new-model

Cundinamarca (config) #aaa authentication login AUTHLOCAL local
Cundinamarca {(cecnfig)#line console 0

Cundinamarca (config-line) #legin authentication AUTHLOCAL
Cundinamarca (config-line)#line vty 0 15

Cundinamarca {(config—line) {login authentication AUTHLOCAL
Cundinamarca (config-line) #l

Cid+F§1a exit CLI focus

O wp
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¢ Un méximo de internos para acceder al router.
e Maximo tiempo de acceso al detectar ataques.
El comando para esta caracteristica es la siguiente:
“Login block-for 10 attemps 3 within 60” y sera aplicado a todos los routers

e Establezca un servidor TFTP y almacene todos los archivos necesarios de
los routers.

& web Intenn — O #

Physical Confiy  Senices  Dasklop  Programming  Atbributes

SERVICES - TP
[ L |-
T DHCP Senica @ On o OF
DHCPvE r : :
Filx ~
| TFTFP "
DNS asadd2-kA_hin
SY5LOG 2504235 bin
ARA ¢ 104 1-advipzervicaskd-mz. 124-15.T1.bin
nTR £184 t-ipbase-mz. 123-14.T7.bin
:E_'___M:EIL—_ ¢ 184 1Hphasakd-mz. 123-12 kin
[ 2 1900-universalk®-m=_SP4, 155-3 M4a. bin
VM Ma:nagamgnt c2fdd-advipsenicaski-me. 124-15.71.bin
Aadiuz EAP ela00-i-mz, 12228 kin
c2600-ipbasekd-mz. 124-8_kin
c230dnm-advipseniceskS-mz. 124-15.T1. bin
c2800nm-advpsasiceskd-me. 15 14 M3 bin
c20dnm-iphase-mz. 12314 T7 _hin
c200nm-iphasekd-mz. 124-5 bin
€2300-universalkS-mz. 5PA. 155-3.1M4 3. bin
c2950-iGg4[2-mz_121-22 EAd bin
©2950-6q412-mz_121-22. EAB hin
c2940-lanbase-me, 122-25.F5.bin
l=29E0 lanbora me 109 9E SEE hin 2
L

O Top
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1. ElI DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

2. Elweb server debera tener NAT estatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).

w

El enrutamiento debera tener autenticacion.

4. Listas de control de acceso:

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

5. VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.
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Configuracién de Router Cundinamarca:

i? Bucaramanga - [m} x

Physical ~ Config _ CLI  Attributes

|38 Command Line [nterface

ATENCIN SLO ACCES0 AUTORIZADO!! =

User Access Verification
Password:

Bucaramanga>en

Fassword:

Bucaramangafconf term

Enter configuration commands, one per line. End with CHTL/Z.
Bucaramanga (config)#username admin secret adminl23

Bucaramanga (config) #aaa new-model

Bucaramanga (config) #aaa authentication login AUTHLOCAL local
Bucaramanga (config}#line console 0

Bucaramanga (config-line)#login authentication AUTHLOCAL
Bucaramanga (config-line)#line wty 0 15

Bucaramanga (config-line) #login authentication AUTHLOCAL
Bucaramanga (config-line)#login block-for 10 attempts 3 within &0
Bucaramanga (config)#int g0/0.1

Bucaramanga (config-subif) fencapsulation dotlg 1

Bucaramanga (config-subif) #ip address 172.31.2.1 255.255.255.248
Bucaramanga (config-subif) $int g0/0.10

Bucaramanga (config-subif) fencapsulation dotlg 10

Bucaramanga (config-subif) #ip address 172.31.0.1 255.255.255.192
Bucaramanga (config-subif)#int g0/0.30

Bucaramanga (config-subif) fencapsulation dotlg 30

Bucaramanga (config-subif) #ip address 172.31.0.65 255.255.2586.192
Bucaramanga (config-subif) #int g0/0

Bucaramanga (config—if) fno shutdowﬂ v

Cid+F6 19 exit CLI facus Copy Paste

[ Ter

< Bucaramanga - [m} x

Physical ~ Config _ CLI - Adtribules

105 Command Line [ntarface

Bucaramanga (config-if)#
S$LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

$LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up

%LINEFROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.10, changed state to up

ALINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0.10, changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up

SLINEPROTQO-5-UPDOWN: Line protoccl on Interface
GigabitEthernet0/0.30, changed state to up

Bucaramanga (config-if)#

Bucaramanga (config-if) #int s0/0/0

Bucaramanga (config-if) f#ip address 172.31.2.34 255.%55.255.252
Bucaramanga (config-if)#no shutdown

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Bucaramanga (config-if) $ v

Ciel+FE 10 exit CLI facus Capy Paste

O e
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Configuracién de Router Tunja:

® Tunja - m] X

Physical ~ Config  CLl Atlributes
105 Command Ling Infarface
ATENCIN SLO ACCESC AUTORIZADO!! 2

User Access Verification
Password:

Tunja>en

Password:

Tunjafconf term

Enter configuration commands, one per line. End with CNTL/Z.
Tunja({config)#username admin secret adminl23

Tunja {config)#aaa new-model

Tunja(config) #aaa authentication legin AUTHLOCAL local
Tunja(config}#line conscle 0

Tunja (config-line) #login authentication AUTHLOCAL
Tunja(config-line) #line vty 0 15

Tunja(config-line) #login authentication AUTHLOCAL
Tunja(config-line)#login block-for 10 attempts 3 within 60
Tunja (config)#int g0/0.1

Tunja(config-subif) fencapsulation dotlg 1

Tunja (config-subif) #ip address 172.3.2.8 255.255.255.248
Tunja(config-subif)#int g0/0.20

Tunja({config—subif) fencapsulation dotlg 20

Tunja (config-subif) #ip address 172.31.0.12% 255.255.255.192
Tunja(config-subif) #int g0/0.30

Tunja (config-subif) fencapsulation dotlg 30 1
Tunja (config—-subif)#ip address 172.31.0.193 255.255,.2585.192
Tunja(config-subif) #int g0/0

Tunja (config—-if) #no shutdown

v
Ctrl+F8 to exit CLI facus Copy [ Paste

e

& Tunja - O X

Physical  Config _CLl_ Atiributas
103 Command Ling Inferface
$LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up 2

%LINEPROTO-5-UPDOWN: Line protoccl on Interface GigabitEthernet0/0.1, changed
state to up

$LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up

$LINEPROTO-5-UFDOWN: Line protocol on Interface GigabitEthernet0/0.20, changed
state to up

SLINK-5-CHANGED: Interface GigabitEthernet(/0.30, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30, changed
state to up

Tunja(config-if)#

Tunja(config-if}$int s0/0/0

Tunja(config-if)#ip address 172.31.2.33 255.255.255,.252
Tunja{config-if)}#no shutdown

Tunjai{config-if}#
$LINK-5-CHANGED: Interface Serial0/0/0, chinged state to up

Tunja(config-if)#
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial(/0/0, changed state to up

Tunja{config-if}#int s0/0/1
Tunja({config-if) #ip address 172.31.2.37 255.255.255.252 L
Tunjai{config-if)} #no shutdown| v

Ctr+F to exit G| focus Copy || Pesme

[ e
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Configuracién Router Cundinamarca:

® cundinamarca = o x

Physical  Config _CU_ Attrbutes

105 Command Line lnterface

User Access Verification
Password:

Cundinamarca>en

Password:

Cundinamarca#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca (config} #username admin secret adminl23

Cundinamarca (config) #aaa new-model

Cundinamarca (config)}faaa authenticaticn login AUTHLOCAL local
Cundinamarca (config}#line conscle O

Cundinamarca (config-line) #login anthentication AUTHLOCAL
Cundinamarca (config-line)#line vty 0 15

Cundinamarca {(config-line)#login authentication AUTHLOCAL
Cundinamarca {(config-line)#login block-for 10 attempts 3 within &0
Cundinamareca (config)}#int g0/0.1

Cundinamarca (config-subif) fencapsulation dotlg 1

Ccundinamarca (config-subif) #ip address 172.31.2.9 255.255.255.248
Cundinamarca {config-subif) #int g0/0.20

Cundinamarca {config-subif) #encapsnlation dotlg 20

Cundinamarca (config-subif) #ip address 172.31.1.65 2551.255 .255.192
Cundinamarca (config-subif) #int g0/0.30

Cundinamarca (config-subif) #encapsulation dotlg 30

Cundinamarca {config—subif) #ip address 172.31.1.1 255.255.255.192
Cundinamarca (config-subif) #int g0/0.88

Cundinamarca (config-sukif) fencapsulation dotlg 88

Cundinamarca (config-subif) #ip address 172.31.2.25 255.255.255.248
Cundinamarca {config-subif) #int g0/0

Cundinamarca (config-if) fno shutdown v
CIri+F8 o exit CU focus Copy || Paste
Owp
@ cundinamarca - o X

Physical  Corfis  CU Altibutes

105 Command Line lnterface

Cundinamarca (config—if) #
$LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up
$LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up

LLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1, changed state to up
$LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20, changed state to up
$LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up

5LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30, changed state to up
%LINK-5-CHANGED: Interface GigabitEthernet0/0.88, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface G]']gabitEthernetOj'O.BB, changed state to up
Cundinamarca{config-if} #int =0/0/0

Cundinamarca({config-if)#ip address 172.31.2.38 255.255.255.252

Cundinamarca (config—if) #no shutdown

Cundinamarca (config-if} #
$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Cundinamarca (config—-if) #
Cundinamarca(configfif}ﬁ ~

Ciri+F 10 exit CLI facus Copy | Paste

O w®p
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4.3 Configuracion de VLANSs:

Configuracién VLAN Switch Bucaramanga

B SW-Bue _

Physical Canfig CLI  Atrbutes

I35 Command Ling Intarfaca

SLINEPROTO-5—UPDOWN: Line protocel on Interface
GigabitEthernet0/l, changed state to up

Switch»en
Switch#conf term

Switch{config)#hostname SW-Buc

SW-Buc {config) #vlan 1
SW-Buc{config—vlan) #vlan 10

SW-Buc (config=vlan) #vlan 30
SW-Buc{config-vlan) #int £0/1
SW-Buc{config—-if) #switchport mode access
SW-Buc({config-if)#switchport access wvlan 10
SW-Buc {config-if)fint £0/4
SW-Buc{config—if) #switchport mode adcess
SW-Buc {config-if}) #switchport access wvlan 30
SW-Buc{config-if)#int g0D/1

SW-Buc {config-if) #switchport mode trunk

Enter configuration commandsz, one per line. End with CNTL/Z.

Ctri+FB to exit CLIfacus Capy ||

Paste

[ Top

SW-Buc>en

SW-Buc#conf term

Enter configuration commands, one per line. End with CNTL/Z.
SW-Buc {config) #int vlan 1

SW-Buc {config-if) #ip address 172.31.2.3 255.255.255.248
SW-Buc {config-if) #fno shutdown

SW-Buc {config-if) #
ZFLINK-5—-CHANGED: Interface Vvlanl, changed state to up

3LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to up

SW-Buc {config-if)#ip default—gateway 172.31.2.1
SW-Buc (config) #
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Configuracién VLAN Switch Tunja

2 SW-Tun

Physical  Confip  CLI Alibutoes

I0E Command Line Interface

FLINEPROTO-S-UOPOOWH: Line protocol on INCtertace
GigabitEthernet0/1, changed state to up

Switch>en
Switchfconf term

Switch{config}#hostname SW-Tun
SW-Tun{config}#vlan 1

SW—Tun {config-vlan) #vlan 20
SW-Tun{config-vlan)fvlian 30

SW-Tun (config-vlan) #int £0/1
SW-Tun{config-if}#switchport mode access
SW—-Tun {config-if) #switchport access wlan 20 I
SH-Tun (config-if)#int £0/4
SW-Tun{config-if}#switchport mode access
SW-Tun{config-if}#switchport access vlan 30
SH—-Tun{config-if)#int g0/1
SW—Tun{config-if} #switchport mode trunk

Enter configquration commands, one per line. End with CNTL/Z.

Ctr+FE ta exit CLI focus Copy Paste 1
Owp
P SW-Tun O .y

Physical ~ Config  CLI Atlibutes

105 Command Line Interface

SW-Tun>en
SH—-Tunfconf term

SW-Tun (config}#int vlan 1
SW-Tun({config-if)#ip address 172.3.2.11 255.255.255.248
SW—Tun (config-if) #no shutdown

SH-Tun {config-if}#
$LINK-5-CHANGED: Interface Vlanl, changed stdte to up

$LINEPROTO-5-UFDOWN: Line protocol on Interface Vlanl,
state to up

SH-Tun (config-if) #ip default-gateway 172.3.2.9
SW-Tun (config)$

Enter confiquration commands, one per line. End with CNTL/Z.

changed

Ctr+FE to exit CLI focus

[ %p
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Configuracién VLAN Switch Cundinamarca

LA VLAN 10 de la guia no puede existir, por lo que la crearemos como VLAN 20.

® swr-cun - m| hod

Physical — Config CLl  Altributes

135 Command Ling Interface

[ur) T W g =

Switchfconf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch{config) $hostname SW-Cun

SW—Cun (config)#vlan 1

SW-Cun {config-vlan)#vlan 20

SW-Cun {config-vlan}#vlan 30
SW—Cun{config-vlan}#vlan 88

SW-Cun {config-vlan)} #exit

SW—-Cun {config) #int £0/1
SW-Cun{config-if)#awitchport mode acess

s

% Invalid input detected at "*' marker.

SW-Cun{config-if) #switchport mode access
SW-Cun (config-if)#switchport access vldn 10

% Access VLAN does not exist. Creating wlan 10
SW-Cun {config—-if)#int £0/1

SW-Cun{config-if) #awitchport mode access

sW—Cun{config-if} #awitchport access vlan 20 v
Cird+FE to axit CLI focus Copy
e
{8 sw-cun - O hod

Physical  Config CLl  Aftributes

105 Command Lina Interface
R 1 = =) vILON WSS TIUL EA L L= wlodLl LIy wilgll 1T

SW-Cun {config-if}#int £0/1
SW-Cun{config-if} #switchport mode access
SW-Cun ({config-if}#switchport access vlan 20
SW—Cun {config-if) #int £0/4

SW-Cun {config-if) #switchport mode access
SW-Cun (config-if) #aswitchport access vlan 30
gW-Cun{config-if}#int £0/24

SW—-Cun (config-if} #switchport mode access
SW-Cun {config-if) #switchport access vlan 88
SW-Cun {config-if)#int g0/1

SW-Cun {config-if}#switchport mode trunk

SW-Cun {config-if) #
$LINEPROTO-5-UPDOWH: Line protocol on Interfade GigabitEthernet0/1,
changed state to down

$LINEPROTOQ-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

Cird+FE 1o axit CLI focus Copy

O
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¥ sw-cun

Physical Config  CL Attributes

1353 Command Line Interface

ShW—-Cun>en

SW-Cun#conf term

Enter configuration commands, one per line. End with CNTL/Z.
SW-Cun (config) #int wvlan 1

SW-Cun (config-if) #ip address 172.31.2.11 255.255.255.248
SW-Cun (config-if) #no shutdown

SW-Cun (config-if) #
$LINK-5-CHANGED: Interface Vlanl, changed state to up
to up
SW-Cun (config-if) #ip default-gateway
o
% Invalid input detected at """ marker.

SW-Cun (config-if) #ip default-gateway 172.31.2.9
SW-Cun (config) #

I
$LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state

Cirl+F6 to axit CLI focus Copy

[ Tep

Paste

4.4 Configuracion IP de Hosts:
Servidor Tunja:

E’ Web Externa —

Physical Comig  Serices  Deskiop Programming  Abtributes

IP Configuration

) DHCP i@ Static

IF Address 209 165 2202
Subnat Mask | 265 256 286.0
Defaull Gateway [209 185 220 1
DNS Server |0.0.0.0
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PCO-Bucaramanga

I\‘: PCO
Physical Config  Deskiop Programming  Atinbutes
S
! I Configuration
Interface FastEthemet0
IP Configuration
i@ DHCP ) Statc
! IP Addrass

Subnet Mask Q55 2EE 5L 45
Default Gateway 1

DNS Server

PC1-Bucaramanga
¥ pcy

Physical Corfig Deskiop Frogramming  Attnbutes

Intarface FastEthernetl
IP Configuration

® DHCP () Static
IP Address 1 0
Subnat Mask Y55 355 D5 163

Drefault Gateway .06

DS Senver

PC4-Cundinamarca
¥ pa

Physical Config Ceskiop  Programming  Afttributes

Intarface FastEthemnetl
IP Configuration

® pHee () Static
IP Address
Subnet Mask 255 255 D5E 163

Dafault Gateway

OME Semer 172 3.4
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PC5-Cundinamarca

¥ pcs

Physical Config Deskiop  Programming Aitributes

Interface FastEthemeid
IP Configuration

® pree ) Satic

IP Address 477 74 4
Subnet Mask Y55 365 55 162
Default Gataway 723111

DS Serer 173 1 2 37

Server Web interno Cundinamarca
¥ Web Interno

Physical  Config  Semices  Deskiop  Programming  Altributes

DHCP request succasshul

P Configuration

IP Configuration

i) DHCP @) Static

IP Address [172.31.227
Subnet Mask 255 255 255 248
D=fault Gateway [172.31.2.25
DMS Sarver [172.31 2.2

PC2-Tunja
I? PC2
Physical Conifig Desktop Programming  Attributes

I I_fr_|r|I|-:_; uralion

Interface FastEthemet0
IF Configuration
O oHer @) Static
IP Address 172.31.0.131
Subnet Mask 265 255 285 192
Default Gateway 172.31.0.129
OMNS Servar 172.31.227
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PC3-Tunja
L - O 4
" T 3
Physical Config  Desklop  Programmang  Altnbules
P Configuration
Interdace FastEthamat( -
IP Configuration
O DHCP @ Static N
IP Address 172.31.0.195
Subnet Mask 255 255.255.192
Default Gateway 172.31.0.193
OME Server 17231227
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4.5 Configuracion OSPF 1 Area 0

OSPF Bucaramanga:

g ? Bucaramanga

Physical ~ Config  CL Attribides

135 Cammand Line Interface

ATENCIN SLO ACCESO AUTORIZADO!!
User Access Verification

Username: admin
Password:
Bucaramanga>en
Password:
Bucaramanga#conf term

aaoan

Bucaramanga(config—router)ﬂ

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga (config) #router ospf 1

Bucaramanga (config-router) #do show ip route connected
172.31.0.0/2¢6 is directly connected, GigabitEthernetd/0.10
172.31.0.64/26 is directly connected, GigabitEthernet0/0.30
172.31.2.0/29 is directly connected, GigabitEthernet0/0.1
172.31.2.32/30 is directly connected, Serial0/0/0

Bucaramanga (config-router) #network 172.31.0.0 0.0.0.63 area 0
Bucaramanga (config-router) #network 172.31.0.64 0.0.0.63 area 0
Bucaramanga (config-router) fnetwork 172.31.2.0 0.0.0.7 area 0

Bucaramanga (config-router) fnetwork 172.31.2.32 0.0.0.3 area 0

W

Cid+FE 10 exit CLI focus

O wp

Capy Paste

I
Bucaramanga (config-if) #ip ospf authentication message-digest
Bucaramanga (config-if) #ip ospf message-digest-key ?

<1-255> Key ID

Bucaramanga (config-if) #ip ospf message-digest-key 1 7

md5 Use MD5 algorithm

Bucaramanga (config-if) #ip ospf message-digest-key 1 md5 ?
LINE The OSPF password (key) (maximum 16 characters)
Bucaramanga (config-if) #ip ospf message-digest-key 1 md5 ciscol23

Bucaramanga {(config-if) #

01:54:28: %0SPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from FULL to DOWN, MNeighbor

Down: Dead timer expired

01:54:28: %0QSPF-5-ADJCHG: Process 1,
Down: Interface down or detached

Nbr 209.165.220.1 on Serial0d/0/0 from FULL to DOWN,

64
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Comprobacion de configuracién Bucaramanga

P Bucaramanga - o x
Physical  Config _CU_ Alftributes
105 Command Line Intefface
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area ol
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-I8, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
Gateway of last resort is not set
172.3.0.0/29 is subnetted, 1 subnets
[} 172.3.2.8/29 [110/65] wvia 172.31.2.33, 00:33:37, Serial0/0/0
172.31.0.0/16 is variably subnetted, 15 subnets, 4 masks
o} 172.31.q.0/26 is directly connected, GigabitEthernet0/0.10
L 172.31.0.1/32 is directly connected, GigabitEthernet0/0.10
c 172.31.0.64/26 is directly connected, GigabitEthernet0/0.30
L 172.31.0.65/32 is directly connected, GigabitEthernet0/0.30
o 172.31.0.128/26 [110/65] via 172.31.2.33, 00:33:37, Serial0/0/0
Q 172.31.0.192/26 [110/65] via 172.31.2.33, 00:33:37, Serial0/0/0
[} 172.31.1.0/26 [110/129] via 172.31.2.33, 00:29:49, Serial0/0/0
s} 172.31.1.64/26 [110/129] wvia 172.31.2.33, 00:29:4%, Serial0/0/0
(o] 172.31.2.0/29 is directly connected, GigabitEthernet0/0.1
L 172.31.2.1/32 is directly connected, GigabitEthernet0/0.1
[} 172.31.2.8/29 [110/129] via 172.31.2.33, 00:29:49, Serial0/0/0
s} 172.31.2.24/29 [110/129] via 172.31.2.33, 00:29:4%, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0
L 172.31.2.34/32 is directly connected, Serial0/0/0
[} 172.31.2.36/30 [110/128] wvia 172.31.2.33, 00:33:37, Serial0/0/0
Bucaramanga i v
Cir+FE 1o exit CLI focus Copy Paste

[mA
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OSPF Tunja:

? Tunja — [m]

Physical  Config __CU_ Altnbutes

105 Command Line Intefaca

Tunja(config-if)#ip address 209.165.220.1 255.255.255.0
Tunja (config-if)#nc shutdown

Tunja (config—if) §
$LINK-5-CHRNGED: Interface GigabitEthernet0/l, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/l, changed state
to up

Tunja (config-if)#

Tunja (config-if) #router ospf 1

Tunja (config-router) f#do show ip route connected

172.3.2.8/29 is directly connected, GigabitEthernet0/0.1
172.31.0.128/26 is directly connected, GigabitEthernet0/0.20
172.31.0.192/26 1is directly connected, GigabitEthernet0/0.30
172.31.2.32/30 is directly connected, Serial0/0/0
172.31.2.36/30 1is directly connected, Serial0/0/1
209.165,220.0/24 1is directly connected, GigabitEthernet0/1

s Re N e NNy

Tunja (config-router) fnetwork 172.3.2.8 0.0.0.7 area 0

Tunja (config-router) fnetwork 172.31.0.128 0.0.0.63 area 0O

Tunja (config-router) #network 172.31.0.192 0.0.0.63 area O

Tunja (config-router) #network 172.31.2.32 0.0.0.3 area 0

Tunja (config-router) fnetwork 172.31.2.36 0.0.0.3 area 0

Tunja(config-router) #

00:49:41: %08SPF-5-ADJCHG: Processzs 1, Nbr 172.31.2.34 on Serial0/0/0 from LOADING
to FULL, Loading Done

Tunja (config—router) #|

Curl+F6 ta ext U facus Caopy Paste |

O o

Tunja#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Tunja (config)#int s0/0/0

Tunja (config-if) #ip ospf authentication message-digest
Tunja(config-if) #ip ospf message-digest-key 1 md5 ciscolZz3
Tunja(config-if) #int s0/0/1

Tunja (config-if) #ip ospf authentication message-digest

Tunja (config-if) #ip ospf message-digest-key 1 md5 ciscol23
Tunija(config-if)#

01:57:55: %0SPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0
from LOADING to FULL, Loading Done

Tunja (config-if) #
01:58:02: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1
from LOADING to FULL, Loading Done 1

Tunja(config-1if)#
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Comprobacion de Configuracion Tunja:

® Tunja

Physical  Config _CLl_ Altributes
—

105 Command Line Intarfaca

Gateway of last resort

H

172.31.0.0/26
172.31.0.64/26

172.31.1.0/26
172.31.1.64/26
172.31.2.0/29
172.31.2.8/29
172.31.2.24/29
172.31.2.32/30
172.31.2.33/32
172.31.2.36/30
172.31.2.37/32

HOBPQOODOCOOHOQPE QOO

Tunja#

172.3.0.0/16 is variably subnetted,
172.3.2.68/29 is directly connected, Gi
172.3.2.9/32 is directly connected, Gi
172.31.0.0/16 is variably subnetted, 15 s
[110/65] via 172.31.2.34, 00:34:39, Serialo/o/0

* — candidate default, U - per-user sta
P - periodic downloaded static route

is not set

[110/65] wvia 172.31.2.3

172.31.0.128/26 is directly connected,
172.31.0.129/32 is directly connected,
172.31.0.192/26 is directly connected,
172.31.0.193/32 is directly connected,
[110/65] wvia 172.31.2.38, 00:31:03, Seriald/0/1

[110/65] wia 172.31.2.3

[110/€65] wvia 172.31.2.3
is directly connected,
is directly connected,
is directly connected,
is directly connected,

209.165.220.0/24 is wvariably subnetted, 2
C 209.165.220.0/24 is directly connected, GigabitEthernet0/1
L 209.165.220.1/32 is directly connected, GigabitEthernet0/1

tic route, o - ODR

2 subnets, Z masks

gabitEthernetd/0.1
gabitEthernet0/0.1
ubnets, 4 masks

4, 00:34:39, Serial0/0/0
GigabitEthernet0/0.20
GigabitEthernetD/0.20
GigabitEthernet0/0.30
GigabitEthernet0/0.30

8, 00:31:03, Serial0/0/1

[110/65] via 172.31.2.34, 00:34:39, Serial0/0/0
[110/65] via 172.31.2.38, 00:31:03, Serial0/0/1

8, 00:31:03, Serialo/0/1
SerialQ/0/0

Serial0/0/0

serial0/0/1

Serial0/0/1

subnets, 2 masks

Ctri+F6 to exit CLI focus

O e
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OSPF Cundinamarca:

® Cundinamarca

Physical  Config _CU_ Allibutes

105 Cammand Line Interface

ATENCIN SLO ACCESQ AUTORIZADO!!
User Access Verification

Username: admin
Password:
Cundinamarca>en
Password:
Cundinamarca#conf term

Cundinamarca {config) #router ospf 1

Enter configuration commands,; one per line,

End with CNTL/Z.

Cundinamarca (config-router) #do show ip route connected
172.31.1.0/26 is directly connected, GigabitEthernet0/0.30
172.31.1.64/26 is directly connected, GigabitEthernet0/0.20
172.31.2.8/29 is directly connected, GigabitEthernet0/0.1
172.31.2.24/29 1is directly connected, GigabitEthernet0/0.88

aaonoaan

Cundinamarca {config-router) #network
Cundinamarca (config-router) #network
Cundinamarca (config-router) fnetwork
Cundinamarca (config-router) #fnetwork
Cundinamarca (config-router) fnetwork

2.
172.31.2.36/30 is directly connected, Serial0/0/0

172.31.1.0 0.0.0.63 area 0
172.31.1.64 0.0.0.63 area 0 1
172.31.2.8 0.0.0.7 area 0
172.31.2.24 0.0.0.7 area 0
172.31.2.36 0.0.0.3 area 0

Cundinamarca (config-router) #
00:53:04: %0SPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from LOADING to FULL,
Loading Done

Cundinamarca (config-router) ~
Cirl+F6 0 exit CU focus [ copy Paste
[ wp

Cundinamarca#conf term

Enter configuration commands, one per line.
Cundinamarca (config)#int s0/0/0
Cundinamarca (config-if) #ip ospf authentication message-digest
Cundinamarca (config-if) fip ospf message-digest-key 1 md5 ciscol23
Cundinamarca (config-if) #

End with CNTL/Z.

Comprobacién de configuracion Cundinamarca

¥ cundinamarca - ] x

Physical  Config _CLl_ Allnbutes
105 Cammand Line Inierface
Codes: L - Iocal, T - connected, — static, R - RIF, M — mobile, B - BGP ~
D — EIGRP, EX — EIGRP external, O — OSPF, IA — OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is8, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.3.0.0/29 is subnetted, 1 subnets
172.3.2.8/29 [110/65] via 172.31.2.37, 00:31:30, Serial0/0/0

172.31.0.0/16 is variably subnetted, 16 subnets, 4 masks
172.31.0.0/26 [110/129] wia 172.31.2.37, 00:31:30, Serial0/0/0
172.31.0.64/26 [110/129] via 172.31.2.37, 00:31:30, Serial0/0/0
172.31.0.128/26 ([110/65] via 172.31.2.37, 00:31:30, Serial0/0/0
172.31.0.1%2/26 [110/65] via 172.31.2.37, 00:31:30, Serial0/0/0
172.31.1.0/26 is directly connected, GigabitEthernet0/0.30
172.31.1.1/32 is directly connected, GigabitEthernet0/0.30
172.31.1.64/26 is directly connected, GigabitEtherne&O/D.ZO
172.31.1.65/32 is directly connected, GigabitEthernet0/0.20
172.31.2.0/29 [110/129] wvia 172.31.2.37, 00:31:30, Serial0/0/0
172.31.2.8/29 is directly connected, GigabitEthernet0/0.1
172.31.2.9/32 is directly connected, GigabitEthernet0/0.1
172.31.2.24/29 is directly connected, GigabitEthernet0/0.88
172.31.2.25/32 is directly connected, GigabitEthernet0/0.88
172.31.2.32/30 [110/128] wvia 172.31.2.37, 00:31:30, Serial0/0/0
172.31.2.36/30 is directly connected, Serial0/0/0
172.31.2.38/32 is directly connected, Serial0/0/0

e}

HFooHraoHEoOEHEQBEOCCOO

Cundinamarcai] ~

Paste

CHl+F8 1o exit GLI foeus [ Comy |

Owp
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4.6 Comprobacion de conectividad

Ping entre PCO y PC1 Bucaramanga, y PCO con PC2 Tunja.

Physica Config e 0 Programming Attnbutes
e

ommand Prompt %
- S = CS o Ul.1lo0. .

1
s in milli-¢
Maximum = 1ms, Average

C:\>ping 172.

Pinging 172.31.0.67 with 32 bytes of data:
Request timed out.

Reply from 172.31.0.67: es=32 time<lms TTL=127

Reply from 172.31.0.67: byt 32 time<lms TTL=127
Reply from 172.31.0.67: 'tes time<lms TTL=127

Ping statistics for 172.31.0.67:
Packets: Sent = ¢ Receivec 3 ost = 1 (25% loss),
Approximate round trip times nds :

Minimum = Oms, Maximum = Oms, Average = Oms
C:\>ping 172.31.0.131
Pinging 172.31.0.131 with 32 bytes of data:

Request timed out.

Reply from 172 : bytes=32 time=1lms TTL=126
Reply from 172. <0 : bytes=32 time=lms TTL=126
Reply from 172.31.0.131: bytes=32 time=4ms TTL=126

Ping statistic or 172 o i R R
Packets: Received = 3, Lost = 1 (25%
Approximate round trip times in milli-seconds:
Minimum S aXximum = 4ms, Average = 2ms
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Comprobacion de conectividad de Ping entre PCO y PC3 Tunja, y PCO con PC4
Cundinamarca.

¥ pco = 0 X

Physica Config e Programming  Aftributes
RS

Received = 3, Lost
trip times in milli-sec«
Minimum = 1Ims, Maximum = 4ms, Average

C:\>ping 172.31.0.195
Pinging 172.31.0.195 with 32 bytes of data:

Request timed out.

Reply from 172.31.0.195: bytes=32 time=2ms TTL=126
Reply from 172.31.0.195: byt 32 time=1lms TTL=126
Reply from 172.31. 5: bytes=32 time=1Ims TTL=126

Ping statistics for 172.31.0.195:
4, Received =
times in milli-se«

imum = 2ms, Average
C:\>ping
Pinging 172.31.1.67
Request timed out.
Reply from 172.31.1.67: es=32 TTL=125

Reply from 172.31.1.67: byt z - TTL=125
Reply from 172.31.1.67: 25 time=2ms TTL=125

Ping statistics

und trip
2ms, Maximum
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Comprobacion de conectividad de Ping entre PCO y PC5 Tunja, y PCO con Web
Server interno Cundinamarca.

Q’l PCO - (] X

Physica Config Des Programming Attnbutes
e R
ommand Prompt X

3,

trip times milli :
Maximum = 2ms, Average

C:\>ping 172.31.1.3

-

Pinging 172.31.1.3 with 32 bytes of data:

Request timed out.

Reply from 172.31.1.3: 2 time=4ms TTL=125
Reply from 172.31.1.3: bytes=: time=2ms TTL=125
Reply from 172.31.1.3: bytes=32 ime ;3 TTL=125

Ping statistics for 172.31.1.3:
Packets: Sent = 4,

Approximate round trip times in
Minimum = 2ms,

C:\>ping 172.31.2.27
Pinging 172.31.2.: 7itl 2 ytes of data:

Reply from 172.31.2.2° ytes=32 time=5ms TTL=125
Reply from 2.31.2.27: bytes time=2ms TTL=125
Reply from 2 - : bytes=32 time=2ms TTL=125
Reply from 172.31.2.27: rtes=32 time=2ms TTL=125

Ping statistics for 17:
Packets: Sent eceived = 4, Los 0 (0%
Approximate round trip times in milli-seco
Minimum = 2ms, Maximu Sms, Average
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Abierta y a Distancia

4.7 Configuracion DHCP

Configuracion DHCP Tunja

B Tunja - o s
Fhysical  Config  CLI  Attributes
108 Command Line Interface
C 172.31.2.36/30 is directly connected, Serial0/0/1 ~
L 172.31.2.37/32 is directly connected, Serial0/0/1
209.165.220.0/24 is variably subnetted, 2 subnets, 2 masks
[d 209.165.220.0/24 is directly connected, GigabitEthernet0/1
L 209.165.220.1/32 is directly connected, GigabitEthernet0/1

Tunja#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Tunja (config) #ip dhcp excluded-address 172.31.0.1 172.31.0.2
Tunja (config) #ip dhcop excluded-address 172.31.0.65 172.31.0.¢66
Tunja (config) #ip dhcp excluded-address 172.31.1.65 172.31.1.66
Tunja (config) #ip dhcp excluded-address 172.31.1.1 172.31.1.2
Tunja (config) #ip dhcp pool VLAN1OBUC

Tunja (dhep-config) #fnetwork 172.31.0.0 255.255,255.192

Tunja (dhcp-config) #default-router 172.31.0.1

Tunja (dhcp-config) #dns—-server 172.31.2.27

Tunja (dhcp-config) #ip dhecp pool VLAN30BUC

Tunja (dhep-config) #network 172.31.0.64 255.255,255.192

Tunja (dhcp-config) #default-router 172.31.0.65

Tunja (dhcp-config) #dns—-server 172.31.2.27

Tunja (dhecp-config) #ip dhecp pool VLANZ0CUN

Tunja (dhep-config) #network 172.31.1.64 255.255,255,192

Tunja (dhcp-config) #default-router 172.31.1.65

Tunja (dhcp-config) #dns—-server 172.31.2.27

Tunja (dhcp-config) #ip dhecp pool VLAN3I0OCUN

Tunja (dhep-config) #network 172.31.1.0 255.255,255,1592

Tunja (dhcp-config) #default-router 172.31.1.1

Tunja (dhcp-config) #dns—-server 172.31.2.27

Tunja (dhcp-config) #

Cirl+F8 to exit CLI focus Copy

(R

Paste
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4.8 Configuracion IP Helper address

IP Helper Address Bucaramanga

Bucaramanga#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga (config) #int g0/0.10

Bucaramanga (config-subif) #ip helper-addre=ss

% Incomplete command.

Bucaramanga (config-subif) #ip helper-address 172.31.2.33
Bucaramanga {config-subif) #int g0/0.30

Bucaramanga {config-subif) #ip helper—addre5f 172.31.2.33
Bucaramanga(config—qubif}H

IP Helper address Cundinamarca

Cundinamarca#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca {config) #int g0/0.20

Cundinamarca (config-subif) #ip helper-address 172.31.2.37
Cundinamarca (config-subif) #int g0/0.30

Cundinamarca (config-subif) #ip helper—-address 172.31.2.37
Cundinamarca (config-subif) #

4.9 Configuracion NAT
Switch Tunja

Tunja#conf term
Enter configuration commands, one per line. End with CNTL/Z.
Tunja (config) #ip nat inside source static ?
A.B.C.D Inside local IP address
tep Transmission Contrcel Protocol
udp User Datagram Protocol
Tunja (config) #ip nat inside source static 172.31.2.27 ?
A.B.C.D Inside glebal IFP address
Tunja(config)#ip nat inside socource static 172.31.2.27 209.165.220.3
Tunja {config) faccess-1ist 1 permit 172.0.0.0 0.255.255.255
Tunja (config) #ip nat inside source list 1 interface g0/l overload
Tunja{config)fint g0/1
Tunja(config-if) #ip nat outside
Tunja(config-if)#int g0/10.1
%Invalid interface type and number
Tunja{config) fint g0/0.1
Tunja (config-subif)#ip nat inside
Tunja (config—subif) #int g0/0.20
Tunja (config-subif) #ip nat inside
Tunja{config-subif) #int g0/0.30
Tunja (config-subif)#ip nat inside
Tunja (config-subif) #int s0/0/0
Tunja (config-if) #ip nat inside
Tunja({config-if) #int s0/0/1
Tunja(config-if) #ip nat inside |
Tunja (config-if) fexit
Tunja (config) f#ip route 0.0.0.0 0.0.0.0 209.165.220.2
Tunija (config) #
Tunja (config) #router ospf 1
Tunja (config-router) #defaul
Tunja (config-router) $defanlt—-information originate
Tunja (config-router) #
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4.10 Listas de control de acceso

a. Los hosts de la VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

Configuramos el router en Cundinamarca para denegar el acceso a internet y
permitir las demas conexiones.

Cundinamarca (config) #access-1list 101 deny ip 172.31.1.64 0.0.0.63 209.165.220.0 0,0.0.255
cundinamarca (config) #access-1ist 101 permit ip any any

Cundinamarca (config) fexit

Cundinamarca#

%5YS-5-CONFIG_I: Configured from console by console

Cundinamarcaf#int g0/0.20

% Invalid input detected at '"' marker.

Cundinamarcafconf term

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca (config)#int g0/0.20

Cundinamarca (config-subif) #ip access-group 101 in
Cundinamarca (config-subif) #

Ping de PC4_VLAN 20 Cundinamarca a PC2 Tunja

¥ pcy - m| X

Physica Config Programming  Altnbutes

“ommand Prompt X

1.0

1 31.0.131 32 bytes of data:

7 from 172 1.0.131: bytes y ime s TTL=126
from ] 23303 im T J

/ from 3

7 from

in milli

lms, Ave
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Ping de PC4_VLAN 20 Cundinamarca a Web server externo

>ping 209.165.

g 209.165.2

from 3. L6550 1 ination 1 un chable.
from i

v from
from

b. Los hosts de la VLAN 30 en Cundinamarca si acceden a internety no a la red
interna de Tunja.

Configuramos el router en Bucaramanga

Cundinamarca (config) #access—-1list 102 permit ip 172.31.1.0 0.0.0.63 205.165.220.0 0.0.0.255
Cundinamarca (config) #access-1list 102 deny ip any any

Cundinamarca (config)#int ¢g0/0.30

Cundinamarca (config-subif)#ip access—-group 102 in

Cundinamarca (config-subif) #

Ping PC5 Cundinamarca a PC2 Tunja

® pcs - O X

|
Physical Config D Programming  Attributes
enrimrroy

ommand Prompt

2.31.0.131 with

from

from
from
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Ping PC5 Cundinamarca a Web externo

Pinging 209. 220.2 32 bytes of

TTL=126

0 (0%

round trip
1imum = lms,

c. Los hosts de VLAN 30 en Tunja solo acceden a servidores web vy ftp de
internet.

Configuramos el router en Tunja permitiendo el protocolo TCP junto con los
puertos:

-80 de servidor web

-20y 21 de FTP

? Tunja -

Physical  Config _ CLI_ Adtribules.

105 Command Line Interface

Press RETURN to get started.

ATENCIN SLO ACCESC AUTORIZADO!!
User Access Verification

Username: admin

Password:

Tunja>en

Password:

Tunja#conf term

Enter configuration commands, one per line. End with CNTL/Z.

Tunja (config) #access-1list 101 permit tep 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq 80
Tunja (config) faccess-1list 101 permit tcp 172.31.0.19200.0.0.63 209.165.220.0 0.0.0.255 eq 21
Tunja {confiqg) faccess-1ist 101 permit tep 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq 20
Tunja (config) $int g0/0.30

Tunja (config-subif)#ip access-group 101 in

Tunja{config-subif)+#

Cti#+FE to exit CU focus Capy

O e
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Ping de verificacion de PC3 Tunja al servidory FTP

® pc3 - O X

Physical  Config  Das Frogramming  Attributes
e

(Command Prompt

Prueba con Web

® pc3 & O X

Physical  Config 5 Programming  Aftnibutes

Cisco Packet Tracer

Welcome to Cisco Packet Tracer Opening doors to new opportunities. Mind Wide Open
Quick Links

A small page

Copyrights

Image page
Image
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Los hosts de VLAN 20 en Tunja solo deben acceder a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

Creamos un Access list 102 definiendo el origen y el destino en el Router Tunja

Tunja{config)#access-1ist 102 permit ip 172.31.0.128 0.0.0.63 172.31.1.¢64 0.0.0.63
Tunja{config) #access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
Tunja(config) #int g0/0.20

Tunja(config-subif}$ip access-group 102 in

Tunja{config-subif}#

Comprobacion Ping desde PC2 VLAN 20 a:
- PC4 VLAN 20: Exitoso

- PCO VLAN 10: Exitoso
- PC1 VLAN 30: Falla

¥ pc2 = ] X

<

Physical Config D= Programming  Attributes
—

Pinging 172.31.

roximate round tri i in milli
inimum = lms, Ma u 1lms, Ave

C:\>ping

Pinging 172.31.0 7 with 32 by
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Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo
de VLAN 10.

Realizamos la configuracion en Router Bucaramanga en Access list 101 con su
respectivo origen y destino.

B Bucaramanga - a X
Physical  Config _CLI_ Attributes
105 Command Line Interface
Press RETURN to get started. ~

ATENCIN SLO ACCESO AUTORIZADO!!
User Rccess Verification

Username: admin

Password:

Bucaramanga>en

Password:

Bucaramanga#conf term

Enter configuration commands, one per line. End with CNTL/Z.

Bucaramanga (c{[unfig) #access-1list 101 ip permit 172.31.0.64 0.0.0.63 209.165.220.0 0.0.0.255

% Invalid input detected at """ marker.
Bucaramanga (config) #access—1list 101 permit ip 172.31.0.64 0.0.0.63 209.165.220.0 0.0.0.255

Bucaramanga (config) #int g0/0.30
Bucaramanga (config-subif}#ip access-group 101 in

Bucaramanga(confiqfsubif)#| v
Ctrl+FE to exit CLI focus Copy Paste
O mop

Comprobacion Ping desde PC1 VLAN 30 a:
-Web externo: Exitoso
-PC2 VLAN 20: Falla

® o1 - o X

Physical  Config Programming  Attributes

Owe
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Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

Realizamos pruebas de conectividad:

PCO VLAN 10y PC4 VLAN 20: Exitoso
PCO VLAN 10y PC2 VLAN 20: Exitoso
PCO VLAN 10y Servidor Web Interno: Falla
Servidor Web externo: Falla

Config _ Programming  Attributes
—

in milli

Sms, Ave

Pinging 172.3]

ly from
Reply from 1°

ly from 1
Reply from

Ping stati
P
App und trip time
Minimum = 2ms, Maximum = 2ms, Aver

7

C:\>ping 172.31.0.1:

s TTL=126
TTL=126
5 TTL=126

(0%
in milli

2ms, Ave

Pinging 172.3]

Reply from

Ping

[ Ten
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bytes of

r from
from
from

rfrom

Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad

Iniciamos configurando el router en Cundinamarca. Como ya se habian configurado
2 listas de acceso, procedemos a configurar la tercera como 103. Localmente
también tiene configurado 4 VLAN, para lo que igualmente negaremos los accesos
a esta VLAN, y permitir todo lo demas

¥ Cundinamarca - [m] X

Physical  Corfig _CLI_ Atributes
—_—

108 Command Line Inferface
TOTJINT aUlIIeILICEL IO AUTIILULAL ~

!
line aux 0

1
line vty 0 4

password 7 0822455D0AL1E
logging synchronous

login authentication AUTHLOCAL
line vty 5 15

password 7 0822455D0AL1E
logging synchronous

login authentication AUTHLOCAL
1

!
|
end

Cundinamarcaf#conf term

Enter configuration commands, one per line. End with CNTL/Z.

Cundinamarca{config) #access-1list 103 deny ip 172.31.2.8 0.0.0.7 172.31.1.64 0.0.0.63
Cundinamarcaf{config) #faccess-list 103 deny ip 172.31.1.0 0.0.0.€63 172.31.1.64 0.0.0.63

Cundinamarca (confiqg) #access-1ist 103 deny ip 172.31.2.24 0.0.0.7 172.31.1.64 0.0.0.63

cundinamarca (config) #int g0/0.20

Cundinamarca(config-subif) #ip access-group 103 out]

Cundinamarca(confiq—subif)#| v

Ctrl+F6 to exit CLI focus Capy Pasta

O mp
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Cundinamarcafconf term

Enter configuration commands, one per line. End
Cundinamarca{confiqg)#access-list 103 deny ip 172.
Cundinamarca(config)#access-list 103 deny ip 172.
Cundinamarca(config)#access-1list 103 deny ip 172.
cundinamarca(config)#int g0/0.20

Cundinamarca{config-subif) fexit

cundinamarca{confiq)#|

with CNTL/Z.

31.2.8 0.0.0.7 172.31.1.64 0.0.0.63
31,1.0 0.0.0.63 172.31.1.64 0.0.0.63
3112.24 0.0.0.7 172.31.1.64 0.0.0.63

Cundinamarca {config-subif) #ip access-group 103 out

Cundinamarca(config)#access-1list 103 permit ip any any

Ctrl+F6 to ext CLI focus

O wp

Prueba de ping:
-PC4 VLAN 20 a PC5 VLAN 30: Falla
-PC4 VLAN 20 a Web interno: Falla

e

Physica Conhg Programming  Altnbutes

ommand Prompt -

of

timed out.

timed out.

Pac s: Sent

)

ping 172.31.2.27

172.31.2.27 w

timed out.
timed out.
timed ou
timed ou

data:

(100%
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Ping:
-PC4 a Router Tunja: Exito
-PC4 a Router Bucaramanga: Exito

P pca O X
Physical Config Programming Altnibutes

(100%

bytes of data:

time=1lms TTL=254
time=1lms TTL=254
time=4ms TTL=254
time=2ms TTL=254

32
2
2
2

Maximum 4ms, Average

Pingir 2. e ith 32 by s of data:

Reply

Reply from B
Reply from 172.31.
Reply fro

(S0 BRSNS
wwww

statistics
4, Lost

in milli
Average
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Continuamos configurando el Router de Tunja:

® Tunja

Physical ~Config _CLI_ Attributes
—

105 Command Line Interface

Press RETURN to get started.

User Access Verification

Username: admin

Password:

Tunja>en

Password:

Tunja#conf term

Enter configuration commands,
Tunja (config) #access—-1ist 103
Tunja {(config) faccess-1ist 103
Tunja(config) #access-1ist 103
Tunja({config) #int g0/0.20

Tunja(config-subif) #

Tunja(config-subif) #ip access-
Tunja(config-subif) #ip access-

ATENCIN SLO ACCESO AUTORIZADG!!

one per line. End with CNTL/Z.

deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
permit ip any any

group 20 out
group 103 ocut

Ctd+F6 to exit CLI focus

Owp

Copy

Paste

Prueba de ping:

-PC2 VLAN 20 a PC3 VLAN 30: Falla

¥ pcz

Config _De Programming  Attributes

-PC2 VLAN 20 a Router Cundinamarca: Falla

a x
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Continuamos configurando Router Bucaramanga:

® Bucaramanga

Physical  Config _CLI_ Altiibutes

10S Command Line interface

ATENCIN SLO ACCESO AUTORIZADO!!
User Access Verification

Username: admin
Password:
Bucaramanga>en
Password:
Bucaramangaffconf term
Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga (config) #access-1ist 103 deny ip 172.31.2.0 0.0.0.7 172.31.0.0 0.0.0.63
Bucaramanga {(config) #access-1list 103 deny ip 172.31.0.64 0.0.0.63 172.31.0.0 0.0.0.63
Bucaramanga (config) #access—-1list 103 permit ip any any
Bucaramanga (config) #int g0/0.10
Bucaramanga (config-subif) #ip access-group 103 ociut
~

% Invalid input detected at '"' marker.l I

Bucaramanga{config-subif) #ip access-group 103 out
Bucaramanga {config-subif) #

v

CUl4FS to ext CLI focus

O®e

Copy

| Paste
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Solo los hosts de las VLAN administrativas y de VLAN de servidores tienen
acceso a los routers e internet.

VLAN 1 es la VLAN administrativa, esta configuracion debe realizarse en los
routers con lista de acceso 2.

Configuracion Router Bucaramanga:

Bucaramanga (config-subif) faccess-1ist 2 permit 172.31.2.0 0.0.0.7
Bucaramanga (config) #access-1list 2 permit 172.3.2.8 0.0.0.7
Bucaramanga (confiqg) #access-1ist 2 permit 172.31.2.8 0.0.0.7
Bucaramanga {(config)#line vty 0 15

Bucaramanga (config-line) faccess-class 2 in

Bucaramanga (config-line)+

Configuracion Router Tunja

Tunja{config-subif) #access-1list 2 permit 172.31.2.0 0.0.0.7
Tunja{config) #access-1ist 2 permit 172.3.2.8 0.0.0.7
Tunja{config) faccess-list 2 permit 172.31.2.8 0.0.0.7

Tunja {config)#line vty 0 15

Tunja{config-line) #access—-class 2 in

Tunja{config-line) #

Configuracion Router Cundinamarca

Cundinamarcafconf term

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca {(config) #access-list 2 permit 172.31.2.0 0.0.0.7
Cundinamarca (config) #access-list 2 permit 172.3.2.8 0.0.0.7
Cundinamarca {config) faccess-list 2 permit 172.31.2.8 0.0.0.7
Cundinamarca (config)#line vty 0 15

Cundinamarca (config-line) #access-class 2 in
Cundinamarca{config-line}#
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Pruebas con Telnet desde Switch Bucaramanga a switch Tunja: Exitoso

B SWLBuc - m]

Physical Canfig  CLI  Attributes

1S Command Lina Intarfaca

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 20%.165.220.2, timeout is 2
seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max =
1/2/4 ms

SW-Buc#telnet 172.31.2.33
Trying 172.31.2.33 ...0OpenATENCIN SLO ACCESO AUTORIZADO!!

User Access Verification

Username: admin
Password:
Tunjax»en
Password:
Tunja#

Ctrl+F6 to exit CLI focus Copy Paste

O Top
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5. CONCLUSIONES

= Se dio solucion practica del escenario propuesto teniendo como base fundamental
cada uno de los conocimientos adquiridos durante el desarrollo del Diplomado de
Profundizaciéon CCNA en cuanto a la implementacion y disefio de la topologia fisica
y l6gica de una red.

= Se analizo la arquitectura propuesta con el fin de implementarla sobre el software
de simulacion Packet Tracer, el cual no dio las herramientas necesarias para la
puesta en marcha de este laboratorio.

= Se aplicaron los conocimientos adquiridos para la Configuracion de protocolos que
permiten interconectar cada uno de los dispositivos establecidos para el disefio de
una topologia de red.

= La realizacién de los diferentes ejercicios nos permiti6 entender e implementar
diferentes niveles de restriccion y seguridad en la red, aplicables a diferentes tipos
de red mediana y corporativa

= Por medio de este trabajo final se documentdé cada uno de los procedimientos
realizados en la implementacién del escenario propuesto y se registro la verificacion
de conectividad entre los dispositivos de acuerdo con la finalidad de el laboratorio
practico.
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