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RESUMEN

El trabajo actual tiene como fundamento el de poner en practica todas las
habilidades adquiridas en el diplomado de profundizacion CISCO, poniendo a
prueba todo lo aprendido en los modulos del curso, los cuales fueron
“Introduccion a redes” y “Principios basicos de routing y switching”, luego a través
de las habilidades recientemente aprendidas, se pretende resolver los
escenarios dados en la topologia y sus respectivas configuraciones.

Palabras Claves: CISCO, CCNA, Redes, Router, Protocolo, Switch.

ABSTRACT

In this work the practice of skills test is developed as part of the final exam of the
Cisco Profunding Diploma, applying the knowledge acquired during the academic
period, divided into two modules; the first under the title of CCNAL: Introduction
to networks and CCNAZ2: Basic principles of routing and switching.

Using the Packet Tracer tool, the proposed scenarios are solved through physical
typology, device configurations, routing protocols, as well as the connectivity
between each of them.

Keywords: CISCO, CCNA, Networks, Router, Protocol, Switch.
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INTRODUCCION

Actualmente estamos en el auge de la conectividad y la globalizacion gracias
(entre tantas cosas) a la implementacion de las redes y el aprovechamiento de
todas sus bondades en todos los campos laborales y personales. Los seres
humanos con el minimo esfuerzo, pueden establecer comunicacion con sus
semejantes a partir de esta idea revolucionaria y de esta maneja hacer
aprovechamiento de ello para beneficio propio.

De esta forma, a través del presente trabajo, se pretende dar a entender los
principios fundamentales de CCNP (Cisco Certified Network Professional), para

la solucion de problemas en empresas y unidades domesticas en redes LAN y
WAN.
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OBJETIVOS

OBJETIVO GENERAL

Interpretar el nivel actual de competencias desarrolladas, asi como Tambien las
habilidades que se ganaron en el transcurso del diplomado, desarrollando y
solucionando problemas enfocados en CCNP.

OBJETIVOS ESPECIFICOS

- Resolver los problemas planteados con las herramientas correspondientes.
- Ejecutar la configuracion de cada dispositivo de red.
- Analizar y resolver con detalles, las etapas propuestas.

- Hacer un registro de los procesos de autenticacién de conectividad usando los
commandos de packet tracer.
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Descripcidon de escenarios propuestos para la prueba de habilidades

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin
y Cali en donde el estudiante sera el administrador de la red, el cual deber&
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la
topologia de red.

Topologia de red
Los requerimientos solicitados son los siguientes:

e Parte 1. Para el direccionamiento IP debe definirse una direccion de
acuerdo con el numero de hosts requeridos.

e Parte 2: Considerar la asignacion de los parametros basicos y la deteccion
de vecinos directamente conectados.

e Parte 3: La red y subred establecidas deberan tener una interconexion
total, todos los hosts deberan ser visibles y poder comunicarse entre ellos
sin restricciones.

e Parte 4: Implementar la seguridad en la red, se debe restringir el acceso
y comunicacion entre hosts de acuerdo con los requerimientos del
administrador de red.

e Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la
red.

e Parte 6: Configuracion final.
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Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnédstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

Para asignar los nombres y mensaje se hace de la siguiente manera:

Router(config)#hostname BOGOTA

BOGOTA(config)#no ip domain-lookup

BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd $EI Acceso no autorizado est prohibido$

Para asignar las diferentes contrasefias y buscar y hacer que el router o
dispositivo los solicite.

BOGOTA(config)#enable secret Class
BOGOTA(config)#line console 0
BOGOTA(config-line)#password Cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#line vty 0 15
BOGOTA(config-line)#password Cisco
BOGOTA(config-line)#login

Para asignar los nombres y mensaje se hace de la siguiente manera:

Router(config)#hostname MEDELLIN

MEDELLIN(config)#no ip domain-lookup

MEDELLIN(config)#service password-encryption
MEDELLIN(config)#banner motd $EI Acceso no autorizado est prohibido$
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Para asignar las diferentes contrasefias y buscar y hacer que el router o
dispositivo los solicite.

MEDELLIN(config)#enable secret Class
MEDELLIN(config)#line console 0
MEDELLIN(config-line)#password Cisco
MEDELLIN(config-line)#login
MEDELLIN(config-line)#line vty 0 15
MEDELLIN(config-line)#password Cisco
MEDELLIN(config-line)#login

Para asignar los nombres y mensaje se hace de la siguiente manera:

Router(config)#hostname CALI

CALI(config)#no ip domain-lookup

CALlI(config)#service password-encryption

CALI(config)#banner motd $EI Acceso no autorizado est prohibido$

Para asignar las diferentes contrasefias y buscar y hacer que el router o
dispositivo los solicite.

CALI(config)#enable secret Class
CALI(config)#line console 0
CALI(config-line)#password Cisco
CALI(config-line)#login
CALI(config-line)#line vty 0 15
CALI(config-line)#password Cisco
CALI(config-line)#login

Para los switches debemos realizer el mismo proceso, nombre del dispositivo y
contrasefias.

Nombre del dispositivo y mensaje:

Switch(config)#hostname switchBOGOTA

switchBOGOTA(config)#no ip domain-lookup

switchBOGOTA(config)#service password-encryption
switchBOGOTA(config)#banner motd $EI Acceso no autorizado est prohibido$

contrasefas secreta, enable, lineas vty

switchBOGOTA(config)#enable secret Class
switchBOGOTA(config)#line console 0
switchBOGOTA(config-line)#password Cisco
switchBOGOTA(config-line)#login
switchBOGOTA(config-line)#line vty 0 15
switchBOGOTA(config-line)#password Cisco
switchBOGOTA(config-line)#login
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Nombre del dispositivo y mensaje:

Switch#conf term

switchMEDELLIN(config)#hostname switchMEDELLIN
switchMEDELLIN(config)#no ip domain-lookup
switchMEDELLIN(config)#service password-encryption
switchMEDELLIN(config)#banner motd $EI Acceso no autorizado est
prohibido$

Contrasefias secreta, enable, lineas vty

switchMEDELLIN(config)#enable secret Class
switchMEDELLIN(config)#line console 0
switchMEDELLIN(config-line)#password Cisco
switchMEDELLIN(config-line)#login
switchMEDELLIN(config-line)#line vty 0 15
switchMEDELLIN(config-line)#password Cisco
switchMEDELLIN(config-line)#login

Nombre del dispositivo y mensaje:

Switch(config)#hostname switchCALI

switchCALI(config)#no ip domain-lookup

switchCALI(config)#service password-encryption
switchCALI(config)#banner motd $EI Acceso no autorizado est prohibido$

Contrasefias secreta, enable, lineas vty

switchCALI(config)#enable secret Class
switchCALI(config)#line console 0
switchCALI(config-line)#password Cisco
switchCALI(config-line)#login
switchCALI(config-line)#line vty 0 15
switchCALI(config-line)#password Cisco
switchCALI(config-line)#login
switchCALI(config-line)#
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e Realizar la conexion fisica de los equipos con base en la topologia
de red
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Configurar la topologia de red, de acuerdo con las siguientes
especificaciones.

Parte 1: Asignacién de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacién en ocho partes,
para permitir creciemiento futuro de la red corporativa.

BOGOTA-LAN 192.168.1.0/27
Medellin-LAN 192.168.1.32/27
CALI-LAN 192.168.1.64/27

BOGOTA-Medellin 192.168.1.96/27

BOGOTA-CALI 192.168.1.128/27
Disponible 192.168.1.160/27
Disponible 192.168.1.192/27
Disponible 192.168.1.224/27
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b. Asignar una direccion IP a la red.
Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracién béasica de los routers,
teniendo en cuenta las subredes disefadas.

192.168.1.0 192.168.1.0 192.168.1.0

. NombredeHost = MEDELLIN  BOGOTA CALI
_ 192.168.1.99 192.168.1.98 192.168.1.231
" Direccion de Ip eninterfaz FA0/0'| 192.168.1.33 192.168.1.1  192.168.1.65
~ Protocolo de enrutamiento ~~ Eigrp Eigrp Eigrp
- Sistema Autbnomo 200 200 200
- Afirmacionesdered

Configuracion Interfaces Router Bogota.

BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#int s0/0/1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#int f0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)y#no shutdown

Configuracién Interfaces Router Medellin.

MEDELLIN(config)#int s0/0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if)#no shutdown

MEDELLIN(config-if)#

MEDELLIN(config-if)#int f0/0

MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-if)#no shutdown
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Configuracion Interfaces Router CALL.

CALI(config)#int s0/0/0

CALI(config-if)#ip address 192.168.1.231 255.255.255.224
CALI(config-ify#no shutdown

CALI(config-if)#int f0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224
CALI(config-if)y#no shutdown

Verificamos en este punto la configuracion de cada una de las interfaces
dentro del simulador, esto con el fin de asegurarnos que el proceso
hecho hasta el momento sea correcto.

MEDELLIN#show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 192.168.1.33 YES manual up up

FastEthernet0/1 unassigned YES NVRAM administratively down down
Serial0/0/0 192.168.1.99 YES manual up up

Serial0/0/1 unassigned YES NVRAM administratively down down
Vlanl unassigned YES unset administratively down down
MEDELLIN#

BOGOTA #show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 192.168.1.1 YES manual up up

FastEthernet0/1 unassigned YES NVRAM administratively down down
Serial0/0/0 192.168.1.98 YES manual up up

Serial0/0/1 192.168.1.130 YES manual up up

Vlanl unassigned YES unset administratively down down

BOGOTA.#

CALl#show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 192.168.1.65 YES manual up up

FastEthernet0/1 unassigned YES NVRAM administratively down down
Serial0/0/0 192.168.1.131 YES manual up up

Serial0/0/1 unassigned YES NVRAM administratively down down
Vlanl unassigned YES unset administratively down down

CALI#

Verificamos en este punto las tablas de enrutamiento de los 3 routers:

MEDELLIN>show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
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* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 2 subnets
C 192.168.1.32 is directly connected, FastEthernet0/0
C 192.168.1.96 is directly connected, Serial0/0/0

MEDELLIN>

bogota>show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 3 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1

bogota>

cali>show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 2 subnets

C 192.168.1.64 is directly connected, FastEthernet0/0
C 192.168.1.128 is directly connected, Serial0/0/0

cali>}
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e Verificamos en este caso que solo contamos con rutas para las redes

conectadas directamente a cada uno de los dispositivos.

b. Después de cargada la configuracion en los dispositivos, verificar la
tabla de enrutamiento en cada uno de los routers para comprobar las redes

y sus rutas.

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 3 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 2 subnets
C 192.168.1.32 is directly connected, FastEthernet0/0
C 192.168.1.96 is directly connected, Serial0/0/0

CALl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set
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192.168.1.0/27 is subnetted, 2 subnets
C 192.168.1.64 is directly connected, FastEthernet0/0
C 192.168.1.128 is directly connected, Serial0/0/0

c. Realizar una prueba de conectividad en cada tramo de la ruta usando
Ping.

MEDELLIN>*ENARELE
MEDELLINdping 192 _166.1.94&

Type ascaps =sequeancs te abort.
Smnding %, 100=byte ICMP Eches to 192 168.1.98, timecut im 2 =seconds;

Succeas tate is 100 gercent (57%), round=trig minfavg/max = 1512739 ms
MEDELLIH#ming 192 168.1.131

Type sscaAp+ =equence to abort.
Sending 5, 100=byte ICMP Eches to 19Z.168.1.131, timecut is 2 seconds:

Success rate is 0 percent (045
MEDELLIHE" ™
Vemos que existen zonas de las cuales si tenemos respuesta, pero existen de

otros lugares que aun no nos dan respuesta, por consiguiente solo nos queda
proceder a configurar nuestro protocolo de enrutamiento:

e

b

EiER20ra 2drd QeaaoEm B=E
D@ B/ med B

A Logical [

<

Time: 000842 )(__)
CELFA Ll 44
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Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

Configuracion Interfaces Router Bogota.

BOGOTA(config-if)#
BOGOTA(config-if)#router eigrp 200
BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#network 192.168.1.0
BOGOTA(config-router)#end

BOGOTA#

Configuracién Interfaces Router Medellin.

MEDELLIN(config-if)#

MEDELLIN(config-if)#router eigrp 200
MEDELLIN(config-router)#no auto-summary
MEDELLIN(config-router)#network 192.168.1.0
MEDELLIN(config-router)#end

MEDELLIN#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

%SYS-5-CONFIG_I: Configured from console by console

Configuracién Interfaces Router CALI.

CALI(config-if)#router eigrp 200
CALI(config-router)#no auto-summary
CALI(config-router)#network 192.168.1.0
CALI(config-router)#end

CALI#

CALI#

Vemos claramente que se generan todas las adyacencias entre lo routers
vecinos
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b. Verificar si existe vecindad con los routers configurados con EIGRP.

SHOW IP EIGRP NEIGHBORS

BOGOTA#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.99 Se0/0/0 13 00:04:34 40 1000 0 7
1192.168.1.231 Se0/0/1 12 00:03:31 40 1000 0 7

MEDELLIN#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.98 Se0/0/0 11 00:04:40 40 10000 7

CALIl#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.130 Se0/0/0 12 00:03:47 40 1000 0 8

SHOW IP EIGRP TOPOLOGY

BOGOTA#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2172416
via 192.168.1.99 (2172416/28160), Serial0/0/0

P 192.168.1.64/27, 1 successors, FD is 2172416
via 192.168.1.231 (2172416/28160), Serial0/0/1

P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/1

MEDELLIN#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,

Mind Wide Open”



atfoan]n,
CIsco. Cisco Networking Academy Mind Wide Open’
|

r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.98 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2684416
via 192.168.1.98 (2684416/2172416), Serial0/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2681856
via 192.168.1.98 (2681856/2169856), Serial0/0/0

CALI#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.231)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.130 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2684416
via 192.168.1.130 (2684416/2172416), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856
via 192.168.1.130 (2681856/2169856), Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de
los routers para verificar cada una de las rutas establecidas.

SHOW IP ROUTE

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set
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192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:04:34, Serial0/0/0
D 192.168.1.64 [90/2172416] via 192.168.1.231, 00:03:31, Serial0/0/1
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:04:41, Serial0/0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:03:38, Serial0/0/0
C 192.168.1.96 is directly connected, Serial0/0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:03:44, Serial0/0/0

CALIl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 00:03:47, Serial0/0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 00:03:47, Serial0/0/0
C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 00:03:47, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/0

Mind Wide Open”
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d. Realizar un diagnéstico para comprobar que cada uno de los puntos de
la red se puedan ver y tengan conectividad entre si. Realizar esta prueba
desde un host de lared LAN del router CALI, primero alared de MEDELLIN
y luego al servidor.

EER2O0sri: dd¢l aaoE BFE
D@t f/rmed S

19216813 popr,

En este punto ya contamos con un protocolo de enrutamiento configurado, por
consiguiente ya tenemos respuesta desde los diferentes puntos de nuestra red.

Parte 4: Configuracién de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus
dispositivos y estaciones de trabajo. El jefe de redes le solicita implementar
seguridad en la red. Para esta labor se decide configurar listas de control de
acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

Cada router debe estar habilitado para establecer conexiones Telnet con
los demas routers y tener acceso a cualquier dispositivo en lared.
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a. El equipo WS1 y el servidor se encuentran en la subred de
administracion. Solo el servidor de la subred de administracién debe tener
acceso a cualquier otro dispositivo en cualquier parte de la red.

BOGOTA(config)#access-list 101 permit ip host 192.168.1.30 any
BOGOTA(config)#int f0/0

BOGOTA(config-if)#ip access-group 101 in

BOGOTA(config-if)#
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b. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben
tener acceso a ningun dispositivo fuera de su subred, excepto para
interconectar con el servidor.

MEDELLIN(config)#access-list 101 permit ip 192.168.1.32 0.0.0.31 host
192.168.1.30

MEDELLIN(config)#int f0/0

MEDELLIN(config-if)#ip access-group 101 in

MEDELLIN(config-if)#

CALlI(config)#access-list 101 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.30
CALI(config)#int f0/0

CALlI(config-if)#ip access-group 101 in

CALI(config-if)#
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Vemos que solo tenemos acceso al servidor, si lo hacemos a otro dispositivo
por fuera de nuestra red no tenemos acceso.

Parte 5: Comprobacion de lared instalada.
a. Se debe probar que la configuracién de las listas de acceso fue exitosa.

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.

ORIGEN DESTINO RESULTADO
TELNET Router MEDELLIN Router CALI Exito
WS 1 Router BOGOTA Falla
Servidor Router CALI Exito
Servidor Router MEDELLIN Exito
TELNET LAN del Router Router CALI Falla
MEDELLIN
LAN del Router CALI Router CALI Falla
LAN del Router Router MEDELLIN Falla
MEDELLIN
LAN del Router CALI Router MEDELLIN Falla
PING LAN del Router CALI WS 1 Falla
LAN del Router WS 1 Falla
MEDELLIN
LAN del Router LAN del Router CALI Falla
MEDELLIN
PING LAN del Router CALI Servidor Exito
LAN del Router Servidor Exito
MEDELLIN
Servidor LAN del Router Exito

MEDELLIN
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Servidor LAN del Router CALI Exito
Router CALI LAN del Router Falla
MEDELLIN

Router MEDELLIN LAN del Router CALI Falla
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ROUTER MEDELLIN

@ [ ] Medellin

Physical Config Ccu Attributes

105 Command Line Interface

Technical Suppsct: http:/fwww.cisco.com/techaupport
Copyright (o] 1986-2007 by Cisco Systems, Tne.
conpiled Wed 18-Jul-07 04:52 by pt_team

Fress RETURN to get started!

XLINEFROTO=5-UFDONN: Line protocol on Interface FastEthernet0/0, changed state to up
YLINK-5<CHANGED: Interface Secial(/0/0, changed state to up
ALIHEFROTO-5-UFDONN: Line protocel on Interface Serial0/0/0, changed state to up

ADUAL-5-MERCHANGE: IF-EIGRF 200: Neighbor 192.160.1.%8 (Seriall/0/0) is upi new adjasency
ACCESQ FROHIBIDG! |

User hooess Vecificatien
Passwards
MEDELLIN>=nahle
Passwards

MEDELLIN$talnet 192, 168.1.131
Trying 192.168.1.131 _..0pen KCCESS FROMIBIDD! !

User Rocess Vecification

Fazgword:
CALI>enable
Easgward:
CALI#"]

Command+F6 to exit CLI focus Copy Paste

o Top

o0 ® Medellin

Physical Config CLI Attributes

105 Command Line Interface

ACCESD PROAIBIDGE |

User Roceas Verification

Password:

MEDELLIN>telnet 132.168.1.131

Trying 192.168.1.131 ...0pen ACCESS PROHIBIDG!!
User Rooess Verification

Fasswards

CALTCimea

Translating *Cissen

% Unknown cammand or computer name, or unable to find computer address
CALI>ena

Fasswards

CALI#ping 192.168.1.34

Type escape sequence te abert.
Sending 5, 100-byte ICMP Eches to 102.168.1.34, timecut i= 2 seconds:

Success rate is 0 percent [DJS)

CALI#™]

Command+F6 to exit CLI focus Copy Paste

Top
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Escenario 2

Mind Wide Open®

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por
esa via, conectarse a internet, pero empleando las direcciones de la red LAN

original.

VLANT = 17232828
VLAN2D = 172310128 25
VLANGO= 17231019226

VLANT = 172312029
VLAN10 = 17231.00 26

VLANY = 1723128128
VLANZD » 17231184 26
VLAN3D = 17231.1.0/28
VLANSS = 17231224729

172310018

Desarrollo
Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener los siguiente:
e Configuracién basica.
e Autenticacion local con AAA.
e Cifrado de contrasefas.
¢ Un méaximo de internos para acceder al router.
e Maximo tiempo de acceso al detectar ataques.

e Establezca un servidor TFTP y almacene todos los archivos necesarios

de los routers.

2. El DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga

y Cundinamarca

3. El web server debera tener NAT estético y el resto de los equipos de la

topologia emplearan NAT de sobrecarga (PAT).

4. El enrutamiento debera tener autenticacion.
Listas de control de acceso:

o



TIr
CIsco. Cisco Networking Academy Mind Wide Open’
|

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la
red interna de Tunja.

e Los hosts de VLAN 10 en Cundinamarca si acceden a internety no a la
red interna de Tunja.

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web vy ftp de
internet.

e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de
Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

e Solo los hosts de las VLAN administrativas y de la VLAN de servidores
tienen accedo a los routers e internet.

6. VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.

Aspectos atener en cuenta

e Habilitar VLAN en cada switch y permitir su enrutamiento.

e Enrutamiento OSPF con autenticacion en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y Cundinamarca.

e Configuracién de NAT estatico y de sobrecarga.

e Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.

Habilitar las opciones en puerto consola y terminal virtual
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DESARROLLO DEL ESCENARIO NUMERO 2

1. Todos los routers deberan tener los siguiente:

e Configuracién basica.

- Configuramos el nimbre del dispositivo y el mensaje:

Router(config)#hostname bucaramanga
bucaramanga(config)#no ip domain-lookup
bucaramanga(config)#banner motd $EI Acceso no autorizado est prohibido$

- Confifiguramos la contrasefias correspondientes:

bucaramanga(config)#enable secret Class
bucaramanga(config)#line console 0
bucaramanga(config-line)#password Cisco
bucaramanga(config-line)#login
bucaramanga(config-line)#line vty 0 15
bucaramanga(config-line)#password Cisco
bucaramanga(config-line)#login

- Configuramos las interfaces y la encapsulacion:

bucaramanga(config)#int f0/0.1
bucaramanga(config-subif)#encapsulation dotlqg 1
bucaramanga(config-subif)#ip address 172.31.2.1 255.255.255.248
bucaramanga(config-subif)#int f0/0.10
bucaramanga(config-subif)#encapsulation dotlq 10
bucaramanga(config-subif)#ip address 172.31.0.1 255.255.255.192
bucaramanga(config-subif)#int f0/0.30
bucaramanga(config-subif)#encapsulation dotlq 30
bucaramanga(config-subif)#ip address 172.31.0.65 255.255.255.192
bucaramanga(config-subif)#int f0/0

bucaramanga(config-if)#no shutdown

bucaramanga(config-if)#int s0/0/0

bucaramanga(config-if)#ip address 172.31.2.34 255.255.255.252
bucaramanga(config-if)#no shutdown

- Configuramos el protocol de enrutamiento:

bucaramanga(config-if)#router ospf 1
bucaramanga(config-router)#network 172.31.0.0 0.0.0.63 area 0
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bucaramanga(config-router)#network 172.31.0.64 0.0.0.63 area 0
bucaramanga(config-router)#network 172.31.2.0 0.0.0.7 area 0
bucaramanga(config-router)#network 172.31.2.32 0.0.0.3 area O
bucaramanga(config-router)#end

- Configuramos el nimbre del dispositivo y el mensaje:

Router(config)#hostname tunja
tunja(config)#no ip domain-lookup
tunja(config)#banner motd $EI Acceso no autorizado est prohibido$

- Confifiguramos la contrasefias correspondientes:

tunja(config)#enable secret Class
tunja(config)#line console 0
tunja(config-line)#password Cisco
tunja(config-line)#login
tunja(config-line)#line vty 0 15
tunja(config-line)#password Cisco
tunja(config-line)#login

- Configuramos las interfaces y la encapsulacion:

tunja(config)#int f0/0.1

tunja(config-subif)y#encapsulation dotlq 1
tunja(config-subif)#ip address 172.3.2.9 255.255.255.248
tunja(config-subif)#int f0/0.20
tunja(config-subif)y#encapsulation dotlq 20
tunja(config-subif)#ip address 172.31.0.129 255.255.255.192
tunja(config-subif)#int f0/0.30
tunja(config-subif)y#encapsulation dotlq 30
tunja(config-subif)#ip address 172.31.0.193 255.255.255.192
tunja(config-subif)#int f0/0

tunja(config-if)#no shutdown

tunja(config-if)#int s0/0/0

tunja(config-if)#ip address 172.31.2.33 255.255.255.252
tunja(config-if)#no shutdown

tunja(config-if)#int s0/0/1

tunja(config-if)#ip address 172.31.2.37 255.255.255.252
tunja(config-if)j#no shutdown

tunja(config-if)#int fO/1

tunja(config-if)#ip address 209.165.220.1 255.255.255.0
tunja(config-if)#no shutdown

- Configuramos el protocol de enrutamiento:
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tunja(config-if)#router ospf 1

tunja(config-router)#network 172.3.2.8 0.0.0.7 area 0
tunja(config-router)#network 172.31.0.128 0.0.0.63 area 0
tunja(config-router)#network 172.31.0.192 0.0.0.63 area 0
tunja(config-router)#network 172.31.2.32 0.0.0.3 area 0
tunja(config-router)#network 172.31.2.36 0.0.0.3 area 0
tunja(config-router)#end

- Configuramos el nimbre del dispositivo y el mensaje:

Router(config)#hostname CUNDINAMARCA
CUNDINAMARCA(config)#no ip domain-lookup
CUNDINAMARCA(config)#banner motd $EI Acceso no autorizado est
prohibido$

- Confifiguramos la contrasefias correspondientes:

CUNDINAMARCA(config)#enable secret Class
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#password Cisco
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#password Cisco
CUNDINAMARCA(config-line)#login

- Configuramos las interfaces y la encapsulacion:

CUNDINAMARCA(config)#int f0/0.1
CUNDINAMARCA(config-subif)#encapsulation dotlq 1
CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#int f0/0.20
CUNDINAMARCA(config-subif)#encapsulation dot1lq 20
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#encapsulation dotlq 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#int f0/0.88
CUNDINAMARCA(config-subif)#encapsulation dot1lq 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#int f0/0

CUNDINAMARCA(config-if)#no shutdown
CUNDINAMARCA(config-if)#int s0/0/0

CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-if)#no shutdown
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- Configuramos el protocol de enrutamiento:

CUNDINAMARCA(config-if)#router ospf 1
CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#end

CUNDINAMARCA#

El proceso es muy similar, ahora lo hacemos para los switches:

Switch(config)#hostname switchbucaramanga
switchbucaramanga(config)#vlan 1
switchbucaramanga(config-vlan)#vlan 10
switchbucaramanga(config-vlan)#vlan 30
switchbucaramanga(config-vlan)#int f0/10
switchbucaramanga(config-if)y#switchport mode access
switchbucaramanga(config-if)#switchport access vlan 10
switchbucaramanga(config-if)#int f0/14
switchbucaramanga(config-if)#switchport mode access
switchbucaramanga(config-if)#switchport access vian 30
switchbucaramanga(config-if)#int fO/1
switchbucaramanga(config-if)y#switchport mode trunk
switchbucaramanga(config-if)#int vlan 1
switchbucaramanga(config-if)#ip address 172.31.2.3 255.255.255.248
switchbucaramanga(config-if)#no shutdown
switchbucaramanga(config-if)#ip default-gateway 172.31.2.1
switchbucaramanga(config)#

switchbucaramanga(config)#

Switch(config)#hostname swtichtunja
swtichtunja(config)#vlan 1
swtichtunja(config-vlan)#vlan 20
swtichtunja(config-vian)#vlan 30
swtichtunja(config-vlan)#int f0/10
swtichtunja(config-if)#switchport mode access
swtichtunja(config-if)#switchport access vlian 20
swtichtunja(config-if)#int f0/14
swtichtunja(config-if)#switchport mode access
swtichtunja(config-if)#switchport access vian 30
swtichtunja(config-if)#int fO/1
swtichtunja(config-if)#switchport mode trunk
swtichtunja(config-if)#int vilan 1
swtichtunja(config-if)#ip address 172.3.2.11 255.255.255.248
swtichtunja(config-if)#no shutdown
swtichtunja(config-if)#




CIsCO. Cisco Networking Academy

Mind Wide Open”

swtichtunja(config-if)#ip default-gateway 172.3.2.9
swtichtunja(config)#

Switch(config)#hostname swithcCUNDINAMARCA
swithcCUNDINAMARCA(config)#vlan 1
swithcCUNDINAMARCA(config-vlan)#vlan 20
swithcCUNDINAMARCA(config-vlan)#vlan 30
swithcCUNDINAMARCA(config-vlan)#vlan 88
swithcCUNDINAMARCA(config-vlan)#exit
swithcCUNDINAMARCA(config)#int f0/10
swithcCUNDINAMARCA(config-if)#switchport mode access
swithcCUNDINAMARCA(config-if)#switchport access vlan 20
swithcCUNDINAMARCA(config-if)#int f0/14
swithcCUNDINAMARCA(config-if)#switchport mode access
swithcCUNDINAMARCA(config-if)#switchport access vlan 30
swithcCUNDINAMARCA(config-if)#int f0/20
swithcCUNDINAMARCA(config-if)#switchport mode access
swithcCUNDINAMARCA(config-if)#switchport access vlan 88
swithcCUNDINAMARCA(config-if)#int fO/1
swithcCUNDINAMARCA(config-if)#switchport mode trunk
swithcCUNDINAMARCA(config-if)#int vian 1

swithcCUNDINAMARCA(config-if)#no shutdown
swithcCUNDINAMARCA(config-if)#

swithcCUNDINAMARCA(config)#

swithcCUNDINAMARCA(config-if)#ip address 172.31.2.11 255.255.255.248

swithcCUNDINAMARCA(config-if)#ip default-gateway 172.31.2.9

Verificamos nuestra configuracién realizada hasta el momento:

¥ Router1 = [m] X
CusT :/! Ph
emet / Server-PT
Server!
296094TT
Switdh3
serial 0/0: 172.31.2.34 - 266,255 266 262 Tr— |
VLAN 1: 172.31.2.0 - 255 255 265 248 ok
VLAN 10: 172.31.0.0 - 255.255 265 192 41 senal 00 1723123330
VLAN30: 17231064 - 266266 266192 141 Repterd  gorial 0/1: 1723123730
Reutert unja  VLAN v
Bucaramang | VLAN 20 172310128126
! VLAN 30 172.31.0.132/26
o P RN
switchtunja Y

[ vp




CIsco. Cisco Networking Academy’

Mind Wide Open”

¥ Routerd - o X

Physical  Config Adtributes
Sen
Se

switchlaboratorios

10S Command Line Interface

7

serial 0/D: 172.312.34 - 265,265 256 252
VLAN 1: 172.31.2.0 - 256 265 265 248 =
VLAN 10: 172.31.0.0 - 255 265 265 192 serial 0/0: 172 312.3%
VLAN 30: 172.31.0.64 - 255.255 255,192 m“ serial 0/1: 172.31.2.37/
Reter! VLAN 1: 1723128729
Bucaramanga VLAN 20: 172.31.0.128)
VLAN 30: 172.31.0.192)

2980.2
Luteht Schd
swichbucaramanga switchtunja I\
PCPT =,
pcc‘zv PCPT
PC13
PCPT PCPT Ll VLAN 30
PC10 PC11
Lok VLAN 30
cungat!| v
Cul+F6 to exit CL focus Copy Paste
COwe
® Router2 - () X
Physical  Config _CLI ~ Aftributes
108 Command Line Interface
| [ConpTNmMARCA¥snow ip interface brief ~
29 |Interface Ip-Rdaress OK? Method Status Protocel
§  |FastEtnerneto/o unassigned YES NVRAM up up
FastEtherneta/0.l1 172.31.2.9 YES manual up wp
FastEthernet0/0.20 172.31.1.65 YES manual up uwp
FastEthernet0/0.30 172.31.1.1 YES manual up uwp
FastEthernet0/0.88 172.31.2.28 YES manual up u
FastEthernet0/1 unassigned YES NVRAM administratively down down
serial 0/0: 172.31.2.34 - 255.255.255.252 Sexialo/0/0 172.31.2.38 YES manual up wp
VLAN 1: 172.31.2.0 - 266.265.265.248 Sexial0/o/1 unassigned YES NVRAM administzatively down down
VLAN 10: 172.31.0.0 - 256.265.265.192 Vianl unassigned YES unset administratively down down
VLAN 30: 172.31.0.64 - 255 255 265 192 241 CUNDINAMARCA#
Rautert CUNDINAMARCA#show ip route
Bucaramanga Codes: C - connected, S - static, I - IGRE, R - RIP, M - mobile, B - BGE

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSEF NSSA external type 1, N2 - OSPF NSSA external type 2
ELl - OSPF external typs 1, E2 - OSPF external typs 2, E - EGP

1 i - I5-1S, L1 - I5-I5 lewel-1, L1z - Is-15 level-z, ia - Is-IS inter ares
* - candidate default, U - per-user static route, © - ODR
witchi
switchbucaramanga Gateway of last resort is not set
=,
PCPT 172.31.0.0/16 is variably subnetted, 5 subnets, 3 masks
PCA2 c 172.31.1.0/26 is directly connected, FastEthernet0/0.30
= J c 172.31.1.64/26 is directly connected, FastEchernst0/0.20
E:T’ A5 VLAN 20 c 172.31.2.8/29 is directly connected, FastEthernet0/0.1
PC10 PC-PT c 172.31.2.24/29 is directly connected, FastEthernet0/0.88
VLAN 10 P11 c 172.31.2.36/30 is directly connected, Serial0/0/0
VLAN 30
CUNDINAMARCA#!| v
Cirl+F6 to exit CLI focus Copy Paste
O mwp

Constatamos con lo hecho la configuracion ingresada a cada una de las
interfaces de los 3 routers y vemos que en este caso contamos con rutas
conectadas directamente en cada router ya que no tenemos configurado un
protocolo de enrutamiento que nos permita el intercambio de informacion.

Configuramos el protocolo de enrutamiento tal como lo muestro a continuacion:

- Configuramos el protocol de enrutamiento:

bucaramanga(config-if)#router ospf 1
bucaramanga(config-router)#network 172.31.0.0 0.0.0.63 area O
bucaramanga(config-router)#network 172.31.0.64 0.0.0.63 area O
bucaramanga(config-router)#network 172.31.2.0 0.0.0.7 area O
bucaramanga(config-router)#network 172.31.2.32 0.0.0.3 area 0
bucaramanga(config-router)#end
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- Configuramos el protocol de enrutamiento:

tunja(config-if)#router ospf 1

tunja(config-router)#network 172.3.2.8 0.0.0.7 area 0

tunja(config-router)#network 172.31.0
tunja(config-router)#network 172.31.0
tunja(config-router)#network 172.31.2
tunja(config-router)#network 172.31.2
tunja(config-router)#end

.128 0.0.0.63 area O
.192 0.0.0.63 area 0
.32 0.0.0.3area0
.36 0.0.0.3area 0

- Configuramos el protocol de enrutamiento:

CUNDINAMARCA(config-if)#router ospf 1
CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0

CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0

CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area O
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0

CUNDINAMARCA(config-router)#end

209.165.220 4124
= 209.165.220.1 e
cghopT % Router1 - u} X
|;lemet
Physical ~ Config _CLI_ Attributes
switchl —
; 10S Command Line Interface
~
sssss 1 0/0: 172.31.2.34 - 266265 265.252
VLAN 1: 172.31.2.0 - 265.255.255.248
VLAN 10- 172.31.0.0 - 255 255 255 192
VLAN 30: 172.31.0.64 - 255.255255.192 1
Pt
Bucai
|
I ’ 172.3.0.0/29 is subnetted, 1 subnets
0 172.3.2.8 [110/65] via 172.31.2.33, 00:00:48, Sex
172.31.0.0/16 1s varia bly subnette
2960.2 0-24 c 172.31.0.0/26 1s directly connecte
witch1 3k, 5 Switchd N o 172.31.0.128/26 [110/€S] via
T witchtunja o 172.31.0.162/26 [110/65]
/ t] o 172.31.1.0/26 [110/128] v:
AN =, = |o 172.31.1.64/26 [110/12
PC-PT pcpt |t 172.31.2.0/29 1s direc
pPc12 peizl o 172.31.2.8/29 [110/128
=, =, VLAN 20 ° 172.31.2.24/29 [110/129]
PC-PT PCPT viang e 172.31.2.32/30 1
PC10 PC11 ° 172.31.2.36/30 [110/128] via
VLAN 10
UL bucaramangas ! v
Ctrl+F6 to exit CLI focus Copy Paste
e

Mind Wide Open”
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¥ Routerd - o o

EY

Physical  Conég Attributes
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- periodic d a route

sedal 0/0: 172.31.2 34 - 265 265 265 262 TOEMESSSE |
VLAN 1:172.31.20- 256256 266,248 cez
VLAN 10: 172.31.0.0- 265255 265.192  § 1M1 serial 00: 172] | Gateway of 1ast resorc 1s
VLAN 30: 172.31.0.64 - 255 255255 192 1!;1 Rojiter0  serial 0/1: 172
et Tunja  VLAN 11723
Bucaramanga ; VLAN 20: 172
'VLAN 30: 172,

0-2
witch1
switchbucaramanga

o

o

switchtunja °

| o

PCPT 2 e

\g pC12 ECET <

PC13
pcer o L w0 | 5
PC10 PC11
VLAN 10 VLAN 30 Cul+F6 to exit CLI focus Copy Pasts
O we
C#/d-PT Physical ~ Config  CLI  Attributes
&
10S Command Line Interface
CUNDINAMARCA#show ip Toute ~
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGE
D - EIGRP, EX - EIGRE external, O - OSPE, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - O5SPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area
serial 0/0: 172.31.2.34 - 255.255 255 252 * - candidate default, U - per-user static Toute, o - ODR
VLAN 1: 172.31.2.0 - 265.265.266.248 == P - periodic downleadsd static route
VLAN 10:472.31.0.0 - 255255255192 | TP serial
VLAN 30: 172,310 64 - 255 255 255192 qlaq Rater)  cerial| |Gaceway of last resort is mot set
prlenrt Tunja VAN
Bucaramanga VLAN 172.3.0.0/29 is subnetted, 1 subnets
VLAN o 172.3.2.8 [110/65] via 172.31.2.37, 00:01:59, Serial0/0/0
172.31.0.0/1€ is variably subnetted, 10 subnets, 3 masks
o 172.31,0.0/26 [110/129] via 172.31.2.37, 00:01:59, Serial0/0/o
o 172.31.0.128/26 [110/65] via 172.31.2.37, 00:01:59, Serial0/0/0
o 172.31.0.192/26 [110/65] via 172.31.2.37, 00:01:59, Serialo/o/0
2960-2 024 ¢ 172,31,1,0/26 is dizectly cennscved, FasuEvhezasud/0.30
witch Switch0 c 172.31.1.64/26 is directly connected, FastEthernet0/0.20
switchbucaramanga swwtchmnja\.E o 172.31.2.0/29 [110/129] via 172.31.2.37, 00:01:59, Serial0/0/0
- c 172.31.2.8/29 is directly connected, FastEthernesd/0.1
o c 172.31.2.24/29 is dizectly connected, FastEthernet0/0.88
E/ peRT P o 172.31.2.32/30 [110/128] via 172.31.2.37, 00:01:59, Serial0/0/0
PC12 Pl c 172.31.2.36/30 is directly comnected, Serial0/0/0
A =
2 VLAN 20
PCPT PCPT VU | conprmmmecas| v
PC10 Pe1
WU VLAN 30 CHrl+F6 to exit CLI focus Copy Paste
e

Verificamos de esta manera que tenemos rutas configuradas para cada una de
las vlan de nuestra red.

e Autenticacion local con AAA.

El proceso para configurar este tipo de autenticacion se debe realizar como se
indica a continuacion:

bucaramanga(config-line)#username ADMIN secret ADMINPASS
bucaramanga(config)#aaa new-model

bucaramanga(config)#aaa authentication login aaalocal local
bucaramanga(config)#line console 0
bucaramanga(config-line)#login authentication aaalocal
bucaramanga(config-line)#line vty 0 15
bucaramanga(config-line)#login authentication aaalocal

tunja(config-line)#username ADMIN secret ADMINPASS
tunja(config)#aaa new-model
tunja(config)#aaa authentication login aaalocal local
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tunja(config)#line console 0
tunja(config-line)#login authentication aaalocal
tunja(config-line)#line vty 0 15
tunja(config-line)#login authentication aaalocal

CUNDINAMARCA(config-line)#username ADMIN secret ADMINPASS
CUNDINAMARCA(config)#aaa new-model
CUNDINAMARCA(config)#aaa authentication login aaalocal local
CUNDINAMARCA(config)#line console O
CUNDINAMARCA(config-line)#login authentication aaalocal
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#login authentication aaalocal

e Cifrado de contrasefas.

- bucaramanga(config)#service password-encryption
- tunja(config)#service password-encryption
- CUNDINAMARCA(config)#service password-encryption

e Un méximo de internos para acceder al router.

- bucaramanga(config-line)#login block-for 20 attempts 10 within 60
- tunja(config-line)#login block-for 20 attempts 10 within 60
- CUNDINAMARCA(config-line)#login block-for 20 attempts 10 within 60

e Maximo tiempo de acceso al detectar ataques.

- bucaramanga(config-line)#login block-for 20 attempts 10 within 60
- tunja(config-line)#login block-for 20 attempts 10 within 60
- CUNDINAMARCA(config-line)#login block-for 20 attempts 10 within 60
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e Establezca un servidor TFTP y almacene todos los archivos
necesarios de los routers

[ JON ] Serverg8s
Physical Config Services Desktop Programming Attributes
SERVICES TFTP
HTTP sen & «
rvice On 0
DHCP
DHCPvE File
TFTP asaB42-k8.bin
DNS asa923-ka.bin
SYSLOG €1B841-advipservicesk9-mz.124-15.T L.bin
cl841-ipbase-mz.123-14.T7.bin
ABA
cl841-ipbasek9-mz.124-12.bin
NTP
c1900-universalk9-mz.SPA.155-3.M4a.bin
EMAIL

c2600-advipservicesk9-mz.124-15.T 1.bin
FTP €2600-i-mz.122-28.bin

IaT
VM Management
Radius EAP

c2600-ipbasek9-mz.124-8.bin
c2B00nm-advipservicesk9-mz.124-15.T1.bin
c2800nm-advipservicesk9-mz.151-4.M4.bin

c2800nm-ipbase-mz.123-14.T7.bin
c2800nm-ipbasek9-mz.124-8.bin
€2900-universalk3-mz.SPA.155-3.M4a.bin
€2950-i6q4/12-mz.121-22.EA4.bin
€2950-i6q4/12-mz.121-22.EA8.bin
€2960-lanbase-mz.122-25.FX.bin
€2960-lanbase-mz.122-25.5EE1.bin
€2960-lanbasek9-mz.150-2.5E4.bin
€3560-advipservicesk9-mz.122-37.5E1.bin

Remove File

2. El DHCP deberad proporcionar solo direcciones a los hosts de
Bucaramanga y CUNDINAMARCA

tunja(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.3
tunja(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.67
tunja(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.67
tunja(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.3

tunja(config)#ip dhcp pool vlan10bucaramanga
tunja(dhcp-config)#network 172.31.0.0 255.255.255.192
tunja(dhcp-config)#default-router 172.31.0.1
tunja(dhcp-config)#dns-server 8.8.8.8
tunja(dhcp-config)#ip dhcp pool lan30bucaramanga
tunja(dhcp-config)#network 172.31.0.64 255.255.255.192
tunja(dhcp-config)#default-router 172.31.0.65
tunja(dhcp-config)#dns-server 8.8.8.8
tunja(dhcp-config)#ip dhcp pool vlan20cundinamarca
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tunja(dhcp-config)#network 172.31.1.64 255.255.255.192
tunja(dhcp-config)#default-router 172.31.1.65
tunja(dhcp-config)#dns-server 8.8.8.8
tunja(dhcp-config)#ip dhcp pool vlan30cundinamarca
tunja(dhcp-config)#network 172.31.1.0 255.255.255.192
tunja(dhcp-config)#default-router 172.31.1.1
tunja(dhcp-config)#dns-server 8.8.8.8

bucaramanga(config)#int f0/0.10
bucaramanga(config-subif)#ip helper-address 172.31.2.33
bucaramanga(config-subif)#int f0/0.30
bucaramanga(config-subif)#ip helper-address 172.31.2.33
bucaramanga(config-subif)#end

bucaramanga#

CUNDINAMARCA(config)#int f0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

Physical Config Desktop Programming Attributes.
I

x
Interface FastEthernetQ o
IP Configuration
* DHCP Static
IP Address 169.254.1.130
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DNS Server 0.0.0.0
IPvE Configuration
DHCP Auto Config » | Static
IPvi Address !
Link Local Address FEBO::2E0Q:8FFF:FE55:182

IPvE Gateway

IPvE DNS Server

Top
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Config DcskmE Programming

PCM

Attributes

Mind Wide Open”

IP Configuration

Interface

IP Configuration

© pHcr

IP Address
Subnet Mask
Default Gateway

DNS Server

IPvE Configuration

© pHer

IPvé Address
Link Local Address
IPvE Gateway

IPvE DN5 Server

Top

FastEthernetQ

Static

172.31.0.68

255.255.255.192

172.31.0.65

8.8.8.8

Auto Config

Physical

Static

FE&0::260:2FFF:FE31:C4B6

Config DcskmE Programming

PC14

Attributes

»

IP Configuration X

Interface

IP Configuration

© pHep

IP Address
Subnet Mask
Default Gateway

DNS Server

IPvE Configuration
DHCP
IPv6 Address
Link Local Address
IPvE Gateway

IPvE DNS Server

Top

FastEthernetQ

Static

172.31.1.68

255.255.255.192

172.31.1.65

8.8.8.8

Auto Config

© static

FE80::201:42FF:FE16:70E1
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‘00 ® PC15
Physical Config Desktop Programming Attributes
:
Interface FastEthernet0 E
IP Configuration
© pHer Static
IP Address 172.31.1.4
Subnet Mask 255.255.255.192
Default Gateway 172.31.1.1
DNS Server 8.8.8.8
IPvE Configuration
DHCP Auto Config O static
IPv6 Address !
Link Local Address FEBD::201:64FF:FES7:7BA2
IPvE Gateway
IPvE DN5 Server

Top

3. El web server debera tener NAT estéatico y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

tunja(config)#ip nat inside source static 172.31.2.28 209.165.220.10
tunja(config)#access-list 11 permit 172.0.0.0 0.255.255.255
tunja(config)#ip nat inside source list 11 interface fO/1 overload
tunja(config)#int f0O/1

tunja(config-if)#ip nat outside

tunja(config-if)#int f0/0.1

tunja(config-subif)#ip nat inside

tunja(config-subif)#int f0/0.20

tunja(config-subif)#ip nat inside

tunja(config-subif)#int f0/0.30

tunja(config-subif)#ip nat inside

tunja(config-subif)#int s0/0/0

tunja(config-if)#ip nat inside

tunja(config-if)#int s0/0/1

tunja(config-if)#ip nat inside

tunja(config-if)#exit

tunja(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.4
tunja(config)#router ospf 1
tunja(config-router)#default-information originate
tunja(config-router)#end

tunja#

tunja#show ip route
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Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.3.0.0/29 is subnetted, 1 subnets

C 172.3.2.8 is directly connected, FastEthernet0/0.1
172.31.0.0/16 is variably subnetted, 10 subnets, 3 masks

0 172.31.0.0/26 [110/65] via 172.31.2.34, 00:03:54, Serial0/0/0
C 172.31.0.128/26 is directly connected, FastEthernet0/0.20

C 172.31.0.192/26 is directly connected, FastEthernet0/0.30

0 172.31.1.0/26 [110/65] via 172.31.2.38, 00:03:54, Serial0/0/1
0 172.31.1.64/26 [110/65] via 172.31.2.38, 00:03:54, Serial0/0/1
0 172.31.2.0/29 [110/65] via 172.31.2.34, 00:03:54, Serial0/0/0
0 172.31.2.8/29 [110/65] via 172.31.2.38, 00:03:54, Serial0/0/1
0 172.31.2.24/29 [110/65] via 172.31.2.38, 00:03:54, Serial0/0/1
C 172.31.2.32/30 is directly connected, Serial0/0/0

tunja#

bucaramanga#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.33, 00:04:53, Serial0/0/0
172.31.0.0/16 is variably subnetted, 10 subnets, 3 masks

C 172.31.0.0/26 is directly connected, FastEthernet0/0.10

0 172.31.0.128/26 [110/65] via 172.31.2.33, 00:04:53, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.33, 00:04:53, Serial0/0/0
0 172.31.1.0/26 [110/129] via 172.31.2.33, 00:04:43, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 00:04:43, Serial0/0/0
C 172.31.2.0/29 is directly connected, FastEthernet0/0.1

0 172.31.2.8/29 [110/129] via 172.31.2.33, 00:04:43, Serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 00:04:43, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:04:53, Serial0/0/0
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bucaramanga#

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.33, 00:04:53, Serial0/0/0
172.31.0.0/16 is variably subnetted, 10 subnets, 3 masks

C 172.31.0.0/26 is directly connected, FastEthernet0/0.10

0 172.31.0.128/26 [110/65] via 172.31.2.33, 00:04:53, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.33, 00:04:53, Serial0/0/0
0 172.31.1.0/26 [110/129] via 172.31.2.33, 00:04:43, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 00:04:43, Serial0/0/0
C 172.31.2.0/29 is directly connected, FastEthernet0/0.1

0 172.31.2.8/29 [110/129] via 172.31.2.33, 00:04:43, Serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 00:04:43, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:04:53, Serial0/0/0
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LLIHE=5=CHRNGED: Interface Seriall/0f1, changed state to up

ALINEFROTO=5=UFDOMN: Line protocel on Interface FastEthernetd/0, changed state to up
ALINEFROTO=5=UFDOMN: Line protococl on Interface FastEthernet0/0.1, changed state to up
SLINEFROTO-5-UFDOMN: Line protocel on Interface FastEchernet(s0.20, chansed state to up

SLINEFROTO=5<UFDOMN: Line protocol on Interface FastEcherpet(S0.30, changed =tate to up

ALINEFROTO-5-UFDONK: Line protocel on Interface FastEthernetdSl, changed state to up
ALIKEFROTO-5-UFDONK: Line protocel on Interface Seciall/0f1l, changed state to up
SLINEFROTO-5-UFDONN: Line protocel on Interface BeciallS/0/0, changed state to up

01:00:10;: YISFF-5-ADJCEG: Process 1, Mbr 172.31.2.38 on Seciall/0/1 from LOARDING ©o FULL, Leading Dooe

01:0 Y0SFF=5=ADJCE

o no autorizade

Process 1, Hbr 172.31.2.34 on SerialC/0/0 from LORDING t¢ FULL, Loading Danoe
prohibide

tunjarenable
tunjaéshow ip nat translaticns

Fro  In=zide global Insige local Dutside Outside global
dopp 209.165.220.1:1  172.31.0.11:1 209.165. 209,165,220 4:1
icpp 209.165.220.1:2  172.31.0.11:2 208 209, 220.4:2
igpp 209.165.220.1:3 1972.31.0.11:3 208 209, 220.4:3
icep 209.165.220.1:4 172.31.0.11:4 208 209, 220.4:4
icpp 209.165.220.1:8  192.31.0.11:58 208 209, L220.4:58
dopp 209.165.220.1:6  172.31.0.11:6 200 209, L220.4:8
icpp 209.165.220.1:7 192.31.0.11:9 209.165. 208, L220.4:7
dopp 209.165.220.1:8  172.31.0.11:8 209.165. 209, - N ]

209.165.220.10 172.31.2.20

tunjaf®l|

Command+F6& to exit CLI focus Copy Paste
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4. El enrutamiento debera tener autenticacion.

bucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bucaramanga(config)#int s0/0/0

bucaramanga(config-if)#ip ospf authentication message-digest
bucaramanga(config-if)#ip ospf message-digest-key 1 md5 ospfpass
bucaramanga(config-if)#

tunja(config)#int s0/0/0

tunja(config-if)#ip ospf authentication message-digest
tunja(config-if)#ip ospf message-digest-key 1 md5 ospfpass
tunja(config-if)#int s0/0/1

tunja(config-if)#ip ospf authentication message-digest
tunja(config-if)#ip ospf message-digest-key 1 md5 ospfpass
tunja(config-if)#

CUNDINAMARCA(config)#int s0/0/0

CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 ospfpass
CUNDINAMARCA(config-if)#

5. Listas de control de acceso:

e Los hosts de VLAN 20 en CUNDINAMARCA no acceden a internet,
solo alared interna de Tunja.

CUNDINAMARCA(config-if)#access-list 101 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 101 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA(config-subif)#ip access-group 101 in
CUNDINAMARCA(config-subif)#
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e Los hosts de VLAN 10 en CUNDINAMARCA si acceden a internet y
no alared interna de Tunja.

CUNDINAMARCA(config-subif)#access-list 102 permit ip 172.31.1.0 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 102 deny ip any any
CUNDINAMARCA(config)#int f0/0.30

CUNDINAMARCA(config-subif)#ip access-group 102 in
CUNDINAMARCA(config-subif)#
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e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp
de internet.

tunja(config)#access-list 101 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq www

tunja(config)#access-list 101 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq ftp

tunja(config)#int f0/0.30

tunja(config-subif)#ip access-group 101 in

tunja(config-subif)#
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< 5 [URL http://209.165.220.4 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening
doors to new opportunities. Mind Wide Open.

Quick Links:

A small page
Copyrights
Image page
Image
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
CUNDINAMARCA y VLAN 10 de Bucaramanga.

tunja(config-subif)#access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63

tunja(config)#access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.0.0
0.0.0.63

tunja(config)#int f0/0.20

tunja(config-subif)#ip access-group 102 in

tunja(config-subif)#

|' CYoN PC12 ]
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e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a
cualquier equipo de VLAN 10.

bucaramanga(config)#access-list 101 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

bucaramanga(config)#int f0/0.30

bucaramanga(config-subif)#ip access-group 101 in
bucaramanga(config-subif)#
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e Los hosts de VLAN 10 en Bucaramanga acceden a la red de
CUNDINAMARCA (VLAN 20) y Tunja (VLAN 20), no internet.

bucaramanga(config-subif)#access-list 102 permit ip 172.31.0.0 0.0.0.63
172.31.1.64 0.0.0.63

bucaramanga(config)#access-list 102 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

bucaramanga(config)#int f0/0.10

bucaramanga(config-subif)#ip access-group 102 in
bucaramanga(config-subif)#
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e Los hosts de una VLAN no pueden acceder a los de otra VLAN en
una ciudad.

bucaramanga(config-subif)#access-list 103 deny ip 172.31.2.0 0.0.0.7
172.31.0.0 0.0.0.63

bucaramanga(config)#access-list 103 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

bucaramanga(config)#access-list 103 permit ip any any
bucaramanga(config)#int f0/0.10

bucaramanga(config-subif)#ip access-group 103 out
bucaramanga(config-subif)#

tunja(config)#access-list 103 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
tunja(config)#access-list 103 deny ip 172.3.0.192 0.0.0.63 172.31.0.128
0.0.0.63

tunja(config)#access-list 103 permit ip any any

tunja(config)#int f0/0.20

tunja(config-subif)#ip access-group 103 out

tunja(config-subif)#

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.2.8 0.0.0.7
172.31.1.64 0.0.0.63

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.1.0 0.0.0.63
172.31.1.64 0.0.0.63

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.2.24 0.0.0.7
172.31.1.64 0.0.0.63

CUNDINAMARCA(config)#access-list 103 permit ip any any
CUNDINAMARCA(config)#int f0/0.20
CUNDINAMARCA(config-subif)#ip access-group 103 out
CUNDINAMARCA(config-subif)#

& PC12
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e Solo los hosts de las VLAN administrativas y de la VLAN de
servidores tienen accedo a los routers e internet.

bucaramanga(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
bucaramanga(config)#access-list 10 permit 172.3.2.8 0.0.0.7
bucaramanga(config)#access-list 10 permit 172.31.2.8 0.0.0.7
bucaramanga(config)#line vty 0 15
bucaramanga(config-line)#access-class 10 in
bucaramanga(config-line)#

tunja(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
tunja(config)#access-list 10 permit 172.3.2.8 0.0.0.7
tunja(config)#access-list 10 permit 172.31.2.8 0.0.0.7
tunja(config)#line vty 0 15

tunja(config-line)#access-class 10 in

tunja(config-line)#

CUNDINAMARCA(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 10 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 10 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 15
CUNDINAMARCA(config-line)#access-class 10 in
CUNDINAMARCA(config-line)#
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[TIEEN RELURN Lo ORC Srarceor

LLINE-5-CHANGED: Interface FastEthernetlsl, changed state te up

LLIHEFROTO-5-UFDOWK: Line protocel on Interface FastEthernetdsS1l, changed state to ug
LLINEFROTO-5-UFDOWK: Line protocel on Interface Vlanl, changed state ta up
LLINE=-5-CHANGED: Interfacs FastEthernetls10, changed state ta up

LLIHEFROTO-5-UFDOWK: Line protocel on Interface FastEthernetdS10, changed state to ug
RLIME=5=CHANGED: Interface FastEthernetls14, changed state to up

LLIMEFROTO=5=UFDOWK: Line protocel on Interface FastEthernetdS1d, changed state to up
awitchhucs ranangaken

switchhucaranangadtelnest 172.31.2.1

Trying 172.31.2.1

&% Connectisn timed sut; remcte host oot cesponding

switchhucaranangadtelnest 172.31.2.1

Trying 172.31.2.1 ...0penACCES] FROHIBIDO

User hocess Verification

Username; ADMIN

Fassward:

Bucaramanga>EN

Fassward:

Bucaramangafexit

[Connestian te 172.31.2.1 clesed by foreign host]
switchhucaranangad® |

Command+F6 to exit CLI focus Copy Paste

Mind Wide Open®
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RLINK=5=CHRMGED: Interfaces FastEtharnest(sl, chanrged state te up

SLIMEFROTO-5-UFDOWN: Line protocel an Interfass FastEthernet(Sl, changed state to up
ALINEFROTO=5=UFDOWN: Line protocol on Interface Vianl, changed state to up
SLIME-5-CHRHGED: Interface FastEthernetls14, shanged state to up

ALINEFROTO=5-UFDOWN: Line protocol oo Interface FastEthernetd/ld, changed state to up
RLIME=5=CHRHGED: Interface FastEthernetls10, changed state to up

ALINEFROTO=5-UFDOWN: Line protocol oo Interface FastEthernetdfl0, changed state to up

R

RLIME=5=CHRHGED: Interface FastEthernetls20, changed state to up

ALINEFROTO-5-UFDOWK: Line protocel oo Interface FastEthernetd/20, changed state to up

swithooundinamacoa»an
swithocundinamarcadtelnet 172.31.2.89
Trying 172.31.2.9 ...0pen ADCESO FROHIBIDO

User hocess Werification

Usernams: ROHIN
Fazsward:
Cundinanaccaren
Fassword:
Cundinamarcatexit

[Connestisn te 172.31.2.9 cloesad by foreign hast]
swithocundinamaccad” |

Command+F6& to exit CLI focus Copy Paste

6. VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.

Aspectos atener en cuenta

e Habilitar VLAN en cada switch y permitir su enrutamiento.

¢ Enrutamiento OSPF con autenticacion en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y CUNDINAMARCA.

e Configuracién de NAT estatico y de sobrecarga.

e Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.

e Habilitar las opciones en puerto consola y terminal virtual

Verificamos la configuracion ingresada dentro de cada uno de los routers:

bucaramanga#show running-config tunja#show running-config
Building configuration... Building configuration...

Current configuration : 2240 bytes Current configuration : 3387 bytes
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version 12.4

no service timestamps log datetime
msec

no service timestamps debug
datetime msec

no service password-encryption

|

hostname bucaramanga
|

iogin block-for 20 attempts 10 within
60

no ip cef
no ipv6 cef
!
!
I
username admin0O1 secret 5
$1IMERr$wm50nROMgpKAz86A1LYV
8wi1i

o ip domain-lookup

panning-tree mode pvst

—_— i m m — ) = = 5

interface FastEthernet0/0
no ip address
duplex auto

version 12.4

no service timestamps log datetime
msec

no service timestamps debug
datetime msec

no service password-encryption

|

hostname tunja

|

login block-for 20 attempts 10 within
60

I
|
!

ip dhcp excluded-address 172.31.0.1
172.31.0.3

ip dhcp excluded-address
172.31.0.65 172.31.0.67

ip dhcp excluded-address
172.31.1.65 172.31.1.67

ip dhcp excluded-address 172.31.1.1
172.31.1.3

|

ip dhcp pool vian10buc

network 172.31.0.0 255.255.255.192
default-router 172.31.0.1

dns-server 8.8.8.8

ip dhcp pool lan30buc

network 172.31.0.64
255.255.255.192

default-router 172.31.0.65
dns-server 8.8.8.8

ip dhcp pool vlan20cal

network 172.31.1.64
255.255.255.192

default-router 172.31.1.65
dns-server 8.8.8.8

ip dhcp pool vian30cal

network 172.31.1.0 255.255.255.192
default-router 172.31.1.1

dns-server 8.8.8.8

|

|
I

no ip cef
no ipv6 cef
|
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speed auto !

! !

interface FastEthernet0/0.1 username adminO1 secret 5
encapsulation dot1Q 1 native $1$mMERr$wm50onROMgpKAz86A1LV
ip address 172.31.2.1 8wl

255.255.255.248

|

interface FastEthernet0/0.10
encapsulation dot1Q 10

ip address 172.31.0.1
255.255.255.192

ip helper-address 172.31.2.33
ip access-group 132 in

ip access-group 133 out

|

o0 ip domain-lookup

n
! !
interface FastEthernet0/0.30 !
encapsulation dot1Q 30 spanning-tree mode pvst
ip address 172.31.0.65 !
255.255.255.192 !
ip helper-address 172.31.2.33 !
ip access-group 131 in !
| |
|

interface FastEthernet0/1

no ip address interface FastEthernet0/0
duplex auto no ip address

speed auto duplex auto

shutdown speed auto

| |

interface Serial0/0/0 interface FastEthernet0/0.1
ip address 172.31.2.34 encapsulation dotlQ 1 native
255.255.255.252 ip address 172.3.2.9

ip ospf authentication message-digest | 255.255.255.248

ip ospf message-digest-key 1 md5 ip nat inside

ospfpass !

! interface FastEthernet0/0.20
interface Serial0/0/1 encapsulation dot1Q 20

no ip address ip address 172.31.0.129
clock rate 2000000 255.255.255.192

shutdown ip access-group 132 in

! ip access-group 133 out
interface Vlanl ip nat inside

no ip address !

shutdown interface FastEthernet0/0.30
! encapsulation dot1Q 30
router ospf 1 ip address 172.31.0.193
log-adjacency-changes 255.255.255.192

network 172.31.0.0 0.0.0.63 area 0 ip access-group 131 in
network 172.31.0.64 0.0.0.63 area 0 | ip nat inside
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network 172.31.2.0 0.0.0.7 area O
network 172.31.2.32 0.0.0.3 area 0
|

ip classless
|

ip flow-export version 9
|

!
ip access-list extended sl_def _acl
deny tcp any any eq telnet

deny tcp any any eq www

deny tcp any any eq 22

permit tcp any any eq 22

access-list 131 permit ip 172.31.0.64
0.0.0.63 209.165.220.0 0.0.0.255
access-list 132 permit ip 172.31.0.0
0.0.0.63 172.31.1.64 0.0.0.63
access-list 132 permit ip 172.31.0.0
0.0.0.63 172.31.0.128 0.0.0.63
access-list 133 deny ip 172.31.2.0
0.0.0.7 172.31.0.0 0.0.0.63
access-list 133 deny ip 172.31.0.64
0.0.0.63 172.31.0.0 0.0.0.63
access-list 133 permit ip any any
access-list 10 permit 172.31.2.0
0.0.0.7

access-list 10 permit 172.3.2.8
0.0.0.7

access-list 10 permit 172.31.2.8
0.0.0.7

|

banner motd “"CEI Acceso no
autorizado est prohibido"C

line con 0

login

!

line aux O

!

line vty 0 4
access-class 10 in
login

line vty 5 15
access-class 10 in

interface FastEthernet0/1

ip address 209.165.220.1
255.255.255.0

ip nat outside

duplex auto

speed auto

|

interface Serial0/0/0

Ip address 172.31.2.33
255.255.255.252

Ip ospf authentication message-digest
ip ospf message-digest-key 1 md5
ospfpass

ip nat inside

clock rate 2000000

|

interface Serial0/0/1

ip address 172.31.2.37
255.255.255.252

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5
ospfpass

Ip nat inside

clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router ospf 1

log-adjacency-changes

network 172.3.2.8 0.0.0.7 area 0
network 172.31.0.128 0.0.0.63 area 0
network 172.31.0.192 0.0.0.63 area 0
network 172.31.2.32 0.0.0.3 area 0
network 172.31.2.36 0.0.0.3 area 0
default-information originate

|

ip nat inside source list 11 interface
FastEthernet0/1 overload

ip nat inside source static 172.31.2.28
209.165.220.10

ip classless

ip route 0.0.0.0 0.0.0.0 209.165.220.4
|

ip flow-export version 9
!
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login !
! ip access-list extended sl_def_acl

! deny tcp any any eq telnet

! deny tcp any any eq www

end deny tcp any any eq 22

permit tcp any any eq 22
access-list 11 permit 172.0.0.0
bucaramanga# 0.255.255.255

access-list 131 permit tcp
172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq www

access-list 131 permit tcp
172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq ftp

access-list 132 permit ip
172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63

access-list 132 permit ip
172.31.0.128 0.0.0.63 172.31.0.0
0.0.0.63

access-list 133 deny ip 172.3.2.8
0.0.0.7 172.31.0.128 0.0.0.63
access-list 133 deny ip 172.3.0.192
0.0.0.63 172.31.0.128 0.0.0.63
access-list 133 permit ip any any
access-list 10 permit 172.31.2.0
0.0.0.7

access-list 10 permit 172.3.2.8
0.0.0.7

access-list 10 permit 172.31.2.8
0.0.0.7

|

banner motd ~C EIl Acceso no
autorizado est prohibido *"C

line con O

login

I

line aux O

I

line vty 0 4
access-class 10 in
login

line vty 5 15
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access-class 10 in
login

!
!
!
end

tunja#

CUNDINAMARCA#show running-
config
Building configuration...

Current configuration : 2440 bytes
|

version 12.4

no service timestamps log datetime
msec

no service timestamps debug
datetime msec

no service password-encryption

|

hostname CUNDINAMARCA

!

login block-for 20 attempts 10 within
60

no ip cef
no ipv6 cef
!
!

!

username admin01 secret 5
$1IMERr$wm50nROMapKAz86A1LV
8wi
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no ip domain-lookup
!
!

spanning-tree mode pvst

interface FastEthernet0/0
no ip address

duplex auto

speed auto

|

interface FastEthernet0/0.1
encapsulation dot1Q 1 native
ip address 172.31.2.9
255.255.255.248

|

interface FastEthernet0/0.20
encapsulation dot1Q 20

ip address 172.31.1.65
255.255.255.192

ip helper-address 172.31.2.37
ip access-group 131 in

ip access-group 133 out

|

interface FastEthernet0/0.30
encapsulation dot1Q 30

ip address 172.31.1.1
255.255.255.192

ip helper-address 172.31.2.37
ip access-group 132 in

|

interface FastEthernet0/0.88
encapsulation dot1Q 88

ip address 172.31.2.25
255.255.255.248

|

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0
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ip address 172.31.2.38
255.255.255.252

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5
ospfpass

|

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

|

interface Vlanl

no ip address

shutdown

|

router ospf 1
log-adjacency-changes

network 172.31.1.0 0.0.0.63 area 0
network 172.31.1.64 0.0.0.63 area 0
network 172.31.2.8 0.0.0.7 area 0
network 172.31.2.24 0.0.0.7 area 0
network 172.31.2.36 0.0.0.3 area 0
|

ip classless
|

ip flow-export version 9
|

|
ip access-list extended sl_def _acl
deny tcp any any eq telnet

deny tcp any any eq www

deny tcp any any eq 22

permit tcp any any eq 22
access-list 131 deny ip 172.31.1.64
0.0.0.63 209.165.220.0 0.0.0.255
access-list 131 permit ip any any
access-list 132 permitip 172.31.1.0
0.0.0.63 209.165.220.0 0.0.0.255
access-list 132 deny ip any any
access-list 133 deny ip 172.31.2.8
0.0.0.7 172.31.1.64 0.0.0.63
access-list 133 deny ip 172.31.1.0
0.0.0.63 172.31.1.64 0.0.0.63
access-list 133 deny ip 172.31.2.24
0.0.0.7 172.31.1.64 0.0.0.63
access-list 133 permit ip any any
access-list 10 permit 172.31.2.0
0.0.0.7
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access-list 10 permit 172.3.2.8

0.0.0.7

access-list 10 permit 172.31.2.8

0.0.0.7
I

banner motd "C EIl Acceso no
autorizado esta prohibido *C

line con O

login

!

line aux O

!

line vty 0 4
access-class 10 in
login

line vty 5 15
access-class 10 in
login

!

!
I
end

CUNDINAMARCA#
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CONCLUSIONES

A partir de lo anteriormente desarrollado, puede concluirse que a partir de la
realizacion de simulaciones a través de CISCO Packet Tracer, puede ponerse
en practica lo aprendido del diplomado y se puede experimentar de primera
mano el funcionamiento de una red, verificando también la funcionalidad y la
documentacion respectiva.

En este mismo orden de ideas, la obtencién de conocimientos en este diplomado
puede ser de mucha utilidad para la implementacion futura de una red a nivel
empresarial y sobre todo en el area de las redes.
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