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Resumen

Comprender el funcionamiento de conexion de las redes nos permite satisfacer
una necesidad en la comunidad, pues este tipo de conexiones son unas de las mas
utilizadas tanto a nivel nacional como mundial. En la actualidad estas conectividades y
funcionalidades de los datos que se trasmite de un lugar a otro son muy empleadas,
haciendo el trabajo mas facil y &gil. La practica de este trabajo nos da las bases
necesarias para poder organizar y distribuir una red en nuestros campos de trabajo.

Con la CISCO Networking Academy la implementacion de plataforma CISCO
nos mostro todo el contenido y potencial de comandos a utilizar para su poder ejecutar
una buena configuracion dentro de una red. Por medio de los ejercicios realizados
mediante la implementacion de las redes LAN_WAN se estudio todos los conceptos
hasta haber logrado hacer la configuracion en todos los ejercicios practicos durante el
curso. De esta manera logramos resolver problemas que se presentaba en la red
durante su ejecucion. Como administradores tenemos grandes retos de encontrar
problemas y llegar su respectiva solucion.



vl I (] | I
CI1SsCO. Cisco Networking Academy Mind Wide Ope

Abstract

Understanding the network connection operation allows us to satisfy a need in
the community, as these types of connections are one of those used both nationally
and worldwide. Nowadays these connectivity and the functionality of the data that is
transmitted from one place to another are very used, making the work easier and more
agile. The practice of this work gives us the necessary bases to organize and distribute
a network in our fields of work.

With the CISCO Networking Academy the platform implementation did not give
the full potential of the commands to be used for later configuration. From the exercises
carried out through the implementation of the LAN_WAN networks, all the concepts
were studied until the configuration was achieved in all the practical exercises during
the course. In this way we managed to solve problems that arose during its execution.
As administrators we have great challenges to find problems and reach their possible
solution.
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Objetivos

General

Desarrollar las habilidades practicas mediante la configuran de red dindmica.
Manejando adecuadamente el uso de los comandos y su respectiva verificacion y
solucién de problemas presentadas en la red configurada.

Especificos

e Organizar una topologia para la red dinamica.

o Designar una configuracion béasica en cada uno de los dispositivos como switch,
Routers y servidores.

e Gestionar los comandos de seguridad para las redes ciscol23 y secret
class123 para los accesos restringidos

e Definir la configuracion para la implementacion e OPSFv2 y los protocolos de
red dindmica de Router.

e Establecer los DCHP y las NAT en dispositivos de comunicacion
e Establecer las configuracion y verificacion de control de ACL

e Realizar la verificacion de conectividad entre los dispositivos de la topologia

10
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Introduccidén

En el presente trabajo de habilidades practicas CCNA se trata hacer una
configuracion dindmica RIPv2 OSPF donde debemos hacer la respectiva
configuracion en los servers DHCP junto con la realizacion de las translaciones
gue genera la configuracién. Estas configuraciones poseen muchas caracteristicas
de seguridad tanto en la entrada como la salida de datos. Los DCHP son
servidores dindmicos que utiliza una direccion IP utilizando sus protocolos
predeterminados que hacen que datos sea 0 no posible el paso debido a su
enrutamiento. La importancia de realizar las conectividades de red en diferentes
routers para poder compartir informacion desde diferentes lugares y espacios son
muy Utiles generando confianza y buena navegabilidad. Se a utilizando los
protocoles IP de enrutamiento para la topologia de la red. Para poder desarrollar
una buena configuracion se debe realizar la ejecucion de los comandos de las
direcciones y IP en los router y en los Swich y en los terminales DCHP. Cada
configuracion maneja unos comandos que funciona para realizar la verificacion de
la configuracion en cada dispositivo.

11



vl I (] | I
CI1SsCO. Cisco Networking Academy Mind Wide Ope
T

Evaluacién —Prueba de habilidades practicas CCNA

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota,
Medellin y Cali en donde el estudiante sera el administrador de la red, el cual
deber& configurar e interconectar entre si cada uno de los dispositivos que
forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

Topologia de red
Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con el
numero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccion
de vecinos directamente conectados.

Parte 3: Lared y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en lared, se debe restringir el acceso y
comunicacion entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su
funcionamiento en lared. Parte 6: Configuracion final.

12
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Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA

BOGOTA(config)#no ip domain-lookup
BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd #Cuidado Acceso Restringido#
BOGOTA(config)#enable secret class123
BOGOTA(config)#line console 0

13
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BOGOTAzcon?lg-hne;#passwora ciscol23
BOGOTA(config-line)#login
BOGOTA(config-line)#logging synchronous
BOGOTA(config-line)#line vty 0 15
BOGOTA(config-line)#password ciscol23
BOGOTA(config-line)#login
BOGOTA(config-line)#logging synchronous
BOGOTA(config-line)#
BOGOTA(config-line)#

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN

MEDELLIN(config)#no ip domain-lookup
MEDELLIN(config)#service password-encryption
MEDELLIN(config)#banner motd #Cuidado Acceso Restringido#
MEDELLIN(config)#enable secret class123
MEDELLIN(config)#line console 0
MEDELLIN(config-line)#password cisco123
MEDELLIN(config-line)#login

MEDELLIN(config-line)#logging synchronous
MEDELLIN(config-line)#line vty 0 15
MEDELLIN(config-line)#password cisco123
MEDELLIN(config-line)#login

MEDELLIN(config-line)#logging synchronous
MEDELLIN(config-line)#

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CALI

CALI(config)#no ip domain-lookup

CALI(config)#service password-encryption
CALI(config)#banner motd #Cuidado Acceso Restringido#
CALI(config)#enable secret class123

CALI(config)#line console 0

CALI(config-line)#password cisco123
CALI(config-line)#login

CALI(config-line)#logging synchronous
CALI(config-line)#line vty 0 15
CALI(config-line)#password cisco123
CALI(config-line)#login

CALI(config-line)#logging synchronous

CALI(config-line)#

14
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Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname BOGOTASW
BOGOTASW(config)#no ip domain-lookup
BOGOTASW(config)#service password-encryption
BOGOTASW(config)#banner motd #Cuidado Acceso Restringido#
BOGOTASW(config)#enable secret class123
BOGOTASW(config)#line console O
BOGOTASW(config-line)#password cisco123
BOGOTASW(config-line)#login
BOGOTASW(config-line)#logging synchronous
BOGOTASW(config-line)#line vty 0 15
BOGOTASW(config-line)#password cisco123
BOGOTASW(config-line)#login
BOGOTASW(config-line)#logging synchronous
BOGOTASW(config-line)#

BOGOTASW(config-line)#

Switch>en

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname MEDELLINSW
MEDELLINSW(config)#no ip domain-lookup
MEDELLINSW(config)#service password-encryption
MEDELLINSW(config)#banner motd #Cuidado Acceso Restringido#
MEDELLINSW(config)#enable secret class123
MEDELLINSW(config)#line console 0
MEDELLINSW(config-line)#password ciscol23
MEDELLINSW(config-line)#login
MEDELLINSW(config-line)#logging synchronous
MEDELLINSW(config-line)#line vty 0 15
MEDELLINSW(config-line)#password ciscol123
MEDELLINSW(config-line)#login
MEDELLINSW(config-line)#logging synchronous
MEDELLINSW(config-line)#

MEDELLINSW(config-line)#

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname CALISW

CALISW(config)#no ip domain-lookup

15
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CALISchonhgg#serwce passwora-encryptlon
CALISW(config)#banner motd #Cuidado Acceso Restringido#
CALISW(config)#enable secret class123
CALISW(config)#line console O
CALISW(config-line)#password cisco123
CALISW(config-line)#login
CALISW(config-line)#logging synchronous
CALISW(config-line)#line vty 0 15
CALISW(config-line)#password cisco123
CALISW(config-line)#login
CALISW(config-line)#logging synchronous
CALISW(config-line)#

Realizar la conexién fisica de los equipos con base en latopologia de red
Configurar la topologia de red, de acuerdo con las siguientes
especificaciones.

Parte 1: Asignacion de direcciones IP:

Se debedividir (subnetear) lared creando una segmentacion en ocho partes, para
permitir crecimiento futuro de la red corporativa.

Asignar una direccién IP a la red.

Red Corporativa Direccion IP

LAN Bogota 192.168.1.0/27

LAN Medellin 192.168.1.32/27
LAN Cali 192.168.1.64/27
Bogota - Medellin 192.168.1.96/27
Bogota - Cali 192.168.1.128/27
Red Futura 192.168.1.160/27
Red Futura 192.168.1.192/27
Red Futura 192.168.1.224/27

Tabla 1: Direcciones IP de la Red.

Parte 2: Configuracion Bésica.

Completar la siguiente tabla con la configuracién bésica de los routers,
teniendo en cuenta las subredes disefiadas.

16
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R1 R R
2 3
MEDELLIN BOGOTA CALI
Direcciondelpeninterfaz Serial 192.168.1.99 192.168.1.98 192.
0/0 168.
1.13
1
Serial 0/1
Direccién de Ip en interfaz FA 192.168.1.33 192.168.1.1 192.
0/0 168.
1.65
Protocolo de enrutamiento Eigrp Eigrp Eigr
p
Sistema Auténomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.
168.
1.0

Tabla 2: configuracion basica de los routers

17
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BOGOTAzcon?lg-hne;#lnt sO’O’O
BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA(config-if)#

BOGOTA(config-if)#int s0/0/1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA(config-if)#

BOGOTA(config-if)#int f0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)#no shutdown

BOGOTA(config-if)#

BOGOTA(config-if)#router eigrp 200

BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#network 192.168.1.0 0.0.0.31
BOGOTA(config-router)#network 192.168.1.96 0.0.0.31
BOGOTA(config-router)#network 192.168.1.128 0.0.0.31
BOGOTA(config-router)#

BOGOTA(config-router)#end

BOGOTA#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#

MEDELLIN(config-line)#int s0/0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if)y#no shutdown

MEDELLIN(config-if)#

MEDELLIN(config-if)#int f0/0

MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-if)j#no shutdown

MEDELLIN(config-if)#
MEDELLIN(config-if)#router eigrp 200

18
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MEDELLIN:con?lg-router;#no auto-summary

MEDELLIN(config-router)#network 192.168.1.32 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.96 0.0.0.31
MEDELLIN(config-router)#end

MEDELLIN#

MEDELLIN#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.98 (Serial0/0/0) is
up: new adjacency

MEDELLIN#

CALI(config-line)#int s0/0/0
CALlI(config-if)y#ip address 192.168.1.131 255.255.255.224
CALI(config-if)j#no shutdown

CALI(config-if)#int f0/0
CALI(config-if)y#ip address 192.168.1.65 255.255.255.224
CALI(config-if)j#no shutdown

CALI(config-if)#

CALI(config-if)#router eigrp 200

CALI(config-router)#no auto-summary
CALI(config-router)#network 192.168.1.64 0.0.0.31
CALI(config-router)#network 192.168.1.128 0.0.0.31
CALI(config-router)#end

CALI#

CALI#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed

19
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state to up

%SYS-5-CONFIG_I: Configured from console by console

CALI#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0/0) is
up: new adjacency

CALI#

Después de cargada la configuracién en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus
rutas.

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:02:57, Serial0/0/0
D 192.168.1.64 [90/2172416] via 192.168.1.131, 00:02:10, Serial0/0/1
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1

BOGOTA#

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-1S, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

20
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T candicate ae¥au|t, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:04:09, Serial0/0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:03:22, Serial0/0/0
C 192.168.1.96 is directly connected, Serial0/0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:03:29, Serial0/0/0

CALIl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 00:04:10, Serial0/0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 00:04:10, Serial0/0/0
C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 00:04:10, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/0

Verificar el balanceo de carga que presentan los routers.

BOGOTA#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2172416
via 192.168.1.99 (2172416/28160), Serial0/0/0

P 192.168.1.64/27, 1 successors, FD is 2172416
via 192.168.1.131 (2172416/28160), Serial0/0/1
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P 192.168.1.96,27, 1 successors, FD Is 2169856

via Connected, Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/1

MEDELLIN#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.98 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2684416
via 192.168.1.98 (2684416/2172416), Serial0/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2681856
via 192.168.1.98 (2681856/2169856), Serial0/0/0

CALl#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.131)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.130 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2684416
via 192.168.1.130 (2684416/2172416), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856
via 192.168.1.130 (2681856/2169856), Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

Realizar un diagndstico de vecinos uando el comando cdp.

BOGOTA#show cdp neighbor
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
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S- SwﬂcH, H - Host, | - IGMP, r - Repeater, P - PHone
Device ID Local Intrfce Holdtme Capability Platform Port ID
BOGOTASW Fas 0/0 124 S 2960 Fas 0/1

MEDELLIN Ser 0/0/0 123 R C1841 Ser 0/0/0

CALI Ser 0/0/1 170 R C1841 Ser 0/0/0

BOGOTA#

MEDELLIN#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
MEDELLINSW Fas 0/0 166 S 2960 Fas 0/1

BOGOTA Ser 0/0/0 151 R C1841 Ser 0/0/0

MEDELLIN#

CALIl#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID
CALISW Fas 0/0 162 S 2960 Fas 0/1

BOGOTA Ser 0/0/0 163 R C1841 Ser 0/0/1

CALIl#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num

0 192.168.1.130 Se0/0/0 12 00:04:10 40 1000 0 8

CALI#

Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

CALIl#ping 192.168.1.130

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.130, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/4/9 ms
CALl#ping 192.168.1.99

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.99, timeout is 2 seconds:
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Success rate Is 100 percent 25,5;, rouna-trlp mm’avg’max = 374’6 ms

CALI#
BOGOTA#ping 192.168.1.99

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.99, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/6 ms
BOGOTA#ping 192.168.1.131

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/3/7 ms
BOGOTA#

Parte 3: Configuracion de Enrutamiento.

Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

Verificar si existe vecindad con los routers configurados con EIGRP.
SHOW IP EIGRP NEIGHBORS.

BOGOTA#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.99 Se0/0/0 12 00:02:56 40 10000 7
1192.168.1.131 Se0/0/1 14 00:02:09 40 10000 7

BOGOTA#
MEDELLIN#show ip eigrp neighbor
IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
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0192.168.1.98 Se0,0,0 12 00:10:34 40 1000 O 7

MEDELLIN#

CALI#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.130 Se0/0/0 10 00:10:07 40 1000 0 8

CALI#

SHOW IP EIGRP TOPOLOGY.

BOGOTA#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/1D(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2172416
via 192.168.1.99 (2172416/28160), Serial0/0/0

P 192.168.1.64/27, 1 successors, FD is 2172416
via 192.168.1.131 (2172416/28160), Serial0/0/1

P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/1

MEDELLIN#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.98 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2684416
via 192.168.1.98 (2684416/2172416), Serial0/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856
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via Connectea, Ser|a|0,0,0

P 192.168.1.128/27, 1 successors, FD is 2681856
via 192.168.1.98 (2681856/2169856), Serial0/0/0

CALI#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.131)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.130 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2684416
via 192.168.1.130 (2684416/2172416), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856
via 192.168.1.130 (2681856/2169856), Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

Realizar la comprobacion de las tablas de enrutamiento en cadauno de los
routers para verificar cada una de las rutas establecidas.

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-IS, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:02:57, Serial0/0/0
D 192.168.1.64 [90/2172416] via 192.168.1.131, 00:02:10, Serial0/0/1
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1

BOGOTA#
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MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:04:09, Serial0/0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:03:22, Serial0/0/0
C 192.168.1.96 is directly connected, Serial0/0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:03:29, Serial0/0/0

CALIl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subneted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 00:04:10, Serial0/0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 00:04:10, Serial0/0/0
C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 00:04:10, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/0

Realizar un diagnostico para comprobar que cada uno de los puntos de la red
se puedan ver y tengan conectividad entre si. Realizar esta prueba desde
un host de lared LAN del router CALI, primero alared de MEDELLIN y
luego al servidor.
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Parte 4: Configuracion de las listas de Control de Acceso.
En este momento cualquier usuario de lared tiene acceso a todos sus dispositivos y

estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a losrouters.

Las condiciones para crear las ACL son las siguientes:

Cada router debe estar habilitado para establecer conexiones Telnet con los
demads routers y tener acceso a cualquier dispositivo en lared.
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El equipo WS1y el servidor se encuentran en lasubred de administraciéon. Solo
el servidor de lasubred de administracion debe tener acceso a cualquier otro
dispositivo en cualquier parte de lared.

BOGOTA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#access-list 111 permit ip host 192.168.1.30 any
BOGOTA(config)#int f0/0

BOGOTA(config-if)#ip access-group 111 in

BOGOTA(config-if)#

Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar
con el servidor.

MEDELLIN#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#access-list 111 permit ip 192.168.1.32 0.0.0.31 host
192.168.1.30

MEDELLIN(config)#int f0/0

MEDELLIN(config-if)#ip access-group 111 in

MEDELLIN(config-if)#

CALI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#access-list 111 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.30
CALI(config)#int f0/0

CALI(config-if)#ip access-group 111 in

CALI(config-if)#

Parte 5: Comprobacién de lared instalada.

Se debe probar que la configuracion de las listas de acceso fue exitosa.

Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el éptimo funcionamiento de lared.
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Router MEDELLIN
WS 1
Servidor
Servidor
LAN del Router
MEDELLIN
LAN del Router CALI
LAN del Router
MEDELLIN
LAN del Router CALI
LAN del Router CALI
LAN del Router
MEDELLIN
LAN del Router
MEDELLIN
LAN del Router CALI
LAN del Router
MEDELLIN
Servidor

Servidor
Router CALI

Router MEDELLIN
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Router CALI
Router BOGOTA
Router CALI
Router MEDELLIN
Router CALI

Router CALI
Router MEDELLIN

Router MEDELLIN
WS_1
WS_1

LAN del Router CALI

Servidor
Servidor

LAN del Router
MEDELLIN
LAN del Router CALI
LAN del Router
MEDELLIN
LAN del Router CALI

RESULTAD
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ORIGEN DESTINO RESULTADO
TELNET Router MEDELLIN Router CALI Exito
WS 1 Router BOGOTA Falla
Servidor Router CALI Exito
Servidor Router MEDELLIN Exito
TELNET LAN del Router Router CALI Falla
MEDELLIN
LAN del Router CALI Router CALI Falla
LAN del Router Router MEDELLIN Falla
MEDELLIN
LAN del Router CALI Router MEDELLIN Falla
PING LAN del Router CALI WS 1 Falla
LAN del Router WS 1 Falla
MEDELLIN
LAN del Router LAN del Router CALI Falla
MEDELLIN
PING LAN del Router CALI Servidor Exito
LAN del Router Servidor Exito
MEDELLIN
Servidor LAN del Router Exito
MEDELLIN
Servidor LAN del Router CALI Exito
Router CALI LAN del Router Falla
MEDELLIN
Router MEDELLIN LAN del Router CALI Falla

Tabla 3: Condiciones de prueba.

MEDELLIN(config)#access-list 111 permit ip 192.168.1.32 0.0.0.31 host
192.168.1.30

MEDELLIN(config)#int f0/0
MEDELLIN(config-if)#ip access-group 111 in
MEDELLIN(config-if)#

CALl#conf t

Enter configuration commands, one per line. End with CNTL/Z.

CALI(config)#access-list 111 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.30
CALI(config)#int f0/0
CALI(config-if)#ip access-group 111 in
CALI(config-if)#
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Parte 5: ComproBauo! naelareq nstalaca.

Se debe probar que la configuracién de las listas de acceso fue exitosa.

Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de lared e.
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Escenario 2

Una empresatiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN
original.

SWITCH L€ NTERNET
LABORATORN

i~ =~ 1723122000 = 20817220024

SR VLN 20 et = 172928728 :
BUCARAMANGA S 40 HOSTS | \ianz0 - 172310128 25 || YLAN 30

WLANE0= 172310192 /26 | 4HPOSTS

YVLANTO 0
SSHOSTS S ROSTS

VLANE = 17231, 2020 P
VLANIS = 172310525

VLANG? - 1723108426 STTCH
CLADNANARCA

VLANT = 1723125029
VLANGD » 172.31.1.64 25 -
VLANIO = 172311026
VLANES ~ 1723 22420

17231 2049
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Desarrollo

Los siguientes son los requerimientos necesarios:
Todos los routers deberén tener los siguiente:
Configuracion basica.

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA
BUCARAMANGA(config)#no ip domain-lookup
BUCARAMANGA(config)#banner motd #Cuidado Acceso Restringido#
BUCARAMANGA(config)#enable secret class123
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#password ciscol23
BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#logging synchronous
BUCARAMANGA(config-line)#line vty 0 15
BUCARAMANGA(config-line)#password ciscol23
BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#logging synchronous
BUCARAMANGA(config)#int f0/0.1
BUCARAMANGA(config-subif)#encapsulation dotlq 1
BUCARAMANGA(config-subif)#ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif)#int f0/0.10
BUCARAMANGA(config-subify#encapsulation dotlg 10
BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#int f0/0.30
BUCARAMANGA(config-subify#encapsulation dotlq 30
BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#int f0/0

BUCARAMANGA(config-if)#no shutdown

BUCARAMANGA(config-if)#

BUCARAMANGA(config-if)#

BUCARAMANGA(config-if)#int s0/0/0

BUCARAMANGA(config-if)#ip address 172.31.2.34 255.255.255.252
BUCARAMANGA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BUCARAMANGA(config-if)#
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BUCARAMANGA% con?lg-lﬂ#router osp? 1

BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area O
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA(config-router)#end

BUCARAMANGA#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.10,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA

TUNJA(config)#no ip domain-lookup

TUNJA(config)#banner motd #Cuidado Acceso Restringido#
TUNJA(config)#enable secret class123

TUNJA(config)#line console 0
TUNJA(config-line)#password cisco123
TUNJA(config-line)#login

TUNJA(config-line)#logging synchronous
TUNJA(config-line)#line vty 0 15
TUNJA(config-line)#password cisco123
TUNJA(config-line)#login
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TUNJA:conhg-hne;#'ogglng syncHronous

TUNJA(config)#int f0/0.1

TUNJA(config-subif)#encapsulation dotlqg 1
TUNJA(config-subif)#ip address 172.3.2.9 255.255.255.248
TUNJA(config-subif)#int f0/0.20
TUNJA(config-subif)#encapsulation dotlqg 20
TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif)#int f0/0.30
TUNJA(config-subif)#encapsulation dotlg 30
TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA(config-subif)#int f0/0

TUNJA(config-if)#no shutdown

TUNJA(config-if)#

TUNJA(config-if)#int s0/0/0

TUNJA(config-if)#ip address 172.31.2.33 255.255.255.252
TUNJA(config-if)#no shutdown

TUNJA(config-if)#

TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252
TUNJA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
TUNJA(config-if)#int fO/1

TUNJA(config-if)#ip address 209.165.220.1 255.255.255.0
TUNJA(config-if)#no shutdown

TUNJA(config-if)#

TUNJA(config-if)#router ospf 1
TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area 0
TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area O
TUNJA(config-router)#network 172.31.0.192 0.0.0.63 area O
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area O
TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area O
TUNJA(config-router)#end

TUNJA#

TUNJA#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up
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%LINEPROTO-5-UPDOWN: Line protoco| on Inter?ace FastEtHernetO’O.l,

changed state to up
%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to up

%SYS-5-CONFIG_I: Configured from console by console

TUNJA#

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hosthame CUNDINAMARCA
CUNDINAMARCA(config)#no ip domain-lookup
CUNDINAMARCA(config)#banner motd #Cuidado Acceso Restringido#
CUNDINAMARCA(config)#enable secret class123
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#password ciscol123
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#logging synchronous
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#password ciscol123
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#logging synchronous
CUNDINAMARCA(config)#int f0/0.1
CUNDINAMARCA(config-subif)#encapsulation dotlq 1
CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#int f0/0.20
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CUNDINAMARCA%conhg-suB|¥;#encapsu|at|on aoth 20

CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#encapsulation dotlq 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#int f0/0.88
CUNDINAMARCA(config-subif)#encapsulation dotlq 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#int f0/0

CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#

CUNDINAMARCA(config-if)#int s0/0/0
CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#router ospf 1
CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#end

CUNDINAMARCA#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.88, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.88,
changed state to up

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

CUNDINAMARCA#
00:14:55: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

CUNDINAMARCA#

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname BUCARAMANGASW
BUCARAMANGASW(config)#vlan 1
BUCARAMANGASW(config-vlan)#vlan 10
BUCARAMANGASW(config-vlan)#vlan 30
BUCARAMANGASW(config-vlan)#int f0/20
BUCARAMANGASW(config-if)#switchport mode access
BUCARAMANGASW(config-if)#switchport access vlan 10
BUCARAMANGASW(config-if)#int f0/24
BUCARAMANGASW(config-if)#switchport mode access
BUCARAMANGASW(config-if)#switchport access vlan 30
BUCARAMANGASW(config-if)#int f0/1
BUCARAMANGASW(config-if)#switchport mode trunk

BUCARAMANGASW(config-if)#int vian 1
BUCARAMANGASW(config-if)#ip address 172.31.2.3 255.255.255.248
BUCARAMANGASW(config-ify#no shutdown

BUCARAMANGASW(config-if)#ip default-gateway 172.31.2.1
BUCARAMANGASW(config)#

BUCARAMANGASW(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to up
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%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to
up

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname TUNJASW
TUNJASW(config)#vlan 1
TUNJASW(config-vlan)#vlan 20
TUNJASW(config-vlan)#vlan 30
TUNJASW(config-vlan)#int f0/20
TUNJASW(config-if)#switchport mode access
TUNJASW(config-if)#switchport access vlan 20
TUNJASW(config-if)#int f0/24
TUNJASW(config-if)#switchport mode access
TUNJASW(config-if)#switchport access vlan 30
TUNJASW(config-if)#int fO/1
TUNJASW(config-if)#switchport mode trunk

TUNJASW(config-if)#

TUNJASW(config-if)#int vlan 1

TUNJASW(config-if)#ip address 172.3.2.11 255.255.255.248
TUNJASW(config-if)y#no shutdown

TUNJASW(config-if)#

TUNJASW(config-if)#ip default-gateway 172.3.2.9

TUNJASW(config)#

TUNJASW(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to
up

TUNJASW(config)#
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Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname CUNDINAMARCASW
CUNDINAMARCASW(config)#vlan 1
CUNDINAMARCASW(config-vlan)#vlan 20
CUNDINAMARCASW(config-vlan)#vlan 30
CUNDINAMARCASW(config-vlan)#vlan 88
CUNDINAMARCASW(config-vlan)#exit
CUNDINAMARCASW(config)#int f0/20
CUNDINAMARCASW(config-if)#switchport mode access
CUNDINAMARCASW(config-if)#switchport access vlan 20
CUNDINAMARCASW(config-if)#int f0/24
CUNDINAMARCASW(config-if)#switchport mode access
CUNDINAMARCASW(config-if)#switchport access vian 30
CUNDINAMARCASW(config-if)#int f0/10
CUNDINAMARCASW(config-if)#switchport mode access
CUNDINAMARCASW(config-if)#switchport access vian 88
CUNDINAMARCASW(config-if)#int f0/1
CUNDINAMARCASW(config-if)#switchport mode trunk

CUNDINAMARCASW(config-if)#

CUNDINAMARCASW(config-if)#int vian 1
CUNDINAMARCASW(config-if)#ip address 172.31.2.11 255.255.255.248
CUNDINAMARCASW(config-if)#no shutdown

CUNDINAMARCASW(config-if)#

CUNDINAMARCASW(config-if)#ip default-gateway 172.31.2.9
CUNDINAMARCASW(config)#

CUNDINAMARCASW(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to
up

CUNDINAMARCASW(config)#
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Autenticaclion |oca| con AAA.

BUCARAMANGA(config-line)#username administrador secret cisco12345
BUCARAMANGA(config)#aaa new-model

BUCARAMANGA(config)#aaa authentication login AUTH local
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#login authentication AUTH
BUCARAMANGA(config-line)#line vty 0 15
BUCARAMANGA(config-line)#login authentication AUTH

TUNJA(config-line)#username administrador secret cisco12345
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login AUTH local
TUNJA(config)#line console O

TUNJA(config-line)#login authentication AUTH
TUNJA(config-line)#line vty 0 15

TUNJA(config-line)#login authentication AUTH

CUNDINAMARCA(config-line)#username administrador secret cisco12345
CUNDINAMARCA(config)#aaa new-model

CUNDINAMARCA(config)#aaa authentication login AUTH local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication AUTH

CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#login authentication AUTH

Cifrado de contrasefas.

BUCARAMANGA(config)#service password-encryption
TUNJA(config)#service password-encryption

CUNDINAMARCA(config)#service password-encryption

Un maximo de internos para acceder al router.

BUCARAMANGA(config-line)#login block-for 5 attempts 4 within 60
TUNJA(config-line)#login block-for 5 attempts 4 within 60

CUNDINAMARCA(config-line)#login block-for 5 attempts 4 within 60
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Maximo tiempo de acceso al detectarataques.

BUCARAMANGA(config-line)#login block-for 5 attempts 4 within 60
TUNJA(config-line)#login block-for 5 attempts 4 within 60
CUNDINAMARCA(config-line)#login block-for 5 attempts 4 within 60

Establezca un servidor TFTP y almacene todos los archivos necesarios de los
routers.
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El DHCP deberéa proporcionar solo direcciones a los hosts de Bucaramangay

Cundinamarca.

TUNJA(config)#ip dhcp excluded-address 172.31.0.1
TUNJA(config)#ip dhcp excluded-address 172.31.0.65
TUNJA(config)#ip dhcp excluded-address 172.31.1.65
TUNJA(config)#ip dhcp excluded-address 172.31.1.1
TUNJA(config)#ip dhcp pool V10B
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#ip dhcp pool V30B
TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#ip dhcp pool V20C
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#ip dhcp pool V30C
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#
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BUCARAMANGA(config)#int f0/0.10
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#int f0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#end

BUCARAMANGA#

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

BUCARAMANGA#

CUNDINAMARCA(config)#int f0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA#
i | ‘

EERBPOLr & PE 7Y QAR BwE ?

53



atlran]n,
CI1SCO. C(Cisco Networking Academy Mind Wide Oy

® ‘ P ‘ o

FERBOLE AT a0 EgwE S
L@ T /s me @ B

akd > Sowrry  awoms

& o O e RETMRL SFE R e e »
Fades Lo B LRt

| Zaerbece

.‘ _ 4| suswwy "
W

A X T L LA

TagkaNLETE
PR

ST e Oty e
»i N - DU

P . el o

P Gmean

R T

min |
L mnns snamc g I
A e “w
1-’., R R e e i e e kil i is b A

LR R E N IEL Meees Wewy M CDw MM A

I

St '

<

1
i
3 D

EENAOrx it aas o B=a ?
Dol rme g B

s

e o gt b
—_—
& ter C ol 4
vzl
D ER & e

e T
L

-y s [N

»” a4 -
e \"(; Cuns T ceeg e

RE R
Poan

SELE AT LTSI LRI

ey

rouse

Ll 1
71 s 23244 ooty

. we

LR
Swraoes
‘ -!-/”-Ov;;‘a-"‘iv‘i-‘;v"ir‘il‘":’at*"at".-‘ii“’ob- @ O=
- 1 et = - "

| |

Sleommge- - Y

54



ll'lclllu
CISCO

_!‘

Cisco Networking Academy

BRSO Lfad@sdry ageamMOBg== 5
N @ /s med B
'-“. Ln:l:;l Phazkaly 9 e W

FENPE

L AR

CEI PR Ll s e
001 o] Vi) (LD il ot () ) Vast wents Cuet (o it (e

'T'ﬂ-v.«miu‘ —
o @ o -

El web server debera tener NAT estéatico y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

TUNJA(dhcp-config)#ip nat inside source static 172.31.2.28 209.165.220.4

TUNJA(config)#access-list 1 permit 172.0.0.0 0.255.255.255
TUNJA(config)#ip nat inside source list 1 interface f0/1 overload
TUNJA(config)#int fO/1

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#int f0/0.1

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int f0/0.20

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int f0/0.30

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int s0/0/0

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

TUNJA(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.3
TUNJA(config)#router ospf 1
TUNJA(config-router)#default-information originate
TUNJA(config-router)#

TUNJA#show ip route
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Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.165.220.3 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

C 172.3.2.8 is directly connected, FastEthernet0/0.1
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
0 172.31.0.64/26 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
C 172.31.0.128/26 is directly connected, FastEthernet0/0.20

C 172.31.0.192/26 is directly connected, FastEthernet0/0.30

0 172.31.1.0/26 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.1.64/26 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.2.0/29 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
0 172.31.2.8/29 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
O 172.31.2.24/29 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
C 172.31.2.32/30 is directly connected, Serial0/0/0

C 172.31.2.36/30 is directly connected, Serial0/0/1

C 209.165.220.0/24 is directly connected, FastEthernet0/1

S* 0.0.0.0/0 [1/0] via 209.165.220.3

TUNJA#

BUCARAMANGA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.33 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0O 172.3.2.8 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

C 172.31.0.0/26 is directly connected, FastEthernet0/0.10

C 172.31.0.64/26 is directly connected, FastEthernet0/0.30

0O 172.31.0.128/26 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
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0 172. 31 1. 0/26 [110/129] via 172.31. 2 33 00 23 42, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
C 172.31.2.0/29 is directly connected, FastEthernet0/0.1

0 172.31.2.8/29 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:24:02, Serial0/0/0
O*E2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:02:01, Serial0/0/0

BUCARAMANGA#

CUNDINAMARCA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.37 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

O 172.3.2.8 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

O 172.31.0.0/26 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
O 172.31.0.64/26 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
O 172.31.0.128/26 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
O 172.31.0.192/26 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.1.0/26 is directly connected, FastEthernet0/0.30

C 172.31.1.64/26 is directly connected, FastEthernet0/0.20

0O 172.31.2.0/29 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.2.8/29 is directly connected, FastEthernet0/0.1

C 172.31.2.24/29 is directly connected, FastEthernet0/0.88

0O 172.31.2.32/30 [110/128] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.2.36/30 is directly connected, Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:02:24, Serial0/0/0

CUNDINAMARCA#
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Minimum = lms, Maxlmus

TUNJA#show ip nat translation

Pro Inside global Inside local Outside local Outside global

icmp 209.165.220.1:1 172.31.1.2:1 209.165.220.3:1 209.165.220.3:1
icmp 209.165.220.1:2 172.31.1.2:2 209.165.220.3:2 209.165.220.3:2
icmp 209.165.220.1:3 172.31.1.2:3 209.165.220.3:3 209.165.220.3:3
icmp 209.165.220.1:4 172.31.1.2:4 209.165.220.3:4 209.165.220.3:4
--- 209.165.220.4 172.31.2.28 --- ---

TUNJA#

El enrutamiento debera tener autenticacion.

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#int s0/0/0

BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md5 ciscol23
BUCARAMANGA(config-if)#

CUNDINAMARCA(config)#int s0/0/0
CUNDINAMARCA(config-if)#ip ospf authentication message-digest

CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 ciscol123
CUNDINAMARCA(config-if)#

TUNJA#
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00:30:20: %OSPF-5-ADJCHG: Process 1, Nbr 1/2.31.2.34 on Serial0/0/0 from
FULL to DOWN, Neighbor Down: Dead timer expired

00:30:20: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
FULL to DOWN, Neighbor Down: Interface down or detached

TUNJA#
00:31:32: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Dead timer expired

00:31:32: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Interface down or detached

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#int s0/0/0

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 ciscol123
TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 ciscol23
TUNJA(config-if)#

00:31:40: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

TUNJA(config-if)#
00:31:42: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
LOADING to FULL, Loading Done

TUNJA(config-if)#

Listas de control de acceso.

CUNDINAMARCA(config-if)#access-list 111 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 111 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA(config-subif)#ip access-group 111 in
CUNDINAMARCA(config-subif)#
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Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo ala red
interna de Tunja.

CUNDINAMARCA(config-subif)#access-list 112 permit ip 172.31.1.0 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 112 deny ip any any
CUNDINAMARCA(config)#int f0/0.30

CUNDINAMARCA(config-subif)#ip access-group 112 in
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Los hosts de VLAN 10 en Cundinamarca si acceden a internety no alared
interna de Tunja.

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 80

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 21

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 20

TUNJA(config)#int 0/0.30

TUNJA(config-subif)#ip access-group 111 in

TUNJA(config-subif)#
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Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

BUCARAMANGA(config)#access-list 111 permitip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

BUCARAMANGA(config)#int f0/0.30

BUCARAMANGA(config-subif)#ip access-group 111 in
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Command P

C:\>ping 209.165.

Pinging 209.165.220.3 with 32 bytes of data:

5 in milli
= 4dms, Ave

[ Tep

Los hosts de VLAN 20 en Tunja solo acceden ala VLAN 20 de Cundinamarcay
VLAN 10 de Bucaramanga.

TUNJA(config-subif)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63

TUNJA(config)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.0.0
0.0.0.63

TUNJA(config)#int 0/0.20

TUNJA(config-subif)#ip access-group 112 in

TUNJA(config-subif)#
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Los hosts de VLAN 30 de Bucaramanga acceden ainternety a cualquier equipo

de VLAN 10.

BUCARAMANGA(config)#access-list 111 permitip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

BUCARAMANGA(config)#int f0/0.30

BUCARAMANGA(config-subif)#ip access-group 111 in
BUCARAMANGA(config-subif)#
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Physical Config Desktop Programming  Attributes

Command Prompt

C:\>ping 209.165.220.3

Pinging 209.165.220.3 with 32

ics for 20 3:
nt = 4, E ived = 4, Lost 0 (0% loss),
) nd trip ti in milli nds:
Minimum = Ims, Maximum dms, Ave

Los hosts de VLAN 10 en Bucaramanga acceden a lared de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

BUCARAMANGA(config-subif)#access-list 112 permitip 172.31.0.0 0.0.0.63
172.31.1.64 0.0.0.63

BUCARAMANGA(config)#access-list 112 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

BUCARAMANGA(config)#int f0/0.10

BUCARAMANGA(config-subif)#ip access-group 112 in
BUCARAMANGA(config-subif)#
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Command Prompt

Ping

Appro es in milli-:
Minimum dms, Avera

C:\>ping 172.31.0.130

o

Pinging 172.31.0.130 with 32

w oo
Il

Ims, Maximum = 4ms, Ave

Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.

BUCARAMANGA(config-subif)#access-list 113 deny ip 172.31.2.0 0.0.0.7
172.31.0.0 0.0.0.63

BUCARAMANGA(config)#access-list 113 deny ip 172.31.0.64 0.0.0.63
172.31.0.0 0.0.0.63

BUCARAMANGA(config)#access-list 113 permit ip any any
BUCARAMANGA(config)#int f0/0.10

BUCARAMANGA(config-subif)#ip access-group 113 out
BUCARAMANGA(config-subif)#

TUNJA(config)#access-list 113 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
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TUNJA:Conhg;#access-llst 113 aeny ip 172.3.0.192 0.0.0.63 172.31.0.128
0.0.0.63

TUNJA(config)#access-list 113 permit ip any any
TUNJA(config)#int f0/0.20
TUNJA(config-subif)#ip access-group 113 out
TUNJA(config-subif)#

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.1.0 0.0.0.63
172.31.1.64 0.0.0.63

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.2.24 0.0.0.7
172.31.1.64 0.0.0.63

CUNDINAMARCA(config)#access-list 113 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA(config-subif)#ip access-group 113 out
CUNDINAMARCA(config-subif)#
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Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo alos routers e internet.

BUCARAMANGA(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
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BUCARAMANGA:conhg;#hne vty 0 15

BUCARAMANGA(config-line)#access-class 3 in
BUCARAMANGA(config-line)#

TUNJA(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
TUNJA(config)#line vty 0 15
TUNJA(config-line)#access-class 3 in

CUNDINAMARCA(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 15
CUNDINAMARCA(config-line)#access-class 3 in
CUNDINAMARCA(config-line)#
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P BUCATANVANGASW ‘=& 23]

Prysical  Config -t Antnbutes

10S Command Lo Interface

BUCARAMANGASW>en
BUCARAMANGASW#telnet 172.31.2.1
Trying 172.31.2.1 ...OpenCuidado Acceso Restringido

User Accesa Verification

Username: administrador
Password:
BUCARAMANGA>en
Password:

Password:

Ciri+F6 to exit CLI focus Copry Paste

] Top

|
!

i
5
%

B TUNLASW
Fhysesd  Camg LU Aeibites
—

105 Commans Los Intadacs

TUNJASW>en
TINJASWEtelnet 172.31.2.9
Trying 192.31.2.9 ...0ptnCuitdado Maceso Rexhreingido

User Accezs Verification

Uasrname: administrador
Eagsword:
CINDINAMARCA>en
Foosiswtrreds

CINDINAMARCA#

Cae+F8 10 et CLl fozus Copy [ Paste }

(T

1. VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.

70



vl | Il l I
CISCO. C(isco Networking Academy Mind Wide Open
|

Conclusiones

Puedo concluir con el desarrollo del presente trabajo haber podido realizar la
practica mediante la configuraciéon de las Vlans. Los puestos troncales de acceso,
los encapsulamientos y seguridad en Swichs siguiendo los protocolos de
conectividad para el trasporte de datos sea 0 no admitida segun la configuracion.
Se ha evidenciado la ejecucion de la practica realizando ping en los dispositivos
para ver su funcionamiento como también se hizo la verificacion en portal Web. De
este modo se cumple lo propuesto en la guia de trabajo.
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