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GLOSARIO

ARP: (Address Resolution Protocol, protocolo de resolucion de direccione) Un
protocolo que proporciona asignacion dindmica entre las direcciones IP y las
direcciones Ethernet. ARP sélo se utiliza con redes IPv4. Las redes IPv6 utilizan el
protocolo ND (Neighbor Discovery) para convertir direcciones de protocolo. Para
obtener mas informacion, consulte RFC 826.

BYTE: Una unidad de datos que suele ser de ocho bits.

DHCP: Protocolo que permite la configuracion automatica de red de los hosts de
una red TCP/IP mediante un mecanismo de cliente-servidor.

DIRECCION IP: Direccion que se utiliza para identificar un equipo o dispositivo en
una red.

DNS: Domain name system, sistema de nombre de dominio Un servicio que
proporciona las directivas y los mecanismos de nomenclatura para la asignacion de
dominio y los nombres del equipo para direcciones fuera de la empresa, como las
de Internet.

ETHERNET: Protocolo de red estandar de IEEE que especifica la forma en que se
colocan los datos y se recuperan de un medio de transmisién comun.

FIBRA: Medio de transmision empleado habitualmente en redes de datos; un hilo
muy fino de material transparente, vidrio o materiales plasticos, por el que se envian
pulsos de luz que representan los datos.

GATEWAY: Equipos para interconectar redes.

HTTP: Protocolo de comunicaciones utilizado para conectarse a servidores de la
World Wide Web.

MASCARA DE RED: Cadigo de direccion que determina el tamafio de la red.
MULTIFUSION: Envio de datos a un grupo de destinos a la vez.

PING: Utilidad de Internet que se utiliza para determinar si una direccion IP
determinada esta en linea.



INTRODUCCION

El presente trabajo contiene la evidencia de la solucion del ejercicio de escenarios
propuestos en el diplomado de profundizacibn CISCO, donde se plasma el
conocimiento tedrico y practico de los modulos estudiados CCNAL1 y CCNA2, donde
se demuestran las habilidades adquiridas en el diplomado de profundizacion,
desarrollando dos escenarios que plasman un ejercicio real de administracion y
configuracion de redes.



JUSTIFICACION

El diplomado de CISCO - Disefio e Implementacion de Soluciones Integradas LAN
/ WAN, es una de las opciones de grado de la Universidad Nacional Abierta y a
Distancia UNAD, ya que logra complementar y brindar herramientas de
conocimiento en el area de administracion de redes a los ingenieros de sistemas,
comunicaciones o de carreras afines.
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OBJETIVOS

Durante el desarrollo de los ejercicios solicitados se busca desarrollar habilidades
practicas y tedricos donde se garantice el conocimiento para la administracién de
Switch, Router y Servidores entre otros componentes que conforma una red
computacional. El desarrollo de los escenarios propuestos busca también
evidenciar los conocimientos en las técnicas adquiridas de la segmentacién y
configuracion de los dispositivos en aras de garantizar la seguridad y la
disponibilidad del servicio que se brindan al usuario final de la red.
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PROPUESTA ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante seré el administrador de la red, el cual debera configurar
einterconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demds aspectos que forman parte de la topologia de red.

Topologia de red
Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con el
namero de hostsrequeridos.

Parte 2: Considerar la asignacién de los parametros basicos y la detecciéon de vecinos
directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.
Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacion entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento enlared. Parte
6: Configuracion final.
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Figura 1. Escenario nimero 1

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnéstico y dejar los equipos listos para su configuracion
(asignarnombres de equipos, asignar claves de seguridad, etc.).

Realizar la conexion fisica de los equipos con base en la topologia de red Configurar
la topologia de red, de acuerdo con las siguientes especificaciones.
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SOLUCION DE LOS ESCENARIOS

ESCENARIO 1
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Figura 2. Escenario simulado niumero 1

Parte 1: Asignacion de direcciones IP:

Se debe dividir (subnetear) la red creando una segmentacion en ocho partes, para
permitir crecimiento futuro de la red corporativa.

Respuesta. Tomara la siguiente mascara /27 = 255.255.255.224

Subneteo de lared 192.168.1.0

DIRECCIO PRIME | ULTIMA
NDERED |ClI | MASCAR |GATEW |RA IP|IP BROAD
DR | A AY DISPO | DISPON | CAST
NIBLE |IBLE
Red | 192.168.1. |27 |255.255.2 | 192.168 | 192.168 | 192.168. | 192.168
1 0 55.224 1.1 1.2 1.30 1.31
Red | 192.168.1. |27 |255.255.2 | 192.168 | 192.168 | 192.168. | 192.168
2 32 55.224 .1.33 1.34 1.62 .1.63
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Red | 192.168.1. |27 |255.255.2 | 192.168 | 192.168 | 192.168. | 192.168
3 64 55.224 .1.65 .1.66 1.94 1.95
Red | 192.168.1. |27 |255.255.2 | 192.168 | 192.168 | 192.168. | 192.168
4 96 55.224 1.97 .1.98 1.126 1.127
Red | 192.168.1. |27 |255.255.2 | 192.168 | 192.168 | 192.168. | 192.168
5 128 55.224 1.129 .1.130 1.158 1.159
Red | 192.168.1. |27 |255.255.2 | 192.168 | 192.168 | 192.168. | 192.168
6 160 55.224 1.161 1.162 1.190 1.191
Red | 192.168.1. |27 |255.255.2 | 192.168 | 192.168 | 192.168. | 192.168
7 192 55.224 .1.193 1.194 1.222 1.223
Red | 192.168.1. |27 |255.255.2 | 192.168 | 192.168 | 192.168. | 192.168
8 224 55.224 1.225 1.226 1.254 .1.255

Configuracion de seguridad para el Router Bogota Medellin y Cali, con enable
password, enable secret , contrasefia al Puerto Auxiliar, Password para la Consola
,Password a Telnet , Banners y encriptacion de passwords.

R1 MEDELLIN =
R1#show running-config Building configuration...

Current configuration : 994 bytes
|

version 15.1
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no service timestamps log datetime msec no service timestamps debug datetime
msec

service password-encryption
|

hostname R1
!
I
|

enable password 7 08701E1D5D4C53404A52
!
!
!
!
!
!

no ip cef no ipv6 cef

license udi pid CISC02911/K9 sn FTX1524S663-

spanning-tree mode pvst
!
!
!
!
!
|

interface GigabitEthernet0/0 no ip address duplex auto
speed auto shutdown
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interface GigabitEthernetO/1 no ip address duplex auto
speed auto shutdown

!

interface GigabitEthernet0/2 no ip address duplex auto
speed auto shutdown

!

interface Serial0/0/0

ip address 192.168.1.99 255.255.255.224

clock rate 2000000

!

interface Serial0/0/1 no ip address

clock rate 2000000 shutdown

|

interface Vlanl no ip address shutdown
!

router eigrp 200

network 192.168.1.0 0.0.0.31

network 192.168.1.0

|

ip classless
|

ip flow-export version 9
|

line con O

password 7 08701E1D5D4C53404A52
login

!



line aux O
I

iine vty 0 4 login
!

!

!

end

R2BOGOTA =
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R2#SHOW RUNnRing-config Building configuration...

Current configuration : 1504 bytes

!

version 15.1

no service timestamps log datetime msec no service timestamps
debug datetime msec service password-encryption
!

hostname R2

!

!

!

enable password 7 08701E1D5D4C53404A52

no ip cef no ipv6 cef

!

!

!

username cisco password 7 08701E1D5D4C53
!

|

license udi pid CISC02911/K9 sn FTX152490H2-
!
!
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spanning-tree mode pvst
!
!
!
!
!
|

interface GigabitEthernet0/0 no ip address duplex auto
speed auto shutdown

!

interface GigabitEthernet0/1 no ip address duplex auto
speed auto shutdown

!

interface GigabitEthernet0/2 no ip address duplex auto
speed auto shutdown

!

interface Serial0/0/0

ip address 192.168.1.98 255.255.255.224

|

interface Serial0/0/1
ip address 192.168.1.130 255.255.255.224
I

interface GigabitEthernet0/1/0 no ip address
shutdown
|

interface FastEthernet0/2/0
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switchport mode access
|

interface FastEthernet0/2/1 switchport mode access
|

interface FastEthernet0/2/2 switchport mode access
|

interface FastEthernet0/2/3 switchport mode access
|

interface FastEthernet0/3/0 switchport mode access
|

interface FastEthernet0/3/1 switchport mode access
|

interface FastEthernet0/3/2 switchport mode access
|

interface FastEthernet0/3/3 switchport mode access
|

interface Vlanl no ip address shutdown
!

router eigrp 200

network 192.168.1.0 0.0.0.31

network 192.168.1.0

|

ip classless
|

ip flow-export version 9
!

line con O
password 7 08701E1D5D4C53404A52
login
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line aux O
I

iine vty O 4 login
!

!

!

end

R3CALI =
R3#SHOW RUNnRing-config Building configuration...

Current configuration : 995 bytes

!

version 15.1

no service timestamps log datetime msec no service timestamps debug
datetime msec

service password-encryption

!

hostname R3

!

!

!

enable password 7 08701E1D5D4C53404A52

no ip cef no ipv6 cef

!
!
!
!
license udi pid CISC02911/K9 sn FTX1524RH8Q-
!
!
!
!
!
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spanning-tree mode pvst
!
!
!
!
!
|

interface GigabitEthernet0/0 no ip address duplex auto
speed auto shutdown

!

interface GigabitEthernet0/1 no ip address duplex auto
speed auto shutdown

!

interface GigabitEthernet0/2 no ip address duplex auto
speed auto shutdown

!

interface Serial0/0/0

ip address 192.168.1.131 255.255.255.224

clock rate 2000000

!

interface Serial0/0/1 no ip address

clock rate 2000000 shutdown

|

interface Vlanl no ip address shutdown
|

router eigrp 200



network 192.168.1.0 0.0.0.31

network 192.168.1.0
I

Ip classless
|

ip flow-export version 9
!

line con O

password 7 08701E1D5D4C53404A52
login

|

line aux O
I

line vty 0 4 login
!

!

!

end

R3#

Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

R1IMEDELLIN =
R1#SHOW IP ROute

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP D - EIGRP,
EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF
external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area

- candidate default, U - per-user static route, o - ODR P - periodic downloaded static

route

22
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Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 3 subnets, 2 masks C 192.168.1.96/27 is
directly connected, Serial0/0/0

L 192.168.1.99/32 is directly connected, Serial0/0/0

D 192.168.1.128/27 [90/2681856] via 192.168.1.98, 00:19:16, Serial0/0/0

R1#

¥ MEDELLIN d X

Physical  Config _ CLI  Aftributes

10S Command Line Interface

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/1/5 ms

Target IP address: 192.1€8.1.131
100

to 192.1€8.1.131, timeout is 2 seconds:

R12
R12

RLESHOW IP RO
RLESHOW IP ROute
Codes: L - local, C - connected, S - static, R - RIP, ¥ - mobile, B - BGP

, 00:1%:1€, Serialo/0/0

= 617p.m.
Vi KB O © £ o= A ABD) B yy

Figura 3. tabla de enrutamiento R1

R2BOGOTA =

R2#SHOW IP ROute

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP D - EIGRP,
EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF
external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area

- candidate default, U - per-user static route, o - ODR P - periodic downloaded static
route

Gateway of last resort is not set
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192.168.1.0/24 is variably subnetted, 4 subnets, 2 masks C 192.168.1.96/27 is
directly connected, Serial0/0/0

L 192.168.1.98/32 is directly connected, Serial0/0/0 C 192.168.1.128/27 is directly
connected, Serial0/0/1 L 192.168.1.130/32 is directly connected, Serial0/0/1

R2#

¥ BOGOTA - 8 x

Physical  Config LI Attributes

10S Command Line Interface

11111

11111

619p.m.
LS RO - g |

Figura 4. tabla de enrutamiento R2

R3CALI =

R3#SHOW IP ROUTE

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP D - EIGRP,
EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF
external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area

- candidate default, U - per-user static route, o - ODR P - periodic downloaded static
route

Gateway of last resort is not set
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192.168.1.0/24 is variably subnetted, 3 subnets, 2 masks

D 192.168.1.96/27 [90/2681856] via 192.168.1.130, 00:22:27, Serial0/0/0

C 192.168.1.128/27 is directly connected, Serial0/0/0 L 192.168.1.131/32 is directly
connected, Serial0/0/0

R3#

Verificar el balanceo de carga que presentan los routers.

R1IMEDELLIN =

R1#SHOW IP ROUTE 192.168.1.0

Routing entry for 192.168.1.0/24, 3 known subnets Attached (2 connections)
Variably subnetted with 2 masks Redistributing via eigrp 200, eigrp 200

C 192.168.1.96/27 is directly connected, Serial0/0/0 192.168.1.99/32 is directly
connected, Serial0/0/0

D 192.168.1.128/27 [90/2681856] via 192.168.1.98, 00:32:53, Serial0/0/0 R1#

R2BOGOTA =

R2#SHOW IP ROUte 192.168.1.0

Routing entry for 192.168.1.0/24, 4 known subnets Attached (4 connections)
Variably subnetted with 2 masks Redistributing via eigrp 200, eigrp 200

C 192.168.1.96/27 is directly connected, Serial0/0/0 192.168.1.98/32 is directly
connected, Serial0/0/0

C 192.168.1.128/27 is directly connected, Serial0/0/1 192.168.1.130/32 is directly
connected, Serial0/0/1

R2#

R3CALI =
R3#SHOW IP ROUTE 192.168.1.0
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Routing entry for 192.168.1.0/24, 3 known subnets Attached (2 connections)
Variably subnetted with 2 masks Redistributing via eigrp 200, eigrp 200

D 192.168.1.96/27 [90/2681856] via 192.168.1.130, 00:35:08, Serial0/0/0

C 192.168.1.128/27 is directly connected, Serial0/0/0 192.168.1.131/32 is directly
connected, Serial0/0/0

R3#

Realizar un diagnéstico de vecinos usando el comando cdp.

R1IMEDELLIN =

R1#SHOW CDp NEighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch,
H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID R2 Ser 0/0/0 168 R
C2900 Ser 0/0/0

¥ MEDELLIN o X
Physical  Config CL Attributes.
e
10S Command Line Interface
~
User Access Verification
Password:
Password:
RI>CONF
Translating "CONE"...domain server (255.285.255.255)

% Unknown command or computer name, or unable to find computer address

Password:
R1$SHOW IP ROUTE
R1$SHOW IP ROUTE 192.1€8.1.0

RI$SHOW CD
RI$SHOW CDp NE

R1$SHOW CDp NEighbors
Capability Codes: R - Route

Device ID  Local Intrfce
R2 Ser 0/0/0 2
R12 v

Ctri+F to exit CLI focus Copy Paste

[0 mp

624p.m.
9/12/2019 D

B A m Q) ESP

Figura 5. diagnéstico de vecinos R1
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R2BOGOTA =

R2#SHOW CDP NEighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch,
H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID R3 Ser 0/0/1 169 R
C2900 Ser 0/0/0

R1 Ser 0/0/0 149 R C2900 Ser 0/0/0 R2#

¥ BOGOTA - X
Physical Config CL Attributes

10S Command Line Interface

192.168.1.98/32 is
c 192.1€8.1.128/27 is
192.1€8.1.130/32 is directly connected, S

! 625p.m.
LA tm Q) ESP N )

Figura 6. diagndstico de vecinos R2

R3CALI =

R3#SHOW CDP NEighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch,
H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID R2 Ser 0/0/0 122 R
C2900 Ser 0/0/1

R3#
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10S Command Line Interface

21, =
192.168.1.131/32 is directly connectes

R3

r3z

R3t

R3$SHOW CDP NE

R3$SHOW CDP NEighbors

Capability Co R -
H

des:
Device ID  Loca.
se

Ciri+F8 to exit CLI focus Copy Paste

O e

626p.m.
9/12/2019 D

£ A @ ) ESP

Figura 7. diagndstico de vecinos R3

Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

PRUEBAS R1 HACIA LAS 2 PUNTAS BOGOTA Y

MEDELLIN

Prueba de conectividad R1 hacia R2 a la interfaz que tiene 192.168.1.98
R1#ping Protocol [ip]:

Target IP address: 192.168.1.98 Repeat count [5]: 100

Datagram size [100]: 100 Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 192.168.1.98, timeout is 2 seconds:
LT T T T T

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/1/6 ms
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Prueba de conectividad R1 hacia R2 a la interfaz que tiene 192.168.1.130

R1#ping Protocol [ip]:

Target IP address: 192.168.1.130 Repeat count [5]: 100
Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 192.168.1.130, timeout is 2 seconds:
R RN

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/1/5 ms

Prueba de conectividad R1 hacia R3 a la interfaz que tiene 192.168.1.131

R1#ping Protocol [ip]:

Target IP address: 192.168.1.131 Repeat count [5]: 100
Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:
LT T T T T

Success rate is 100 percent (100/100), round-trip min/avg/max = 2/3/12 ms



30

¥ MEDELLIN o X

Physical  Config _ CLI  Aftributes

10S Command Line Interface

Ciri+F6 to exit CLI focus Copy Paste

alp.m.

Vi X8 O © £ £ oAEmE) B g

Figura 8. evidencia ping desde R1 Medellin

PRUEBAS R2 HACIA LAS 2 PUNTAS CALI Y MEDELLIN

Prueba de conectividad R2 hacia R1 a la interfaz que tiene 192.168.1.99
R2>EN

Password:

R2#ping Protocol [ip]:

Target IP address: 192.168.1.99 Repeat count [5]: 100

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 192.168.1.99, timeout is 2 seconds:
T T,

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/1/10 ms
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Prueba de conectividad R2 hacia R3 a la interfaz que tiene 192.168.1.131

R2#ping Protocol [ip]:

Target IP address: 192.168.1.131 Repeat count [5]: 100
Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:
R RN

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/1/10 ms

¥ B0oGOTA . X

Physical  Config _ CLI  Aftributes

10S Command Line Interface

R2g

Ctri+F6 to exit CLI focus Copy Paste

= ! 845p.m.
Wi X8 O ©¢ £ LA wE ) EP 9/12/2019 -

figura 9. evidencia ping desde R2 Bogota
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PRUEBAS R3 HACIA LAS 2 PUNTAS BOGOTA Y MEDELLIN

Prueba de conectividad R3 hacia R2 a la interfaz que tiene 192.168.1.98
R3#ping Protocol [ip]:

Target IP address: 192.168.1.98 Repeat count [5]: 100

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 192.168.1.98, timeout is 2 seconds:
R RN

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/1/4 ms

Prueba de conectividad R3 hacia R2 a la interfaz que tiene 192.168.1.130
R3#ping Protocol [ip]:

Target IP address: 192.168.1.130 Repeat count [5]: 100

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 192.168.1.130, timeout is 2 seconds:
LT T T T

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/1/4 ms

Prueba de conectividad R3 hacia R1 a la interfaz que tiene 192.168.1.99

R3#ping Protocol [ip]:

Target IP address: 192.168.1.99 Repeat count [5]: 100

Datagram size [100]: Timeout in seconds [2]: Extended commands [n]: Sweep range
of sizes [n]:

Type escape sequence to abort.
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Sending 100, 100-byte ICMP Echos to 192.168.1.99, timeout is 2 seconds:
TR e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Success rate is 100 percent (100/100), round-trip min/avg/max = 2/3/9 ms
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te is 100 percent (100/100), round-trip min/avg/max = 1/1/4 ms

ress: 192.168.1.130
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is 100 percent (100/100), round-trip min/avg/max = 1/1/4 ms
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Figura 10. evidencia ping desde R3 Cali

Parte 3: Configuracion de Enrutamiento.

Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

ASIGNACION DEL PROTOCOLO EIGRP A R1 MEDELLIN:

R1>EN

Password:

R1#CONFIGURE R1#CONFIGURE TERMINAI

Enter configuration commands, one per line. End with CNTL/Z.
R1(config#ROUTER EIGRP 200

R1(config-router)#NETW

R1(config-router)# NETWORK 192.168.1.0 0.0.0.255
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RESULTADO DEL RUNNING-CONFIG QUE DEMUESTRA
QUE EL PROTOCOLO EIGRP CON EL AS 200 ESTA EN
FUNCIONANMIENTO:

interface Serial0/0/0

ip address 192.168.1.99 255.255.255.224
clock rate 2000000

!

interface Serial0/0/1 no ip address

clock rate 2000000 shutdown

|

interface Vlanl no ip address shutdown
!

router eigrp 200

network 192.168.1.0 0.0.0.31

network 192.168.1.0
I

ASIGNACION DEL PROTOCOLO EIGRP A R2 BOGOTA

User Access Verification Password:

R2>en Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z. R2(config)#router ei
R2(config)#router eigrp 200

R2(config-router)#network 192.168.1.0 0.0.0.255 R2(config-router)#exit

RESULTADO DEL RUNNING-CONFIG QUE DEMUESTRA
QUE EL PROTOCOLO EIGRP CON EL AS 200 ESTA EN
FUNCIONANMIENTO:

interface Serial0/0/0
ip address 192.168.1.98 255.255.255.224
I

interface Serial0/0/1
ip address 192.168.1.130 255.255.255.224
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interface GigabitEthernet0/1/0 no ip address
shutdown
|

interface FastEthernet0/2/0 switchport mode access
|

interface FastEthernet0/2/1 switchport mode access
|

interface FastEthernet0/2/2 switchport mode access
|

interface Vlanl no ip address shutdown
!

router eigrp 200

network 192.168.1.0 0.0.0.31

network 192.168.1.0

ASIGNACION DEL PROTOCOLO EIGRP A R3 CALI

R3>EN

Password:

R3#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ROUTER EI

R3(config)#ROUTER Elgrp 200

R3(config-router)#NETwork 192.168.1.0 0.0.0.255 R3(config-router)#EXIT

RESULTADO DEL RUNNING-CONFIG QUE DEMUESTRA QUE EL PROTOCOLO
EIGRP CON EL AS 200 ESTA EN FUNCIONANMIENTO:

!

interface Serial0/0/0

ip address 192.168.1.131 255.255.255.224

clock rate 2000000
!
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interface Serial0/0/1 no ip address
clock rate 2000000 shutdown
|

interface Vlanl no ip address shutdown

|

router eigrp 200

network 192.168.1.0 0.0.0.31

network 192.168.1.0

|

Verificar si existe vecindad con los routers configurados con EIGRP. R1_MEDELLIN
R1#SHOW CDP NEighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch,
H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID R2 Ser 0/0/0 129 R
C2900 Ser 0/0/0

User Access Werification

Passwor d:
R1#5HOW CLDP NE
R1#5HOW CDP NEighbors
Capability Codes: R — Router, T — Trans Bridge, B - Source Route Bridge

5§ — Switch, H — Host, I - IGMP, r — Repeater, P — Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID
RZ Ser 0/0/0 125 =1 czsao Ser O0/0/0
R1E

Cir+F& to exit CLI focus

[ ®op

Figura 11. evidencia que tiene como vecino a R2 Bogota
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R2_BOGOTA

R2#SHOW CDP NEighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch,
H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform PortID R3 Ser 0/0/1 156 R
C2900 Ser 0/0/0

R1 Ser 0/0/0 158 R C2900 Ser 0/0/0

¥ BoGOTA - X

sssssssssss

ip flow-export version S

55555

11111

%10 p.m

M W X2 O ¢ £ o= B A~ tm ) ESP SBATD =

Figura 12. evidencia que tiene como vecino a R1y a R3

R3_CALI

R3#SHOW CDp NEighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch,
H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID R2 Ser 0/0/0 160 R
C2900 Ser 0/0/1
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¥ caul - X
Physical Config CLI Aftributes.
I0S Command Line Interface

T -~
ip classless

ip flow-export version %

.

.

.

line con 0

passuord T

1ogin

line aux 0

line vty 0 4

login

.

end

R3e

Rat

R3z

Rat

R3z

R3sSHOW CD

R3gSHOW Cop NE

R3#SHOW CDp NEighbors

Capability Codes: R - Router, T - Trans Bridge, B - Scurce Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID  Local Intrfce Holdtme  Capability Platform  Dort ID

R2 Ser 0/0/0 160 2 cas00 Sexr 0/0/1

R3s v
Ctri+F8 to exit CLI focus. Copy Paste

Con

@) B S (o

9/12/2019

Figura 13. evidencia que tiene como vecino a R2 Bogota

Realizar la comprobacion de las tablas de enrutamiento en cada uno de los routers
para verificar cada una de las rutas establecidas.

R1IMEDELLIN =

¥ MEDELLIN - X

Physical  Config Atributes

10S Command Line Interface

User Access Verification

CHreFS 1o exct CLI focus Copy Paste

Owe

vi X8 © £ A Q) P

Figura 14. tablas de enrutamiento
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RUTAS ESTABLECIDAS EN MEDELLIN HACIA BOGOTA Y LA RED DE CALI.

R2_BOGOTA=

¥ BOGOTA

Physical ~ Config _ CLI_ Aftributes

10S Command Line Interface

line vey 0 4
login

R2%

R22

R2$SHOW CDP NE

R22SHOW CDP NEighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID  Local Intrfce Holdtme  Capability Platform  Port ID
Ser 0/0/1 1s¢ R c2s00 Ser 0/0/0

RL Ser 0/0/0 1s8 B c2300 Ser 0/0/0

R2g

R22

R2g
R2$SHOW IP ROUTE
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EZIGRP external, O - OSPF, IA - OSPF inver area
N1 - OSPF NSSA extvernal type 1, N2 - OSPF NSSA extvernal type 2

El - OSPF external type 1, - OSPF external type 2, E - ZGP
i - IS-IS, Ll - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

152.168.1.0/24 is variably subnetted, 4 subnets, 2 masks
192.1€8.1.56/27 is directly connected, Serial0/0/0

Ctrl+F6 to ext CLI focus Copy Paste

O wop

A @ Q) ESP

Figura 15. tablas de enrutamiento Medellin hacia Bogota

RUTAS ESTABLECIDAS EN BOGOTA HACIA MEDELLIN Y LA RED DE CALI.
R3_CALI =
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Physical  Config Ll Attributes.

10S Command Line Interface

11111
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9/12/2019

figura 16. tablas de enrutamiento Bogota hacia Medellin y la red de Cali

RUTAS ESTABLECIDAS EN CALI HACIA BOGOTA Y LA RED DE MEDELLIN

Realizar un diagndstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de
la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

PRUEBAS DESDE UN EQUIPO DE LA RED DE CALI REALIZA PING A UN
ORDENADOR DE LA RED DE MEDELLIN
PRUEBA EXITOSA.

C:\>ipconfig

FastEthernetO Connection:(default port)

Link-local IPv6 Address. : FE80::200:CFF:FE97:BED3
IP Address. :192.168.1.66

Subnet Mask. : 255.255.255.224

Default Gateway. :192.168.1.65

Bluetooth Connection:
Link-local IPv6 Address.
IP Address. :0.0.0.0
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Subnet Mask. :0.0.0.0
Default Gateway. :0.0.0.0

C:\>ping 192.168.1.35
Pinging 192.168.1.35 with 32 bytes of data:

Reply from 192.168 1.35: bytes=32 time=2ms TTL=125
Reply from 192.168 1.35: bytes=32 time=2ms TTL=125
Reply from 192.168 1.35: bytes=32 time=2ms TTL=125
Reply from 192.168 1.35: bytes=32 time=2ms TTL=125

Ping statistics for 192.168.1.35:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), Approximate round trip times
in milli-seconds:

Minimum = 2ms, Maximum = 2ms, Average = 2ms C:\>

¥ rc2 - X

%32p.m.
oporaoe

Wl XBE © © £ p= B A @ D) ESP

Figura 17. Evidencia ping.

EL SERVIDOR DE LA RED DE BOGOTA TIENE LA SIGUIENTE IP = 192.168
1.2/27
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SE REALIZA PING DESDE EL MISMO ORDENADOR CON LA IP
192.168.1.66/27(ordenador en Cali) HACIA 192.168.1.2/27(servidor en Bogot4)

C:\>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time=1ms TTL=126 Reply from 192.168.1.2:
bytes=32 time=1ms TTL=126 Reply from 192.168.1.2: bytes=32 time=1ms TTL=126
Reply from 192.168.1.2: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.1.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), Approximate round trip times
in milli-seconds: Minimum = 1ms, Maximum = 1ms, Average = 1ms

C:\>

B opc - X

=]

B e G £ R Ay sp HPM

9/12/2019

Figura 18. Evidencia ping.

Parte 4: Configuracion de las listas de Control de Acceso.

Las condiciones para crear las ACL son las siguientes:
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Cada router debe estar habilitado para establecer conexiones Telnet conlos demas
routers y tener acceso a cualquier dispositivo en lared.

Se configura en acceso a telnet con hasta 16 sesiones en simultaneo
R1 MEDELLIN:

R1_medellin=

R1>en Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z. R1(config)#line vty
015

R1(config-line)#password 123456789 R1(config-line)#login

R1(config-line)#exit R1(config)#

Se configura en acceso a telnet con hasta 16 sesiones en simultaneo R2_BOGOTA:
R2>en Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z. R2(config)#line vty
R2(config)#line vty 0 15

R2(config)#line vty 0 15 R2(config-line)#pass

R2(config-line)#password 123456789 R2(config-line)#login

R2(config-line)#exit R2(config)#exit

Se configura en acceso a telnet con hasta 16 sesiones en simultaneo R3_CALI:
R3>en

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z. R3(config)#line vt
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R3(config)#line vty 0 15
R3(config-line)#password 123456789 R3(config-line)#login
R3(config-line)#exit R3(config)#exit

Se configura el acl en r1_medellin= R1#conf t

Enter configuration commands, one per line. End with CNTL/Z. R1(config)#acce
R1(config)#access-list 10 de

R1(config)#access-list 10 deny 192.168.1.64 0.0.0.31 RZ1(config)#inter
gigabitEthernet 0/0

R1(config-if)#ip access-group 10 out R1(config-if)#exit

R1(config)#access-list 11 permit host 192.168.1.2 R1(config)#interface g0/0
R1(config-if)#ip access-group 11 out R1(config-if)#exit

R1(config)#

Se crea el Access list 10 donde se restringe la salida hacia cualquier equipo que no
esté en su red.

Luego se crea el Access list 11 donde se indica que tiene acceso al host 192.168.1.2
el cual es el servidor de Bogota.

Se configura el acl en R3_cali= R3>en

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z. R3(config)#access-
list 12 deny 192.168.1.32 0.0.0.31

R3(config)#access-list 13 permit host 192.168.1.2 R3(config)#inter g0/0
R3(config-if)#ip access-group 12 out R3(config-if)#ip access-group 13 out
R3(config-if)#exit

R3(config)#
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Se crea el Access list 12 donde se restringe la salida hacia cualquier equipo que no
esté en su red.

Luego se crea el Access list 13 donde se indica que tiene acceso al host 192.168.1.2
el cual es el servidor de Bogota.

De la siguiente manera solo el host 192.168.1.2 del que pertenece alsegmento de
red 192.168.0.0/27 puede accesar a todos los equipos de la red siendo este el
server de administracion.

El equipo WS1 y el servidor se encuentran en la subred de administraciéon. Solo el
servidor de la subred de administracién debe tener acceso a cualquier otro
dispositivo en cualquier parte de lared.

Fie Edt Options View Tools Extensions Help

EiER%O0rhkeoderd aaQaaoE 58 ?
SHo@n o med S
x 820, y: 444 woo(_ ) C HC HC awn
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192.168.1.35
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2960-24TT
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Tc’i‘r' 192168133 o) 192.168.1.99127 192.168.1.131 2911 192.168.1.6527 -
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2960-24TT
SwitchCali

192.168.1.36 192.168.1.67/27

Time: 07:01:29 ( i
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Figura 19. Direccionamiento topologia.

Se realiza ping hacia 2 host lan, uno de Cali y otro de Medellin y no se tiene
respuesta desde el wsl que pertenece a la subred de administracion:

C:\>ipconfig
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FastEthernetO Connection:(default port)

Link-local IPv6 Address. : FE80::2EQ0:F7FF:FE03:179E
IP Address. :192.168.1.5

Subnet Mask. . 255.255.255.224

Default Gateway. :192.168.1.1

Bluetooth Connection:

Link-local IPv6 Address.

IP Address. :0.0.0.0

Subnet Mask. :0.0.0.0

Default Gateway. :0.0.0.0

C:\>ping 192.168.1.35

Pinging 192.168.1.35 with 32 bytes of data:

Reply from 192.168.1.99: Destination host unreachable. Reply from 192.168.1.99:
Destination host unreachable. Reply from 192.168.1.99: Destination host
unreachable. Ping statistics for 192.168.1.35:

Packets: Sent = 3, Received = 0, Lost = 3 (100% loss), Control-C

C:\>ping 192.168.1.66

Pinging 192.168.1.66 with 32 bytes of data:

Reply from 192.168.1.131: Destination host unreachable. Reply from 192.168.1.131.:
Destination host unreachable. Ping statistics for 192.168.1.66:

Packets: Sent = 2, Received = 0, Lost = 2 (100% loss), Control-C
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Figura 20. Evidencia ping

Pero si se realiza desde el servidor si se tiene una respuesta hacia los mismos
equipos=

C:\>ipconfig

FastEthernetO Connection:(default port)

Link-local IPv6 Address. : FE80::20C.CFFF:FE44:751C
IP Address. :192.168.1.2

Subnet Mask. : 255.255.255.224

Default Gateway. :192.168.1.1

C:\>ping 192.168.1.35

Pinging 192.168.1.35 with 32 bytes of data:

Reply from 192.168 1.35: bytes=32 time=2ms TTL=126

Reply from 192.168 1.35: bytes=32 time=5ms TTL=126

Reply from 192.168 1.35: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.1.35:

Packets: Sent = 3, Received = 3, Lost = 0 (0% loss), Approximate round trip times
in milli-seconds: Minimum = 1ms, Maximum = 5ms, Average = 2ms
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Control-C

C:\>ping 192.168.1.66

Pinging 192.168.1.66 with 32 bytes of data:

Reply from 192.168.1.66: bytes=32 time=1ms TTL=126 Reply from 192.168.1.66:
bytes=32 time=1ms TTL=126 Reply from 192.168.1.66: bytes=32 time=1ms
TTL=126 Ping statistics for 192.168.1.66:

Packets: Sent = 3, Received = 3, Lost = 0 (0% loss), Approximate round trip times
in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms Control-C

® Serverd - X

Physical ~ Config  Services _ De Programming  Attributes
—

[command Prompt

11:08 p. m.

AW By L

Figura 21. Evidencia ping

Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener acceso a
ningun dispositivo fuera de su subred, excepto para interconectar con el servidor.

Desde la lan medellin no se tiene acceso a la lan de cali
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C:\>ipconfig

FastEthernetO Connection:(default port)

Link-local IPv6 Address. : FE80::207:ECFF:FE53:4CA6
IP Address. :192.168.1.35

Subnet Mask. : 255.255.255.224

Default Gateway. :192.168.1.33

Bluetooth Connection:

Link-local IPv6 Address.

IP Address. :0.0.0.0
Subnet Mask. :0.0.0.0
Default Gateway. :0.0.0.0

C:\>ping 192.168.1.66

Pinging 192.168.1.66 with 32 bytes of data: Request timed out.

Request timed out. Request timed out. Request timed out.
Ping statistics for 192.168.1.66:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss), C:\>

Physical ~ Config  Deskiop  Programming  Aftributes
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Figura 22. Configuracion tarjeta de red.
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Desde la lan cali no se tiene acceso a la lan de medellin

C:\>ipconfig

FastEthernetO Connection:(default port)
Link-local IPv6 Address.
IP Address. :192.168.1.66

Subnet Mask. . 255.255.255.224
Default Gateway. :192.168.1.65
Bluetooth Connection:

Link-local IPv6 Address.

IP Address. :0.0.0.0

Subnet Mask. :0.0.0.0

Default Gateway. :0.0.0.0

Router MEDELLIN
A"

Servidor
Servidor
AN del Router MEDELLIN
LAN del Router CALI
AN del Router MEDELLIN
LAN del Router CALI
LAN del Router CALI
AN del Router MEDELLIN
AN del Router MEDELLIN
LAN del Router CALI
AN del Router MEDELLIN
Servidor
Servidor
Router CALI
Router MEDELLIN

: FE80::200:CFF:FE97:BED3

Router CALI

Router BOGOTA

Router CALI

Router MEDELLIN

Router CALI
Router CALI

Router MEDELLIN
Router MEDELLIN

WS_1
WS_1

LAN del Router CALI

Servidor
Servidor

LAN del Router MEDELLIN
LAN del Router CALI
LAN del Router MEDELLIN
LAN del Router CALI

ONEXION OK
CONECTA
ONEXION OK
ONEXION OK
NO CONECTA
NO CONECTA
NO CONECTA
NO CONECTA
NO CONECTA
NO CONECTA
NO CONECTA
ONEXION OK
ONEXION OK
ONEXION OK
ONEXION OK
ONEXION OK
ONEXION OK
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C:\>PING 192.168.1.35
Pinging 192.168.1.35 with 32 bytes of data:
Request timed out. Request timed out. Request timed out. Request timed out.

Ping statistics for 192.168.1.35:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss), C:\>

Physical  Config  Deskiop  Programming  Atributes.
—

z 11:13 p. m
oA ma) oy [

Figura 23. Evidencia ping



ESCENARIO 2
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Una empresa tiene la conexién a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,

conectarse a internet, pero empleando las direcciones de la red LAN original.

BUCARAMANGA

SWITCH
BUCARAMANGA

VLAN10 VLAN 30
55 HOSTS 55 HOSTS
VLAN1 = 172.312.0 /29

VLAN10 =172.31.0.0 126
VLAN30 =172.31.0.64 /26

172.31.00 19

= =
VLAN 20
4

VLANT=172328/9 [
0 HOSTS |§ VLAN20 = 172.31.0.128 /26 || VLAN 30

172.31.2.32130 209.17.220.0 124

SWITCH DE
LABORATORIO

VLAN30=172.31.0.192 /26 | 40HOSTS

EXTERNO

.

4

SWITCH
CUNDINAMARCA
VLANT =172.312.8 129

VLAN20 = 172.31.1.64 126 .
VLAN30 = 17231.1.0 126
VLANSS = 17231224129

v a

VLAN 20
60 HOSTS

Figura 24. Topologia escenario 2.
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Fie Edt Optons View Tools Extensions Help

EERESO0OsL i @d¢cy aQaaQaoE BFE ?
QX f/rmed B
2\ Logical X 1232.y: 288 monﬂQDDQ 00:02:30)

~r
& 209.17.220.2124 AR

172.31.2.1/30

Cloud-PT
INTERNET

Switch_LAJORATORIO

vian1 172.31.2.2/30

i MANGA 172.31.0.130126 por dhcp  172.31.0.184126 por dncp
vian 10 172.31.0.1726 vian30 172.31.0.65126 0

~z

= - e
e  rrrind 'WEB EXTERNO
PC-PT PC-PT INAMARCA
PCo pc1
F 7
PCPT rrrs
e pc2
172310226 por dhep  172.31.0.68126 por dhcp o
o
=,
PCPT .
- Server.PT

‘

(Select a Device to Drag and Drop to the Workspace)

Figura 25. Simulacion Topologia escenario 2.

Los siguientes son los requerimientos necesarios:

Todos los routers deberan tener los siguiente Configuracion:

Configuracion basica.

Nombre a los host password las direcciones a las interfaces seriales y los not-
shutdown a las interfaces que conectan con los switches en capa 2. A RTUNJA —
RBUCARAMANGA — RCUNDINAMARCA.

Autenticacion local

TUNJA(config)#aaa new-model TUNJA(config)#username cisco password
123456789 TUNJA(config)#

TUNJA#

BUCARAMANGA(config)i#aaa new-model BUCARAMANGA(config)#username
cisco password 123456789 BUCARAMANGA(config)#



CUNDINAMARCA(config)#aaa new-model
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cisco password 123456789 CUNDINAMARCA(config)#

Cifrado de contrasefias.

TUNJA(config)#service password-encryption BUCARAMANGA(config)#SERVICE
PAssword-encryption CUNDINAMARCA(config)#service password-encryption

Un maximo de internos para acceder al router.

TUNJA(config)#login block-for 120 attempts 5 within 30

¥ Tunua

Physical Confy

AnrEgtes

10S Command Line nterface

CUNDINAMARCA(config)#username

TURJA (config) Sexec~
TUNJA (config) $exer-t
TURJA (config) fexec~2
TOJA (config) fexec~S
TUNJA(config) $se
TUONJA (config)fse 7
§ A=bigucus cosmand:
TUNJA (config)slogin
TONJA (config)flogin
TUONJA (config)tlogin
TUNJA (config) $login
TUNJA (config) slogin
TONJA (configlslogin
TURJA (config)slogin
TUNJA (config)slogin
TUNJA (config)dlogin
‘er>
TUNJA (config) slogin
TUNJA (config) ise
TONJA (config)dsec
TUNJA(config)slogin
TUNJA (config)flogia
TONJA (config)tlogin
TUNJA (config) slogin
TUBJA (config)d

b

block=-for
block-for
block~foz
bliock~for
block-for

leck~foe

block-for

q

qui
quie

20 az
20 attemprs

attespts

0 atsempts
20 attempts

attesprs

Q attenpts

" n

v
wishin

victhin 3

within

within

Ctri+F8 1o ext CLI focus

O wp

Figura 26. Configuracion seguridad.
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Router>en Router#conf t

Enter configuration commands, one per line. End with CNTL/Z. Router(config)#login
block-for 120 attempts 5 within 30 Router(config)#hostna

Router(config)#hosthname BUCARAMANGA BUCARAMANGA(config)#

[Root]@ Q C) "7 02:06:30

A

B SUCARAMANGA o= a x

Foyucal  Coetg Amrbates

105 Command Line interface

Coiefe 3 ext Ul fecus Ceoy Paste

D=

,

820 p. m.
10/12/2019

m 7 ) ESP

Figura 27. Configuracion seguridad.

Maximo tiempo de acceso al detectar ataques.
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TUNJA# configure terminal TUNJA(config)# line vty
TUNJA(config-line)# no exec-timeout

CUNDINAMARCA# configure terminal CUNDINAMARCA(config)# line vty
CUNDINAMARCA(config-line)# no exec-timeout

BUCARAMANGA# configure terminal BUCARAMANGA(config)# line vty
BUCARAMANGA(config-line)# no exec-timeout

Establezca un servidor TFTP y almacene todos los archivos necesarios de los
routers.

Guardando archivo de configuracion en servidor tftp configurado para la red de

Cundinamarca.

CUNDINAMARCAf#copy running-config tftp: ?
<Ccr>

CUNDINAMARCA#copy running-config tftp: Address or name of remote host []?
172.31.2.10 Destination filename [CUNDINAMARCA-confg]?
Writing running-config...!! [OK - 1185 bytes]

1185 bytes copied in 0.018 secs (65833 bytes/sec) CUNDINAMARCA#
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®
L . - =
iENS0rdk @a¢13 QaaoE @56 2
o QX g/ me | ®rT _ 0 x
4\ Logical — Physical Physical  Config  Services  Deskop  Programming  Afributes ° , -
~
SERVICES i
HTTP
DHCP Service @ on O off
DHCPV6
TETP
DNS CUNDINAMARCA-confg
SYSLOG
AAA
NTP
EMAIL
FTP.
IoT
VM Management
Radius EAP
Remove File
v
< Owp -
Time: 04:06:09| - © Realtime )
o ™ B /B B B P ™ B 7 7B B B & S Smporsl |Fre  Laststatis Source Destinaton Type Color Time(sec) Periodic Num Edt
BIm s we PRI 0 [few]
l > New Delete.
= " o % >
—/ = g (] o | Toggle PDU List Window| | _

A @) e CPM™

9/12/2019

Figura 28. Evidencia de guardo en el equipo.

El DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

Switch_BUCARAMANGA(config)#IP DHcp POol VLAN10 Switch_ BUCARAMANGA
(dhcp-config)#NEtwork 172.31.0.0 255.255.255.192

Switch_ BUCARAMANGA (dhcp-config)#DEFAult-router 172.31.0.1

Switch. BUCARAMANGA (dhcp-config)#DNS-server 8.8.8.8
Switch_ BUCARAMANGA (dhcp-config)#EXIT

APRENDIENDO IP POR DHCP EVIDENCIA'Y APRENDIENDO DINAMICAMENTE
EL GATEWAY VLAN 10 SEGUN TOPOLOGIA:
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ZaeaeX B /-.‘E\’PCZ

[ Copen [

Physical  Config Programming  Aftributes

a

ration

Interface.

FastEthemnet0

1P Configuration
@® DHCP QO static
PP Address 17:

Subnet Mask

Default Gateway
DNS Server
1Pv6 Configuration

O DHep O Auto Config

@ static

DHCPrequest successful

IPV6 Address [

Link Local Address.

[Feso::200:97FFFEAB 408E

P8 Gateway [

IPv6 DNS Server [
802.1X

[ use 8021 Security

v

Owp

|
e D s

§
829

S F

1240 proous| Pramay

BIm s we

i
101 81910% B19HGW

2001

2011

1841

§
26200 26200

>

1941

]
FElemom g < i<

Toggle PDU List Window

| Fire  Last Status
|

D [scenarioo v

New Delete

Source Destination

Type Color Tme(sec) Periodic Num Edit

Figura 29. Gateway dinamico.

® pc2

Physical

Minimum

< Owe

& P i
81910x v | 829

Bl < e

[
1941 211

1240 | [Proous pramy)

Config

N i L

1841

|
26200 26200,

E_r B &<

1941

Fire  LastStatus

D [scenarioo |
> New Delete

Toggle PDU List Window

?
- o X
Deskiop  Programming  Attributes. 00
- ~
[commana Prompt
v

Source Destination Type Color Time(sec) Periodic Num

7p.

Figura 30. Prueba de conectividad DHCP Bucaramanga.

9/12/2019
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Pruebas desde router Bucaramanga hacia el switch Bucaramanga con la ip que

tiene asociada en la vlan 1 de gestion:
BUCARAMANGA#ping 172.31.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.2.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1
BUCARAMANGA#

S

1
EILD&&IWNM

17231.21/30

vianl 172312230

TT

2
i Fld M

Sw itch,

¥
vian 10 17231.0.1/28 \'-.rlanm 17231.0.8526

]

-—IIIIlI
FC-PT

FC2
17231.0 28 pordhcp 172.31.0.88/26 por dhop

E B

Figura 31. Direccionamiento

ms
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?
¥ BUCARAMANGA - m} b4
Physical  Config  CLI  Aftributes N
—
10S Command Line Interface
~
User Access Verification
Password:
BUCRARRMANGA>en
BUCARAMANGAgping 172.31.2.2
=
g F Type escape sequence to abort .
/zm Sending 5, 100-byte ICMP Echos to 172.31.2.2, timeout is 2 seconds:
CNALR Y
/ Success rate is €0 percent (3/5), round-trip min/avg/max = 0/1/3 ms
BUCARRMANGAfping 172.31.2.2
Type escape sequence to abort.
~ Sending 5, 100-byte ICMP Echos to 172.31.2.2, timeout is 2 seconds:
tr
\g Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
Server) BUCARZMANGAS| v
FTFI|
Cirl+F6 to exit CLI focus Copy Paste
v
>
[ wop
Fre LastStatus Source Destination Type Color Tme(sec) Periodic Num  Edit
> ” e
> New Delete:
Toggle PDU List Window

Figura 32. Evidencia ping
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L
Port Link VLAN IP Address MAC RAddress

FastEthernet0/1 Up io - 00D0.BC21 AED1
FastEthernetDd/2 Up 30 - 0000 .BC21 .AED2
FastEthernet0/3 Down 1 - 0000 .BC21 .RED3
_ FastEthernet0/4 Down, 1 - 00D0.BCZ21 .AED4
FastEthernet0d/5 Down 1 - 0000 .BC21 .AEDS
FastEthernetld/6 Down 1 - 0000 .BCZ1 .REDS
FastEthernet0/7 Down, 1 - 00D0.BCZ21 .AE07
FastEthernet0/8 Down 1 - 0000 .BC21 .RAEDS
FastEthernet0d/% Down 1 - 0000 .BCZ1 .REODS
FastEthernet0/10 Down, 1 - 00D0.BCZ21 .AEOQA
FastEthernet0/11 Down 1 - 0000 .BC21 .AEOB
FastEthernet0/12 Down 1 - 0000 .BCZ1 .AEOC
FastEthernet0/13 Down, 1 - 00D0.BCZ21 .AEOD
FastEthernet0/14 Down 1 - 0000 .BC21 AEOE
FastEthernet0/15 Down 1 - 0000 .BC21 .AEOF
FastEthernet0/16 Down, 1 - 00D0.BCZ21 .AE10
FastEthernet0/17 Down, 1 - 00D0.BC21 AE11
FastEthernet0/18 Down 1 - 0000 .BC21 .AE12
FastEthernet0/19 Down 1 - 0000 .BC21 .RAE13
FastEthernet0/20 Down, 1 - 00D0.BC21 AE14
FastEthernetd/21 Down 1 - 0000 .BC21 .AE1S
FastEthernet0/22 Down 1 - 0000 .BCZ1 .RE16
FastEthernet0/23 Down, 1 - 00D0.BC21 .AE17
FastEthernet0/24 Down 1 - 0000 .BC21 .AE1S8
GigabitEthernetd/1 Up 1 - 0000 .BCZ1 .RE1D
~ GigabitEthernet0/2 Down, 1 - 00D0.BCZ1 .AE1A
Vlanl Up 1 172.31.2.2/30 0001.4292.7790
V1anlO Up io 172.31.0.1/26 0001.4252.7701
Vlan30 Up 30 172.31.0.65/26 0001.4292.7702

Hostname: Switch

g Physical Location: Intercity, Home City, Corporate Office, Main Wiring Elosef._

@I Fire  LastStatus Source Destination Type Color Time(sec) Periodic Num  Edit

Delete

Window

617 p. m.
v ) ESP VIEEIE [

Figura 33. interfaces virtuales
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Visualizacion de las interfaces virtuales asociadas a los direccionamientos
correspondientes segun topologia.

Vlan_20 tunja

Switch(config-if)#ip add

Switch(config-if)#ip address 172.31.0.128 255.255.255.192 Bad mask /26 for
address 172.31.0.128

Switch(config-if)#ip address 172.31.0.129 255.255.255.192 Switch(config-if)#
Switch(config-ify# Switch(config-if)#exit Switch(config)#dhc Switch(config)#ip dh
Switch(config)#ip dhcp pool Switch(config)#ip dhcp pool ? WORD Pool name
Switch(config)#ip dhcp pool vlan Switch(config)#ip dhcp pool vlan20 Switch(dhcp-
config)#?

address Configure a reserved address default-router Default routers

dns-server Set name server domain-name Domain name

exit Exit from DHCP pool configuration mode network Network number and mask
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no Negate a command or set its defaults option Raw DHCP options
Switch(dhcp-config)#net

Switch(dhcp-config)#network 172.31.0.128

Switch(dhcp-config)#network 172.31.0.128 255.255.255.192
Switch(dhcp-config)#network  172.31.0.128  255.255.255.192  Switch(dhcp-
config)#de

Switch(dhcp-config)#default-router 172.31.0.129 Switch(dhcp-config)#dn
Switch(dhcp-config)#dns-server 8.8.8.8 Switch(dhcp-config)#exit

Switch(config)#

B Switch_TUNJA — O ®

Physical Config CL Adftributes
I

105 Command Line Interface

[EWitCh |COnL1g) Fip diL

Switchiconfig)gip dhep pool

Switch(config)#ip dhep pool 7
WORD Pool name

Switch{config)#ip dhcp pool wlan

Switch(config)#ip dhep pool wlan2O

Switch (dhep-config) 87
address Configure a reserved address
default-router Defaulc kcuters
dns-serwver Set name sServer
domain-name Domain name
exit Exit from DHCP pool configuration mode
network Network number and mask
no Negate a command or set its defaults
option BEaw DHCP options

Switch (dhecp-config) §net

Switch (dhcp-config) #network 172.31.0.12

Switch (dhep-config) gnetwork 172.31.0.128 255.255.255.152

Switch (dhcp—config) énetwork 172.31.0.12

Switch (dhecp-config) fde

Switch {dhcp-config) §default-router 172 _.31.0.125

Switch (dhep-config) g§dn

Switch (dhep-config) §dns—-server 53.2.3.8

Switch (dhep-config) fexit

Switch{config)# ¥]

=]
o

[=]

8 255.255.255.152

Ctri+F6 to exit CLI focus Copy Paste

[ wop
Figura 34. Rutas aprendidas.
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Pc en VLAN 20 de Tunja aprendido IP por DHCP:

EEREOri@dfd QaaaoE 858 ?
Q@@ f/rme @ B

Physical ~ Config _ Deskiop _ Programmin g Attributes
—

& Phe—— | ®oucr
1

DHCP request successful,

IPAddress

Subnet Mask

Defaut Gateway

DNS Server

/ 1PV Configuration
Y O DpHeP (O Auto Config @ Static

1Pv6 Address [ ]

P8 Gateway. [

|
Link Local Address [Feso:260:47FF-FEDD241E ]
|
|

1Pv6 DNS Server [

)

802.1X

23]

[ use 802.1X Security

Authentication D5

New Delete

Toggle POU ListWindow | |

R Amq) s S7P™

9/12/2019

Figura 35. evidencia DHCP.

El web server debera tener NAT estético y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).

TUNJA(config)#ip nat inside source static 209.17.22.2 5.5.5.5 TUNJA(config)#inter
TUNJA(config)#interface g  TUNJA(config)#interface  gigabitEthernet  0/0
TUNJA(config)#interface gigabitEthernet 0/0 TUNJA(config-if)#nat
TUNJA(config-if)#ip nat TUNJA(config-if)#ip nat ou TUNJA(config-if)#ip nat outside
TUNJA(config-if)#ip nat outside
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B TUnIA — O x
I
[ 19:03:3
Config CLI  Aftributes J ‘—9
I

Physical
ysica ~

105 Command Ling Interface

§LINEPROTO-S5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, Fe
changed state to up

TUNJR (config-if)$
TUNJA (config-if)#
TUNJA (config-if) fexit

TUNJA (config) #ip nat inside source st
TUNJR (config) #ip nat inside source static
TUNJR (config) #ip nat inside source static
A_B.C.D Inside glokal IP address
TUNJR ({config) #ip nat inside source static ?
L B.C.D Inside local IP address
top Transmission Control Protocol
udp User Datagram Protocol
TUNJR (config) #ip nat inside source static 20%.17.22.2 5.5.5.5
ﬂ‘h TUNJA (config) $inter
TUNJ& (config) #interface g
TUNJR (config) §interface gigabitEthernet 0/0
TUNJR (config) #interface gigabitEthernet 0/0
TUNJA (config-if) $nat
. TUNJ& (config-if) #ip nat
Ty TUNJ& (config-if)#ip nat ou
TUNJA (config-if) #ip nat outside
TUNJR (config-if) $ip nat outside
TUNJA (config-if) $ i

oo
oo

b

Ctrl+F5 to exit CLI focus Copy Paste

v
>

T b - -y
o ~ Simulation)
j) Fire  LastStatus Source Destinaton Twpe Color Tme(sec) Periodic MNum  Edit

» New Delete

Toggle POU List Window

- &17 p. m.
£ A tm Q) ESP St [

Figura 36. NAT estatico.

Switch(config)#interface fastEthernet 0/2 Switch(config-if)#switchport access vlan
30 Switch(config-if)#exit Switch(config)#interface vlan 30

%LINK-5-CHANGED: Interface VIan30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan30, changed state to up
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Switch(config-if)#ip address 172.31.0.193 255.255.255.192 Switch(config-if)#no
shutdown

Switch(config-ify#exit  Switch(config)#ip dhcp pool ? WORD Pool name
Switch(config)#ip dhcp pool vlian30

Switch(dhcp-config)#network 172.31.0.192

Switch(dhcp-config)#network 172.31.0.192 255.255.255.192
Switch(dhcp-config)#default-router 172.31.0.193 Switch(dhcp-config)#dn
Switch(dhcp-config)#dns-server 8.8.8.8 Switch(dhcp-config)#exit Switch(config)#

B Switch_TUMJA — O X

Physical Config CL Adtributes
I

105 Command Ling Interface

[CWitch (CONL1ig- L1I)§N0 SHUT
Switch({config-if)$#no shutdown |
Switch{config-if) fexit
Switch{config)gip d
Switch{config)gip d
Switch{config)#ip dh
Switch{config) #ip dhecp poo
Switch{config) #ip dhep pool ?
WORD Pool name

Switch({config)#ip dhcp pool vlan30

Switch {dhcp-config) g§ip

Switch(dhcp-config) #ip

Switch(dhcp-config) énet

Switch (dhcp-config) gnetwork 172.31.0.1592

Switch (dhcp-config) §network 172.31.0.192 255.255.255.152
Switch (dhcp-config) g

Switch(dhcp-config) #ga

Switch (dhcp-config) érout

Switch (dhcp-config) §route

Switch(dhcp-config) éde

Switch (dhcp-config) §default-router 172.31.0.153

Switch (dhcp-config) #dn

Switch{dhcp-config) §dns-server 2.2.8.8
Switch(dhcp-config) gexit

Switch{config)$ w

Ctrl+F6 to exit CLI focus Copy Paste

[ 1op

Figura 36. NAT estatico
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Equipo que esta en la interfaz asociada a la vlan 30 aprende ip por dhcp.

EERB0ra@dsid aaaoEm B=sE ?
D@l g/ rme @ B e

D st HCP request successtl

u_v-mg- p <

Figura 37. DHCP tomado.

E
El enrutamiento debera tener autenticacion.

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF
external type 1, E2 - OSPF external type 2, E - EGP Gateway of last resort is not set
172.3.0.0/16 is variably subnetted, 2 subnets, 2 masks C 172.3.2.8/29 is directly
connected, GigabitEthernet0/1 L 172.3.2.9/32 is directly connected,
GigabitEthernet0/1 172.31.0.0/16 is variably subnetted, 4 subnets, 2 masks C
172.31.2.32/30 is directly connected, Serial0/0/1

L 172.31.2.33/32 is directly connected, Serial0/0/1 C 172.31.2.36/30 is directly
connected, Serial0/0/0
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L 172.31.2.37/32 is directly connected, Serial0/0/0 209.17.220.0/24 is variably
subnetted, 2 subnets, 2 masks C 209.17.220.0/24 is directly connected,
GigabitEthernet0/0 L 209.17.220.2/32 is directly connected, GigabitEthernet0/0

P Tunia - O 4
Physical Config =l Attributes
I
I0S Command Line Interface
Codes: L - local, T - commected, = static, R - RIF, B - mobile, B -
BEE
D — EIGRP, EX - EIGRP external, © - OS5PF, IA - Q5PF inter area
N1 - O5PF NS5R external type 1, N2 - OSPF N55R external type 2
El - OS5PF external type 1, EZ2 - OS5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-l, L2 - I5-I5 lewel-2, ia — I5-IS
inter area
* — rcandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route
Gateway of last resort is not set
172.2.0.0/1€ is wvariably subnetted, 2 subnets, 2 masks
c 172.3.2.8/2% is directly connected, GigabitEthernet(/1
L 172.2.2.5/32 is directly connected, GigakitEthernetl/l
172.31.0.0/1€ is wariably subnetted, 4 subnets, 2 masks
c 172.31.2.322/30 is directly connected, Serialld/0/1
L 172.31.2.33/32 is directly connected, Seriald/d/1
c 172.31.2.3236/30 is directly connected, Serialld/0/0
L 172.31.2.37/32 is directly connected, Seriald/d/0
205.17.22 wariakbly subnetted, 2 subnets, 2 masks
c 205 is directly connected, FigabitEthernetl/s0
L 205 -220.2/32 is directly connected, GigabitEthernetl/0
TUNJRE W
Cirl+F8 to exit CLI focus Copy Paste
[ ®e

Figura 38. Tabla de enrutamiento.

Listas de control de acceso:

Los hosts de VLAN 20 en Cundinamarca no acceden ainternet, soloalared internade
Tunja.

Los hosts de VLAN 10 en Cundinamarca si acceden ainternetyno alared interna de
Tunja

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.

Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y
VLAN 10 de Bucaramanga.

Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo de
VLAN10.
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Loshostsde VLAN 10enBucaramangaaccedenalaredde Cundinamarca (VLAN 20)y
Tunja(VLAN 20), no internet.

Los hosts de una VLAN no pueden acceder alos de otra VLAN en una ciudad.

Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen accedo
alosrouters e internet.

VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.

¥ pcz — O ><

Physical Config Desktop Programming Attributes
I

Command Prompt

Figura 39. Evidencia ping.

Aspectos validados en la simulacién

Habilitar VLAN en cada switch y permitir su enrutamiento. =ok

Enrutamiento OSPF con autenticacion encada router. = ok

Servicio DHCP en el router Tunja, mediante el helper address, para los routers
Bucaramanga y Cundinamarca. = ok

Configuracion de NAT estético y de sobrecarga. =ok

Establecer una lista de control de acceso de acuerdo con los criterios sefalados. =ok
Habilitar las opciones en puerto consola y terminal virtual= ok
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CONCLUSIONES

De acuerdo con los contenidos analizados en el diplomado, podemos
conceptualizar con claridad el termino de red, que no es mas que un conjunto de
equipos (computadoras y/o dispositivos) conectados por medio de cables, sefales,
ondas o cualquier otro método de transporte de datos, que comparten informacién
(archivos), recursos (CD-ROM, impresoras, etc.) y servicios (acceso a internet, e-
mail, chat), etc.

El protocolo DHCP esta disefiado fundamentalmente para ahorrar tiempo
gestionando direcciones IP en una red grande. El servicio DHCP se encuentraactivo
en un servidor donde se centraliza la administracién de las direcciones IP de lared.

Las listas de control de acceso desempefian un gran papel como medida de
seguridad légica, ya que su cometido siempre es controlar el acceso a los recursos
0 activos del sistema.
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