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RESUMEN

El presente trabajo exhibe la solucion a los dos escenarios planteados mediante la
aplicacion de conceptos y conocimientos adquiridos durante el proceso de
formacion académica como Ingeniero de Sistemas, articulado con el periodo de
formacion del Diplomado de Profundizacion CCNA, mediante la simulacion de
configuraciones en el aplicativo Packet Tracer y se realizan configuraciones de
routers, verificacion de tablas de enrutamiento, direccionamiento IP, protocolos de
enrutamiento, configuracion de las listas de Control de Acceso, verificacion de
conectividad mediante el uso de comandos ping, traceroute, show ip route, entre
otros, segun los lineamientos exigidos en la guia de “Evaluacion — Prueba de
habilidades practicas CCNA”.

Palabras Clave: CCNA, Packet Tracer, Routers, Direccionamiento, Enrutamiento,
Conectividad, Ping, traceroute, show ip route.
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ABSTRACT

This work showcases the solution to the two scenarios raised through the application
of concepts and knowledge acquired during the academic training process as a
Systems Engineer, articulated with the training period of the Diploma of CCNA
deepening, by simulating configurations in the Packet Tracer application and
performing router configurations, routing table verification, IP addressing, routing
protocols, configuration of Access Control Lists, connectivity verification by using
ping, traceroute, show ip route commands, among others, according to the
guidelines required in the guide "Evaluation — Testing of PRACTICAL CcNA Skills".

Keywords: CCNA, Packet Tracer, Routers, Routing, Routing, Connectivity, Ping,
Traceroute, show ip route.
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1. INTRODUCCION

El presente documento encontraremos la solucién planteada para los dos (2)
escenarios que componen la guia de las pruebas préactica de habilidades, las cuales
fueron desarrolladas en el simulador “Packet Tracer” describiendo paso a paso y
adjuntando el cédigo utilizado para cada caso.

Asimismo, la configuracién de cada dispositivo, su conectividad por cable, se
describe también la utilizacidn de tarjetas adicionales para realizar a satisfaccion las
conexiones propuestas en cada escenario, aplicando los conocimientos adquiridos,
de esta manera lograr la solucién de las exigencias solicitadas.

Cada escenario planteado utiliza configuraciones de redes Lan para conformar una
red Wan mediante la utilizacion de técnicas y habilidades adquiridas en el diplomado
de profundizacién CISCO.

13
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2. OBJETIVOS

2.1. GENERAL

Demostrar por parte del estudiante los conocimientos adquiridos en redes de
comunicaciéon Lan, Wan, identificacion de necesidades, configuracion de equipos y
puesta en marcha de Topologias de Red para un posible escenario real.

2.2. ESPECIFICOS

e Identificar las conexiones de los dispositivos que conforman la Red.
e Configurar de forma adecuada los dispositivos.

e Ofrecer seguridad a la red segun correspondan las necesidades de la
misma.

e Realizar pruebas y verificacion de la configuracion de los dispositivos
utilizados en la red bajo la consola de comandos.

e Proponer soluciones eficientes a las problematicas propuestas.

14



3. ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccion de acuerdo con el
namero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccion de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexién total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final.

Servidor

20 host

=1
—\
:71\\20 host / \ 20 host

B O
= ‘
’ R3 )
\
3 |
WS 1 } | Servidor
] 162.168.1.0 127
g—"
/
2 St 192.168.1.96 127 BOGOTA\wr_‘TssA 128 127 iy
—1 192,168.1.32 12 S N B aREASLE
MEDELLIN CALI

Gréfico 1. Topologia de la Red Escenario 1
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3.1. Desarrollo Escenario 1

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,

etc).
& BOGOTA — O pY
Physical Config CLI
MODULES Physical Device View
HWIC-2T Zoom In Original Size Zoom Out
HWIC-4ESW S
HWIC-8A mem R
CISCO 1881
HWIC-AP-AG-B F
WIC-1AM (@] “
WIC-1ENET
WIC-1T
WIC-24AM
WIC-2T
WIC-Cover
< >
Customize — S Customize p— S
- AT -
Icon in l Ve ‘ Icon in l Ve ‘
Physical View Logical View
The HWIC-2T is a Cisco 2-Port Serial High-Speed WAN fi - gy G i?
Interface Card, providing 2 serial ports. o - U‘ﬁ -

Graéfico 2. Tarjeta HWIC-2T
Se utiliza esta tarjeta para permitir la conexion entre routers por puerto serial, para

su adecuada instalacion debemos apagar el router en el que se va a instalar,
proceder con la respectiva instalacion y encender nuevamente el router.

CLAVES DE SEGURIDAD ROUTERS Y SWITCHES |

Consola diplociscol12_2019
Enable ciscol2faln
Remoto ciscol2faln*

Cuadro 1. Claves de seguridad Red Escenario 1
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Configuracién basica del router “MEDELLIN”

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: no

Press RETURN to get started!

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN
MEDELLIN(config)#enable password ciscol2faln
MEDELLIN(config)#service password-encryption
MEDELLIN(config)#banner motd "Router MEDELLIN Ready"
MEDELLIN(config)#line console O
MEDELLIN(config-line)#password diplociscol2 2019
MEDELLIN(config-line)#login

MEDELLIN(config-line)#exit

MEDELLIN(config)#line vty 0 4
MEDELLIN(config-line)#password ciscol2faln*
MEDELLIN(config-line)#login

MEDELLIN(config-line)#exit

MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]
MEDELLIN#

17



Configuracion basica del router “BOGOTA”

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: no

Press RETURN to get started!

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
BOGOTA(config)#enable password ciscol2faln
BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd "Router BOGOTA Ready"
BOGOTA(config)#line console O
BOGOTA(config-line)#password diplociscol2_ 2019
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#line vty 0 4
BOGOTA(config-line)#password ciscol2faln*
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]
BOGOTA#

18



Configuracion basica del router “CALI”

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: no

Press RETURN to get started!

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CALI

CALlI(config)#enable password ciscol2faln
CALI(config)#service password-encryption
CALlI(config)#banner motd "Router CALI Ready"
CALI(config)#line console 0

CALI(config-line)#password diplociscol2 2019
CALI(config-line)#login

CALI(config-line)#exit

CALI(config)#line vty 0 4

CALI(config-line)#password ciscol2faln*
CALI(config-line)#login

CALI(config-line)#exit

CALI(config)#exit

CALI#

%SYS-5-CONFIG_I: Configured from console by console

CALI#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]
CALI#

19



Configuracion de Enrutamiento Router “MEDELLIN”

Press RETURN to get started!

Router MEDELLIN Ready

User Access Verification

Password:

MEDELLIN>en

Password:

MEDELLIN#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#interface fa0/0

MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-ify#no shutdown

MEDELLIN(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0,
changed state to up

MEDELLIN(config-if)#exit

MEDELLIN(config)#int se0/0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN(config-if)#exit

MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN#
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Configuracion de Enrutamiento Router “BOGOTA”

Press RETURN to get started!

Router BOGOTA Ready

User Access Verification

Password:

BOGOTA>en

Password:

BOGOTA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#int fa0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0,
changed state to up

BOGOTA(config-if)#exit

BOGOTA(config)#int se0/0/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
BOGOTA(config-if)#exit

BOGOTA(config)#int se0/0/1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA(config-if)#exit

BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#
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Configuracion de Enrutamiento Router “CALI”

Press RETURN to get started!

Router CALI Ready

User Access Verification

Password:

CALI>en

Password:

CALlI#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#int fa0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224
CALI(config-if)y#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

CALI(config-if)#exit

CALI(config)#int se0/0/0

CALI(config-if)#ip address 192.168.1.131 255.255.255.224
CALI(config-if)y#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
CALI(config-if)#exit

CALI(config)#exit

CALI#

%SYS-5-CONFIG_I: Configured from console by console

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

CALI#
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¢ Realizar la conexidn fisica de los equipos con base en la topologia de red

Q Cisco Packet Tracer Student - D:\UNAD\Il Semestre 2019\DIPLOMADO DE PROFUNDIZACION CISCO\Prueba de habilidades fin,
File Edit Options View Tools Extensions Help

= = = EEAN /O/O/O‘

‘Lﬁja | [Root] Mew Cluster

=Ny

SW2

SERVIDOR

192.168.1.0/27

—

=
BOGC&
192,168, 1.95/27 193 168. 1. 128/27
192.168.1.32/27 ' / \.s__,.ﬂ =
S —~ r'; (5= 192,168, 1.64/27
g f SwWi MEDELLIMN caLt

F

PC_M1

-
PC_CO

Gréfico 3. Topologia Escenario 1 en Packet Tracer

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
Parte 1: Asignacién de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacién en ocho partes,
para permitir creciemiento futuro de la red corporativa.

Direccion de Red = 192.168.1.0/27 (Clase C)
Mascara de Red = 255.255.255.224

Rango Rango de | Cantidad
SN IP Validas | de Host

192.168.1.0 (0) 5 il 1-30 30
192.168.1.32 32 - 63 33 -62 30
192.168.1.64 64 - 95 65 —-94 30
192.168.1.96 96 - 127 97 - 126 30
192.168.1.128 128 -159 129-158 30
192.168.1.160 160-191 161-190 30
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192.168.1.192 192 -223 193-222 30

192.168.1.224 224 - 255 225-254 30
Cuadro 2. SubNetting Escenario 1

b. Asignar una direccion IP a la red.
La direccion IP asignada a la Red es 192.168.1.0

Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo
en cuenta las subredes disefiadas.

R1 R2 R3
NOMBIEIAE HOSE MEDELLIN  BOGOTA CALI
Direccion de Ip en interfaz~ 192.168.1.99 192.168.1.98 192.168.1.131
Serial 0/0
Direccion de Ip en interfaz 192.168.1.130
Serial 0/1
Direccion de Ip en interfaz~ 192.168.1.33  192.168.1.1 192.168.1.65
FA 0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

Cuadro 3. Configuracién Basica

b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

Para verificar las tablas de enrutamiento de cada router utilizamos el comando
“show ip route” en cada dispositivo. Asi:

Router MEDELLIN

User Access Verification

Password:

MEDELLIN>en

Password:

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
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E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
192.168.1.0/27 is subnetted, 2 subnets
C 192.168.1.32 is directly connected, FastEthernet0/0

C 192.168.1.96 is directly connected, Serial0/0/0
MEDELLIN#

& MEDELLIN —

Physical Config CLI

I0S Command Line Interface

Seriald/1/1 unassigned YES unset administratively down down

Vlanl unassigned YES unset administratively down down
MEDELLIN#show ip route
Codes: C - connected, 5 - static, I - IGEP, R - RIF, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, ¢ - OSPF, IA - OSPF inter area
N1 - CSPF NSSA external type 1, N2 - OSPF NSS4 extermal type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 level-1, L2 - I5-I5 level-Z2, ia - I5-I5 inter area
* - candidate default, U - per-user static route, o - CODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 2 subnets

152.168.1.32 is directly connected, FastEthernet(/0
192.168.1.96 i3 directly connected, Seriald/0/0
MEDELLIN#

Copy

Gréfico 4. Comando "show ip route" ejecutado en el Router "MEDELLIN" — Escenario 1
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Router BOGOTA

User Access Verification

Password:

BOGOTA>en

Password:
BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -I1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 3 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1

BOGOTA#
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& BOGOTA - O

Physical Config CLI

I0S Command Line Interface

BOGOTA>en
Pazaword:
BOGOTA#show ip route
Codes: C - connected, 5 - static, I - IGRPF, R - RIP, M - mobile, B - BGP
D - EIGRPF, EX - EIGRF external, O - O5PF, IR - OSPF inter area
N1 - OSPF NS554 external type 1, N2 - OSPF N5SA external type 2
El - O5PF external type 1, E2 - QOS5PF external type 2, E - EGP
i - IS-I5, L1 - I5-I5 level-1l, L2 - IS-IS5 level-2, ia - IS-I5 inter area
* - candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 3 subnets
.168.1.0 is directly connected, FastEthernet0/0
.168.1.96 is directly connected, Serial0/0/0
.168.1.128 is directly connected, Seriald/o/]

C
B

OGOTA

Grafico 5. Comando "show ip route" ejecutado en el Router "BOGOTA" — Escenario 1

Router CALI

User Access Verification

Password:

CALI>en

Password:

CALI#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
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P - periodic downloaded static route
Gateway of last resort is not set
192.168.1.0/27 is subnetted, 2 subnets
C 192.168.1.64 is directly connected, FastEthernet0/0
C 192.168.1.128 is directly connected, Serial0/0/0

CALI#

& caul - O X

Physical Config CLI

I0S Command Line Interface

Password: A

CALI>en
Paszaword:
CALI#show ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRE, EX - EIGRP external, O - OS5PF, I& - OSPF inter area
N1 - QSPF NSSA external type 1, N2 - QS5PF NSSA external type 2
El - CSPF externmal type 1, E2 - OSPF external type 2, E - EGP
i - I5-I5, L1 - IS-I5 lewel-l, L2 - IS-I5 level-2, ia - I5-IS5 inter area
* - candidate default, U - per-user static route, o - CIR
P - periodic downloaded static route

Gateway of last resort is not set

182,168.1.0/27 iz subnetted, 2 subnets

192.168.1.64 is directly connected, FastEthernet0/0
192.168.1.128 is directly connected, Serial0d/0/0
CALI# W

Grafico 6. Comando "show ip route" ejecutado en el Router "CALI" — Escenario 1

c. Verificar el balanceo de carga que presentan los routers.
La topologia del presente escenario no permite realizar balanceo debido a que

no posee trayectorias a un destino con la misma distancia administrativa dentro
de las tablas de ruteo.
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d. Realizar un diagndstico de vecinos uando el comando cdp.

Como primera medida habilitamos por consola el comando cdp dentro de cada
router.

Router MEDELLIN
Router MEDELLIN Ready
User Access Verification
Password:
MEDELLIN>en
Password:
MEDELLIN#conf term
Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#cdp run
MEDELLIN(config)#exit
MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#

Router BOGOTA
Router BOGOTA Ready
User Access Verification
Password:
BOGOTA>en
Password:
BOGOTA#conf term
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#cdp run

BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#
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Router CALI

Router CALI Ready

User Access Verification

Password:

CALI>en

Password:

CALl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#cdp run

CALI(config)#exit

CALI#

%SYS-5-CONFIG_I: Configured from console by console

CALI#

Una vez realizado lo anterior, procedemos con la verificacion de vecinos en cada
uno de los routers, para lo cual utilizamos el comando “show cdp neighbors”, y
evidenciamos lo siguiente:

Router MEDELLIN

MEDELLIN#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

SwWi Fas 0/0 147 S 2960 Fas 0/1
BOGOTA Ser 0/0/0 156 R C1841 Ser 0/0/0
MEDELLIN#
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& MEDELLIN -

Physical Config CLI

I0S Command Line Interface

Password:
MEDELLIN#cdp run

~

% Invalid input detected at '"' marker.

MEDELLIN#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN (config) #cdp run

MEDELLIN (config) #exit

MEDELLIN#

%5Y5-5-CONFIG_I: Configured from console by console

[MEDELLIN#show cdp neighbors
Capability Codes: B - Router, T - Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, I - IGMP, r - Repesater, P - Phone

Local Intrfce Holdtme Capability Platform Port
Fas 0f 147 ] 2960 Fa
0 C1841 Ser 0/0/0

Copy

Gréfico 7. Comando “show cdp neighbors” en el Router "MEDELLIN" — Escenario 1

Router BOGOTA

BOGOTA#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID

SW2 Fas 0/0 154 S 2960 Fas 0/1

CALI Ser 0/0/1 154 R C1841 Ser 0/0/0

MEDELLIN  Ser 0/0/0 154 R C1841 Ser 0/0/0
BOGOTA#
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& BOGOTA - O

Physical Config CLI

[0S Command Line Interface

REouter BOGOTA Ready
User Access Verification
Password:

BOGOTA>en
Password:
BOGOTL#show cdp neighbors
Capability Codes: R - Router, T - Tramns Bridge, B - Source Route Bridge
5 - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Fas 0/0 154 s 2960 Fas 0/1

Ser 154 R C1841 Ser
R

Ser 0/0/0 C1841 Ser 0/0/0

Copy Paste

Gréfico 8. Comando “show cdp neighbors” en el Router "BOGOTA" — Escenario 1

Router CALI

CALI#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

SW3 Fas 0/0 157 S 2960 Fas 0/1
BOGOTA Ser 0/0/0 166 R C1841 Ser 0/0/1
CALI#
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& call - O X
Physical Config CLI

I0S Command Line Interface

™
Eouter CALI Ready
User Access Verification
Password:
CRLI>en
Password:
CALI#show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S5 - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Local Intrfce Holdtme Capability Platform Bort ID
Fas 0/0 157 1 2960 Fas 0/1
Ser 0/0/0 166 ] Cl841 Ser 0/0/1
W
Copy Paste

Gréfico 9.Grafico 8. Comando “show cdp neighbors” en el Router "CALI" — Escenario 1

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Origen: PC_MO
Destino: PC_M 1

PC>ping 192.168.1.35

Pinging 192.168.1.35 with 32 bytes of data:

Reply from 192.168.1.35: bytes=32 time=0ms TTL=128
Reply from 192.168.1.35: bytes=32 time=0ms TTL=128
Reply from 192.168.1.35: bytes=32 time=0ms TTL=128
Reply from 192.168.1.35: bytes=32 time=0ms TTL=128
Ping statistics for 192.168.1.35:
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Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = O0ms, Average = 0ms

PC>
&prcMO — O X

Physical Config Desktop  Custom Interface

Command Prompt

Packet Tracer PC Command Line 1.0
PC>ping 15%2.168.1.35

Pinging 1%2.1€8.1.35 with 32 bvtes of data:

; TTL=128

1]

Reply from
Eeply from
Reply from
Reply from

T3]

[Ta T

T
4]

[ T % T % I %

o e

Grafico 10. Comando ping desde "PC_M 0" a "PC_M 1" — Escenario 1

Origen: PC_MO0
Destino: Router MEDELLIN

PC>ping 192.168.1.33
Pinging 192.168.1.33 with 32 bytes of data:
Reply from 192.168.1.33: bytes=32 time=1ms TTL=255
Reply from 192.168.1.33: bytes=32 time=0ms TTL=255
Reply from 192.168.1.33: bytes=32 time=0ms TTL=255
Reply from 192.168.1.33: bytes=32 time=0ms TTL=255
Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

34



UN

Approximate round trip times in milli-seconds:
Minimum = O0ms, Maximum = 1ms, Average = Oms
PC>
£ pCMO — O >

Physical Config Desktop Custom Interface

e —————] | —

Command Prompt

¥ s - b= pid - =

v from .1.33:
r from 68.1.33:

r from 68.1.33:
r from 68.1.33:

Grafico 11. Grafico 10. Comando ping desde "PC_M 0" a Router "MEDELLIN" — Escenario 1

Origen: Router MEDELLIN
Destino: PC_M 1

MEDELLIN#ping 192.168.1.35
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.35, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

MEDELLIN#
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& MEDELLIN -

Physical Config CLI

I0OS Command Line Interface

MEDELLIN#
MEDELLIN#
HMEDELLIN#
HEDELLIN#
HEDELLIN#
HMEDELLIN#
HMEDELLIN#
MEDELLIN#
MEDELLIN#
MEDELLIN#
HEDELLIN#
MEDELLIN#ping 192.168.1.35

Type escape Sequence to abort.
Sending 5, 100-byte ICHMP Echos to 1%2.168.1.325, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

Gréfico 12. Comando ping desde Router "MEDELLIN" a "PC_M 1" — Escenario 1

Origen: Router MEDELLIN
Destino: Router BOGOTA

MEDELLIN#ping 192.168.1.98

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.98, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/6/12 ms

MEDELLIN#

MEDELLIN#ping 192.168.1.98

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 192.16B.1.98B,

timecut is 2 seconds:

Copy

Paste

Grafico 13. Comando ping desde Router "MEDELLIN" a Router "BOGOTA" — Escenario 1
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Origen: WS 1
Destino: SERVIDOR

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Ping statistics for 192.168.1.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = 0ms

PC>

WS 1 — O X

Physical Config Desktop  Custom Interface

1 — I ] | —

Command Prompt

Packet Tracer PC Command Line 1.0
PC>ping 15%2.168.1.2

Pinging 182.168.1.2 with 32 bytes of data:

Eeply from 192.168.1.2: bytes=32 time=lms TTL=128
Eeply from v

Eeply from

Reply from 192.168.1.2: byt

Packets: S5ent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimuom = Oms, Maximum = lms, Average = (ms

PC3|

Gréfico 14. Comando ping desde "WS 1" a "SERVIDOR" — Escenario 1
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Origen: SERVIDOR
Destino: Router BOGOTA

SERVER>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time=0ms TTL=255
Reply from 192.168.1.1: bytes=32 time=0ms TTL=255
Reply from 192.168.1.1: bytes=32 time=0ms TTL=255
Reply from 192.168.1.1: bytes=32 time=0ms TTL=255
Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = O0ms, Average = 0ms

SERVER>

& SERVIDOR — O X

Physical Config Services Desktop Custom Interface

—— r—— =

Command Prompt

Packet Tracer SERVER Command Line 1.0
SEREVER>»>ping 15%2.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Eeply from
Reply from
Eeply from
Eeply from

ceived = 4, Lost = 0 (0% loss),
e round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

SERVER>|

Gréfico 15. Comando ping desde "SERVIDOR" a Router "BOGOTA" — Escenario 1
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Origen: Router BOGOTA
Destino: Router CALI

BOGOTA#ping 192.168.1.131

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.131, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/5/10 ms

BOGOTA#

& BOGOTA — O

Physical Config CLI

I0S Command Line Interface

Bouter BOGOTA EReady
User bocess Verification
FPassword:

BOGOTRA>en
Password:
BOGOTA#ping 192.168.1.131

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 192.168.1.131, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 3/5/10 ms

BOGOTR#

Copy Paste
Gréfico 16. Comando ping desde Router "BOGOTA" a Router "CALI" — Escenario 1

Origen: Router CALI
Destino: PC_CO0
CALI#ping 192.168.1.66

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.66, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

CALI#
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& cALl — O
Physical Config CLI

I0S Command Line Interface

Password:

CALI>en
Password:
CALI#ping 192.168.1.66

Type escape seguence to akbortc.
Sending 5, 100-bkyte ICHMP Echos to 192.168.1.66, timeout is 2 seconds:

Success rate is B0 percent (4/5), round-trip minfavg/max = 0/0/0 ms
CALI#ping 192.168.1.66

Type escape segquence to abort.
Sending 5, 100-kbwyte ICHMP Echos to 19%2.1€8.1.66, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minSavg/max = 0/0/0 ms

CALI#

Copy Paste

Gréfico 17. Comando ping desde Router "CALI" a "PC_C 0" — Escenario 1

Origen: PC_C 1
Destino: PC_CO

PC>ping 192.168.1.66
Pinging 192.168.1.66 with 32 bytes of data:
Reply from 192.168.1.66: bytes=32 time=0ms TTL=128
Reply from 192.168.1.66: bytes=32 time=0ms TTL=128
Reply from 192.168.1.66: bytes=32 time=0ms TTL=128
Reply from 192.168.1.66: bytes=32 time=0ms TTL=128
Ping statistics for 192.168.1.66:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = O0ms, Maximum = O0ms, Average = Oms

PC>
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Grafico 18.Comando ping desde "PC_C 1" a "PC_C 0" — Escenario 1

Parte 3. Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

Router MEDELLIN

MEDELLIN>en

Password:

MEDELLIN#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#router eigrp 1
MEDELLIN(config-router)#network 192.168.1.32
MEDELLIN(config-router)#network 192.168.1.96
MEDELLIN(config-router)#no auto-summary
MEDELLIN(config-router)#exit
MEDELLIN(config)#exit

Router BOGOTA

BOGOTA>en

Password:

BOGOTA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router eigrp 1
BOGOTA(config-router)#network 192.168.1.0
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BOGOTA(config-router)#
%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.99 (Serial0/0/0) is up:
new adjacency

BOGOTA(config-router)#network 192.168.1.96

BOGOTA(config-router)#network 192.168.1.128

BOGOTA(config-router)#no auto-summary

BOGOTA(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.99 (Serial0/0/0) resync:
summary configured

BOGOTA(config-router)#exit
BOGOTA(config)#

Router CALI

CALI>en

Password:

CALl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CALlI(config)#router eigrp 1

CALI(config-router)#network 192.168.1.64

CALI(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.130 (Serial0/0/0) is up:
new adjacency

CALI(config-router)#network 192.168.1.128

CALI(config-router)#no auto-summary

CALlI(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.130 (Serial0/0/0)
resync: summary configured

CALI(config-router)#exit
CALI(config)#
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b. Verificar si existe vecindad con los routers configurados con EIGRP.
Router MEDELLIN

MEDELLIN#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

SWi1 Fas 0/0 144 S 2960 Fas 0/1
BOGOTA Ser 0/0/0 153 R C1841 Ser 0/0/0
MEDELLIN#
MEDELLIN#=show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, I - IGHMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdrme Capability Platform Port ID
5Wl Fas 0/0 144 5 2960 Fas 0/1
BOGOTA Ser 0/0/0 153 R Clg4l Ser 0/0/0
MEDELLIN# W

Grafico 19. Comando "show cdp neighbors" en Router "MEDELLIN" - Escenario 1

Router BOGOTA

BOGOTA#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

SW2 Fas 0/0 157 S 2960 Fas 0/1
MEDELLIN  Ser 0/0/0 157 R C1841 Ser 0/0/0
CALI Ser 0/0/1 157 R C1841 Ser 0/0/0
BOGOTA#

BOGOTA$#show cdp neighbors
Capakbility Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdcome Capakilitcy Flatform Port ID

SwW2 Fa=z 0/0 157 =] 2960 Fas 0/1
MEDELLIN Ser 0/0/0 157 R Cl841 Ser 0/0/0

CALI Ser 0/0/1 157 R Cl841 Ser 070/
BOGOTLA# L'

Gréfico 20. Comando "show cdp neighbors" en Router "BOGOTA" - Escenario 1
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Router CALI

CALIl#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

SW3 Fas 0/0 167 S 2960 Fas 0/1
BOGOTA Ser 0/0/0 177 R C1841 Ser 0/0/1
CALI#

CALI#show cdp neighbors
Capability Codes: E - Eouter, T - Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, I - IGMPF, r - Repeater, P -

Phone

Device ID Local Intrfce Holdtme Capability Platform Poxrt ID
SW3 Fas 0/0 167 s 2960 Fa=z 0/1
BOGOTA Ser 0/0/0 177 E Clg4l Ser

o/o0/1

CALI# v

Gréfico 21. Comando "show cdp neighbors" en Router "CALI" - Escenario 1

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

Router MEDELLIN

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -I1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:47:35, Serial0/0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:43:41, Serial0/0/0
C 192.168.1.96 is directly connected, Serial0/0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:47:35, Serial0/0/0
MEDELLIN#
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MEDELLIN#show ip route

Codes: C - comnected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - O05PF, IA - O5PF inter arca
N1l - O5PF N55A external type 1, N2 - O5PF NS5S5A external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E - EGP

i - I5-1I5, L1 - I5-1I5 lewvel-1l, L2 - I5-I5 lewvel-2, ia - I5-I5 inter area
- candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90,/2172416] wia 192.16€8.1.98, 00:47:35, Seriald/0/0
C 192.168.1.32 is directly connected, FastEthernetld/0
D 192.168.1.64 [90/2684416] wia 1%2.16€8.1.%8, 00:43:41, Seriald/0/0
C 192.168.1.96 is directly connected, Seriald/0/0
D 192.168.1.128 [90/2681856] wia 1%92.168.1.%98, 00:47:35, Seriald/0/0
MEDELLIN#

Gréfico 22. Comando "show ip route" en Router "MEDELLIN" - Escenario 1

R

outer BOGOTA

BOGOTA#show ip route

C

odes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-I1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

O0O000O

192.168.1.0/27 is subnetted, 5 subnets
192.168.1.0 is directly connected, FastEthernet0/0
192.168.1.32 [90/2172416] via 192.168.1.99, 00:48:58, Serial0/0/0
192.168.1.64 [90/2172416] via 192.168.1.131, 00:45:05, Serial0/0/1
192.168.1.96 is directly connected, Serial0/0/0
192.168.1.128 is directly connected, Serial0/0/1
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BOGOTA#

BOGOTA#show ip route

Codes: C - connected, 5 - static, I - IGRP, R — RIP, M - mobile, B - BGP
DD - EIGRP, EX - EIGRP external, O - OSPF, IA — OS5PF inter area
N1l - OS5PF MN55A external type 1, H2 - DEPF N55A external type 2
E1 - O5PF extermal type 1, E2 - O5PF extermal type 2, E - EGP

i - I5-I5, L1 - IS-IS lewvel-1, L2 - IS5-I5 lewvel-2, ia — IS5-1I5 inter
arca

# — candidate default, U - per—-user static route, o — CDR

P — periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 i=s subnetted, 5 subnets

c 192.168.1.0 is directly connected, FastEthermetld/0

D 192.168.1.32 [90/2172416] wia 192.168.1.9%9, 00:48:58, Seriald/so0/0
] 192.168.1.64 [90,/2172416] wvia 192.1€8.1.131, 00:45:05, Seriald/0/1
C 192.168.1.%96 is directly connected, Seriald/0/ 0

C 192.168.1.128 is directly connected, Seriald/ 0,1

=1

CGOTRF

Gréfico 23. Comando "show ip route" en Router "BOGOTA" - Escenario 1

Router CALI

CALIl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets
D 192.168.1.0 [90/2172416] via 192.168.1.130, 00:48:29, Serial0/0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 00:48:29, Serial0/0/0
C 192.168.1.64 is directly connected, FastEthernet0/0
D 192.168.1.96 [90/2681856] via 192.168.1.130, 00:48:29, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/0
CALI#
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CALI#show ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BGP
I - EIGRPF, EX - EIGRP external, O - OS5PF, I&A - OS5PF inter area
H1l - O5PF HS55A external type 1, HN2 - O5PF HNS5L external type 2
El - OS5PF external type 1, E2 - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-1I5 lewvel-1, L2 - I5-I5 level-2, ia - I5-I5
inter area
# — candidate default, U - per-user static route, o - CODE
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] wvia 192.1653.1.130, 00:48:29,

Sexriald/0/0

D 192.1658.1.32 [90/2684416] wvia 192.165.1.130, 00:48:29,

Serialo/0/0

C 192.1658.1.64 is directly connected, FastEthernetl/0

D 192.168.1.96 [90/2681856] wvia 192.165.1.130, 00:48:29,

Seriald/o 0

C 182.1658.1.128 is directly connected, Sexriald/0/0

CALI# hd

Grafico 24. Comando "show ip route" en Router "CALI" - Escenario 1

d. Realizar un diagnéstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de
la red LAN del router CALLI, primero a la red de MEDELLIN y luego al servidor.

Origen: PC_C 1 (Red CALI)
Destino: PC_M 0 (Red MEDELLIN)

PC>ping 192.168.1.33
Pinging 192.168.1.33 with 32 bytes of data:
Reply from 192.168.1.33: bytes=32 time=2ms TTL=253
Reply from 192.168.1.33: bytes=32 time=8ms TTL=253
Reply from 192.168.1.33: bytes=32 time=3ms TTL=253
Reply from 192.168.1.33: bytes=32 time=2ms TTL=253
Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 8ms, Average = 3ms

PC>
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Packet Tracer PC Command Line 1.0
PC>ping 192.168.1.33

Pinging 192.168.1.33 with 32 bytes of data:

.33 by =32 tim TTL=253
.33: b im TTL=253
.33: Lim TTL=253
.33 bytes=32 time=2Zms TIL=253

Ping statistics for 192.168.1.33:
Sent = 4, Recelved = 4, 0 (0% loss),
ound trip times in milli-=s
Minimum = Zms, Maximum = Sms, Averag

Grafico 25. Comando ping desde la red "CALI" a red "MEDELLIN" - Escenario 1

Origen: PC_C 0 (Red CALI)
Destino: SERVIDOR (Red BOGOTA)

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=2ms TTL=126
Reply from 192.168.1.2: bytes=32 time=7ms TTL=126
Reply from 192.168.1.2: bytes=32 time=1ms TTL=126
Reply from 192.168.1.2: bytes=32 time=1ms TTL=126
Ping statistics for 192.168.1.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 7ms, Average = 2ms

PC>
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Command Prompt

Reply from 1 .1.2: b : S
Reply from 1 68.1. time= TTL=1

Reply from 168.1. D ime=1lms TTL=
Reply from 42.168.1.2: byt . time=lms TTL=

round trip times in milli-secomn
n = lms, Maximum = Tms, Average =

Grafico 26. Comando ping desde la red "CALI" a red "BOGOTA" - Escenario 1

Parte 4. Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo el
servidor de la subred de administracién debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.

Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.
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Router MEDELLIN

MEDELLIN#conf term
Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN(config)#access-list 120 permit icmp 192.168.1.32 0.0.0.31 host
192.168.1.2

MEDELLIN(config)#access-list 120 deny ip any any

MEDELLIN(config)#int fa0/0

MEDELLIN(config-if)#ip access-group 120 in

MEDELLIN(config-if)#

Router CALI

CALI#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#access-list 130 permit icmp 192.168.1.64 0.0.0.31 host 192.168.1.2
CALI(config)#access-list 130 deny ip any any

CALI(config)#int fa0/0

CALI(config-if)#ip access-group 130 in

CALI(config-if)#

Pruebas ACL

Fire Last Status Source Destination Type Color Time(se Periodic Num Edit Delete

@ Faled PCM1 PCCO ICWP [ 0.000 N 0 (edit) (delete)
@ Faled PCMO  ws1 o IcMP 0.000 N 1 (edit) (delete)
@ Faild ws1  PCC1 ICMP g 0.000 N 2 (edit) (delete)

Fire  Last Status Source Destination Type Color Time(se: Periodic Num Edit Delete

@ Successful PC_ MO PCM1 ICMP 0.000 N 0 (edit) (delete)
@ Successful PC_C1 PC_CO ICMP 0.000 N 1 (edit) (delete)
@ Successful  WS1  SERVIDOR ICMP 0.000 N 2 (edit) (delete)

Fire  Last Status Source Destination Type Color Time(ser Periodic Num Edit Delete
@ Successful  SERVIDOR PC_MO ICMP 0.000 N 0 (edit) (delete)
¢ Successful SERVIDOR PC_CO ICMP 0.000 N 1 (edit) (delete)
§ Successful PC_C1 SERVIDOR  ICMP 0.000 N 2 (edit) (delete)

Gréfico 27. Pruebas de ACL
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Parte 5: Comprobacion de lared instalada.

a. Se debe probar que la configuracién de las listas de acceso fue exitosa.
Comprobar y Completar la siguiente tabla de condiciones de prueba para

confirmar el 6ptimo funcionamiento de la red e.

Router Router & MEDELLIN R
MEDELLIN CALI Physical Config  CLI

I0S Command Line Interface

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

SDUAL-5-NERCHANGE: IP-
up: new adj
Router MEDE

EIGRP 1: Neighbor 192.168.1.98 (Serial0/0/0) is

Ready
User Access Verification

Password:

MEDELLIN>en

et 192.168.1.65
8 . .OpenRouter CALI Ready

User Access Verification

Password:

WS 1 Router ®ws1 .
B OGOTA Physical Config Desktop Custom Interface
Command Prompt

Servidor Router & SERVIDOR o ox
Physical ~ Config  Services Desktop  Custom Interface
CALI s _sevies 0 .
Command Prompt X

penRouter CALT Ready

Verification

Servidor Router & SERVIDOR I
M EDE L L I N Physical ~ Config Services Desktop  Custom Interface
iCommand Prompt X
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LAN del
Router
MEDELLIN

LAN del
Router
CALI

LAN del
Router
MEDELLIN

LAN del
Router
CALI

LAN del
Router
CALI

LAN del
Router
MEDELLIN

Router
CALI

Router
CALI

Router
MEDELLIN

Router
MEDELLIN

ws 1

ws 1

&Fpc M - a X

Physical Config Desktop  Custom Interface

— —_— ———— 1 iy
Command Prompt
Packet Tracer PC Command Line 1.0
out; remote host not responding
&rcco - o X
Physical  Config Desktop  Custom Interface
— — ——— [l
Command Prompt
Tracer PC Command Line 1.0
elnet 1.65
; remote hosSt not Irespol
&Fpcmo - m] X
Physical Config Desktop Custom Interface
— —_— —— Jl
Command Prompt
&ecc - m] X
Physical Config Desktop  Custom Interface
——— —_— ——— R}

Command Prompt

Frcct - O x

Physical Config Desktop  Custom Interface

— —_— —— ||

ICommand Prompt

Packet Tracer PC Command Line 1.0

1.

Physical Config Desktop Custom Interface

— —_— ——

ICommand Prompt
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LAN del LAN del

Router
CALI

Router
MEDELLIN

LAN del Servidor

Router
CALI

LAN del Servidor

Router
MEDELLIN

LAN del
Router
MEDELLIN

Servidor

LAN del
Router
CALI

Servidor
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- m] X
Physical Config Desktop  Custom Interface
— —— ——— @
ICommand Prompt
unreachable
unreachable
unreachable
Ping statistics for
Pack
&pcco - [u} X
Physical  Config Desktop ~ Custom Interface
—— —) —_ ~
Command Prompt
with 32 bytes of data:
3ms TTL-126
26
TII=126
TII-126
FrcMi - u] X
Physical Config Desktop Custom Interface
——) —— o

Line 1.0

Packet Tracer BC Command
ng 152.168.1.2

Ping stat;
Packets: Semt = 4,
imate round trip

Minimum = lms, M

& SERVIDOR — O X
Physical Config Services Desktop  Custom Interface
—) — —_— o
Command Prompt X

Tracer SERVER Command Line 1.

ing 192.168.1.34

Packet
SERVER>
Pinging 192.168.1.34 with 32 bytes of data:
.168.1.34:

168,

1

Reply from 1

v from 1
Reply from L
Reply from 192.168.1.34:

Minimum = lms, Maximum = 6ms,
SERVER>
& SERVIDOR - [m] X
Physical Config Services Desktop  Custom Interface
— — —_— @

ICommand Prompt X

Pinging 192.168.1.67 with 32 bytes




UNe

Router LAN del CRLI#ping 192.165.1.34
CALI Router ;i::nf;cfel33?231;:21;:2;3; to 192.168.1.34, timeout is Z seconds:
MEDELLIN |stcsess zate 22 0 pezcens (o/3)
CcALTH|
ROUter LAN del MEDELLIN#ping 192.168.1.66
Type escape sequence to abort.
MEDELLIN Router Sending 5, 100-byte ICMP Echos to 192.168.1.86, timeout is 2 seconds:
CALI Success rate is 0 percent (0/5)
MEDELLINZ|

Cuadro 4. Comprobacion de la Red.

4. ESCENARIO 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.

208.17.220.0 /24

[ i-- 17231232 130
BUCARAMANGA =

SWITCH DE INTERNET
LABORATORID
! 17231236730
VLANZD | vLANT = 172328720 .
40 HOSTS || vLANZ0 1.0.128 /26 | VLAN 30
: 4DHOSTS
WEB
EXTERNO

s
VLANTD CUNDINAMARCA
55 HOSTS -

VLANT=17231.2.0/29
VLAN10 = 172.31.0.0 26

VLAN30 = 172.31.0.64 (26 SWITCH
CUNDINAMARCA

VLANT = 1723128129

WLANZD = 172.31.1.64 (26
VLAN 20
60 HOSTS

VLAN30=17231.1.0/26
Gréfico 28. Topologia de Red escenario 2

VLANSS = 172.31.2.24729
17231.0019

4.1. DESARROLLO ESCENARIO 2

Los siguientes son los requerimientos necesarios:
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1. Todos los routers deberan tener los siguiente:
e Configuracién basica.

Router BUCARAMANGA

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA

BUCARAMANGA(config)#no ip domain-loo

BUCARAMANGA(config)#ip domain-name cisco.com
BUCARAMANGA(config)#enable secret cisco-unad
BUCARAMANGA(config)#username Admin privilege 15 secret diplocisco-g12
BUCARAMANGA(config)#banner motd "Dispositivo BUCARAMANGA acceso solo
personal autorizado"

SW1-BGA

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW1-BGA

SW1-BGA(config)#no ip domain-loo

SW1-BGA(config)#ip domain-name cisco.com
SW1-BGA(config)#enable secret cisco-unad
SW1-BGA(config)#line console 0

SW1-BGA(config-line)#login local

SW1-BGA(config-line)#exit

SW1-BGA(config)#username Admin privilege 15 secret diplocisco-g12
SW1-BGA(config)#service password-encryption
SW1-BGA(config)#banner motd "Dispositivo BUCARAMANGA acceso solo
personal autorizado”

SW1-BGA(config)#line vty 0 15

SW1-BGA(config-line)#login local

SW1-BGA(config-line)#int vianl

SW1-BGA(config-if)#ip address 172.31.2.2 255.255.255.248
SW1-BGA(config-if)j#no shutdown

SW1-BGA(config-if)#exit

SW1-BGA(config)#ip default-gateway 172.31.2.1
SW1-BGA(config)#vlan 10

SW1-BGA(config-vlan)#vlan 30
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SW1-BGA(config-vlan)#int gigaO/1
SW1-BGA(config-ify#sw mode trunk
SW1-BGA(config-if)#exit
SW1-BGA(config)#int fa0O/1
SW1-BGA(config-ify#sw mode access
SW1-BGA(config-if)y#sw access vlan 10
SW1-BGA(config-if)#exit
SW1-BGA(config)#int fa0/2
SW1-BGA(config-ify#sw mode access
SW1-BGA(config-if)y#sw access vlan 30
SW1-BGA(config-if)#exit
SW1-BGA(config)#

SW1-BGA(config)#

SW1-BGA(config)#

SW1-BGA(config)#
SW1-BGA(config)#exit

SW1-BGA#

%SYS-5-CONFIG_I: Configured from console by console

SW1-BGA#copy run

SW1-BGA#copy running-config st
SW1-BGA#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

SW1-BGA#exit

Router TUNJA

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA

TUNJA(config)#no ip domain-loo

TUNJA(config)#ip domain-name cisco.com

TUNJA(config)#enable secret cisco-unad

TUNJA(config)#username Admin privilege 15 secret diplocisco-g12
TUNJA(config)#banner motd "Dispositivo TUNJA acceso solo personal autorizado™
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SW-TJA

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW1-TJA

SW1-TJA(config)#no ip domain-loo

SW1-TJA(config)#ip domain-name cisco.com
SW1-TJA(config)#enable secret cisco-unad
SW1-TJA(config)#line console 0

SW1-TJA(config-line)#login local

SW1-TJA(config-line)#exit

SW1-TJA(config)#username Admin privilege 15 secret diplocisco-g12
SW1-TJA(config)#service password-encryption
SW1-TJA(config)#banner motd "Dispositivo TUNJA acceso solo personal
autorizado”

SW1-TJA(config)#line vty 0 15

SW1-TJA(config-line)#login local

SW1-TJA(config-line)#int vianl

SW1-TJA(config-if)#ip address 172.31.2.10 255.255.255.248
SW1-TJA(config-if)#no shutdown

SW1-TJA(config-if)#exit

SW1-TJA(config)#ip default-gateway 172.31.2.9
SW1-TJA(config)#vlan 20

SW1-TJA(config-vlan)#vlan 30

SW1-TJA(config-vlan)#int gigaO/1

SW1-TJA(config-if)#sw mode trunk

SW1-TJA(config-if)#exit

SW1-TJA(config)#int fa0/1

SW1-TJA(config-if)#sw mode access

SW1-TJA(config-if)#sw access vlan 20
SW1-TJA(config-if)#exit

SW1-TJA(config)#int fa0/2

SW1-TJA(config-if)#sw mode access

SW1-TJA(config-if)#sw access vlan 30
SW1-TJA(config-if)#exit

SW1-TJA(config)#exit

SW1-TJA#

%SYS-5-CONFIG_I: Configured from console by console

SW1-TJA#copy running-config startup-config
Destination filename [startup-config]?
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Building configuration...
[OK]
SW1-TJA#

SW-LABORATORIO

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW-LABORATORIO

SW-LABORATORIO(config)#no ip domain-loo

SW-LABORATORIO(config)#ip domain-name cisco.com
SW-LABORATORIO(config)#enable secret cisco-unad
SW-LABORATORIO(config)#line console 0
SW-LABORATORIO(config-line)#login local
SW-LABORATORIO(config-line)#exit

SW-LABORATORIO(config)#username Admin privilege 15 secret diplocisco-g12
SW-LABORATORIO(config)#service password-encryption
SW-LABORATORIO(config)#banner motd "Dispositivo TUNJA/LABORATORIO
acceso solo personal autorizado”

SW-LABORATORIO(config)#line vty 0 15

SW-LABORATORIO(config-line)#login local
SW-LABORATORIO(config-line)#int vlanl

SW-LABORATORIO(config-if)#ip address 209.17.220.2 255.255.255.0
SW-LABORATORIO(config-if)#no shutdown

SW-LABORATORIO(config-if)#exit
SW-LABORATORIO(config)#ip default-gateway 209.17.220.1
SW-LABORATORIO(config)#exit

%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to up

SW-LABORATORIO#
%SYS-5-CONFIG_I: Configured from console by console
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SW-LABORATORIO#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

SW-LABORATORIO#

Router CUNDINAMARCA

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CUNDINAMARCA

CUNDINAMARCA(config)#no ip domain-loo

CUNDINAMARCA(config)#ip domain-name cisco.com
CUNDINAMARCA(config)#enable secret cisco-unad
CUNDINAMARCA(config)#username Admin privilege 15 secret diplocisco-g12
CUNDINAMARCA(config)#banner motd "Dispositivo CUNDINAMARCA acceso solo
personal autorizado"

SW-CMRCA

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW-CMRCA

SW-CMRCA(config)#no ip domain-loo

SW-CMRCA(config)#ip domain-name cisco.com
SW-CMRCA(config)#enable secret cisco-unad

SW-CMRCA(config)#line console 0

SW-CMRCA(config-line)#login local

SW-CMRCA(config-line)#exit

SW-CMRCA(config)#username Admin privilege 15 secret diplocisco-g12
SW-CMRCA(config)#service password-encryption
SW-CMRCA(config)#banner motd "Dispositivo CUNDINAMARCA acceso solo
personal autorizado”

SW-CMRCA(config)#line vty 0 15

SW-CMRCA(config-line)#login local

SW-CMRCA(config-line)#int vlanl

SW-CMRCA(config-if)#ip address 172.31.2.18 255.255.255.248
SW-CMRCA(config-if)y#no shutdown
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SW-CMRCA(config-if)#exit
SW-CMRCA(config)#ip default-gateway 172.31.2.17
SW-CMRCA(config)#vlan 20
SW-CMRCA(config-vlan)#vlan 30
SW-CMRCA(config-vlan)#vlan 88
SW-CMRCA(config-vlan)#int giga0/1
SW-CMRCA(config-ify#sw mode trunk
SW-CMRCA(config-if)#exit
SW-CMRCA(config)#int fa0/1
SW-CMRCA(config-if)#sw mode access
SW-CMRCA(config-if)y#sw access vian 88
SW-CMRCA(config-if)#exit
SW-CMRCA(config)#int fa0/2
SW-CMRCA(config-if)#sw mode access
SW-CMRCA(config-if)y#sw access vian 20
SW-CMRCA(config-if)#exit
SW-CMRCA(config)#int fa0/3
SW-CMRCA(config-if)#sw mode access
SW-CMRCA(config-if)#sw access vian 30
SW-CMRCA(config-if)#exit
SW-CMRCA(config)#exit

SW-CMRCA#

%SYS-5-CONFIG_I: Configured from console by console

SW-CMRCA#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

SW-CMRCA#

e Autenticacion local con AAA.

Router BUCARAMANGA

BUCARAMANGA(config)#aaa new-model
BUCARAMANGA(config)#aaa authentication login defaul local
BUCARAMANGA(config)#aaa authentication login TELNET-LOGIN local
BUCARAMANGA(config)#line con O

BUCARAMANGA(config-line)#login authentication defaul
BUCARAMANGA(config-line)#exit

BUCARAMANGA(config)#line vty 0 4
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BUCARAMANGA(config-line)#login authentication TELNET-LOGIN
BUCARAMANGA(config-line)#exit

Router TUNJA

TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login defaul local
TUNJA(config)#aaa authentication login TELNET-LOGIN local
TUNJA(config)#line con 0

TUNJA(config-line)#login authentication defaul
TUNJA(config-line)#exit

TUNJA(config)#line vty 0 4

TUNJA(config-line)#login authentication TELNET-LOGIN
TUNJA(config-line)#exit

Router CUNDINAMARCA

CUNDINAMARCA(config)#aaa new-model
CUNDINAMARCA(config)#aaa authentication login defaul local
CUNDINAMARCA(config)#aaa authentication login TELNET-LOGIN local
CUNDINAMARCA(config)#line con O
CUNDINAMARCA(config-line)#login authentication defaul
CUNDINAMARCA(config-line)#exit

CUNDINAMARCA(config)#line vty 0 4
CUNDINAMARCA(config-line)#login authentication TELNET-LOGIN
CUNDINAMARCA(config-line)#exit

e Cifrado de contrasefas.

Router BUCARAMANGA
BUCARAMANGA(config)#service password-encryption

Router TUNJA
TUNJA(config)#service password-encryption

Router CUNDINAMARCA
CUNDINAMARCA(config)#service password-encryption
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¢ Un méximo de internos para acceder al router.

Router BUCARAMANGA
BUCARAMANGA(config)#login block-for 120 attempts 3 within 30

Router TUNJA
TUNJA(config)#login block-for 120 attempts 3 within 30

Router CUNDINAMARCA
CUNDINAMARCA(config)#login block-for 120 attempts 3 within 30

e Maximo tiempo de acceso al detectar ataques.

En el simulador utilizado “Packet Tracer’ no permite realizar este tipo de
configuraciones.

e Establezca un servidor TFTP y almacene todos los archivos necesarios de
los routers.

172.31.2.36/30
172.31.2.32/30 i

— I .-._‘,,:__- -
2 91 CUNDIzN I'31ARCA
BUCARAMANGA UNJA

209.17.220.0/24
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2960§247T
296d-}4TT 2968-}4TT SW-LABARATORIO Internet — SWA-
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;

D D e Z Server-PT
ﬁ - -

= = — 2 PC-PT  PC-PT  \yEB-INTERNO
PC-PT PC-P PC-PT PC-PT Server-PT PC4 PCS

PCO pPC1 PC2 PC3 WEB'EXTE?NO VLAN 1: 172.31.2.16/29

209.17.220.0/24 VLAN 20: 172.31.1.64/26
WLAM 1: 172.31.2.0/29 VLAN 1: 172.31.2.8/29 VLAN 30: 1?2.31.1.0{;6
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WLAN 30: 172.31.0.64/26 AN IS 01 97/76

Gréfico 29. Topologia Escenario 2 en Packet Tracer
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Para realizar la configuracion de los routers y switches en este ejercicio debemos
definir las direcciones ip que vamos a utilizar y realizar subneteo, posteriormente
organizarlas.

BUCARAMANGA VLanl 6 172.31.2.0/29

VLan10 55 172.31.0.0/26
VLan30 55 172.31.0.64/26
TUNJA VLanl 6 172.31.2.8/29
VLan20 40 172.31.0.128/26
VLan30 40 172.31.0.192/26
CUNDINAMARCA VLanl 6 172.31.2.16/29
VLan20 60 172.31.1.64/26
VLan30 60 172.31.1.0/26
VLan88 6 172.31.2.24/29
WAN BUC-TUNJA 2 172.31.2.32/30
TUNJA- 2 172.31.2.36/30

CUND
Cuadro 5. Direccionamiento Ip y Subnetting Escenario 2

Una vez realizado lo descrito anteriormente asignamos las direcciones IP
respectivamente segun corresponda.

HOSTNAME INTERFACE DIRECCION MASCARA WILDCARD

IP
BUCARAMANGA Se0/0/0 172.31.2.33  255.255.255.252 0.0.0.3
Gig0/0.1 172.31.2.1 255.255.255.248 0.0.0.7

Gig0/0.10 172.31.0.1 255.255.255.192 0.0.0.63
Gig0/0.30 172.31.0.65  255.255.255.192 0.0.0.63

SW1-BGA VLanl 172.31.2.2 255.255.255.248 0.0.0.7

TUNJA Se0/0/0 172.31.2.34 | 255.255.255.252 0.0.0.3
Se0/0/1 172.31.2.37  255.255.255.252 0.0.0.3
Gig0/1 209.17.220.1 255.255.255.0 0.0.0.255
Gig0/0.1 172.31.2.9 255.255.255.248 0.0.0.7

Gig0/0.20 172.31.0.129 255.255.255.192 0.0.0.63

Gig0/0.30 172.31.0.193 255.255.255.192 0.0.0.63
SW1-TJA VLanl 172.31.2.10  255.255.255.248 0.0.0.7
SW- VLanl 209.17.220.2 255.255.255.0 0.0.0.255
LABORATORIO
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SERVER- Fa0 209.17.220.3  255.255.255.0 0.0.0.255

EXTERNO

CUNDINAMARCA Se0/0/0 172.31.2.38  255.255.255.252 0.0.0.3
Gig0/0.1 172.31.2.17 | 255.255.255.248 0.0.0.7

Gig0/0.20 172.31.1.65  255.255.255.192 0.0.0.63
Gig0/0.30 172.31.1.1 255.255.255.192 0.0.0.63
Gig0/0.88 172.31.2.25  255.255.255.248 0.0.0.7

SW1-CMRCA VLanl 172.31.2.18  255.255.255.248 0.0.0.7
SERVER- Fa0 172.31.2.26  255.255.255.248 0.0.0.7
INTERNO

Grafico 30. Asignacion de Direcciones IP Escenario 2

Una vez asignadas nuestras direcciones Ip, procedemos a la configuracion de las
diferentes interfaces utilizadas en los routers segun lo descrito anteriormente.

Asignacion de Direccionamiento

Router BUCARAMANGA

BUCARAMANGA(config)#int se0/0/0
BUCARAMANGA(config-if)#ip address 172.31.2.33 255.255.255.252
BUCARAMANGA(config-if)j#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BUCARAMANGA(config-if)#exit

BUCARAMANGA(config)#int gi0/0.1
BUCARAMANGA(config-subif)#encapsulation dot1Q 1
BUCARAMANGA(config-subif)#ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif)#no shutdown
BUCARAMANGA(config-subif)#exit

BUCARAMANGA(config)#int giO/0

BUCARAMANGA(config-if)#no shutdown

BUCARAMANGA (config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/0,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

BUCARAMANGA(config-if)#int gi0/0.10
BUCARAMANGA(config-subif)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0.10, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.10,
changed state to up

BUCARAMANGA(config-subif)#encapsulation dot1Q 10
BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#int gi0/0.30
BUCARAMANGA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

BUCARAMANGA(config-subif)#encapsulation dot1Q 30
BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#exit

BUCARAMANGA(config)#cdp run

BUCARAMANGA(config)#exit

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

BUCARAMANGA#

Router TUNJA

TUNJA(config)#int se0/0/0
TUNJA(config-if)#ip address 172.31.2.34 255.255.255.252
TUNJA(config-ify#no shutdown

TUNJA(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

TUNJA(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up
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TUNJA(config-if)#exit

TUNJA(config)#int se0/0/1

TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252
TUNJA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
TUNJA(config-if)#exit

TUNJA(config)#int gi0/1

TUNJA(config-if)#ip address 209.17.220.1 255.255.255.0
TUNJA(config-if)y#no shutdown

TUNJA(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

TUNJA(config-if)#exit
TUNJA(config)#int giO/0
TUNJA(config-if)y#no shutdown

TUNJA(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

TUNJA(config-if)#exit

TUNJA(config)#int gi0/0.1

TUNJA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

TUNJA(config-subif)#encapsulation dot1Q 1
TUNJA(config-subif)#ip address 209.17.220.1 255.255.255.0
% 209.17.220.0 overlaps with GigabitEthernet0/1
TUNJA(config-subif)#exit

TUNJA(config)#int gi0/0.20

TUNJA(config-subif)#

66



o%e
® B
| l @ »

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

TUNJA(config-subif)#encapsulation dot1Q 20

TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif)#no shutdown

TUNJA(config-subif)#exit

TUNJA(config)#int gi0/0.30

TUNJA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

TUNJA(config-subif)#encapsulation dot1Q 30
TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA(config-subif)#no shutdown

TUNJA(config-subif)#exit

TUNJA(config)#cdp run

TUNJA(config)#exit

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

TUNJA#

Router CUNDINAMARCA

CUNDINAMARCA(config)#int se0/0/0
CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

CUNDINAMARCA(config-if)#exit

CUNDINAMARCA(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up
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CUNDINAMARCA(config)#int gi0/0
CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

CUNDINAMARCA(config-if)#exit

CUNDINAMARCA(config)#int gi0/0.1

CUNDINAMARCA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

CUNDINAMARCA(config-subif)#encapsulation dot1Q 1
CUNDINAMARCA(config-subif)#ip address 172.31.2.17 255.255.255.248
CUNDINAMARCA(config-subif)#no shutdown
CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#int gi0/0.20

CUNDINAMARCA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

CUNDINAMARCA(config-subif)#encapsulation dot1Q 20
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#no shutdown
CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#int gi0/0.30

CUNDINAMARCA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

CUNDINAMARCA(config-subif)#encapsulation dot1Q 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
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CUNDINAMARCA(config-subif)#no shutdown
CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#int gi0/0.88

CUNDINAMARCA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.88, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.88,
changed state to up

CUNDINAMARCA(config-subif)#encapsulation dot1Q 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#no shutdown
CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#cdp run

CUNDINAMARCA(config)#exit

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA#

2. EI DHCP debera proporcionar solo direcciones a los hosts de
Bucaramanga y Cundinamarca

Router BUCARAMANGA

BUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#ip dhcp pool vlan10
BUCARAMANGA(dhcp-config)# network 172.31.0.0 255.255.255.192
BUCARAMANGA(dhcp-config)# default-router 172.31.0.1
BUCARAMANGA(dhcp-config)# dns-server 8.8.8.8
BUCARAMANGA(dhcp-config)#ip dhcp pool vilan30
BUCARAMANGA(dhcp-config)# network 172.31.0.64 255.255.255.192
BUCARAMANGA(dhcp-config)# default-router 172.31.0.65
BUCARAMANGA(dhcp-config)# dns-server 8.8.8.8
BUCARAMANGA(dhcp-config)#

Router TUNJA

TUNJA#conf term
Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip dhcp pool vian20
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TUNJA(dhcp-config)# network 172.31.0.128 255.255.255.192
TUNJA(dhcp-config)# default-router 172.31.0.129
TUNJA(dhcp-config)# dns-server 8.8.8.8
TUNJA(dhcp-config)#ip dhcp pool vlan30
TUNJA(dhcp-config)# network 172.31.0.192 255.255.255.192
TUNJA(dhcp-config)# default-router 172.31.0.193
TUNJA(dhcp-config)# dns-server 8.8.8.8
TUNJA(dhcp-config)#

Router CUNDINAMARCA

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#ip dhcp pool vlan20
CUNDINAMARCA(dhcp-config)# network 172.31.1.64 255.255.255.192
CUNDINAMARCA(dhcp-config)# default-router 172.31.1.65
CUNDINAMARCA(dhcp-config)# dns-server 8.8.8.8
CUNDINAMARCA(dhcp-config)#ip dhcp pool vian30
CUNDINAMARCA(dhcp-config)# network 172.31.1.0 255.255.255.192
CUNDINAMARCA(dhcp-config)# default-router 172.31.1.1
CUNDINAMARCA(dhcp-config)# dns-server 8.8.8.8
CUNDINAMARCA(dhcp-config)#ip dhcp pool vian88
CUNDINAMARCA(dhcp-config)# network 172.31.2.24 255.255.255.248
CUNDINAMARCA(dhcp-config)# default-router 172.31.2.25
CUNDINAMARCA(dhcp-config)# dns-server 8.8.8.8
CUNDINAMARCA(dhcp-config)#

3. El web server deberéa tener NAT estéatico y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

Router TUNJA

TUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 10 permit 172.31.0.0 0.0.0.128
TUNJA(config)#access-list 10 permit 172.31.0.0 0.0.0.192

TUNJA(config)#ip nat inside source list 10 interface GigabitEthernet0/0.30 overload
TUNJA(config)#ip nat inside source static 209.17.220.2 209.17.220.10
TUNJA(config)#interface GigabitEthernet0/0.20

TUNJA(config-subif)#ip nat inside
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TUNJA(config-subif)#exit
TUNJA(config)#interface GigabitEthernet0/0.30
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#exit
TUNJA(config)#interface GigabitEthernet0/1
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#exit
TUNJA(config)#interface Serial0/0/0
TUNJA(config-if)#ip nat outside
TUNJA(config-if)#exit

TUNJA(config)#

4. El enrutamiento deberé tener autenticacion.

Router BUCARAMANGA

BUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#router ospf 1
BUCARAMANGA(config-router)#log-adjacency-changes
BUCARAMANGA(config-router)#area 0 authentication message-digest
BUCARAMANGA(config-router)#passive-interface GigabitEthernet0/0.10
BUCARAMANGA(config-router)#passive-interface GigabitEthernet0/0.30
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#
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Physical Config CLI

IOS Command Line Interface

BUCLRRMANGL#show ip route
Codes: L - local, C - comnmected, 5 - static, R - RIP, M - mokile, B - BGP
D — EIGRP, EX - EIGRP external, & - O5PF, IA - COS5PF inter area
N1 - OSPF N55A external type 1, N2 - O5PF N55A external type 2
El - OS5SPF external type 1, E2 - OS5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1, L2 - I5-1I5 lewvel-2, ia - IS5-I5 inter area
#* — candidate default, U - per-user static route, o - CDR
P - pericodic downloaded static route

Gateway of last resort is not set

172.31.0.0/16 i=s wvariably subnetted, 14 subnets, 4 masks

C 172.31.0.0/26 is directly connected, GigabitEthernet0/0.10

L 172.31.0.1/32 is directly connected, GigabitEthernet0/0.10

C 172.31.0.64/26 is directly connected, GigabitEthernet(/0.30

L 172.31.0.65/32 is directly connected, GigabitEthernet(/0.30

o 172.31.0.128/26 [110/65]) via 172.31.2.34, 00:02:30, Seriald/0/0
o 172.31.0.1%2/26 [110/65] wvia 172.31.2.34, 00:02:30, S5eriald/0/0
o 172.31.1.0/26 [110/12%] wia 172.31.2.34, 00:02:20, Seriald/0/0
o 172.31.1.64/26 [110/129] wvia 172.31.2.34, 00:02:20, Serialo/0/0
C 172.31.2.0/29 is directly connected, GigabitEthernet0/0.1

L 172.31.2.1/32 is directly connected, GigabitEthernet0d/0.1

o 172.31.2.24/2% [110/129] wvia 172.31.2.34, 00:02:20, Serialo/o/0
C 172.31.2.32/30 is directly connected, Seriald/0/0

L 172.31.2.33/32 is directly connected, Serial0/0/0

o} 172.31.2.36/30 [l1l10/128] wvia 172.31.2.34, 00:02:30, Serialo/o/0
o 209,17.220.0/24 [110/65] wia 172.31.2.34, 00:02:30, Serialo/0/0
BUCARAMANGA# |

Copy Paste

Grafico 31. Comando "show ip route" en el router "BUCARAMANGA"

Router TUNJA

TUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#router ospf 1

TUNJA(config-router)# log-adjacency-changes
TUNJA(config-router)# area 0 authentication message-digest
TUNJA(config-router)# passive-interface GigabitEthernet0/0.20
TUNJA(config-router)# passive-interface GigabitEthernet0/0.30
TUNJA(config-router)# network 172.31.2.32 0.0.0.3 area O
TUNJA(config-router)# network 172.31.2.36 0.0.0.3 area O
TUNJA(config-router)# network 172.31.2.8 0.0.0.7 area O
TUNJA(config-router)# network 172.31.0.128 0.0.0.63 area 0O
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TUNJA(config-router)# network 172.31.0.192 0.0.0.63 area O
TUNJA(config-router)# network 209.17.220.0 0.0.0.255 area 0

TUNJA(config-router)#

Gréfico 32. Comando "show ip route" en el router "TUNJA"
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TUNJA¥show ip route A
Codezs: L - local, C - connected, 5 - static, R - RIP, M - mobile, B -
BGP

D - EIGRP, EX - EIGRP external, O - 0O5PF, IL - O5PF inter area

N1l - OS5PF NS5A extermal type 1, N2 - OSPF N55A externmal type 2

El - OS5PF external type 1, E2 - 0OSPF external type 2, E - EGP

i - I5-15, L1 - I5-IS level-1, L2 - I5-1I5 lewvel-2, ia - I5-IS
inter area

¥ — pcandidate default, U - per-user static route, o - CDR

P - pericdic downloaded static route
Gateway of last resort is not set

172.31.0.0/16 is wariably subnetted, 14 subnets, 4 masks
o 172.31.0.0/26 [110/65] via 172.31.2.33, 00:04:28, Seriald/0/0
o 172.31.0.64/26 [11l0/65] wia 172.31.2.33, 00:04:28, Serialo/0/0
C 172.31.0.128/26 is directly connected, GigabitEthermet0/0.20
L 172.31.0.129/32 iz directly connected, GigabitEthermet0/0.20
C 172.31.0.182/26 iz directly connected, GigabitEthermetd/0.30
1. 172.31.0.1583/32 is directly connected, GigabitEthermetd,/0.30
o 172.31.1.0/2¢ [110/65] wia 172.31.2.38, 00:04:28, Seriald/0/1
o 172.31.1.64/2¢ [110/€65] wia 172.31.2.338, 00:04:28, Serialld/0/1
o 172.31.2.0/2% [110/65] wia 172.31.2.33, 00:04:28, Seriald/0/0
o 172.31.2.24/2% [110/65] wia 172.31.2.33, 00:04:28, S5Serialld/0/1
C 172.31.2.32/30 is directly connected, Sexriald/0/0
L 172.31.2.34/32 is directly connected, Sexriald/0/0
C 172.31.2.36/30 is directly connected, Seriald/o0/1
L 172.31.2.37/32 is directly connected, Seriald/o0/1
209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
C 209,17.220.0/24 is directly connected, GigabitEthernetd/1
L. 209,17.220.1/32 is directly connected, GigabitEthernetl/1
TUNJR#| v
Copy Paste




Router CUNDINAMARCA

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#router ospf 1
CUNDINAMARCA(config-router)# log-adjacency-changes
CUNDINAMARCA(config-router)# area 0 authentication message-digest
CUNDINAMARCA(config-router)# passive-interface GigabitEthernet0/0.20
CUNDINAMARCA(config-router)# passive-interface GigabitEthernet0/0.30
CUNDINAMARCA(config-router)# passive-interface GigabitEthernet0/0.88
CUNDINAMARCA(config-router)# network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)# network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)# network 172.31.2.24 0.0.0.7 area 0
CUNDINAMARCA(config-router)# network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#

¢ CUNDINAMARCA — O X
Physical Config CLI

I0OS Command Line Interface

CUNDIMAMARCA#show ip route ~
Codes: L - local, C - connected, 5 - static, E - RIP, M — mokile, B -
BGP

Ir — EIGRF, EX - EIGEF external, © - O5PF, Ih - O5PF inter area

H1l - OQS5PF H55A external type 1, M2 — OS5PF MS55A external types 2

El - OS5SPF external type 1, EZ - O5PF external type 2, E — EGP

i - I5s-I5, L1 - IS-IS level-1l, L2 - IS-I5 level-2, ia - I5-IS
inter area

# — gpcandidate default, T - per-user static route, o — CDR

P - periodic downloaded static route

Gateway of last resort is not set

172.31.0.0/16 i=s wvariably subnetted, 1& subnets, 4 masks

] 172.31.0.0/26 [110/12%9]) wia 172.31.2.37, 00:05:17, Seriald/s0/0

o 172.31.0.64/26 [110/129] wia 172.31.2.37, 00:05:17, Serialo/ /o0 0

] 172.31.0.128/26 [110/65] wvia 172.31.2.37, 00:05:27, Seriald/0/0

o 172.31.0.192/26 [110/65] via 172.31.2.37, 00:05:27, Serial0/o0/0

C 172.31.1.0/26 is directly connected, GigabitEthernet0/0.30

L 172.31.1.1/32 is directly connected, GigabitEthernetO/s/0.30

C 172.31.1.64/26 is directly connected, GigabitEthernet0/0.20

L 172.31.1.65/32 is directly connected, GigabitEthernetl/s0.20

o 172.31.2.0/29 [110/129] wia 172.31.2.37, 00:05:17, Serialo/0/0

C 172.31.2.16/2%9 is directly connected, GigabitEthernetd/0.1

L 172.31.2.17/32 is directly connected, GigabitEthernet0/0.1

C 172.31.2.24/29 is directly connected, GigakbitEthernet0/0.88

L 172.31.2.25/32 is directly connected, GigabitEthernet0/0.88

o 172.31.2.32/30 [110/128] via 172.31.2.37, 00:05:27, Serialo/o0/0

C 172.31.2.36/30 is directly conmnected, Seriald/0/0

L 172.31.2.38/32 is directly connected, Seriald/ /o0 0

] 209.17.220.0/24 [110/65] wvia 172.31.2.37, 00:05:27, Seriald/0/0

CUNDINAMARCRE| w
Copy Paste

Gréfico 33. Comando "show ip route" en el router "CUNDINAMARCA"
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5. Listas de control de acceso:

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

Router CUNDINAMARCA

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 1 deny 209.17.220.0 0.0.0.255
CUNDINAMARCA(config)#access-list 1 permit any
CUNDINAMARCA(config)#int gig0/0.20
CUNDINAMARCA(config-subif)#ip access-group 1 out
CUNDINAMARCA(config-subif)#

e Los hosts de VLAN 30 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

Router CUNDINAMARCA

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 2 deny 172.31.0.128 0.0.0.63
CUNDINAMARCA(config)#access-list 2 deny 172.31.0.192 0.0.0.63
CUNDINAMARCA(config)#access-list 2 permit any
CUNDINAMARCA(config)#int gig0/0.30
CUNDINAMARCA(config-subif)#ip access-group 2 out
CUNDINAMARCA(config-subif)#

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

Router TUNJA

TUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 1 permit 209.17.220.0 0.0.0.255
TUNJA(config)#access-list 1 deny any

TUNJA(config)#int gig0/0.30

TUNJA(config-subif)#ip access-group 1 out
TUNJA(config-subif)#
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

Router TUNJA

TUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 2 permit 172.31.1.64 0.0.0.63
TUNJA(config)#access-list 2 permit 172.31.0.0 0.0.0.63
TUNJA(config)#access-list 2 deny any

TUNJA(config)#int gig0/0.20

TUNJA(config-subif)#ip access-group 2 out
TUNJA(config-subif)#

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

Router BUCARAMANGA

BUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#access-list 1 permit 172.31.0.0 0.0.0.63
BUCARAMANGA(config)#access-list 1 permit 209.17.220.0 0.0.0.255
BUCARAMANGA(config)#access-list 1 deny any
BUCARAMANGA(config)#int gig0/0.30
BUCARAMANGA(config-subif)#ip access-group 1 out

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

Router BUCARAMANGA

BUCARAMANGA(config)#access-list 2 permit 172.31.0.128 0.0.0.63
BUCARAMANGA(config)#access-list 2 permit 172.31.1.64 0.0.0.63
BUCARAMANGA(config)#access-list 2 deny any
BUCARAMANGA(config)#int gig0/0.10
BUCARAMANGA(config-subif)#ip access-group 2 out
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Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

Al implementar la ACL propuesta en este punto bloqueariamos las demés ACL s ya
implementadas y no tendria sentido la red Wan porque quedaria simplemente tres
redes Lan incomunicadas entre si.

Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

6. VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.

Aspectos atener en cuenta

Habilitar VLAN en cada switch y permitir su enrutamiento.

Enrutamiento OSPF con autenticacion en cada router.

Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y Cundinamarca.

Configuracion de NAT estético y de sobrecarga.

Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.

Habilitar las opciones en puerto consola y terminal virtual
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Enlaces Descarga

e Solucion propuesta al “Escenario 1”

https://drive.google.com/file/d/1Z|TFULWb1BisXQnDfOAXTHKGXmKkurv4m/view?u
sp=sharing

e Solucion propuesta al “Escenario 2”

https://drive.google.com/file/d/1JF2Z tSLkhbJL7sOKBmpYWVbs4ZXzIWF/view?us
p=sharing
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https://drive.google.com/file/d/1ZjTFULwb1BjsXQnDfOAXTHKGXmkurv4m/view?usp=sharing
https://drive.google.com/file/d/1ZjTFULwb1BjsXQnDfOAXTHKGXmkurv4m/view?usp=sharing
https://drive.google.com/file/d/1JF2Z_tSLkhbJL7sQKBmpYWVbs4ZXzlWF/view?usp=sharing
https://drive.google.com/file/d/1JF2Z_tSLkhbJL7sQKBmpYWVbs4ZXzlWF/view?usp=sharing

Conclusiones

Se logro demostrar las habilidades adquiridas para la solucién de
problematicas en redes y configuracion de equipos Cisco.

Se dio solucion efectiva a las problematicas propuestas mediante adecuada
la utilizacion del aplicativo Packet Tracer.

Se afianzaron conocimientos adquiridos durante todo el proceso de
formacién como futuro Ingenieros de Sistemas.
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