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RESUMEN

El disefio e implementacion de soluciones integradas LAN/WAN a través del uso de
herramientas de simulacion y laboratorios de acceso remoto nos permitié obtener la
capacidad de configurar y administrar los diferentes dispositivos de Networking
orientados al disefio de redes y a su vez optimizar el rendimiento de las redes e
incorporar de manera adecuada el uso de tecnologias y protocolos de conmutacién
y enrutamiento.

Se presenta a continuacién dos (2) escenarios propuestos, acompafnados de los
respectivos procesos de documentacién de la solucion, correspondientes al registro
de la configuracion de cada uno de los dispositivos, la descripcién detallada del paso
a paso de cada una de las etapas realizadas durante su desarrollo, el registro de
los procesos de verificacion de conectividad mediante el uso de comandos ping,
traceroute, show ip route, entre otros.
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ABSTRACT

The design and implementation of integrated LAN / WAN solutions through the use
of simulation tools and remote access laboratories allowed us to obtain the ability to
configure and manage the different Networking devices aimed at network design
and at the same time optimize the performance of the networks and adequately
incorporate the use of routing and routing technologies and protocols.

Two (2) proposed scenarios are presented below, accompanied by the respective
documentation processes of the solution, corresponding to the registration of the
configuration of each of the devices, the detailed description of the step by step of
each of the stages performed during its development, the registration of connectivity
verification processes through the use of ping, traceroute, show ip route commands,
among others.
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INTRODUCCION

El presente trabajo contiene el desarrollo y solucién de dos ejercicios practicos en
los cuales se aplican los conocimientos adquiridos en los dos modulos que
componen el Diplomado de Profundizacién CISCO: Network Fundamentals (CCNAL1
R&S) y Routing and Switching Fundamentals (CCNA2 R&S).

Para analizar cada escenario propuesto se aplicaron los diferentes niveles de
comprensién y solucion de problemas relacionados con diversos aspectos de
Networking.

El objetivo principal es profundizar en el campo emergente de las Redes y
Telecomunicaciones de tal manera que se tenga la capacidad ante la creciente
demanda de personal especializado en el area de las tecnologias de la informacién.
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1. OBJETIVOS

1.10BJETIVO GENERAL

Fomentar y fortalecer la capacidad de configurar y administrar los diferentes
dispositivos de networking para optimizar el el rendimiento de las redes e
incorporar de manera adecuada las nuevas tecnologias en los escenarios
propuestos.

1.2 OBJETIVOS ESPECIFICOS

e Identificar los dispositivos necesarios para la construccion de la topologia de
red.

e Realizar las configuraciones béasicas en los dispositivos de comunicacion
Routers, switch y servidores.

e Emplear comandos de configuracion avanzada en routers, implementando
RIP, OSPF y enrutamiento estatico.

e Establecer una lista de control de acceso de acuerdo con los criterios
senalados.

e Configuracion de NAT estatico y de sobrecarga.
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DESARROLLO DE LOS ESCENARIOS

2. ESCENARIO 1:

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante ser& el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Dispositivos requeridos:
% 3 Routers (Cisco 1941)
% 3 Switches (2960-24TT)
% 5 Equipos de Computo
% 1 Servidor (Genérico PT)

7/

7/

llustracion 1. Topologia de red escenario 1.
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Fuente: (UNAD, 2019).
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Rutinas de diagndstico y preparacion de los equipos para su configuracion.

Inicialmente se define el tipo y la cantidad de dispositivos de comunicacion,
posteriormente se aplica a cada Router y switch de la topologia las siguientes
configuraciones bésicas:

- Router 1: nombrarlo “‘RBogota”
- Router 2: nombrarlo “RMedellin”
- Router 3: nombrarlo “RCali”

- Switch 1: nombrarlo “SBogota”
- Switch 2: nombrarlo “SMedellin”
- Switch 3: nombrarlo “SCali”

- Encriptar contrasefias

- A cada Router y Switch deshabilitar DNS lookup

- MOTD banner: Advertencia: Acceso no autorizado!'$
- Exec Password: classclass

- Console Access Password: ciscocisco

- Telnet Access Password: ciscocisco

ROUTER BOGOTA:

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname RBogota

RBogota(config)#no ip domain-lookup
RBogota(config)#service password-encryption
RBogota(config)#banner motd $Advertencia: Acceso no autorizado!!'$
RBogota(config)#enable secret classclass
RBogota(config)#line console 0
RBogota(config-line)#password ciscocisco
RBogota(config-line)#login

RBogota(config-line)#line vty 0 4
RBogota(config-line)#password ciscocisco
RBogota(config-line)#login

RBogota(config-line)#

ROUTER MEDELLIN:

Router>en
Router#conf term

11
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname RMedellin

RMedellin(config)#no ip domain-lookup
RMedellin(config)#service password-encryption
RMedellin(config)#banner motd $Advertencia: Acceso no autorizado!'$
RMedellin(config)#enable secret classclass
RMedellin(config)#line console 0
RMedellin(config-line)#password ciscocisco
RMedellin(config-line)#login

RMedellin(config-line)#line vty 0 4
RMedellin(config-line)#password ciscocisco
RMedellin(config-line)#login

RMedellin(config-line)#

ROUTER CALI:

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname RCali

RCali(config)#no ip domain-lookup

RCali(config)#service password-encryption
RCali(config)#banner motd $Advertencia: Acceso no autorizado!'$
RCali(config)#enable secret classclass

RCali(config)#line console 0

RCali(config-line)#password ciscocisco
RCali(config-line)#login

RCali(config-line)#line vty 0 4

RCali(config-line)#password ciscocisco
RCali(config-line)#login

RCali(config-line)#

SWITCH BOGOTA:

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SBogota

SBogota(config)#no ip domain-lookup

SBogota(config)#service password-encryption
SBogota(config)#banner motd $Advertencia: Acceso no autorizado!'$

12
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SBogota(config)#enable secret classclass
SBogota(config)#line console 0
SBogota(config-line)#password ciscocisco
SBogota(config-line)#login
SBogota(config-line)#line vty 0 4
SBogota(config-line)#password ciscocisco
SBogota(config-line)#login
SBogota(config-line)#

SWITCH MEDELLIN:

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SMedellin

SMedellin(config)#no ip domain-lookup
SMedellin(config)#service password-encryption
SMedellin(config)#banner motd $Advertencia: Acceso no autorizado!!'$
SMedellin(config)#enable secret classclass
SMedellin(config)#line console 0
SMedellin(config-line)#password ciscocisco
SMedellin(config-line)#login

SMedellin(config-line)#line vty 0 4
SMedellin(config-line)#password ciscocisco
SMedellin(config-line)#login

SMedellin(config-line)#

SWITCH CALI:

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SCali

SCali(config)#no ip domain-lookup

SCali(config)#service password-encryption
SCali(config)#banner motd $Advertencia: Acceso no autorizado!!'$
SCali(config)#enable secret classclass

SCali(config)#line console 0

SCali(config-line)#password ciscocisco
SCali(config-line)#login

SCali(config-line)#line vty 0 4

13
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SCali(config-line)#password ciscocisco
SCali(config-line)#login
SCali(config-line)#

llustracién 2. Conexion fisica de los equipos escenario 1.

PC-PT

WS 1 . ™ server-PT
Servidord9
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-—g ;
- PepT

i PC14
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PC11

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

2.1Parte 1: Asignacion de direcciones IP:

Se divide (subnetear) la red creando una segmentacion en ocho partes, para
permitir crecimiento futuro de la red corporativa y se asigna una direccién IP a la

red.
Bogota LAN Medellin LAN
Direccion de Red: 192.168.1.0 Direccion de Red: 192.168.1.32
Mascara: 255.255.255.224 Mascara: 255.255.255.224

14
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Cali LAN Bogotéa Medellin

Direcciéon de Red: 192.168.1.64 Direccion de Red: 192.168.1.96
Mascara: 255.255.255.224 Mascara: 255.255.255.224
Bogotéa Cali Futuro

Direcciéon de Red: 192.168.1.128 Direcciéon de Red: 192.168.1.160
Mascara: 255.255.255.224 Mascara: 255.255.255.224
Futuro Futuro

Direcciéon de Red: 192.168.1.192 Direccion de Red: 192.168.1.224
Mascara: 255.255.255.224 Mascara: 255.255.255.224

2.2 Parte 2: Configuracionon Basica.

Tabla con la configuracion basica de los routers, teniendo en cuenta las subredes
disefiadas.

RMEDELLIN RBOGOTA RCALI
192.168.1.99 192.168.1.98 192.168.1.131

192.168.1.130
192.168.1.33 192.168.1.1 192.168.1.65
Eigrp Eigrp Eigrp

200 200 200
192.168.1.0 192.168.1.0 192.168.1.0

Una vez establecida la configuracion basica para cada router procedemos a aplicar
la configuracion a cada uno de estos desde el modo exec.

ROUTER BOGOTA:

RBogota(config)#int s0/0/0

RBogota(config-if)#ip address 192.168.1.98 255.255.255.224
RBogota(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down

15



Universidad Nacional

PRUEBA DE HABILIDADES PRACTICAS CCNA 2019

RBogota(config-if)#

RBogota(config-if)#int s0/0/1

RBogota(config-if)#ip address 192.168.1.130 255.255.255.224
RBogota(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
RBogota(config-if)#

RBogota(config-if)#int g0/0

RBogota(config-if)#ip address 192.168.1.1 255.255.255.224
RBogota(config-if)#no shutdown

RBogota(config-if)#

RBogota(config-if)#router eigrp 200

RBogota(config-router)#no auto-summary
RBogota(config-router)#network 192.168.1.0
RBogota(config-router)#end

RBogota#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/O0,
changed state to up

%SYS-5-CONFIG_I: Configured from console by console

ROUTER MEDELLIN:

RMedellin(config-line)#int s0/0/0

RMedellin(config-if)#ip address 192.168.1.99 255.255.255.224
RMedellin(config-ify#no shutdown

RMedellin(config-if)#

RMedellin(config-if)#int g0/0

RMedellin(config-if)#ip address 192.168.1.33 255.255.255.224
RMedellin(config-ify#no shutdown

RMedellin(config-if)#

RMedellin(config-if)#router eigrp 200

RMedellin(config-router)#no auto-summary
RMedellin(config-router)#network 192.168.1.0
RMedellin(config-router)#end

RMedellin#

RMedellin#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

16
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%SYS-5-CONFIG_I: Configured from console by console
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.98 (Serial0/0/0) is up:
new adjacency

ROUTER CALI:

RCali(config-line)#int s0/0/0

RCali(config-if)#ip address 192.168.1.131 255.255.255.224
RCali(config-if)#no shutdown

RCali(config-if)#int g0/0

RCali(config-if)#ip address 192.168.1.65 255.255.255.224
RCali(config-if)#no shutdown

RCali(config-if)#

RCali(config-if)#router eigrp 200

RCali(config-router)#no auto-summary

RCali(config-router)#network 192.168.1.0

RCali(config-router)#end

RCali#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

%SYS-5-CONFIG_I: Configured from console by console

Después de cargada la configuracién en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas
utilizando el comando SHOW IP ROUTE.

ROUTER BOGOTA:

RBogota#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

17
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Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 8 subnets, 2 masks

C 192.168.1.0/27 is directly connected, GigabitEthernet0/0

L 192.168.1.1/32 is directly connected, GigabitEthernet0/0

D 192.168.1.32/27 [90/2170112] via 192.168.1.99, 00:02:18, Serial0/0/0
D 192.168.1.64/27 [90/2170112] via 192.168.1.131, 00:01:05, Serial0/0/1
C 192.168.1.96/27 is directly connected, Serial0/0/0

L 192.168.1.98/32 is directly connected, Serial0/0/0

C 192.168.1.128/27 is directly connected, Serial0/0/1

L 192.168.1.130/32 is directly connected, Serial0/0/1

ROUTER MEDELLIN:

RMedellin#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I - 1S-1S, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks

D 192.168.1.0/27 [90/2170112] via 192.168.1.98, 00:03:43, Serial0/0/0

C 192.168.1.32/27 is directly connected, GigabitEthernet0/0

L 192.168.1.33/32 is directly connected, GigabitEthernet0/0

D 192.168.1.64/27 [90/2682112] via 192.168.1.98, 00:02:30, Serial0/0/0
C 192.168.1.96/27 is directly connected, Serial0/0/0

L 192.168.1.99/32 is directly connected, Serial0/0/0

D 192.168.1.128/27 [90/2681856] via 192.168.1.98, 00:02:39, Serial0/0/0

ROUTER CALL:

RCali#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
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El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks

D 192.168.1.0/27 [90/2170112] via 192.168.1.130, 00:00:26, Serial0/0/0
D 192.168.1.32/27 [90/2682112] via 192.168.1.130, 00:00:26, Serial0/0/0
C 192.168.1.64/27 is directly connected, GigabitEthernet0/0

L 192.168.1.65/32 is directly connected, GigabitEthernet0/0

D 192.168.1.96/27 [90/2681856] via 192.168.1.130, 00:00:26, Serial0/0/0
C 192.168.1.128/27 is directly connected, Serial0/0/0

L 192.168.1.131/32 is directly connected, Serial0/0/0

Luego verificar la tabla de enrutamiento en cada uno de los routers se procede a
verificar el balanceo de carga que presentan los routers utilizando el comando
SHOW IP EIGRP TOPOLOGY.

ROUTER BOGOTA:
RBogota#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2816

via Connected, GigabitEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2170112
via 192.168.1.99 (2170112/2816), Serial0/0/0

P 192.168.1.64/27, 1 successors, FD is 2170112
via 192.168.1.131 (2170112/2816), Serial0/0/1

P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/1
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ROUTER MEDELLIN:
RMedellin#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2170112
via 192.168.1.98 (2170112/2816), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2816

via Connected, GigabitEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2682112
via 192.168.1.98 (2682112/2170112), Serial0/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2681856
via 192.168.1.98 (2681856/2169856), Serial0/0/0

ROUTER CALI:

RCali#show ip eigrp topology

IP-EIGRP Topology Table for AS 200/ID(192.168.1.131)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2170112
via 192.168.1.130 (2170112/2816), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2682112
via 192.168.1.130 (2682112/2170112), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 2816

via Connected, GigabitEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856
via 192.168.1.130 (2681856/2169856), Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0
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Verificado el balanceo de carga en cada uno de los routers, procedemos a realizar
un diagndstico de vecinos usando el comando SHOW CDP NEIGHBOR, en donde
podemos observar que cada router identifica el dispositivo préximo en cada tramo
de ruta.

ROUTER BOGOTA:

RBogota#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID  Local Intrfce Holdtme Capability  Platform Port ID
SBogota Gig 0/0 151 S 2960 Gig 0/1
RMedellin  Ser 0/0/0 161 R C1900 Ser 0/0/0
Rcali Ser 0/0/1 174 R C1900 Ser 0/0/0

ROUTER MEDELLIN:

RMedellin#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID  Local Intrfce Holdtme Capability  Platform Port ID
SMedellin  Gig 0/0 130 S 2960 Gig 0/1
RBogota  Ser 0/0/0 141 R C1900  Ser 0/0/0
ROUTER CALI:

RCali#show cdp neighbor
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID  Local Intrfce Holdtme Capability  Platform  Port ID
SCali Gig 0/0 173 S 2960 Gig 0/1
RBogota  Ser 0/0/0 173 R C1900 Ser 0/0/1

Revisados los equipos vecinos en cada tramo de ruta, realizamos una prueba de
conectividad en cada tramo de la ruta usando Ping; Desde el router Rbogota
hacemos un ping hacia el router RMedellin, luego router RCali y finalmente ping al
servidor, en donde observamos que las respuestas a los pings son exitosas.
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llustracion 3. Ping de RBogota a RMedellin, RCali y Servidor.
? RBogota = O *

Physical Config CL Attributes
|

105 Command Line Interface

Dassword: s

EBogotaxen
Password:
RBogotafping 192 _.1c28.1.35

Type escape Seguence to abort.

Sending 5, 100-byte ICMP Echos to 15%2.168.1.35%, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/feavg/max = 1/10/42Z
ms

RBogota$ping 192 _168_1.131

Iype escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 132.168.1.131, timecut is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/8 ms
EBogotafping 1%2_168_1_30
Type escape sSeguence to abort.

Sending 5, 100-byte ICMP Echos to 152.168.1.30, timeout is 2 seconds:
Srrnt

Success rate is 80 percent (4/5), round-trip minfavg/max = 0/5/21 ms

FEBogotat W

Ctri+F& to exit CLI focus Copy Paste
[ Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

2.3 Parte 3: Configuracion de Enrutamiento.

Asignado el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado usamos el comando SHOW IP EIGRP TOPOLOGY para
verificar el enrutamiento. Posteriormente usamos el comando SHOW IP EIGRP
NEIGHBORS para verificar si existe vecindad con los routers configurados con
EIGRP.
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e SHOW IP EIGRP TOPOLOGY

ROUTER BOGOTA:
RBogota#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/1D(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2816

via Connected, GigabitEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2170112
via 192.168.1.99 (2170112/2816), Serial0/0/0

P 192.168.1.64/27, 1 successors, FD is 2170112
via 192.168.1.131 (2170112/2816), Serial0/0/1

P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/1

ROUTER MEDELLIN:
RMedellin#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2170112
via 192.168.1.98 (2170112/2816), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2816

via Connected, GigabitEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2682112
via 192.168.1.98 (2682112/2170112), Serial0/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2681856
via 192.168.1.98 (2681856/2169856), Serial0/0/0
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ROUTER CALI:
RCali#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/1D(192.168.1.131)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2170112
via 192.168.1.130 (2170112/2816), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2682112
via 192.168.1.130 (2682112/2170112), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 2816

via Connected, GigabitEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856
via 192.168.1.130 (2681856/2169856), Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

e SHOW IP EIGRP NEIGHBORS
ROUTER BOGOTA:

RBogota#show ip eigrp neighbor
IP-EIGRP neighbors for process 200

H Address Interface  Hold Uptime  SRTT RTO Q Seq
(sec) (ms) Cnt  Num

0 192.168.1.99  Se0/0/0 12 00:05:27 40 1000 O 13

1 192.168.1.131 Se0/0/1 13 00:04:54 40 1000 O 14

ROUTER MEDELLIN:
RMedellin#show ip eigrp neighbor
IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt  Num

0 192.168.1.98  Se0/0/0 12 00:10:48 40 1000 O 12

ROUTER CALI:

RCali#show ip eigrp neighbor
IP-EIGRP neighbors for process 200
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H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt  Num
0 192.168.1.130 Se0/0/0 14 00:12:47 40 1000 O 13

Mediante el uso del comando SHOW IP ROUTE realizamos la comprobacion de las
tablas de enrutamiento en cada uno de los routers para verificar cada una de las
rutas establecidas.

ROUTER BOGOTA:

RBogota#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 8 subnets, 2 masks
192.168.1.0/27 is directly connected, GigabitEthernet0/0
192.168.1.1/32 is directly connected, GigabitEthernet0/0
192.168.1.32/27 [90/2170112] via 192.168.1.99, 00:02:18, Serial0/0/0
192.168.1.64/27 [90/2170112] via 192.168.1.131, 00:01:05, Serial0/0/1
192.168.1.96/27 is directly connected, Serial0/0/0
192.168.1.98/32 is directly connected, Serial0/0/0
192.168.1.128/27 is directly connected, Serial0/0/1
192.168.1.130/32 is directly connected, Serial0/0/1

—roOrOocor o

ROUTER MEDELLIN:

RMedellin#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-1S, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR
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P - periodic downloaded static route
Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks

D 192.168.1.0/27 [90/2170112] via 192.168.1.98, 00:03:43, Serial0/0/0

C 192.168.1.32/27 is directly connected, GigabitEthernet0/0

L 192.168.1.33/32 is directly connected, GigabitEthernet0/0

D 192.168.1.64/27 [90/2682112] via 192.168.1.98, 00:02:30, Serial0/0/0
C 192.168.1.96/27 is directly connected, Serial0/0/0

L 192.168.1.99/32 is directly connected, Serial0/0/0

D 192.168.1.128/27 [90/2681856] via 192.168.1.98, 00:02:39, Serial0/0/0
ROUTER CALI:

RCali#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I - 1S-1S, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks
192.168.1.0/27 [90/2170112] via 192.168.1.130, 00:00:26, Serial0/0/0
192.168.1.32/27 [90/2682112] via 192.168.1.130, 00:00:26, Serial0/0/0
192.168.1.64/27 is directly connected, GigabitEthernet0/0
192.168.1.65/32 is directly connected, GigabitEthernet0/0
192.168.1.96/27 [90/2681856] via 192.168.1.130, 00:00:26, Serial0/0/0
192.168.1.128/27 is directly connected, Serial0/0/0
192.168.1.131/32 is directly connected, Serial0/0/0

rOor Ooao

Se comprueba que cada uno de los puntos de la red se puedan ver y tengan
conectividad entre si. Para esta prueba haremos ping desde el host PC13
(192.168.1.74) de lared LAN del router RCALL, primero al host PC10 (192.168.1.42)
de la red de RMEDELLIN, luego al servidor (192.168.1.30) y finalmente al host
WS _1(192.168.1.10).
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llustracion 4. Ping desde PC13 a PC10.

| =

Physical  Config _ Des Programming  Attributes

Command Prompt

F: FEBD: 9D0

[ Tep

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 5. Ping desde PC13 al Servidor y WS _1.

=

~

Physical  Config D

Programming  Attributes

Command Prompt

in milli-
2ms, vy

Maximum = lms,

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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2.4 Parte 4: Configuracion de las Listas de Control de Acceso.

Debido a que en este momento cualquier usuario de la red tiene acceso a todos sus
dispositivos y estaciones de trabajo, se debe implementar seguridad en la red, para
lo cual se configuran listas de control de acceso (ACL) a los routers.

Las condiciones que se tuvieron en cuenta al momento de crear las ACL son las
siguientes:

a) Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

ROUTER BOGOTA:
RBogota(config-line)#line vty 0 4
RBogota(config-line)#password ciscocisco
RBogota(config-line)#login
RBogota(config-line)#

ROUTER MEDELLIN:
RMedellin(config-line)#line vty 0 4
RMedellin(config-line)#password ciscocisco
RMedellin(config-line)#login
RMedellin(config-line)#

ROUTER CALI:

RCali(config-line)#line vty 0 4
RCali(config-line)#password ciscocisco
RCali(config-line)#login
RCali(config-line)#

SWITCH BOGOTA:
SBogota(config-line)#line vty 0 4
SBogota(config-line)#password ciscocisco
SBogota(config-line)#login
SBogota(config-line)#
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SWITCH MEDELLIN:
SMedellin(config-line)#line vty 0 4
SMedellin(config-line)#password ciscocisco
SMedellin(config-line)#login
SMedellin(config-line)#

SWITCH CALI:

SCali(config-line)#line vty 0 4
SCali(config-line)#password ciscocisco
SCali(config-line)#login
SCali(config-line)#

b) El servidor de la subred de administracion debe tener acceso a cualquier
otro dispositivo en cualquier parte de la red.

ROUTER BOGOTA:

RBogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
RBogota(config)#access-list 151 permit ip host 192.168.1.30 any
RBogota(config)#int g0/0

RBogota(config-if)#ip access-group 151 in

RBogota(config-if)#

c) Las estaciones de trabajo en las LAN de RMEDELLIN y RCALI no deben
tener acceso a ningun dispositivo fuera de su subred, excepto para
interconectar con el servidor.

ROUTER MEDELLIN:

RMedellin#conf t

Enter configuration commands, one per line. End with CNTL/Z.
RMedellin(config)#access-list 151 permit ip 192.168.1.32 0.0.0.31 host
192.168.1.30

RMedellin(config)#int g0/0

RMedellin(config-if)#ip access-group 151 in

RMedellin(config-if)#
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ROUTER CALI:

RCali#conf t

Enter configuration commands, one per line. End with CNTL/Z.
RCali(config)#access-list 151 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.30
RCali(config)#int g0/0

RCali(config-if)#ip access-group 151 in

RCali(config-if)#

2.5 Parte 5: Comprobacion de la red instalada.

Una vez configuradas las listas de acceso mediante la siguiente tabla de
condiciones se comprueba el 6ptimo funcionamiento de la red.

Router RMEDELLIN Router RCALI Exito
WS 1 Router RBOGOTA Falla
VELNEY Servidor Router RCALI Exito
Servidor Router RMEDELLIN  Exito

'LAN del Router RCALI ~ Router RMEDELLIN ~ Falla
LAN del Router RCALI WS 1 Falla
LAN del Router

PING  RMEDELLIN WS 1 Falla
LAN del Router LAN del Router Fall
RMEDELLIN RCALI
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A continuacion, se relacionan las capturas en el orden que se presenta en la tabla
anterior, en donde se puede evidenciar que la configuracion de las ACL fue exitosa.

llustracién 6. Telnet desde router RMedellin a RCali.
w = [ |3

Physical Config CL Attributes
—

105 Command Line Interface

EMedelling -~
%5YS-5-CONFIG _I: Configured from console by console

RMedellin#telnet 1%2.168.1.131
Trying 19%2.168.1.131 ...0Openkhdvertencia: Acceso no autorizado!!

User RAccess Verification

Password:
RCali»en
Password:
RCcali#exit

[Connection to 192.168.1.131 closed by foreign host]
EMedelling v

Ctrl+F6 to exit CLI focus Copy Paste

] Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 7. Telnet desde Host WS_1 arouter RBogota.
[ = | = || &3

Physical Config Desktop Programming Attributes
————

Command Prompt

EFF:FE04:1C3B
0]

] Tep

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracion 8. Telnet desde Servidor a router RCali.
P = || [=] || &3

Physical Config Senices Desktop Programming Attributes
|

Command Prompt

mmand TLine 1.0

hdvertencia: Ac no autorizado!!

d by foreign host]

[ op

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 9. Telnet desde Servidor a router RMedellin.
B Senvidordd — O b

Physical Config Services Deskiop Programming Attributes
I

Command Prompt

mmand Line 1.0

nhkdvertencia: Acceso no autorizado!!

User RAccess Verification

sed by foreign host]

[ 1op

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracién 10. Telnet desde PC10 LAN del router RMEDELLIN a router RCali.
® = B ] 23

Physical Caonfig Desktop Programming  Attributes

Command Prompt

(] Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 11. Telnet desde PC13 LAN del router RCali a router RCali.

¥ pci3 - O b
Physical Config Deskiop Programming Atftributes
I

Command Prompt

t; remote host not responding

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

ana

(2]

[ op

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracién 12. Telnet desde PC10 LAN del router RMedellin arouter RMedellin.

¥ pc1o - O X

Physical Config Desktop Programming Attributes
I

(Command Prompt

; remote host not responding

[ Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustraciéon 13. Telnet desde PC13 LAN del router RCali a router RMedellin.

¥ pci3 — O %

Physzical Config Desktop Programming Aftributes
|

Command Prompt

; remote host not responding

[ Tep

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracion 14. PING desde PC13 LAN del router RCali a host WS_1.

¥ pci3 — [} *

Physical Config Deskiop Pregramming Attributes
I

Command Prompt

mmand Line 1.0

c:oy i}

Pinging 1%2.1€2.1.10 with 32 bytes of data:

(100% loss),

O e

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 15. PING desde PC10 LAN del router de RMedellin a WS_1.

¥ pc1o — O x
Physical Config Deszktop Programming Aftributes

Command Prompt

ommand Line 1.0

O op

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracién 16. PING desde PC10 LAN del router RMedellin a PC13 LAN del

router RCali.
¥ pcio - O x

Phy=ical Config Desktop Programming Aftributes
I

Command Prompt

74

4 with 32 bytes of data:

, Lost = 4 (100%

[ mp

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 17. PING desde PC13 LAN del router RCali a Servidor.

¥ pciz - O x
Physical Config Deskiop Programming Attributes
I

Command Prompt

[ mop

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracién 18. PING desde PC10 LAN del router RMedellin a Servidor.

¥ pc1o — O b4
Physical Config Desktop Programming Attributes
I
Command Prompt -

¥ from
from
from

¥ from

[ Tep

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 19. PING desde Servidor a PC10 LAN del router RMedellin.

¥ Servidordg - O %
Physical Config Services Deskiop Programming Attributes
I
Command Prompt -

1.42 with 32

[ wop

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracidn 20. PING desde Servidor a PC13 LAN del router RCali.

¥ Servidordd — O b4

Phy=sical Config Services Deskiop Programming Aftributes
I

Command Prompt

[ Tep

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 21. PING desde router RCali a PC10 LAN del router RMedellin.

B RCali — | >

Phys=ical Config CL Attributes
—

I0S Command Line Interface

el
Press RETUORM to get started!
Adwvertencia: Accesco o autorizadol!
User Aoccocess Werification
FPassword:
Password -
RCalix=en
FPassword:
Password -
BCalifgping 19Z_1€2 .1 .42
Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 192 _1£€2_1 42, timeout is 2 seconds:
Success rate is 0 percemnt (0,55)
RCalig -
Ciri+F& to exit CLI focus Copy Paste
] Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracion 22. PING desde router RMedellin a PC13 LAN del router RCali.
¥ RMedellin — O >

Phvsical Config CL| Attributes
I

105 Command Line Interface

Ll
SLINE-5-CHAWNZED: Interface Seriald/ 0/ 0, changed state to up
SLINEFROTO-5-UFDOWH: Line protocol on Interface GigakbitEthernetl/s0,
changed state to up
SLINEFROTO-5-UFDOWH: Line protocol on Interface Seriallds 0,0, changed
state to up
%DURAL-S-NEBRCHANEE: IP-EIGRP 200: Meighkor 192.1€2.1.98 (Seriald/0s0)
is up: new adjacency
Bdwertencia: Acceso no autorizado! !
User Rccocess Verification
Password:
EMedellin=ping 152 _1€8.1.74
Iype escape seguence to abort.
Sending 5, 1l00-kbyte ICHF Echos to 152_.1€62.1.74, timeout is 2 seconds:
Success rate is 0 percent (0/5)
EMedellin?| -
Cirl+F& to exit CLI focus Copy Paste

L] Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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3. ESCENARIO 2:

Una empresa tiene la conexidén a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LAN original.

Dispositivos requeridos:
% 3 Routers (Cisco 1941)
s 3 Switches (2960-24TT)

% 6 Equipos de Computo
2 Servidores (Genérico PT)

X/
*

7
X4

X/

llustracion 23. Topologia de red escenario 2.

‘ : 17231232130
BUCARANANGA = TUNJA

20947.220.0 /24

p— SWITCH DE INTERNET
S LABORATORIO
&= O [ 723123
SWITCH VLANZD JviaNt=172328/00 e
BUCARAMANGA I8 40 HOSTS | vLaN0 = 172.31.0.128 /26 || VLAN 30
VLAN30= 172.31.0.192 126 | 40HOSTS
WEB
EXTERNO

i

VLAN1D VLAN30
55 HOSTS S5 HOSTS

r

.
CUNDINAMARCA
O .-
i ’ ]

]

VLAN 10
60HOSTS

VLANT=17231.2.0/28
WLANT0=172.31.00 /26
WLAN3D = 172.31.0.64 /26

VLAN1=17231.28729
VLANZD = 172.31.1.64 /26
VLANID =172.31.1.0 26
VLANES = 172.31.2.24/28

172310018

Fuente: (UNAD, 2019).

40



Universidad Nacional

PRUEBA DE HABILIDADES PRACTICAS CCNA 2019

3.1 Parte 1: Todos los routers cuentan parametros de configuracion.

Configuracién basica.

ROUTERS:

Router 1: nombrarlo ‘RBucaramanga”
Router 2: nombrarlo ‘RTunja”

Router 3: nombrarlo ‘RCundinamarca”

Encriptar contrasefias

DNS lookup deshabilitado.

MOTD banner: Advertencia: Acceso no autorizado!!'$

Exec Password: classclass

Console Access Password: ciscocisco

Telnet Access Password: ciscocisco

Vlans administrativas en cada router usando el comando encapsulation
dot1Q y asignacion de las respectiva IPs.

Asignacion de IPs en las interfaces serial.

Configuracion protocolo OSPF para calcular la ruta idonea.

SWITCHS:

Switch 1: nombrarlo “SBucaramanga”
Switch 2: nombrarlo “STunja”

Switch 3: nombrarlo “SCundinamarca”

Vlans creadas en cada switch respectivamente.

Configuracion del puerto de acceso en cada en cada interfaz conectada y
respectiva vlan

Asignacion de IP al puerto troncal que permitira la comunicacién entre las
diferentes vlans

ROUTER BUCARAMANGA:

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname RBucaramanga

RBucaramanga(config)#no ip domain-lookup
RBucaramanga(config)#service password-encryption
RBucaramanga(config)#banner motd $Advertencia: Acceso no autorizado!!$
RBucaramanga(config)#enable secret classclass
RBucaramanga(config)#line console O
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RBucaramanga(config-line)#password ciscocisco
RBucaramanga(config-line)#login
RBucaramanga(config-line)#line vty 0 4
RBucaramanga(config-line)#password ciscocisco
RBucaramanga(config-line)#login

RBucaramanga(config)#int g0/0.1
RBucaramanga(config-subif)#encapsulation dotlqg 1
RBucaramanga(config-subif)#ip address 172.31.2.1 255.255.255.248
RBucaramanga(config-subif)#int g0/0.10
RBucaramanga(config-subif)#encapsulation dotlg 10
RBucaramanga(config-subif)#ip address 172.31.0.1 255.255.255.192
RBucaramanga(config-subif)#int g0/0.30
RBucaramanga(config-subif)#encapsulation dotlg 30
RBucaramanga(config-subif)#ip address 172.31.0.65 255.255.255.192
RBucaramanga(config-subif)#int g0/0

RBucaramanga(config-if)#no shutdown

RBucaramanga(config-if)#

RBucaramanga(config-if)#

RBucaramanga(config-if)#int s0/0/0

RBucaramanga(config-if)#ip address 172.31.2.34 255.255.255.252
RBucaramanga(config-if)#¥no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down

RBucaramanga(config-if)#

RBucaramanga(config-if)#router ospf 1

RBucaramanga(config-router)#network 172.31.0.0 0.0.0.63 area 0
RBucaramanga(config-router)#network 172.31.0.64 0.0.0.63 area 0
RBucaramanga(config-router)#network 172.31.2.0 0.0.0.7 area 0
RBucaramanga(config-router)#network 172.31.2.32 0.0.0.3 area 0
RBucaramanga(config-router)#end

RBucaramanga#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up
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%LINK-5-CHANGED: Interface GigabitEthernet0/0.10, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.10,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

%SYS-5-CONFIG_I: Configured from console by console

ROUTER TUNJA:

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname RTunja

RTunja(config)#no ip domain-lookup

RTunja(config)#service password-encryption
RTunja(config)#banner motd $Advertencia: Acceso no autorizado!'$
RTunja(config)#enable secret classclass

RTunja(config)#line console 0O

RTunja(config-line)#password ciscocisco
RTunja(config-line)#login

RTunja(config-line)#line vty 0 4

RTunja(config-line)#password ciscocisco
RTunja(config-line)#login

RTunja(config)#int g0/0.1

RTunja(config-subif)#encapsulation dotlq 1
RTunja(config-subif)#ip address 172.3.2.9 255.255.255.248
RTunja(config-subif)#int g0/0.20
RTunja(config-subif)#encapsulation dotlq 20
RTunja(config-subif)#ip address 172.31.0.129 255.255.255.192
RTunja(config-subif)#int g0/0.30
RTunja(config-subif)#encapsulation dotlq 30
RTunja(config-subif)#ip address 172.31.0.193 255.255.255.192
RTunja(config-subif)#int g0/0

RTunja(config-ify#no shutdown

RTunja(config-if)#

RTunja(config-if)#int s0/0/0
RTunja(config-if)#ip address 172.31.2.33 255.255.255.252
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RTunja(config-if)#no shutdown

RTunja(config-if)#

RTunja(config-if)#int sO/0/1

RTunja(config-if)#ip address 172.31.2.37 255.255.255.252
RTunja(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
RTunja(config-if)#int g0/1

RTunja(config-if)#ip address 209.165.220.1 255.255.255.0
RTunja(config-if)#no shutdown

RTunja(config-if)#

RTunja(config-ify#router ospf 1

RTunja(config-router)#network 172.3.2.8 0.0.0.7 area 0
RTunja(config-router)#network 172.31.0.128 0.0.0.63 area 0
RTunja(config-router)#network 172.31.0.192 0.0.0.63 area 0
RTunja(config-router)#network 172.31.2.32 0.0.0.3 area 0
RTunja(config-router)#network 172.31.2.36 0.0.0.3 area 0
RTunja(config-router)#end

RTunja#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

%SYS-5-CONFIG_I: Configured from console by console
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

00:12:23: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

ROUTER CUNDINARMARCA:

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname RCundinamarca
RCundinamarca(config)#no ip domain-lookup
RCundinamarca(config)#service password-encryption
RCundinamarca(config)#banner motd $Advertencia: Acceso no autorizado!'$
RCundinamarca(config)#enable secret classclass
RCundinamarca(config)#line console 0
RCundinamarca(config-line)#password ciscocisco
RCundinamarca(config-line)#login
RCundinamarca(config-line)#line vty 0 4
RCundinamarca(config-line)#password ciscocisco
RCundinamarca(config-line)#login

RCundinamarca(config)#int g0/0.1
RCundinamarca(config-subif)#encapsulation dotlqg 1
RCundinamarca(config-subif)#ip address 172.31.2.9 255.255.255.248
RCundinamarca(config-subif)#int g0/0.10
RCundinamarca(config-subif)#encapsulation dotlq 10
RCundinamarca(config-subif)#ip address 172.31.1.65 255.255.255.192
RCundinamarca(config-subif)#int g0/0.20
RCundinamarca(config-subif)#encapsulation dotlq 20
RCundinamarca(config-subif)#ip address 172.31.1.1 255.255.255.192
RCundinamarca(config-subif)#int g0/0.88
RCundinamarca(config-subif)#encapsulation dotlq 88
RCundinamarca(config-subif)#ip address 172.31.2.25 255.255.255.248
RCundinamarca(config-subif)#int g0/0

RCundinamarca(config-if)#no shutdown

RCundinamarca(config-if)#

RCundinamarca(config-if)#int s0/0/0
RCundinamarca(config-if)#ip address 172.31.2.38 255.255.255.252

45



Universidad Nacional

PRUEBA DE HABILIDADES PRACTICAS CCNA 2019

RCundinamarca(config-if)#no shutdown

RCundinamarca(config-if)#router ospf 1
RCundinamarca(config-router)#network 172.31.1.0 0.0.0.63 area O
RCundinamarca(config-router)#network 172.31.1.64 0.0.0.63 area O
RCundinamarca(config-router)#network 172.31.2.8 0.0.0.7 area 0
RCundinamarca(config-router)#network 172.31.2.24 0.0.0.7 area 0
RCundinamarca(config-router)#network 172.31.2.36 0.0.0.3 area O
RCundinamarca(config-router)#end

RCundinamarca#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.10, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.10,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.88, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.88,
changed state to up

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%SYS-5-CONFIG_I: Configured from console by console

SWITCH BUCARAMANGA:

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SBucaramanga

SBucaramanga(config)#vlan 1
SBucaramanga(config-vlan)#vlan 10

SBucaramanga(config-vlan)#vlan 30

SBucaramanga(config-vlan)#int f0/10
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SBucaramanga(config-if)#switchport mode access
SBucaramanga(config-if)#switchport access vian 10
SBucaramanga(config-if)#int f0/14
SBucaramanga(config-if)#switchport mode access
SBucaramanga(config-if)#switchport access vian 30

SBucaramanga(config-if)#int g0/1

SBucaramanga(config-if)#switchport mode trunk

SBucaramanga(config-if)#int vian 1

SBucaramanga(config-if)#ip address 172.31.2.3 255.255.255.248
SBucaramanga(config-if)#no shutdown

SBucaramanga(config-if)#ip default-gateway 172.31.2.1
SBucaramanga(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to

up

SWITCH TUNJA:

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname STunja

STunja(config)#vlan 1

STunja(config-vlan)#vlan 20
STunja(config-vlan)#vlan 30
STunja(config-vlan)#int f0/10

STunja(config-if)#switchport mode access
STunja(config-if)#switchport access vlan 20
STunja(config-if)#int f0/14
STunja(config-if)#switchport mode access
STunja(config-if)#switchport access vlan 30

STunja(config-if)#int g0/1
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STunja(config-if)#switchport mode trunk

STunja(config-if)#

STunja(config-if)#int vlan 1

STunja(config-if)#ip address 172.3.2.11 255.255.255.248

STunja(config-if)#no shutdown

STunja(config-if)#

STunja(config-if)#ip default-gateway 172.3.2.9

STunja(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to

up

SWITCH CUNDINAMARCA:

Switch>en

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SCundinamarca

SCundinamarca(config)#vlan 1

SCundinamarca(config-vlan)#vlan 10
SCundinamarca(config-vlan)#vlan 20
SCundinamarca(config-vlan)#vlan 88

SCundinamarca(config)#int f0/10
SCundinamarca(config-if)#switchport mode access
SCundinamarca(config-if)#switchport access vian 10
SCundinamarca(config-if)#int f0/14
SCundinamarca(config-if)y#switchport mode access
SCundinamarca(config-if)#switchport access vian 20
SCundinamarca(config-if)#int f0/20
SCundinamarca(config-if)#switchport mode access
SCundinamarca(config-if)#switchport access vlan 88
SCundinamarca(config-if)#int g0/1
SCundinamarca(config-if)y#switchport mode trunk
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SCundinamarca(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to up

SCundinamarca(config-if)#switchport mode trunk
SCundinamarca(config-if)#int vlan 1

SCundinamarca(config-if)#ip address 172.31.2.11 255.255.255.248
SCundinamarca(config-if)y#no shutdown

SCundinamarca(config-if)#

SCundinamarca(config-if)#ip default-gateway 172.31.2.9
SCundinamarca(config)#

llustracion 24.Conexion fisica de los equipos escenario 2.
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e Autenticacién local con AAA.

ROUTER BUCARAMANGA:

RBucaramanga(config-line)#username adminadmin secret passpass
RBucaramanga(config)#aaa new-model
RBucaramanga(config)#aaa authentication login AAA-LOGIN local
RBucaramanga(config)#line console 0
RBucaramanga(config-line)#login authentication AAA-LOGIN
RBucaramanga(config-line)#line vty 0 4
RBucaramanga(config-line)#login authentication AAA-LOGIN

ROUTER TUNJA:

RTunja(config-line)#username adminadmin secret passpass
RTunja(config)#aaa new-model

RTunja(config)#aaa authentication login AAA-LOGIN local
RTunja(config)#line console 0O

RTunja(config-line)#login authentication AAA-LOGIN
RTunja(config-line)#line vty 0 4

RTunja(config-line)#login authentication AAA-LOGIN

ROUTER CUNDINARMARCA:
RCundinamarca(config-line)#username adminadmin secret passpass
RCundinamarca(config)#aaa new-model
RCundinamarca(config)#aaa authentication login AAA-LOGIN local
RCundinamarca(config)#line console 0
RCundinamarca(config-line)#login authentication AAA-LOGIN
RCundinamarca(config-line)#line vty 0 4
RCundinamarca(config-line)#login authentication AAA-LOGIN

e Cifrado de contrasefias.

ROUTER BUCARAMANGA:
RBucaramanga(config)#service password-encryption

ROUTER TUNJA:
RTunja(config)#service password-encryption
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ROUTER CUNDINARMARCA:
RCundinamarca(config)#service password-encryption

e Un méximo de intentos para acceder al router.

Le indicamos que bloquee 10 segundos el acceso por ssh, telnet y http cuando se
realicen 5 intentos fallidos en un intervalo de 60 segundos, esto para que se aplique
al momento de detectar ataques.

ROUTER BUCARAMANGA:
RBucaramanga(config-line)#login block-for 10 attempts 5 within 60

ROUTER TUNJA:
RTunja(config-line)#login block-for 10 attempts 5 within 60

ROUTER CUNDINARMARCA:
RCundinamarca(config-line)#login block-for 10 attempts 5 within 60

e Servidor TFTP que almacena todos los archivos necesarios de los routers.
Utilizamos el Servidor Web Interno para activar el servicio TFTP.

llustracion 25. Activacion servicio TFTP.

83 = | =] || &3
Physical Config Senices Desktop Programmin g Attributes
SERVICES TFTP
HTTP — .
e Senice @ on O of
DHCPwG
Fil ~
TFETP
DNS asad42-k8 bin
SYSLOG asa923-k8.bin
AAA c1841-advipservicesk9-mz_124-15.T1 bin
ST c1841-ipbase-mz.123-14.T7_bin

PRI c1841-ipbasek9-mz.124-12 bin

alk9-mz.SPA.155-3. M4a.bin
eeeee k9-mz_124-15.T1.bin

VM Management
Radius EAP ©2600-i-mz.122-28.bin
c2600-ipbasek9-mz.124-8.bin
2800nm-advipserviceskd-mz.124-15.T1.bin
sk9-mz 151-4 M4.bin
123-14.T7.5in
9.mz 124-8.bin
©2900-universalk-mz.SPA.155-3.Mda. bin
©2950-i6g412-mz.121-22 EA4 bin
c2950-i6g4/2-mz . 121-22 EAB_bin
c2960-lanbase-mz 122-25.FX.bin
s ., L v
Remove File
[ Tee

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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Procedemos a crear las copias de seguridad de los archivos necesarios de cada
router y almacenarlas en el servidor TFPT (172.31.2.27) usando el comando COPY
RUNNING-CONFIG TFTP para guardar la configuracion y posteriormente usamos
el comando SHOW FLASH para obtener el nombre del 10S luego ejecutamos
COPY FLASH: TFTP para guardar el I0S del router.

ROUTER BUCARAMANGA:

RBucaramanga#copy running-config tftp Address or name of remote host []?
172.31.2.27

Destination filename [RBucaramanga-confg]? Backup_RBucaramanga

Writing running-config...!! [OK - 2531 bytes]

2531 bytes copied in 0.008 secs (316375 bytes/sec) RBucaramanga#
RBucaramanga#sh flash

System flash directory:

File Length Name/status

3 33591768 c1900-universalk9-mz.SPA.151-4.M4.bin

2 28282 sigdef-category.xml

1 227537 sigdef-default.xml

[33847587 bytes used, 221896413 available, 255744000 total]

249856K bytes of processor board System flash (Read/Write) RBucaramanga#copy
flash: tftp

Source filename []? ¢1900-universalk9-mz.SPA.151-4.M4.bin

Address or name of remote host []? 172.31.2.27

Destination filename [c1900-universalk9-mz.SPA.151-4.M4.bin]?
BackuplOS_RBucaramanga

Writing ¢1900-universalk9-mz.SPA.151-
A.MA.bin.. T

[OK - 33591768 bytes]
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3591768 bytes copied in 5.662 secs (622924 bytes/sec) RBucaramanga#

ROUTER TUNJA:

RTunja#!copy running-config tftp

RTunja#copy running-config tftp

Address or name of remote host [|? 172.31.2.27
Destination filename [RTunja-confg]? Backup_RTunja

Writing running-config...!! [OK - 3710 bytes]

3710 bytes copied in 0 secs
RTunja# RTunja#sh flash

System flash directory:

File Length Name/status

3 33591768 c1900-universalk9-mz.SPA.151-4.M4.bin

2 28282 sigdef-category.xml

1 227537 sigdef-default.xml

[33847587 bytes used, 221896413 available, 255744000 total]
249856K bytes of processor board System flash (Read/Write)

RTunja#copy flash: tftp

Source filename []? ¢1900-universalk9-mz.SPA.151-4.M4.bin

Address or name of remote host []? 172.31.2.27

Destination filename [c1900-universalk9-mz.SPA.151-4.M4.bin]?
BackpulOS_RTunja

Writing ¢1900-universalk9-mz.SPA.151-
A.MA.bin.. T

[OK - 33591768 bytes]

33591768 bytes copied in 2.298 secs (1534811 bytes/sec) RTunja#
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ROUTER CUNDINARMARCA:

RCundinamarca#copy running-config tftp Address or name of remote host []?
172.31.2.27

Destination filename [RCundinamarca-confg]? Backup_RCundinamarca

Writing running-config...!! [OK - 2731 bytes]

2731 bytes copied in O secs
RCundinamarca#sh flash

System flash directory:

File Length Name/status

3 33591768 c1900-universalk9-mz.SPA.151-4.M4.bin

2 28282 sigdef-category.xml

1 227537 sigdef-default.xml

[33847587 bytes used, 221896413 available, 255744000 total]
249856K bytes of processor board System flash (Read/Write)

RCundinamarca#copy flash: tftp
Source filename []? ¢1900-universalk9-mz.SPA.151-4.M4.bin
Address or name of remote host []? 172.31.2.27

Destination filename [c1900-universalk9-mz.SPA.151-4.M4.bin]?
BackuplOS_RCundinamarca
Writing c1900-universalk9-mz.SPA.151-

AMA.bin, e e e e e e e e e e e e e e e e e

[OK - 33591768 bytes]

33591768 bytes copied in 1.52 secs (2320392 bytes/sec) RCundinamarca#
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3.2 Parte 2: EI DHCP proporciona solo direcciones a los hosts de
Bucaramanga y Cundinamarca.

ROUTER TUNJA:

RTunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
RTunja(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.4
RTunja(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.68
RTunja(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.68
RTunja(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.4
RTunja(config)#ip dhcp pool vlan10B
RTunja(dhcp-config)#network 172.31.0.0 255.255.255.192
RTunja(dhcp-config)#default-router 172.31.0.1
RTunja(dhcp-config)#dns-server 172.31.2.27
RTunja(dhcp-config)#ip dhcp pool vlan30B
RTunja(dhcp-config)#network 172.31.0.64 255.255.255.192
RTunja(dhcp-config)#default-router 172.31.0.65
RTunja(dhcp-config)#dns-server 172.31.2.27
RTunja(dhcp-config)#ip dhcp pool vlan20C
RTunja(dhcp-config)#network 172.31.1.64 255.255.255.192
RTunja(dhcp-config)#default-router 172.31.1.65
RTunja(dhcp-config)#dns-server 172.31.2.27
RTunja(dhcp-config)#ip dhcp pool vlan30C
RTunja(dhcp-config)#network 172.31.1.0 255.255.255.192
RTunja(dhcp-config)#default-router 172.31.1.1
RTunja(dhcp-config)#dns-server 172.31.2.27
RTunja(dhcp-config)#

ROUTER BUCARAMANGA:

RBucaramanga(config)#int g0/0.10
RBucaramanga(config-subif)#ip helper-address 172.31.2.33
RBucaramanga(config-subif)#int g0/0.30
RBucaramanga(config-subif)#ip helper-address 172.31.2.33
RBucaramanga(config-subif)#end

RBucaramanga#

ROUTER CUNDINARMARCA:
RCundinamarca(config)#int g0/0.10
RCundinamarca(config-subif)#ip helper-address 172.31.2.37
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RCundinamarca(config-subif)#int g0/0.20
RCundinamarca(config-subif)#ip helper-address 172.31.2.37
RCundinamarca(config-subif)#end
RCundinamarca#

llustracién 26. DHCP host PC10 LAN de Bucaramanga.
® = e =]

Physical  Corfig  Deskiop  Programming  Attributes

IP Configuration
Interface FastEthemet0 v
IP Configuration
@ DHCP O static
IP Address 172.31.05
Subnet Mask 255.265.265.192
Default Gateway 172.31.01
DNS Server 172.31.2.21

IPv6 Configuration

() DHCP () Auto Config @ Static
IPY6 Address | | 1]

Link Local Address |FE80::290:21FF:FE2A:433E|

IPvE Gateway |

IPv6 DNS Senver |

802.1X

[] Use 802.1X Security
Authentication MD&
Usemame

Password

[ Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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\bierta y a Distancia

llustracién 27. DHCP host PC11 LAN de Bucaramanga.
*® [=TE]==]

Physical Config Desktop Programming Attributes

P Configuration

Interface FastEthernat0 =
IP Configuration
@ DHCP O static
IP Address 172.31.0.69
Subnet Mask 255.255.255.192
Default Gateway 172.31.0.65
DMNS Server 172.31.2.27

IPv6 Configuration

() DHCP () Auto Config @ Static
IPv6 Address [ | ]

Link Local Address ‘FESO::ZSO:CFF:FEEI:AAS

|
|
IPv6 Gateway ‘ |
|

IPv6 DNS Server [

802.1X

[] use 802 1X Security
Authentication MD5
Username

Password

[ Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustraciéon 28. DHCP host PC14 LAN de Cundinamarca.

*® == s ]

Physical Config Desktop Programming Attributes

IP Configuration

Interface FastEthernet0 -
IP Configuration

@ DHCP

IP Address
Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration
() DHCP

IPvE Address
Link Local Address
IPvE Gateway
IPvG DNS Server

802 1X

Authentication
Username

Password

[] Use 802.1X Security

O Static
172.31.1.69
172.31.1.65

172.31.2.27

(O Auto Config (@ Static

\ /]

‘ FE80--2D0-D3FF-FE20-591E

[ Tep

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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3.3 Parte 3: El web server tiene NAT estatico y el resto de los equipos de la
topologia emplean NAT de sobrecarga (PAT).

llustracion 29. Configuracion Servidor Interno.

B WEB INTERNO

Physical Config Services Desktop Programming

Adtributes

(@) Static

() DHCP

IP Address

[17231227

Subnet Mask

Default Gateway

[17231.228

DNS Server

|
| 255.255.255.248 |
|
|

[17231.227

IPvE Configuration

() DHCP () Auto Config

(@) Static

IPvE Address [

Link Local Address

IPvE Gateway [

|
| FEB0::201:64FF:FEED:DSED |
|
|

IPvE DNS Server [

802.1%

[ use 2802 1X Security
Authentication MD5
Username

Password

[ wp

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

ROUTER TUNJA:
RTunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.

RTunja(config)#ip nat inside source static 172.31.2.27 209.165.220.10
RTunja(config)#ip access-list standard NAT-ACL

RTunja(config-std-nacl)#permit 172.31.0.0 0.0.255.255
RTunja(config-std-nacl)#ip nat inside source list NAT-ACL interface g0/1 overload

RTunja(config)#int g0/1
RTunja(config-if)#ip nat outside
RTunja(config-if)#int g0/0.1
RTunja(config-subif)#ip nat inside
RTunja(config-subif)#int g0/0.20
RTunja(config-subif)#ip nat inside
RTunja(config-subif)#int g0/0.30
RTunja(config-subif)#ip nat inside
RTunja(config-subif)#int s0/0/0
RTunja(config-if)#ip nat inside
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RTunja(config-if)#int sO/0/1

RTunja(config-if)#ip nat inside

RTunja(config-if)#exit

RTunja(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.5
RTunja(config)#router ospf 1
RTunja(config-router)#default-information originate
RTunja(config-router)#end

RTunja#

%SYS-5-CONFIG_I: Configured from console by console

RTunja#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.165.220.5 to network 0.0.0.0

172.3.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.3.2.8/29 is directly connected, GigabitEthernet0/0.1

L 172.3.2.9/32 is directly connected, GigabitEthernet0/0.1
172.31.0.0/16 is variably subnetted, 15 subnets, 4 masks

0 172.31.0.0/26 [110/65] via 172.31.2.34, 00:25:52, Serial0/0/0
0 172.31.0.64/26 [110/65] via 172.31.2.34, 00:25:52, Serial0/0/0
C 172.31.0.128/26 is directly connected, GigabitEthernet0/0.20
L 172.31.0.129/32 is directly connected, GigabitEthernet0/0.20
C 172.31.0.192/26 is directly connected, GigabitEthernet0/0.30
L 172.31.0.193/32 is directly connected, GigabitEthernet0/0.30
0 172.31.1.0/26 [110/65] via 172.31.2.38, 00:19:13, Serial0/0/1
0 172.31.1.64/26 [110/65] via 172.31.2.38, 00:19:13, Serial0/0/1
0 172.31.2.0/29 [110/65] via 172.31.2.34, 00:25:52, Serial0/0/0
0 172.31.2.8/29 [110/65] via 172.31.2.38, 00:23:49, Serial0/0/1
0 172.31.2.24/29 [110/65] via 172.31.2.38, 00:19:13, Serial0/0/1
C 172.31.2.32/30 is directly connected, Serial0/0/0

L 172.31.2.33/32 is directly connected, Serial0/0/0

C 172.31.2.36/30 is directly connected, Serial0/0/1
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L 172.31.2.37/32 is directly connected, Serial0/0/1
209.165.220.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.165.220.0/24 is directly connected, GigabitEthernet0/1
L 209.165.220.1/32 is directly connected, GigabitEthernet0/1
S* 0.0.0.0/0 [1/0] via 209.165.220.5

RTunja#

ROUTER BUCARAMANGA:

RBucaramanga#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.33 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8/29 [110/65] via 172.31.2.33, 00:26:19, Serial0/0/0
172.31.0.0/16 is variably subnetted, 15 subnets, 4 masks

C 172.31.0.0/26 is directly connected, GigabitEthernet0/0.10

L 172.31.0.1/32 is directly connected, GigabitEthernet0/0.10

C 172.31.0.64/26 is directly connected, GigabitEthernet0/0.30

L 172.31.0.65/32 is directly connected, GigabitEthernet0/0.30

0 172.31.0.128/26 [110/65] via 172.31.2.33, 00:26:19, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.33, 00:26:19, Serial0/0/0
0 172.31.1.0/26 [110/129] via 172.31.2.33, 00:19:40, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 00:19:40, Serial0/0/0
C 172.31.2.0/29 is directly connected, GigabitEthernet0/0.1

L 172.31.2.1/32 is directly connected, GigabitEthernet0/0.1

0 172.31.2.8/29 [110/129] via 172.31.2.33, 00:24:06, Serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 00:19:40, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

L 172.31.2.34/32 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:24:26, Serial0/0/0
O*E2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:01:17, Serial0/0/0
RBucaramanga#
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ROUTER CUNDINARMACA:

RCundinamarca#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.37 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8/29 [110/65] via 172.31.2.37, 00:24:36, Serial0/0/0
172.31.0.0/16 is variably subnetted, 16 subnets, 4 masks

0 172.31.0.0/26 [110/129] via 172.31.2.37, 00:24:36, Serial0/0/0
0 172.31.0.64/26 [110/129] via 172.31.2.37, 00:24:36, Serial0/0/0
0 172.31.0.128/26 [110/65] via 172.31.2.37, 00:24:36, Serial0/0/0
O 172.31.0.192/26 [110/65] via 172.31.2.37, 00:24:36, Serial0/0/0
C 172.31.1.0/26 is directly connected, GigabitEthernet0/0.20

L 172.31.1.1/32 is directly connected, GigabitEthernet0/0.20

C 172.31.1.64/26 is directly connected, GigabitEthernet0/0.10

L 172.31.1.65/32 is directly connected, GigabitEthernet0/0.10

0O 172.31.2.0/29 [110/129] via 172.31.2.37, 00:24:36, Serial0/0/0
C 172.31.2.8/29 is directly connected, GigabitEthernet0/0.1

L 172.31.2.9/32 is directly connected, GigabitEthernet0/0.1

C 172.31.2.24/29 is directly connected, GigabitEthernet0/0.88

L 172.31.2.25/32 is directly connected, GigabitEthernet0/0.88

O 172.31.2.32/30 [110/128] via 172.31.2.37, 00:24:36, Serial0/0/0
C 172.31.2.36/30 is directly connected, Serial0/0/0

L 172.31.2.38/32 is directly connected, Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:01:37, Serial0/0/0
RCundinamarca#
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llustracion 30. PING prueba de conexiéon desde PC10 VLAN 10 LAN de
RBucaramanga.

® = [@ 53

Physical ~ Config Desktop Programming  Attributes

Command Prompt

with 32 b

nimum Ims, Maximum

[ Tep

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 31. PING prueba de conexién desde PC15 VLAN 30 LAN de
RCundinamarca.

® = B ] &3

\

Physical  Config Desktop Programming  Attributes

Command Prompt

.165.220.5 with 32 es of

imate round trip
imum = lms, M

[ Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracién 32. Verficacion entradas de traduccion en router RTunja.

» (= [= 3
Physical Config CLI Attributes
105 Command Line Interface
GigabitEthernetl/1 ~
S* 0.0.0.0/0 [1/0] wia 209.165.220.5
ETunja#show ip nat translation
Pro Inside global Inside local Ooutside
local cutside global
icmp 209.165.220.1:1024172.31.1.5:1
209.165.220.5:1 209.165.220.5:1024
icmp 20%.165.220.1:1025172.31.1.5:2
209.165.220.5:2 209.1€5.220.5:1025
icmp 209.165.220.1:1026172.31.1.5:3
209.165.220.5:3 209.1685.220.5:1026
icmp 20%.165.220.1:1027172.31.1.5:4
209.165.220.5:4 209.165.220.5:1027
icmp 209.165.220.1:1 172.31.0.5:1
209.165.220.5:1 209.1e5.220.5:1
icmp 20%.165.220.1:2 172.31.0.5:2
209.165.220.5:2 209.1e5.220.5:2
icmp 209.165.220.1:3 172.31.0.5:3
209.165.220.5:3 209.1685.220.5:3
icmp 20%.165.220.1:4 172.31.0.5:4
209.165.220.5:4 209.1e5.220.5:4
—-———  209.165.220.10 172.31.2.27 -
RTunja# v
Ctrl+F6 to exit CLI focus Copy Paste
] Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

3.4 Parte 4: El enrutamiento debera tener autenticacion.

En cada interfaz serial habilitada activamos la autenticacion, fiamos el ID 1y la
clave ospfospf.

ROUTER BUCARAMANGA:

RBucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
RBucaramanga(config)#int s0/0/0

RBucaramanga(config-if)#ip ospf authentication message-digest
RBucaramanga(config-if)#ip ospf message-digest-key 1 md5 ospfospf
RBucaramanga(config-if)#
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ROUTER TUNJA:

RTunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
RTunja(config)#int sO/0/0

RTunja(config-if)#ip ospf authentication message-digest
RTunja(config-if)#ip ospf message-digest-key 1 md5 ospfospf
RTunja(config-if)#int sO/0/1

RTunja(config-if)#ip ospf authentication message-digest
RTunja(config-if)#ip ospf message-digest-key 1 md5 ospfospf
RTunja(config-if)#

ROUTER CUNDINAMARCA:

RCundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
RCundinamarca(config)#int s0/0/0

RCundinamarca(config-if)#ip ospf authentication message-digest
RCundinamarca(config-if)#ip ospf message-digest-key 1 md5 ospfospf
RCundinamarca(config-if)#

3.5 Parte 5: Listas de control de acceso:

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la
red interna de Tunja.

ROUTER CUNDINAMARCA:

RCundinamarca(config-if)#access-list 151 deny ip 172.31.1.0 0.0.0.63
209.165.220.0 0.0.0.255

RCundinamarca(config)#access-list 151 permit ip any any
RCundinamarca(config)#int g0/0.20

RCundinamarca(config-subif)#ip access-group 151 in
RCundinamarca(config-subif)#
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llustracion 33. PING conexién a internet desde PC15 VLAN 20 LAN del router
RCundinamarca a Servidor Web Externo y a PC12 VLAN20 LAN del router
RTunja.

¥ pcis - m| X

Physical Config Desktop Programming Aftributes
I

Command Prompt

C:\>=ping 205.

Pinging 20

[ mop

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

e Los hosts de VLAN 10 en Cundinamarca si acceden a internety no alared
interna de Tunja.

ROUTER CUNDINAMARCA:
RCundinamarca(config-subif)#access-list 152 permit ip 172.31.1.64 0.0.0.63

209.165.220.0 0.0.0.255
RCundinamarca(config)#access-list 152 deny ip any any
RCundinamarca(config)#int g0/0.10
RCundinamarca(config-subif)#ip access-group 152 in
RCundinamarca(config-subif)#
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llustracion 34. PING conexién a internet desde PC14 VLAN 10 LAN del router
RCundinamarca a Servidor Web Externo y a PC12 VLAN20 LAN del router
RTunja.

¥ pcia - m| X

Physical Config Desktop Programming Attributes
I

Command Prompt

O wp

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

ROUTER TUNJA:
RTunja(config-ify#access-list 151 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0

0.0.0.255 eq 80

RTunja(config)#access-list 151 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 21

RTunja(config)#int g0/0.30

RTunja(config-subif)#ip access-group 151 in

RTunja(config-subif)#
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llustracion 35. PING desde PC13 VLAN30 LAN del router RTunja a Servidor
Web y prueba de conexion FTP de internet.

¥ pci3

Physical Config Desktop Programming Attributes
I

Command Prompt

[ Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 36. Prueba de conexién desde PC13 VLAN30 LAN del router RTunja
a Servidor Web.

¥ pci13 — O X

Physical Config Deskiop Programming Attributes
—

ieb Browser

< = URL |http:/i208.165.220.5 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image

[ mop

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarcay VLAN 10 de Bucaramanga.

ROUTER TUNJA:
RTunja(config-subif)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.1.0

0.0.0.63

RTunja(config)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
RTunja(config)#int g0/0.20

RTunja(config-subif)#ip access-group 152 in

RTunja(config-subif)#

llustracion 37. PING desde PC12 VLAN 20 LAN del router RTunja a PC10
VLAN1O0 LAN del router RBucaramanga y a PC15 VLAN20 LAN del router
RCundinamarca.

¥ pciz = O =

Physical Config Deskiop Programming Aftributes
I

Command Prompt

C:hvrping 172.31.0.5

Pinging 172.

] wop

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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e LoshostsdeVLAN 30de Bucaramanga acceden ainternet y a cualquier
equipo de VLAN 10.

ROUTER BUCARAMANGA:

RBucaramanga(config)#access-list 151 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

RBucaramanga(config)#int g0/0.30

RBucaramanga(config-subif)#ip access-group 151 in
RBucaramanga(config-subif)#

llustracion 38. PING desde PC11 VLAN30 LAN del router RBucaramanga a
Servidor Web Externo y a PC10 VLAN10 LAN del router Rbucaramanga.

¥ pC1t - 0O X
Physical ~ Config  Deskiop  Programming  Aftributes
| |

Command Prompt

es of data:

time=2ms TT

15

time=12ms TTL=12¢

Omwp

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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e Los hosts de VLAN 10 en Bucaramanga acceden a la red de
Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.

ROUTER BUCARAMANGA:
RBucaramanga(config-subif)#access-list 152 permit ip 172.31.0.0 0.0.0.63

172.31.1.64 0.0.0.63

RBucaramanga(config)#access-list 152 permit ip 172.31.0.0 0.0.0.63 172.31.0.128
0.0.0.63

RBucaramanga(config)#int g0/0.10

RBucaramanga(config-subif)#ip access-group 152 in
RBucaramanga(config-subif)#

llustracion 39. PING desde PC10 VLAN30 LAN de router RBucaramanga a
PC14 VLAN20 LAN del router RCundinamarcay a PC12 VLAN20 LAN del router
RTunja.

® = | B | &3

A

Physical Caonfig Desktop Programming  Attributes

Command Prompt

C:\>ping 172.31.0.131

Pinging 172.31.0.131 with 32 byte:

[ Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracion 40. PING desde PC10 VLAN10 LAN del router RBucaramanga a
Servidor Web.

L3 = | =] | &3

Physical Config Desktop Programming Attributes

Command Prompt

with 32 bytes of data:

1: Destinatic

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

ROUTER BUCARAMANGA:
RBucaramanga(config-subif)#access-list 153 deny ip 172.31.2.0 0.0.0.7 172.31.0.0

0.0.0.63

RBucaramanga(config)#access-list 153 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

RBucaramanga(config)#access-list 153 permit ip any any
RBucaramanga(config)#int g0/0.10

RBucaramanga(config-subif)#ip access-group 153 out
RBucaramanga(config-subif)#

ROUTER TUNJA:
RTunja(config)#access-list 153 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63

RTunja(config)#access-list 153 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
RTunja(config)#access-list 153 permit ip any any
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RTunja(config)#int g0/0.20
RTunja(config-subif)#ip access-group 153 out
RTunja(config-subif)#

ROUTER CUNDINAMARCA:
RCundinamarca(config)#access-list 153 deny ip 172.31.2.8 0.0.0.7 172.31.1.64

0.0.0.63

RCundinamarca(config)#access-list 153 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

RCundinamarca(config)#access-list 153 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

RCundinamarca(config)#access-list 153 permit ip any any
RCundinamarca(config)#int g0/0.20

RCundinamarca(config-subif)#ip access-group 153 out
RCundinamarca(config-subif)#

llustracion 41. PING desde PC10 VLAN10 LAN del router RBucaramanga a
PC14 VLAN20 LAN del router RCundinamarca.

¥ = [B]R

Physical ~ Config  Deskiop  Programming  Attributes
Command Prompt
Reply from 172.31.0.1: Destination host unreachable.

Ping statis for 209. 5:
Packets = 4 (100%
C:\>ping 172.31.0.69

Pinging 172.31.0.69 with 32 bytes of data:

Reply from 172.31.0.1: Destinatic unreachable.
fro 0.1: § slo nrea -
fro 0.1 0

ost = 4 (100% loss),

[ ] Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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llustracion 42. PING desde PC12 VLAN20 LAN del router RTunja a PC13

VLA

N30 LAN del router RTunja.

®

B

[] Top

Physical Config Desktop Programming Attributes

Command Prompt

Reply from 172.31.0.12%: Destination host unreachable.

(100%

1
1
1
1

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 43. PING desde PC14 VLAN10 LAN del router RCundinamarca a
PC15 VLAN20 LAN del router RCundinamarca.

1

B

[ Top

Physical Config Desktop Programming Attributes
I
Command Prompt
y from 172.31.1.65: unreachable.

Ping stat -
Packe 0 4 (100% loss

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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e Solo los hosts de las VLAN administrativas y de la VLAN de servidores
tienen accedo a los routers e internet.

ROUTER BUCARAMANGA:
RBucaramanga(config-subif)#access-list 9 permit 172.31.2.0 0.0.0.7

RBucaramanga(config)#access-list 9 permit 172.3.2.8 0.0.0.7
RBucaramanga(config)#access-list 9 permit 172.31.2.8 0.0.0.7
RBucaramanga(config)#line vty 0 4
RBucaramanga(config-line)#access-class 9 in
RBucaramanga(config-line)#

ROUTER TUNJA:
RTunja(config-subif)#access-list 9 permit 172.31.2.0 0.0.0.7

RTunja(config)#access-list 9 permit 172.3.2.8 0.0.0.7
RTunja(config)#access-list 9 permit 172.31.2.8 0.0.0.7
RTunja(config)#line vty 0 4
RTunja(config-line)#access-class 9 in
RTunja(config-line)#

ROUTER CUNDINAMARCA:
RCundinamarca(config-subif)#access-list 9 permit 172.31.2.0 0.0.0.7

RCundinamarca(config)#access-list 9 permit 172.3.2.8 0.0.0.7
RCundinamarca(config)#access-list 9 permit 172.31.2.8 0.0.0.7
RCundinamarca(config)#line vty 0 4
RCundinamarca(config-line)#access-class 9 in
RCundinamarca(config-line)#
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llustracion 44. TELNET desde SWITCH SBucaramanga a router RTunja.

B [= = | &3 |

*

Physical Config CLI Attributes

I0S Command Line Interface

SBucaramanga>en
SBucaramanga#telnet 172.31.2.33

Trying 172.31.2.33 ...0Openkdvertencia: Acceso no autorizado!!

User Access Verification
Username: adminadmin
Password:

RTunja>en

Password:
RTunjafexit

[Connection to 172.31.2.33 closed by foreign host]
SBucaramanga#

Ctrl+F6 to exit CLI focus

Copy Paste

] Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].

llustracion 45. TELNET desde SWITCH SCundinamarca a router
RCundinamarca.

B

*

Physical Config CLI Attributes

105 Command Line Interface

SCundinamarca>en
SCundinamarca$#telnet 172.31.2.9
Trying 172.31.2.9 ...0Openhdvertencia: Acceso ho autorizado!!

User Access Verification
Username: adminadmin
Password:
RCundinamarca>en
Password:

Password:
RCundinamarcasexit

[Connection to 172.31.2.9 closed by foreign host]
SCundinamarca#

Ctrl+F6 to exit CLI focus

Copy Paste

[] Top

Fuente: Gomez, Cristian Alberto. 2019 [Captura de pantalla].
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4. LINK ARCHIVOS PKT

e Escenario 1:
https://drive.qgoogle.com/file/d/1 XCM1inGJiC8wNVNPagJHjaU4ANY7DsTL/v

iew?usp=sharing

e Escenario 2:
https://drive.qooaqle.com/file/d/1smmPBMfkvn11FVmBb6¢3IcJCMRkOdC9D

/view?usp=sharing
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5. CONCLUSIONES

Con el desarrollo del presente trabajo, el leer y analizar los contenidos y recursos
sugeridos para el estudio, que se dispusieron oportunamente para el éptimo
desarrollo temético, se obtuvieron los resultados esperados, y se comprendié asi la
importancia de aplicar correctamente los aspectos basicos y avanzados a tener en
cuenta para el correcto disefio e implementacion de una solucién integrada,
aspectos de los cuales podemos destacar: habilitar VLAN en cada switch y permitir
su enrutamiento, enrutamiento OSPF con autenticacion en cada router, servicio
DHCP en los routers, configuracion de NAT estatico y de sobrecarga, establecer
una lista de control de acceso de acuerdo con los criterios sefialados, entre otros.
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