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RESUMEN

El contenido del la prueba de habilidades CCNA describe el enrutamiento en redes
de LAN y WAN, que es la base para la configuracion de redes basicas. Este trabajo
se basa principalmente en el enrutamiento estatico y dinamico.

También trata de la configuracién de enrutadores y conmutadores, que son los
principales elementos para el enrutamiento.

La parte practica de la prueba de habilidades CCNA sustenta el conocimiento para
el primer y segundo médulo de Cisco CCNA, explorando los protocolos y conceptos
de enrutamiento como RIP, VLSM, EIGRP y OSPF.

Palabras clave: enrutamiento, RIP, VLSM, EIGRP, OSPF

ABSTRACT

The content of the CCNA skills test describes routing on LAN and WAN networks,
which is the basis for basic network configuration. This work is mainly based on static
and dynamic routing.

It also deals with the configuration of routers and switches, which are the main
elements for routing.

The practical part of the CCNA skills test supports knowledge for the first and second
Cisco CCNA module, exploring routing protocols and concepts such as RIP, VLSM,
EIGRP and OSPF.

Keywords: routing, RIP, VLSM,EIGRP, OSPF
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INTRODUCCION

Por medio del presente trabajo se da solucion a la prueba de habilidades CCNA,
que forma parte de las actividades evaluativas del Diplomado de Profundizacion
CCNA. La cual pone a prueba las habilidades adquiridas a lo largo del diplomado.

El desarrollo de la actividad practica muestra la arquitectura y funciones de las redes
LAN y WAN. Los principios y la estructura del direccionamiento IP y los fundamentos
del estandar de redes de area local Ethernet, lo cual proporcionar una base del
conocimiento adquirido.

Finalmente se construye una red Ethernet usando routers y switchs, empleando los
comandos de la interfaz de linea de comandos (CLI) de Cisco para realizar las
configuraciones basicas de los dispositivos, utilizando herramientas de red para
verificar instrucciones de red y analizar el trafico de datos

Se realiza las configuraciones basicas para los routers y switchs y se implementan
esquemas de direccionamiento IP. Describiendo los dispositivos y servicios
utilizados para soportar las comunicaciones en una la red LAN y WAN. En las cuales
se observa el papel de las capas de protocolo red. Comprendiendo asi la
importancia de los esquemas de direccionamiento IP, tras aplicar mascaras de
subred y direccionamiento IP para cumplir con los requisitos del protocolo IPv4.
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OBJETIVOS

OBJETIVO GENERAL

Adquirir habilidades practicas con la configuracion de ROUTERS, SWITCHS, VLAN,
direccionamiento IP, enrutamiento, protocolos DHCP, EIGRP y OSPF con lista de
control de acceso.

OBJETIVOS ESPECIFICOS

e Trazar cableado red LAN y WAN basados en el estandar de redes de area
local Ethernet.

e Configurar los ROUTERS y SWITCHS.
o efectuar el direccionamiento IP, enrutamiento y subredes.
e Configurar los protocolos de enrutamiento estatico y enrutamiento dinamico.

e Configurar listas de control de acceso, LAN virtuales (VLAN), DHCP y el
enmascaramiento de IP o Network Address Translation (NAT).

12



Descripcion de escenarios propuestos para la prueba de habilidades

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con el
numero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccion de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacion entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.
Parte 6: Configuracion final.

llustraciéon 1. Escenario 1

: : 1 3
WS 1 | Servidor
§ 152.168.1.0 127
: ___,.-"'""FH “"\\ ; Jl
g 192.168.158 27 BOGOTA ™, i68.1.128 21 oo -
= 19‘2‘.‘163.1.32 zZr . '__‘_,.:""' ‘"'\-.‘\_ 9=-'|53-'|-§'_:5 2T 1
MEDELLIN CALI l
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DESARROLLO

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,

etc).

®ra

Physical  Config

Programming  Attrbutes

fellos| "®ec

llustracion 2. Configuracion Host de Routers Medellin, Bogota y Cali

Piyscal  Config _Deskiop  Programming  Afiibutes.

P configur

2

fgurati

LinkLocalAddress,
Pug Gateway

Py DS Server
021

[ use 802.1X Securiy.

FEBD:201.9TFF-FEAZSOET

a02:1%

Pus Gateway

Link Local Address.

Pu6 DNS Server

7] use 802.1 Secury

interface [FesEorOec ] nterface [Fasteroec ]

P Configuration P Configuration

) DHCR © static DHCP. © static

PAddress 192168134 P Adiress. 192168135

Subnet Mask 255255255224 Subnet Mask 255255255224

Defautt Gateway 192168133 Default Gateway. 192166133 £
ONs Server 0000 DHS Server 0000

Py Canfiguration Py Configuration

oHeP Auto Canfig ® static DHCP. Auto Config ® static
Pus Address Pus Address

FEBD:201.CHFF.FECATS0D

Cwe op
®us1 ¥ Senidor
Physical  Config Deskiop Programming  Aftributes Physical  Config Services. Programming  Attributes
orce © sate & ore © staic B
Padress 19216813 PAddiess 19216812
Subnet Hask e 288226 Subnet Mask 266286266220
Deaut Gatewiay 19216611 Ostaut Gateway 1921661.1
oS Server 0000 ons server 0000
1Pv6 Configuration IPv6 Configuration
) DHee © Auto Confg statc oHce Auto Config © safic
Pus Adiress e Adaress i
Link Local Adaress FECU:240 B FES:a2sE Link LocalAdaress FER0-201 STFFFETSBAG
5 Gateway = P Gateway
Pi5 DI Server PG DNS Server
a021% 021
Use 8021 Securty ] Use 8021 Securty
Autnentecaton Autnenticaton
Username Username
Password Passucrd
(mh) b we
®rc ® ot
Pryscal  Config _Desop  Progrmmng  Afrbutes Physical  Confg _Desiiop  Programming  Adfbutes
 contouration
tertace [FastEtmerneto - ertace [Festetemeto ]
P Configraton # Confuraton
oHcp © st orice © statc
P address 192168167 Pacdress 192168165
Subnet Hask ssss2s8 226 Suet Mask ss2ssasszze
Deaut Gateviay 192166165 L Defaut Gateway 192166165 L
ons Server 0000 ons server 0000
Pus Confguraion P& Confguration
orce Auto Conti ® st oHee Auto Conti o stic
PusAdiress P Adaress '
Link LocalAderess FEGU:201 97FF FESeSC28 Link LocaiAdcress FER0 26027 F FECZAEAS
Pus Gateway s Gateway
IPv6 DNS Server IPv6 DNS Server M
021x 021X
7] se 802X Securty 7] Use 802 1x securty
e [EE

Para los 3 enrutadores se debe agregar modulos de puertos Seriales para este caso

se utilizara la Tarjeta Cisco HWIC-2T.

Router MEDELLIN
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Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN
MEDELLIN(config)#enable secret cisco
MEDELLIN(config)#service password-encryption
MEDELLIN(config)y#banner motd "Prohibido el Acceso no Autorizado"
MEDELLIN(config)#line console 0
MEDELLIN(config-line)#password class
MEDELLIN(config-line)#login

MEDELLIN(config-line }#exit

MEDELLIN(config)#line vty 0 15
MEDELLIN(config-line)#password class
MEDELLIN(config-line)#login

MEDELLIN(config-line)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#

MEDELLIN#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN#

Router BOGOTA

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA

BOGOTA(config)#enable secret cisco

BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd "Prohibido el Acceso no Autorizado"
BOGOTA(config)#line console 0
BOGOTA(config-line)#password class
BOGOTA(config-line)#login

BOGOTA(config-line )#exit

BOGOTA(config)#line vty 0 15

BOGOTA(config-line)#password class
BOGOTA(config-line)#login
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BOGOTA(config-line)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA#

Router CALI

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CALI

CALI(config)#enable secret cisco

CALlI(config)#service password-encryption
CALI(config)#banner motd "Prohibido el Acceso no Autorizado
CALlI(config)#line console 0

CALI(config-line)#password class

CALlI(config-line)#login

CALI(config-line)#exit

CALlI(config)#line vty 0 15

CALI(config-line)#password class

CALI(config-line)#login

CALlI(config-line)#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console
CALl#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

CALI#

Realizar la conexién fisica de los equipos con base en la topologia de red
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llustracion 3. Conexion fisica de los equipos con base en la topologia de red escenario 1

File Edt QOptions View Tools Exleﬂsms Help
EERdO0sr i dader @aaaoB@E E=FE ?
Foaa@x Bl /- me¢ S

7\ Logical \ F’hy;icz-{\_‘]f' 81,y:70

v
© Realtime \ Simulation}

<

e|®m/@|/] TEIE

Parte 1: Asignacién de direcciones IP.

a. Se debe dividir (subnetear) la red creando una segmentacién en ocho partes,
para permitir creciemiento futuro de la red corporativa.
b. Asignar una direccién IP a lared. 192.168.1.0

Parte 2: Configuracion Basica.
a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo
en cuenta las subredes disefiadas.

R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI

DIl el e o T Gl ehe 192.168.1.99  192.168.1.98  192.168.1.131
Serial 0/0

Direccion de Ip en interfaz 192.168.1.130

Serial 01

DIELTA NG ER[ENENCla - FA YA 192.168.1.33  192.168.1.1 192.168.1.65
0/0

Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Auténomo 200 200 200

Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

Router MEDELLIN



MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#interface Serial0/0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if}#clock rate 56000

MEDELLIN(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN(config-if)#exit

MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#interface FastEthernet 0/0
MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-if}#no shutdown

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

MEDELLIN(config-if #exit

MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#

Router BOGOTA

BOGOTA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA (config)#interface Serial0/0/0

BOGOTA (config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA (config-if}#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA (config-if)#exit

BOGOTA (config)#exit

BOGOTA #

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA #

BOGOTA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA (config)#interface Serial0/0/1

BOGOTA (config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA (config-if#clock rate 56000
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BOGOTA (config-if}#¥no shutdown
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA (config-if)#exit

BOGOTA (config)#exit

BOGOTA #

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA #

BOGOTA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA (config)#interface FastEthernet 0/0

BOGOTA (config-if)#ip address 192.168.1.1 255.255.255.224

BOGOTA (config-if#no shutdown

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

BOGOTA (config-if)#exit

BOGOTA (config)#exit

BOGOTA #

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA #

Router CALI

CALl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI (config)#interface Serial0/0/0

CALI (config-if#ip address 192.168.1.131 255.255.255.224

CALI (config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
CALI (config-if)#exit

CALI (config)#exit

CALI #

%SYS-5-CONFIG_I: Configured from console by console

CALI #

CALI #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI (config)#interface FastEthernet 0/0

CALI (config-if)#ip address 192.168.1.65 255.255.255.224

CALI (config-if)j#no shutdown

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

CALI (config-if)#exit

CALI (config)#exit

CALI #

19



%SYS-5-CONFIG_I: Configured from console by console
CALI #

b. Después de cargada la configuraciéon en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

llustracion 4. Router MEDELLIN Comando “show ip route”

MEDELLINZ
MEDELLIN#show ip route
Codes: C - conmected, § - statie, I - ICAP, R - RIP, ¥ - mobile, B - BCD
D - EIGRP, EX - ZIGRP external, O - OSEF, IA - OSPF inter area
N1 - OSEF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, £ - EGP
i - I5-1I5, L1 - I5-I5 level-1, L2 - I5-I5 level-Z, iz - I5-IS inter arez
# - candidate default, U - per-user static route, o - ODR
P - pericdic downloaded static route

Gateway of last resort is not set

152 163.1.0/27 is subnetted, 2 subnets

c 192.168.1.32 is directly connected, FastZtherner0/0 L
i 192.168.1.96 is directly connected, Sezrial0/0/0 3
MEDELLINg

MEDELLINZ -
MEDELLIN =

Cirl+F& to exit CLI focus

[ Top

ERENCIALIL-AL 1] e
llustracion 5. Router BOGOTA Comando “show ip route”

BOGUTAR
BOGOTA#
BOGOTA#show ip route
Codes: C - connected, S - statie, I - IGRP, R - RIF, M - mobile, B - BGE
D - EIGRP, EX - EIGRP exvernal, O - OSPF, IA - OSPF inter area
W1 - OSPF NSSA exvernal type 1, N2 - OSDF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF exvernal type 2, £ - EGP
i - IS-IS, L1 - IS-IS level-1, 12 - IS-IS level-2, ia - IS-IS inter area
* - candidate defsult, U - per-user static route, o - ODR
B - pericdic downloaded static route

L

Gateway of last resort is not set

152.168.1.0/27 is subnetted, 3 subnets

< 152.168.1.0 is directly connected, FastEthernetd/0
c 152.168.1.96 is dizectly comnected, Serial0/0/0

< 192.168.1.128 is directly connected, Serial0/0/1

w
&
i

Cirl+F8 to exit CLI focus

[ ®e

O © d€[®]m[m]] 3 o
llustracion 6. Router CALI Comando “show ip route”

caLT#

CALI#show ip route

Codes: C - comnected, § - statie, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSDF inter area

N1 - OSEF NSSA external type 1, N2 - OSEF NSSA external type 2

E1 - OSPF external type 1, EZ - OSPF externsl type 2, E — EGP

i - IS-IS, L1 - IS-IS level-1, Lz - IS-IS lewel-Z, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - pericdic downloaded static rouse

Cateway of last resort is ot set

182.188.1.0/27 is subnetted, 2 subnets
c 197_168.1 64 is directly connected, FastZthernet0/0
c 192.168.1.128 is directly connectsd, Serial0/0/0

caLT2

CALIZ E
CALI#

CALI#
caLT#
CALI#
CALI#
CALI#
CALT#
CALIZ =

n

Cirl+F6 to exit CLI focus

[ op

Bl D06

®lm@]/]

c. Verificar el balanceo de carga que presentan los routers.
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No hay balanceo de carga.

d. Realizar un diagnostico de vecinos uando el comando cdp.
llustracién 9. Vecinos Router BOGOTA comando “show cdp neighbors”

BOCOTA#
BOCOTA#Show cdp neighbors
Capability Codes: R — Router, T - Trans Bridge, B - Source Route Bridge

S Switeh, B - Foxt, T - 10UF, - - Repester, B - shons
Device 0 Tocsl Tntrfea  Holdtme  Capsbility Pletferm  Pect 19
swinen Fas 0/0 159 s 2960 Fas 041
Gt Sex 0/0/1 Tee n ciaan sax 0/0/0]
MEDELLIN Ser 0/0/0 155 R C1841 Ser 0/0/0

§
&
I

Ciri+F6 o ext CLI focus Copy.

[ ®op

Bl [ S|ole]»[m[m]/] FENE]

llustracion 8. Vecinos Router CALI comando “show cdp neighbors
CALI#
CALI§Show cdp neighbors
Ser 0/0/0 136 R €1841 Ser 0/0/1
Switch Fas 0/0 172 5 2960 Fas 0/1
CaLIg
CALI§
CRLI#
Gare
CALIE
CALI#
CaLIg
CALI§
CRLI#
Gare
CALIE
CALIE
CaLIf
CALI§
CRLI#
Gare 4
car1g T

Ciri+F8 fo exit CLI focus Copy

il

[ Top

m@lmﬂlﬁﬂl@ ‘?“ﬂ@“"uﬁ" Al e

llustracion 7. Vecinos Router MEDELLIN comando “show cdp neighbors”

L

MEDELLINE
MEDZLLIN§Show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Deviece ID  Local Intrfce Holdtme  Capability DPlatform  Dort ID
Suitch Fas 0/0 158 H 28¢0 Fas 0/1
BOEOTA Ser 0/0/0 122 3 c1sa1 Sexr 0/0/0
MEDELLINE
MEDELLINE
MEDELLINE
MEDELLINg
MEDELLINE
MEDELLINE
MEDELLINE g
MEDELLINE
MEDELLINE
MEDELLINE L
MEDELLINg =

CiteFsto xt oL ocus

£ op

Bl o€

\?Hﬂ & " ” ] | B

-

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.
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llustracion 10. Prueba de conectividad en cada tramo de la ruta usando Ping.

Ciri=F6 to exit CLI focus [ cony J[ pase ]

Top

O -0 €

&

]

Parte 3: Configuracion de Enrutamiento.

[ 7] srgan |

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefado.

Router MEDELLIN

MEDELLIN>enable

Password:

MEDELLIN #

MEDELLIN #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN (config)#router eigrp 200

MEDELLIN (config-router)#network 192.168.1.96 0.0.0.31
MEDELLIN(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.98 (Serial0/0/0) is up:
new adjacency

MEDELLIN (config-router)#network 192.168.1.32 0.0.0.31

MEDELLIN (config-router)#no auto-summary

MEDELLIN(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.98 (Serial0/0/0)
resync: summary configured

MEDELLIN (config-router)#end

MEDELLIN #

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN #

Router BOGOTA
BOGOTA>enable
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Password:

BOGOTA#

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router eigrp 200
BOGOTA(config-router)#network 192.168.1.0 0.0.0.31
BOGOTA(config-router)#network 192.168.1.128 0.0.0.31
BOGOTA(config-router)#network 192.168.1.96 0.0.0.31
BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#

Router CALI

BOGOTA>enable

Password:

CALI#

CALI #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

CALI (config)#router eigrp 200

CALI (config-router)#network 192.168.1.128 0.0.0.31

CALI(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0/0) is
up: new adjacency

CALI (config-router)#network 192.168.1.64 0.0.0.31

CALI (config-router)#no auto-summary

CALI(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0/0)
resync: summary configured

CALI (config-router)#end

CALI #

%SYS-5-CONFIG_I: Configured from console by console

CALI #

b. Verificar si existe vecindad con los routers configurados con EIGRP.
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llustracion 13. Vecinos Router CALI comando “show ip eigrp neighbors”

CALI#
CALT#show ip eigrp neighb
IP-EIGRP neighbors for
H  2ddress In

= 200

Hold Uptime SRIT RT0 @ Seq
(sec) (ms) Cnt  Num
0 192.168.1.130 S5e0/0/0 10  00:08:58 40 1000 0 14

CALI#
CALI#
CALI#
CALI#
CALI#
CALI#
CALIZ
CALI#
CALI#
CALI#
CALI#
CALI#
CALI#
CALI
CALIZ
CALIZ
CALT#
CALI#
CALI#
CALI#
CALI#

Cirl+F& to exit CLI focus

I ®e

e | ojole|®mm|]

llustracion 12. Vecinos Router BOGOTA comando “show ip eigrp neighbors”

BOGOTA#

BOGOTA#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H  Address Interface Hold Uptime  SRTT RIC @ Seg
{zee) (ma) Cnt  Num

0 192.168.1.93  S=0/0/0 10 00:08:23 40 1000 0 23

1 192.168.1.131  Se0/0/1 12 00:05:06 40 1000 o

03:08 p.m.

)

=

Ciri+F6 fo exit CLI focus

[F] op

NIRRT 1

llustracion 11. Vecinos Router MEDELLIN comando “show ip eigrp neighbors”

MEDELLINE

MEDELLIN#show ip eigrp neighbors
IP-EIGRP neighbors for process 200
H  Address Inter

Hold Uptime  SRTT RIC @ Seq
(zec) (ms) Cnt  Num
0 192.168.1.98  5e0/0/0 10 00:06:41 40 1000 o0 13

MEDELLINE
MEDELLINE
MEDELLINE
MEDILLINgE
MEDELLINE
MEDELLINE
MEDELLIN
MEDELLINE
MEDELLINE
MEDELLINE
MEDILLINE
MEDELLINE
MEDELLINE
MEDELLINE
MEDELLINE
MEDELLINE
MEDILLINg

Cirl+F& fo exit CLI focus

[ op

ElC . o¢

LN TE

0304 pm.
09/12/2019

=

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los

routers para verificar cada una de las rutas establecidas.
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llustracion 14. Router CALI Comando “show ip route”

CALI#
CALI#show ip route
Codes: € - comnected, § - stavie, I - IGRP, R - RIP, M - mobile, B - BCP
D - EIGRE, EX - EIGRE external, O - OSEPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSDF NSSA external type 2
E1 - OSPF externsl type 1, E2 - OSEF external type Z, £ - EGP
i - IS-IS, L1 - I5-1S level-1, L2 - IS-IS level-2Z, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - pericdic downloaded static route

Gatewsy of last resort is not set

192 168.1.0/27 is subnetted, S subnets
o 192.168.1.0 [90/2172216] via 192.168.1.130, 00:13:37, Serial0/0/0
o 152.168.1.32 [90/2682416] via 192_168.1.130, 00:13:37, Serial0/0/0
< 152.163.1.64 is directly connected, FastEthernetd/o

] 152.168.1.96 [90/2681856] via 192.168.1.130, 00:13:37, Serial0/0/0
< 192.168.1.128 is directly comnected, Serial/0/0

!

Ciri+F6 to ext CLI focus

[ op

LdT-3

llustraciéon 16. Router BOGOTA Comando “show ip route”

BOCOTAE
BOGOTA#show ip route
Codes: C - connected, S - stavie, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EICRP external, O - OSPF, IA - OSDF inter area
N1 - OSPF NSSA externzl type 1, NZ - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSDF external type 2, E - EGP
i - IS-IS, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter ares
* - candidate default, U - per-user static route, o - ODR
P - pericdic downloaded static route

Cateway of last resors is met sev

132.168.1.0/27 is subnetted, 5 subnets

c 192.168.1.0 is directly connected, FastEthernet0/0
o 192.168.1.32 [90/2172416] via 152.168.1.39, Serialo/0/0

o 192.168.1.64 [90/2172416] via 152.168.1.131, Serialoso/1

i 192.168.1.96 1s directly connected, Serial0/0/0

G, 192.168.1.128 1s directly connected, Seria10/0/1

BOCOTAZ

BOCOTAR pul
BOCOTAE

BOEOTAE

BOGOTA$

BOSOTAZ E
BOEOTAZ

BOCOTAZ

BOCOTAZ ]
BOECTAZ =

03:14 p.m.

09/12/2019 |

Cirl+F8 to exi CLI focus

1 ®e

®ojm

ElC .. o€6 i ]

llustraciéon 15. Router MEDELLIN Comando “show ip route”

MEDELLINE
MEDELLINgshow ip route
Codes: C - conneeted, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSDF NSSA external type 1, NZ - OSDF NSSA extvernal type 2
E1 - OSDF external type 1, E2 - OSPF emtexnal type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-Z, ia - IS-IS inter area
+ - candidate default, U - per-user static route, o - GDR
P - periodic dewnloazded static route

Gateway of last resort is not setv
192 168.1.0/27 is subnetted, S subnets

152.168.1.0 [90/2172416] wia 192.168.1.98, 00:13:12, Serial0/0/0
152.168.1.32 is directly comnected, FastEthernetd/0

00:08:43,

192.168.1.96 is directly connected,

D
C
D 132.168.1.64 [90/2684414] via 132.168.1.98,
c
D

192.168.1.128 [90/2681856] via 192.168.1.98,

Serial0/0/0

Serialo/0/0

00:18:12, Serial0/0/0

0311 pm.
09/12/2019

=

Ciri+F6 to exit CLI focus.

[£ Top

e

Elc | ale

¥ om

e

7 |
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d. Realizar un diagndstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de
la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

llustracién 17. Ping desde Servidor a PC1, PC2 y PC3.

¥ Servidor

Physical  Config  Services Programming  Attributes

(Command Prompt

Approximate round trip t
Minimum = 1ms, imum = lms, Averags

olc |0 0 € e d®] TN

llustracion 18. Ping desde el host PC4 del Router CALI hacia el host PC1 de la red MEDELLIN y al Servidor

¥ pt ==

Physical  Config _ De: Programming  Attributes
—

iCommand Prompt

- . . Lost =
cximate round trip times in milli-

Ofc | oo |€e|®

@&

=] H | SR
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llustracion 20. llustracion 19. Ping desde Servidor a Router Cali.

¥ Servidor ==

Physical  Config  Services

(Command Prompt

2 £ nt = 4, v Lost = 1
Approximate round trip times in milli-seconds:
Minimum = lms, Maximm

Programming ~ Attributes

4, v 4
Bpproximate round trip times in milli-seconds:
Minimum = lms, Maximm

Gic | /o 0 €lem|®] EEEEN-7Y

llustracion 19. Ping desde Servidor a PC4, Router Medellin Y Router Bogota.

¥ Servidor =R

Physical  Config  Services Programming  Aftributes.

(Command Prompt

Pinging 192.1:

ximate round trip times in milli-s
Minimm = lms, Maximm = 5

>ping 132.1
Pinging 19

1y
ply

Minimum = Oms, Maximm

ximate round trip times
Minimum = lms,

' o "
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llustracion 22. Ping PC3 a PC4, PC1y PC2

¥ oo

Physical  Config

(Command Prompt

Programming  Aftributes

able

Destination host unreach:
ha
Destination host unreachable

g

llustracion 21. Ping PC3 a Router Cali, Router Bogota y Router Medellin.

P pc3 o |[& =

Physical  Config

(Command Prompt

Programming  Attributes

Destination host unre
Destination host unre
Destination host unre.
Destination host unre

2.168.1.65:

Destination host unre.
Destination host unre.
Destination host unre
Destination host unre

at

host unre

host unre
Destination host unre
Destination host unre.

Sl .
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llustracion 24. Ping PC4 a Router Cali, Route Medellin y Router Bogota.

¥ pcy

Physical  Config skop  Programming  Attributes

(Command Prompt

Ping statisti
Packets: Sent = 4, R

Epproximate round trip times in milli-seconds:
Minimum = Oms, Maximm = lms, Avera

stination host unre

stination host unre

: Destination host unre
Destination

bbb
oo

Ping stati: -168.1.
T

Pa

Destination host unre.
Destination host unce
Destination host unce

Destination host un

b b

oo oy

Ping statisti.

o ¢ @l ®] craro

llustracién 23. Ping PC4 a PC3, PC1y PC2

¥ pcy ===

Physical  Config

Programming  Attributes

(Command Prompt

Reply 168.1 Destination host unre

ply Destination host unre
Reply Destination host unre
Reply : Destination host unre

Ping stavistics for 192 168.1.65:
packets: Sent = 4,

Destination host unre.
Destination host unre.
Destination host unre
Destination host unre

Bing statistic

Packets:

stination
Destination
Destination

bbb

oo

Sl .
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llustracion 26. Ping de PC1 a Router Cali, Router Medellin y Router Bogota.

¥ pcL =0

Physical  Config o Programming  Attributes

Destination host
Destination host
Destination host
Destination host

00% loss)

statistics for
Packets: Sent

>ping 182.1

Destination

loss)

Olc |29 0 €la|m|®] BT

llustracion 25. Ping de PC1 a PC2, PC3, PCA4.

¥ p1 =00

Physical  Config

(Command Prompt

Programming  Aftributes

Ping statis
Packets: Sent = 4, d = 4, Lost = 0

Approximate round trip times in milli-seconds
Minimum = Oms, Maximm = lms, Average = Oms

Destination host unre:
Destination host unr:

0O ¢[®[m S i |
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llustracion 28. Ping PC2 a Servidor

¥ pe2 =

Physical  Config

(Command Prompt

Programming  Attributes

Approximate round trip times in mill.
Minimm = lms, Meximm = lms,

>

BRc[ /o O €la]m

llustracién 27. Ping PC1 a Servidor

KEd A

¥ pa1 ==

Physical  Config Programming  Attributes

Approximate round trip times in mill.
Minimum = lms, Meximm = Zms,

>

Ol- ‘J O ¢ ‘Q|@‘_?h S
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llustracion 29. Ping PC4 a Servidor

¥ ps = =R

Physical  Config

(Command Prompt

Programming  Attributes

Approximate round trip times in milli
Minimum = lms, Meximm = Zms,

Nl

BRc[ /o O €la]m

llustracion 30. Ping PC3 a Servidor

¥ pc3 ==

KEd A

Physical  Config

Command Frompt

Programming  Aftributes

Ping statiat
= .

approximate round trip times in milli-s
Minimum = Ims, Maximm

Olc (Lo 0 € e /m[ ¥ SEETTe
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llustracion 31. Ping de PC2 a Router Cali, Router Medellin y Router Bogota.

¥ pc2

Physical  Config

Programming  Attributes

(Command Prompt
1 1.0

quest timed out.
ply from 19216

chable

Destination host
Destination host

Olc | /9 0 €la|m|®]

llustracién 32. Ping de PC2 a PC1, PC3, PC4.

¥ pa2

S TN AN D

Physical  Config Programming  Aftributes

mmand Line 1.0

. 4, Lest
Approximate round trip times in milli-s

Minimum = Oms, Maximum = lms,

ply from 1 Destination host unre
ply from 1

Destination host un:

BlC [ .]0 0 C€le/m]®]

& =l )

Parte 4: Configuracion de las listas de Control de Acceso
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En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.
Las condiciones para crear las ACL son las siguientes:

a) Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

b) El equipo WS1 y el servidor se encuentran en la subred de administracion.
Solo el servidor de la subred de administracién debe tener acceso a cualquier
otro dispositivo en cualquier parte de la red.

c) Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar
con el servidor.

Router MEDELLIN

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#access-list 110 permit ip 192.168.1.0 0.0.0.255 host
192.168.1.2

MEDELLIN(config)#access-list 110 permit icmp any any echo-reply
MEDELLIN(config)#access-list 110 deny ip any any
MEDELLIN(config)#int FastEthernet0/0

MEDELLIN(config-if)#ip access-group 110 in
MEDELLIN(config-if#exit

MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN#

Router CALI

CALI>enable

Password:

CALI #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

CALI (config)#access-list 110 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
CALI (config)#access-list 110 permit icmp any any echo-reply

CALI (config)#access-list 110 deny ip any any

CALI (config)#int FastEthernet0/0

CALI (config-if)#ip access-group 110 in
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CALI (config-if)#exit

CALI (config)#exit

CALI #

%SYS-5-CONFIG_I: Configured from console by console
CALI #

Se ha permitido acceso a la red 192.168.1.0 y al servidor 192.168.1.2, luego se ha
permitido a cualquier trafico para el protocolo ICMP y Respuesta de Eco, en seguida
se ha denegado a cualquier otro trafico IP. A continuacion se asocio la ACL a la
interfaz FastEthernet0/0. Por ultimo le indicamos el sentido (entrada)

Router BOGOTA

BOGOTA>enable

Password:

BOGOTA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA (config)#access-list 110 permit ip 192.168.1.0 0.0.0.255 host
192.168.1.2

BOGOTA (config)# access-list 110 deny ip any any

BOGOTA (config)#int FastEthernet0/0

BOGOTA (config-if)# ip access-group 110 out

BOGOTA (config-if)#exit

BOGOTA (config)#exit

BOGOTA #

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA #

Se ha permitido al host 192.168.1.0 y host 192.168.1.2, luego se ha denegado a
cualquier trafico IP. A continuacion se asocio la ACL a la interfaz FastEthernet0/0.
Por ultimo le indicamos el sentido (salida)

Parte 5: Comprobacion de la red instalada.
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a. Se debe probar que la configuracion de las listas de acceso fue exitosa.

llustracion 33. Ping desde el host PC1 del Router MEDELLIN hacia el Router BOGOTA y CALL

¥ paa =R = ==

Physical  Confg _ Deskio

Command Prompt [ x ]

Programming  Attributes.

[
ey

ole | L/ole|®|ma)

S LA AT )

36



llustracion 34. Ping desde el host PC1 del Router MEDELLIN hacia host PC4 de la red CALIl y al WS1 y Servidor.

¥ pa ===

Physical  Config Programming  Attributes

Command Prompt

= St "

ol: | sole|® | m[a]
Solo se obtiene respuesta desde el servidor 192.168.1.2

llustracion 35. Ping desde el Servidor hacia PC1 de la red MEDELLIN, al PC4 de la red CALl'y al WS1

W Servidor =0 =

Physical ~ Config  Services Programming  Attributes

nt s

und trip times in milli-
ms, Maximm = Oms,

=]
oy

<)
(D

AR gT-ak -}

R []

Se obtiene respuesta positiva de todos los equipos
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b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el éptimo funcionamiento de la red.

ORIGEN DESTINO RESULTADO
CONEXION
Router MEDELLIN Router CALI EXITOSA
WS_1 Router BOGOTA Cobddont
EXITOSA
TELNET i
Servidor Router CALI CONEXION
u EXITOSA
. CONEXION
Servidor Router MEDELLIN EXITOSA
LAN del Router CONNECTION
MEDELLIN e TIMED OUT
LAN del Router CALI Router CALI CONNECTION
TELNET TIMED OUT
LAN del Router Router MEDELLIN CONNECTION
MEDELLIN TIMED OUT
CONNECTION
LAN del Router CALI Router MEDELLIN TIMED OUT
DESTINATION
LAN del Router CALI WS 1 HOST
UNREACHABLE
LAN del Router DESTINATION
MEDELLIN G slesy
UNREACHABLE
DESTINATION
Il\_nll\shll)ELLflrfl Router , AN del Router CALI  HOST
UNREACHABLE
. REPLY FROM
LAN del Router CALI Servidor 192.168.1.2
LAN del Router Servidor REPLY FROM
MEDELLIN 192.168.1.2
Servidor LAN del Router REPLY FROM
MEDELLIN 192.168.1.34
. REPLY FROM
Servidor LAN del Router CALI 192 168.1.66
SUCCESS
Router CALI 'M‘;"I'DELL?;' Router pATE 1S 100
PERCENT (5/5)
SUCCESS
Router MEDELLIN LAN del Router CALI RATE IS 100
PERCENT (5/5)
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Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LAN original.

llustracion 36. Escenario 2.

‘—- S 209.17.220.0 124
; r -
BUCARAMANGA = L=

Y
SWITCH DE INTERNET
LABORATORIO

SWITCH
BUCARAMANGA

VLAN1TD WVLAN 30
55 HOSTS 55 HOSTS

5 @EED

VLAN 30
40HOSTS

VLAN20 N VLANT =172.3.2.8/28
A HOSTS | VLANZD = 172.31.0.128 128
VLAN3D=172.31.0.192 /26

EXTERNO

CUNDINAMARCA

=
SWITCH
CUNDINAMARCA

VLAN 20
60 HOSTS

.
VLANT =172.31.20 /29 — 1
VLAN10=172.31.0.0/26 VLAN 10
VLAN30 = 172.31.0.64 /26 B0HOSTS
WLANT =172.31.23/29
WLAN20 = 172.31.1.64 126
VLANIO = 172.31.1.0/26
WLANSS = 172.31.2.24/29

172.31.0.019
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DESARROLLO

PARTE 1: CONFIGURACION BASICA.
llustracion 37. Conexion fisica de los equipos con base en la topologia de red escenario 2

.

S——— 9 v—_g_y_'_p&;
1 1 2960-24T1) 1841
Rolerd g aCng) Router3
o
o

1
r1
v
1381
Ry r2 Server-PT
206p-X4TT 2880-2TT Serverl
Silitch0 witch Server-PT
/ Server!
7

\ \
-/ - -
“Switch2)
g I .
PC_PT
= = PC3-VLANZD PC4-VLAN30
PCFT BCET D
PC1-VLANZ0

PCO-VLANTO 4 —

PC-FT
PCE-WLAN3D

7
PC-FT
PC5S-WLANZ0

Configuracion de los router
Router BUCARAMANGA

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA
BUCARAMANGA(config)#no ip domain-lookup
BUCARAMANGA (config)#banner motd "Prohibido el Acceso no Autorizado"
BUCARAMANGA (config)# enable secret class
BUCARAMANGA (config)#line console 0

BUCARAMANGA (config-line)#password cisco
BUCARAMANGA (config-line)#login
BUCARAMANGA(config-line)#logging synchronous
BUCARAMANGA (config-line )#exit

BUCARAMANGA (config)#line vty 0 15

BUCARAMANGA (config-line)#password cisco
BUCARAMANGA (config-line)#login
BUCARAMANGA(config-line)#logging synchronous
BUCARAMANGA (config-line)#end

BUCARAMANGA #

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA> enable
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BUCARAMANGA # configure terminal

BUCARAMANGA (config)#interface FastEthernet0/0.1
BUCARAMANGA(config-subif)#encapsulation dot1Q 1
BUCARAMANGA(config-subif)#ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif)#interface FastEthernet0/0.10
BUCARAMANGA(config-subif)#encapsulation dot1Q 10
BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#interface FastEthernet0/0.30
BUCARAMANGA(config-subif)#encapsulation dot1Q 30
BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-if)#interface FastEthernet0/0
BUCARAMANGA(config-ifj#no shutdown
BUCARAMANGA(config-if)#interface Serial0/0/0
BUCARAMANGA(config-if}#ip address 172.31.2.34 255.255.255.252
BUCARAMANGA (config-if)j#no shutdown
BUCARAMANGA(config-ifj#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#copy running-config startup-config

Destination filename [startup-config]? [Intro]

Building configuration...

[OK]

BUCARAMANGA #

PP PPN NSNS

Router TUNJA

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA

TUNJA (config)#no ip domain-lookup

TUNJA (config)#banner motd "Prohibido el Acceso no Autorizado
TUNJA (config)# enable secret class

TUNUJA (config)#line console 0

TUNJA (config-line)#password cisco

TUNUJA (config-line)#login

TUNJA(config-line)#logging synchronous

TUNJA (config-line)#exit

TUNJA (config)#line vty 0 15

TUNJA (config-line)#password cisco

TUNJA (config-line)#login

TUNJA(config-line)#logging synchronous

41



TUNJA (config-line)#end

TUNJA #

%SYS-5-CONFIG_I: Configured from console by console
TUNJA # configure terminal

TUNJA (config)#interface FastEthernet0/1

TUNJA (config-if}# ip address 200.17.220.1 255.255.255.0
TUNJA (config-if)# no shutdown

TUNJA (config-if J#exit

TUNJA (config)# exit

TUNJA (config)#interface Serial0/0/0

TUNUJA (config-if}# ip address 172.31.2.33 255.255.255.252
TUNUJA (config-if}# clock rate 56000

TUNJA (config-if)# no shutdown

TUNJA (config-if J#exit

TUNJA (config)#

TUNUJA (config)#interface Serial0/0/1

TUNUJA (config-if}# ip address 172.31.2.37 255.255.255.252
TUNUJA (config-if}# clock rate 56000

TUNJA (config-if)# no shutdown

TUNJA (config-if }# exit

TUNJA (config)# exit

TUNJA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z
TUNJA (config)# interface FastEthernet0/0.1

TUNJA (config-subif)y#encapsulation dot1q 1

TUNJA (config-subif)# ip address 172.31.2.9 255.255.255.248
TUNJA (config-subif)#end

TUNJA #

%SYS-5-CONFIG_I: Configured from console by console
TUNJA #

TUNJA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z
TUNJA (config)# interface FastEthernet0/0.20
TUNJA(config-subify#encapsulation dot1q 20

TUNJA (config-subif)# ip address 172.31.0.129 255.255.255.192
TUNJA (config-subif)#end

TUNJA #

%SYS-5-CONFIG_I: Configured from console by console
TUNJA #

TUNJA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z
TUNJA (config)# interface FastEthernet0/0.30
TUNJA(config-subif)#encapsulation dot1q 30

TUNUJA (config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA (config-subif)#exit
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TUNJA(config-if)# exit

TUNJA(config)# interface FastEthernet0/0
TUNJA(config-if)#no shutdown
TUNJA(config-ifj#end

TUNJA#

TUNJA #

%SYS-5-CONFIG_I: Configured from console by console
TUNJA #

TUNJA #copy running-config startup-config
Destination filename [startup-config]? [Intro]

Building configuration...

[OK]

TUNJA #

Router CUNDINAMARCA

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CUNDINAMARCA
CUNDINAMARCA(config)#no ip domain-lookup
CUNDINAMARCA(config)#banner motd "Prohibido el Acceso no Autorizado™
CUNDINAMARCA (config)# enable secret class
CUNDINAMARCA (config)#line console 0

CUNDINAMARCA (config-line)#password cisco
CUNDINAMARCA (config-line)#login
CUNDINAMARCA(config-line)#logging synchronous
CUNDINAMARCA (config-line)#exit

CUNDINAMARCA (config)#line vty 0 15

CUNDINAMARCA (config-line)#password cisco
CUNDINAMARCA (config-line)#login
CUNDINAMARCA(config-line)#logging synchronous
CUNDINAMARCA (config-line)#end

CUNDINAMARCA #

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA # configure terminal

CUNDINAMARCA (config)#interface Serial0/0/0
CUNDINAMARCA (config-if)# ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA (config-if# no shutdown

CUNDINAMARCA (config-if #exit

CUNDINAMARCA (config)# exit
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CUNDINAMARCA #copy running-config startup-config
Destination filename [startup-config]? [Intro]

Building configuration...

[OK]

Router ISP

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#no ip domain-lookup

ISP(config)#banner motd "Prohibido el Acceso no Autorizado"
ISP(config)# enable secret class

ISP(config)#line console 0

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#logging synchronous

ISP(config-line)#exit

ISP(config)#line vty 0 15

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#logging synchronous

ISP(config-line)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console

ISP # configure terminal

ISP (config)# interface FastEthernet0/0

ISP (config-if}# ip address 200.17.220.254 255.255.255.0

ISP (config-ifJ# no shutdown

ISP (config-if}# exit

ISP (config)#

Enter configuration commands, one per line. End with CNTL/Z.
ISP (config)#ip route 172.31.0.0 255.255.224.0 200.17.220.200
ISP (config)# exit

ISP #copy running-config startup-config

Destination filename [startup-config]? [Intro]

Building configuration...

[OK]
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PARTE 2: CONFIGURACION AVANZADA
Autenticacion local con AAA.

Se Habilita AAA (Authentication, Authorization and Accounting), se crea una lista de
autenticacidon que se almacena en forma local la base de datos del usuario y se le
sefiala al Router, que a los usuarios les corresponde autenticarse a partir de la lista
recién establecida para conectarse. Se asignan usuario sin privilegios y un usuario
con el maximo de privilegios “15”.

Router BUCARAMANGA

BUCARAMANGA>enable

Password:

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#username admin privilege 15 password 0 admin
BUCARAMANGA(config)#aaa new-model

BUCARAMANGA(config)#aaa authentication login LOCAL_AUTH local
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#login authentication LOCAL_AUTH
BUCARAMANGA(config-line)#line vty 0 15
BUCARAMANGA(config-line)#login authentication LOCAL_AUTH
BUCARAMANGA(config-line)#exit

Router TUNJA

TUNJA>enable

Password:

TUNJA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#username admin privilege 15 password 0 admin
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login LOCAL_AUTH local
TUNJA(config)#line console 0

TUNJA(config-line)#login authentication LOCAL_AUTH
TUNJA(config-line)#line vty 0 15

TUNJA(config-line)#login authentication LOCAL_AUTH
TUNJA(config-line)#exit

Router CUNDINAMARCA

CUNDINAMARCA >enable
Password:
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CUNDINAMARCA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)# username admin privilege 15 password 0 admin
CUNDINAMARCA(config)#aaa new-model

CUNDINAMARCA(config)#aaa authentication login LOCAL_AUTH local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication LOCAL_AUTH
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#login authentication LOCAL_AUTH
CUNDINAMARCA(config-line)#exit

Cifrado de contrasenas.

Router BUCARAMANGA

BUCARAMANGA>enable

Password:

BUCARAMANGA #configure terminal
BUCARAMANGA(config)#service password-encryption

Router TUNJA

TUNJA>enable

Password:

TUNJA #configure terminal

TUNJA (config)#service password-encryption

Router CUNDINAMARCA

CUNDINAMARCA>enable

Password:

CUNDINAMARCA #configure terminal
CUNDINAMARCA (config)#service password-encryption

Maximo de internos para acceder al router y maximo tiempo de acceso al
detectar ataques.

En el comando “block-for 607, si fallan los intentos de inicio de sesion, se bloquea
por 60 segundos antes de permitir el acceso nuevamente. Se utiliza el comando
“attempts 2 within 30” solo permite realizar dos intentos de inicio de sesién en 30
segundos.

Router BUCARAMANGA

BUCARAMANGA>enable

Password:

BUCARAMANGA #configure terminal
BUCARAMANGA(config)#login block-for 60 attempts 2 within 30
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Router TUNJA

TUNJA>enable

Password:

TUNJA #configure terminal

TUNJA (config)#login block-for 60 attempts 2 within 30

Router CUNDINAMARCA

CUNDINAMARCA >enable

Password:

CUNDINAMARCA #configure terminal

CUNDINAMARCA (config)#login block-for 60 attempts 2 within 30

El comando “security authentication failure rate” no es soportado por Packetracer.
Este bloquea los intentos de conexion durante un tiempo determinado, limitando los
intentos de conexion por fuerza bruta.

Establecer un servidor TFTP que almacene todos los archivos necesarios de
los routers.

llustraciéon 38. Configuracion Ip Servidor Tftp

¥ ServerFTP [ | 5

Physical  Config  Services _ Deskio Programming  Attributes

DHCP @ Static

I Address 17231228
Subnet Mask 55.255.255.248
Default Gateway 172.31.225
DNS Server 17231228
1Pv8 Configuration
DHCP Auto Config @ Static
IPv6 Address. !
Link Local Address FEB0:201:63FF FET0:6AB9
IPv8 Gateway
IPv8 DNS Server
802.1X

[T Use 802 1X Security

[E1 op

Oz /% 0 € [ ® @] S
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llustracion 39. Activacion del servicio TFTP en el servidor interno..

W ServerFTP 8 (o 508

Physical ~ Config  Services  Desidop  Programming  Aftributes

SERVICES | * T
HTTP
DHCP Service @ on © off

DHCPVE

SSSSSS 438923-K8bin

mz.124-15.T1.bin

123-14T7.bin

o 1841-ipbasekd-mz.124-12 bin
€1900-universalk8-mz. SPA. 155-3.114a.bin

VM Management c2600-advipservicesk9-mz.124-15.T1 bin
Radius EAP 2600-+mz.122-28.bin
2600-ipbasek8-mz.124-8.bin
c2800nm-advipserviceskd-mz.124-15.T1.bin

c2800nm-advipserviceskd-mz.151-4. M4 bin
€2800nm-ipbase-mz.123-14.T7.bin
2800nm-ipbasekd-mz. 124-3.bin
c2900-universalk8-mz. SPA. 155-3.114a bin
€2950-B412-mz.121-22.EA4.bin
€2950-Bg4I2-mz.121-22. EA bin

Copia de seguridad del Router BUCARAMANGA TFTP

BUCARAMANGA>enable

Password:

BUCARAMANGA#

BUCARAMANGA#copy running-config tftp

Address or name of remote host [|? 172.31.2.28

Destination filename [BUCARAMANGA-confg]? backup_R-bucaramanga
Writing running-config....!!

[OK - 1920 bytes]

1920 bytes copied in 3.023 secs (635 bytes/sec)

BUCARAMANGA#

Copia de seguridad del Router TUNJA TFTP

TUNJA >enable

TUNJA#

TUNJA#copy running-config tftp

Address or name of remote host []? 172.31.2.28
Destination filename [TUNJA-confg]? backup_R-tunja
Writing running-config...!!

[OK - 2980 bytes]

2980 bytes copied in 0.004 secs (745000 bytes/sec)
TUNJA#
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Copia de seguridad del Router CUNDINAMARCA TFTP

TUNJA >enable

CUNDINAMARCA#

CUNDINAMARCA#

CUNDINAMARCA#copy running-config tftp

Address or name of remote host [|? 172.31.2.28

Destination filename [CUNDINAMARCA-confg]? backup_R-cundinamarca
Writing running-config...!!

[OK - 2076 bytes]

2076 bytes copied in 0 secs

llustracién 40. Archivos Backup almacenados en el servidor TFTP
W ServerrTP [E=8 =
Physical  Config  Services  Deskop  Pragramming  Aftributes
e,
SERVICES TFIP
HTTR
DHCP. Service @ on o) off
DHCPvE 2
TETE. File =
DNS 2saB42-k8.bin
SNSIOG 538923-k8.bin
i
NTP T
EMAIL backup_F
= backup_R-tunja
IoT c1841-advipservicesk8-mz.124-15.T1.bin
VM Management £1841-ipbase-mz.123-14 T7 bin
Radius EAP c184: 9-mz.124-12.bin

190 2.5PA,155-2.14a.bin
kS-mz.124-15.T1.bin

€2600-ipbaseks-mz. 124-8.bin

c2800nm-advipserviceskd-mz.124-15.T1.bin

€2950-Bq4I2-mz.121-22.EA4 bin
€2950-Bgdi2-mz.121-22.EAS bin
2960-lanbase-mz.122-25 FX bin
2960-lanbase-mz.122-25 SEE1.bin

2| L]c 0 € ®m)

El DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga
y Cundinamarca.

Router TUNJA

Excluimos las direcciones IP que no deseamos que el servidor le proporcione a los
clientes

TUNJA >enable

Password:
TUNJA #configure terminal
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TUNJA(config)#ip dhcp excluded-address 172.31.0.1
TUNJA(config)# ip dhcp excluded-address 172.31.0.65
TUNJA(config)# ip dhcp excluded-address 172.31.1.65
TUNJA(config)# ip dhcp excluded-address 172.31.1.1
TUNJA(config)#exit

TUNJA#

Creamos los pool, de acuerdo a las redes que queremos

TUNJA(config)#ip dhcp pool B-10
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#exit

TUNJA(config)#ip dhcp pool B-30
TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#exit

TUNJA(config)#ip dhcp pool C-20
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#exit

TUNJA(config)#ip dhcp pool C-30
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#exit

Se agrega IP Helper para el Router BUCARAMANGA vy el Router
CUNDINAMARCA, porque el DHCP se encuentra fuera de la red.

Router BUCARAMANGA

BUCARAMANGA(config)#interface FastEthernet0/0.10
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#exit

BUCARAMANGA(config) interface FastEthernet0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#end

BUCARAMANGA#

Router CUNDINAMARCA
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CUNDINAMARCA> enable

CUNDINAMARCA # configure terminal

CUNDINAMARCA (config)# interface FastEthernet0/0.20
CUNDINAMARCA (config-if}# ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

CUNDINAMARCA#enable

CUNDINAMARCA # configure terminal
CUNDINAMARCA(config)# interface FastEthernet0/0.30
CUNDINAMARCA (config-if}# ip helper-address 172.31.2.37
CUNDINAMARCA (config-subif)#end

CUNDINAMARCA #

El web server debera tener NAT estatico y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

Router TUNJA

TUNJA > enable

TUNJA # configure terminal

TUNJA(config)# ip nat inside source static 172.31.2.28 200.17.220.4
TUNJA(config)# access-list 1 permit 172.31.0.0 0.0.31.255
TUNJA(config)# ip nat inside source list 1 interface FastEthernet0/1 overload
TUNJA(config)#ip route 0.0.0.0 0.0.0.0 200.17.220.3
TUNJA(config)#router ospf 1
TUNJA(config-router)#default-information originate
TUNJA(config-router)#

%SYS-5-CONFIG_I: Configured from console by console

TUNJA#

Establecer dominios inside y outside de la configuracion NAT

TUNJA(config-if)# interface FastEthernet0/1
TUNJA(config-if}# ip nat outside
TUNJA(config-if)#exit

TUNJA(config)#

TUNJA(config)# interface FastEthernet0/0.1
TUNJA(config-if}# ip nat inside
TUNJA(config-if)#exit

TUNJA(config)#

TUNJA(config)# interface FastEthernet0/0.20
TUNJA(config-if}# ip nat intside
TUNJA(config-if)#exit

TUNJA(config)#
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TUNJA(config)# interface FastEthernet0/0.30
TUNJA(config-if}# ip nat intside
TUNJA(config-ifJ#exit

TUNJA(config)#

TUNJA(config-if)# interface Serial0/0/0
TUNJA(config-if}# ip nat inside
TUNJA(config-if)#exit

TUNJA(config)#

TUNJA(config-if)# interface Serial0/0/1
TUNJA(config-if}# ip nat inside
TUNJA(config-if)# exit

TUNJA(config)# exit

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console
TUNJA#

El enrutamiento debera tener autenticacion.

Activacion de OSPF y autenticacion MD5 para las interfaces seriales y enrutamiento
OSPF en cada uno de los routers

Router BUCARAMANGA

BUCARAMANGA#

BUCARAMANGA # configure terminal

BUCARAMANGA (config)# router ospf 1

BUCARAMANGA (config-router)#area 0 authentication message-digest
BUCARAMANGA (config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA (config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA (config-router)#network 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA (config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA (config-router)#exit

BUCARAMANGA (config)#exit

BUCARAMANGA #

BUCARAMANGA > enable

BUCARAMANGA # configure terminal

BUCARAMANGA (config)# interface serial0/0/0
BUCARAMANGA(config-if#ip ospf authentication message-digest
BUCARAMANGA(config-if )#ip ospf message-digest-key 1 md5 cisco
BUCARAMANGA (config-if)# exit

BUCARAMANGA(config)#exit

BUCARAMANGA #

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA #
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Router TUNJA

TUNJA (config)# router ospf 1

TUNUJA (config-router)#area 0 authentication message-digest
TUNJA (config-router)#network 172.31.2.8 0.0.0.7 area 0
TUNUJA (config-router)#network 172.31.0.128 0.0.0.63 area 0
TUNJA (config-router)#network 172.31.0.192 0.0.0.63 area 0
TUNUJA (config-router)#network 172.31.2.32 0.0.0.3 area 0
TUNJA (config-router)#network 172.31.2.36 0.0.0.3 area 0
TUNJA (config-router)#default-information originate
TUNJA (config-router)#exit

TUNUJA (config)#exit

TUNJA #

%SYS-5-CONFIG_I: Configured from console by console
TUNJA #

TUNJA > enable

TUNJA # configure terminal

TUNJA (config)# interface serial0/0/0

TUNUJA (config-if#ip ospf authentication message-digest
TUNJA (config-if)#ip ospf message-digest-key 1 md5 cisco
TUNJA (config-if }# exit

TUNJA (config)# interface serial0/0/1

TUNUJA (config-if#ip ospf authentication message-digest
TUNJA (config-if)#ip ospf message-digest-key 1 md5 cisco
TUNJA (config-if)# exit

Router CUNDINAMARCA

CUNDINAMARCA > enable

CUNDINAMARCA # configure terminal

CUNDINAMARCA (config)# interface serial0/0/0

CUNDINAMARCA (config-if)#ip ospf authentication message-digest
CUNDINAMARCA (config-if)#ip ospf message-digest-key 1 md5 cisco
CUNDINAMARCA (config-if}# exit

CUNDINAMARCA (config)# router ospf 1

CUNDINAMARCA (config-router)#area 0 authentication message-digest
CUNDINAMARCA (config-router)#exit

CUNDINAMARCA (config)#exit

CUNDINAMARCA #

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA #
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CUNDINAMARCA # configure terminal

CUNDINAMARCA (config)# router ospf 1

CUNDINAMARCA (config-router)#area 0 authentication message-digest
CUNDINAMARCA (config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA (config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA (config-router)#network 172.31.2.16 0.0.0.7 area 0
CUNDINAMARCA (config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA (config-router)#network 172.31.2.24 0.0.0.7 area 0
CUNDINAMARCA (config-router)#exit

CUNDINAMARCA (config)#exit

CUNDINAMARCA #

CUNDINAMARCA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z
CUNDINAMARCA (config)# interface FastEthernet0/0.1
CUNDINAMARCA (config-subify#encapsulation dot1q 1 native
CUNDINAMARCA (config-subif)# ip address 172.31.2.17 255.255.255.248
CUNDINAMARCA (config-subif)#end

CUNDINAMARCA #

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA #

CUNDINAMARCA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z
CUNDINAMARCA (config)# interface FastEthernet0/0.20
CUNDINAMARCA (config-subif)#encapsulation dot1q 20
CUNDINAMARCA (config-subif)# ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA (config-subif)#end

CUNDINAMARCA #

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA #

CUNDINAMARCA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z
CUNDINAMARCA (config)# interface FastEthernet0/0.30
CUNDINAMARCA (config-subif)#encapsulation dot1q 30
CUNDINAMARCA (config-subif)# ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA (config-subif)#end

CUNDINAMARCA #

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA #

CUNDINAMARCA #

CUNDINAMARCA #configure terminal

Enter configuration commands, one per line. End with CNTL/Z
CUNDINAMARCA (config)# interface FastEthernet0/0.88
CUNDINAMARCA (config-subify#encapsulation dot1q 88
CUNDINAMARCA (config-subif)# ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA (config-subif)#end

54



CUNDINAMARCA #

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA #

El DHCP no proporciona direcciones a los hosts de Tunja

PC3-VLAN20-TUNJA

Packet Tracer PC Command Line 1.0

C:\>ipconfig

FastEthernet0 Connection:(default port)

Link-local IPv6 Address.........: FE80::201:COFF:FE62:3842
Autoconfiguration IP Address....: 169.254.56.66

Subnet Mask.....................: 2565.255.0.0

Default Gateway.................: 0.0.0.0

Bluetooth Connection:
Link-local IPv6 Address.........; ::

IP Address....................... 0.0.0.0
Subnet Mask.....................: 0.0.0.0
Default Gateway.................. 0.0.0.0
C:\>

PC4-VLAN30-TUNJA

Packet Tracer PC Command Line 1.0

C:\>ipconfig

FastEthernet0 Connection:(default port)

Link-local IPv6 Address.........: FE80::290:21FF:FE6A:B869
Autoconfiguration IP Address....: 169.254.184.105

Subnet Mask...................... 2565.255.0.0

Default Gateway.................. 0.0.0.0

Bluetooth Connection:
Link-local IPv6 Address.........; ::

IP Address....................... 0.0.0.0
Subnet Mask...................... 0.0.0.0
Default Gateway.................: 0.0.0.0
C:\>
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llustracion 41. DHCP host de Bucaramanga VIan30
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llustracion 42. DHCP host de Bucaramanga Vlan10
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llustracion 43. DHCP host de Cundinamarca VIan30
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Physical  Config

Command Frompt

Programming  Aftributes

Top

S el N AL

llustracion 44. DHCP host de Cundinamarca Vlan20

¥ pCS-VLANZD =0
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57



¥ pco-vLanio

llustracion 45. Comunicacién de host de Router Bucaramanga Vlan10 a red Tunja y Vlan20 red Cundinamarca
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e
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llustracién 46. Comunicacién de host de Router Bucaramanga Vlan10 a red Bucaramanda y Servidor Web
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llustracion 48. Comunicacion de host de Router Cundinamarca VIan30 a red Bucaramanga y Servidor FTP.
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llustracion 47. Comunicacion de host de Router Cundinamarca VIan30 a red Cundinamarca.
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llustracion 49. Comunicacion de host de Router Cundinamarca VIan30 a Servidor FTP y Servidor Web.

¥ pce-vLaNz0 ===

Physical  Config _ De: Programming  Aftributes.
e

GG 50016 ] ®]a]
Listas de control de acceso:

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

CUNDINAMARCA(config)#access-list 100 deny ip 172.31.1.64 0.0.0.63
200.17.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 100 permit ip any any
CUNDINAMARCA(config)#interface FastEthernet0/0.20
CUNDINAMARCA(config-subif)#ip access-group 100 in
CUNDINAMARCA(config-subif)#
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llustracion 50. Verificacion control de acceso Vlan20 Cundinamarca solo a la red interna de Tunja.

PCS-VLAN20 [E=N=l =

Physical ~ Config  Deskio Programming  Aftributes

Command Frompt

Olc (Lo ole|®m= R

e Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

CUNDINAMARCA(config)#access-list 101 permit ip 172.31.1.0 0.0.0.63
200.17.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 101 deny ip any any
CUNDINAMARCA(config)# interface FastEthernet0/0.30
CUNDINAMARCA(config-subif)#ip access-group 101 in
CUNDINAMARCA(config-subif )#

llustracion 51. Verificacion control de acceso Vlan10 Cundinamarca si acceden a internet y no a la red interna
de Tunja.

Bic Lo ole|r@[=]n] cFany
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e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

TUNJA(config)#access-list 100 permit tcp 172.31.0.192 0.0.0.63 200.17.220.0
0.0.0.255 eq 80

TUNJA(config)#access-list 100 permit tcp 172.31.0.192 0.0.0.63 200.17.220.0
0.0.0.255 eq 21

TUNJA(config)#access-list 100 permit tcp 172.31.0.192 0.0.0.63 200.17.220.0
0.0.0.255 eq 20

TUNJA(config)#interface FastEthernet0/0.30
TUNJA(config-subif)#ip access-group 100 in
TUNJA(config-subif)#

llustracion 52. Verificacion control de acceso hosts de VLAN 30 en Tunja solo acceden a servidores web
y ftp de internet (servidor web).
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llustracion 53. Verificacion control de acceso hosts de VLAN 30 en Tunja solo acceden a servidores web y fip
de interne (servidor ftp).
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Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

llustracién 54. Verificacion control de acceso hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.
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TUNJA(config-subif)#access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63

TUNJA(config)#access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.0.0
0.0.0.63

TUNJA(config)#interface FastEthernet0/0.20

TUNJA(config-subif)#ip access-group 102 in

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

BUCARAMANGA(config)#access-list 101 permit ip 172.31.0.64 0.0.0.63
200.17.220.0 0.0.0.255

BUCARAMANGA(config)#interface FastEthernet0/0.30
BUCARAMANGA(config-subif)#ip access-group 101 in
BUCARAMANGA(config-subif)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

BUCARAMANGA#

llustracion 55. Verificacion control de acceso hosts de VLAN 30 de Bucaramanga acceden a internet y a
cualquier equipo de VLAN 10.
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e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.
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BUCARAMANGA(config)#access-list 102 permit ip 172.31.0.0 0.0.0.63
172.31.1.64 0.0.0.63

BUCARAMANGA(config)#access-list 102 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

BUCARAMANGA(config)#interface FastEthernet0/0.10
BUCARAMANGA(config-subif)#ip access-group 102 in
BUCARAMANGA(config-subif)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#

llustracién 56. Verificacion control de acceso hosts de VLAN 10 en Bucaramanga acceden a la red de
Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.
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Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

BUCARAMANGA(config)#access-list 103 deny ip 172.31.2.0 0.0.0.7
172.31.0.0 0.0.0.63

BUCARAMANGA(config)#access-list 103 deny ip 172.31.0.64 0.0.0.63
172.31.0.0 0.0.0.63

BUCARAMANGA(config)#access-list 103 permit ip any any
BUCARAMANGA(config)#interface FastEthernet0/0.10
BUCARAMANGA(config-subif)#ip access-group 103 out
BUCARAMANGA(config-subif)#end

BUCARAMANGA#
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%SYS-5-CONFIG_I: Configured from console by console

BUCARAMANGA#

TUNJA(config)#access-list 103 deny ip 172.3.2.8 0.0.0.7 172.31.0.128
0.0.0.63

TUNJA(config)#access-list 103 deny ip 172.3.0.192 0.0.0.63 172.31.0.128
0.0.0.63

TUNJA(config)#access-list 103 permit ip any any
TUNJA(config)#interface FastEthernet0/0.20
TUNJA(config-subif)#ip access-group 103 out
TUNJA(config-subif)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console
TUNJA#

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.2.8 0.0.0.7
172.31.1.64 0.0.0.63

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.1.0 0.0.0.63
172.31.1.64 0.0.0.63

CUNDINAMARCA(config)#access-list 103 deny ip 172.31.2.24 0.0.0.7
172.31.1.64 0.0.0.63

CUNDINAMARCA(config)#access-list 103 permit ip any any
CUNDINAMARCA(config)#interface FastEthernet0/0.20
CUNDINAMARCA(config-subif)#ip access-group 103 out
CUNDINAMARCA (config-subif)#end

CUNDINAMARCA #

llustracion 57. Verificacion control de acceso hosts de VLAN 10 Bucaramanga no pueden acceder los host VLAN
30 en Bucaramanga
¥ pCo-vLANLO ==
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llustracion 58. Verificacion control de acceso hosts de VLAN 20 Tunja no pueden acceder los host VLAN 30 en
Tunja
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llustracion 59. Verificacion control de acceso hosts de VLAN 30 Bucaramanga no pueden acceder los host VLAN
10 en Bucaramanga
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llustracién 60. Verificacion control de acceso hosts de VLAN 30 Tunja no pueden acceder los host VLAN 20 en
Tunja |
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llustracion 61. Verificacion control de acceso hosts de VLAN 20 Cundinamarca no pueden acceder los host
VLAN 30 en Cundinamarca
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llustraciéon 62. Verificacion control de acceso hosts de VLAN 30 Cundinamarca no pueden acceder los host
VLAN 20 en Cundinamarca
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Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

BUCARAMANGA(config-subif)y#access-list 10 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 10 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 10 permit 172.31.2.8 0.0.0.7
BUCARAMANGA(config)#line vty 0 15
BUCARAMANGA(config-line)#access-class 10 in
BUCARAMANGA(config-line)#

TUNJA(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 10 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 10 permit 172.31.2.8 0.0.0.7
TUNJA(config)#line vty 0 15
TUNJA(config-line)#access-class 10 in

CUNDINAMARCA
CUNDINAMARCA
CUNDINAMARCA
CUNDINAMARCA
CUNDINAMARCA
CUNDINAMARCA

config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
config)#access-list 10 permit 172.3.2.8 0.0.0.7
config)#access-list 10 permit 172.31.2.8 0.0.0.7
config)#line vty 0 15

config-line)#access-class 10 in

config-line)#

P o o~ o~ o~
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llustracion 64. Verificacion control de acceso los hosts de las VLAN administrativas y de la VLAN de servidores
tienen accedo a los routers e internet (VLAN Bucaramanga no tienen accedo a los routers e internet)
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llustracion 63. Verificacion control de acceso los hosts de las VLAN administrativas y de la VLAN de servidores
tienen accedo a los routers e internet (VLAN Cundinamarca tienen accedo a los routers e internet)
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Habilitar VLAN en cada switch y permitir su enrutamiento.
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SWITCH BUCARAMANGA

Switch>enable

Switch#configure terminal
Switch(config)#hostname SB
SB(config)#enable password class
SB(config)#line console 0
SB(config-line)#password cisco
SB(config-line)#login

SB(config-line)#line vty 0 15
SB(config-line)#password cisco
SB(config-line)#login

SB(config-line )#exit

SB(config)#line console 0
SB(config-line)#logging synchronous
SB(config)#vian 1

SB(config-vlan)#vlan 10
SB(config-vlan)#vlan 30

SB(config-vlan)# interface FastEthernet 0/10
SB(config-ifj#switchport mode access
SB(config-ifj#switchport access vian 10
SB(config-if)# interface FastEthernet 0/24
SB(config-ifj#switchport mode access
SB(config-ifj#switchport access vian 30
SB(config-if)# interface FastEthernet 0/1
SB(config-ifj#switchport mode trunk
SB(config-if)#int vian 1

SB(config-if)#ip address 172.31.2.3 255.255.255.248
SB(config-if)#no shutdown

SB(config-if)#ip default-gateway 172.31.2.1

N N N N N N P~~~ P~

SWITCH TUNJA

Switch(config)#

Switch>enable
Switch(config)#configure terminal
Switch(config)#no ip domain-lookup
Switch(config)#hostname ST
ST(config)#enable password class
ST(config)#line console 0
ST(config-line)#password cisco
ST(config-line)#login
ST(config-line)#line vty 0 15
ST(config-line)#password cisco
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ST(config-line)#login
ST(config-line)#exit
ST(config)#line console 0
ST(config-line)#logging synchronous
ST(config)#vlan 1

ST(config-vlan)#vian 20
ST(config-vlan)#vlan 30
ST(config-vlan)#interface FastEthernet0/20
ST(config-ifj#switchport mode access
ST(config-ifj#switchport access vian 20
ST(config-if#interface FastEthernet0/24
ST(config-ifj#switchport mode access
ST(config-ifj##switchport access vian 30
ST(config-if#interface FastEthernet0/1
ST(config-ifj#switchport mode trunk
ST(config-if}#int vlan 1

ST(config-if}#ip address 172.3.2.11 255.255.255.248
ST(config-ifj#no shutdown

ST(config-if}#ip default-gateway 172.31.2.9

SWITCH CUNDINAMARCA

Switch>enable
Switch(config)#configure terminal
Switch(config)#no ip domain-lookup
Switch(config)#hostname SC
SC(config)#enable password class
SC(config)#line console 0
SC(config-line)#password cisco
SC(config-line)#login
SC(config-line)#line vty 0 15
SC(config-line)#password cisco
SC(config-line)#login
SC(config-line)#exit

SC(config)#line console 0
SC(config-line)#logging synchronous
SC(config)#vian 1

SC(config-vlan)#vlan 20
SC(config-vlan)#vian 30
SC(config-vlan)#vlan 88
SC(config-vlan)#exit

SC(config)# interface FastEthernet0/10
SC(config-ifj#switchport mode access
SC(config-ifij#switchport access vian 20
SC(config-if)# interface FastEthernet0/20
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SC(config-ifj#switchport mode access
SC(config-ifj#switchport access vian 30
SC(config-if}# interface FastEthernet0/24
SC(config-ifj#switchport mode access
SC(config-ifij#switchport access vian 88
SC(config-if}# interface FastEthernet0/1
SC(config-ifj#switchport mode trunk
SC(config-if)#int vian 1

SC(config-if)#ip address 172.31.2.11 255.255.255.248
SC(config-ifj#no shutdown

SC(config-if)#ip default-gateway 172.31.2.9
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CONCLUSIONES

Se logré da solucion a los dos casos propuestos, comprendiendo asi las
configuraciones basicas del enrutamiento estatico y dinamico, el funcionamiento de
los protocolos RIP, VLSM, EIGRP y OSPF. Comprendiendo también el
funcionamiento de los enrutadores y conmutadores en las redes locales bajo el
estandar Ethernet.

El manejo de casos de estudios nos permite enfrentarnos a una situacion real, esto
nos permite poner en practicas todo el conocimiento adquirido a fin de resolver los
problemas plantados preparandonos de esta forma para el mundo real en donde
este escenario sera el pan de cada dia en nuestras labores profesionales como
administradores de red.

El software PACKET TRACERT es una excelente herramienta, la cual me ha
permitido el disefio e implementacién de las redes simulando diversos ambientes.
Poniendo en practica todo el conocimiento adquirido y realizandolo de tal forma que
simula a la perfeccion el comportamiento de los equipos fisicos reales. Tan cual
como si se estuviera en frente de los equipos de red.
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